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WO 2004/ 010373 PCT/ AU2003/ 000934 -1 A METHOD OF
SECURE TRANSM SSION Field of the Invention The

w@e@3mni37d nventi on rel ates generally to securiPgI/AU2003/000934

systens and in particular to 5 secure transm ssion
systens and security systens utilising bionmetric
sensors. Background Existing security systens are of
several different types. One -tlype of security system
utilises a smartcard as a key for access to a secure

| ocation or secure equipnment. 10 The smartcard
contains security information providin via a
smartcard r eacdMETHQR QE® %,TMN%D@@%&&& esents
the reader with the smartcard. If the smartcard is

aut hori sed, the reader actuates a control nechanismto
Piehlvotkhedavadgwn Thus, for exanple, the reader

may
signal a controller that control j :
reenCif SROLH PRI Hir S ssigaly Ry s RBEsFHE sBl bl o
REERIMnkAIsBioA GRS bnd SSctiiyadystefdd atiixiagpiceneaific aensors.
relevant is reader that nmay be used in such a system

is a Wegand reader. One significant disadvantage of
ﬁ?ﬁ%{ﬁxﬁ&ems is that the smartcard if stolen or

0 W Sse in the possession of an unauthorised person |
nmay al Existitghescuntaisybioms sescpfiseveraldifferenclynes @petypeefsesurity

| ocation or equi nt, . LEM: S :
ol et sTERBTRR b kef Ror 00 Ble REGHY 0L tioRGH Gl cquipment.
ThS§matavd eetdihosetiritycinttamatiompronidilg/acaedsi ig e spriterrd reader at
speech, or an eye scan Vvia sensor at the cess .
{hgiafecss pPRk R St eSSl ety e S TeHeh L P ggrioard is

hided, @0 fodagnsbnaR QB dntrol mBbIRARM foGftoVide acd¥hy. STIRR| for example,
characteristic of a person used as a form of

{hetereadef imezisignal a qumdrollpr Baeonirels apstegion 6f adateh mgchsnisgpcontrolling
of , or i it ' S
R
sehasetathoned uided idaich a systemi is b dVivgehd eader. Emepignaiicant

wi th which_.the sensor co ni . The scanne .
Wiseahapiiee OEsHEE sy Some Gripar B BRETR et b P B ORGE e possession
8P4 Runaaifriséd SerSEH By ko eienchatiiheristsieferion tabedst tiedecure
access. This systemis generally nore secure than that
bicatigreorsagummeeni.d system but is disadvantageous in

that a central repository of bionetric data nust be

mai nt ai ned and 30 updated. Further, significant tine
maybe Aagthier sdutity systesudilissuebiometrongsasirge omifoltagesss. A user

%@gﬂ&g?@? b?ﬁé‘[ﬁéﬁ@%ﬁ%@% aig?ﬁltggrtpglflt, ggée%ﬁ,a&eanogye SERLViRk sensor at
the access point. Other forms of biometric data include facial details and hand geometry.
Biometrics is a physical characteristic of a person used as a form of identification. The
biometrics data is used in place of, or in addition to a security key, such as a key, card or
PIN. A database or central repository of stored biometric data is maintained in a
computer, with which the sensor can communicate. The scanned biometric data is
compared with the stored biometric data, and if a match is found the user is permitted
ac‘cess. This system is generally more secure than that of the smartcard system, but is
disadvantageous in that a central repository of biometric data must be maintained and
updated. Further, significant time may be required to conduct such a comparison of the
scanned biometric data against the database or central repository to determine whether or

not there is a match.
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not there is a match. WO 2004/ 010373 PCT/ AU2003/ 000934
-2 Conventional systens are al so di sadvantageous in

W@ b@t/o1d3e3 product s’ sizes are bulky. Still a PCr/AL203/000934

di sadvant age of conventional systens is that such
products cannot protect against security breaches
arising froma person getting into security lines in a
wal | 5 to which the reader isZ2onnected and providing

fal se authorisation signals and the like to a

controller. Summary |In accordance with an aspect of

the invention, there is provided a nethod of io

provi di ng secure transnissions froma smartcard

reader e, TRe: SRl BRErE ORI @ifsal Mt S8 RSin tRht thEPRIAUEET diges are
a S|gna? created by the smartcard reader dependent on
tiutiley. s$uilt & Cathey dishévantriggred comvsniienad sysiemaeisdha such products cannot

information; transmittin e ted.sj: e i
BlreL R isg s Bt rOgnd B8pRIRTE! il Mt eghtylines in a vall
folv18h BeirBiicts dohfedt@mideprboidaigi false hinhotisation signhlsdnd the like to a
signal to another format useable by an access

Het-1 er; and controlling an access 15 mechani sm
usi ng the access controller dependent upon the
transl ated signal. The smartcard may contain bionetric
Sahmaxyd the snmartcard reader may conprise a

bi onetyic smartca £.0r- s e . thod of
O R A SPLRT BAPTEAL ot
hroRBigigdec e tehabmissibhe fioimmwhartcardiaaderi Thaatethod comprises the steps

transmtted .to_ the O renpte | ocat,ion fr th

QITBRYYRIRE ¢ UERAL CTeaR Y, ﬁlaal%f?ﬁ@f At 8?“‘@62%‘8’? fag smigard, the
§ig§a? ﬁeﬁlpﬁﬁiﬁg b S ROIAGERTON USRI fHAG RCEeSted e $Fomote

[ e

ransSl ated signal 1s determ ned by the access :
ipemiaiclative faothautagestd acadss dusslatinge th FOAN® JRsatigih g diensmitted
i-S | e to. i t . . r
B ) S 5,827 By oRlch Bl R s
fRchihtsn nshatheaictess coffthellea deendentipon theet tramslatadesygnal.
conprise at | east one of a person's nane, a facility
code, a conpany code, an access code, and an issue

code. Thesmhrtiaad nﬁ%ﬁéoﬂ@irﬁﬁ@lﬁw@ﬂceﬁtmﬁm@ sthimpdaed BEGer may
Ski pj ack, or AES Rijndael encryptign. 3Q The netpodTh
perppisera iemeigisrmtarisardrgades f o biigg Ol TR gata directly. The

Brom R &%E &n%ggomkﬁﬁ%%‘ﬁﬁ%er%ﬁﬁ BIRrTHai6méd daf¥Ss not transmitted to the
smarfcard reader. e @en

rypted signal may be WO
200014 (HARTB ARG ThALROOS 0 6Hdes

The method may further comprise the step of providing access using the access
mechanism if the translated signal is determined by the access controller to authorise
access. The access mechanism is able to provide access to at least one of a door, portal,
computer, network, secure equipment and secure installation. The access information
may comprise at least one of a person’s name, a facility code, a company code, an access
code, and an issue code. The signal may be encrypted using tﬁple DES, Skipjack, or AES
Rijndael encryption.

The method may further comprise the step of encrypting communications

between the smartcard and the smartcard reader. The encrypted signal may be
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-3 transmtted fromthe smartcard reader to a high
security nodule at the renote |location. The high

W@ emu01a3y3 nodul e transl ates the encrypted si gnetT/AU2006/@€00934

other format. The smartcard reader and the high

security nodul e may be separated by a 5 distance of up

to 1.2 kilonetres. Alternatively, the smartcard reader

and the high security nodul e- dre separated by a

di stance of up to 15 netres. The translated signal may

be in a controller-specified format. Preferably, t he
ecified,fornmat

FRbk e fomia s EE P dHNEL R L BROURGI tadpmete tocation

ofie hid8 seEMBDHdHe tARIEsite SHcPYtetEd gl S Se@MdrFormat.
providi ng secure transm ssions fronra smartcard

reader. The system conpri ses: smartcard reader for
encryp i
T S R D LR RS i b

distamss of an @r hﬁrkilometran dAltemnatiwebmslm siaricgrdirhades aud Yhethagh security
15 sjgn to. a, renmt ocation relative to the

ite?f’ﬁ? EPPPElekhY @ 1s%n&en lg’cliffnlrstlﬁ} Saul e for
recervrng the transmtted signal and translating the

transmtted signal to another for le by _a
o ko fan s e Aen et 1B oago LSRR P forphgh. Préferably, the

ccess
R R B L S
The smartcard may contain bionmetric data, and the
smartcard reader 0 |
S B! GRS e TRp B Bl PRDB. S TR sy or
Etcﬁ'ffﬁiﬁg beu kol ensiigsiore fidhi 8 embdtcrgd raatemn tTIféESty@tedetlﬁqprises a

onetric data is not transmt to the
SRAIFATS JFABHST ENFTYRIE HeSTaT cpledty' e ioand Eadtopendent on the
§1¥§1tt@é?&1 HY s1ng£1tc|Bﬁﬁm§ %ﬁ&ée%@ 1rﬁ’8m?££ﬁ6ﬁ SghdBERainSifing the encrypted
providing access if transi ated signal is

dlenelrtmarremowowﬁen a@i@e‘@wc&b@wmmqa@i repderag highrseedity module for

acces "
R558 TSRS B eRSp P 5 Y orms
0&dablerty; ansecedseorioll gpn@mitanacdess eomir(ﬂleir fm’[cahtraliiing fan ad¢ess

access i nformati on na ris at ast 0

Ber et UHaaRe spopes GpholT app@en tipg Fligf.
access code, and an 30 issue code. WO 2004/ 010373

PCT/ AU2003/ 000934 -4 The signal is encrypted usin
tripl e ThESnak@rmayiconigin lneeem datpa @nd Brecspppicatgryeader may

comprise a biometric smartcard reader for obtaining biometric data directly. The

biometric data may comprise fingerprint data. The biometric data is not transmitted to the

high security module from the smartcard reader.

The system may further comprise an access mechanism providing access if the
translated signal is determined by the access controller to authorise access. The access
mechanism may be able to provide access to at least one of a door, portal, computer,
network, secure equipment and secure installation. The access information may comprise
at least one of a person’s name, a facility code, a company code, an access code, and an

issue code.



Conmuni cati ons between the smartcard and the smartcard
reader may be encrypted. The smartcard reader and the
wohe@h/ossecurity nodul e nay be separated by a di BEEHATU2006000934

up to 1.2 kilonmetres. Alternatively, the smartcard
reader and the high security nodule may be s separated
by a distance of up to 15 netres. The transl ated
signal may be in a controller=4pecified format. The
controller- specified format nay be Wegand format, or
clock and data. 10 In accordance with still another

aspect_of the.invention, there.l .ovi ded .. .
appar a?g%m\gibﬁ lﬁ?WM?Cﬁbslg%ElﬂleeDiEsaR@mag { 06@9? Rijpagl encryption.
8 BRI oh E8dREen thE8mARPAH ahd the SMHRAIIS@Sder @ay be encrypted. The
smartcard reader for encryptgag a signal created

. by
stharteanchreaderrand thabigh seqpsiie mOdRc Teay RefEP ety Hstapgserf up to 1.2
! C ORI LAt hPhe hPH RS hOdule may b
GG est PITRGI v, B StaouR (O RA Pe L RITRHIS a8 may be
sephatddey 4 distahee sigr toda@rmetreasader; a 15 nodul e for
translating at the renote |ocation the transmtted
signal to another format useable by an access

cont r ofth@franshiiel SipnAGESSSe B @bhrbll@tspédfied fiinatl Thex@ntroller-
an access mnechanl sm dependent upon e transl ated

spegiied forppat maayehe: Wagggndigrmad oF glaskgn ric data and

the smartcard reader may 20 conprise a bionetric
smartcard reader for obtaining bionmetric data )

di r ect Inyacc@idencebwitlretilt anothiertaapera pf thenmrentien.fthergas provided an

data. |p accordance with a further

Fneine B DR GAE P b fnerkdtis ek o 3RAGkg RadblioThe apparatus
grapriRs efsmatcardbreadartor enensied awigral bicawd by itlee dadrecaidreader
read. Actual 25 bjonetric data . s sens,

sed. The
BeRSREETHIOB thpimatf Gt dsuahsPrpHige ?gcefwﬂormﬂﬁ%;raeﬁwdule for

bl ' it 16&kioN Bdlhily OB thddmartcard reader;
%ﬁéﬂn&ﬁ%&é@ glgc?gfl)tipdl Q@Hﬁl_t?%rh Bt% io b card reader; a

Access owed if the bionetric data fromthe

swdnledar dansiating etheaamets lpsationths tansartiedwgnah to aupther format
may, 4 nvol ve verifving. ' '

R L e e e s
hiechdnésm gepentied upon shededrislagd signatcanni ng a source of

bi onetric data associated with the smartcard, 30

encodi ng the scanned bionetric data, and storing the

encodegnhbkaaRiari fhad@bataBbibMetricSIied rdahél smdierd reader may
bi ometric data may include a fingerprint. Optionall

eoriptiss 4 bipmpsic sapitcRrsl reagss dorabiining bicypeiHa dafg direetly.” The
i onetri 72 PCT/ AU2003/ 000934 - 5-
Eirgl%g?‘&%gs%g?d ?: qu}é@g%ﬂﬁgéerg av%?61 ngs

In accordance with a further aspect of the invention, identification using of
biometric data is disclosed. A smartcard encoded with biometric data is read. Actual
biometric data is sensed. The biometric data from the smartcard is then compared with
the sensed biometric data for verification. Access may be allowed if the biometric data
from the smartcard and the sensed biometric data match. This may involve verifying that
the biometric data encoded on the smartcard is correct. The biometric data stored in the
smartcard is derived by scanning a source of biometric data associated with the smartcard,
encoding the scanned biometric data, and storing the encoded biometric data on the
smartcard. The biometric data may include a fingerprint. Optionally, a detail level can be

specified for scanning the biometric data.
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A smal | nunber of enbodi nents are descri bed
hereinafter with reference to the draw ngs, in which:

W®G20014010313 i s a hi gh-1evel flow diagramill ustrBtT/AU28/000934

enrol ment operation of a bionetric smartcard system
including a bionmetric smartcard reader or encoder in
accordance with an enbodi nent of the invention; Fig. 2
is a fIOM/diagran1iIIustrating5a process of enrolling
a fingerprint on a smartcard using a bionetric
smartcard encoder, providing further details of the 10
enbodi nent of Fig. 1; Fig. 3 is a flow diagram
illustrating a process of verifying a finger on the

IBr T Eiekérptieuef thedehvangoder, providing further
details of the enbodi nent of Fi

L1 o Filg. 4A0s
bl ocKk wRabRERbsT|of gabpdimants arg deSiibisthsiriBater %%Feggsnﬁto the
[{ﬁcfg{qégs ir{‘wﬁic smartcard in accordance with the
enbo

ment of the invention; 15 Fig. 4B is a table
i || uFig: ati$ abighrlevelfivgdingnm dipstetiogranteyrateyst apseadionef a

he smartcard, of Fi A in. ac ' t .
iR G silerh it b PioRfRER! ARG ebllord!Encqder in
bt @edandé adtham <ttdiment oo the iegemtibna bi ometric smartcard
reader or. eg]%od rin ,ﬁccor.dance W th th(ﬁ.enbggi ment  of
the FHyeént p&Rw fpgamglipsiraling aprocess 9fAuTQling 2 dnggrprint on a
RinQAEL LiSing AWidRAKE shBASRH cfodRh ?msaing Hurtl%? details of the
accordance with the enbodi ment of the Invention shown

embpdignensof Biggl; 7 is a bl ock diagram of a secure

t r an&ig. 83$ oflosydiagmmi iHusictiog d pnaesswit verifying arfinger on the biometric
enbodi pent of the inventian: . Fi 8 is.a flow.diagram
SPRTETT Sreodg 1o dmedutsy delailtpBhe euhadiment ShFiEn T
accorfanass aWddk &&ggga%gﬂﬁgﬁ@ﬁng fﬂég%ﬂiﬁfht of%koraf€or memory in a

i nventlon, which ne practiced with the system of
2mafcayd irvacchidgnc@with the grhlpaimgitad themnpéntonsecur e

transm ssi.on st i,nh accordance w.th _.another ..

enb oﬁf%‘réﬁtls 81&%{‘?1 gﬁgﬁg&% arnoa_rﬁan_ﬁ?ra?m P§ s?cgmgy %?Ygélﬁed in the smartcard
dt ey aNifhceoraffes kathi the B:Bb&isieano s irtéhfich;accor dance

wth still anot her enbodi ment of the invention; and

30 FFig 5igaifenchionaldlecki dizggrammshowingmedulesplia hemelsis smeftcard
e R LT T

i nvertd 6is a Y spQRtE 37 HokleMI2NIBcORAIG3dEr or encoder in
accordance with the embodiment of the invention shown in Fig. 5;

Fig. 7 is a block diagram of a secure transmission system in accordance with a
further embodiment of the invention; ‘

Fig. 8 is a flow diagram illustrating a process of secure transmission in accordance
with the further embodiment of the invention, which may be practiced with the system of
Fig. 7,

Fig. 9 is a block diagram of a secure transmission system in accordance with
another embodiment of the invention;

Fig. 10 is a block diagram of a secure transmission system in accordance with still
another embodiment of the invention; and

Fig. 11 is a flow diagram illustrating a process of providing secure transmissions

from a smartcard reader in accordance with a further embodiment of the invention.
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-6- Detailed Description A nethod, an apparatus, and a
system for bionetric smartcard readi ng and encodi ng,

w@gomeld37as for secure transn ssions are descrPGBEAU2003/000934

herei nafter. Numerous specific details are set forth.
However, it will be apparent to those skilled in the
art in the 5 light of this disclosure that various
nodi fi cati ons maybe nade wi t hofit departing from the
scope and spirit of the invention. Enbodi nents of the
I nvention provide equi pment that synthesise bionetric
ﬁgg Eﬁﬁ@ ggtechnologles to provide a smartcard

Y FSCPHO8der that elininates central database
COMUNIACREIhOASar dfphaisils] bied 415 R tenf\forbi@naniB sinaftad réulithsand
the bionetric in ornatlon the re U|r ggnt of centra

cagRsEng; 85 el aéforbie@mféﬁrrap@nﬂa%s @9 bejenafteyy Numerous
g d dtailSaY gec‘t fgfetﬁ ool wittbe by rgﬁtocé Mose skilled in the art in the

lcation o reader or encoder 1s as an access
dight crfdhlsaﬂesmilqsereaﬂhaisxemous mpdifisiimnngs mnebdmad¢ withewglsparting from

a a door or he ort
s oe i ofdhe BrefiRG Skt By SRR proyice poyioment
e syrahésiml b’\@nd@ﬁ&hd Binafiard tdtandlegies tdpronile ai smartcard reader or
smartcard reader and b|o tric is smartcard encogﬁ
sPerdgshat elmmaleg epntral datahpsgicommupugatipns mfragiryclure . s the smartcard

REIS UL SioRleR B matidd e RGFirGRARIACLERRS kéboEi@&%s%f‘ biometric data
&mmcwgtootwnsune bi onetric data.

lbhd awspeiated sdeutriy issugsrase ebvipled. A figmbeand appitcatlmh ef the reader or
%,?@m({dtglcl?fg’ﬁ% r%:nacgesg%%ﬂ}o? geélge %J!’]S/%Cl{rﬁg%g{ &gl?el%{(l)% ;fglg AC)()ESS]\QEL a door or
ouERpoitglabed of Jonputdiendtearke br dthet ia;eure%qmph[mt o 1n§11aﬁat10n.
reader then conpares the scanned bionetric. data and

stored biometric 20 data to determine if there is a

mat ch. 1The HESHBI d¥BYipARn! BE ared b¥mefc 396RSSd PRIdBE adbiometric
provi de access to a Iocatlon or e pmrent in a

§m§,apa,rd)¢ngqﬁbr m@@cbeAg@zpﬁer i dqyg:eq[b@m phle ¢3 scap jggperson’s biometric
%18{5%@8 lcgﬁﬂc é%gly%g d:g usa]rc?%l Sbtdif? stB? E{Hefrﬁedata The biometric

I ons a’rea con act
alammplrecfmblg rasfingietpiri. h@hs sraartcraai o, prémentedlts theirsadeb (mefembly, 10
encodea snartca ersonal det ai

fum gway), a }?Vélw {1 ggﬂﬁ'%‘(}l}s}}l f?{gmélﬂ{%t&g from the reader to the

RiRftedrabTie 28aden e d@ﬁp@eé 0is6aincd bLdsHis iah afml mﬁddealomemc
all access in_ a facility is controlled usin

idats.to fleferigribtheredp apeateh cliegcadsy @aymdﬁcaée Wtaé%ﬁsﬂ point to
%‘f&ﬁ&esa&&ttg?lp%artmg or Q@I P’ﬁ‘l@nﬁh 8 ¢uri Qﬁﬂgﬁg }E)é?lﬁtentt &he results of

ser does no eave the s .
Phedomnpminisyn. An enmo cisezbldwws)eaﬁorraplmfupcmtmse)f iameasicf achiding

to enable the encoder..tg bhe conn
con@ap CqrpipEaros gt S beRRRTRyAberh ilade aRQRBERGarcard
SR pegsund] @sthilOanRiafi smetkie daf. Mcﬂﬁlpﬁﬂlcﬁraﬂtyh&le @aogaler preferably
The encoder stores bionetric data.in a fmo dlneqflonal
includes a logical access system where all access in a facility 1s controlled using a card,
i.e. for doors, for PC access, etc. Such a smartcard access system by its nature almost
ensures that the user does not forget to leave the smartcard behind. Preferably, an
encoder has an appropriate interface to enable the encoder to be connected with a
computer to enrol a person’s details and biometric data on the smartcard using software
running on the computer. The encoder stores biometric data in a two-dimensional
structure or template and card holder details on the smartcard. The encoder may have an

insert slot in the housing body to receive such a smartcard. The slot allows detection of
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structure or tenplate and card hol der details on the
smartcard. The encoder nmay have an insert slot in the

whougiong7hody to receive such a smartcard. ThePGi/aUu2003/000934

al l ows detection of WD 2004/ 010373 PCT/ AU2003/ 000934
-7 the smartcard during an encodi ng process. A reader
cannot be used for enrolnent of bionetric data and
ot her associated informati on oh-a smartcard as can an
encoder. For ease of description, the follow ng text
uses the two terns bionmetric snartcard reader and
bionetric smartcard encoder sybstantia

|
ihe B RRN R BRSNS ol 1GRET AR Brased Br golment of
%%nﬁig’id"@atb Bndbitdr asBbQRRY (fSrnmhRh lofal shaR@aflieds @h an encoder. For

ncoder In accordance with an enbodi ment of the
base @f tesoniptianshe frdlomieg tewesee tedWodeimsrbiometrisetgeardirgader and

isclosed. Fig, 5,i .di i i .
ElReEE i Papclok Py O AR, U 200 pons
EbudCbobsaBdenimd.h an ermbodi nent of the invention

This bionetric smartcard reader 500 is smaller than
other bionetric units. The biometric snmartcard reader

B iAE kHieR R BlABR BfeoggNSOr 510 coupled to a
sensor control nodule or printed circuit bhoard 520.

The sehsacorigBe&wthensmbphisionbeiihe investopddensinsgmargard reader
g{] élfct%lg{:}qs ARaed ﬁ'lg,oﬁr?st;{ 51801§ﬁg§r§%rgtgﬁst%ﬁgggslﬁgiéﬁard 540 and a

representa | On usin . .
Bloamstiié fimuteard read Saifdnh acchindanice mykhraordnriodirergtod thedngention. This

a tenplate preferably .and not. as,a.digital inmage...An ..
Biogere p S Eger g nap e g e oniey Phe bickhenc
EhRESHPEAAES 500 BXRAB £6ioRetricdea¥r Bl 0 @bgsled tdursenssiecontrol module
m nuti ae reference points, or ridge recognit o? .
prptieed sircyibpoast 7P| Ehe senser it 52 EonmRs Blodplen o yogegsing and

i R T R

cedide nlgBERuh 80g., Soeen)i deifmgaipsiot iistazed a5 4 ismplate geederably and not
and .obtain data froma .smart.card 54 Thi S .
A1 e et ot U IR el e il e fpgerrines
BEBnpidQ oMl dvahi oGt Gsd flifdide rdferemds wints o ridge recognition
smartcard reader PCB 530 energjses the ﬁ&frtcar

d 54
pptteras, dpsanple iy thersgnsog SRR 0ds cewled torp %@"CW‘O reader PCB
é%@'ﬁf@ E'égﬂs glgl%?lgg?ﬁﬁ%ﬁg 8P Yiverd REpIBES BRE Hlaft@%ﬂ%eitd%’@CB 530,

S!
ess reader using a Philips Chip = |
Mhiicir 8 @isp abid loiistierrggath endWhsgiariataf ioommarsmiagicand; 5¢0p Jhis is preferably

e B sty P ShafChueldgg i SR AL B G 8 T which te

emartyfat iredtet PCBI 330tneidides thei smagtiohddi4®efiin dleseqirodmity and
proprietary . encryptio t hod of fare(r),, which LS.1n:
SR S5 B RER B Vs Bty ote Saagpdia oader PCbS301is 2
contactless reader using a Philips Chip Mifare® utilising the Wiegand format for its

-

output. Communication between the smartcard 540 and the smartcard reader PCB 530 is
encrypted. The encryption utilised with this embodiment involves a proprietary
encryption method of Mifare®, which is embedded in the Mifare® smartcards. Another
option is to use DES encryption. However, it will be apparent to those skilled in the art in
the light of this disclosure that other encryption techniques may be used without departing

from the scope and spirit of the invention.
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option is to use DES encryption. However, it will be
apparent to those skilled in the art in the Iight of

W@ hiog/odi3zx| osure that other encryption techni QREFATRN3/000934

be used w thout departing 30 fromthe scope and
spirit of the invention. WO 2004/010373

PCT/ AU2003/ 000934 -8 More preferably, the bionetric
smartcard reader 500 incorpor-d&t-es a bionetric finger
scan sensor 510 (e.g., for scanning fingerprints) with
an acconpanyi ng sensor PCB 520. The fingerprint

ts ths ?{Mtofq(;lprre]gréﬁbﬁng Klgg}%g?pp%a%aclﬁgl rfeg&gggb Ir%ceowates g%lofmetnc
@%%?E&a% s%B Gt SIBYSQ! fsEARARIL r% §) WY ai Scdéfiengisg Sensor PCB

oscryp product provide I oscrypt I nc
520c | Thabi fngeqanmmﬂsemeplmoémsmay gom@é@ﬁmtlvep@malnacﬁle ora

et A R

emen
t produdt @@dvﬁ’éﬁpB@wrgipunb yindudag aBlmnhd:ntlccssnsor arlgioscrypt
the agem al gorit hm or a_SecuCen, pro uc owde a1¥
RieByashBiossTt 10 W8 Aucadig AleqTH Biscsgpsor grrdigement

Iﬁggg%{q%ﬁ@nte@'ﬁgl %@% SFeGH SR @u@zﬁ{ PtB 'ﬁko@ﬁéd by Yugdn®iometrics,

n opti sol ution may be practlced t hat
mabﬂhb Sagcan algggéun,amdt Seowaet produstgrovidedhnevequGeniCagperption

lugﬁf) 8[68 séﬁ’s%? eléﬁd}!e{fﬁCBn %1&({]&6 %relzu(*iéh ﬁlg&tltﬂng hdtitl further, a

sure onetric sensors may
S@up}eﬁﬁ)btlﬁﬁtiowubh mﬁy héqpamtlkzedltjlaf eroales Ime‘ugg@malda’nwst design.
spirit of %he I nvent i.on e Setli]lgor 5

Howswsratl !l EAPBIBNGe Q}?SSSISEF‘%% aptiin lrcﬁh?ﬂfthésndds‘ﬂ““re that

9BBES Bt Ghetrt #ayhe @Ea%ﬁ@éﬂ @Ith&ﬁ departifi@rotr thgesdpeiant spirit of
as digital bionetric data. Fig IS a 15 persp e?tlve
1

thiednveption. Fheawser 21 Osamdraﬁwraaedr%%@ém seR 2 QiFaIps fngerprint and
g%ﬁ%% 3 |§1 (g@@#gﬁeﬁ%@%&%@f t8£t ﬁﬂ:r%‘ gxnn'% ab %&th‘l‘:@lﬁﬁxeﬁ‘lo daEa:LB Fig. 6isa

socl ated sensor

pBpdctios vizkooy biomatis smaMcirdreddey 660mvhictarmbediasibe reader 500 of

ﬁf@gsﬁ%cguqlag 3 eete fript o3 ph assh PR R T PR P b show),

D PARLi I 6® sRRrtdatiaeadef BEBraabl(Mot shbenpines diaglednits a
Mftare(r) smartcard for use with the contactl ess

Mfare(r) reader. The smartcard 540 has approxi mately

1 Kbytg,0 Frpéﬁt@d}&‘gﬁo %rad g&”&y storefd (ﬂgltﬁ'?eﬁr@se%t&bﬁ%k\'the biometric

dlagran1| ustrating the structure of t’he storage 400
dmat Pecfddably thersmartsamdris ¢ Mithre@smartcprd for eeervidetheicanigetless

14 -
$a5eBIE 600t Sih o RRE R £ of P momory
Ipas 48 akBy dﬂf% Ilﬁﬁmdtﬂﬁgmeauastu%oﬁthemrag& 40D gn theBdifare®
These keys can be designated as read rea /

ﬁ@9§car¢h\§ Whg,ssorganléqﬁdn Ioepaatasestort séMctcl)rtéﬁ 0, 1 sector
'42% ﬁ Iaaﬂ S'G%Efé)r 41 BEHEIHE QCidit 810-4 €4 Has thid l@&,ﬁd@ﬁ)\ e Key B as
shown in Fig. 4B. These keys can be designated as read and read/write keys. The keys A
and B for each sector are initialised by the manufacturer (e.g. 10 hexadecimal characters
each) and can be changed when the sectors are written to to contain biometric data in
accordance with the embodiment of the invention. Each Mifare® smartcard 540 also has
a unique serial number or identifier. Preferably, the 15" sector 414 contains one or more
of the following security parameters for use in the system of Fig. 5: a facility code, a
company code, an access code, and an issue code. The facility code can identify a facility

that the smartcard permits access to for a given entity or company, which is identified by
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each) and can be changed when the sectors are witten
to to contain bionetric data in accordance with the

werediesent of the invention. Each Mfare(r) sSPEr/AT2008/000934

540 al so has a unique serial nunber or identifier.
Preferably, the 15th sector 414 contains one or nore
30 of the follow ng security paranmeters for use in the
systemof Fig. 5 a faC|I|ty-dbde a conpany code, an
access code, and an issue code. The facility code can
identify a facility that the smartcard permts access

EREA BT T el o
Lﬁéggﬁl FoR @xhrit Iéelf@@l‘é‘sde%ﬂé {53, @se dystermRY hatley dozrksthding

ve been Is to a person._ For exanple i f the
smtoardsddethle@eﬁonwh@l isgnotcedesiafyl ¢k | i st correspondi ng
smartcards for the person with issue codes of 1 or 2.
5 Dependent upon the format of the digital bionmetric
dat a, Dasendemripon s ﬁﬁﬁa&f@he@gltddnmmdamcﬂmsmmd 540 stores

nmore sectors wth correspondin
b £ a51osaATor Tote YHEr B Ep OB A HoRE S8 fpgopo dats. In
BEDLAEBRERDOGERRNL, G t6 bREG0R afd GHeliad stf)rd’kg&xrgﬂﬁll fiigerprint
representation or tenplate For exanp an ST s nsor

mmsaﬁaﬁm@qﬁﬁm@@t% rFagexample, @ %T S¢[1So¥ %@} ‘6\1‘?% B produce a
{PERQ eﬁ;nl% t?&% %Jéﬁ‘%Bbﬁ 1P fér fdﬂ{l@ﬂew %Qaﬁéétlglzge | 'Pﬁ@length of the

repr es tatl on’may vary pendi ng
eprasbgtatiof ey eaty depeming o tlsehﬂ’cmn@nmig‘@:m§em products and

@ggﬁt@htgruggq,g e?lp‘r@d @B@&e{, ggﬁgg’c\égh?eﬁggr&uﬁg Ig%aegﬁ?cq%y% unlock the
héinemahl y, the reader 500/ 600 incorporates a tanper

switch so that if a reader is is pulled froma wall
the reader does not function and an alarmflag is

activag gﬂon RS E4deP S60/660 ﬁ’l'é&%()ﬁa&es :[))Er ﬁﬁtdﬁVﬁo tH&Sf a reader is

of the bionetiics smartcard encoder enab

puiiduoirors @dvadk tsomesden sbesgnad figrctips ahg aw ﬁlraamﬂ@s l%mw@ér d

to access to a secure |ocation or equipnent, for

exanpl e. Lost or stolen snmartcards 540 are unusable as

t he 20Ap@essibedirt frehtbeddtabbelow, sdealf ¢l sivmetrivasthafiddd encoder

does not have the correct bione C

P RapiAe MBIt PRGN R4 TUDRR P ORI LR VSR ghggss to a seoure

ﬁ)ﬁ%ﬁ d)‘? d{mﬁrﬂéﬂtaﬁf ex&'i‘ﬂ% hesst o ghéRRtstietctids 50 Sre unusable as the
at

Is t the bionmetric smartcard reader 500
pérsﬁn githshe lowsioratalen sthartased G dros aotlkavierhs C‘Hﬁcéblﬁg@“'éﬁs data

oﬁbée‘%é%ﬁg? {a E’l'af%ﬂ‘ﬁ%{t sbor&Poifthe gfngfigara ?go B1i 0 Feier Ghother

ed on e snartcar .
advantage of this embodiment is that the biometric smartcard reader 500 of Fig. 5

obviates the need for a central database or repository of biometric data, since the

biometrics data is stored on the smartcard 540.

In combination with a computer (not shown), a biometrics smartcard encoder
500 can also be used to enrol a person’s fingerprint on a smartcard 540. The biomeirics
smartcard encoder 500 uses an RS232 or USB communications port, in conjunction with
software, to enrol the person’s fingerprint onto the smartcard 540. Generally, software or
a computer program(s) running on the computer in combination with the biometrics
smartcard encoder 500 obtains personal details for a person, scans and records a

fingerprint for the person, and then writes the personal details and fingerprint
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In conbination with a conputer (not shown), a
bi onetrics snmartcard encoder 500 can also be used to

wepel1@7per son' s fingerprint on a smartcard SEOI/ATR®3/000934

bi ometrics smartcard encoder 500 uses an RS232 or USB
communi cations port, in conjunction with software, to
enrol the person's fingerprint_onto the smartcard 540.
Generally, software or 30 a chbUter programn(s)
runni ng on the conmputer in conbination with the

bi ometrics smartcard encoder 500 obtains persona

d | s f d

roreriish e DR RaRg 2R v PRl REhEPadmen! G B dethi
dgefpring Biferimdion Vg @) 44 theQ3dPuteeT IrAté%@ OBé 60stdc smafcard
representatlon to the snarécard 540. Preferab

RN stoprs dae indermtipnand wWifesdhs B\f?mﬂatlpﬁid&fﬁ?%x ﬁod;Ee frgartcard
gV %e ﬁrﬁ‘oﬁﬂﬁloﬁqmﬂéh QFased AOhAAL me‘iﬁlﬁy BF #R®fidih&tric smartcard encoder

smartcard encoder 500 stores the infornmation and _ ’
0Dt ¥éhanhenrollinge petspws fidigewpeint, yhe detaihlsvelfar saannigg by 4ige biometric

S Bat e BaERick 30t i SR S BT IR PR gl other

mﬁé@zﬁi’bns té umﬁe pidodes 5G0h erldepmbésshesm fforttoin geaéuﬂdnzgl Wwith
bi one smartcard encoder 500 can be changed to

é e 1§o S With scarred hands or ot her

aberrations to use the encoder 500. This process is

set forth in greater detail with reference to Fig

10 Fi gFig liis adight-lghel flove fiagragwilystagingretails of @rpmqemng of

%%{a‘ﬁjubg‘ al% Stﬁ]f‘lgé %ﬁfé&éﬁﬁo@a&&% ?‘E %g@gﬁ%ﬂ% %JO ﬁ§1fg?§ H%:gnometnc

bi onme usi n
ksmrteirdmnco@nﬁret,dﬁmdetein @oitp500/600. In stite Ed, thebiametrje smartcard
500/ |onetr

te 110, .th
S0 sonitity i I secp Tish o SO a5 et bk Biomepip gmartcard
IeBicSRAS00 B dparbh PERbA’s FngBMELE AT Ks iANEREADIy 8612 Byothe computer
capture a person's fingerprint. This |sé£refera

ASHE APPIIAEIEBINPE PRI II!BSt@ISiHb the seBsARA DEAP 08 Hhs tiometric smartcard
leRcGief @Od'g:a tuded8 ﬁﬁ@@@%ﬁ gé 64 0f Blhfm%lmtaf})sgs the scanned
snartcard “encoder mage

ures a |n erprint

Theepeins and Gt@eod0inzagal jilssisp i tb&:mmﬁrmds ccfdedgad fhei dalta to be stored
and creates.an | e..In step 116 i.mage,is,..co

IehE SER 4 P toRAS o fP b BodspERCE 20 FRER LSS W the sensor
Bref & abb Y18l anesttrtdahies 4088 pedseiRedBtdRe simarteatheddat POB 530, and the
wiith the sensor 510. In step 118, .the smartcard 540

ibdorpgteis dnfedEpre thersrRsos Rt %%Orla vitigadntoplssmartpard, 3P byie
%Qlapcbé}ﬁ‘%:{de? PEBIRQT SRR [ HG B0 o tﬁ@gfﬁ%@ss‘ ﬁ)OV%bGVE B4t the digital

into the smartcard 540 by the smartc reader
5B@erpSnatepresagation isistorethen i srhgcadddesd hmm@n@% can then be

38 e B e i s RTRR e ERETRREAE AR 1 hem be

Generally, when verification or access is required using a biometric smartcard
reader 500/600, the smartcard 540 is presented to the biometric smartcard reader 500/600
and the fingerprint information is read off the smartcard 540 by the biometric smartcard
reader 500/600. The person then presents their finger to the sensor 510/610 of the
biometric smartcard reader 500/600 for scanning. The fingerprint representation read off
the smartcard 540 is compared by the biometric smartcard reader 500/600 with the
fingerprint currently obtained using the sensor 510/610. If there is a match within the

detail level set at enrolment, the biometric smartcard reader 500/600 checks access
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used as a security key in relation to a bionetric
security system 25 Generally, when verification or

W@emen3rs required using a bionmetric smartcarPCT/AB288000934

500/ 600, the smartcard 540 is presented to the

bi ometric smartcard reader 500/600 and the
fingerprint information is read off the smartcard 540
by the biometric smartcard réader 500/ 600. The person
then presents their finger to the sensor 510/ 610 of
the bionetric smartcard reader 500/ 600 for scanning.

The fingerprint presentatio e ff 30.the .
@Wﬁ}ege%amsan%t@e aF%@S%«?P% alw %d s gt@ﬁﬁa Iqeg Bps pppropriate

v@@% s69&eyy & Brdnb®t byf the SR O smEriak @ Rlalid 500/600 to the
talne sing the“sensor 510/610. If there is a matg

h
sma:l’matd ldider. d@mﬁcatwrem@troselv dgpendaniginrasiielmeph eA score of 100

o8 b0 AL PR b e R mE G Pr B3R P lay ook ora

dddee GH0e 8¢ exaEplef ﬂ@mthﬂeﬂlcﬂdrtavbhaa}dbéxtﬁlealrtd afljust duelity and content
hol der has appropriate access privileges, access is
@f}aaﬁ?% t‘by the bionmetric smartcard reader 500/ 600 to
the smartcard holder. Verification is strongly
dependent on enrolnent A score of 100 applies for a

€ tent tenplate. A nediumthreshold

|t ﬁ\rlgls hﬁ%Yz Ill evePIe Jetﬁ]bﬁ fﬁ)%\paﬁ%ﬁfn I%Qé'ss 96@6?51%0111-5 @ fingerprint

e varie ust quality
ﬁsmg £ biomenfic sm:insmipcl aioedelobmd log Fog IErdnehimitial smto @é@& biometric

a.nore det dflow ram 5
Stiagt BBy rsgunor e PRoRBRGEMES BaRhRIF R on e
&@?ﬂt&adoﬂn&ﬂé‘cpt@%bloﬁ@ﬁﬁdsnmﬂtcﬁldgbncdder 1500/800 Ip’tbietﬂily using a RS232
tate 210, a bionetric software appllcatlon§hs %Qmuﬁai

prlUPB femuRicaligpsRPTh bvaeD 417, & TelgraniRee3s er Y

SR ORI i BuMEL R Cagcenaaini

pmumiwmatquo depapiing fromrithssmpe 20dspint ofghe uafnntmezlezstqpﬂ 14, the

USB Olrgtat %V%(n% é%g)éf[gﬂﬂf‘e& s'&@} yeng{g\/lﬂjl agﬁggu%égtldkr)ﬁ hfjé is operating

ﬁx‘b@@ﬂly cedmwivinftatibn Bepaeh th’eag;nfalﬁﬁmﬂdtrhﬁles PG&SMd&h@ corhputer is
of "the invention. In step 214

pwefmalzhz:@wls ES) o Siiplach eiprineds EErefore BB Al g fog access to
fleRprdpBite? E’seﬁlgﬁlbrlﬂfﬁcﬁft@@%ﬁl rorfiTH Rieh 3t b OdhroiRienteNa hdtson’s

smartcard re and the conputer is
ﬁngefrpmmbs yommepdsfei DEcfetbliskhip jscdsine djchigiing gn an enrolment tab in the

refor C .
& 'ﬁ{a 8ppel Cg%l %{bn%gg?tfe %lﬁgﬂgr@gﬁ{%@ mﬁgscéteﬁ ?1n8,§){QgSBnal details of
kGersonvtioze ﬁhg@‘bnﬁt ipéo boenrsll&lark Iobgiﬁreplrahdtthd type of smartca:rd
g%gfw%%g [ gsgs%fpﬁ%?gl The : I?elvséntl 1?1]?0%%% 101 Xlay mc‘illf ¢ Ghe ot ribte of the

person’s name, facility code, company code, access code, and issue code. Alternatively,

the smartcard may be pre-encoded with some or all of this information.

In step 220, the desired detail level of the fingerprint is specified using the
software application. In particular, this is done using a quality meter in the software
where the detail level for the sensor 510 and PCB 520 is specified. Ordinarily, the quality
is set as high as possible to avoid misreads. However, the quality can be adjusted
downwardly to avoid or reduce the effects of scar tissue and other aberrations on the

person’s finger. In step 222, the person’s fingerprint is presented to the sensor 510/610 of
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software application to commence enrol nment processing.
In step 218, personal details of the person whose

wo evgerarint is to be enrolled are obtai ned anelCT/AB2003/000934

type of smartcard being witten to is specified. The
rel evant information may include one or nore of the
person's nanme, facility code, conpany code, access
code, and issue code. Alternatidrely, 25 the smartcard
may be pre-encoded with sonme or all of this
information. In step 220, the desired detail |evel of

the fingerprint is specifij using the, software

U5 PR TR e e PO TR 4P el EResrhigrigs soanned. The
Q5 strbain THUUBE sdainéd AnSRbiAE Sent WOBY Be k&R0 816610 t08H€bensor PCB
for the sensor 510 and PCB 520 is specified.

6RQi e infyrmatine igfilian ceded3uith thespecifis algprmayithsthp prnsor PCB
a : I (o IVETH
320 4R g3 ERL R RIRNSont &M GHALCRH R 1K 30 and from there
sn@udet ba®ubke smartatrd840.aberrati ons on the person's
finger. In step 222, the person's fingerprint is
presented to the sensor 510/610 of WD 2004/ 010373

PCT/ AURDRH 008136k 224,23 dhbsk RirRmRté etehmE iCRE quang 0 &fe scanned
500/ 600, and the person's fingerprint is scanne

d. Th
daeerpsnt image figm theserwaAHYA19 isrgeaysts. nthg senseryl Orapg REB 520
oSBT RGO RGBSR R 0B il s
wombiter, shiee tenngerREB is B2 &rabineotdaettricd totheamonputer.s If the

th sent .to t rtcatd.reader, PCB.530 and fro

ety 8 hackBatsd SRS BRLY of S0 S G o SRt g 226 ana
blelsirdbntifudse elepi2e2 MHHR thay sRUEMUItMe tifes. NE dgtisioh thiock 224
of the scanned fingerprint_inmage fromthe sensor

datgrmings that g ayeliy ds adequats 4 E9). PrAESHRGICHERUEDY step 228.
determines quality. The bionetric smartcard encoder

500/ 600 indicates this to the 10 conputer, since the

fi nger prsten 228 apneficandd4) inptesentedioftbe sroarteand rdader PCB 530 of the

er. Lf th i is i
GRS S oo ® kot e APRFRATES shicbang' 90 g mancard
Pd‘alidtel_GBGB 1580 eenlt inihe eatodstl €ipgadint tEhiphaterayd wixted keys for each
mul tip

e tines. |f decision bl 4 detern.nes that
BFFAOTRFNG 43Wnrﬁgad§é saifibe Sty % o8k SIRGURIGAL herbg g the
$h8RcAd 840 hid IR rS4RPPEBS30ds Sfryftedr As BdfRdiaBow, GRaMERRted,
to the smartcard reader PCB 530" of the bionmetric

sneaded dingerprisogpresguaiwos nompalysirad perasofevergbsectors in the storage
4 ] I
e

e encod nger pri
martead 1540 .s rdtey 230 ianteckowmb ada de detembioe {fthe smadinganfdhe smartcard

b TGRSR T e SRR 240 200 e s
BB&T ¥Rb8&H successfully on the smartcard 540 using the encoder 500. If decision block
230 returns false (NO), processing continues at decision block 232. In decision block
232, a check is made to determine if the smartcard type details are correct. For example,
the smartcard 540 may be a new or used smartcard. A new smartcard has default values
in its storage, while a used smartcard has changed keys A and B for example. Further, or
alternatively, a different type of smartcard may be used, for example, from different
manufacturers. If decision block 232 returns false (NO) indicating the card type details
are incorrect, processing continues at step 234 and the correct smartcard type must be

specified to the software. Processing then continues at step 236. If decision block 232
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20 encoded fingerprint representation is normally
stored across several sectors in the storage of the

warmnposral. Al so personal details and ot her i nPOT/AERG061000934

may be stored on the smartcard 540. In step 230, a
cheek™i"s“rmade to determne if the encoding of the
smartcard 540 was successful..4f decision block 230
returns true (YES), the fingerprint tenplate has been
encoded successfully on the smartcard 540 using the
encoder 500. If decision block 25 230 returns fal se

Co@Dns tmec(&f 1 P10ce8Sing contRieaht I i
?1}11%& mgy’ka 232, ga chegk |Sgéiprr2adeq?cs) gg?g,r%n%%erkﬁlartcardm

*PE r piFsentalinminpteacipkihe smeweard Pfétvlotmlganpieated to the
shertssrakd4rf BCB430 '@Yhebei%cgdé}%WOBbO u %‘?&esc'suggt tﬂ}]%g g(éntmues at step 228.

new smartcard has def t values
while a used smartcard has changed keys A and B for

%@J?Elo?\/eﬁ%rﬁt?o%rm &Iss alternatively, a different type
ed, for exanple, fromdifferent

30 mandftect Gingerprind ﬁepﬁ@ﬁitﬁidh%n@a@é‘dﬁla%’dzlnfcﬁﬁféﬁﬁﬁ alfeaelrﬁcﬁled ona
% @ Jrlﬁ ati. rﬁ{gtthe card type details are incorrect

%)1?18 @Y @' VEBHPaned thg enge n?%twm%rdciﬂ@m@t be required.

E@Bﬁ@@ﬂéwﬂd{ﬁg&arﬁ‘iﬁﬁst@ﬁng 8BRS RO Jﬁgﬁﬁﬁ?gs % ff&lg%rpgﬂt scanned by

CeSSI .ng t hen conti nuées at st ep
qnetro SWQ@@@M@B?WWM@WHW@ émart€rll 540 In'state 310,

| YES)
et T .
pagt ot USBMbctWeelthmcmqbufe@ ang th%Sb@cbmethlc QfhattBit RACLRE 56MR selected.
I?lné%tﬁzﬁr revi ousl g) esented. to the snmartcard
Fea WEgyrcyt %B [%ﬂlé sdevedioomees thetincisopentng haperly. In
gemB 16’,1 la%nﬁbatﬁirﬁ?l né’azlrog nodafd BithS sdHwaAEld Jc'tl%'té&i OPBreferably, this is

g iescz] Q&ter a rint representation
| CAE RS ORfAGCRHEY abﬁn thediemetoic|application sofwaret (Imstrép 318, the

s%'e@tcafﬁe.‘mof Wﬁﬁgﬁrgﬁecpfinée&ﬁuﬁqgﬁnﬂg 2&1* ﬁ%ﬁsgg Sé Fch%e encoder 500/600,

may be required
Wlllllchl stadaand gtoms yﬂredi:r@anﬁﬁ hfofmatidni fioth g sndrica@eI4y, iIMttep 320,

he_Dbi d /
BEBOSEE s e 0 el iaefeck o0 k5B 0f g Niatasteic 3mortoad encoder 500,
mkiehdap@mﬁ s fingaapitiis adahAsy SRI shoved. eTh§bﬂoﬁﬁﬂﬁﬂf§%%:fba§& &Roder 500

t he co ni catlons link (COM port or

W?SH@ sparicard ieader kB bl Qe tseanned fimgerpenitemplate from the
s@ﬁ%@@?@%ﬁ@gnd the%B o%ﬁ&?ﬂnggq%ﬁ&%%rﬁﬁa?é%dm ‘ﬂ%ehSéna[rfCﬁ{{l 540.

communi cations link ist 0. ensure
operating properly. In step 316, a verification

pr ot or BEr g of Rk 322 gl BnidiTo Bekin R b fgaionpassed

(DKt IThe bmcmmet $00:6GpRbiidad ihero Plﬁlgsgm;ﬁuéﬂe@ Fgl??cf ﬁ{%nﬁ&éa to establish

t ca th enro
Ve’ﬁf 8‘11 ecesgorg?lséam%tw pe(dhYo BroceSIE/®0tnues at state 324
and the ﬁngerpnnt on the smartcard is verified as that of the fingerprint obtained at the

sensor 510/610. Otherwise, if decision block 322 returns false (NO), processing
continues at step 326. In step 326, a check is made to determine if the verification bar in
the software was raised. Preferably, a quality bar and a verification bar showing current
levels are depicted graphically to an operator of the application software on opposite sides
of a graphical image of a fingerprint icon, which indicates to the operator when a
fingerprint has been properly scanned by the encoder 500/600. Raising the verification

bar indicates a better match between the scanned fingerprint and the one from the
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whi ch reads and stores the fingerprint informtion
fromthe smartcard 540. In step 320, the person's

wo povg@e1037s presented to sensor 510/ 610 of the BPCDABLIB/000934

smartcard encoder 500, and the person's fingerprint
is scanned and stored. The bionmetric smartcard encoder
500 then conpares in the smartcard reader PCB 530 the
scanned fingerprint tenplate ¥4omthe 20 sensor

510/ 610 and the upl oaded fingerprint tenplate fromthe
smartcard 540. In decision block 322, a check is nmade
to determine if the verifjcati

d . (OK)., Th .
SEREGHIE S B00 BB aeede R B gBARE el tctibimPRE 1f decision
b%%@%%tuh% B! A9 ShrocdSbcbaiued B stéf 33E&idthe finpérankst be
returns true (

YES) , gr ocessi ng conti nues at %565“8 )
P®Ritions] eorcketlydorf vanidispizon, hefosmpioressingwentinyeg af gep 320. Otherwise,

yerifie e ' ' tark h

L BiBF 230 Rl S QIO R b A a o328 8

c{e&ahwimiog 8d6made( ﬂdH@) thﬁ cocestshimgg: hx(ijsdrmh ng@tin_aflagﬁ@g) the gscorded
n step, , A check is made t ermne if.the. -

T P DB GO e SERACEST P\ Hadh R sy is determined

&E&Eg;@agmng@o gyab2d.y bar and a verification bar

showing current " |levels are depicted graphically to an

operator of the application software on opposite sides

eO .%fTr gt L ¢dlioymege of a fingerprint icon, which
erator when a fingerprint has been

pr operlhy ssoaitpagstéy, 4 sreartvacbrbader30gy BOGEUPHRAI BT hepcesseon a per

erjficati . b di { bet t I . :
A0 hiitortorguingienhe T Gt Sd Tl KERL B e BT be ftained in
%Q%?&ﬂ@%ﬁ@er %QTﬁléW@o gih@ @ﬁ%&ﬁwdh réhdeﬁdlmhhm'ﬁcaiefvﬂlﬁh the smartcard

erification is dependent on the qualjty |evel. at .
asdrinformeation ﬁsﬂe%@?fgit%smﬁcé@(ftoé sectsey Thdnitioget ydsgyordinarily
c%rrrﬁﬁﬁﬁgétg]@wﬁﬂ 'a@éé§§c&ftryo§1%§ Bndads &tfroliBEcdritid8edocBdS for example

e positioned correct| or verification, before .
the oaeisslen gay pnefiersbbsactivats taalooB atch for mesess. daformafion is sent to the

deci i on. bl ock. 326 retur f.al ' .
BiPMAa G geafony g Wl Be oy Nobor MaAGE GRS i usually
WhigsahaC Blofeeér, fiengaimitdcatioaemay e ®S485 e R&LBDNSHD further, another
recorded fingerprint informtiqn op the smartcard. |

G{aBYp 1B CHRBOR & COFIPH‘&BWO&%&@f g’r%%’é@ﬂg‘o’é@f’% and bata
’Fﬁé%g Gl AGcah B Sked 89(16{@&6&'%@&[ KBRS FhaR afdysduelly Iown’

N a security system a smarfcard reader nmay be setup )
indugyiyvstaralecdss SThesontreliar delgpines whptherer Boh te a:@pquﬁg?ﬁs_and activates

e
5d¥8¢s; 6 poshiblebrtach rovenuitydies estheiitformétonstiatris daedly senidto the
T Bt sttt S e srS R £ e Plerfi 68 Tom 4 Wi or
other conmection point and a signal is introduced to the line between the smartcard reader
and the controller, then a security breach exists. The signal may provide information to
the controller so that the controller improperly grants access. If the smartcard reader has
a tamper switch, a degree of added security is provided. A hole in the wall may still be
made conditional to the material of the wall, and a security breach may still occur, as this
enables access to the cables of the reader. In contrast, a stand-alone reader does not need

a controller so this does not apply to such a reader.
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communi cates with an access controller, and this
controller controls access; for exanple 15 the

weonwtnairer may preferably activate a door | atReI/AGR003/000934

access. Information is sent to the controller.

Communi cati on between the smartcard reader and the
controller is usually Wegand. However, the

communi cations may be RS485 of5 RS232. Still further,
anot her exanple of a common form of comruni cation
back to a controller is d ock and Data These formats
can be cracked or. _de iven ti formats are

usual 1§ acqapdanse with 3 % q:rg}g%clllgﬁlg S 1Il¥ﬁ%tl% SIS ﬁreg},smlssmn
fg&h% sHaRES-WBSIeh ?srpreﬁdé‘d)t)y bfergotaigithe e@fifm the smartcard

activates an access_mechanismif granted. \Wen usjng
raadee cuthietsycuatty: sxstem e Brpderably, ge gm@rtgq;rd d@a,qiyr isgpchigmstricy Smartcard

R DB EEBRYEARE i el o i G TRB AR

@ﬂ@ddﬁrﬁedtd)frcmﬂeenudnfshbm i1s Bist tardi8 addickses thss isseo s applies to
froma_wall 0 r C ection point and a signal is
qhﬁ?@@ﬂ‘é}%tst(tﬁtlﬁsebr' r?é"{)egigween the smartcard reader 25
and the controller, then a security breach exists. The

signal may provide information to the contr%IIer SO h
that thig Zisrblosl dpgimpicieeiny TgPSRISEonSXEe 70Pfn pypgrdance wit

tiﬁn%lérg%?é%bo 1?%%5 of @8 1n\%8{1§ﬁrp§r Hﬁlﬂgﬁl‘a%a&r d@gfs%uﬁlfed to a high

curil provi
scintity rb@iumﬁmcz (mn Pnecﬁmbly; the sherterad ecaiden 7 Qﬁ‘ 1s ﬂrbeomemcs

|1 d t il t
b5 BRUD. P50l BB, e 04
Ibeﬁk%& Aghoteld ﬁdﬂﬂ%@hmardr@@@e nozd maspm@etram @tlan Bl@cc&ssmle location
controller "so this does not appl g/ % qlflh @8 g.aderI
bive 0d e F3apicard Aepdsd 30D doogumple qusthe %0 4yl in a secure
%{M R Ihléfahgeelg?t%@gp@ﬂe Rk rddaer 4 17(52/ St themSM g4 hﬁg be up to

ransm Sssi on roma smartcard reader is provid

ehateypd. i @qrmimmcau@meseefwtbmqaﬁg Hepingd che HSM g%@p prqaferably
P
el TS . LR e R P syl GG e S2CRpIoved

PLEHIM Y04 1¥8h hedcdupledted SonmyleBOH r(émhmuﬂiztatiﬁisé)etween the HSM
further 5 enbodl ment of .the invention own i

Fi.gS. .7 ... .
3% argl the gerrallsg 706 pre cagigdout §Hpg t w}rg ert-%)em%ﬁg Ifc%‘%nat which is
| 5 ? %Ircd Bfm M 198 ma9 bbhndtherRhtnat (el cldckl dhddat) 0lkturn, the
g

a secure tfansm ssion system 700 jn
amdmi]daﬁ@felswomhpctqc}te thiq daan datche Ao Gortip! eeratioa of the door for

R e L

sx@np16 & proviizdecess @Ra tamputhi. onetri cs  smartcard reader
500/ 600, but may be a standard smartcard reader. The
HSM 704 is |ocated renotely fromthe smartcard reader

702 and;diedaaralthy sptenf P00 N6 &R $TINIIT04 frCaakch @ftess point and
encrypted communications between the smartcard reader 702 and the HSM 704. The

L

C

e

smartcard reader 702 preferably reads the information off a smartcard and communicates
with the HSM 704 on the secure side of the wall, up to 15 metres away. Again, the
communication is encrypted, preferably using a 3DES or Skipjack encrypted protocol.
The HSM 704 decrypts the message to obtain the security information from the
smartcard, e.g. “Facility Code” and the “Access number”, and communicates these values
to the access controller 706. Thus, communication between the smartcard reader 702 and

the HSM 704 and thus the controller 706 is secure whether the smartcard reader 702 is
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relative to the smartcard reader 702, for exanple on
the other side of a wall in a secure area. The

waele®btanse bet ween the smartcard reader 702 andpeTyaURBBbAo00934

704 may be up to is 15 netres. Communi cati ons between
the reader 702 and the HSM 704 are preferably Triple
DES or Skipj ack encrypted, but other encryption

techni ques may be enployed. -The HSM 704 is in turn
coupled to a controller 706. Conmuni cati ons between

the HSM 704 and the controller 706 are carried out
using the controll er-specified.format ich is. .
05 o B sl SRS e EOERAst Hr Tigpiyides  higher
{Enddra ofSe06ky 3B @ads@bntrbIkybioks, the 20 control ler 706
I'S connected to the door |latch 708 to contro

operation of the door for access. Different access
nechani.sng: . b : +8Si
for - SBnpId Ho SisDh INALRLPpEbe 60 3, cplElhafiiflision. In
$htg 8il 0, the s bycard headstyB2cimiy Gindbyesoden [rSivp 802, 4 smaréatchis

access, poi nt and 25 crypted c ni I Ons_bhet

BRETSHRPL B B JoBe AR A TR e A8 access
S 688 n HRAGHRAtcARR THEherRMdyand e addranusthavahe sane keys. If
off a smartcard and conmuni cates_ with the, HSM 704

a Mandred gmertedecadsr is Necduah FTcrped fransisip issoabiayhe HSM 704 n
Agaj { catian. N o . 1
Q8P ID. PTG L R A ey 8K IR Risc R LRSERHY spartcar
#aderdeO6PPisutcdeatiestpdd 4t procissiag sontiries ectien $18. Instep 818,

B B ST e A5 e iR bt o
MAhHAR refa@e;rtﬂ%é G00GS $§ad@ﬁm1 (I?rbﬁrab'fjg Ghe B']bmtri7c: data isdﬁngerprint
communi cation between the smartgcard r. er n . .
oS BuStan 82100 bie RS o e Fard el poenddfie gfed biometric

' . Ifth
ML AR AR e ot Ry MO0 G s e 1
bemetricedse thatdies ug btep 832, d4n, enmp@dﬁraggmﬁé@njomcgﬁ@ﬂs sent to the

of security.f 3 : ihd.

e

5166 824 the HISMT64 eudypth the thnsmztien aid comhemats tidartie
reader 702 i.s in standby nod n ste
efcaptr

2,
epriollen F@p psing HW@@BWPE‘& glgfg Ié‘%@}at,l egg.é&be}ga%il 4?‘h<i %ogtroller 706

g ?Fﬁ'isdad’c@&d@% i Qip 828 Y5 d@fich RB&sB3L $n A6H 83 dependent upon the
Informati on on the snmartcard. The smartcard and the

peasierighisigbtaingd srorhdesanecddys. |1f  a standard
smartcard reader is used, an encrypted transm ssion is
sent to the HSM 704 in step 816. Processing then
TanhdriBisisodiments @f S8Ade TCmissionadystiem a bi ometri c

%g a té gg ﬁq ﬂa\i?vgdéﬁrlﬁergﬁﬁggs? 2 1/n§ % %ﬁt@)ﬂgﬁ%ﬁ of ?){cgé\fg&igg ge(:“c%re8 thshtsmissions

from a smartcard reader in accordance with an embodiment of the invention. In step

1110, a signal created by the smartcard reader dependent on the smartcard is encrypted.
The signal comprises access information. In step 1120, the encrypted signal is
transmitted to a remote location relative to the smartcard reader. In step 1130, the
transmitted signal is translated at a remote location to another format useable by an access
controller. In step 1140, an access mechanism is controlled using the access controller
dependent upon the translated signal. The smartcard may contain biometric data and the

smartcard reader may comprise a biometric smartcard reader for obtaining biometric data
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bi ometric data is obtained fromthe cardhol der using
the biometric sensor of the biometric snartcard

wo e@der03300/ 600 as reader 702. Preferably, thePCT/AU2003/000934

biometric data is fingerprint information. In step
820, the bionetric data of the cardhol der and the
stored bionetric data fromthe smartcard are conpared
and confirmed to be the same-pérson or not. If the 15
bi onetric data matches, in step 822, an encrypted
transm ssion for access is sent to the HSM 704 from

smartcard. reader 702, before processi nt.i.nues. .
diresPys2 e bjameliiefaia ey CRPTSE SRRy pl 2 YifgEicata s not
{5 RRSMES 1RO e fRIM6RtRSsthirtdagd fdagercontrol | er 706
using the appropriate controller format, e.g. Wegand.

The controller 706 either grants access 828 in step )
1826 CanddEnire 1ok cixpsarRSEr senurs trapsiBBsiod spwerde it acgpigance with

the 20 ag i.ght bt ai ned f th t d, .
friberierbalimne pEEgRe I o diRbinesamaites Ya sl

anlcﬂ.iﬁlg;ﬁt 1Mo AU SMolihibdsHowatih g & 478 tdiechtddlWfh 0drresponding

provi g secure transmssions froma snmartcard _
Yefacare riumbecs exciphthat thietldading dgit@risremiacedito cpaespond with the

L) tigon. | t 25 111 i gnal t

Bl T S B e RIS 08 REFN2 FPEGPERE thcoss

fdiﬁ{onef 85k of Fipe7)SIFBR@le GROBI hrs ity d19espedtbDheBinaAard reader and
n step 1120, "the encr%/pt ed signal 1s transmtted tq

secnetymystehoara nporepeaieddreinates, buiactsrrace sapade tedbredesciiption

step 1130, .the, tragnsmtte i i :
senBpeyiag K on b St b Bp 3o ARch shokh BT Bl ShdRliofified by
EPREAQ th@heral 7085 {saidot dtbled aneaRA OF Fiosn® ahxh b),somly ® simplify those
controll ed using the access controller 30 dependent

dyaringsh dlaweyies litis deibe nefleattoodrihal Sirh AR ghess FEGHAORR X0k can be
o o : .
e LA ORI, R 86 S AR And Y, IR R

data WD 2004/ 010373 PCT/ AU2003/ 000934 -17 directly.

The bionetric data ma con&rise fingerprint datgl. The
Bigaimetty 3 secutysyPemA0 ort PR Aaricard e anayehfielip to give access

lgﬁ %%&f (gcl%arfbragi@ol‘ %eecélgggﬁén‘ﬁ% ch&R08le: sniar@8rd read¥P dorhBdlcates with

grans of ure transm ssi on syst ens I. n . .
0GRt e Brieandi ih formstidis réadrremedinmetrhis] fof atdess, information 1s sent to

Hsreopielgah e SORFRILSE QPR WOULPGE Oh o Acpfiy and activate
ah ﬁcde?gfn]%g%ﬁ%ﬁngtglﬂatﬁ&{ KESRO Rehddissib® e GRarftardRAGer is provided

except t I"eading digit(s) is replaced to
by eneypidmgitheinidssadee frofi the smaricand esaderinghe sachutysyelers Preferably,

S 4 b i SRR FTREE b ByP RSy s
P A¥rs BAPEEhRcRled! he smartcard reader and

The system 900 of Fig. 9 comprises a smartcard reader 902, a high security module
(HSM) 904, and an access controller 906. While not shown in Fig. 9 to simplify the
drawing, the controller 906 may be coupled to an access mechanism able to provide
access (e.g., to a door, portal, computer, network, or other secure equipment or
installation) at an access point. Preferably, the smartcard reader is a biometrics smartcard
reader 500/600, but ordinary smartcard readers may be practiced. The smartcard reader

may be a Banque-Tec International reader.
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10 security system are not repeated hereinafter, but
reference is made to the description acconpanying

wo-2@8/010878and 8. Further, the door |atch shown PEI/EU2003/600934

(and identified by reference nuneral 708) is not
depicted in each of Figs. 9 and 10, only to sinplify
those draw ngs. However, it is to be understood that
such an access nechanismis ol can be coupled to each
of -the controllers 906 and 1006 of Figs. 9 and 10,
respectively. 15 Again, in a security system 900 or

1000, a smartcard reader may .be setup, t ive acce
Aormartqaeh Sl & bV re M ARy BRRTIcd fo{bg Smaiegd FaRgr 902, and
tﬁé‘?ﬁ&rﬁﬁf@reﬁ&m c%gﬁﬁﬂiﬁéa@@t\ﬁi% Welsharttfi€. PREfetabBy, Goraifilinications
in

ormation is read fromthe smartcard for access, }
bietween et Mofaré smareeard 920 andibe swartease reader Y7qpre gacrypted using

troll det I ! .
N
VIEHOUE Geplai@nsfromshescobe and spishef the arventieadBre description

provi ded by encr ing the ages _fromthe

Sreisine Do L5 Rl T 5ol Bapany may o

pg L SABATGAR shRALE 928 pRefiabliEhtiudes Hometricadatay saibseribed
0/ 600, but ordinary smartcard read

A rs be
hprainaforsd The Seaie 08 adntayet 1BIOTRAON O dHpadkerd,920. The
smartcard . ' i s
SRS FOHEL RN o U GRS B oniib, iy
Joidg, cothplafly sbdp hidegs tdie, anit ianicrvgde.t Othet aenesoinfarmatos and/or
may be. coupled to a ccess nechani s ' .
skugigesfe Sy o2 80 80 popIEARHR P © B Y09 Boine

SRHRSE cSREMIEcafaE PEtRblsPsuchiad RSABL at REAJS5. tharcoammarsations
point. Preferably, the smartcard reader

S . : .
ihplonsls masbaasticed mHthn APEHE un s T it g nvention.
smartcard readers may be practiced. The snmartcard

reader may be a Banque-Tec International reader. WO
PROESPNIBRYS IRERdACROGE HongBasmart@rdvesden 202and potgrably at an

(e.q., M f. t d) i d :
O
1CRHEFY0D Al &f MEMNOGdhee siayptedr The Eicefgioatibghnique used may use one
Ao v aEIgns: BRRCEH GHted, SSPiGe RAdGRiindacl
AP Elilc‘??}gﬁc}ﬁ t‘ég}ﬁ% S PR beiRUGNBd withbieieph@inEErodi the scope and spirit

encryption nma racticed 5 without departing from

ofHthe sveptom Eheistanee hetwednethe pnavieard Feade 02 ddhs HeMp04 may
acco nyi Fi.g. r Oyd I
L o

tch@er A rind Al TSRO GF mbgbabined depbndtatobiheroemmiunscagignaprotocol,

as_descri bed .
techniques, and media used.

The HSM 904 is in turn coupled to a controller 906. Communications between the HSM
904 and the controller 906 are carried out using the controller-specified format, which is
usually Wiegand format but may be another format (e.g., clock and data). The distance
between the HSM 904 and the controller 906 may be up to 500 feet. However, this
distance may be varied without departing from the scope and spirit of the invention. In
turn, the controller 906 may be connected to an access point (e.g., the door latch 708 of
Fig. 7) to control operation of the access point. Different access mechanisms may be

used.



15

20

25

30

her ei nbefore. The reader 902 reads access i nformati on
fromthe smartcard 920. The access infornmation may

w0 phids7dne or nore of the foll ow ng: person' BCTIATR03/000934

facility 10 code, conpany code, access code, and issue
code. Ot her access information and/or authorisation
data may be sent fromthe smartcard reader 902 to the
HSM 904 using suitable conmuMltations protocols, such
as RS232 or RS485. Ot her conmunications protocols nay
be practiced w thout departing fromthe scope and
spirit of the invention. 15 The HSM 904 is | ocated
renotely fromthe smartcard reader 902 and preferably
The JoRaLaeERS McntAPald Dal &) @lothes férnat e sSovmtrotiarahd
reader 902. Communi cat’i ons between the rgader 902 and
comanuSMt@0he traeslaipd signal del thepsesss fentjaiier A0+ &bt H?ﬁﬁaélon

U d A r . i t ; : .
AP G B0l U st i
fRAmE thenmapitaid elpniEuedity Gaye bandtha Acerss nwinbérd und communicating

departing fromthe scope.and spirit 20 of
i e AREoeraiee Datvea b e bertit hespaioard reader
9@9 l%né@l?e 3131 m&gﬁu{% ggﬁ@m 9t>%>isag_?ﬁhe gﬁieﬂﬂar #he smartcard reader

I lometres, e.g. | 85 is used, e .di stange. .

Fatisvessrover érogmgm%aém wirigg deiocetod ﬁﬁa‘}ﬁfh%wﬁgm%gfwfﬂ‘ﬂg)es a
}{i)gl}:e]\ﬁ %‘{ahgﬂd%?gﬁ@gi%gr APedsd&o AT 0RO bPER. 8 applies to

niques, a a used. 25 The HSM 904 is in turn
tbseplbedirhenta control l er 906. Communi cati ons bet ween
the HSM 904 and the controller 906 are carried out
using the controller-specified format, which is

TRUSkloth M0edE . floradBiprises a stayrtdaad raddri®02 f ohightecurity module
e. ., clock and data). The di ce., between t HSM ..

b6Mthinh el aibAcRes qoBkoYde Oﬂ'gy %@%ﬁt ﬁ@%@eﬁ‘lgefb_e to stmplify the

(gﬁ\\oﬁ:é?fhe cBP’créllerdiLO% %ﬁe%ﬁpl@@ ty/ & AREsswhédhahism (e.g., to a door,
epa t

I'ng fromthe scope and spirit of the invention.
gontaB@otpnter, netsorkport othér sepurs GaUipmpnbe ingaltions at anpcgess pont.

%g%fe'?fbg}/ﬂg% grtingrgt?e ag% regflérthlg 2 DORethied Gl %E??r?rog/n 6t06 ) bikt Qrdinary

€ access polnt.
AeERIR] RECHhaRIas e prayickk ThesedrtcaMdredodmay 08 B anque-Tec

PCT/ AU2003/ 000934 - 19 M 904 t ransl t he..

iy reteatigndbe FY ROt Ak 19 O RREELY BRRGeaL b Dpb g 9 and

A0 forE PR RNL R A EEestiftidulia Nadied @@'id%hlﬁll?ﬂ{g the pbines eRiffasnce for the
rere

controller 906.” The translation p rably invol ves
gkeo§pteviig. t he nmessage to obtain the security or

access information s fromthe smartcard, e.g.

"Facility Code" and the "Access nunber" and
AGiTRhda20de. gt, BORSHIREMifaretshertaadpispressnted ¢¢ figrsmartcard

gagges’r’ 10%8,%r]£i1g grtnii cna%d Ibe%tclc\aﬂfel%%Ztclar%rﬁc’urr@cra e%a\'{fiﬁ’l fhe %gl%ftcard.
Preferably, communications between the Mifare smartcard 1020 and the smartcard reader
1002 are encrypted using triple DES (3DES) encryption. However, other forms of
encryption may be practiced without departing from the scope and spirit of the invention.
The remainder of the system 1000 is the same as that for the system 900 of Fig. 9, and is
not repeated for the sake of brevity. The process of Fig. 8 applies to this embodiment.

A small number of embodiments of the invention regarding methods, devices,
and systems for biometric smartcard reading and encoding, as well as for secure

transmissions have been described. In the light of the foregoing, it will be apparent to



902 and the HSM 904 and thus the controller 906 is
secure whether the smartcard reader 902 is renoved

wo caa0t1dses wal | or wiring i s accessed through aP@EAD2003/000934
Thi s provides a higher standard of security for access
control systenms. The process of Fig. 8 applies to io0
this enbodi nent. The system 1000 of Fig. 10 conprises
a smartcard reader 1002, a high-security nmodule (HSM
1004, and an access controller 1006. Wil e not shown
in Fig. 10 to sinplify the draw ng, the controller

1006 y, .be coupl ed..t o access ani.sm(e.g. ., .
T Gy 6 s S FEE RS ot O ofey be
94 VARGt depariifls Frald Bk bepe aall spifit 3T SSvepEbAL .

Preferably, the smartcard reader is a bionetrics

smartcard reader 500/600, but ordinary snartcard
readers may be practiced. The smartcard reader may be
a Banque-Tee International reader. The system of Fig.
10 is largely identical to that of Fig. 9 and
therefore the follow ng descriptionis limted to
identifying the points of difference for the 20 sake
of brevity. A smartcard 1020 (e.g., a DESFIRE Mfare
smartcard) is presented to the smartcard reader 1002,
and the smartcard reader 1002 comruni cates with the
smartcard. Preferably, comrunications between the
Mfare smartcard 1020 and the smartcard reader 25 1002
are encrypted using triple DES (3DES) encryption.
However, other forns of encryption naybe practiced

wi t hout departing fromthe scope and spirit of the

i nvention. The remai nder of the system 1000 is the
sanme as that for the system 900 of Fig. 9, and is not
repeated for the sake of brevity. The process of Fig.
8 applies to this enbodinment. 30 A small nunber of
enbodi nents of the invention regardi ng net hods,
devices, and systens for bionmetric smartcard readi ng
and encoding, as well as for secure transm ssions
have been described. In the light of the foregoing, it
will be apparent to WO 2004/ 010373 PCT/ AU2003/ 000934
-20 those skilled in the art in the light of this

di scl osure that various nodifications my be nade

wi t hout departing fromthe scope and spirit of the

i nvention. W) 2004/ 010373 PCT/ AU2003/ 000934 -21-

d ains
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The clains defining the invention are as follows: 5 1.
A nmet hod of providing secure transm ssions from a

waeanposria reader, said method conprising thePGL/aps003/000934

of : encrypting a signal created by said smartcard
reader dependent on said smartcard, said signa
conprising access information; transmtting said
encrypted signal to a renote-Rbcation relative to said
smartcard 10 reader; translating at said renote
| ocation said transmtted signal to another format
useabl e by an access controller; and controlling an

W8s nmechani sm using said access controller
dependent upon said translated signal. 15 2. The
nmet hod according to claim1l, wherein said smartcard
Tonclainmsiefiningtbe fiventen arc 4R &LPATSH smartcard reader
conprises a bionmetric smartcard reader for obtaining
bionmetric data directly. 20 3. The nethod according to
cl ai m 2, wheAend¢tha&hofbrbvidingtseture trahsmissonpfromessmartcard reader,
fingerprint data., C 4. The nethod according to claim?2
wd methpd comprisugithe ﬁ?lb%‘gjtqri c data is not transnitted
to saighet & digedticad by emdsaiatc saaeidentehshdaten sath
5. The nmethod according to claim1, further conprising
sthartasrds gaidfsigngt evmplisieg accewdBogEAtLsai d access
mechanj [:f: sal [ ' ki
ai d nsaBulitisB e s ARRAAER) ) O0Blord RoARRARIIES i smartcard
reatidrod according to claim5, wherein said access
mechanj smi s bl.e to ovj.de access .f.o.at |.ea
o o dlsariatgef i e IRCROT i B Bl 16 BboBFforma
S5HdbR BN Rb&ks SetYIRr aagt al | ation. WO 2004/ 010373
PCT/ AU2003/ 000934 -22 7. The npethod accor di qﬁaﬁto ar&g
one of cuIEplliRg an apcesfrRgCRAN SRS spidAseess CARtERlRL AP nt upon

CORLL38Sq &lnlieast one of a person's nanme, a facility
code, a conpany code, ‘

2. The method according to claim 1, wherein said smartcard contains
biometric data and said smartcard reader comprises a biometric smartcard reader for

obtaining biometric data directly.

3. The method according to claim 2, wherein said biometric data

comprises fingerprint data. ‘

4, The method according to claim 2 or 3, wherein said biometric data is

not transmitted to said remote location from said smartcard reader.

5. The method according to claim 1, further comprising the step of
providing access using said access mechanism if said translated signal is determined by

said access controller to authorise access.

6. The method according to claim 5, wherein said access mechanism is
able to provide access to at least one of a door, portal, computer, network, secure

equipment and secure installation.
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an access code, and an issue code. 5 8. The net hod
according to any one of clains 1-7, wherein said

wG@r@aalo3srs encrypted using triple DES, Skipj ap&T/AGR003/000934

AES Ri jndael encryption. 9. The nmethod according to

claim1l1, further conprising the step of 10 encrypting

communi cations between said smartcard and said

smartcard reader. 10. The net#3d according to any one

of clainms 1-9, wherein said encrypted signal is

transmtted fromsaid smartcard reader to a high

security nodule at said renote |ocation. 15 11. The

nmet hod according to claim 10, wherein said high

securiyy nodihemetHodRst@IRg t6 ahy o6 dfhRA -5 viabin 8id access

said other format. 12. The nmethod according tq claim

indormgtion sompsiagsat $epak AeH{ @ NeERB S namfel 2 Tanility gode. 1 Gpany code,
' l e - arated by a distance of up to

%&§&%$%%ﬁ%3%§§$1%%$0§ﬁ2 nmet hod according to claim 10,

wherein said smartcard reader and said high security

nmodul e_are separ at.ed b . di,stance of ,up t.o,15 netres.. .
25 14. 8The @Fm*@?&s&?w_& 9 gU%RYP %f;"éalg}s 7 B S signal i
m@@e@ u§iak &iple DHSS SRippdkSérOABS Rijhidhd) efcryption.
controller-specified format. 15. The nethod accordi ng

to claim 14, wherein said controller-specified formt

i s Wegand fepiRlmQractdafl 180%iHat furthdP cdfipridn S MR RPN of

for providing secure transiiissions froma smartcard
eB@geting copaiuhisativme betveap siid ismgricanband oaif emesgad reader.
PCT/ AU2003/ 000934 - 23 a smartcard reader for
encrypting a signal created by said smartcard reader
dependent onTHEah@tdakt&ading to 98y dnsodsimscepprieeingaid encrypted
access infarmation, . and for, transmtting said )
sigaplyip iragpuaifteh fom S5 CTmaiBibrep D K BRuRD Jaodule € spig remote
sd@mfLcard reader; a high security nodule for receiving

saié transmtted signal and translating said 5

transmtted signal to another format useable by an

access,gontr %E ﬁ{eiho%rllgcording to claim 10, wherein said high security module

translates said encrypted signal to said other format.

12. The method according to claim 10, wherein said smartcard reader and

said high security module are separated by a distance of up to 1.2 kilometres.

13. The method according to claim 10, wherein said smartcard reader and

said high security module are separated by a distance of up to 15 metres.

14. The method according to any one of claims 1-13, wherein said

translated signal is in a controller-specified format.

15. The method according to claim 14, wherein said controller-specified

format is Wiegand format, or clock and data.

16. A system for providing secure transmissions from a smartcard reader,

said system comprising;:
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an access controller for controlling an access
mechani sm usi ng said access controller dependent upon

wa a00d/0103ans| at ed signal. 17. The system accor dPEIAU2003/000934

claim 16, wherein said smartcard contains 10

bi onetric data, and said smartcard reader conprises a
bi onetric smartcard reader for__ obtaining bionetric
data directly. 18. The syst em&ttor di ng to claim17,
wherein said bionetric data conprises fingerprint
data. 15 19. The system according to claim17 or 18,

wherein said bionetric data i s . t mtted to

o4 hAGR S BIE: Rrtnbfpk 8 sighlortd @ By Sitatiug reader
Zepentibgt (ﬁa}/@icemm&i,dhiﬂgigrﬁl %dn@jriﬁiﬂ@accé%ﬁhf@ﬁhation, and _fc]>cr
conprij sing.an access, mechani sm provi di ng access
éralpﬁnktﬁl%%a@%mtp signalite agemele MGREAN [Rjatiy 1 said swggteard reader;

contro !alh@ﬁh $RuAt] RIS Ford6&Bite sad tradddgited %ﬁé‘l‘ and translating said
according to claim 20, wherein said access chani sm

iteensmaitted sianalioanpther frmetusealde y an @egess eerdradler;andoor

portal . co e [ ' . .
D0t 2, o SRR o P 36l RS B R SRR S v
@batrslfer depéndsnthipor baidwhumslaied siabld access i nfornmation

conprises at |east one of a person's nane, a facility
code, a conpany code, an access code, and an issue

code. 36 23. THRQy¥Ala6CBramees Slaftd 16 0vRIHnQBR Marfchrl dBhtains
16-22, wherein said signal is encrypted using triple
bicsnetk dpiaawid saist siRES AR} jeadraspmpress\ahip@strioymartcard reader for

%@%ﬁ,‘i‘r@%ﬁ%ﬁf‘% ¢ gté\gg%g 000934 -24 24. The system

arm “wher ei n conmuni cati ons bet ween
said smartcard and said smartcard reader are

encrypted. 2 The system according to claim.24, .
wher of ASsai d 1RGN CRACTRad A | oV Py iogHoetic data
e6myfibdsyinpeh#ng daae separated by a distance of up to
1.2 kil ometres. 26. The system according to claim 24,

wherein said smartcard reader and said high security

modul e 1gre sepaali&d PYorBing kS LIRS ¢7 Of 18 Rvheit RaidHibRstric data is

not transmitted to said high security module from said smartcard reader.

20. The system according to claim 16, further comprising an access
mechanism providing access if said translated signal is determined by said access

controller to authorise access.

21. The system according to claim 20, wherein said access mechanism is
able to provide access to at least one of a door, portal, computer, network, secure

equipment and secure installation.

22. The system according to any one of claims 16-21, wherein said access
information comprises at least one of a person’s name, a facility code, a company code,

an access code, and an issue code.

23. The system according to any one of claims 16-22, wherein said signal is

encrypted using triple DES, Skipjack, or AES Rijndael encryption.
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10 27. The system according to any one of clains
16- 26, wherein said translated signal is in a

w@ooanol3rer - speci fied format. 28. The system apCDAURN0§/000934

to claim 27, wherein said controller-specified format
is Wegand format, or clock and data. 15 29. An
apparatus for providing secure Atransm' ssions from a
smartcard reader, said appar'a% S conprising: a
smartcard reader for encrypting a signal created by
said smartcard reader dependent on said smartcard,
sai d siygnal IS ' L.on; . 2(

For tranom t ey e AarERs i TE Bk B ooy Hns between
|seid sstriapieandeingtsaesntaotcaidi reades amrencieypteds eader ; means f or
translating at said renote |ocation said transmtted
signal to another format useable by an access

control2ber; ame silerdGEQFSing eNElaih R8I wh&EinGallt helrichidGeader and
an _access nechani sm dependent upon said 25 translated

Spighagh segurityrRedule grgrsgparated By 8rditange 08 up tal Akplometres.
wherein said smartcard contains bionetric data and

said smartcard reader conprises a bionmetric smartcard
reader 2por  dbtaysiémgcdnirdingta ¢leing 24, avidireia shidysmad@ard reader and

R N e

217. The system according to any one of claims 16-26, wherein said

translated signal is in a controller-specified format.

28. The system according to claim 27, wherein said controller-specified

format is Wiegand format, or clock and data.

29. An apparatus for providing secure transmissions from a smartcard
reader, said apparatus comprising:

a smartcard reader for encrypting a signal created by said smartcard reader
dependent on said smartcard, said signal comprising access information;

means for transmitting said encrypted signal to a remote location relative to said
smartcard reader;

means for translating at said remote location said transmitted signal to another
format useable by an access controller; and

an access controller for controlling an access mechanism dependent upon said

translated signal.

30. The apparatus according to claim 29, wherein said smartcard contains
biometric data and said smartcard reader comprises a biometric smartcard reader for

obtaining biometric data directly.

31. The apparatus according to claim 30, wherein said biometric data

comprises fingerprint data.



