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BACKGROUND 1. Field [0002]The present application relates generally to executing user-provided
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execution environments such as Web browsers.
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BACKGROUND
1. Field

[0002] The present application reiates generally to executing user-provided computer program
code in restricted execution environments, and more particularly to enabling dissemination and
execution of user-provided computer program compenents in security-restricted execution

environments such as Web browsers.
2. _ Related Art

[0003]  Techniques for executing computer program code in Web browsers are well known.
Web pages may include code in a language such as JavaScript™, to be executed when the page is
presented to a user in a browser such as the Microsoft® Internet Explorer™ browser, the Mozilla®
Firefox® browser, and the like. Code implemented in programming languages such as the Java®
language, the Microsoft® Jscript® language, and the Microsoft® CH#® language may be
downloaded from Internet servers, e.g., web sites, and executed by Web browsers. Some types of
code or data, e.g., Adobe® Flash® scripts or Portable Document Format (PDF) documents, may be
unsupported, i.e., not executable, by the browser itself, but the browser may be extended with
plugins that support such specialized file types. A plugin is, for example, a computer program code
module that is invoked by the browser (or other application) and may use the browser’s features to
display information, receive input, transfer data over a network, and the like. A plugin provides
specialized features and is ordinarily activated, e.g., loaded from disk and initialized by the browser,
in response to receipt of web content of a type associated with the plugin. Plugins are implemented

in a programming language, e.g., C or C4+, for which the browser provides a plugin Application
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2. Related Art [0003]Techniques for executing computer program code in Web browsers are well
known. Web pages may include code in a language such as JavaScriptTM, to be executed when the
page is presented to a user in a browser such as the Microsoft(r) Interne T ngser, the
Mozilla@ Fi}g?o%(?a?ﬁ)%?er, and the like. Code implemented in programrr%iﬁg §r{1@3éld§|%s such as the
Java@ language, the Microsoft(r) Jscript@ language, and the Microsoft(r) C#@ language may be
downloaded from Internet servers, e.g., web sites, and executed by Web browsers. Some types of
code or data, e.g., Adobe@ Flash@ scripts or Portable Document Format (PDF) documents, may be
unsupported, i.e.. not executable, by the browser itself, but the browser may be extended with plugins
that support such specialized filg.ty A plugin is, for example, a ¢ mputer progran tﬁgde module
that is in&gﬁ%‘&‘@‘}ﬁeﬁ%‘%&}\%&g J‘g;l)'o nglrkgpsg }‘Eqa i%(?wé)’ ard ﬁf(ﬁ\%%%gatﬁ’e lbrowse}%s f%{atg]res to display
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receipt of web content of a type associated wit ‘theéglug_ln. Plugins are implemented in a programming
languageereryters Biecads fert WhRkeMeSSr 8IS EY by diaaals wtits T adssieathlafpthe computer’s
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which is executed by the browser in a secure environment that prevents code downloaded from the
Internet FERTBEAOHMTRY SeMGTRAY SyERIM SPSHAY RS STLAPSL LR £ L SREHISdRing network
connectignsstRresdate campyiarbrdit aads fhairlemehagituginss«rdiniagily fnativen code
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relatively unknown ven Furthermore, creating a browser plugin is a relatively difficult and
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restrictions are imposed on code executed browser, particularly if the code is from an

unknow n-trusted server, For example, mast Web browsers place restrictions on the ability of
downloalfiiiode 5 HEEMESTABOHEUNEIE ShUFaRRG T TR b Py BREE SR Fother
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Explorer do not allow code from un-trusted servers to execute unless permission is granted b}; the
user. client computer by a browser, such as downloaded code, is subject to tighter security, because suc

code could delete files, improperly use system resources, retrieve information stored on the
computer, search the computer for security vulnerabilities, present requests to the user for sensitive
information (phishing), install a virus on the computer, use the computer to attack or spread the
virus to other computers, and so on. Therefore, Web browsers such as Internet Explorer do not

allow code from un-trusted servers to execute unless permission is granted by the user.



WO 2009/111195PCT/US2009/034833 [0005]Many existing browser-based runtime environments for
executing downloaded code, such as Java applets,-ActiveXTM controls, and Firefox extensions, ask
the user for blanket i)ern"%ission to run and access any system resource. '%91%%?0?9}3&%% are computer
program cod®MBUNEY Mat can be embedded in a web page and executed by Internet Explorer when
the web page is accessed, i.e., downloaded from a web server 100. When code such as an ActiveX
control is downloaded as part of a web page and attempts to execute in the Internet Explorer browser,
the browser displays a warning message to the user, and prevents execution of the entire control
unless the user explicitly allows or approves execution of that control, or, in other examples, unless the
user expliiily oy executon el cods from it selvearar Inal ssrueta.neiets famarn, @nee the
user approve execttion o the control. the Contro may access a wide range of system resources.
[0006]Othelr axistingpriatinfeenirotments, sudirasione Nivsosoftasfidgows Wstdénkeperating system,
offer a |puehlagquibn apuaNbatbal has Iile.eaning, 1Bl RREHUse b fulpASIING hgeuser for

permission to read files. Some programming languages, such as Java, permit downloaded code

scripts o addesthassaicte grbsedd asoriehRres HISREF U HS s dHEHt Eradenstahpdhn abragsy.,

digitally-gignedscerfificatasbiRiuersm theseewity wedeniials el-dewnieadectcede amexposed to the
user, and the user is often responsible for maintaining the credentials, e.g., updating them when they

expire afeMEeHIFG AR EhANGEATEE B BTEIREYE TEGHIR & B RS il e MR R 8Gial-purpose
devices maysBotibaaxvailableite pragiams ihetan, imthersvebipsegrammitighlangiragereingiegsed (such
as Javageripl or Jua) exenl permission s avallabie, because e anguage Jacks annigrface o
those re¥SUHEES BIRAYESBTCES AR & BEced&Rdviaa ™ na |v’eqiorogramm|ngp anguage such as C++,
but commenégation pelivee axamttiveiandgutige dnd wetoptbgremmingdangliayeiscothpieticand
existing web_programming.fra or t ide fi for. int i ' s with
browserﬂﬁgf&:lrsaezB Wgé Sgﬁ%ﬂgﬁ?oér?s. O%@]gﬁhtggggsﬁ%&ﬁﬁe%%gﬁ%g\rslégif%%r%%ﬁg%ﬁ#ﬁ@%%aicaﬁons

developed in existj Websft).l’%grarpmin% frameworks tg rovide.a ric t%%rdigtesr 108%28"[ matches user
interfac ided DY FAIRE BFPIEAGONS I BFIE SFSVSten resource access and other features.
Existing fysmmeyvudiksapeovidé seadinnge ptany] segutity ieatitesitbatisgecconeptexsand. pldreatkenbikden of
ensuring,Saql e A e ABRLEA RN ICYRORSL LHAHIO IR ARRIARIe RAISIOMRA M ade
programming framework that allows programmers to quickly and easily develop web applications that
safely anddssctinhiaretsss CeEiptiySenuRiveByhtaPrBaGn s security credential information,

e.g., digitally-signed certificates. However, the security credentials of downloaded code are
exposed to the user, and the user is often responsible for maintaining the credentials, e.g., updating
them when they expire and keeping them confidential. Furthermore, certain system resources such
as special-purpose devices may not be available to programs written in the web programming
language being used (such as JavaScript or Java) even if permission is available, because the
language lacks an interface to those resources. Such resources can be accessed via a “native”
programming language such as C++, but communication between a native language and a web
programming langunage is complex, and existing web programming frameworks do not provide

features for integrating native programs with browser-based web applications.

[0007] These security restrictions diminish the ability of applications developed in existing web
programming frameworks to provide a rich user interface that matches user interfaces provided by
native applications in terms of system resource access and other features. Existing frameworks
provide rudimentary security features that are complex and place the burden of ensuring security on

the application developer. It would be desirable, therefore, to have a programming framework that



SUMMARY 100081In general, in a first aspect, the invention provides a computer-implemented
method that includes generating a risk rating for a computer program code component to be executed
by a user machine, wherein the component includes at least one component operation operable to
cause execution of at least one restricted system operation, wherein the risk rating indicates a risk
posed tghe, sgrmﬁ@@%o%aaf%a%s(Qf&g[mdﬁgﬂm%ts&@agd&?geégremeéggge |
execute the program code component and the risk rating is based upon a digital certificate with which
the confeeHit & HEsEYREHBTHe86 ated with the component is signed; generating a description of
the component operation; and prompting a user for permission to execute the at least one restricted
system operation on the user machine, wherei/M¥pBRO¥pt includes the risk rating and a description of
the component operation. 10009]Embodiments of the invention may include one or more of the
following;fagjuresGenasalind.theiskdating mahhenBRsANSEiaaceMpRANeRE RrREvhakINcludes
computer program script code for caysing execution of the computer program code component. The
risk ratiff sy BEEARNS RS AR H S RVBIE RERRIRY 2 ?ﬁw%&tﬁé%%ﬁfﬁw?ﬁé’s% K level.
Promptingdtigey setcfempgrmissiponaa)yiatedssinr ésponse toomfisatnefependemnbiresbhnponant by
computer program. script.code executed in response to a web hrowser receiving a web page
ieimic R S B R S e e g
responge thearsénvosdtionof th phegimexe putgrgnncadeaiorh rowser shy Wdrthsuieer pragham seeipteode
executeddn{ESRRNSEIPIAEIABPIBNSRE IRRAMING A wahPaaassRRAted e sclRlaade.
Prompting the user for permission may include displaying a named permission that corresponds to the
at least @wRPrESHetctl dsysttion seragiated ariththe prIFRSaHEIMTiEIEH BRFHEEafteaBlameldhe user
as a pregandiion &g,;@;%ﬁeﬁ,tiaﬂdt@,eofﬁﬁﬁﬂfgt%%?@mp@ﬁ@@&ﬂtm%%e grRNaradadn shsecaneaspect,
the invention provides a computer-implemented method of engbling web browser-gas d code to

execute IR PRI StefAcHSFARBTBIT o OFEHE dorp oMt HHl e th6 & CRITELPY SERTGPBS A server
computer feerapifigicprogeaii de to the client computer, the code including at least one component
having at least one component operation for invoking the restricted system operation; the computer

programopade furtheninslugingAnrimpemeriatiomn ofiHr o MROBE Mo erthR ipRIgB eatatian is
operable to cause display of a prompt faor requesting permission from the user to perform the restricted
system G808, BATRIrHEPSPRIELIE 1B HVRREIHE FEEHICRs Ly SR RSBt AR IHIESFORBR'
receivingrpeHmisSsion ftode the useinansaiereinfie panmteopapsiass @diskdatpogaassdhmted with the

wsd i S e SR R s

executePeipongabnentr for permission may occur in response to a first reference of the component by
computer program script code executed in response to a web browser receiving a web page
associated with the script code. The computer program code component may be for execution in
response to an invocation of a plugin executing in a web browser by computer program script code
executed in response to the web browser receiving a web page associated with the script code.
Prompting the user for permission may include displaying a named permission that corresponds to the

at least one restricted system operation, and the named permission may be granted by the end user

as a precondition to executing the restricted system operation.

[0010]  In general, in a second aspect, the invention provides a computer-implemented method of
enabling web browser-based code to execute a restricted system operation on a client computer. The
method includes providing, by a server computer, computer program code to the client computer,

the code including at least one component having at least one component operation for



[0010a]The program code may be a web browser plugin. The component may be associated with a
risk tier selected from a plurality of risk tiers, and the risk rating may be a brief phrase based upon the
risk tier. The risk indicator may include a phrase based upon at least one operation provided by the

gom p% r}ﬁmﬁigetﬁje MERRaBY r@f@\wﬂpluﬁ%@{wp @ﬂ@%@ﬁ?@ flyfafgaiaﬁ m@?ﬁwlfag@m@ﬂ@it@n

eSsCrl mgt e Implement '[IOD unction. e prompt ma ISplay.a request for permissign on.an output
device SRUGTSIRRET! ASCERAIT MRt EATh (o IS LU Ry SR ot A R v
respongechom fhrereigestiig arrinpsodelive diehsalionpatonputes. rEHdstedtipdamayphustives imsiude
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further based upon the certificate. The restricted system operation may include acc%gsm a file,

accessith§ EHefORDECERSG IR SORYHEV R ESOFARD MBITRIh OtHBS OO LEN #89%n a third
aspect, shernventdropravigesma eompte tih plem ertechipetizatopkemniailitg: wieb tatowsetibased code
to execyte @ restieted vsism aperatg gh%“c% CA'teq&ﬁrﬁﬁ%%EBnﬁ‘ Meod é%ﬁl(gg(fe%@;‘%x ding,.by a
server computer, cor%pu er prggram code to the client computer, the program code including at least
one corfgiapenrtiiaving at least one component operation for invoking the restricted system operation,
the code for execution by the web browser in response to an invocation of the component by script

code agd66tkakbd withHombgteouméntaytereivehdrovderiploperdible comneemiatieslhy pivoketede

restrictegh By 1em P SLRIAK INFASPARSAITY seerivings, iImanbsanseidf AR ExpUdtgguestivlied
permission, an input from a user via the web brow efgtancﬁl_gg input causing an execution of. the
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operatiof [t NRAR0F RsdihPHI dheiNNERIA RRYiES: A sRIRNLSIMPIeMEqed method

that includes receiving an invocation of a component operation from computer prop-am script code
execUteRETR IS POARERPYEREIFEUFa Hdherage By a Rrss BREWSERISH TRt e BB AP G des at

least onecAMRORNEBERRRIAORGPAKRMRLD tausRexacianof ddasiiclebesyiséameppaiiomheeceiving
an inpul 1gm.a userig, e Web browsen wherelnhe npul I {on perorming e, calpapan' pperation
and aIIoI\IflvEfng0 &t mpor?enfl operaflon {0 alise exseution of the. r&trlc ed system operation in
responsempeeceiving the inguratieg implibeiiamtdpednipsioheospaiferie v astintd system
operatiqp,in.absence ptRnLxplictreonest facpatmissiordorferfornance plitbaspteted system

operation. [0013]In general, in a fifth-aspect, the invention provides a computer-implemented method
of combination 0f those.

[0011] In general, in a third aspect, the invention provides a computer-implemented method of
enabling web browser-based code to execute a restricted system operation on a client computer. The
method includes providing, by a server computer, computer program code to the client computer,
the program code including at least one component having at least one component operation for
invoking the restricted system operation, the code for execution by the web browser in response to an
invocation of the component by script code associated with a web document, wherein the code is
operable to automatically invoke the restricted system operation in response to receiving, in an
absence of an explicit request for permission, an input from a user via the web browser, and the
input causing an execution of the component operation and the restricted system operation, the
input implicitly granting consent to perform the restricted system operation. The action may

include at least one step in performing the operation.

[0012] In general, in a fourth aspect, the invention provides a computer-implemented method

that includes receiving an invocation of a component operation from computer program script code



enabling web browser-based code to execute a restricted system operation on a client computer. The
method includes causing display of a prompt for requesting permission from a user to perform a
restricted system operation in response to invocation of a component operation, wherein the prompt is
based on a risk indicator associated with the component operation, the risk indicator is based upon a

certificale. frap HhGPRGAYRREEY 3pd INAIGAIESR HSk-BRR664G, B GUENHEURRHIRERY ARG LQMPONeNt,

should the component be invoked by the client computer; and invoking the restricted system operation

in respofish f5FcEERMEPEPRIIEH (ORI UBeFaWReFacEiPomipt rers'es afy Befe ARSFEBRvice on
which the-cpmpoReHRRaralrA apartasthioMA rannalakieraisixb aspacs the fwentiangmyides a

computer readable medjum th taitﬁclu,des computer-executable instructions for enabling computer
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instructivsswosppritsgiphesding to tbeivel thowset thiaimphatputesneprotissoagmpoatient dat
includes an,nisriace and 2 fallve lanauags Implemeniafion (atmelements, 3t lsasta ortion of the
interface, Wiierein the m%?ementation IS opera &8 Invoke the native anguage il%p ementation in
respongbetecitvocdtiyntehthpeiatarface by the plug-in code in the web browser, and the native
language implementation is operable to prompt a user for permission to perform the security-restricted
operatigo0E)d furlhereterdninkifgithessacutity inesiticie froperatiocpinpespanskicneceivatgdetfmission
from the user, wherein the prompt is hased upon a risk indicator assqciated with the componrent, the
ok Ind I B e e R e e IR
componeethte anchigsutenseng disitay the avebrbpoviseregirestiizthermdssiputépexecistingptheriveb browser
implement the, canpensntieAPpLIRMERRIRASSIHRABAbIRRS! oRGRBHNISRIPO A FemBNt
associated with the component, andthe prompt includes a description of an operation associated with
the perisibar6H REqUFERBALCHARRETANIEE S i FYBRYR apreaihiboaphicadisAaps dfitcteature
of the copaponest:ftARIHIEMPadimantsGbine INERipRBAY NHURRING MMk otdhtalioning
features, The computer readahle medium may further include computer-executable instructions for
receivintl CORRTESE L8 %ﬁsﬂ%a&gda&? the eﬁn?ﬂb&ﬂam% AR fidicator
is basedestfinedtheseertifisateiantthesppatatiorctivingaauniigdestictadinative opteatirg systepn
operation be acce: singe%;iclgbac %%irgtgea network, accessin alpallitseg_lay device, or a combination

a
of those. 8]61%/8]1% g eré)r, IR & seven 1aspect{fot]ﬁl ?H\e/%tn erllﬁ‘riprct))%/l g5 computer readable medium

[0614] In general, in a sixth aspect, the invention provides a computer readable mediom that
includes computer-executable instructions for enabling computer program code to be executed in a
web browser to perform a security-restricted operation, the instructions comprising providing to the
web browser, via a computer network, a component that includes an interface and a native language
implementation that impiements at least a portion of the interface, wherein the implementation 1s
operable to invoke the native language implementation in response to invocation of the interface by
the plugin code in the web browser, and the native language implementation is operable to prompt a
user for permission to perform the security-restricted operation, and further for invoking the
security-restricted operation in response to receiving permission from the user, wherein the prompt
is based upon a risk indicator associated with the component, the risk indicator is based upon a
certificate from a signing authority and indicates a risk posed by the component to a computer
executing the web browser should the computer executing the web browser implement the
component,_the prompt is further based upon at least one permission requirement associated with
the component, and the prompt includes a description of an operation associated with the permission
requirement, wherein the description refers to at least one application-specific feature of the

component.



comprising computer-executable instructions for enabling browser-based program code associated
with a web page to selectively access native operating system resources of a browser host computer.
The method includes receiving a component that includes an implementation function and an interface
that enables the browser-based program code to invoke the implementation function, wherein the
implementation function is operable to perform a restricted system operation on the browser host
comput@gitffespangsdnreasivingepavaissionfyontadeserodthetrofitbe fbibst tyriptterstd Becess the
O Sle RS R 5RO ISE o ACAL o0, LG SRR e LU aS Raser prporam
code, pro 1Lﬁng the User Tor permission to perform the Festricted system operation, wherein the
prompt ésrbfisaid efpongaingkifividatessasstularit hithompastipahesin the Hkkinddtetios kakplsed upon
a certificate from a signing authority and indicates a risk posed to the browser host computer should
the browser host computer execute the implementation function of the component; and invoking the
implementation function to perform the restricted system operation in response to receiving an
affirmative response from the user. [0017]In general, in an eighth aspect, the invention provides a
computer-readable medium comprising computer executable code for displaying a prompt for
permission to execute a component of the computer executable code on a user machine, wherein the
prompt is based upon a risk indicator associated with the component, the risk indicator is based upon
a certificate from a signing authority and indicates a risk posed by the component to the user machine
should the user machine execute the component, the prompt is further based upon at least one
permission requirement associated with the component, and the prompt includes a description of an
operation associated with a permission requirement, where the description refers to at least one
application-specific feature; and in response to receiving an affirmative response to the prompt from
the user, granting permission to the component to execute an operation specified by the permission
requirement. [0018]In general, in a ninth aspect, the invention provides a system that includes a
processor; a memory coupled to the processor; and program instructions provided to the memory and
executable by the processor to provide, by a server computer, computer program code to the client
computer, the program code including at least one component having at least one component
operation for invoking the restricted system operation, and the code for execution by a web browser
executing on a client computer in response to an invocation of the component by script code
associated with a web document, wherein the code is for invoking the restricted system operation in
response to receiving an input from a user via the web browser, and the input is for causing an action
associated with perfoiming the component operation, the action implicitly granting consent to perform
the restricted system operation in absence of an explicit request for permission to perform the
restricted system operation. BRIEF DESCRIPTION OF THE DRAWINGS 100191The present
application can be best understood by reference to the following description

6a



taken in conjunction with the accompanying drawing figures, in which like parts may be referred to by
like numerals: [0020]Figures 1A-1E are illustrative drawings of a system for executing components in a
web browser in accordance with embodiments of the invention. 100211Figure 2 is an illustrative
drawing of information about a component in accordance with embodiments of the invention.

(00221Fighier A distiatiye dfauing, of o RIRIRRY IRksRaUPRING BRERIRRINRQAKHEHEA FAmPOnent
in accordance with embodiments of the invention. 100231Figures 4 and 5 are jllustrative drawings of a
file upl S EEHBEREITSERTPEANEN MirietmTetite 'y R fifvenfigRmbination of those.
[0016] In general, in a seventh aspect, the invention provides a computer readable medium
comprising computer-executable instructions for enabling browser-based program code associated
with a web page to selectively access native operating system resources of a browser host computer.
The method includes receiving a component that includes an implementation function and an
interface that enables the browser-based program code to invoke the implementation function,
wherein the implementation function is operable to perform a restricted system operation on the
browser host computer in response to receiving permission from a user of the browser host
computer to access the restricted system operation; in response to invocation of the interface by the
browser-based program code, prompting the user for permission to perform the restricted system
operation, wherein the prompt is based upon a risk indicator associated with the component, the
risk indicator is based upon a certificate from a signing authority and indicates a risk posed to
the browser host computer should the browser host computer execute the implementation
function of the component; and invoking the implementation function to perform the restricted
system operation in response to receiving an affirmative response from the user.

[0017] In .generai, in an eighth aspect, the invention provides a computer-readable
medium comprising computer executable code for displaying a prompt for permission to
execute a component of the computer executable code on a user machine, wherein the prompt is
based upon a risk indicator associated with the component, the risk indicator is based upon a
certificate from a signing authority and indicates a risk posed by the component to the user
machine should the user machine execute the component, the prompt is further based upon at
least one permission requirement associated with the component, and the prompt includes a
description of an operation associated with a permission requirement, where the description refers to
at least one application-specific feature; and in response to receiving an affinmative response to the
prompt from the user, granting permission to the component to execute an operation specified by

the permission requirement.

[0018] In general, in a ninth aspect, the invention provides a system that includes a processor; a
memory coupled to the processor; and program instructions provided to the memory and executable
by the processor to provide, by a server computer, computer program code to the client computer,
the program code including at least one component having at least one component operation for
invoking the restricted system operation, and the code for execution by a web browser executing on
a client computer in response to an invocation of the component by script code associated with a

web document, wherein the code 1s



[0024]Figure 6 illustrates a typical computing system that may be employed to implement processing
functionality in embodiments of the invention. DETAILED DESCRIPTION [0025]The following

description is presented to enable a person of ordinary skill in the art to make and use the invention,
and is provided in the context of particular applications and their requirements. Various modifications

to the embodimenieWillg readiiaPRRtenbiaihege A U@%&mﬁiﬁqm s 0L neKGRYRCIpIeS

defined herein may be applied to other embodiments and applications without departing from the spirit

and scope BihauARhIHL M e e HSHE RIS HENGWIR ARSSEAPISHORU S FBE S Tepsms irePsEtifskth for

the purpgseQfexpigIRton cHaweyerene af pulinaty skilldadbearysihieslizatbatithspventign might
be practiced without the use of these WO 2009/111195PCT/US2009/034833 specific details. In other
instance® GBI Rh BRSO HATHOVREES SR S AL FHe0 X R SR8t in order not to obscure

the description of the invention with unnecessary detail. Thus, the present invention is not intended to
be limited to the embodiments BRSWNPESCGRIOTHEN Eorddl M})&@Q%mpe consistent with the
principles and features disclosed herein. [0026]While the invention has been described in terms of
particulgo@rmpodirmaaisaat application can be best understood by reference to the following description

taken in conjunction with the accompanying drawing figures, in which like parts may be referred to

by like numerals:

[0620] Figures 1A-1E are illustrative drawings of a system for executing components in a web

browser in accordance with embodiments of the invention.

{0021} Figure 2 is an illustrative drawing of information about a component in accordance with

embodiments of the invention.

[0022] Figure 3 is an illustrative drawing of a prompt for requesting pei‘mission to execute a

component in accordance with embodiments of the invention.

[0023} Figures 4 and 5 are illustrative drawings of a file upload component in accordance with

embodiments of the invention.

[0024] Figure 6 illustrates a typical computing system that may be employed to implement

processing functionality in embodiments of the invention.

DETAILED DESCRIPTION

[0025] The following description is presented to enable a person of ordinary skill in the art to
make and use the invention, and is provided in the context of particular applications and their
requirements. Various modifications to the embodiments will be readily apparent to those skilled in
the art, and the generic principles defined herein may be applied to other embodiments and
applications without departing from the spirit and scope of the invention. Moreover, in the
following description, numerous details are set forth for the purpose of explanation. However, one

of ordinary skill in the art will realize that the invention might be practiced without the use of these



illustrative figures, those of ordinary skill in the art will recognize that the invention is not limited to the
embodiments or figures deseribed. Those skilled in the art will recognize that the operations of the
various emb%%%eﬂgftls%l%ay be implemented using hardware, softwqre, flr%\mz&gﬁgggnatlons
thereof, as appropriate. For example, some processes can be carried out using processors or other
digital circuitry under the control of software, firmware, or hard-wired logic. (The term "logic" herein
refers to fixed hardware, programmable logic and/or an appropriate combination thereof, as would be
recognized by one skilled in the art to carry out the recited functions.) Software and firmware can be
stored on computer-readable media. Some other processes can be implemented using analog

o e BRI LR O Bl R G A A Y oD DB IR o
well as éommunication componen?s, ray be employed In'embodiments of the invention. JFigures
1A-1E aferiflistrakvedrawingsrotiz gkafoptirforidke cuting comito nertecd48yidetaike Blimowser 104 in
accordapee with emPdIMeNiH eI WERHaRa FIGHER M AW M0uarallMew of tesplaiare's

functional units, and Figures 1B-1E show more detailed views of specific functional units. The
compon®iftest FORASYISE Fof Bika p RGPt SrdgiAisdarehiserifes that provide services not
ordinarily available to web-based code, such as JavaScriptTM, in the web browser 104. These
servicesliigitide, fdthgraheplereniiag-tasdatogeopdrdionsmeefipagpadareobedationss, aadd other

restricte, oL NAUE; SYHEM RPN AW [FRAUESES wi#0DUNR G ABYEIRREIS M VLB A ional

components 148 by defining an interface 162, which specifiesS one or more operations provided by the
compon8iteaheriReRiNe feHeafisscibadof st PaFsdondh 1wl decae tidaibaanPRatinge of

ElickrUpiRadg{cernenshlthatRiomdes dragnand-siendiacnivlestaca-foritplpading dormgasionihe
H&c(r) online photo-sharing service by dragging and dropping files from the user's computer into a

user inteHEER 8y IBR BROVITetoR e RiEn BHoWERT 1A T theT e S0 8T IR EEBEo195¥660/034833
FlickrUplogele e coimppiait: Gihenexam pitreamponenis:ingl latel-asiext ey paeah eamplogesit and an
image processing component (named ImageAlter). The components 148 are. made ayailable to
it e b A s L e e .
as part ofailidb pageniFdicbexamnpie!platfonmaoftFigure 48 inchading fieplogin ivienfacend8 and the
dacmon diifl, 5P AR SHDMOURAHRASIRIRIIAM L0968 it DR CANLLAPHI A IRmINGE he
components 148 provide features ot otherwse available in web browsers 104, the components 148
expand tiéganyptetitovésyoftheventkoewn tnaulsine ordmanatiaiem kbl MéliHendish PEEEE106. As
the featygs Riguided by diecompRRRARRIte M SR FaSHga SYsiRM-aReratiansahErssaerces, which
are subject to potentially harmful misuse, effective security measures are needed to ensure that the
componé‘Hi"é‘H%' the restricted operations and resources in ways that are approved explicitly or
implicitly by the end user. [0028]The system 102 includes component execution logic 140, which

provides 848 serfiigurendiahl asripoHettpisidess Aferiedermuinr syer Bt rompRviRiar itéiface and

RubyTM,jatespigiedprogramiming enanagp RIpvider dnirsfasenAdinopglie pRdIBWRYREeLascribed
herein, other languages may be supg t the component provider interfaces 146, such as C++,

; orted by th ‘ _
Java, andaHeTiRE. PHIEESM SererakEtii st birees ﬁiél@dgg“é[g‘é'ied*e%%?ﬁﬁ?ﬁtgfﬂ%cfﬁﬁt includes
at least gne compenentiieQomachaompenentisdutesinmnemnapatiop-bgnatienie)Médradchinterface
definition SZ’ 62 that describe the im I% ntatiog Lungéionés) 16ﬂ. The i terf%q;: detfkilnitiogs may be, for
example”8 Wﬁghﬁgg?‘ﬁ%%ﬁ é‘ééﬁ%&g the' ndnies and Pardme ‘éarrécgip opération(s) that are
providedbystiee Koim fibnent-h6Ocand indpl éonentetploy dhag-impl éroe npatiovdb ddntonpeestample, the
implementation functio 4.perfor ticS ' e puter
0 pe e o el Tt o, the
implememgatisld Adddtioripromteetive YSdrdedipprove pértfectattresthisledreriSeeaney s arsitive
operatiogs ihab {06 MngHen, Wik BERIRHM M EXRCHIGH RURNL BB AP EOING AdilG0RRGIVOBK £apRSEHON,

communicating via a network connection, or accessing a system resource such as a printer, voice

synthesis@PBrSFaE s AdE kT Rk AR, ORMIPRHS IR EREEGH fineaBR Hhe8 LRbBLE S fable level of
granularityifaathe; sace ity deomplsoRaniexanyuesaR i pemerption funciiandoayipscamptitbe user for

each file access, for all file accesses, or for file,accesses for the
the user$s computer Into a user ?nterface region prowged n tthe web browser 104 by the



WO 2009/111195PCT/US2009/034833 duration of a web browser session, and so on. At least a
portion of the implementation function(s) may be implemented using native code, as known to those

skilled in the grt ‘#% restricted system operation may be, for examplgc.ilﬂ@\d@ﬂ{%gyon (i.,e., a
function callab e2 roqrﬁ?é%nguage such as C or C++, and not ordinarily available directly to the

components 148 because the components 148 may be implemented in a language that does not
directly access the native functions, such as Ruby). The native function accesses the system resource,
possibly by supplying the user's login credentials or a digital certificate associated with the user or
end-user machine 102 to establish the user's identity and access permissions. The native function

may, fmp‘ﬁé%@@i@a@é?@&%@@&?‘@iﬁ& AR Seyics.Angiox [@&e&y@p&@{mwﬁmmnput

device, or perform operating-system-speci nctions such as drag-and-drop, text to speech, file
browsingnzasd swosEemprie fretiohimege AliesssTaaresipraenbnl nagheficedisiabintopiial disk, a

semicongueialr BRsed MERERroLFahe dike: 400301 SHeks Eeshicied RYSIESIOR L ARSmay-Rnly be

accessible by native code, e.g., code in a language such as C or C++ that is compiled into
machin@3&REI 3P RSN <. e B raR G IRl Ad8ere dmniBriRiEisdBe RBE hileB ot iEers Ghch as
Java, JauagernumedRubyda nothaveieatiiasder aasessingiceraipaative 1apesitiog iystem or
hardware features, or, even.if the languages do have the features, the feajures are often disahled by
tho wen BFSHSERT A bEEALISC BPHE SECTIIR 1ok DAL by arF LA Aot LA i Fhs. The
plugin im:a;fﬁadehia&&a:lﬂdwmknfmfshe-haseebngﬂehﬁ&n@@atmems@bﬂﬂlemlhwasb@pgmﬂéﬁq@mIqaded
from & VIEDRRINE! H00MER Bosree iR AR (RalRe By BIRMiFUS cRmPaneRL GiRaURRoTc 140

that allows gevéfgﬁé?g to implement'components 148 that ac eatures via native code
portionsasf sdnepoleartémplénientiib neste ¢feside dasyriterskaselopaisnendoibtdailture tkahiiecode, for

certain %%m@]a%%L&ég%@@L&ﬁ@éﬁ@@_rmf&qm{&%@ﬁﬁ&qg 528 ARCLXHPRIG.PREPUSRS plugin that

interacts with the web browser 104 via a browser plugin Application Programming Interface (API) such
as ActivEXxeBFilipREe mrbUsESwser-based program code 107, as well as the components 148
(including both native and non-native code portions), are prevented from making unauthorized use of
restrictef}838tem Gpesations18y inchudioncofswentieyashitiord taitheteorpadnriay iAsp RIIFNIRSAS 164,

such as SeCIe L35 Hoﬂiépiﬂéﬁjifycgﬁtﬂm@u%ﬂ%%@Qﬁ@ﬁﬁ%\‘%%é@é@@%ﬁ@@ﬁﬁmQ%@E%Qd
operation, or by the WO 2009/111195PCT/US2009/034833 ) _
programming language provider interface. Although C and Ruby are described herein, other

languages may be supported by the component provider interfaces 146, such as C++, Java, and the
like. The component execution logic 140 includes a set of components 148 that includes at least
one component 160. Each component includes implementation function(s) 164 and interface
definition(s) 162 that describe the implementation function(s) 164. The interface definitions may
be, for example, a JSON manifest file that describes the names and parameters of operation(s} that
are provided by the component 160 and implemented by the implementation 164. In one example,
the implementation function(s) 164 perform restricted system operation(s) on the browser host
computer 102 if permission for the operation(s) is received from a user of the browser host
computer. That is, the implementation function prompts the user to approve particular restricted or
security-sensitive operations that the function will perform if executed, such as opening a file or
network connection, communicating via a network connection, or accessing a system resource such
as a printer, voice synthesizer or storage device, or the like. Each implementation function may
choose a suitable level of granularity for the security prompts. For example, an implementation

function may prompt the user for each file access, for all file accesses, or for file accesses for the

10



component implementations 164 and/or plugin common library 117 requiring that a particular type of
permission (e.g., permission to open an IRC connection) be available to the end user before invoking
the restricted fe%ggres. L9031]The core interface 144 includes native imple@,igzln%agi{%r/]ﬁs3 I%rsaccessing
operating sygvtgm o AsFdware features such as user interface drag and leop,ql 2 dccess, secure user
prompting, text to speech, and GPS interfaces. Built-in, i.e., predefined, components are provided for
accessing these predefined native implementations from common languages such as JavaScript and
Ruby. The components 148 include predefined components such as components for drag and drop,
file access, secure user prompting, text to speech, GPS, and the like. [0032]In one example, the
system modules, including the plugin interface 108, the core services 142, and the components 148,
e ot e Ade RUATEE T SRR RN o S S S e o
daemoniizGhanhighkmrecev esitigantive igs. fasimavdistributioskddrder 180uvia a computer network such
as the Internet. The installation daemon 170 is installed by a user, and inherits the user's access
credentipg29vhichAhesdrsmenstrOdpsesita insialkiiier sysigpie madtilesioncilva User'sfmadbine 102. The
system madies inherl he yisers aceess credentials and usi Mosaprerlentials lnexseule ative code
and accéss restricted sy%ltlegn operations. 663%1] Reweb Browaser 104 mcitdes web pages 166
received fiHhecawethservarotofts THe mebbp agesmayerh oluderngr rgfeifen deassex-dupplied: davaScript
code 10 Ipt iS,.a }%m;q - ) bl puter
&‘emﬁvé%%ﬁﬂﬁéé%g?’él:ﬁ?n@ t’)}e o %3:%(:959\%%@539%%9 %Qge%n Y\é@é%l?cg] @XSQ&%?

program code that is ca _ ! Ok y the web browsér 104. The web browser 104
also inclivdetvaplbgivsaite RatecIOB MM asbsital geridiveryirserplugith AP RIaLfSIFtEF8Ct with a
browserzspeciic piugin ARl h1GLhatr g %ﬁiﬁt%@a@é’ﬁtB%Q(MSeflﬁ%ﬁi%é%;&tﬁ@(@ﬁﬁ@ﬁ%@e generic

browser plugin API 114 to the browser 104. A plugin adapter layer 112 provides the interface between
the user:3tipplfediseitpieogaation p.gn, RSN rtra GeHER R ERIA lagiinBribd vidiso
JavaScript)dfratinipeaais sithtannapiverieatacpligivuchmyaay libiaercbl £ed sfeeon, Ciethromiieh, is able

to invoke r stricte%)ﬁc, stem Qperations that are not available in the scrj En language.code execution
e RUL SRR G

environfié iy BPSGIRGTNIEE BaGEs e I B ATENS ST ol FHEPItishh Adapter 112 is

invoked storiexaimpie; imsed sponsey torahediRponent invocation instruction from the browser-based
program WO 2009/111195PCT/1JS2009/034833

[0030] Such restricted system operations may only be accessible by native code, e.g., code in a
language such as C or C4++ that is compiled into machine-level instructions. Programming
languages commonly supported in web browsers, such as Java, JavaScript, and Ruby do not have
features for accessing certain native operating system or hardware features, or, even if the languages
do have the features, the features are often disabled by the web browser 104 because of the security
risk posed by unrestricted access to such features, The plugin interface 108 allows browser-based
code 107 (e.g., user-supplied JavaScript code downloaded from a web server 100) to access such
restricted features by providing component execution logic 140 that allows developers to implement
components 148 that access such features via native code portions of component implementations
164 provided by the developers, or via built-in native code, for certain commonly-used features.
The plugin interface 108 is, in one example, a browser plugin that interacts with the web browser
104 via a browser plagin Application Programming Interface (API} such as ActiveX or NPAPL

The browser-based program code 107, as well as the components 148 (including both native and
non-native code portions), are prevented from making unauthorized use of restricted system
operations by inchusion of security checks in the component implementations 164, such as secure

user prompting to verify that the end user approves invocation of a restricted operation, or by the

i1



code 107. The plugin adapter 112 may conversely be invoked by the generic browser plugin API 114,
e.g., in the form of callback invocations that provide results or notifications to the user-JavaScript 107.
[0034]The C%'S éggﬁ llei]&includes one or more language-specific compog%qh%%ggq{gr gggerfaces 146
as introduced above. The component execution logic 140 may be implemented as a Jaemon, e, a
process that runs in the background and/or independently of a particular user, and communicates with
one or more plugin interfaces 108. The core logic daemon 140 loads the interface and implementation
for each of the components 148, e.g., when the daemon is initialized, or when a request is received for
a component 160. The component implementations are loaded using a dynamic loading or linking
process, as appropriate for. the language in :%L h n 2. d. ic l open call
o 2 B T e e
componefnaravider (nerizcaitdersceiresia Eshmoonetion ecatiblitsdadst pshrgidpitgin adapter
112. The, compogent im@scation.reguest is, in one example, a serialized version of the component
invocation instruction, suitable for transmission via interprocess communication from the plugin
adapter hic.51h:5 art.of the browser process, t ' f of co iC 2, which
are part T cort e e B e e e o
invocation limstraetidenterehevebasponent pfevidisrdrtetidion. 146 aopaichsilsvok B fHECaB I fRIteo
implementation funsPen-el e COFGRPANAING ROMARACRI A EhaIgse fheHastianandsihe samponent

are specified in the component invocation request. In one example, the provider interface logic 146

may revBRESSENHh RN RS TTE M TR BRORSE FRES XS HistaT {ARerBhaet 8 ¥mpiRsion of the

operatiofsipanatherexampia, themiaviderpieriacadoaicmayrevskenrimissi drofiomethedsser of the
browser host computer in response to termination of a network session associated with the
browser§5‘3’§8€fsﬁfdﬁ?§?ﬂ“@§d§xfdﬁﬁgﬁ?& %F i%& %‘?Z#S‘ce 146 may communicate the interface
definition to the plugin adapter IOE%:. In Ianguaé:ﬁ; such as Ru(tj)é/ that provide for introspection of types,

the interf8&2definfionmsaybdcathmysteamodelssdasesingeadnmd HEFIRTOIMERSa6h provided by
the userscHigeRIuginadapiebhbniay regaixeithalipteifacaaefipiianticon: heaoimpanant e\WO

2009/111195PCT/US2009/034833 [0036]The provider interface 146 may. load the component(s) 148
from a dfSti Hﬂﬂ?&?gé%ﬁ’yﬁb@g%&é’@é’%ﬁé@?@el%}‘ 8’%’{8}? 5%%@&??8&@%%/ e%%%é‘ n‘%ﬂnf%%]ti% may be,

for exampleeshiiveth ibrariesicane way hetpacikedesthat fckideahtintedfaeedéfifitianstalied by
implementation aof.the interface, .and documentation of the interface, Jhe ompon g) 48 may be
provideoi1 tl)}f/eé’n%?%rhns}i%ﬂ Se%r%ﬁtlf/s.aﬁ'ﬁéwggsesrgt%%néfatgé(‘?ﬁ ‘Sgrﬁ‘ﬁﬁﬁéﬁ’t" gﬂug%bstgﬁ%?gﬂégsé%ure (i.e., does
not accessdnss systermsesonschinthidi?m e esuinimezpdeies ithaiche npif thecrsplersentiationénsures

that usef, emissian adadtested. ANMhISE VR REIRIR RELIATIAC ARPRRIANAAON & system resource.

User-supplied JavaScript will be unable to perform a malicious act on the computer 102 as long as the
e i TRESe PRERB IR P TP HRRIES JRHDREPGRN CHUBR L RIPWAR ALANSHELS e
pages may include or reference user-supplied JavaScript code 107. The JavaScript code 107 is an
example of browser-based code, which may be computer program code that is callable, i.e., may be
invoked, by the web browser 104, The web browser 104 also includes a plugin interface 108, which
uses a generic browser plugin APT 114 to interact with a browser-specific plugin API 116 that in
turn interacts with the browser core 118 to interface the generic browser plugin APL 114 to the
browser 104. A plogin adapter layer 112 provides the interface between the user-supplied script
code 107 (e.g., JavaScript) and a generic browser plugin API (e.g., also JavaScript) that interacts
with a native-code plugin common library 117 {e.g., C or C++), which is able to invoke restricted
system operations that are not available in the scripting language code execution environment

ordinarily provided to web pages 106 by the web browser 104. The plugin adapter 112 is invoked,

for example, in response to a component invocation instruction from the browser-based program
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[0037]The implementation function may provide a result, where the provider interface logic and the
plugin adapter logic communicate, i.e., forward, the result to-the browser-based program code. That is,
a response may. be returned from the component(s) 148 to the user-suppli i
[0038]Depemzd)‘gﬁl{ﬁie“g%ertificate that has signed a particular compone%@ﬁ@@@gé?ated
information about the component, it is possible to provide an end user with a meaningful
understanding of the risk of allowing execution of a component. When components are required by a
web-page, the system obtains component descriptions. These descriptions may be signed or
unsigned. Unsigned components are "anonymous"”, and are executed as "sand-boxed" components.
The risk of,si omponents is amically and.securely, determin ( ertifisate with
which thctzf?f/i %r%??giér%cﬁ %%Psatlg (lae Cgipa p%@c‘fw%ﬁ%%ves]yc?%ecgﬁfyrlﬁggé %8\%%%%5%&%&%@% J(ﬁ:tgggponents.
A promptlis presenteditonivé cdibats reqpeatvpetimigsiondoresdeuteropécations tprdeided by the
componﬁ%sz%tty@g and nature of the prompt presented to the user is based on the risk of the
components and the particular component operations. [0039]As introduced above, a "risk rating" may
be genejgiedor aeomponant 1N LSS {p deeids e cpmponell Banbesyaguied on the
user's computer. The risk rating Is 5564 on the certificate that |gnedcth component and other
informatioeréye dtecormpbredutibhe. CEntifoateotrat signedothsgisrifbmasitilenpiaw e gdvider of
the compaigall 3. BRI HRIS.AUINBH alG i 2003 TSkl dE2D0RIGRATRS iy, In which

case the component is considered an official component, or a third-party component, in which case the
trusted SQmBNRcgFaraittes oraneRenleRitetses dOhpbhrriplosiadrtaen, ioreness correct, or

an indepgidant cRMRRNSAtinviNieh G5 the: companant pro\dderiaknawadamibeitrustpdadthority, or
an anonymous component, in which case the trusted authority warns against installati%p rZk‘?frgexecution
1ission to

of the ctPBRRATCIRSTISKSFSHTRY IS'ChAvBPERFH HhE U5k SHRETTRY URRIEREF ToF pent
execute tkig companeniodnionerexainpleschestiskaigiing isclispthyethiatheiusarith aeeguesntor
permission, to execute specific restricte stem operations that the component vtvilkggrf?rgg if one or
more opf;%[%ﬁg %ré/\l}ﬂfe% Eg)/rﬁ%Oé)gpnf)%ﬁn?e%taa%%P%efggdc.ompgﬁlgnékoairﬁ% & the request-for permission
is displayedtiticesponBebodmtiatizatio nEofienpomponent;ideh ereifitializatioriney cespeieiresponse to
the browgsgreesYIARER:RASR AL ehielen scrik catioARA theuaaH! FRfsNGERR statement
that invokes an operation (e.g., @ method, procedure, or function) of the component. In another
examplesaplequessiforadenriion of e diRpREySatiH esyHsBYEFRRIC AHBRPST REHITTIaH SpEiation by
the scrip,FRxPHAIIRRAEEHINOHS QRRARE A GRETAI®Nyhich is part of the browser process, to a

core interface 144 of core services 142, which are part of the core logic daemon process 140, The

core interface 144 forwards the serialized invocation instruction to the component provider interface

146, which invokes the appropriate implementation function of the corresponding component 160,

where the function and the component are specified in the component invocation request. In one

example, the provider interface logic 146 may revoke permission from the user of the browser host

computer in response to completion of the operation. In another example, the provider interface

logic may revoke permission from the user of the browser host computer in response to termination

of a network session associated with the browser-based program code.

[0035]  The provider interface 146 may communicate the interface definition to the plugin
adapter logic. In languages such as Ruby that provide for introspection of types, the interface
definition may be automatically derived from the component implementation provided by the user.

The plugin adapter 112 may receive the interface definition from the component,
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[0040]In one example, the risk ratings correspond to tiers in a plurality of risk tiers that range from low
risk to high risk. A tiered risk rating system is provided to indicate the level of caution that the user
should exercise in using particular components. In one example, each o f ' iers
correépondswg NS fﬁ})g as described above, i.e., the risk is based or?it? glégﬁi%ﬁé%at signed the
component. A prompt is presented to the user by a component that needs access to a particular
resource to perform restricted operations such as reading files. The prompt changes in accordance
with the risk of the components. The risk may be presented to the user as a brief phrase based upon
the risk, e.g., "Very Low Risk" or as a more detailed phrase based on the risk and the operations that

o D e o B e o i AR e BRIRg o1 Y S L BIE P SO o
computer. 41]In ohe example, tour risk tiers are provided, and a component may be associated
with onel 6bthettiens: devisk ratitigenialz bevassotiatedmyitheot{sh IdBthe tibes[TierRiyke. shaPdN O

2009/1 1&81%?15@?&_45) i%%?gg {%%é?g%? aRfEa SeUMRRARRYS definition, an implementation of the

interface, and documentation of the interface. The component(s) 148 may be provided by any
trusted entity. The operation of each component 148 is substantially secure (i.e., does not access
any system resources that may result in a security breach) if the implementation ensures that user
permission is requested and received before performing any operation on a system resource., User-
supplied JavaScript will be unable to perform a malicious act on the computer 102 as long as the
user is prompted, because the user-supplied JavaScript cannot ordinarily provide an answer to the

prompt.

[6037]  The implementation function may provide a result, where the provider interface logic
and the plugin adapter logic communicate, i.e., forward, the result to the browser-based program
code. That is, a response may be returned from the component(s) 148 to the user-supplied

JavaScript.

[0038] Depending on the certificate that has signed a particular component and all associated
information about the component, it is possible to provide an end user with a meaningful
understanding of the risk of aliowing execution of a component. When components are required by
a web-page, the system obtains component descriptions. These descriptions may be signed or
unsigned. Unsigned components are "anonymous”, and are executed as “sand-boxed” components,
The risk of signed components is dynamically and securely determined based on the certificate with
which they are signed. This tiered approach allows decentralized development of secure
components. A prompt is presented to the user to request permission to execute operations provided
by the component. The type and nature of the prompt presented to the user is based on the risk of

the components and the particular component operations.

[0039] As introduced above, a “risk rating” may be generated for a component to allow a user to
decide if the component may be executed on the user’s computer, The risk rating is based on the
certificate that signed the component and other information about the component. The certificate

that signed the component identifies the provider of the component as either a trusted authoritative
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A trusted authoritative entity vouches for the integrity of the component. Very low risk. 3rd Party
Components A trusted authoritative entity guarantees that the de' y of the publisher is correct. Low
rlsK. Indepe%&g&@?&@ 9c%nents The publisher of the component is known#e%&ﬁ;ﬁ&%g]‘omatlvg
entity. Medium risk. Anonymous Components A trusted authoritative entity warns against installation of
the component. High risk.

entity, in which case the component is considered an official component, or a third-party
component, in which case the trusted authority guarantees that the identity of the component
provider {(e.g., publisher) is correct, or an independent component, in which case the component
provider is known to the trusted authority, or an anonymous component, in which case the trusted
authority warns against installation or execution of the component. The risk rating is conveyed to
the user when the user is asked for permission to execute the component. In one example, the risk
rating is displayed to the user in a request for permission to execute specific restricted system
operations that the component will perform if one or more operations provided by the component
are invoked. In one example, the request for permission is displayed in response to initialization of
the component, where initialization may occur in response to the browser receiving a web page that
includes script code, and the script code includes a staternent that invokes an operation (e.g., a
method, procedure, or function) of the component, In another example, the request for permission
is displayed in response to invocation of a particular operation by the script code, prior to executing

the component operation,

[0040] In one example, the risk ratings correspond to tiers in a plurality of risk tiers that range
from low risk to high risk, A tiered risk rating system is provided to indicate the level of caution
that the user should exercise in using particular components. In one example, each one of multiple
tiers corresponds to a risk rating as described above, i.e., the risk is based on the certificate that
signed the component. A prompt is presented to the user by a component that needs access to a
particular resource to perform restricted operations such as reading files. The prompt changes in
accordance with the risk of the components, The risk may be presented to the user as a brief phrase
based upon the risk, e.g., “Very Low Risk” or as a more detailed phrase based on the risk and the
operations that the component expects to invoke, e.g., “Very low risk of erasing or overwriting

pictures stored on your computer.”

[0041] In one example, four risk tiers are provided, and a component may be associated with

one of the tiers. A risk rating may be associated with each of the tiers.

Tier Risk Level
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[0042]This system provides for secure external authoring of components. A trusted authority acts as a
"gate-keeper" and issues signing certificates to these various entities. Depending on the certificate that
has signed @VBair(tb ?fﬁr S%Jmponent and associated information that descmog%@ggnent, a
meaningful description of the component's risk may be generated and presented to the user. That is,
the risk level is based on the degree of trust in the certificate, with highly-trusted certificates having the
lowest risk. [0043]In one example, component descriptions are obtained when components are used,
e.g., when components are invoked by script code on a web-page. These descriptions may be signed
or unsigned. UnS|gned components are anonymous" and are executed in a protected "sandbox"
enviros fisktevetof ol red bU oentsS™ ||al| ol T SeCUret lUIIIIIII asetl on
the ce u‘?gé%%é% 91 THRIATER the compoinaéln o éltflet1‘"sz’gjerrfeléiyy %er@éﬁ‘aﬁb”%&“ﬂa ows for %‘%e%tral zed
companent development. Fyrifepnhovejsixecution of hlgh- risk classes of components can be
disalloyved by default, therey minimizing the risk to average users, while enabling component
developgrs pertseRpshéypes Ot sysiemirsRaicesn{R04dlinnas exampldecompoLiubiriskion
objectg are provided to reprasent pe:ﬂﬁ%ss%%% to execute a particular operation associated with tt’}‘e
t

permission objects. A compg HSHF%e "includes a name and a description. For example, the
permissian ConnectTaChatServer which WQ 2009/111195PCT/US2009/034833

independent The publisher of the component is known to a trusted authoritative entity.
Components Medium risk.

Anonymous A trusted authoritative entity warns against installation of the component.
Components High risk.

[06042] This system provides for secure external authoring of components. A trusted authority
acts as a “gate-keeper’” and issues signing certificates to these various entities. Depending on the
certificate that has signed a particular component and associated information that describes the
component, a meaningful description of the component’s risk may be generated and presented to the
user. That is, the risk level is based on the degree of trust in the certificate, with highly-trusted

certificates having the lowest risk.

[00643]  In one example, component descriptions are obtained when components are used, e.g.,
when components are invoked by script code on a web-page. These descriptions may be signed or
unsigned. Unsigned components are "anonymous”, and are executed in a protected “sandbox”
environment. The risk level of signed components is dynamically and securely determined based on
the certificates with which the components are signed. This tiered approach allows for
decentralized component development. Furthermore, execution of high- risk classes of components
can be disallowed by default, thereby minimizing the risk to average users, while enabling

component developers to use most types of system resources.

[0044] In one example, component permission objects are provided to represent permission to
execute a particular operation associated with the permission objects. A component permission

includes a name and a description. For example, the permission ConnectToChatServer, which
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represents permission to connect to a chat server, may have an associated description "Make
connections to IRC (chat) hosts." The component permissions represent operations that are
meanllngful t‘%gz%%gejg,l%%, appllcgthn-spec:lfp operatlpns such as cpnpe(i} 2&&9&%§§rver. The
description of a componént permission likewise describes the permission ifn terms meaningful to the
user, e.g., "Make connections to IRC (chat) hosts" is more meaningful than "open network
connections" or "open network connections on ports in the range 6667-7002." The portion of the
description "IRC (chat) hosts" refers to an application-specific feature, e.g., IRC or chat hosts. A
description that lists ports 6667-7002, without stating the application, does not refer to a specific
application, and. etefore dass noleler ip.an ApRlicatan seciicdeature. 10045 png example.
requwemé’nﬁ%r a‘permission object may be associated with a security- sensitive component operation,
and the componentniB( febriebbskadt tHeecomgspordienppeivnissiprobjeptretignsthat are
Connecilaghataay eLas Missioaseriec ahove-heeblalaed duinedplialzaianatinitiple

processing of the componen en a component is to be executed, and iS requesting permission to
invoke afSHRHS0N. TTI0EPRPANSRISR SBBCLTEERAe 6T BEF SischaliBli SRRy e B R B bidHbting the

user usiggsecurendser RIMBRLNG asifesciibsd &lsewhasechstaimdfiihadiseipiespendswith an
affirmative "yes" to a prompt that describes the action to occur, theng Jé)ermis,g.ion is granted to the user

to invokEXHETHratRN RS LA SRARTHIS IH RSB M HDe P A& liate d BRFEITOA R DSte, which
may suhgituteritor tiCseeufEhdser priaf phiag afptikaliyprprititgperraissignRor dhehuskesds. idvoke the

operation. The operation may b ted, with a required maxjmum risk level, so that the operation
Rt ik S s e e it S el A S s Sl
requiredapydicaviomanisktenébef the operdtion. {00dplcarexsmple; @@hat component may include an
operation named "connect", which opens a network connection to a chat server. The chat component
may be joEementedpasiatyin orelapgikaghra. gerRivkiynabibpaitialhe insecand widty sdanguage,
e.g., C. The native language implementation may include a direct inyocation of an operating system
sensiave ¢ 0&6 t% 6r3£0 llgt ¢ COIT) nt may re ues%%at e COorre on?h E 1881011
network ‘E8RREL{iSAE AT R whidh casethe native e%gl.?age Imp ementaton cheeks Tor the
presencebpica, perntisdionassboidtadanith phenisern wirerdtdepermissibtiiced depoadstisliti@peration
to be Pe{&ﬁ%ﬂ%ﬁg%&sﬁﬂg &7%%% %ﬂ&%?tWJHQC7t6 G853 CORPREH Qb NRIRGILGE Rermission. If
the permission is° WO 2009/111195PC1/1J52009/034833 present (e.g., associated with the user),
then thensativsiimparoketivppinebies The pperating dyises eeegvionae SHpBENSTRINEL ohtIRtHe
perm'ss'ﬁ’s?ﬂﬁ){i‘@liﬁ%ecﬁ@%Eeﬁ%iﬁ@@l&%ﬂ?@%&%%?blﬂﬁﬂ@%@é%&%ﬁ%ﬁwﬁé@éﬁﬁ%ﬁ._uﬁ%é%xface, which
presents a prompt fo the user, e.g., "Do you give permission to communicate wi e chat server over
t tfoth . "D t te with the chat

the netwiSPROMH& HERISTEI BN 3E0IT R REWPPHHE FFSThBEHRRARSSRIPIRASEE thelt BERUMiRL he
action to:h@ pertomedesanditsattionis describeddméesnagiihecorspoaghtaparationimdich is in
the abov e);ﬁmg&ef‘ the IIC%]%eCtII ogeration for es’gablishing_ a network on%ection.éo a chat server. The
prompt dsé%lé B R e RS S AP P T T HEH MRS TR U8R et RS S Haig P oa g s on
communicatiensitto anehkt gdervecratioe. pibomgtcaisiodeserives thaatisk yethel reqgirddwaTimeprompt

describes the operation in termst.of the gemantic € nin&-Of'H?% companent operat as aRpased to
the meaﬁlsr}fg%gfe ?hseounagéi?ﬁ/m)é:%ﬁ%?gﬁﬁg %%%g‘rlﬁeﬁr?é%gﬁ, e‘.%., conhec% tg povrt ‘%Ooolﬁg}eserver
"a.b.comowghibinisregsahie dringules snasensh ik diipyribnefoRaTFigure 2 is an illustrative
drawing of metadata information for a component in

[0046) For example, a Chat component may include an operation named “connect”, which

opens a network connection to a chat server. The chat component may be implemented partially in
one language, e.g., Ruby, and partially in second, native, language, e.g., C. The native language
implementation may include a direct invocation of an operating system network connection
function, in which case the native language implementation checks for the presence of a permission
associated with the user, where the permission corresponds to the operation to be performed, e.g.,

the network connection function, such as a ConnectToChatServer permission. If the permission is
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accordance with embodiments of the invention. Figure 2 shows properties of an example component
200, including the component's name 202 (ImageAlter), type 204 ¢standalone), version 206 (1.0.1),
corelet (i.e., component) API version 208 (3), description 210 ("A corelet b % n Magick to
alter imageswgcéﬁ)?ﬁ" 4HEZerve them over HTTP"), and interface specificatll’bgr?% ﬁo\?\%ﬁc ?ncludes an
operation specification 214 and documentation 216. The interface specification 212 is used by the
component execution logic 140 of Figure |A to register an interface (as specified by the interface
specification 212) and an implementation as a component 148. The component execution logic 140
may, in one example, determine the interface of the component by extracting each operation's name
and parameter types from the interface specification 212, The implementation, may include, for
exampIep,r‘f)sr%ngtr(éle/hg'’c%5 %Cfﬁ%% erhents ?ﬁl%;%%ng%%éléﬁ stic {é? %%%‘ﬁ%“é%ﬂ@é%? oejgg?%g}nﬁﬁ}és code form,
includingeavativeringpteméntetion (fhteelprgusgensuchtasc@at)tornapiepontvns thatevoesswative
Operat'”%éﬁﬁgﬁ]g&%%%%t ge 'episterad. e %&%ﬁﬁt'%@ﬁ@é&'?& | Dyhes Ogﬂl%_ MeAiSikHegace are
‘use ny sed c 1

available fo rowser-ba ode 107. In this example, the interface 212 is specified in text

format sfRinimERieds WidinbrcbyerrorraisdaterkT neexkmisslvidiscsigeiifistiod 1s: wo
2009/111 1958 6 HHS 200940343 33-Aliprds mathedie t&ﬂ%t?gﬁéﬁmmﬂetmeimgmmmw,

<integer>rotation, <string>quality, <list>effects, <string> format. [0048]Additional operations may be
includedSATthef it FRIBROBG A QBrAY RNl ehthe SR8 th e ATBRAIR TP IREfoPR%H AR itfterface
specificatianizhde he:dasumaniation dlddprevides. atlessoptioaatiheaxemptaryidiiesogeration, i.e.,
"Alter an image and returr} localhost URL b¥. which the result ma bet ac%ﬁgtse&d.;ljl'hlengogunr{]?ntation
214 may PEATTOM LRI BRIRMRAN G- THA deve [STMERT T8  Stich 58 an Thtegrated development
environmentld@odeiriguiskIdgchr. fusiratiTedrawipgdeiaipre thpb dispiayed irasveé bhbrowseti¢o
request permission. 1o execute a ¢ onent.in rdan ith e i f | ion. Figure
3 shone T e e e L T X O
(browsefphesigraleah. comdet thigwkaphplel servey ek iag perkiBsib i to nstimgfbtivaterhew service
(i.e., companent)on the user's computer. The prompt asks the user to review the list of requested
permissions 302 carefully before approving. The requested permissions 302 include a Display desktop

notificati ermigsion 304 an wnload. ) ' rMiss| Display
desktop ﬁ%%#catioﬁl %%er%}ggpoﬁlﬁg%% £§§§ ﬁggﬁﬂﬁ%i@%{ %%bpg%r@ gg &%&%@%}} the checkmark
displayetrenijiarsn it biedoriptior fathe peipnisEigmR0UsiONeG DentilsadeARTVEe permission

306 inclygesduihendeiais Aok b5, sende . dovnlaaded and. salivaieduinaluAlno & oiy

service description 308, which states that the Notify service iIs a service to deliver desktop notifications.

A Deny Bifi6hO3hagerslebd sereseansyHeP L xerio ddify e Arcersiots Bown 68 s ke fiate. An

Allow bugten MagoRryche:saleeied tealpwthelowaivad-and Aetyate seevice:tepexactition Sinjlar
prompts may be displayed for user-defined componepts when the co nents are invoked.b
i 2Ie AR ot A

browser BHSBICOYSS fOCHGTRIRIEE FRGY ARRBFATh g5 00f A fitd GRS S ARESHERIEnt in

accordaee witked by the component execution logic 140 of Figure 1A to register an interface (as specified
by the interface specification 212) and an implementation as a component 148. The component
execution logic 140 may, in one example, determine the interface of the component by extracting
each operation’s name and parameter types from the interface specification 212, The
implementation may include, for example, program code implemented in a language such as Ruby
in source, object, or byte code form, including a native implementation {in a langnage such as C++)
for any portions that access native operating system functions. Once registered, the operations
provided by the component’s interface are available for use by browser-based code 107. In this
example, the interface 212 is specified in text format and includes a single operation named Alter,

The example interface specification is:
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embodiments of the invention. The file upload component 400 allows picture files to be dragged and
dropped onto an area 410. The files are-then uploaded to Flickr(r) by the component. Figure 5 shows a
picture 510 that IQ s been uploaded from a Pictures directory. The interfatI; 39 i&%y&g; components
520 for applyflj‘lﬁg2 rgﬁéﬂ)‘%r?nations and 530 for resizing the picture. These cc(?%]?g%noents WO
2009/111195PCT/US2009/034833 invoke local operations (e.g., the ImageMagick library) on the
user's computer to process the picture from within the web browser. [0051]In one example, if a
component is missing, the component execution logic 140 queries any number of distribution servers
to find and retrieve the component, including resolving dependencies. Components 148 are versioned,
i.e., assqciated with.version numbers,.and.a Hﬁrsé R.may Q& glglggg%gg angiper
compon%‘%%? 1§r<,p g\%#éy?éééﬁ{ %%eg%mear)f -ﬁ?é’r“ﬁ?é%%%%q% %y a gfue in irliterf‘acé 108. nqoneggxample, a
componshstiaffeidsassovigtddwith a version that includes a major version number, a minor version
number, and a micro version number, to form a version, e.g., 2.0.1. A component has a unique name
specifiefibygfor exadiptaativpdntenmendpbrsin e oftthsecofmpdnentdmg vidéricormhbined witheca name
that deseribes ihe fomponent sl Tus ane1AMPlS LOMPANRILNRMIE 3 RO ERAQr ImageAlter”. A
version specifier may include major and minor or major, minor, and micro numbers. A component
version ftatcinsraci drsiorempleifidlir absratimbers. pradeneinithesardistspadifiathnee ddhbzal to the
COffeSP%HHBQﬂ%%;Hﬁf&#p PG LRMNPACAHIMEISIANT IR ARS PXAMPIS HGSHRE G canRidesedwhen

Y

determining how to satisfy the request for a component: what updates are available on the end-user
machindPLOgesHawY (el B APoHE RS SRRdAHeY FSPAIRRY ¢PYISPRTSY-and the components that are
available from the network, e.g., the distribution server 150 (priority 3). [0052]Security mechanisms are
provided i8¢ cordégrees Withea bodtrendseafitgeofmvantion dipd ety ityvelcbieansiia Rieite secure

user progaping IMP I CANS Rk ARG ULEHBSR CHACRIBSAIMRHRATD I BREHFR MRST, AFIMRIR] includes,
in one aggoect, displaying a dlalog box having a prompt that describes the specific operation to be

performéfoTheRsrarpiia thevBis i u SimgPanbHatBh B RGHISSEIRRYSECific term that refers

to a typgiphabieshof sarvieaon whichihpiernReM-QRRIARSIONAs axamglesthadiempteAtaw
access tg photographs" refers to the term "photographs”, which is a type. of obé'?r,\crto which
componé‘rﬁ’ff)?‘ﬁ%@ﬁ‘i’%%@Eég%sp‘}?%bﬂpr@%g@g’l’éé".ﬂ)ﬁxssﬂ%‘&ﬂeﬁp SURTh é#rléei%‘b?f low

access darfistant Vescaginy tefers dppibeitgrnTTmnstarkiviessagingn Wiz inidwadypRigiiservice on
which a omReNERRICrIoNINg Aceess I Sant Mespaging.ADRIAlER, Liie. cAMpanaRS spgeific ferm
, ple, more spéecific than a description of the underlying operating system function(s) that
the compuspént devigkesicEbirations permission has already been allowed by the user, as shown by the
checkmark displayed adjacent to the description of the permission 304. The Download and Activate
permission 306 includes further details about the service to be downloaded and activated, including
a Notify service description 308, which states that the Notify service is a service to deliver desktop
notifications. A Deny button 310 may be selected by the user to deny permission to Download and
Activate. An Allow button 312 may be selected to allow the Download and Activate service to

execute, Similar prompts may be displayed for user-defined components when the components are

invoked by browser-based code.

[0058] Figures 4 and 5 are illustrative drawings of a file upload component in accordance with
embodiments of the invention. The file upload component 400 allows picture files to be dragged
and dropped onto an area 410, The files are then uploaded to Flickr® by the component. Figure 5
shows a picture 510 that has been uploaded from a Pictures directory. The interface also includes

components 520 for applying transformations and 530 for resizing the picture. These components
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WO 2009/111195PCT/US2009/034833 example, an operating system-level operation for granting read

permission would -have a general description related to read permission, independent of any particular

application qQr §9m f‘f{‘ﬁﬁ‘é objects or services. [0053]In accordance with %@ﬂg%@ﬂ&?&&the invention,
rfo

the implicit consent security feature infers affirmative consent of a user to perform an operation in

response to a user action that is not a response to an explicit request for permission to perform the
operation. As an example of implicit consent, to specify a file, which is a starting point for operations
that are potentially risky, the user interacts with the computer. A component may interpret the
interaction as consent by the user to perform an operation, e.g., a restricted system operation, on the

fle. SimiY. 1L AINSLIESOUICE BeR, 2. COMPONARLINAL AARUAIR ACLERBIRALGROUIG Y e may allow
a user to perform an operation oh the reSource type in“fesponse to the user interacting with the
compongntiseusemintdifadeein &b baptisatar way. The user's interaction, e.g., with a user interface
component, signifies that the user implicitly grants permission to perform the operation. For example,

the usef@eidn of dragotranepfdeifntcomboawrses applicatibndhapdisptaysativelqeagéipfrpsddes implicit
consent 1AL 606 BPAOGREA WL IDE Weh AR A, ORRIAS A0S (SRl A iiiehihe specified fle
[0054]In ahother examp e,‘% e system may render an in-context oha 0g to provide, for example, user
name addpogienciedditiasthals s mguirsibbsdai corpporiemd Whis Yapirwawdds réfdered by the

plugin common.librany Lt Quisidg hesaanirkal-siaiisied welproa 406 and.it.iingase rather

than prompting the user for permission to perform the operation, e.g., to "log into Rich’, we can

integratd YRebidquRg LIRS ase dBRti AORR G IRBHIBVE. CPRIWPRISEY il this eardasdyilrase g Bich

credentigla yibilg Maiog R spadilimwebsiianandiheraminiess intelesiohexpendifurbyothemrad user.
However the ultimate result is the same, the user has beeg}giir ctly asked outs'deg_trhe control of the

webpag&ts Shi8ve 8l a it REBEH HMYER B8R EERE ANBALFOP I EGHIBIRGHEIS OY LD 8 er
interactiomstepaminiompsinglersieplcUsingineplicitconsenththelesebis totexplivityt askEd Toos
_pe_rmISShon?gglga{g%ro%ﬁ%%gﬁ eﬂ?ﬁlé);r% JQ S'r;[le\?eqfdm%n%gﬁe%glgg‘a.nt ngeglgne 5”&:'(:1 10nn¥%/p1% l%lg]nrlheoxo peration
is inferréd FEM s GrREr Actions. Tmplicit consent improves the security and ease of use of web
interactiemsnimer Fliclajuploadexadnpierdfonmkarnpk ctirephoeniy ersifolloashay/ithouidmpiisificorsent,
(1) the uaﬁ%ﬂﬁ%@s%resent in the version specifier are identical to the corresponding numbers in the

component version. In one example, three lists are considered when determining how to satisfy the

request for a component; what updates are available on the end-user machine 102 (priority 1}, the

components that are installed (priority 2), and the components that are available from the network,

e.g., the distribution server 150 (priority 3).

[0052] Security mechanisms are provided in accordance with embodiments of the invention.
The security mechanisms include secure user prompting, implicit consent, and secure resource
representation. Secure user prompting includes, in one aspect, displaying a dialog box having a
prompt that describes the specific operation to be performed. The prompt describes the operation
using at least one component-specific term that refers to a type of object or service on which the
component operates. For example, the prompt “Allow access to photographs” refers to the term
“photographs”, which is a type of object on which a component for allowing access to photographs
operates. As another example, the prompt “Allow access via Instant Messaging™ refers to the term
“Instant Messaging”, which is a type of service on which a component for allowing access to Instant
Messaging operates, The component-specific term is, in one example, more specific than a

description of the underlying operating system function(s) that the component invokes. For
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WO 2009/111195PCT/US2009/034833 page that uploads to Flickr but is not a product of Flickr; (2) the
user is redirected to a Flickr pate to authorize to Flickr; (3) the user completes authorization on Flickr;
(4) the user clgses the Flicks page's window, returns to the original page o
authenticatié?f]%ﬁ;"c}: i& }i}lgé’ a button. [0056]With implicit consent, the samepé%&%]eg%%z&!{%% low is
performed in fewer steps: (1) the user visits a page that uploads to Flickr but is not a product of Flickr;
(2) a "secure dialog" drops over the page; the secure dialog handles authorization to Flicks outside the
control of the original page; (3) the user enters credentials and clicks ok; and (4) the original page is
automatically notified. The final step of the first flow, clicking a button on the original page to indicate

authentication1 is comgl_lete is not ssar witr}ci{,n Iic@t cons nt, Furtheimor?dﬁﬁlbs uent.accesses

S nec g
of the FicKr eer'\/zll(r:leo%azifné%f’g%% |C%Ylf§/ Sﬁf)p 31/0 € USer's credentials to Flickr so that tHe User need not

provide deectpgdentisdgaird theniogim egires dEhect redgntindslara madatiined seepredtand
confide%tlg?élé&b e, flickr component. [0057]In the Flickr login example, a component asks for
permission to execute an operation that requires login credentials, e.g., logging onto Flickr. The

webpage el @ inelion o aharizeda RIek!: Brarplag el sredsiiale andAasmissiongtan
authorization request are performed by the core services 142 at the direction o a Flicker access
componiitréentfirive Fickexopibadeesihgwridmtiae eprratonantssnegie dutsider trtipatesconitiol. Upon

completjon,of the, altnaHz Al ARG e R WHABARESRAINES BARUH N YalGWNEh: MY BEcit

"authorized," "user refused to authorize," or "authorization fa.lle;ecgsg)ad credentials).” Security is
enhancegiseea i epase nehlsanBih B G HEY EURCES SRS IO R ISERS E s LY B Y IBGiH Aame and
password) fardhe;gitafonwbich autbenticationispariosned. [PRE8nanotheraxanpleuterinteract with

a web-accessible camera (webcam), using explicit consent, él) the user visits a web page that
providedS{YED ¥hARFELRTRS- 8 RS TS AR OIPE 4HRe W dbirE fromiHiEhea A" %%ﬁfgﬁ B)the user is
promptegdtsidentipercantial fihelwwebpage focarmisgiomia takeva picturepatshidthedassrsclicks a

GO e A e WD RHeh conoent MRS e MeBaAM INI(AcHon is performed
in fewer%ie%%?e(%ufﬁ% CREFVISIREIRE Webcam <ha0e &) the User ¥ presented with a dialog that
displaysptireciarentywdbeanevientdthis diatay, ividutside thedartinfchentwelgptips ihiBftheseser clicks
the Cap{}ijlrpqicﬁwtgﬂhw%%sion to perform the operation. For example, the user action of dragging a

file into a browser application that displays a web page provides implicit consent that code

associated with the web page may operate on (e.g., read or write) the specified file.

[0054]  In another example, the system may render an in-context dialog to provide, for example,
user name and login credentials that are required by a component, This input would be rendered by
the plugin common library 117 outside the control of the untrusted webpage 106, and in this case
rather than prompting the user for permission to perform the operation, e.g., to "log into Flickr”, we
can integrate the acquisition of credentials into the flow. The user in this case may refuse to give
Flickr credentials while using a specific website, and there is less intellectual expenditure by the end
user. However the ultimate result is the same, the user has been directly asked outside the control of

the webpage to approve an action.

[0055] Implicit consent allows for the combination of multiple user interaction steps into a
single step. Using implicit consent, the user is not explicitly asked for permission to perform an
operation. Instead, the user’s granting of permission to perform the operation is inferred from his or
her actions. Implicit consent improves the security and ease of use of web interactions. In a Flickr

npload example, for example, the flow is as follows. Without implicit consent, (1) the user visits a
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WO 2009/il 1.195PCT/US2009/034833 granting implicit consent for the website to use the webcam. In
accordance with embodiments of the invention, a secure resource representation is generated by-that

user |nteract|“(?n %r&g/ flsl%gcsce55|ble in JavaScript code as a secure resourcgggﬁgggl r/i)sj[a%%'dem'f.'er is
tied to a specific resource, e.g., a file, and cannot be changed by browser-based (e.g., JavaScript)

code. The identifier is, in one aspect, a random, unique number that can be referenced, but cannot be
changed to refer to a different file or other resource. The lifetime of the file selection is based on the
page lifetime, so the identifier becomes invalid after the page has been closed by the browser.
[0059]The component implementation prompts the end user independently of the browser- based code

(e.g., JavaScript the web . Therefore, the ongnt code is baund by the response, provided
by the WS L R R SSEE 5 R e ian e e,
that maybwecutiiséndlivbe asgr, amaylacsesshorigaletcostblislirinforration corsmayeddela network

connection is g;patantial,seqrin: tiskiand,shoultie AERLRStar RN SRS RIAMALRG,Or, in one

example, By a verifying a certificate-verified permission object that corresponds to the operation.

10060]In gesprample, 3 hile-lst feaire may be provided o, enable.or disable exegion pf partioular
ComponENts, or particular Versions thereor. on particuiar web Sites. A white list entry permits 4 site to
use a particufsitceprapnbrtupiadibttibblica bervendSopdiduit afddisksighbe distribdidagildraphich

inC'udeso@ewgie%@tug)&%ggwai@a& RIS RS e AR I 6 tRREP IRARE B %@&%&Qf&fgﬂaapr;ems to

purge (e.g., e), and blacklist of platform versions to purge. For example, if version 1.0.1 of a

componB#gds(RhBwEses pEce erplegtisheambekist rkatmb(afperised BesreaneRte Execution of

version Jdkd.dVhite HahferpuemmanItconiialad Dyusesren il S1amP|Red Mugicsite may use a
component to import a son%dlrectly into a user's Apple ifl'une\sfgﬁymusic player directory. The
componBHPFIEFAR BB dffolt 2 HSSHSNE thaP LG SPBYEYy GHIEOP Rk 8 {0061]In one

examplescelisisdhat iseithe idgimdptafaseRiatiosmplO8hefukiguradibnnaluderadataekiist igature for
purging components ancUor specified versions thereaf. The client downloads a digitally-signed bundle
that conAME S EHHRCSION At T UL B RBAT A SO A BeCOH EH o Bl in
responsectaalmassagdideseiligd frdm fheksenreppoemt other times. The

[0057] In the Flickr login example, a component asks for permission to execute an operation
that requires login credentials, e.g., logging onto Flickr. The webpage calls a function to authorize
to Flickr. Prompting for credentials and transmission of an authorization request are performed by
the core services 142 at the direction of a Flicker access component (e.g., the FlickerUploader
shown in the components 148), outside the page’s control. Upon compietion of the authorization
request, the webpage receives a return value which may be "authorized," "user refused to anthorize,”
or "authorization failed (bad credentials).” Security is enhanced because the webpage does not have
access to the user’s credentials (e.g., login name and password) for the site for which authentication

is performed.

[0058] In another example, to interact with a web-accessible camera (webcam), using explicit
consent, (1) the user visits a web page that provides a web cam feature; (2) the user clicks on a "take
picture from webcam" button; (3) the user is prompted outside the control of the webpage for
permission to take a picture; and (4) the nser clicks a "capture” button to take the picture. With
implicit consent, the same webcam interaction is performed in fewer steps: (1) the user visits the
webcam’s page; (2) the user is presented with a dialog that displays the current webcam view (this

dialog is outside the control of the webpage); (3) the user clicks the "capture” button, thereby
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WO 2009/111195PCT/US2009/034833 permission bundle includes a revocation list that lists one or
more components and corresponding versions to be purged. Any installed components that are on the

revocation Iia;@#ﬁegmgfgg, and any subsequent attempts to re-install the eg;(?%gﬁgz&m&gg?nt do not

succeed. The plugin intérface platform 108 may itself be remotely disabl a designated entry in
the revocation list. [0062]New versions of components may be made available from time to time.
Because of the large number of components that may be installed on an end-user machine 102,
keeping all of the installed components up to date may negatively affect performance and/or
excessively consume resources. As a user visits sites that use components, the sites express

ComPO“%errﬁﬁ{i% “‘reﬁ‘%ﬁ‘één%%nrt %Jlﬁ%%%ﬁéi?é%eumeet%tsweb%-fuff.oTA%%Q&J&%@%%E: Vet j,i&ﬂ ek gpinor
version friplets: e full requirements are storeél Wlﬁ‘l the last time requ.este . p at(—;‘ C eCk_S
periodictifyipemiobuidetert resuirenitmestzrsivr i st EidoktiabudistribRingrs ender ficeshfonents

that satigfy IR FeMAINRG CHLL R RAITEEERIHANC §IR NRWERYSESIERRO] (RIINCASRIRRIGSENlY

installed on the machine 102. Any such newer versions are downloaded in the background, e.g.,
without SlsppifGamgtedisnsgidontponshtassh destortiy 1 iR petie Bafchiensigideqneity, if the web

browserdQ4visimacsHauiqiSxnmesanciadd reraentdnabwemtdbelelat sey eddyan available
cached update, the user is prompted for permissjon to install the downloaded update. Out-of-date
compon@ﬁ%ms IBETAEITARY NG dIBIEEEY° 8?@&%@8#?3@88%5 A A PSR O 16 o5 & fiisfy the
current ideptifemenisnandivaiie dfair eeppsha forearciextdndatiegereseafl time. These components may
be purged from the machine 102 with minimal negative effects. [0063]Figure 6 illustrates a typical

computifm®ystenTieQdhabreayiRiempiRve fomplemesidiesessipentneiaraliuerbodiments of
the invention. Computing systems of this type may. be used in clients and servers, faor example. Those
skilled iP 8 F8ISY %%-aF?W%Cé’l%% PR ABGHITeRRSw t Iﬁ?ﬁ"gi’éﬁnél?ﬁ?H‘é‘li’ﬁ{}%‘ﬁt%ﬁ%dé,i}%%“B &F B5mputer

systems@pateh iiestidasb ChmnpuingeSystenis6God gayaepiisant for @xraipianagddskiof aptop or
notebook computer, napdeld computing fevice, (DA cell phan, almiop. e malnfiame, server.
client, or “rfny other Pype o?spemaalyor generaﬁ purposé c‘g'rhpuf'ing device as may be desira e or
appropriaty for a givenrhpplivation os epeirotimentuCoriputing shpsidive 00 cling lsederonecbr more

Processps,SHal. a5, %9{9&%{?’%@% P J}Qﬁgiﬁ%ra%%i‘f‘iéﬁ'tmemﬁl@g%ﬁﬁ@ﬁoﬂ%ﬂ & ggperal or special
purpose processing engine such as, for WO 20091111195PCT/US2009/034833 example, a

microprGeESSRRIARitdRDPIREGNEPTBr other control logic. In this example, processor 604 is connected to a

bus 602 or other communication medium.
[0060] In one example, a white-list feature may be provided to enable or disable execution of

particular components, or particular versions thereof, on particular web sites. A white list entry
permits a site to use a particular component. A distribution server 150 distributes a signed
distribution file, which includes a white list of domains that are permitted tc use the compenent, a
blacklist of components to purge (e.g., delete), and blacklist of platform versions to purge. For
example, if version 1.0.1 of a component is known to have a bug, the blacklist feature can be used to
prevent future execution of version 1.0.1. White list features may be controlled by users. For
example, a music site may use a component to import a song directly into a user’s Apple iTunes®
music player directory. The component may ask user to allow an import one time, allow every

time, or never allow.

j6061] In one example, clients that use the plugin interface platform 108 of Figure 1A include a
blacklist feature for purging components and/or specified versions thereof. The client downloads a
digitally-signed bundle that contains a permission bundle. This download may occur at specified

times, or periodically, in response to a message received from the server, or at other times. The
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.[0064]Computing system 600 can also include a main memory 608, such as random access memory
(RAM) or other dynamic memory, for storing information and instructions to be executed by processor

604. Main memory 608 also may be used for storing temporary variable gg ' diate
information t‘ﬁ%ﬁg%%(ie%&:ﬁon of instructions to be executed by processors%% . orﬁn%gf{lgr%f system 600

may likewise include a read only memory ("ROM") or other static storage device coupled to bus 602
for storing static information and instructions for processor 604. [0065]The computing system 600 may
also include information storage system 610, which may include, for example, a media drive 612 and a
removable storage interface 620. The media drive 612 may include a drive or other mechanism to

support fixed or removable storage media, suc .a hard disk drive, a fl isk dri . magnetic
tape e R S B e B B RO MR IR A AR R
drive. StoragevtebieperRdmayyinsitaded foraxanmpidhal hesrdndibkidoppyodibkt arapatd. rigenoptical

disk, CD, QI YD Q{taﬂb%g,l I@S@Qr&[a’iﬂﬂ@iﬁ%‘&immﬁﬁiﬁcft%%g?@ééd‘fi%%mﬁﬂ tRlymedia drive

612. As these examples illustrate, the storage media 618 may include a computer-readable storage
mediumPiaiiang sESreaiErdihpareskidiapliier sotaiancscautlysesisc aiteinitive embodiments,

information storage system 610 may include other similar components for allowing computer programs
or other[R¥iRlictioswrvdatigto dbedomdeehinmaodrpailtg eysbln 50018k tompBaesse widPidnclude,

for example, 2, FROYARIE SIALAAS IR %Qg%fe%gﬁf%&rgﬁrz@%ﬁé@&r SHERiAS PoPrestAmLCAY tidge and

cartridge interface, a removable memory or_exarl%ple, a flash memory or other removable memory
module) 2Rl pdeivmpPatats apPsiie mEnesabie LRI TRREBS Al M A REchtPIsETSllow

softwargapgheatade betransiewied framdbesrspavahlenstoragexpnitSbiosamputingrsysien 600.
[0067]Computing system 600 can also include a communicatiqns'inter,face,%24‘. Cg%(ﬁn anfnications
interfacd§3A M HEARBES GVt CRIRRSTEARY: d4TS 85 B SN HE Ve tAEs ¢ ;fﬁ ng system 600

and extetqalréevicearExampieshaheammnnicaiensdntofane rdlsarriodically purge outdated
requirement statements and check the distribution server for components that satisfy the remaining
current requirements and are newer versions of components presently installed on the machine 102,
Any such newer versions are downloaded in the background, e.g., without stopping any executing -
components, and stored in an update cache. Subsequently, if the web browser 104 visits a site that
expresses a requirement that would be better served by an available cached update, the user is
prompted for permission to install the downloaded update. Out-of-date components may be
identified and deleted by, e.g., finding components that are not used to satisfy the current
requirements and have not been used for an extended period of time. These components may be

purged from the machine 102 with minimal negative effects.

[6063] Figure 6 illustrates a typical computing system 600 that may be employed to implement
processing functionality in embodiments of the invention. Computing systems of this type may be
used in clients and servers, for example. Those skilled in the refevant art will also recognize how to
implement the invention using other computer systems or architectures. Computing system 600
may represent, for example, a desktop, laptop or notebook computer, hand-held computing device
(PDA, cell phone, palmtop, etc.), mainframe, server, client, or any other type of special or general
purpose computing device as may be desirable or appropriate for a given application or
environment. Computing system 600 can include one or more processors, such as a processor 604.

Processor 604 can be implemented using a general or special purpose processing engine such as, for

24



WO 2009/111195PCT/US2009/034833 include a modem, a network interface (such as an Ethernet or
other NIC card) a coemmunications port (such as for example, a USB port), a PCMCIA slot and card,
etc. Softwar ?ﬁlgrsansferred via communications interface 624 are jp-the fan aksignals which
can be electronlc eléctromagnetic, optical or other signals capable of being received by
communications interface 624. These signals are provided to communications interface 624 via a
channel 628. This channel 628 may carry signals and may be implemented using a wireless medium,
wire or cable, fiber optics, or other communications medium. Some examples of a channel include a
phone line, a cellular phone link, an RF link, a network interface, a local or wide area network, and

oiher CORMRL°ELReR SRNGIHIRARENINLR Ao B DR ag{m%n%ma&tﬁwg%m&r@@m

computer r dlum ahd the like may be used generally to refer to media such as, for
exampl@on@ewﬂﬂrgo@d&sﬁaiag@them@@mweﬂemﬁﬁe%|t 622. These and other forms of
computer-readable media may be involved in storing one or more instructions for use by processor
604, to (@ied the(@ropessgrsiotpartdinspdsified operationsnSuoty itreetions agéneragiseseferred to as

Computenl%? FRINPEE &wgﬂmw&w uped insthe {pomof GPMRUEH RIHAM O AIhRL

grouplngs w en execute le the computing system 600 to perform features or functions of

embodnbnemecefsmeﬁ%eééﬁmm%mwﬁ@&ék@maf frasetonsg ARSI BALSEEREIBTGEE8ET to perform
Spec'f'e%%ﬂﬁé@%@ﬁxf@%@ﬂpﬂ%‘?&@cﬁgoﬁeﬁm&%m@%@%@Qt&i@"ﬁ@@%ﬁ@ardwwe and/or

firmware elements (e.qg., libraries for performing standard functions) to dg so. [0069]In an embodiment

where tf©BRIHRR R 4FE PR IBHERKEH SR HG G vARE, MY SHIROAYE Jﬁ e LBH il storage

C0mIOUt%ﬁﬁ@@@bﬂﬂem@&umaméom@&iﬁ@glaml@mﬂﬂﬂg1§y§memtﬁﬂﬁlmrﬁ@“;ﬁw&mm@e removable
storage drive 614, drive 612 or communications interface 624. The control logic (in this example,

softwarggpgijuctiong %ﬁgmﬂgt@s%g{m%% whraexesHed s ihaRroressan 604ncauses the

processor 604 to perform the functions of the invention as described herein, [0070]It will be
app reué’?éb‘@ﬁaﬁo%?‘ TRty PRIVl anule r&ﬁ?d’ﬁm?oﬁ%%ﬁf&’e@ﬁﬁ%‘aeézg mbBamEHE Y he
Inventloai\mihbsamga@e o differantfunctionalunits g prosessansokinivevendt wiibe apparent that

any SUIt% g %sitggggoanfﬁapgjyn& I?rc]i?il\lf E%E\évg%%gcdtg}fgeergmvgugf 38{1‘941‘{{‘@%3&1\@, a CD or DVD drive
(R or RW), or other removable or fixed media drive. Storage media 618, may include, for example,
a hard disk, floppy disk, magnetic tape, optical disk, CD or DVD, or other fixed or removable
medium that is read by and written to by media drive 612. As these eﬁ:amples illustrate, the storage
media 618 may include a computer-readable storage medium having stored therein particular

computer software or data.

[0066] In alternative embodiments, information storage system 610 may include other similar
components for allowing computer programs or other instructions or data to be loaded into
computing system 600. Such components may include, for example, a removable storage unit 622
and an interface 620, such as a program cartridge and cartridge interface, a removable memory (for
example, a flash memory or other removable memory module) and memory slot, and other
removable storage units 622 and interfaces 620 that allow software and data to be transferred from

the removable storage unit 618 to computing system 600.

[0067]  Computing system 600 can also inciude a communications interface 624.
Communications interface 624 can be used to allow software and data to be transferred between

computing system 600 and external devices. Examples of communications interface 624 can
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WO 2009/111195PCT/US2009/034833 processors or domains may be used without detracting from -
the invention. For example, functionality illustrated to be performed by separate processors or

controllers W}a&%ﬂ%med by the same processor or controller. Henc%crﬁ BgEsLQ;specific '
functional units aré only to be seen as references to suitable means for providing the described

functionality, rather than indicative of a strict logical or physical structure or organization.
[0071]Although the present invention has been described in connection with some embodiments, it is
not intended to be limited to the specific form set forth herein. Rather, the scope of the present
invention is limited only by the claims. Additionally, although a feature may appear to be described in

connectign ity pRishanemBadiaRis. AuesiisHndiea s iecarnizehahiaigls (eatures of

the descr iments may be combined In accordance with the invention. [0072]Furthermore,

althougraridivieluadifol srean mHep kAR Pof tn e ZR3VIETh it aud et B SEEpraaybeimppianieitdd by,
for example, & singladsit RiRRcessok-Additionalealthougbindivigust teatyeagmay be included in

different claims, these ma_yﬁaossibly be advantageously combined, and the inclusion in different claims

does ndfiFHEN BEAEUCcOPHBIh AL O o Yearlt caned ffg%ﬁ)f@‘ﬁhﬁf&béﬂ?f&ﬁi&@‘éﬁ%ﬁ‘%@%‘ﬁﬁ% inclusion
ofa fsawe. iﬂﬁ&@@ s@lg,a&sg@w plostakascdeesohdatiolys anliefiationdethischaiegasys buthrathenibie feature
may be equally applicable to ather ¢laim categories,. as appropriate. [0073]Moreoyer, it will be
appreci it:lg &Yi(%{%aﬁﬁ(?&?i&ﬁ’o 5! lgﬁ%%ii’éﬁ%grﬁégf %%Psgl & ?tﬁé?e%ﬁ?é%’ itjr%tbt?{e art without
departingpfionuthehspidtanchscoipesafitdariny Sotierextheliveitiomisiciottbibediphited Ibye the foregoing
llustratie detalie, b i o hedefined aceording fo.ne elairas JRAARUAR Apl.srgein exemplary
embodiments Have been described in detai a@ove,’ o

communications channels.

LN 1Y

[0068]  In this document, the terms “computer program product,” “computer-readable medium”
and the like may be used generally to refer to media such as, for example, memory 608, storage
device 618, or storage unit 622. These and other forms of computer-readable media may be
involved in storing one or more instructions for use by processor 604, to cause the processor to
perform specified operations. Such instructions, generally referred to as “computer program code”
(which may be grouped in the form of computer programs or other groupings), when executed,
enable the computing system 000 to perform features or functions of embodiments of the present
invention. Note that the code may directly cause the processor to perform specified operations, be

compiled to do so, and/or be combined with other software, hardware, and/or firmware elements

(e.g., libraries for performing standard functions) to do so.

[0069] In an embodiment where the elements are implemented using software, the software may
be stored in a computer-readable medium and loaded into computing system 600 using, for
example, removable storage drive 614, drive 612 or communications interface 624, The control
logic (in this example, software instructions or computer program code), when executed by the
processor 604, causes the processor 604 to perform the functions of the invention as described

herein.

(00701 It will be appreciated that, for clarity purposes, the above description has described
embodiments of the invention with reference to different functional units and processors. However,

it will be apparent that any suitable distribution of functionality between different functional units,
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those skilled in the art will readily appreciate that many modifications are possible in the exemplary
embodiments without materially departing from the novel teachings and advantages of this invention. -
Accordingly Iﬁ}dgn }qlgigifice}tions are intended to be incIIUQed within theﬁ%ggﬁ'{fg&ggsj&vention. What
is claimed is: 1. A’computer-implemented method comprising: generating a risk rating for a
computer program code component to be executed by a user machine, wherein the component
includes at least one component operation operable to cause execution of at least one restricted
system operation, wherein the risk rating indicates a risk posed to the user machine by the computer
program code component should the user machine execute the program code component and the risk

rating is based unon,a diaital, cefificate iy QE% 1ng.co0mpPanant Al B degsriplign,associated with the
compon@nt 1S S|gneg; generating a description of the component operation: and © prompting a user
for pernfissitnndiexidlostattdd pbdarsioomned bytrpedie psvepisoperation ot erasde pratmed Wherein

the prompt includes dhe sk satng.ant e deseriptirab e GaMRRREM ARAIALLE ordy Iheemethod of

claim 1, wherein generating a risk rating is in response to receiving a web page that includes computer
progranfsEfpteaseiddsriahiemgasdeLBsr ighmd e drspubst 5?8@%18m%5d@f§6fﬁbﬁh@m?a§Y@rﬂfeamethod

-of claim griwiarein hepiskcApiing eemprisesmatagast two risk levels, including a highest risk level and a
lowest risk level.

[0071] Ailthough the present invention has been described in connection with some
embodiments, it is not intended to be limited to the specific form set forth herein. Rather, the scope
of the present invention is limited only by the claims. Additionally, although a feature may appear
to be described in connection with particular embodiments, one skilled in the art would recognize
that various features of the described embodiments may be combined in accordance with the

invention.

[0072] Furthermore, although individually listed, a plurality of means, elements or method steps
may be impiemented by, for example, a single unit or processor. Additionally, although individual
features may be included in different claims, these may possibly be advantageously combined, and
the inclusion in different claims does not imply that a combination of features is not feasible and/or
advantageous. Also, the inclusion of a feature in one category of claims does not imply a limitation
to this category, but rather the feature may be equally applicable to other claim categories, as

appropriate.

[6073] Moreover, it will be appreciated that various modifications and alterations may be made
by those skilled in the art without departing from the spirit and scope of the invention. The
invention is not to be limited by the foregoing illustrative details, but is to be defined according to

the claims.

[0074] Although only certain exemplary embodiments have been described in detail above,
those skilled in the art will readily appreciate that many modifications are possible in the exemplary
embodiments without materially departing from the novel teachings and advantages of this
invention. Accordingly, all such modifications are intended to be included within the scope of this

invention.
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4. The method of claim I, wherein prompting a user for permission occurs in response to a first
reference of the component by computer program script code executed in response to a web browser
receiving a web page associated with the script code. 5. The method of claim 1, wherein the computer
program code component is for execution in response to an invocation of a plugin executing in a web
browserWébmﬁlﬁiﬁreér&gram script code executed in response to the web browser receiving a web
page associated with the script code. 6. The method of claim 1, wherein prompting a user for
permission comprises displaying a named permission, wherein the named peimission corresponds to
the at ledst one‘k&striptier Synlam caiserasnhAmRE T RENed permission is to be granted by the end

useras a precg%w&%ﬁg SYREULRG NS, Q%&E%&Xﬁ%}ﬁ%aﬁp%ag%m&&&o{@l%%ﬁi‘é&‘&?é@@?%_ted

method of enabling web browser-based code a restricted system operation on d client
cqmputemn@mémwwimompwwdw até.éwe%@mmn@mbﬁmm‘é%m@mhkd@de to the
client compuiat, 4886305 INGLAING aLdeaRL QD6 SRMRNEHE ARG RHSAS| RIS FAMARNENLOReration

for invoking the restricted system operation, the computer program code further comprising an
implemeTitktipesed fsetbomissrieathinh el theoRPISH BFRETBN ©epsrarpenentshseldishtayser a

prompt for rearestiagREISSIR-SiRredie dsapiaReiaumiaegstisiRdisusian apghaliqng and further

operable to invoke the restricted system operation in response to receiving permission from the user,
and  wHEfAheBRormipek o teEanesk ritihfassirivedsntiaid coipBirertHRsBEMPSN a
certificatg; a signing authority and upon the component operation, the risk rating indicates a risk

posed by the component to the client computer should the client computer execute the component.
generating a description of the component operation; and

prompting a user for permission to execute the at least one restricted system operation
on the user machine, wherein the prompt includes the risk rating and a description of the

component operation.

2. The method of claim 1, wherein generating a risk rating is in response to receiving a
web page that includes computer program script code for causing execution of the computer

program code component.

3. The method of claim 1, wherein the risk rating comprises at least two risk levels,

including a highest risk level and a lowest risk level.

4. The method of claim I, wherein prompting a user for permission occurs in response to
a first reference of the component by computer program script code executed in response to a

web browser receiving a web page associated with the script code.

5. The method of claim 1, wherein the computer program code component is for
execution in response to an invocation of a plugin executing in a web browser by computer
~ program script code executed in response to the web browser receiving a web page associated

with the script code.

6. The method of claim 1, wherein prompting a user for permission comprises
displaying a named permission, wherein the named permission corresponds to the at least one

restricted system
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8. The method of claim 7, wherein the program code comprises a web browser plugin. 9. The method
of claim 7, wherein the component is associated with a risk tier selected from a plurality of risk tiers,
and the risk rating comprises a brief phrase based upon the risk tier. 10. The method of claim 7,
wherein the risk indicator comprises a phrase based upon at least one operation provided by the
componeémer AT atibehorinstcheim Bsiwh escin Beegsurmdobe thesnthrisesarei prskemdititatitn function

and an i@%@ﬁﬁﬁéﬂ&f@@&ﬂg@@@&g &cjtm?mentation function. 12. The method of claim 7,

wherein the prompt displays a request for permission on an output device of the computer. 13. The
method of claim 7, wherein receiving permission from the user comprises receiving an affirmative

response,from e Y5 via ALIBRNL AAVIGE 01 dnsr CampIet, k- hARNBHoY ol flain L. yherein the
e %

restricted System operation comprises accessing a file, atcessing a network, accessing a display
device, grsteobivationapeeson ¢5 aAlsovngemanimpibaonteedmentothioizenabling web browser-based

code to execute, (g5Hcted SYRIM QRGIANAN Q0.2,HS L SUMRNIdNS MEWRS COMBHRII e
code including at least one component having at least one component operation for invoking
the restricted system operation,

the computer program code further comprising an implementation of the component,
wherein the implementation is operable to cause display of a prompt for requesting
permission from the user to perform the restricted system operation, and further operable to
invoke the restricted system operation in response to receiving permission from the user, and

wherein the prompt comprises a risk rating associated with the coinponent based upon
a certificate from a signing authority and upon the combonent operation, the risk rating
indicates a risk posed by the component to the client computer should the client computer

execute the component.
8. The method of claim 7, wherein the program code comprises a web browser plugin.

9. The method of claim 7, wherein the component is associated with a risk tier selected

from a plurality of risk tiers, and the risk rating comprises a brief phrase based upon the risk

tier.

10. The method of claim 7, wherein the risk indicator comprises a phrase based upon at

least one operation provided by the component.

1. The method of claim 7, wherein the component comprises an implementation function

and an interface definition describing the implementation function.
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providing, by a server computer, computer program code to the client computer, the program code
including at least one component having at least one component operation for invoking the restricted
system operation, the code for execution by the web browser in response to an invocation of the
component by script code associated with a web document, wherein the code is operable to
automatiéally invdkenthidedsificletnsystehsrspe thtignampe dpaphse to repeisifgr ipcanisdisenteanf an
explicit regy Jg{;igggpiﬁgig&n ‘j:p.put from a user via the web browser, and the input causing an
execution of the component operation and the restricted system operation, the input implicitly granting
consent to perform the restricted system operation. 16. The method of claim 15, wherein the action

comprisesat leagl ORgalGR Brpatialmng s ahelaton, 17 conpiierimplemented methad.
comprising: recelving an invocation of a component p%rgﬁon from computer progral% SCript code
executedinaesmpaise fretbiprobanse pagbdnse welrbiowsete vidreoé ih¢hemprtponent includes at
least one component operation operable to cause execution of a restricted system operation;
receiving an input from a user via the web browser, wherein the input is for performing the component

operation; and allowing the component operation to cause execution of the restricted system

Operation ) TesRRusE-ARIeeP N IR AL TRRIRIL SLaNis BRUMISSION I RRHOIR.ING estricted
system operation in absence of an e3<p ICIt request Tor permission Tor performance o € restricted
system opksratenssing a network, accessing a display device, or a combination thereof.

15 A computer-implemented method of enabling web browser-based code to execute a
restricted system operation on a client computer, the method comprising:

providing, by a server computer, computer program code to the client computer, the
program code including at least one component having at least one component operation for
invoking the restricted system operation,

the code for execution by the web browser in response to an invocation of the
component by script code associated with a web document,

wherein the code is operable to automatically invoke the restricted system operation
in response to receiving, in an absence of an explicit request for permission, an input from a
user via the web browser, and the input causing an execution of the component operation and
the restricted system operation, the input implicitly granting consent to perform the restricted

system operation.

16. The method of claim 15, wherein the action comprises at least one step in performing

the operation.

17. A computer-implemented method comprising:

30



18. A computer-implemented method of enabling web browser-based code to execute a restricted
system operation on a client computer, the method comprising: causing display of a prompt for
requesting permission from a user to perform a restricted system operation in response to invocation
of a component operation, wherein the prompt is based on a risk indicator associated with the
component opefdrinthanriskongficatof Bdompeporper diotifitate dromuacsigni gpalttopityeied

indicates adlsicpasatdniie ASRLERMANISGBY Ui CUPRORERLyRIOLY YR somRanentia iaypked by

the client computer; and invoking the restricted system operation il response to receiving
permissidrriidas thécasiepnwheraianeid prerapieraipesatcaty chjset cresetivicebn nadiictidheystmmponent
operatiorg)l%}gﬁ%ggs. 19. A computer readable medium comprising computer-executable instructions
for enabling computer program code to be executed in a web browser to perform a security-restricted
operation, the ingteiictigngrconmisingn 2 wevidinghe thelwbbobiswseharkim temipoter isefaork, a

compon?gmi' Lﬂg%&ﬁﬁomﬁ{f?gt%%_ ative language implementation that implements at least a

portion of the interface, where e iImplementation is operable to invoke the native language
implementationatoregisorie tepinpoeenionmsiratietnterfagesby ¢hecplivginodothe inakiesieeb brserser, and

the nativg Janguage jm Lﬁ{&efg%%wﬁ) p[ﬁgaig [romRg.a; er f rmission to perform the
security-réJstr_icted OpEI%tiOI’l, and f_urthegr operzk%le totiﬁ%xgl%e%it e S%ESE )?%g’t%ril%rtleg (ESE%(}%%F?’ in
responsdagireicdivircpenpission frorbsiecasdran expliwtaintivst frompiissbasetbupotoanisicendicator

associat%fflt%tpegﬂgcmpggﬁn%pgggtﬁﬁk indicator is based upon a certificate from a signing authority
and indicates a risk poséd by the component to a computer executing the web browser should the

computer executing the web browser implement the component, the prompt is further based upon at

least ongy @.efmiﬁs&%ﬁﬂw!&%?aﬁ&ﬁéﬂ%ﬁ%avﬂ? éﬂ%ﬁﬂ@@%ﬁe@o@@r%ﬁed code to execute a

restricted system operation on a client computer, the method comprising:
causing display of a prompt for requesting permission from a user to perform a
restricted system operation in response to invocation of a component operation, wherein the
prompt is based on a risk indicator associated with the component operation, the risk
indicator is based upon a certificate from a signing authority and indicates a risk posed to the
client computer by the component, should the component be invoked by the client computer;
and
“invoking the restricted system operation in response to receiving permission from the
user, wherein the prompt refers to an object or service on which the com}ﬁonent operation

operates.

19. A computer readable medium comprising computer-executable instructions for
enabling computer program code to be executed in a web browser to perform a security-
restricted operation, the instructions comprising:

providing to the web browser, via a computer network, a component that includes an
interface and a native language implementation that implements at least a portion of the
interface,

wherein the implementation is operable to invoke the native language implementation

in response to invocation of the interface by the plugin code in the web browser, and
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prompt includes a description of an operation associated with the permission requirement, wherein the
description refers to at least one application-specific feature of the component. 20. The computer
readable medium of claim 19, further comprising: receiving the certificate from the signing authority
associated with the component. 21. The computer readable medium of claim 19, wherein the security
restricted nativetioparéitiag syetess opelationtedmpiisescadtessingariie paceeskingamaiierko
accessing adisplay.deyvige, ot a combination thereof ZbZB computer readable medium comprising
computeﬁeéxecutab?e %nstrugioné&f.ci)r%n%ﬁ?% nfo&v%%r- 5@31{1 8 ggr;argfr% %%dg?i%eoéjﬁaﬁeac \(f\}??h%% web
page to geiatitpdlyrproetios nutksp@peratingesyisie nemesoivedsonf thbrearser host computer, the method
comprising: &%%gé ﬂn@;é" Qmeenst includes an.implementation function and an interface that
enables the browser-ﬁaseapj%ro ra[r%we%gg%a% erﬁ\?o]l}%%{th%dllr%%?ér%sesﬁ%ﬁga m%%:fi%en,c?/vlﬁ%?gfﬁ%%e
implememigktiorlicatetion issep enpdrientocpifitotm faore stridtedhay stérorupenationd anttze: bigkvgesddost
computet, | FESRINSE. IS eivin rmission.from a user, of the browser,host computer to access the
restrictec% g;stemqgge?a%gig; 4 écf%ﬁi%o%s%%ﬁ \%%%%n %rf) 'Eﬁ%erlnﬁ? %{%ﬁ?}%%‘%%%?%&ggd
program bsdechromptayithpl esenfchpemmissiontidipe fompthe fasthietédsyistemmopelatiprpneherein
the prompy is based upon a.risk indicator associated with the component, the risk indicator is based
upon a cgrtr:lﬁlcate%om a%%ﬁ?nge%uthor%sﬁgfﬁ%cr‘ldicatwelsgha riskgﬁ%sed%%l%ﬁgrﬁ%i/vser%st coﬁﬂ%uter
should the browser host computer execute the implementation function of the component; and
invoking the implementation function to perform the restricted system operation in response to
receiving an affirmative response from the user. 23. A computer-readable medium comprising
computer executable code for: :
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displaying a prompt for permission to execute a component of the computer executable code on a user
machine, wherein the prompt is based upon a risk indicator associated with the component, the risk
indicator is based upon a certificate from a signing authority and indicates a risk posed by the

componggbiaghe eRlenadaing s Gk the MsSHMAChins.eXeruaine SARRRNGHE IQ@B&E@R{, Is further

based upon at least one permission requirement associated with the component, and the prompt
includes ¥ yEsiRoir TR Uit akdestaten wnhi e rnnsraidic isque afdhe whmemnhe
description refers to at least one application-specific feature; and in response to receiving an
affirmative response to the prompt from the user, granting permission to the component to execute an

operatiort 8pecifiéd By RELFFALSsmedumeph siimlf, EPATHUIRIBASING: a processor; a memory
coupled to the m&%ﬁﬁgrﬁh@r&ram@%ﬁﬂﬁwgﬁag5%9%@};95%%1&%&{%% a{édc%%%%&{%.'e by the
processor to: provide, by a server computer, computer program code to the client computer,
21. The computer readable medium of claim 19, wherein the security restricted native
operating system operation comprises accessing a file, accessing a network, accessing a

display device, or a combination thereof.

22. A computer readable medium comprising computer-executable instructions for
enabling browser-based program code associated with a web page to selectively access native
operating system resources of a browser host computer, the method comprising:

receiving a component that includes an implementation function and an interface that
enables the browser-based program code to invoke the implementation function, wherein the
implementation function is operable to perform a restricted system operation on the browser
host computer in response to receiving permission from a user of the browser host computer
to access the restricted system operation;

in response to invocation of the interface by the browser-based program code,
prompting the user for permission to perform the restricted system operation, wherein the
prompt is based upon a risk indicator associated with the component, the risk indicator is
based upon a certificate from a signing authority and indicates a risk posed to the browser
host computer should the browser host computer execute the implementation function of the
component; and

mnvoking the implementation function to perform the restricted system operation in

response to receiving an affirmative response from the user.

23. A computer-readable medium comprising computer executable code for: _

displaying a prompt for permission to execute a component of the computer
executable code on a user machine, wherein the prompt is based upon a risk indicator
associated with the component, the risk indicator is based upon a certificate from a signing
authority and indicates a risk posed by the component to the user machine should the user
machine execute the component, the prompt is further based upon at least one permission

requirement associated with the component, and the



the program code including at least one component having at least one component operation for
invoking the restricted system operation, and the code for execution by a web browser executing
on a client computer in response to an invocation of the component by script code associated with a
web document, wherein the code is operable to invoke the restricted system operation in response
to receivigrant imsiedesn desseipticotsd welppreiesr asieditiedinpiinis forrozission wquntivenbssociated
with perfonplag he saueana-eaeian. e Aeion imaldly, raniingansgat o perform the
restricted system operation in absence of an explicit request for permission to perform the restricted
system operatidh FeSBIIFR OSSR MG dladhi2aaiiiferesponRs setibn womptifemdhiewst ogergtep in

performiggr}ggsq)&gr%io&e component to execute an operation specified by the permission

requirement.
24, A system, comprising:
a Processor;

amemory coupled to the processor; and
program instructions provided to the memory and executable by the processor to:
provide, by a server computer, computer program code to the client computer,
the program code including at least one component having at least one
component operation for invoking the restricted system operation, and
the code for execution by a web browser executing on a client computer in
response to an invocation of the component by script code associated with a web
document,
wherein the code is operable to invoke the restricied system operation in
response to receiving an input from a user via the web browser, and the input is for
causing an action associated with performing the component operation, the action
implicitly granting consent to perform the restricted system operation in absence of an

explicit request for permission to perform the restricted system operation.

25, The system of claim 24 wherein the action comprises at least one step in performing

the operation.



