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copending patent appiication f£iled on even date by The sams
inventocr and entitled "A Method And System For Trdazong

Replicated Databases In A Telecommunication Network Svszam.”
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This invention relates to a method and system Icor
updatin replicated databases in a foreign and hcme
telecommunication network system to improve call sezup time
and system availability to support global mwmcrpilizv oi
network customers in foreign regions.

BACKGROUND OF THE INVENTION
. In the increasingly smaller world brought togethsxr

by telecommunication networks, it is desirable to gliobal

()]

a telecommunication network without building expensi-ve
~ransport networks in foreign countries. In fact, scme
countries will not allow domestic United States companies =0
enter their foreign countries to build such networks. Cchar
expansive proposals for supporting global mobility include
using satellites for locating mobile customers thrcoughzu:z
the world. This design would be expensive. '

No matter what type of global system is us=d,
nowever, for certain mobile customers, the number of qusr:-=s
and updates corresponding for one record of a database wc.ld
increase dramatically. Thus, it would be advantageocus =D

distribute and replicate customer records in wmulz-c.=2

geographical locations, i.e., sites, of various signa.:.ng
networks of foreign countries for easy access, achisvinz a

nigh level of efficiency and system availlability as ws’_. :s3
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The £f=2atures and advantages of the present
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icn overcome the drawback cf kbuilding expensive call
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systems in foreign countries. The systeam can be
used with both wireless and wired networks of foreign
countries. o

In accordance with the present invention, a methcd
and system for updating replicated databases in foreign and
home telecommunication network systems to improve call setup
time and system availability in a foreign region for roaming
home network customers is disclosed. A foreign region has
a call transport system and switches for forwarding calls
from a telecommunication station through the call transport
system to a destination. A signaling system is operatively
connected to the call transport system and includes a
visitor database within the signaling system containing
customer records for call routing and other signaling
functions. .

A home signaling system of a home country has a
home database. The visitor database is connected to the
home signaling system. A customer record is updated in the
visitor database. Information concerning the updated
database record is transmitted through the home signaling
network to the home database containing the previous version
of the database record. Means is responsive to the
completion of all calls querying the previous version of
both the visitor and home database record for deleting the
previous version of the database record.

Queries -are launched to the home database when
calls are originated from the home country to network
customers in the foreign region. Queries are launched to
the visitor database when calls originate from the foreign
region to a network customer. In one aspect of the
invention, current location information in the visitor

database is maintained for highly mobile customers traveling
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in a foreign region. Identifiers contained within the hcme
database directing calls to the visitor databas=s Zor
queries. The use of identifiers contained in :the =ncme
databcase lessens the amount of constant updating tc the zcms

The record updating activity is reccrded aifzsr an
updaced dacabase record has been processed at the visizcr ox¥
home databases. An acknowledgement is sent Zrom t“he ~hcms
database back to the visitor database after an ugfz==3
database reccrd has been processed within the home datacas=s.

Multiple versions of customer records can te
maintained in the visitor and home databases so that querizs
for a call could access the same version of che asscciazad
record for consistent routing and signaling informacicn.
Each updated record may include a version number of th
record so as to identify the record referenced by queries of
calls in progress. Records in the home database are updatcsd

(M

by the version number sequence of the updated datakas
records. Each version of a record includes a call councer
field £for indicating the number of ongoing calls whcse
queries have previously accessed that version of the reccrd.
The call counter field is incremented if a new call
references to it and decrements the call counter field when
a call setup is completed. The previous version of the

database record is deleted when the call counter is zero.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing features and advantages of the
present invention will be appreciated more fully frem the
following description, with reference to the accompanying
drawings in which:

Figure 1 is a block diagram of an illustrative
embodiment of the invention showing, a telecommunication
service using the method and system of the present inventisgn

in a wired and wireless network.
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Figure 2 is a timing diagram for the primary-
writer protocol in accordance with the present invention.

Figure 3 is a timing diagram for a primary-s
iocking protocol.

Figure 4 is a timing diagram for a basic :imé—
stamp protocol.

Figure 5 'is a graph showing a call misrout=s Zor a
two-site replication in accordance with the present
invention.

Figure 6 is a graph showing a call misroute for a
five-site replication in accordance with the present
invention.

Figure 7 1s a graph showing a call misroute for
ron-uniform traffic load in accordance with the presenc
invention.

Figure 8 is a block diagram showing a centralized
database for global mobility wusing the protocol in
accordance with the present invention.

Figure 9 is a block diagram showing the use of
distributed, home databases for global mobility.

Figure 10 is a block diagram showing an extended
signalling network with replicated databases for global
mobility.

Figures 11A and 11B are flow charts showing the
general method of the invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention now allows replicated
databases to be updated in a telecommunication network
system to improve cost setup time and system availability
without the overhead typically associated with such
concurrency control protocols as primary-site locking and
basic time-stamp protocols.

In accordance with the present invention, a
customer record is updated in a primary site database within



the signaling syste. of a telecommunication nstwcrk, which
inciludes a call transport system with switches Ic¥
forwarding cails from a local telephone station zhrcugh the
ca:l transpert system to a destiration. The infcrmat
concerning the updatad database record is cransmi:c
chrough the signaling network to at least one seccndary s
datapase which tains the previous replicated versizn oI
the primary site database record. The customer reccrd
changed at the secondary site to reflect changes in zhs

database at the primary site. The older versions of the

record are maintained at both primary and secondary sit

ﬂJ
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databases for query access until after completing =

r

i

processing of all previous calls querying the versions ci
the record at the database site.

The replicated database design in accordance with
the present invention can also be used to suppor:t global.
mobility. It can be applied to Universal Perscnal
Telecommunicatidns, Personal Communication Services {(wired
and wireless) and future global mobility services offersd by
Inctelligent Networks. The design will provide a significant
saving in transmissicn facility and operating costs, and
minimize delays.associated with call setup time. There is
a shorter implementation time because the design with global
implementation is based on current network infrastructures,
requiring deployment of only a small amount of equipmentc.
The design is also consistent with existing protoscol
standards.

The proposed design for global mobility divides
the world (besides the U.S.) into several regions typically

covering several countries. To support global mobility,

-
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single or multiple of home databases are installed in

(4]
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7.S. and a visitor database is installed in each regiocn.

>

record of signaling daca of each customer is stored in :che
home database. If a customer is visiting a foreign country,

the customer record is also replicated in the visitzor
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database of the visi:ed-region. Calls for the roaming
customer originated from the U.S. and the visited region can
be processed by the home and visitor database respectively.
Because of local availability of signaling information :in
the visited region, this design can reduce transmission
faciiities and operating cost. Call setup time and response
time of other signaling functions are alsc lowered.

Figure 1 illustrates an intelligent network, shown

.

generally at 10, having a transport network, indicate
generally at 12, and signaling network such as the common
S87 network 1l4. The transport network 12 includes a wired
network 20, and could include a wireless network 16 for
mobile units 22. The transport network 12 connects to the
local central office 23 and the local telephone station 24.

The signaling network includes at least a primary
site 26, which contains database records £for routing
purposes and other signaling functions. A secondary site 28
is geographically spaced from the primary site 26 and
includes replicated database records from the primary site
26, such as the illustrated Record A corresponding to
general routing and signalling information for a customer.

For pﬁrposes of understanding, a general overall
description of the system basics is set forth, followed by
more detailed specifics.

Since the.distributed database issues are commcn
to the PCN, the UPT services, and possibly other servicass
involved in the use of databases (e.g., Network Conzrsi
Points, NCPs) in the 1IN, the general terminology 3I:cr
distributed database systems is adopted in the follcw:ing
specification. The computer system 30, 30a for respec:t:.ve
primary and secondary sites where parts of the database are
located is referred to hereafter as sites. Customer reccris
for call routing, features, service profiles, and czin2r
signaling information are called records. Reads and Wr.T2s
to the database are also refefred to as queries and upcit-s,
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respectivealy. To enable recovery £rom system Izilures
{excapt disk crashes), each site keeps a log {alsc xnown as

cf all updatss made tc the lccal database in a
6

t
3
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0
0
(0]
H
Q.

ance with the present inventicn used with

telecommunicacion services, the database 26a cons

b

s
collection of individual records, which are distribuctsed and
repiicated at multiple sites, such as the secondary sl:ts
database 28a. Queries associated with a call, and updatas
for a customer, access a particular record in the database.
Thus, the readset and writeset of a query and an update a

K

e
cne record. As a result, 1if queries and updatss are

(D

processed atomically, unnecessary data inconsistency can o
avoided.

Furthermore, several queries may be launched to
access the associated record during the call secup time,
which typically lasts several seconds. Although the record
may have been updated in the meantime, it is advantagecus
not to immediately remove an obsolete copy of the record so
.that subsequent queries of the calls in progress can be
processed in a consistent way according to the previous
recerd. This eliminates the need for locking records for
query processing without being concerned about data

P.

nconsistency. Additionally, calls will not be mishandled

5

hiie the customer's record is updated. This would be more.

o

ifficult if the readset and writeset of queries and updates

0

£
onsisted of many records and files, as in the database

0]

ystems of other applications. .

' Because the readset and writeset consist of one
record, it is advantageous to treat records as the "unit"
for distribution and replication at different sites.

Since the readset (or writeset) of each query {orxr
update! is one record, the concurrency control protoccl must
only maintain the internal and mutual consistency at the

record level. With internal consistency, data items in each
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record at every site ars always consistent. For example,
the routing data in a record must be valid so that calls can
be routed properly. Mutual consistency is preserved, 1if

copies of a record replicated at different sites become

th

identical in a finite amount of time after a numbexr C
updates have been posted to the record. The commitmenc
protocol is designed to enable the system to recover f£rom
system failures, 1i.e., those wupdates that have been
committed will not be undone. As illustrated below, the
present invention provides a single protocol which performs
the concurrency control and the commitment functions.

The telecommunications system of the invention has
basic operating parameters:

a. All sites are connected by a signaling
network and messages sent from one site to.
another may be lost in the network. Even if
messages reach their destination sites, they
may not necessarlly arrive in the order in
which they are sent.

b. Records of the database 26a are distributed
and replicated at the sites. For example, a
record (record A) is replicated at N sites,
indexed by i = 1,2,...,N. To take advantage
of load balancing, the initial queries of
calls requiring access to record A are ‘sent
to those N sites according to some call
distribution algorithm known to those
skilled in the art, such as the generalized
round-robin algorithm, or a static scheme.
To avoid unnecessary data inconsistency if a
call setup involves multiple gqueries to the
same record, subsequent queries of a call
are routed to the same site where the
initiai query of the call is processed.
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c Zach site 26, 28 can keer multip.e versicns
= - s = P a -

of a record so that guerizs I0r 3 call can

signaling informaticn. An obsolste versicn
of the record is deleted aftexr cthe prccess

of all calls querying it has besn ccmrlet=l.

0,

For recovery purposes, each sits rsccrds Ine
update activities in a 1log in ‘stakle
storage, which can survive the systam
failures considered in this invention.

For each record A, one site with a copy oI =he

(2]

ecord 1s selected as its primary site (PS) 26 and ail other

sites having a copy of the same record are refarred to as
the secondary sites (SS)28. (Note that the PS can also
serve as the PS for many other records stored at this site.

n

e.;
6 ©
ny of the Secondary Siteés 28 according to the call

Fcr simple implementations, this is 1likely the <ca
Queries for record A are routed to the Primary Site 2

H

V]

istribution algorithm in use.

Q.

However, all updates for record A are £:irst
submitted to and processed by the primary site 26. IZf the
processing of an update is completed without causing data
inconsistency, the update is committed at the pfimary site.
Then, the information relating to the update is sent from
the primary site 26 to all secondary site to update all
replicated copies of the original database record. This
concurrency contrcl and commitment protocol is referred to
as the Primary-Writer Protocol (PWP).

To ensure the correct operations of the protocol,
two fields are added to each record: 1) a version number
{VN) and 2) a call counter (CC). The version number is used
te identify the version of a record referenced by queriss of

calls in progress, while the call counter indicates the

¥3
5
b.
U]
H
(o]

f ongoing calls, that have previously accessed that
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version of the record. If the call counter is zero, and the
record has been updated, the older version of the record is
deleted. At any given time, there are probably very few
{e.g., two) versions of the same record existing at a sice
because all setup time lasts only a few seconds and inter-
update time is typically much longer than that.

For purposes of understanding the details of the
present invention, the following notations apply. R:(n) is
the version of record A with the version number (VN) being
n forn=20,1,2,---, and call counter, CC{(n) denoting the CC
of R:(n). Assume that R;(0) initially exists in the system.
Further, let v_late be the VN of the latest version of
record A existing at a site. U, denotes an update to record
A, which successfully creates R,(n). The.primary-write
protocol of the present invention can be further described
as follows. B
If the query for record A is the first query of a call, then

begin _ _
Access R:(vn_late); (*Access to the
latest version of record A at the
site*)
Record the VN, vn_late, for the call;
CC(vn_late) - CC(vn_late)+1

end

else begin
' Access R,{n) that has been accessed by
previous queries of the call;
" If the query is the last one of the call,

then
begin
| cCln) - CC(n)-1;
If CC(n)=0 and vn_late>n, then R,(n) is
deleted
end

end
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The site is assumed to be cagable of making :ths

determination whether the query is the last one ¢f tn

If the sit=2 does not have this capabilizy, it is agsumad

that the site 1s notified by a separate messags upIn
complecicn of a call processing. . In this case, =zh=2
following operations are performed when such a messag2 ls
received '
CcC(n) - CC(n) -1, and
if CC{n) = O and vn_late >n, then R. (n; is
deleted.

Checking if CC(n) <0 prior to the operation of CC: ni
CCi{n)-1 can serve as a sanity check since CCin; 0 ©ov
definition.

Details of processing an update for record A ac
the PS are as follows:

the update does not cause data inconsistency (e.g., duz

If
to incomplete routing data supplied by customers), then
begin (*Update committed*) |
- Create R;{(vn_late+l) and set vn_lacs
vn_late+l;
Record the committed update, U.. ..,in 22
log;
If CC(vn_late-1)=0, delete R.(vn_late- ;
Send an update message,
(Uyz 522, vn_late), to all secocndarv.
site's;
Start a timeout period for the update T
end
slse begin (*Update aborted*)

Abort the update and inform the source
end
Details of processing an update for record & z2- 3
secondary site i are as follows.



-12-

For an update message (U.,n), compars n with vn_late at the

begin (*Updates arrive out of seguencex*)
Add the out-of-sequence update (U.,n)
to a update list for record A, scrted
in the ascending order of VN's €£or
future processing
end
else if n = vn_late+1 then
begin (*Update with the correct VN*)
- Process U,, create R;(n), and set
-vn_late - vn_late 1+1;
Record the committed update, U, ...., in
the log;
If CC(vn_late-1)=0, delete Rﬁ(vﬁ_late-l);
Send an acknowledgement with the VN
vn_late and the site number i to the
PS;
Repeat this procedure to process the
first update in the update list for
record A if its VN equals vn_late+i

end
else if n<vn_late then

begin (*Duplicated update which has been

previously processed*)
Send an acknowledgement with the VN n
and site number i to the PS

end _

Details of acknowledgement processing for Record
A at the PS are as follows. ) '

If the acknowledgement has been received before,
it is discarded; otherwise, the acknowledgement for update
U. from site i is recorded in cthe log; if all
acknowledgements'associated with U. have been received from
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all secondary sites 28, the timecut is deactivatad and a
"completion" message is sent to inform the scurce that all
copies of recocrd A have been updated successIiullcs.

Processing at Timeout Expiration fcr Record A at the 5 5=

The urdate U. is resent to those sites from wnicnh

the assoclated acknowledgements have nct been receivedl.

As noted before, all updates for reccrd A ars

o
ot
[{1]

o

first processed by the primary sites 26. if an upd
causes any data inconsistency, it will be rejected (aborted:
by the primary site 26; otherwise, the update is commitczed.

The protocol of the present invention also preserves ths
internal consistency for all replicated copies of reccrd A.

-~

I. If the copies of R.(0) replicated at th

(D

£,

primary site 26 and all secondary sites 28 are identical an
internally consistent, the protocol of the present inventicn

n

maintains the internal consistency for all replicated copis
of record A.

For éxample, consider a set of updatss
{C.;n=1,2,3,---} committed at the PS where U. maps R.(n-i) to
R.{n}. The mapping is denoted by R.(n)=U.(R,(n-1)). Becauss
R.{0) is consistent and the U.'s are committed by the PS only
if they . cause no inconsistency, the R.{n)=U. {U__
{-+-U.,(R;(0))--+)) for all n=1,2,3,... is always internalily

consistent at the primary site 26. By use of the VN's, the

rrotocol forces the U.'s to be posted at each secondary site

28 in the same sequence in which they are committed by the
primary site 26. Therefore, the internal consistency at th
primary site 26 implies internal consistency for record A at
all secondary sites 28.

The mechanism by which the protocol of the presentc

invention maintains record consistency is similar to tha:t
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for an exclusive-writer protocol proposed in W.W. Chu and J.
ﬁellerstein” "The Exclusive-Writer Approach To Updating
Replicated File in Distributed Processing Systems," IEEE
Transacrions cn Computers, Volume C-34, No. 6, June 1985,
pp. 489-500, although the latter protocol does not consider
the delayed processing of out-of-order update messages, the
failure recovery aspects and the characteristics of
telecommunication applications. It should be noted that,
once an update is committed by the primary site 26, it can
always be committed at the secondary sites 28. Thus, there
is no need for database rollback.

The method and system of the present invention
also provides mutual consistency. If no additional updates
are submitted to the system after a number of updates for
record A have been sent to the primary site 26, all
replicated copies of record A at the sites will eventually
become identical in a finite time period, provided that all
sites are operational, perhaps after a failure for a finite
amount of time. _

II. If the copies of R.(0) replicated at the
primary site and all secondary sites are identical, the
protocol of thé present invention maintains the mutual
consistency for all replicated copies of record A. '

Suppose that updates {U.,;n=1,2,...,M} have been
committed by the primary site and no further updates will be
submitted. The use of VN's by the system and the method of
the present invention forces the updates U.'s to be posted
at all secondary sites in the sequence in which they are
committed at the primary site. Since R,{(0) is identical at

all sites, copies of R;(M), which -equals U, (O..-
(U (Ry(0))--+)), at all sites are identical after updates
{U.;n=1,2,...,M} are processed by all sites. '

The system allows non-identical copies of records
replicated at different sites to be available for call
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by

precessing simultansously. Thus, queries may access =

=)
~

cpscolete infcrmation at some secondary sites while updazsz

1]

are pending for processing, thus causing call misroutss. As
discussed before, if the prcbability of such occurrencs is

factorily small, exclusive access to the records during
-~
(%

needed. Without exclusive access, the svszam

Furthermore, the system 10 does not reguirs
extensive message exchanges among sites which wculd

otherwise be needed for concurrency control protocols such

0]
M

as locking to provide the exclusive access. Becau a
record is replicated at N sites, the total number of
messages exchanged between the primary site and <the
secondary sites for each update is 2(N-1) at normal
situations. This_is the minimum number of message exchangss
to support the degree of mutual and internal consistsncy.
needed for call routing and signaling. The system and
method of the present invention can also be used in cther

Q

Q,

applications as 1long as they can tolerate the recor
inconsistency, and the probability of referencing obsoiste .
data is kept at an acceptable level.

The system of the present invention alsc ha

10}

recovery ability, such as for the following situaticns.

a. Loss of Messages and Link Failures: A loss
of update and acknowledgement messages wilil.
cause the timeout to-expire on the primary
site. When this happens, the primary site
resends the update message to the sites
associated with the lost messages.

b. Site Failures: If the primary site £ails
before an update is committed in the lcg,
the update is simply lost. The socurce

discovers that if it does not receive

W

complietion message £rom the primary sic

1}
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after a certain time period. In case the
primary site fails afzer a committed updats
has been written in the log, the prim

site can resume its operations after the
failure as if the update was just written in

-

the log.

As a result, the update 1is sent to ail
secondary sites again. For those secondary
sites which have already posted the updats
successfully, they simply discard the
duplicated update and send an
acknowledgement back to the primary sice.
If a secondary site fails, the primary site
resends the update, if any, to the failed
site when the timeout associated with the
update expires.

After resending the update to a secondary
site for a number of times, the primary site
may declare the secondary site no 1longer
accessible. In this case, other recovery
érocedures may be taken when the secondary
sites resume operations. When the failed
secondary site recovers, it can also resume
its operations as if the last update was
just written in the log and request the 28
to resend all those updates completed during
the failure. '

The system and method of the present invention is
compared with two commonly used protocols: the Primary-3S.:e
Locking (PSL) (Figure 3) and the Basic Time-Stamp =7S)
protocols (Figure 4). In addition, several numer::sl

examples are presented to portray the typical performance



A fraction of calls may be misrouted by the methcd
of t«he present invention because of accessing cbsclazs
information at scme secondary site databases, whiie updatss

~

are pending. The fraction of calls misrouted is a ksy
performarnce measure for determining whether or nct =the
method of the present invention is applicabls tc a
varcticular application.

As noted before, a record is first updated at ics
priméry site under the method. A wvulnerable period :is
defined for the reccrd at a secondary site as the time

interval from. the completion of an update to the recor

0.
4))
ct

Q.
)
cr

the primary site until the time when the update is poste
the secondary site (Figure 2). As the most updated record
has been available at the primary site at the start of the
vulnerable period, queries accessing the record at the
secondary site during the vulnerable period reference
obsolete data, thus causing call misroutes. Certainly, such
misroutes will not occur, should there be no reccrd
replication. Figure 2 presents a timing diagram'for the
method of the invention. For example, the vulnerable pericd
for update U. at the secondary site i is from time A to B.
The length of a vulnerable period mainly depends
on two factors: 1) the network delay incurred by an update
message sent from the primary site to the secondary site,
and 2) the update response time (i.e., time from the arrival
of an update until its processing 1is completed) at <:the
secondary site. These factors in turn depend on the
characteristics of the signaling network, the design of each
atabase, the traffic load, the ratio of gquery and update
rates, and the service scheduling discipline for query and
update prccessing.
Based on a performance study with typical

parameters in tcday's telecommunication networks, results in
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Figures 5-7 show that the fraction of calls misrouted under
the method of this invention is satisfactorily small {(e.g.,
less than 107°) for a wide range of expected customer
behavior (in term of call throughput and ratio of record
read-write frequencies R.) in the Personal Ccmmunication
Networks (PCN), wireless networks, Universal Persocnal
Telecommunication (UPT) services and other advanced servicss
to be offered by the intelligent Networks (IN).

Furthermore, when the method of this invention is
compared with other concurrency control protocols such as
the primary-site locking and the basic time stamp protocols,
Figures 3 and 4 show that since the method of this invention
avoids extensive message exchanges required by the existing
protocols among database sites, it reduces the vulnerable
periods, thus réducing the call misroutes.

Referring now to Figures 11A and 11B, there is
illustrated a high level flow chart depicting the method of
the present invention using the primary writer protocol of
the present invention.

As shown in block 100, the customer record at the
primary site is first updated. The update is then checked
for any data iﬂconsistency in block 102. If there is an
inconsistency, the update program is terminated in block
104. If there is no data inconsistency, the update is then
processed in block 106 and a new version of the record is
created in block 108. The updated is committed in the log
in block 110. The information relating to the update is
then transmitted to databases at secondary sites in block
112. The secondary site updates by using the version number
in block 114. Secondary site then creates a new version of
the record in block 116. The update is committed in the log
at the secondary site in block 118. If the call counter of
the last version of the record is zero in block 120, then
the old database record is deleted in block 122. Regardless
whether the call counter is zero or not, the secondary site



sends an acknowledgement to the primary site as ths up

‘):
[
(1
17

nas been successiully processed in block 124. The

o]
5
0
O
0]
n
n

ntinues with the next update in block 126.

Replicated Database Design For Global Mobility

The protocol of the present inventicn is also

W

lapcted for use with a replicated databass design ZIcor
supporting global mobility with wired and wireless necwcrks,
or a combination thereotf.

To support the service, personal, and terminai
mcbility, the communication network has to store, maintain
and retrieve customers' mobility information for signaling
purposes. This information includes that specified in the
reference environment of a customer (e.g., the
characteristics of the terminal in use, the services

subscribed, the location data and the call routing logic! -

Q

Thus, a key challenge for the mobility management is ¢
develop an efficient database architecture so that th

(D

L

mobility data can be readily available £for signaling
functions such as call setup and routing.

The current approach to supporting the terminal
mobility requires a home database (or Home Loca:

()
8]

-

(l

()
3

Registers, HLR) and a visitor database (or Visitor Locati
Registers, VLR). This HLR-VLR architecture actualily &
been established as an industry standard in the Glokca

Qi
w

iy
M
[P

System for Mobile Telecommunications (GSM) for Europe

o

o)
O

che IS8-41 recommendations for North 2America. The 1

i
b

database can accessed by the fixed, wired or wireles

u

network, whereas the visitor database is connected =-c

W

ch (referred to as the mobile switching center , MSC .-

U)

the wireless network. The routing and other 51gnal;:

[§9]

w

functions of each call initiated from or destined <o

mcbile customer requires the use of the location informaz.:n

s

storad in the databases. The protocol and the asscclaz-
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architecture for supporting the terminai mcbility are well
defined, and understood by those skilled in the art.

The notion of personal and service mobility is
relatively new. As a result, the protocols and cthe
architecture for the personal and service mcbility are yet
to be standardized. The present invention is concerned with
a signaling-network architecture based on repiicated
database for providing personal and service mobility to
customers traveling throughout the wcrld.

In the following description, two alternative
database architectural designs are examined, which might be
adopted for mobility management. Due to the unique
characteristics of global mobility, an extended signaling
_network based on replicated databases to support global
mobility is proposed. The applicability of the architecture

to the personal and service mobility and its compatibility-

to the industrial standards for terminal mobility is set
forth. The system performance and cost considerations for
the proposed architecture are also discussed.

The system and method of the present invention can

be applied to customer location information {(i.e., routing
data) of personal mobility. As explained below, the present
invention can easily cover service moﬁility and reference
environments, such as Uhiversal.Personal Telecommunications
(UPT) serﬁices. In order for the IN to support the
services, it has to rely on the extensive use of databases
for call routing and other signaling functions. Each oﬁ the
originating and receiving ends of a UPT call can be a
wireless or wired terminal. |

| An example of an existing database architectural

design to support the UPT services for custcmers traveling



)

abrocad is shown in Figure 8. The customer locaticn

imformacicon is stored in a centralized dactaka

200

)]
0

prysically located in the U.S. In order to make this design

’...l

Customers traveling abroad have t©> register
from the visited country so that the netwcrk
is informed of their current Jlocaticns
(e.g., in terms of POTS numbers in wirad
nétworks, or mobile station roaming numkers
in wireless networks). This lccatcion
information for all customers subscribing to

the UPT services is stored in

1

he
centralized database, which can be supportad:
by a Network Control Point, NCP. Signa:
transfer points 204 in the U.S. network
communicate with signal transfer points 206
is country 1, and any other country in 210.
Country 1 includes a VLR 212 connected to a
MSC 214 in the wireless network 216.
Country 1 also includes a wired network 218.
Counﬁry n also includes similar elements

referenced by prime notation.

2. Every time a customer changes location, the
location data (e.g., a POTS number in a

wired network, or a pointer in the HIR
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pointing to the VLR 212 serving the location
area, a group of cells, where the user is
located in a wireless network 216) for the
customer in the database 1s updated. Such
-database updates can be initiated: aj
expiicitly by customers connectsd to a wired

network, as similar to the current 500

2]

services, or b) automatically by the
wireless network at which the customers are

located.

3.. When a call is destined for a UPT customer
located either in the ﬁ.s. or abroad, the
signaling network quéries the centralized
database 200 for the location information
ﬁor call setup and other signaling

functions.

The'signaling network using distributed databases
for mobility management is shown in Figure 9. In the
description that follows, elements common to those described
in Figure 8 are given the same reference numerals. In this
distributed database design, customer records ate
partitioned and stored (but not replicated) at different
physical 1locations, which can be interpreted as the

customers' home locations 230. For this reason, the
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database design is also referxrsd ts as the home

.-
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dacabase design. Actually, the centralize
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can be viewed as a special case of the distributed design

where all data is placed at a single location. OCn the cther
hand, the distributed databases offer potential advantagss
over the centralized design such as improved availakilicvy,
reliability, ana the flexibility of load balancing.

This distributed database design can be us=ad
extensively for many services, e.g.,' Advanced 80¢ and

Software Defined Network (SDN) services, where customer data

for the same service is distributed and stored at mulitipl=s

NCP databases. Although each customer's record is stored at

a primary and a secondary NCP for reliability reasons, oniy
the primary copy is used for signaling functions at normal
conditions and the secondary copy is treated only as a

By

backup in case of failures. Thus the systems in use shoul:

[N

be classified as the distributed design.

"The major motivation for such wide use of
distributed databases is to overcome the limitation of the
processing power and memory constraint of each NC?. A

single or at most a few databases (i.e., NCPs) are needed at

the initial deployment of a new service. As the service’

demand grows, additional databases are necessary, thu

0]

making the centralized database design evolve into :the

distributed design. The assumptions and operations for call

0]

1

etup, routing and other funcrions for the distributed
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database design are identical to those fcr the centralized
database design, as discussed above. For a given customer,
the. signaling networks or switches have the computational
logic to determine which database among many contains the
signaling data for the customer.

Because a current signaling network provides a
very high degree of connectivity, querying the distributed
databases across the U.S. does not cause unacceptable delays
nor incur high costs for call setup and other signa;ing
functions. The use of distributed databases will continue
to be a viable approach. If the high connectivity 1is
maintained in the future, there will not be a need té_
replicate customer records at multiple blaces for reducing
query delays and associated costs. However, this is not the
case for signaling in otherlglobal areas, as anticipated for
supporting global mobility in the future. In that
situation, replicating customer records at a visiter
database located at foreign countries will lower operating
costs and shorten querying delays, as explained below.

A signaling network based on replicated databases
is shown in Figure 10, which illustrates basic use of :he
replicated database of the present invention for use :n
global mobility. Like reference numerals are. used Zcr

elements common to other units of Figures 8 and 9.



‘besides the U.S8.) is divided into severa.

regions, each of which covers a number of ZIcrsign

O

ountries, such as the illustrated Regicn A 246
and Region B 248.

2. A pair of visitor databases 250 ars
installed physically in each region, and
connected to the signaling network in the
U.S., for example, via two additionai S8TPs
252 physically located in that regicn. Tk
number of STPs installed in a region and cthe
number of signaling liﬁks connecting th=a
STPs to the U.S. signaling network can o2

adjusted and determined according to the

traffic, performance, and reliability
requirements. )
3. In the registration process of a customer

visiting a foreign country, a récord of
location and other related signaling
information for the customer is set up in
the visitor database 250 for the region.
This new information will also be‘sent back
to update the associate home database 230 in
the U.S. As a result, each roaming custcmer

has two replicated copies of signaling dacta:
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one in the home database in the U.S. and the
other in the wvisitor databasel physically
located at or close to the visited country.
The record in the visitor database will ke

removed when the customer leaves the region.

The replicated database can be accessed for call
setup and other signaling purposes. For call originating
from the visited country or region and déstined for the
roaming customers, queries can be launched to the visitor
database. Calls initiated in the U.S. will query the home
database. There are three major advantages for the use of

replicated databases:

1. Substantial Cost Saving

Due to local availability of needed customer
‘data, the transmission cost for signaling
meésages for calls originated from the visited
country or region can be saved. The saving will
be substantial for: a) customers roaming half way
around the world, b) calls requiring multiple
queries into the database, which will likely be
the case for advanced services in the future, and
c) a majority of calls which originate from the
visited country or region, which will also be the

case for some business customers.. Furthermore,
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as ths number of messages sant over =z 1cong
distance is decreased, the facility <os:z can alsc
be reduced as fewer transmission facilicziss
{e.g., signaling links) will be needed to surpcr:

the same amount of call traffic.

2. Enhanced Delay Performance
Call setup time and response times £or other

signaling functions can be reduced.
3. Compatibility  with  Existing Wireless

The replicated database desigﬁ is compatibie with
the industry standards such as the IS-41 and the
GSM specifications for wireless networks. The
visitor database in a region can be treated as
the HLR by the wireless network in the visited
country. The rest of the standardized prctocols
for wireless networks remain applicable. Upon
receiving updates from a local wireless network,
the visitor database is responsible for

forwarding the updates to the home database in

the U.S. to ensure customer data consistency in

the home and visitor databases. Hence, the

replicated database design indeed applies not
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only to wired services but also to wireless services.

In accordance with the Tpresent invention
consistency must be maintained between the replicated copies
of customer data stored in the home and visitor databases.
The system and method of the present invention using the
Primary-Writer Protocol (PWP} can be applied to the home and
visitor databases for.global mobility. The Primary-Writer
Protocol of the present invention is advantageous because
telecommunication applications can tolerate inconsistency
between replicated records for a short period of time. As
noted above, the main consequence of accessing obsolete data
is a call misroute. The performance anaiysis of the Primarf
Writer Protocol of the present in&ent;on establishes that
the misroute probability under the present invention is
small for the expected customer behavior in wireless
networks and IN; The present invention preserves both the
internal and mutual data consistency, and also allows the
system to recover from certain types of failures. The main
advantage -of the Primary Writer Profocol is its 1low
overhead, especially when compared with existing protocols
for computer systems (e.g., banking systems), which are
intended for maintaining stronger_data consistency at all
times. | |

Using the Primary Writer Protocol of the present

invention to support global mobility, the visitor database
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and the hcme database is designated as the Primary Sice and
Secondary Sire, respectively for updating purpcsss. AS
noted abcve, this arrangement is appropriate Dpecauss

lccaticn updatas and other changes of signaling

5.

are most likely generated from customerxs, who are roaming in
the foreign countries.

Although the above discussion focuses on :Inh

(@

location information for UPT customers, it shoulid be nccad

0

ct

that the replicated database design actually applies well =z
service mobility and reference environments. The locaticn
information, the services subscribed, and the resfsrercs
environment are specified on a per customer basis. Thuéh
the replicated database design and the associated protocolis
can treat the per customer information related to :the
subscribed services and other data items included iﬁ the
reference environment, in the same way as the lccation
information. As far as the system performahce of <the

replicated database design is concerned, the only differsnce
among various data items wili be their gquery-to-upda:z=
ratios (e.g., the ratio of the querying rate to the lcﬂa:;:n
update rate for a UPT customer).

Nevertheless, it 1is expected that the mcs:
frequently updated data item will probably be the locact::c=n
information for a mobile customer; the gquery-to-urdz:zs2
ratios for other signaling data items will be higher =:nan

that for location data. As a result, the update algor::-m
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of the present invention will also apply to customer records

contalining subscribed services, reference environment and

()

othe£ signaling information.

A factor that may degrade the performance of the
replicated design is the query-to-update ratio. If the
ratio is high (i.e., the customer inforﬁation is seldom
changed), the overheéd in updating the replicated records
will be minimal. Otherwise (e.g., for a mobile customer
moving from location to location), the update overhead can
be significant. The following strategy will enhance the
performance of the replicated design, in such situations.

A mobile, wireless customer is roaming in a
foreign country. As a customer moves from one location area
to another, the customer location information in the visitor
database is updated frequently. The corresponding customer
record in the home database is.also updated. Thus, the
transmission and processing costs for maintaining the
current location information in the home database will be
significant, especially if the customer is located far away
from the U.S. The situation will become even worse if the
customer moves from location to location without making or
receiving calls; i.e., no revenue is received to cover the
cost incurred in handling the database updates.

One way to reduce the overhead for location
updates is to maintain the current location information for

certain highly mobile customers only in the visitor
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atabase, in contrast, contains an
identifier pcinting to the visitor database on which the
currant location information is stored. {i.e., the visizcr
dazakase had the complete record of information associazed
with this roaming customer, and the home database has calv
partial customer information.)

As a result, the home database does not need =c
update the location information every time a customers
changes its location overseas. - Furthermore, calls
originated from the U.S., destined for a customer travelin
overseas first retrieves the identifier from the home

database and then accesses the current location information

in the visitor database for call setup and other signaliing

The eﬂhancement approach for keeping comple:cs
customer data only in ﬁhe visitor database not only applies
to the location information, but also applies to other data
items with frequent updates. In addition, the enhancement
approach should be used on a per customer basis because
different 'customers have different mobility and calling
patterns. As discussed above, the key parameters for
identifying these customers for whom the enhancement scheme

may apply include:
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a3

1. The | ratio of «calls to the customer
criginated from ﬁhe visited region to alil
calls destined for that customer,

2. The database query-to-update ratic (e.g., an
indication of mobility), and

3. The ratio of cost for updating the hnocme

database (with update requeéts sent from the

visited region) and that for remote gquerying
the visitor database for calls originatéd

from the U.S.

Based on these parameters of each traveling
customer, the signaling network can de£ermine whether the
enhancement approach should be applied to the customer
(i.e., only the visitor database contaiﬁs the customer's
full record and the home database stores only parts of the
customer data, which are less frequently updated). In fact,
the approach can be applied to a customer dynamically on a
regular basis, i.e, the network can turn on or off the
approach periodically (e.g., every night) for a traveling
customer, depending on the customer's call throughput and
update frequency statistics during the previous period.

In acéordange with the present invention, the
extended signaling network baéed on replicated database has
many benefits and can be viewed as a means to globalize the

telephone network without actually building transport



netwerks in foreign ccuntries, which the talephone companiss
in che United States coften are not a:iowed or praisr nct T2
dc. VYer, the repiicatad database design in effect makes usz

of ZIcreign networks to support global morilicy for natwerx

for locating mobile customers throughout the world (i.=.,
global, terminal mobility). More importantly, the system of
the present invention is based on the current infrastructure

of wired and wireless networks, and it conforms wich

or

existing standards of cellular networks. Thus, ke

eplicated design not only reduces the operating costs and

H

0

alls Se;up delay when compared with other alterative
database designs, but also enables the United States
telernone network to offer global mobility services to
customers sooner.

‘The proposed design can also help the U.S. network
compete with some foreign telephone companies. The network
may choose  to allow access to the visitor database conly by
(wired and wireless) networks of existing business partners;

v

competitors' networks will not be provided with th

[

signaiing information stored and used in the visitor
database.

As a result, for calls originated in a for

D

ign

country and destined for a network roaming customer, cniy

P
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networks of the company in question are equipped tc carry
the callis. Such an arrangement can also be used to enhance
the U.S. network's position in partnéring' with service
providers overseas. In another business arrangement, the
teiephone network may also choose to furnish, for a fes,
some foreign carriers with certain signaling information to
carry calls destined for the network customers traveling in
the country. Furthermore, if tlHe telephone network can work
with its business partners abroad, the replicated database
design can be implemented in an alternative way.

If an arrangement between the telephone network
and its business partner overseas can be made, instead of
installing network visitor database and STPs in a foreign
country, - records of network customers traveling in the
country can be downloaded directly from the home database to
a database in the partner's network. Consequently, as in
the original replicated database design, each traveling
customer continues to have two copies of his or her
information for signaling purposes. The protocols and
operations for the replicated design remain applicable :o
this new setting, although a United States
telecommunications network does not physically own visizcr
databases and STPs in that country.

It is to be understood that the above descript:cn
is only one preferred embodiment of the inventicn. Numercus

other arrangements may be devised by one skilled in the 3

e
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THIS SHEET HAS BEEN I

This Sheet Has Been RTlaced REPLACED
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CLAIMS:
1. A method for updating a replicated database

in foreign and home telecommunication network systems to
improve call setup time and system availability in a foreign
region for roaming customers comprising the steps of

updating the customer record in a visitor
database contained in a foreign region within the signalling
system of a foreign telecommunication network, wherein the
telecommunications network includes a call transport system
with switches for forwarding calls from a local foreign
station through the call transport system to a destination,

transmitting information concerning the
updated database record from the visitor database through
the signaling network of a home telecommunication system to
a home database which contains the replicated version of the
visitor databasg record in the foreign region,

adding a field to the database record
corresponding to a.version number of the database record so
as to identify the versions of the records referred by
queries of calls in progress, and

changing the home database record at the home
country to reflect changes in the visitor database at the
foreign region by using the version number sequence, while
maintaining at all database sites the older version of the

database record for query access until after completing the

-

T



heet Has Been Replaced - THIS SHEET HAS BEEN

T - | e

-37-
processing of all previous calls quervying cthe versicn 2 th

-
- -

database rscord.

2. Trhe method according to claim 1 including

launching queries to the home database when calls ar

i

originated frcm the home country to network custcmers - zhe
foreign region.

3. The method according to claim 1 including
launching queries to the visitor database when calls are
originated from the foreign region t6 a customer.

4. The method according to clalm 3 including
directing the query to the home database for accessing the
customer record if the customer is not roaming in a foreign

region.

5. The method according to c¢laim 1 including the
step of removing records from the visitor database when the

associated network customers leave the foreign region.

6. The method according to claim 1 including
committing the updated record of the visitor and home
databases by recording the updated record activity in a log

in a stable data storage area after the updated database

* [+ L M S *
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record has been processed and committed at the visitor and

home databases respectively.

7. The method according to claim 1 including
sending an ackncwledgement from the home database back to
the visitor database when an updated database record has

been processed within the home database.

8. The method according to claim 1 including the
step of maintaining current location information in the
visitor database for highly mobile customers traveling in
the foreign region and maintaining an identifier in ﬁhe home.
database directing calls to the visitor database for

qgueries.

9. The method according to claim 8 including the
step of maintaining the identifier in the home database
directing the calls to the visitor database for querys on a

per customer basis.

10. The method according to claim 1 including
mainﬁaining multiple versions of records in the home and
visitor databases so that queries for a call can access the
same version of the associated record in the same database

for consistent routing and signaling information.

——II!IIIIJ 0 08 R
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12. The method according to claim 1 inciudi=ng
deleting the previcus database record version az a-l
database sitss after completing the processing of all calls

queryving the previous version c¢f the database rsccrd.

12. The method according to claim 1 including
adding a field to the record corresronding to a call ccuntex
£o indicate the number of ongoing calls whose queries have

previously accessed that version of the record.

13. The method according to claim 12 including
incrementing the call counter field by one if a new call
references to it, and decrementing the call counter field by

one when a call setup is completed..

14. The method according to claim 13 including
deleting the previous obsolete database record when the calil

counter is zero.
15. The method according to claim 1 including zhe
step of verifying the updated database record in the visiztcr

site database for data inconsistency.

16. The method according to claim 1 wherein t-n=2

JU

call transport system of the foreign region includes

wireless phone network and wired phoned network.

A
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17. A syétem for updating replicated database in
foreign and home telecommunication network systems ¢to
improve call setup time and system availability in a forsign
region for roaming customers comprising

a foreign telecommunication system situated in a
foreign region and .having a call transport system and
switches for forwardiﬁg calls from a telecommunication
station through the call transport system to a destinatiocn,

a.signaling system operatively connected to the
foreign call transport system, and including a visitor
database within the signaling system containing customer
records for call routing and other signaling functions,

a home telecommunication syétem having a home
signaling system and home database, said visitor database
being coﬁnected to said home signaling system,

means for quating a customer record in the
visitor database,

means for transmitting information concerning the
updated database record through the home signaling network
to the home database containing the previous version of the
database record, and

means responsive to the completion of all calls
querying the previous version of both the visito; and home
database record for deleting the previous version of the

database record.

I

L
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18. The system according to claim 17 including
means for launching queries to the home database wher calls

om the home country to network custcmers in

vl
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the foreign region.

19. The system according to claim 17 including
means for launching queries to the visitor database when
calls are originated form the foreign region to a nezwork

customer.

20. The system according to claim 17 incliuding
means for maintaining current location information in the
visitor database for highly mobile customers traveling in a
foreign region, and an identifier contained within the home
database directing calls to the visitor databasé for

queries.

21. The syétem according to claim 17 including
storage means for recording updated record activity at the
visitor and home databases after the updated database recérd
has been processed and committed at the wvisitor and home

databases respectively.

22. The system according to claim 17 including

means for sending an acknowledgement from the home database

E—
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back to the wvisitor database after an uprdated database

record has been processed within the home database.

23.. The system according to claim 17 including
means ﬁor maintaining multiple versions of customer records
in the visitor and home databases so that queries for a call
can access the same version of the associated record in the
same database for consistent routing and signaling

information.

24. The system according to claim 17 wherein each
updated record includes an identifying field corresponding
to a version number of the record so as to identify the

record referenced by queries of calls in progress.

25. The éystem according to claim 24 including
.means for updating the records in the home database by the

version number sequence of the updated database records.

26. The system according to claim 17 wherein each
updated record includes a call counter field for indicating
the number of ongoing calls whose queries have previously

accessed that version of the record.

27. The system according to claim 26 including

means for incrementing the call counter field by one if a

e
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new call references to it, and means for decrementing the

call counter field by cne when a call setup is complezed.

28. The system according to claim 27 including
means for deleting the previous database record when the

call counter is zero.

29. The system according to claim 17 wherein said
call transport system of the foreign region includes a

wireless phone network and a wired phone network.
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