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SYSTEM AND METHOD Field of the invention 5 The
present invention relates to tel econmunications
systens, for exanple to tel ephone systens as well as
to decentralized tel ecommuni cati ons systens operating
PEERoTQHPEE R TELEPHHRNE - SYSTHMANPrMETHOPe. Moreover, the
invention also relates to nethods of operating such
tel ephone systens and tel ecommuni cati ons systens. 10
Background to the invention Contenporary

Field %8 ﬁﬂ'i!iYﬂ"Eﬁ’!‘l ons systens presently deployed, for
exanple "public 15 switched tel ephony network"

ThE ﬁ@é‘én :H@H |bﬁ ré {e8RY Qél unté’éﬁoﬁ? s §rrns ' f&? %S(Qrﬁbie to telephone

tra |ze

R ésowq*h%%/to okl BleoR AR Rl HalRguLoPS RgeFoping to a

pessdo-peeriprivaigle. tMonskveri thlesnvelntjmaalsmlates ta ﬁ@iﬁ@ﬁd’f operating such
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tefpAbherdysttingd dndidlccommhicHidridlspstemsMor e recently,
sof t war e- oper at ed end-user devi ces have becone

avai |l abl e for connecting to such contenporary
t el ephone systens, for exanple desk tel ephones, nobile

Badkgrehreptocthe Snveerdioviol P devi ces. However, for
perforrri ng al nost any function offered by the

AR RERED! EEIRS S5riers” Sistbel S50 B oramolo bt
sw&nhétatemhandme:twow HPS TN rebie teephbine Bnd Xéuica egerdnternst protocol”
ear@eﬁjﬂs%\tlalfWBQ{tiaﬂilﬁi irPhatuRE MThEY oﬁ@ﬁteﬁ%ﬁ%enﬁdlﬁéxchanges

ser tel e uch a conte rar &
Ilngvg eH?eé?i rﬂU %h{l%? i trg—ms ?f?)' {!lg ngﬁtéon structures.
Mera mmtly.mftwgr&omr@teﬁ endiusersiayicen aag%beﬁomm@vaslyblpém connecting
to! suthi REnfeRpofaP RRPhUSE! sysRInRDNRCsxdnGBet etk téigphones, mobile

telGRRIB Sna R/ﬁﬁbe?ﬁzié’e%' Bl e fc{rg?é‘émggf{alwe st ShRACESTRorfeRed by the

telephosiyirenies proMidan stdiusagdeNjcasaarpebliged neoramupisate with a central
telgpidink eelvhafys tartiioP Nsrandtl eRclizmge  whitiatdxeduies nanenios ahbrendesired

furﬁﬁé)ﬁbgforrqg%hr eﬂ ﬁ?ﬁ&ngﬁggnnﬁd@n& Wgerpt%%Btlﬁn&ngf BE&H & contemporary
telgpliongisygiem AeIb Bl tomm@cat@ feegivdpiopeanofierwihouka central
exciangy ef theRysteat linkdnigethedwo endaseetelephondietogether. Foeexample, two

W@lds Ifﬁteﬁrﬁ%llé ?elérﬂ‘l‘f)béé tt@tc%qvé}g tt tl’i %‘Jfatcm@'t@d b thelr two -

§§P| I catlons m‘ngnl catl Vi a erve[?,t h b

&% CB'ENH@"’F‘B‘EQJ ¥ dadio (R Rne rﬂsuaweamee' 2349 & '8'&% %@ ase
statisn abinimeinizdtich beiog| reqieddieean when theotye ppojgle anidethe eassociated
mofifle ffibhbAcd 4n iy ?@%Bﬁlcﬁ%@é%ﬁﬁﬁot@é g b $86ABl Ring “Voios
vl Rt s rfoeras: otelter et 1 Bl UTEDRE oipciiled by ther
softyeanevapgli¢atiops icomimuninatieg tvicoascentrpl egrively stishserver belng required

| evIPHEUG O bShridcorb 4 bdeithblishéx ineta( B¥¥hden thé b

120 optical channels distributed 1 nto wavel ength bands

of 50 GHz frequency spacing at an optical carrier
The usqueinesntializedh delephiee sifstk09 plages @usiderable demandg on central

SWIﬁ)ﬁﬁ'l‘@a@mn £ esidheasital Céi%ﬁédgeén&eciﬂﬂﬁ@a@m'glyt @8ferent on -wide
bandwidth ngcal %]rknelgtlc?l{ nswlﬂgﬁﬁé) aél‘ku)se‘%mav%length division. muitlplexmg (DWDM)
with up to 120 optical channels distributed into wavelength bands of 50 GHz frequency
spacing at an optical carrier frequency in the order of 300 THz.  Such centralized
exchanges are extremely costly and complex items of equipment which are susceptible to
occasional malfunction, such malfunction potentially resulting in loss of communication
traffic therethrough with potential corresponding compensation payments du_e fo




40 occasional mal function, such nalfunction 11 january 2007
potentially resulting in I oss of communi cation

traffic therethrough with pat ential correspondi ng
conpensati on paynents due t0 11 January 2007 2
custoners. Mreover, the cost of operating such

cust@rﬁﬁltsr Mor&i%h QHQ %ﬁstsﬁ%_rp%fsatﬁb Q)Qi@l? Eél?t?éilféx%ﬂp]aﬁ@e‘é %c&l@@ proportionally
he inventors o e present

e users
W'thr}?ﬁfwl?ecﬁr? ﬁ%l BS¥ppreci ated that such a centralized

approach is sub-optimal in many situations and that

ris r the deplo ot.her .
Tho FEBISHEH e Bty Ay B PR RERTRL LBl PRY S benpizeg approach
is subeopdic@d rsmaiy situasions asd tpt fadmntme@pemserfrom twpioyment of other
alterﬁéﬁ\%rté\@bﬁdh% 5 ér%ﬁﬁé&@ the inventors have devised
he present 1'nvention ummary of the invention A
f| rst object of one enbodi nent of the invention is to

“In ofeP\to Céﬁldfbssubmnérﬁsﬂd ffoﬂeéﬁfﬁibmdf Zeeh diehRaE0e dechitectures, the
ond .0obj ect of one enbodi nent of

. t k St
'”"e‘%ﬁ"esv'%\gﬁé‘%ty"g%ﬁﬂespr?%e IYEHPY such a decentral i zed

t el ephone systemin which subscriber authentication,
”.m%; ontrol and accounting are performable
Su g n@éél&&gﬁﬁs'? and reliable manner. A third object
of one enbodi nent of the invention is to provide a
A firslbRRE 6 reSERbIRhERP MR inSAtbAMN BAFHABL & duBsthRSHNG Becentralized
p?.oncentr ti on of communication traffic therein by
telephplf, BEWOFS $¥§M-esponsi bl e for establ i shing connecti ons
to end-users of the system According to a first

<ol 37 B ot % BEEB%enl BB F 1€ sk G s
telepbbnengysteserin ahitha subsmniber cathenticationuotetwerk ateesagpontrol and
accolffirfe br@ Periimdb $ £RBrUS60st aftd ?elféﬁﬁé%%me‘? for

comrtuni cation purposes, characterised In that: (a)

the communication structure is substantially

A thlﬂﬁoﬁ@ﬁtd’f@nb@ﬁbd&f rhéht(cP G mvérﬁlonqglf@'f]dfdv%té @8cdrittfisRd telephone
in for connefct ing sald

systeé?]&palgagpegto re hse ggnq?ngﬂtg)no? TR ur@ﬁ%tlolr}st@ ic Eneéem %y transferring

respazibiafur establishdrigadainneflionk ¢ end>users oftimesiystaii. on r out es

t hrough the structure based on verification of one or

nmore authorisation certificates to acquire access to
Accordieg de raufitstiraspeetnof the) present isveniionuthere rig | rodded a peer-to-peer

telepREAE ! ?&Eha%rﬂ?néﬁf%s phubdiity F ¥nB%sed En@ne cBfinnflRfcation structure
certificates to said one or more end-users.

through WhiCche RS Q57 MORR STRGHSELS GHe AFWPEblen dofa SPRGIINIGAtio urposes,

charéd’d@isearreth@:ﬁpam e of addressing.at |east one of the

(a) 20 %erégl%r{u%%%g on étruc&ure is substantially de- cen&allzeg WI’[X regard to
communication route switching therein for connecting said one or more end-users;

(b) said one or more end-users are operable fo establish their own communication
routes through the structure based on verification of one or more authorisation
certificates to acquire access to the structure; and

(c) said structure includes administrating means for issuing said one or more

certificates to said one or more end-users.

Embodiments of the invention are of advantage in that they are capable of addressing at
least one of the aforementioned objects. |




An embodi ment of the invention is capable of 411 january 2007
addressing i ssues associated with | ess- centralized
architectures, nanely i ssues, of control and

user - aut hori sation, for exarple for billing/invoicing

rpgses to vvhlchthe pres inventjon is direct
An PG o e intagon s RERROIE rl RS ING S RPROAIRG WL less-
centmpmdabdceltémradmmnne!y ssued of eadiol amkusafauthodsaioey for example for
bllllnéhrﬂ‘&tdi’r% RtHoseR s WhRRH tIAYIEEEt 15\%%1:@& k&frecteq. L he
omrunication structure. Mre preferably, for exanple
to try to circunvent unauthorised free and/ or
Preférehlydlml thatsysiem, thef admisiskytitgameandis apembte &t adubinister at least one
f edde igh- N8P t fdractES 18'thd®rfim tion structure.
° eﬁﬁ?é\%gtsg W kesy %%F‘E%‘{ th é’ g%m ni strat ll'"}]'aa ir(r)tga{{"nrgc ure
bei ng operabl e to maintain said one or nore private
Morek preseralplg fot eaandple do diy < rcirbwrhesrd ainduthodsedrfravpared/or fraudulent use
of th& Q{/étgﬁnp%déd?ﬁni@ﬁ&lrftg%gﬁ%ﬁs %érlébl'é tB %né’r)é%tcﬁ{@ orfn%re private-public

certificate aut i catlon
Koy 55 4hesBIIISaUN Mg DRYIOIRETARIGI RIELTAIA SRR eSO Privte
keyseygerctlahé td disgibnierszidorpr orvadre-quuespandigypubéic ksysugithigthe system
for ELAiRSHs mf\ghﬁcaﬁg’?l o:ie%SA)(EfT%Er%d prEleRlbf/ "’}Pl lﬁe fQktem, the

ur poses enhanci net wor ustn Ss I'n
admlgi,%grts\gqﬁ TQQ?@SSI§I‘QP@{§H% tolg‘%p@é%gngatﬁ@élshq 5e¥Jé)§|rs using a Rivest-
ShansiodaiemaraflSH) mathowr K t hr ough which the end-users are
nut ually connectable. Mre preferably, the
r-to-peer network i s inplenmented as a conbinatio
Pref%fab'wnf%r%m%@ ¥ RIEENEIRY '?f%?rég'éb'ﬂﬁi%“@ '“stHP $ystesh éb% structure
includesla pebptoprar @dminginication Neftwek throughowigicts that endkusers are mutually

conng@t%ﬁ*éa%ré‘ﬁ)?&%ﬁgﬁufh%%%§ %O-E é}eﬁét\ﬁbﬁl ik Ympl%jt?lggt%{d r#cz; Whfnbination

r oprietary
of '”F?éf@Pmﬂdloﬁééranﬁe‘%t%SR "PQ@"nrﬁﬂ‘ §tp ragﬂr BYGEsRING CP'?T'QHF%' in one or
moresyiSts $6n ddidiﬁasadﬁtéﬁsqiufpaisleﬂ@mﬁﬂﬁally thesgtretuged implemented by way

of a @%@Fi&é{?sélgﬁ?ﬁ@dé@ er(n%)wdd?k %’dhﬂblﬂg% an end-user

ccoun roviding a Synchronizing time
reference for the cormunl cation structure; (c)

Prefgrably| ihi thg sybiebalthey agamidtatingheansds tarmagged tr pérfem one or more
of: System (d) providing peer discovery during bootstrap '

" of the structure; (e) handling new end-user

(@) r eRyp¥idingrancnd-useraggopntesistabaseng operation of the

(b) st psmoﬁmgea §yPEhreaiingdimd r’@ﬂar&ﬁ% foetheBoA@RINIatioP S ddtiren

t lurality of
(c) oggglgsgf b%L$8&mrg§quw%étnfﬂJ %g%setgrgﬁaﬁge Ithglr
(d) ammwﬂangmeebﬁlswm ¢UT@§ﬂ3@§tSﬁ'ﬁP@f tne@tr@@mncu ng
(e) cmanwngaéwgﬁdwarrégﬁtrmfaﬂamere at |east one of said

O prinphldB, oo uh b de? SRR Hesfog mogep of operation

sytbﬁ@ﬁln practice, the structure is arranged to
support end-user free-trial use of the system such

Profer3l PP, 7 RUPISERE B sech Bu BRPrRUE 1o Ry ey o5MEnge heir
autherigationi eeatificatas. pridr tﬂ:ammynczogmnxtnweat@naiﬂjﬂegebet\h@en where at

leastdMe dtisaidr @ttink St RANSNtISd RPBS Qbﬂhﬁnﬁco i nvoi ce one or
nore end-users on a

Preferably, for example to assist adoption of the system in practice, the structure is
arranged to support end-user free-trial use of the system, such free-trial use being subject
to administration from the administrating means by repeated issuing of authorisations.




flat-fee rate substantially irrespective of usg ghuid2007

system exerci sed by said one or nore end-users.

Preferably, in order to pronote usage of the systemin

exi sting depl oyed equi pnent % the systemis arranged
- to be configurable to operate concurrently with POTS
Prefefably othepasiministraiingr egang iscrreraitsr & EWaICPSNR & drerespishi¢sers on a
flat-fé® rat@lsabstadiiatly Felsppbtiveaf Dps tof e @y3tbn Bidrtised bwaldCéhe or more
end_a‘%rgphone Net wor k" respectively. Preferably, the

admni strating means is inplenmented by way of one or

nore central conputer servers. Such an inplenentation
Preférablgsipestt@l toyprbeorf igigel ofvihe Bystb if ¥xisey deployed equipment, the

] c 0 t : e

syl G folbe BNRIG b Sherte et Sk BITS Snctor ST
Abbrgyjgtianst P@T S apg RSN goTreRpoadds {aini Qld Felaphene System”and "Public
SwitsteTaletionaINetesHnespedtivelyPr ef er abl y, the admi ni strating

nmeans i s operable to apply an heuristics fraud

detection analysis of end-user registration and
Prefeghly c ey iy visirating megangeiscidinleipeited lyuventof nee s mase central
complier sareéreBhsh andmpfeientationcier sbipadialyo bénetierRP MtheASthe Gystem is

confras 15 HAERAE 1 B0 B0 LHDREE AL IBS R s
Is othesyise isysqegtiale i being ineglempented in @ sebsiardialy de-centralized manner.

comuni cation structure through which one or nore

-user d p e.f muni cat. i r RO ' .
ProfiRtly 8 FrB Gt naene it ShrpRES, Seilab P8 TR detecton
analysig) of andusgr ragistretion Aed sysiemnisage g fert daleating drapdulpat access to
the sgstb@tbdndalskls. de- central i zed with regard to

conmuni cation route switching therein for connecting
: said one or nore end-users; (b) arranging for said
Accogtieg &7 ansscend mgpesiedfstheapreeent peventivre thereeist priovideth a method of
operathh@i & pB&Rto-6ESMeRIphhe %?stéﬁﬂ%&ﬁpﬁsﬂr’@légblu?dﬁ@ of kHELYER and a

.on verifigatiqn qgf .one or nbre aythorisation
comRstoRe st idine, Sl oSl or bk, <Bifgeis 2R ' Ghglale for
comignication prtpioses. fcbarasterided inrthattbhe enethwdi ingudasesteps of:

(a) aCdFdhghig F it cHMMMRIchREn beRMIRGoI Susiisnialy dBRERtralized with
cert d|tcat es to %al d one orh.m)rﬁ: endf- users. .Thei thoclr more
i SeRradR FRRIMAgUCaURn FRUE switching thergin, %ﬁoqr@cwesggﬁoman
| sendeysersie of addressing at |east one of the

(by affrRIRALIoPREH Y BF tivre BhBTLREADYRe bPeltbR ©RENMlishitheir own

adm nistrating nmeans is operable to adm nister at
" i icaton Foufs idug R nire dSed an sy e ane o more
 cauthrisetion entifichtes do avquiiecacessioshe stotcture;. and .

(c) - Pra‘?f&%ﬁ@'f&‘n sdid strltGurdRb hilude! AmiAR T TNoS e BE ’S‘gﬁlﬁ SaldSone or
oper abl € to generate one or re private-public key
pdp?r?,ceftﬁ'éatﬁ% RS Pr&aey Wﬁr%%‘gig‘éseﬁ%i ng operable to
mai ntain said one or nore private keys secret and to

|. r. o . .

e SHLHSU BB BT PR S

at legst, ppg,efdhe afpiemeniionpy obisets- preferably, in the method,

the adm nistrating nmeans is operable to generate

Precfi 38 SuphiobiS e oy et coptaplyfp i a east one

of eng—ﬁﬁgro%@hgg apd,end-user payment for access to the communication structure.

.Preferably, in the method, the administrating means is operable to generate one or more
private-public key pairs, the administrating means being operable to maintain said one or
. -more private keys secret and to distribute said one or more corresponding public keys

within the system for certificate authentication purposes. ' '
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private-public key generation are al so suscept44b
being used in the nethod. 5 Preferably, in the11r‘rji?t‘%iﬁ!éorg,2007
the structure includes a peer-to-peer comrunication
network through which the end-users are nutually
connectable. Mre preferably, the peer-to-peer

network is inplenented as a conbi nation of interfacing

RG0S A S R Dt
keyp3iGUsing 3 Bivepleshamipfigelman (RS4) methoda Hawgyer, other approaches to

prschite-pirblit kay gerpratisarse nsoauscaptjbld (¢ beipg usadt imtbe enetivod.
nore of: (a) providing an end-user accounts database;

PR b Dbt Y B S 58 de Tl G R SormHurdelfon notwork
thepugbavhigh- the shil-yeers sire megually ggrnectable. Hdoreynselerably, dhe peer-to-peer
ngtveik i limpleM@RfedHsSE @}%ﬁabb‘naﬂéﬂ b BitdRengtiodBs @hdtdi®rage nodes, said
[ s X - r -
T e
controlling desired nodes of operation thereof. 20
Prefeadtdy, dib ithe miethoti hitie reeintinidiratingphearsl is ayrandedctodparfoemsone or more
ofare operable to nutually exchange their authorisation

ertificates %i or to c?n'gengi ng comuni cation
(& he MEPDEYRIREM SURHPS agPouniadiAbaite of said certificates
(b) s ipdeviding & eyhchooriimingalimn eeferience @5 theraomenricationtsiructure;
(cENC Qrévifhey @199&]&1c‘éﬁﬁ§lfral§lﬁgeﬁiﬁ?§ RMheldystefiet hod is

r uc rranged to

- (dL % k’gﬁﬁﬁ&%?&Eﬁ%éyﬁqqe%?&ﬂ?@ og ﬁ{e{aﬂ}é’%@%’t em such

(e} r edandlinginewsand-user registiapm@ndt o adni ni stration from

(Ot he neghitbimgs bpéthiidtd oMeRNStritYure geeadrdiling Sdéisivgd @hodes of operation
aut wgré?':fatl ons. 30 Preferably, in the nethod, the
admnistrating neans is operable to invoice one or
nore end-users on a flat-fee rate substantially

Preferabp ecthe westiodd, apturality bhendsyisdre arecoperable tdmbiually exdhange their

aufHoRsSon e b’ﬁcﬁrt%' cgr[ﬁ%ﬁmlcﬁmrﬂtmkﬁiigﬁrth&%be een where at

of "the stem

encourage use hes re existing telephone
leagtone,pfsaid Geriificates ividpatlied to he aHbeRlid i s i npl enent ed
such that the systemis arranged to be configurable

PréfBraBRCioXrito&3l Bhlof thd &ateiDl ABOA's fpldinented such that the
P o LR S i e

beiNgtsubjekt to edministiatien fron thePrdininisidaling niganshley mepeaatat] issuing of

aufhBRsaagRd ni strating neans is inplenmented by way- of one
or nore central conputer servers. 6 11 January 2007
Preferably, in order to avoid fraudul ent use of the
Preferablyninvihe rméthed, dhe mdiminjstrating mesans ds operable to invoice one or more

end-users on a flat-fee rate substantially irrespective of use of the system exercised by

said one or more end-users.

Preferably, in order to encourage use of the system where existing telephone
infrastructure exists, the method is implemented such that the system is arranged fo be
configurable to operate concurrently with POTS and/or PSTN. Abbreviations POTS and
PSTN correspond to "Plain Old Telephone System™ and "Public Switched Telephone

Network" respectively.

Preferably, in the method, the administrating means is implemented by way of one or
more central computer servers. -
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the adm nistrating neans is operable to apply ﬁnJanuary 2007
heuristics fraud detection afalysis of end-u

regi stration and system usage data for det ectl ng

fraudul ent access to the 5 system by end-users.
According to a third aspect of the present invention,
there is provided software operable to inplenent at

l;e?@l%@ly trde%? %@ﬁ%hﬁbﬁﬁ&ﬁﬂ%e%ﬂe%%&%ﬁ% H‘S)%n‘?er{nﬂ& the method,

nven
theo%ﬂm'ﬂlsggfﬁwcme@ws Isreperaiie e ifgRly ambeusisiics {5aul, fefegtion analysis of
elsd}tls;emareglstrpmralah@ dystenexeagd elatd fdredﬂéctpgrttatmlulmh@ccess to the
?eﬁg_ggérg_i ng to the second aspect of the
|nven ion. It wll be appreciated that features of the
i nvention are susceptible to being conbined in 15 any

A@@mn@ tar & thirdwwispens of theaesent inyenticonthereeis pravisiedsioftwaee operable to

ments of the invention will now be described, by

vvay of exanple only, with reference to the foIIovv| ng

di agrans wherein: Figure 1 is a schematic diagram of a
Atcokrdipd do @ foueh exspactcelr thienigvérdioh thepe ¢s pruvided nsofmiare wperable fo
eﬁEQtePa'i Id2isOpHrEofdnd ﬁeﬂwoﬁ‘%{&@%‘dg% 'ﬂ?eos!e%ﬁﬁ&‘é%écp& tRé m%entwn
per-to-peer structure o he“system of lgure 1.

Descri ption of enbodi nents of the invention A
It will lxphpprecistpd thahfeatoresdif ibe irvenfion aeesiecaptiblevierieingncarebined in
anyWonibREtibR Withod d@&&rﬂg@ fra.hltﬁsgcop%tdfw.w@msﬁnpr ising a
Spatially distributed array of end-users connected by

way of a peer- to-peer communication network. The

structure is substantially devoid of any form of 35
Diagrim€.bf &bodnfdhd gEtHRYAGMItIdIPT one or nore

adm ni stration nodes for perform ng sone specific

network adm ni stration functions such as subscri ber )
Engbegimens 8{qthg dpyastiien fwit novb badeseEbe® rbyn waldf kexadple only, with
referericedo thedeliiwing disganstwheséiy e, nost routine _
functions, for exanple pl acing a tel ephone call, are

handl ed entlrely end- user deV|ces oper

%%ﬁﬂ it AtNeadd O afMhetelsiongi sYBRIG abforliRg tb e MirstoAspdat of the
% |

Figifriunita PeheStAYE CIRGTAMA Of 3 (QiPRnoBe Fysie s ﬁm(sttﬂil?e Resent

vi a soirevehtioryand | ocal exchange such 40 as an optica
metro ring or distributed relay nodes on the public

| nt er net 11 Januar 007.1n a ste ccor,

Figufe 2.1 B ey R GRnaRg oCg Dein o sRUcs G IErRIeh) of
by 10 Figurgi.gure 1,a first end-user (FEU) 20 of the
system 10 desiring to send a nessage to a second
end-user (SEU) 30 thereof adopts a nethod of
communi cation as follows: (a) the first end-user 20

Descuptien of embodimands ehthaiswentton such | ocation is
executed by 5 way of peer t o- peer technol ogies, for

 BURTRLE 055adorthf B G, i U SBRABARY o gt

strutptqvemompnsmg a spatlaliy dlstrlbuted array of end-users connected by way of a peer-
to-peer communication network. The structure is substantially devoid of any form of
centralized exchange except for one or more administration nodes for performing some
specific network administration functions such as subscriber sign-up and payment for
communication network usage. In the decentralised structure, most routine functions, for

- example placing a telephone call, are handled entirely by end-user devices operable to

40

communicate substantially directly to each other or via some form of local exchange such _
as an optical metro ring or distributed relay nodes on the public Internet. :
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contenporary "Distributed Hash Tabl e” technol 0@Qyanyary 2007
arranged to provi de node | ook- up functionality; (b?

the first end-user 20 receives information regarding

the address of the second 10 end-user 30 and al so
details of one or nore conmunication path-ways 50; 60

IN8isyEteMPaccBRiingSRANE PresBRK inVBnfor: ARNSftdn? thdlda®i@ géiferally by 10 in
r” 3, S 38 Py A HECAILE I Do e o
secondignpier (FEUY AR thereahgdeptseomathnd ehednyRupieatinfay doliows:
(60 t thetfingt end-veac2elodatas éve Stond Bnd-sért8d; Siich location is executed by
peerw&fﬁ?ﬁéer&&s@&ok axouogﬁs,r for x| 2 R8loar Hndex" (GI)
il

of parti.cipating nodes terlink u a .
di st PROBUREY PERAGMEEL: IAgANAIEE R - eSpiipag dter andlor
nodesordgraporaiy|"DistibetedtHasheT atile "Hechniologeraraogedtoravde apde look-
st or ggRnbRMaRy; Preferably, the nunmber of storage

o0 RN 90! RoBie HIOHF0R o dnd Ma8isHE s secon
" nor eendgser BRcandgalpe details i ona of Bgee peeynicalinnepthrways 50, 60

t he wlichk ags be ases faarmakiag 2o benidctorf @omstherfirstgerdhtiser 20 fo the
i nterfaci ng nodes are responsible

rg(r:age(rég%essfﬁ@?’gr%des and sendi ng requests to the

(S5t ort aé%a%%—%% 4, dhen rfaﬁjomtaaprog@&fgg Qi (thsh o or more
r es pmnyaurtication pathweys 26 60ND teseoond ehd-usert3dr f aci ng
nodes are also responsible for receiving data records

In 85 P& pagio G NaYe o3 s MOUARY PovuaR; ofcParfigioating nodes
interinked dovgts af distributed sgmmunication nefwusk. skher payticipnalings nodes are
alldE&ted 16 BRr0Githel MiErfRIHYS nEd¥\Br BforsdeOhsdeshepidiably, theI number of
| 1,ve [
3338 b 8 hudhady %Jjoeoﬁovsié@?é@% fegn i b oL 8l ey noces
for example HHQijeenBawsnteraeingnogdeshan stgaos pdass Morenver.ithe storage
nodep adrentespizible dbi etoring pdatki reebeisywhereas e dnterfyicing tfiodes are
b RIS Boo LB o Sl o E B Bt ndde 6 sancing
afa Faspsis Heieliom,n resnepe i Iheofleses » MueOVSH. the duPHasing nodes are
algohrespbrsita fiamecesiying elato feddnds fr be atdred ane Wetedmining) onbeor more
apéhbgygigﬁ Qupstc;??,%oz%q&n@de%%%éje%@mh%afae@%rgﬁ‘ﬁgr%or‘:aﬁé therein. The

er au I.catl on, access con

- SIORRYER, IRFTHEe AERNIGY 1R HBPURS KA £RRal b‘%’?’eﬁ? apspeialion; gfyg given

stor@ge sodmvith a3mrinotdss ishit ds idbpentienbuporoaddreseidataeredd in each of the
stdrilgs ﬁ@é}eé‘ aYRe 8 tHetfolddy 8 d¥seRbdiPiCa FaldhP %ﬁfﬁlﬁﬁti@ﬁ @@pfoximately
to suc flfn tions. | Cont enpog ary convent | onal
coREmpgFAL, IR ereurent Rrle Glanplcelions e chntepz e Glipghnology patent
appligation psavdim being tineangoratede he okfeteriop far pomoses off désasibing the

 telépHineystem of tHERRB&INt Mvengait ral i sed control . In

35

40

. contradistinction, in the system 10, access is checked
bl¥ end-user devices using public-key cryptography. In
In $he Isystepi Qgthapshis, acentisidenable gequirement farosyhscalereguthgntication,

‘acGsssSOOREEN aesccoliihgaSOSIAG FGEr §REIT richor® 6 HBLsy8feP Y is only

porsile Wik of M endoscre D" kel S Sréfie S pcigon acoess

to giychdundtiopsn Ined portemporaneceventional tplaphene system end-user access to

oné Bbawié hrfor 3ystemifuitions st ¢Hackéd By a vefilial ©fficeithérestf id a manner of
certtati8ePESHRI. In contradistinction, in the system 10, access is checked by end-user
devices using publickey cryptography. In such cryptography, each end-user, also

‘referred to as subscriber, has associated therewith a cryptography key pair which is

created by the end-user’s device. Upon subscriber sign-up or payment, a central office of
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referred to as a User ldentity Certificate (U4 january 2007
whereby the central office c8rtifies that the owner

of this key pair is an authorised subscriber. 5 1In

step (c) of the aforenentioned nmethod, when the first
end user 20 communicates with other subscri ber

iSRS 10ﬂ§éUéISYtottH€ sBBS®BEr 8Mlgittd Rertififate E\ﬁ:hf ¢drfificate also being

re‘?c%]‘or A g@s&d&%ﬂt@?égﬂ% ga?e ﬁﬁg ' i 'e(%at%mg g& : )énﬁcg%ﬁrtg" Igs, that the

O‘éthOéFh's H@P@dﬁaﬁéémoﬂﬁﬁ%@@@% arranged to refuse to
mJt ual Iy comruni cate where there exists an absence of

'b?ﬂfe a%reﬁi&ﬁ&rﬁ)éd%btﬂﬂd Mérﬁﬁ’]\é?{m e]l#ﬁ' LJiEr BY %Tﬁ\u\ﬁ%)étes with
tgﬁly gﬂﬁ e{; gyawg %@qu g{s&c endsusel 39 ﬁ'teﬁ%?t-t (—‘S@-user 36 provides

the eettifitate anarsely BieCafelenvantionast Uitk ediagrooiofcubsariplienat b the system
Wefnh dsbred@ufcsysea%élaﬁaﬁgw foabfusé td ARty tBRmuRXaiaMetE there exists

£ SRR bEb o bR, bbbl Hibiegopty. on-
U&?ﬁ deviceniral e systerei@- awepranapd B0 bgoepataldei tagvardy each other's
ceriifitaien i(UHR's) withoUtndddingde sbmaluniziis with the didresaiy seretral dffice of the

))éﬁﬁp 1 (ﬁgésﬁghélﬁlg ggﬁs%aﬁbo%ﬂfﬁrya (Iubss OJE d{\'ﬁl BQhué émﬁtions ina

des¢ritralizeds RNNSE ARAGEOVM P! hg epd-users l?é)el?'o ﬁ “9 &%‘?'B‘E?““'cate
with the eentl effice of the systenpl (bwhéreestebizshmlgembmmmlca?.ﬂn route petween
th¥bhd-uSte e astEnt need” to nutually comunicate. Such

communi cation is preferably by a direct route, for

exanpl e al ong the 20 path-way 60 illustrated in Figure
When glsukseebing device sbihp Isystemr for exarople tiud firshend-ager 20, has located a

re%fi@ﬁtf 36r SRS sénb adrid-useH @0, theyl Wmcdubéétiﬂeﬁt héed @ mutually

4 S P83 byt o BBl Bl b gpampefons tre

Pathw‘é’ateﬁébﬂlﬁs@ﬁad usefkigee 1y Alowesen bl iexampltee faieteasensc 9f spatial
sepaativiafdlor ABrraif, 8OEh faeaiﬁedt)|r6utd‘lf%nn&thal\n&9§ct€d1rﬁﬂ’ady \fesgible; for

‘ exgrg{)le %orﬁrq%ic}:’aﬁcsrﬁs %ggifel‘:dsfrcqrﬁ pﬁétf r‘stser{ao&se?gﬁ ?cg% (Ffor{or &B-user 30

vigsthg @&M'Cowt%%tr BUCH GoarRUNIGRRD s B%thpéﬁb'ﬁé”h%tth? éa%qnsh end-user 30
hat beprisytetaeldrett that isomet addseiblediromn outstiecoioalmetwdrk oftheisystem 10.

In gns‘?tqu omﬁ&ep&@ct B?ﬁﬁﬁnfeﬁ‘tldnt s rﬂ)??%as‘iﬁ?e Rh& rsy&%?u% g:' & erable to

end-u
foq%%pa'amuywemmﬁ 08§ OB MOf§,ReEL "’8Fl@5 E'r'tﬁﬂﬁeé'f‘ﬂfé%?r S HBE‘é%S To assist

thedfiret prdedeeoad eyd-Lisgrs 2030 dnbiyaibudsemuniesate d Ghesesnd bramore peer
no@@s?é’reg)?éfeﬂéﬁgqﬁ@%énl/eqﬁ\f}) éé’)Bgane? db{16ed t‘héﬁﬁee@%t ﬁ@@é&@gnly belong

rs 2 O 1n e { el ephone
to 300 ST G SERNd PHALSSEo20n,atn gaNef I eaking & dalgphene call
thenehetweah. r dous,clonrexamplen in suciva sdesaro where dirgetbeopngdfion is not

fea%mr!s'uﬁéérﬁer EOmARATCERRS tFI8NdtREr ddiRk that i€l Hfré‘fﬁl?'a‘écessmle and this
i ce .cqmuni ca

ot fiics Spritymcatas drect i B L oIS+ bt ur ol

aspects of the system 10 will now be described in
Ardhiteéey aqﬂc@ df theTQ%téhe ¢0 wilGiow Be Be&ibed rntmhhlérﬁie?é?l I'The peer-

subdwde tions as ill n- Fiqur
to-BAE Slniesf= 50 8 AR Rl Belhe s YRS pidid 2.ty
ceramﬂsgvg@écsi 0P er thernpeiand apdamRper-iotpees metwask (2R 110 on the
othBanghd. The central servers 100 are preferably operated

by the proprietor of the structure 80. 40 These

servers 100 are arranged to execute one or nore of the
The gentrlisegveradRy are qqe@gwu@gyatggd)y the proprietor of the structure 80.
These servers 100 are arranged to execute one or more of the following tasks:
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(i) prOV|d|ng an end-user accounts dat abase fQW‘MnumyZOOT

recordi ng end-users' accounti®ng details; (ii

provi ding a synchronizing time reference for the

structure 80; (iii) providing globally-configurable

settings for the system10; 5 (iv) providing peer

('ﬂ' S C Oy MirgUah RedRest sédodRtsCdathbieStof WeddrdiRg AdaRErs' accounting
anléé% new end-user registration; (V)

el ect |CaIIy signing critical information ertinent

(Mo t heroxigingensynghropiging dimerrefesence; fgitha gtrustare

- {iii)dent providingagiolddip configahblesdttigsffarthg eystgm t0pr ex anpl e

hhe &B%ﬁmg;%rgek g&@&er E{znA 658t %&isimg@eeéo and handling new

(uc |%gq EI nat ure usi ng secret
crypt 'knovvn only to the proprietor of the

(Wyst eefedlmnlc(aw )atgpng\mtitr.ah inferduation psdinentiosthe isystemintd, for example
”0][ e Sdnihgd feriél"-ti%:l@l‘'lé?et.r@ihesS dsNHERFHEY GhUIhR, foréfiicedfor example the
i nfrastruc Juc
A oo Dby b R R chah BREEL M Syl o v
and tﬂ%rﬁmm%qyékn@mgﬂlvﬁ@thedﬁgmﬂ% gh#ieesysigm

(vyper giroviting heidesif serlided enmdfle @p Mmeevoicks psrebmmeadmfrastructure,

(vi )Crﬁnt%lﬁ%nf a%'trﬁ&tﬁretﬁg%‘f’soﬁ ce %ctuéel% gPublic

pl ai
Pe em@nngyEer@mn ol s et 190 9nd g MBI T g ensuring
I nt erdesiredPmotiex of opergtivoiigredfr affic term nati on and
reverse thereof for exanple from POTS to the

Ry T i LB B 0
(ﬂ:onnéE'ulplm tSwtch@mJ efephohm ridtivack” etR:STLr@eandfohf"ela&n@lmgelephone

voi C%?ﬁbh APHTS mohﬁécnaiw ity %ﬁ;‘é @Wﬂh@%& Brétoco! " (VoiIP) traffic

o BT V%riq? BRSO 1 Bl G TR 56 RS Sroprctors

c:orrprshlgéﬂ1 ﬂ}ad user conputing deV| ces arranged to

(2p X eC haAdIingeestint MYstady" ¢IM)I 0 YBHEE MigsadeeSaniepY (SMSY cophectivity;
t he %g§tem 10. The network 110 is also preferably
based '0on a version of the aforenentioned pr ot oco
(Bcust hangling errrusas econfespnGing, oyoigemaihand M'@h agfivitiag, éouplab'e to
net woatk-éddsersersrediualet avithin the cébnaransbovens 1000s 30
preferably including one or nore of. (a) adn1n|ster|ng
b) handl i ng end-use

The Eg?éﬁ?’g‘{?@ggg“\fyoélf %iﬂt@’ﬁfﬁﬁ@%mwﬁeﬁﬁnﬂw §qmpping devices arranged

to exddutd treremnsoftware pravidedi bygthemtopriator ofdthrtsysieont 0.0 hbynetwork

11@‘?&% PPé’fgrt'al‘B%l B’Hé b{%oﬂfa gé(;rﬁog‘r?rjlfelﬂ‘fé"ﬁ feméltidRed @ protocol customized

by (6 PrRRTRIOH i SUELE otk 205 SR T GBI kT functions

prezﬁérablmmanmngommrrmmeloff actively comunicating within

the system 10; and

{a)  administering end-user buddy lists;

(b)  handling end-user preferences, for example buddy online/offline notification;

(c)  providing end-user identification by way of one or more of the following: node
identification (ID), username, end-user profile data;

(d)  maintaining basic statistics, for example a number of end-users currently actively
'communicating within the system 10; and

(e) maintaining firewall and/or "Network Address Translation" (NAT) traversal via

‘ random peer nodes within the network 110 functioning as ad hoc proxies
supporting communication therethrough.
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(e) maintaining firewall and/or "Network Addre$Sjanuary 2007
Transl ati on" (NAT) traversali®ia random peer nodes

within the network 110 functioning as ad hoc proxies

40 supporting conmuni cation therethrough. 10 11

January 2007 In (c) above pertaining to the

Ipéar atiave pestainivey tithe péér-totgeer weavdie M0 Sheelibaratink &b Yeffectively

ubSRRDLE a2l hoh@ln%%gp%lﬂ\‘dfﬂﬁ systdnd I“Jnel?l oft eiéff{ggggrﬂi%ser profile

Nor egyer e _end ata r
dRiE GRS tPfd[ Eﬁ?PEfEd vied by fhe gadh ugerssiigh fiegergs dngluding one or
morﬂ:pﬁmaiglamee(ecg ngar 8mith,; AnmialHansend, §patigl loRatipar(e.g. Washington

USRA Chpenagere Ddnafer) dats RBRbitA lank QGAkI Adurés. 9-

Washi ngton 5 USA; ‘Copenhagen, Dennark), date of birth

and e-mai | address. The inventors have appreciated
The, iveripisrhave Arpsciateskthal epesationoofitee system d@ris dependent on security
preeided by,yor @amleldite g6 off piblickénarceyptibh thasif. of ddislg e system

1 d“ilye ﬁU@ﬁtM@tHa% flriHeF ?htﬂ'}l atdy ﬁ#ﬁt’ & @é&gt?&%% ﬁxl%ﬂysfle% is inherently

| | nv% Fa%e urt er an

olib SPOUTS TRIE PTG P FomeRiabie [oiRRbPem Ey5tomoraiaatson one or more
cenfelisarvarbaas PONS foregaimg, ebbrpeiatidiselM, AloiP ande*GTS refer to “Instant
MéflagRbt, OVoiedCoRir TMEMet Ciﬁ‘rBHcBi" ﬁévqflén @ﬁd ' ?eléﬁ}?one System"

| fegﬁoe‘;??ei’ﬁ? 9* Ht}égsgétev' R geribre e oFParh e s Breuglgfontemporary

15

{
20 ce

25

R:WShpmgﬁﬂe@m ie key snerwptionr arshassociatedydigitah sighatures to
caty fbe Mo badid %ebmt? %E{B ineAke withih ah8edsfeR! 10.heHMRSepf it will be

RSSO ASAEP D, 8 iadle o v

i on cand SOCI
Y@ 1'? Hhsi c security requirements within the

system 10. Hovvever it will be appreciated that other

Udo)ﬁpégier‘ig —udyy bfor %xé’rﬁbh‘é%% e %ﬁ& h¥%' K Sﬁr gee%ﬂ'@crgafsirgilﬁ at the

n the sys

SRAvRer Brogetdeia gzoera%a B8&kenggyption key pair,
namelyi (smnpiemmtaart private arkDpubdiotkegs wherremesad bﬂ@atetkb? is not derivable

froﬁﬂgeruéﬁﬁlbllcpkaﬁ%ﬁgswéeové}@é‘er'meg?ﬁt{/ gtég' %?%pé&ﬁé in the User

Ioelily; Geryiicaly éﬁb@ S@y@gﬁgﬁﬁé %stusa@rw%{s@w{i the: peyate ey is stored

locpliatithe krdrusers prengesver sa.  The end-user's public key '
appears in the User Identity Certificate (U C

th t N .
DufbE ¥ el S, ot 155 ot e 205 e st b U byl curing
an dngtant Jégssgge (IMDrsendings priert toegomnoerwing? cornmuninatione bothdend-users
20,630l presenit tBir UenidentilyyCéltfidatd (URD), bﬁ?éﬁﬁéra%ﬁﬁﬁﬁlﬁ:aﬁbﬁmumber

OSEA e g iSRS g e v ey

30

- 35

. 40

havect yser name ﬂa&m preserdthaiebifor df ¢ UlGdnprasestedi fram Nummry one of
the (eiidN)sevd20,£30 hie assstoadark GriestheRlot Rhé cse@@m chd.R86r vétffies the

S BB oy (MBI PO i
W'“bﬁe altpsvase 100h Maserysrdthe secamdagoenduser yetdasdthat/the primary
endauneer tHaerthe fcorrbSpnaling csededt ke Y- id6EiRg \ceEhdlleRge UBR packet for the

pnn?é dhs%r?rﬁ}ﬂh?%gg%é NeBls rlxr?a'rtythg [gr{rh’gl&ﬂr ?@]dsyié? is capable of

t1on no urrrng any co

dec%’ﬂt‘? il vempleiion of fusheentivities.ithe PeiE@aneBgd-yseiiel ina gosition to

safaly bélieive that ttee prirhary pnilvuseniegitmeltelisiers the siséihame it claims to hold.
correspondi ng secret key by issuing a challenge data

t f he.. .
Whgnagalﬁfs are %’rnacfe welthln the system 10, additional checking is required because calls
require payment unless permission for a limited trial period has been granted. iIn the

system 10, it is difficult to monitor in a secure manner duration of calls or number of calls
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OREE By orispfigd Bated o oheb riera

35 primary end-user's public key and checks thgt d\0&y 2007
primary end-user is capable & decrypting it. After

conpl etion of such activities, the primary end-user is

in a position to safely believe that the primry

end-user legitimately has the usernane it clains to

nzalkedin thivespec iHesindértorsadoe whpratintethRatsiste@iartfigeous to employ a
tiﬁ@-cﬂagé@%sc%%ﬂkdsn&?bés?s 5%““6/@9&8&? Rk tﬁea#s?erﬁ’ Q? Thys, in order
reqqtlu re an _nt_un ﬁss permYsion for a It ed_ rial,
iR SUCh dRv-Ressf sebscription. flser idestiyPartiicats (YIE) privileges are
coikckéd aod ton-viahcalistave nothcanmadcated theoughrthel peattogeeofietwork 110 if
néifet 8f P& cRUBENs R, 30 1he abbvd dxalANY ALY a45XeF IdeMBgerlifitate (UIC)

this respect. the inventors have apprecigted that Jt
ol e Lo itgh BHFREES o n Ciersiri a2l Bl pratisantsihroueh the
Pegy-terpeersietwerk Hi0lif pagyor mes o the end-ubera 20n80 dis mevalid gubscription
orfffigls, in order to inplenment such tine-based

subscription, User ldentity Certificate (U C)

grivi | eges are  checked and non-trial calls are not )
To keeR e suhscriptions from rxpiagr erdugsse of {ag wystrm1 1 are obliged to
renewttheir Usdr itbwtite @briificetes(URO) patiddicallyt foe ircstance eyx@apiigea fee for a
cdhdifig thokBleal: JERHI BeYardppédiatbd Bl l%th(apggr?erw (fegiss %errg)gsible or that

ge n_ ot o A
HLaRYPRNt, ponfEeCGpf gf renewal
paygnisi theneenal merversofi0Q hee eprtable do $ss26,neB0UNGs im responsgk in the
ez ith EndiuRbisO Ram@E, tHe Adw Ul@'sTl?ah\Jﬁ%eﬁ‘ss:oB%'téld ﬁéb%scﬁ_tmismrivnege
i 7 r . syste re .

Pl BoBHE, Whth oRUSBT 3 bl Bas Befit ufhisetf By one o
meyerof H endrysprs ofrthe systemcld, bifinglnyvoisingds sesceptible #p being performed
autermatiegllyTont they edtitial i dervidrd 1100ewmivt afé aleRd tdradssotilid end-user
int@%ﬂﬁdg.t periods are possible or that U Cs may be

extendéd based on other criteria than paynent. Upon

recei pt of renewal paynents, the central servers 100
Thas einothersyisteen t10, iaspreterreawnbihtd of i paymeap Gursealls madeeis by flat-fee

BN 8 RSB0 Ui i f ol n
YRR s ém A llinamysipnb seng ?’?tri‘é/éP%ﬁth@b"ﬁé&Yf}?e%/ﬁ%m 30 from 2
businessoperseectvy bemuse callermadd dohaok imbunsepesating expenses to the
propfidtoP BF & syatdrh 110%d BMfiaf E%hahée PDRRILS| 47t SubStaR@IIP %ot utilized
W e r.rrest%ﬁ'é %ﬁ@%ﬁc&%ﬁé@%@%gﬁ galléﬁ)gér{fg)lé? ?’%{fé%gﬂg! cl)n(.:ur real per-
minyie eperafing ovsts 20d Eine therefore approyistalyrchdged spparhtely anfl distinctly
frofeda® thagé a@@fﬂiﬂ?tto friindenlibi® intRESydtem by, f1 at - fee

mont hly or yearly subscription entitling the user to

an unlimted nunmber of calls in the system 10. Such a
Whenithe pegritepert stiuctunerédig énplemented i thepnames of rihe laforementioned
Gl ptadcINtiiderid-056re 20 P3BINTRG e ﬁ%g‘éﬂ@&tﬂﬁmfbthmmt ® efShdtshown, the

L opera X s to.the _—

ool o800 AR e BEl Ehod Bl 170 2ep Sl artipating nodes.
In puchon cerfigupations gaeh and-usen sdvadisesiits Ipressuce indr ieapa diodes by
periudidallg 8bnding therétority infbrmbiidic About its Gaéntity be Tefpbiapyidentification
Nuﬁ@grs(@%énr\%% L8R 1PE"co 1@8&%&@ a%ggggtastu'cﬂ %{ﬁ'?.s ‘l\ﬁ'legrb‘?\e or more

are rerore agproprlatep “charded 'separatel'y an
endsbisqrs Aeke (1 apedss. &l xamplecrkinledeleafiang cﬁ@ctqmé enqpjden: thenstorage
nodes drb eesppasieantd 8end Sushhetoreldgsgp ddantityoCpaificated {UIC) wr T'emporary

L j tioned

deficafor] MR BErS 110 syl B cRB 3 Fogfonac B sBLALGTRE, O e

Wi th other end-users not shown, the
In the case of UIC's, corresponding data packets despatched by the Gl storage nodes are

received at end-users which sign off the data packets with their end-user private keys;
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central servers 100 and the peer-to-peer netV\DﬁkJa},aQ-yz()O?
are effectively partici patirﬂgznodes I n such

configuration, each end-user advertises its presence

to G storage nodes by periodically sending thereto

its information about its identity or Tenporary
ohglemninbid Qadrying edd-ubkreles tHefdbY) caphble df Rerifyingt nhekficitysof the data

gfs' FHdEREy ¢ tEel%%Feﬂ’)? e?(Hﬁ@le # résgomgntooméklﬂé AP eRquiry, using a

users
C‘ir@SB ckteéfry ufP i dEangemen t'%r%fﬂ’@"taﬁ%‘é% bgpause it is

substpbalyi oaeable of @ndra@teemgsihairmﬂomdserablej@rfake Yser ldentity Certificate
(Urey éid- djéé@'dﬁ‘éctéll:)l drtricd! THRTR®IRIYof suek Bh 'abbl%blh @that a participating

nsapteduts g, Dber ity BeRSHE e B Bptie s Smbls thgnyacvertsing
itspRreRaics. WesandtisHutraieykeyteionep defeopagketsrenirespanding to its UIC to one
orf ROR ¥thge! nedud- dnd ot partRipaing hbdé he redpiirad paTheeigned UIC

re\%&&i R bné M- HSR' ofp{h'evﬁbr% 5eﬁ(§desl%hd1%to @dqﬂ?ew log bsequent

r nore rs.are there .
fel‘iv‘éﬁ? f%/Y?{Gaalﬁtﬂeﬂ{ P’éﬁ%t"gﬂgol?a"f'%attﬂ‘ﬁt@ deic Neibg ar @59 ing public
kayhe&mt an aoangeraerd|ie capaMe@pmaamtemtmgakamgerm witly WIC yand even
faki M@'s2  correspondi ng public key. Such an arrangenment

I's advant ageous because it is substantially capable
of guaranteeing that no-one is able to fake User
Thedeysiera y10CHs tlurthes aprevided wiith) acinee-tiiak fadility, eguabr ¢ facility being of

coﬁiﬁ‘idrd:@sadﬁmadeafdroﬂﬂb@sééf ofS dftfactiy FRAT eAd-0sérs fohfie Bystem 10.
Prggfe{blly? ﬂ-?;%ltngf ?laeczlw1 l%\‘%sto%( lflse%rdea&g %Pta'ltgmqatlvely or additionally,

Xzafgﬁpeqaqllps, frg such g‘rqgrtggl 8, orcglls, ¢the craﬂgal servers 100 are required to
provideveipticik pyrsissiore tbr datia fiee kit htade O r PreRipsbing i aligpdrmissions given or

re ehoarQ '??cor@éd Ph %afatb%é‘g? tHéOQfs%jn"i‘% i %ggrﬁjf) lg for heuristic fraud

8@1 PUBORT A5 B &ﬁécrehed deiPe di theipadeiser a@% alfgads usgrjup free days
andtoo freel callsealiocatefl mmerehbpmqnmittn is Mot glaatesidrans theecentiabsereers 100
an@ hePehdBRr is dubde nﬁl dﬁ@%tb ﬁéﬁ?lt Biir Geired t@make calls within the

%iorr spondi ng pu an arrangenent 1s
At e of ci rcurrventl ng tarrperl ng with U C and even
faked UCs. The system 10 is further provided with a

Thé %?ﬁeﬂhﬁ'o% céﬁéblé of Melnf Hpdrardfdhbdrdnty *mhmg oPin cohtbination with, a

POS
cof it enngne Rie G0k fr fraBbl e ln i ionS 2yF1GMH capabe of
implersentingithe Interoet. i ty pertains to X, free days or,
alternatlvely or additional Iy X2 free calls.. For

g Hiombifrel e Bl Byl sfends s, Bl o Bl Pl ony o
pertgipdoctie| sypiera. 1Qr efei gpnventiangl prig¢ rubserintion geallshurdertaken in
conrRatig SRRl tid eystemoT10)efnbrinad coRtcnkians sfmbsérlpﬁoﬁ)réglﬁﬁl dgplies and

R
schager dass '@&Pgﬂa'ﬁﬁﬂh%@hﬂ? igpoteatially capable of é@'"ﬂ%‘?‘é‘i?ﬂ in connection
with ¢Hendysehp10.i s not granted fromthe central servers 100

and the end-user is subsequently requested to pay if
it still desires to nake calls within the syst

- ForeachfreescallinepmisgionJequash mceived inpthengysisme A9 b oentrallsoervers 100

arecaperabie bmabqrd\mt ieasionenof thenfollewihg pataneteraivith, regard to a call:
co l;
a) néé‘ﬁi?l Ahselrs; g%ﬂ%ﬁ th¥ ot of fanseﬁ'ié"i‘ﬁo@ b T@ mporary Identlf cation

gx Ir‘]1 “tel e system capab pPement | ng
‘I"H'Peé'r( The af orementioned free-tri aI per m ssi on
(b)sclmﬂmgle@dfusteéadeupmiyr idewmtification(fldy, s only to

(c) calling end-user's Internet Protocol (IP) address;
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30 pertain to the system 10. For conventional {Rajafluary 2007
subscription calls undertake¥ in connection with the
system 10, a normal conventional subscription regine
applies and per-call pernissions are neither

requested nor recorded. For PSTN calls, a free-trial

cﬁChe%Ieﬂ@ﬁé-uﬁé’ﬂs ideHttyAh Ihetori @9 d isbiname cpquient i al |y

.Gapa f el g din connection wth the
(e§ g%@ﬁ%ndggerﬁorop@ggeﬁqﬁ’r ee-call perm ssion request

}eceW'éﬂePﬁ*rUFq’félgyaﬁﬂ@ﬁﬁlO the central servers 100
(@ar e tmpeanblsteiobthesaidy d at | east one of the foll ow ng

(,.,Zar a\!?Jr‘?étﬁérsor‘(‘fgf Ebrﬁm%%%hq”ésﬁgeré?t{é&lfér t?é g, cal ling

nd- user entity int orm of a username or
Temporary ldentification Nunber (TIN); 40 (b) calling
Thrsd inu der systaro riPuacttrial dset”i éxplicit status(ib [D)o;t ac¢opmodated;npreferably,

theféitsuﬁ%l Sa hédefoPah dndQises & n(aké’)soﬁ.edffe%S@ans ¥ond & defined starting
BBty 200 ey e & ke i Bl T it W tfeh el wbfitess than x,

days agat(er thp pnd-yser) hasangtagt éwc!agcé g fricetcrll ggtipre wihin theypystem 10).
Altermativaldthd aystemf10t gy balsbt udin(dubh Whedyhas totdllovad free-trial period to

ROEURR G ¥ B E Poss Bt Ros at'us 1 < ot

accommodat ed; pr ef erably, ther e is nerely a need for
Hamkeé nérsione of Systermkl@ saftvearé reeableal ftzaidbilentmead-deéns ntedomit free-trial

R&ioh Miking 28 derm %n%ckﬁﬁ& itRldhpIStd RittRKRe system 10.
Hm%aaw g@ca?@o# Pevein (0o Vﬁﬁmw%yﬁt iﬁ@@ e%aefaa"d called

enflruser painissigrt checkingt Buch haeking solgranables fraudulent end-users to call
otiErt fedudalchy Ghd’ usdrd 9reaYstt @ardd 1H%fhé?9w§|ﬁ§ biPatbd flau8iledt end-user

t free-trial ri.od consi
ol o el o rdRiad o elfh sl Spibiaon the system
10y dngnany aspes; pyele imited @'@lﬂdlﬂﬁﬁ aise ghiecsysterm @ ¢re e accommodated
withioat sigiéficant finafBialliods ©&hé pioplistol 6 tAGEYEteMmI1EN aski ng and
perm ssi on checkl ng provisions enployed within the
system 10 wever, on account of the system
ThPﬂ*ﬂ)Yeé‘FPéﬁf‘?YﬂgaWQﬂat%ﬂPﬁf@gmélﬁ’ﬂ oprastuniin af tayd @’é!StS '" the system 10

whendr hacker pitempts 16 GakeCh @skinage o Wdmplagse KD nghdorpgtitively starts new

fre& Q@é eguéH ?H%idr%@boﬁtﬂ'ﬁf Lb??rraﬁd tr?c}]lﬁr@]s ke géclﬂéf td 6@&‘ ﬁHPneévstem 10

sers

a

'compa 3 af%ﬁ!i"tf@b?ha@\‘@%% Ch%‘*énl'&} oe%%atmceuatﬁfact such fraud,

thepcentiadl Belgense‘rop darerprbgrdnmdefu perfunerheemipliofracd detettien to identify
rep2Yifh off}%&ﬁe oms. JFe Qﬁe cEMED sla I £6b Bf étﬂ@tto detect a
fraldufentiengiter ¥ﬁ=%5fm9cfl ren-Salagvielons Amss am? 15t sfpopgnty secking
with \tise eame 0P adtiess mnd mear sorhpuiter Bibfor mwad?wcalhaemsm torcall the
safi@ B@Bé!b’ Nisinte ‘ég(plfcft %\éﬁm@%‘tbﬁ ot fﬂerE nvgrk.emstbfé Ef‘él?erillol 0 |¥"P(§:[¥Jlr§d from the
conlga servert, Lt Haeis iy consierabys Tipatop YpLEbSHn dhersfiom 10 for
inpubgorsuchi heuristicst fraud detgclione softiware hexscating owithin tthe rwﬂem 10.
Hoﬁ&ﬁérefﬁeji&/eﬁflﬂ@aﬁé ddte 1R4tle0Rh Redidticd ﬁﬁ@d détﬁéﬁcﬁ‘i’ﬁruﬂhlié{ypﬁ) detect

all cryses of hacklng oc%urnng WItﬁlane syﬁem 1U¢ h fraud

It will be appreciated that embodiments of the invention described above are susceptible

- to being modified without departing from the scope of the invention.

40

in the foregoing, the system 10 is described as being able to support the use of
Temporary Identification Numbers (TINs). However, the system 10 is capable of being




10

5

20

the central servers 100 are programred to perf@r@nuary 2007
heuristic fraud detection tolfdentify repetitive

fraud patterns. For exanple, the central servers 100

are operable to detect a fraudul ent end-user seeking
free-call provisions Z times and then subsequently

niRIFiedRG tRA TINS Brd et JBIRASR thBreif] QUGS ShaBiickr MEWMes G WHsebciated User
Icleth{ oéeﬁ]@@ftefsr (‘?ﬁC‘ngth %@55&5’(3& ?Fhe Ii |t%9|4fub£tgﬁtlall?%§t -free privileges

afehemggpg?té Fﬁrlf@ertgalr%ms,eéd If ,rqgwrpﬁ,ethe S¥siema10 IS BVRSY gusceptlb[e to
b&iag cobfivgrre scsthaoinss-wiel vdage dsrdescrihetiearlieaisaidt phdvided to end-users;

altbrhiivel 3; Bﬁleﬁgﬁrﬁ%gtsffgf fred ffBKicah ‘Be%‘ﬂ%d hew léka?ﬁblé%lmbursement

war e executing wthin the system

T u
0 '5'.%3 F“p'f’ﬁieq nventors are aware that such

heuristics fraud detection is unlikely to detect 35
ThE systamerd ©fprétackiyngpResatied, g 1aMst idi part, D8ing aktwatelékecutable on

C(!)l% |W|n| | haﬁ&&%@prﬁgcggéog%%%%ac%r e Sugglg&t?&%? qse{s*@g a communlcatlon

n%ferlf w@a agithenbigrnel @paior viaghe sefwarnes 05%%3 §P't5!l}‘i%data carrier such
as$ 8\ CINROOMsupplied to uskks. f or egoi ng, the system 10 is
descri bed as bei ng abl e to support the use of
lnsﬁgffg;ﬁ%rg gi esgé{%:ghf t%g 3 g‘lgtgrf f {%n\'}ge\ml_%\%@@ﬂo t‘i'le telephone
systmim fli0gdt with behappratidiedathat thet inventionZe delelanteiontelesamimunications
ISGIne PR BRE i @rA SEISHRhEYsHERS theliGB He donstrued accordingly.

S%%?B"%@anﬁgr fophg. 8§e°r%mg%'°%r A Eable i e pslTaRAE i the system
inglpdevideo eallspennseracs. calls apd taxt megsaging: system 10 i s
even susceptible to :being configured so that

e Na oM deGicn
inthE orbboiy, R eSiehes TR d@nc‘?&[ BgrBelschalRh P HepG s, are
"icPERerate] and “ergempaset alei indended dp @(ﬁ?ﬂﬁ“’é‘eﬁ’ é%@!ﬁ@é’r?é‘rﬁxcmswer
nadiely oihkr idmyadtdiselobed arepdls® poteatally phseatyst em 10 is

preferably inplenented, at |east In part, using
sof tware executable on conputing hardware. Such
software can be distributed to users via a
conmuni cation 10 network such as the Internet and/or
via the software stored on a suitable data carrier
~such as a.CD ROM supplied to users. In the foregoing
description of enbodi nents of the invention relating
to the tel ephone system10, it will be appreciated
that the invention is relevant to tel ecommuni cations
15 systens in general and the term"tel ephone" shoul d
therefore be construed accordingly. Specifically,
ot her forms of comuni cation susceptible to being
performed with the system include video calls,
conference calls and text nessaging. -In the foregoing,
terms such as "contain", "include", conprise", "have",
"has", "is", "are", 20 "incorporate" and "enconpass"
are intended to be construed as bei ng non-excl usive,
namely other itens not disclosed are also potentially
present. 11 January 2007 15 CLAIMS 1. A peer-to-peer
t el ephone systemconprising a plurality of end-users
and a




communi cation structure through which one or npfnuary 2007
end-users are coupl able for communication purposes,
characterised in that: (a) the communi cati on structure
is substantially de-central 1Pzed with regard to
conmuni cation route swtching therein for connecting
CLAIigd one or nore end- users; (b) said one or nore
end-users are operable to establish their own
comuni cation routes through the structure based on
1. vel peerdbipeer délephmeosystem ecomytrisingi s gilurality of end-users and a

comgggdaﬂ?r? rastuld tI?rBG#M r\:ﬁ;og{é ‘Sﬁ)ﬁg 3%:]1 ﬁ]log%‘ Certlserd Yre: co?ﬂgble for

structure ratlng nmeans

comre@icaHN RYPESESneNActRted nE@tt i fi cates to said one or
(a) nothe enchnugdrasion 2strudtsy Sit esutatantinlty nig-dentr@lizdnwith regard to

m%&ﬁhﬂnkﬁﬁor@@t@'sﬁﬁtﬁﬁhé qgergﬁgl%? cbﬁnéb‘ﬁﬁé%’ic@oh@ or more end-

adnini ster at |east one user Sign-up an
end¢fSer payment for access to the communication .
(b) st saidtameeor roreferasicena@osp@rabla(p estallishitheil o@n cdmmunication

m%tﬁéé”th‘i’&%hal‘hg‘&‘uﬁﬁﬁéaﬁé&% W%]ﬁllcéﬁor‘(&p&{ea&l ﬁofeoﬁuthonsatlon

enerate orfie or nore privat ey pair
adﬁ?"ﬁ %act‘?sa@%”'ﬁ%ﬁ?@ss B?eﬁhﬁ&rﬁﬁérreaﬁﬂ‘é to maintain said
(c) oneaidr straztugre pintluddse akdmristeating ehearisd fdroisguiag rdailitope ser chore

on QF&HE lsi ¢ keys within the
syg mﬁc#%l%cs‘é&{&fes%a Ihajggtl cation purposes. 4. A

system according to Claim3, wherein the
2. adAisysiehr addordingreaOiain 9, wheremithe atimnmsgmagai@ns is operable to

r
oL o U oy S A & ST
communhﬁ@mw Ui structure incl udes a peer- to-peer
comuni cati on network through whi ch the end-users are

3. mjyﬂ\ \Aﬂ;sltéh] Cé%{%ﬁi?u‘fr{&a% ?%Ialm @f §y h%P%(ﬁCtﬁgréjdnﬂglsfr& g dﬁ] bhs is

operable JATIARETEtS PG IO ToiEr n»ra/@t%@m!fe &ey nairs. ﬁteo@@g'éisff@tu@s means
being @pérabte)nb&gemmd e4id bRk g mErephivateriess iscrenandto GetiBute said

R L e -

PUTPP%S adm ni strating nmeans is arranged to perform one
or nore of: (a) providing an end-user accounts

4. REB astaratT R & nerdR by o Rl B i pperable o

geneg@tﬁlpéwire@ubhq 9y paitswisiigregRiyesitfdiamjr-Adeimag 4REH) method.
- settings for the system (d) providing peer dlscovery
duii ng boot st th ruct ure:
5. ot g g R 1 Pl 125 44 Yrbere S R e AR pecr
to-pegh sommunisetierengtyprictbreugb Whichghelerd-nsers arimsitually connectable.
operation thereof.

6. A system according to Claim 5, wherein the peer-to-peer network is implemented
as a combination of interfacing nodes and storage nodes, said storage nodes being
configured in one or more slots for database access purposes.

7. A system according to any one of the previous claims, wherein the
administrating means is arranged to periorm one or more of:
(a) providing an end-user accounts database;




8. A systemaccording to any one of the precediiNgnuary 2007
clains, wherein a plurality of end- users are operab ?
to nutually exchange their authorisation certificates
prior to commencing comufPcation therebetween where
at least one of said certificates is identified to be
(b) auprrittinga sgchronizing e erferenes frg theocommmpunieation Strudiere;
(c) pr @&ﬁﬁhir@glsb@y@nﬂgmgmélsettuh@@foﬂrfe@étéhﬁ is arranged

-trl he system such
(d) fr@ L{f&r?ﬁ?ga ee?sdg%"ﬁ‘ze?% Uirg Oé‘r?:t?apt gﬁéd‘ﬁ{uﬁ&?ratl on from
(e) théaa@mmememtuaegrqmﬁgom;andepeat ed issuing of
(H auhieeitbsdy bserationlst. thé\sﬁmah@noa%ﬁwur@gdésﬁe@%d@@ &f @peration
ther%é;fe precedi ng cl ai ms, wherein the mnistrating
ans is operable to invoice one or nore end-users on
a flat-fee rate substantially irrespective of use of

8. t h@ ¥BhPAOIHICb 2AH oRY ok BrevdBing oIS, WhRRSh B PRIty of end-

m accol rd {0 _any
userk e oBBHETE AN SR RIC A BhelihieR! SRR pror 1
comyeneing r@mmu}nlwtlph thersswedn ovhepS Tl least ona efysaid pertificates is
identife0to e@itieptiany one of the preceding clains, wherein
the administrating neans is inplenmented by way of one
or nore central conputer servers. 13. A system
9.  acémysienyacaerding tooany ate ofithe prasediog wlpiras, avhesein Wisestelature is

arraﬁgee: 1A SIS bR FrdEBIRAS usS oP RIS aPdtem! @u@p REY¥-t# use being
i stics fraud. detectiaqn.analysis of
subipg ol Mot B e e eabufa Ledts G sl issuing of

authﬁfﬂmldnfbent access to the system by end-users. 14. A
nmet hod of oper ati ng a tel ephone system conprising a

pl yral i of end-users and tion structure
10. {15 S AenTORE B e anendlt 88 Brearang g €PaTGh the
admmmmm CEENe 1S pperpblgeie inclicr ane or inseel end-userstort hdlat-fee rate
subsiEitBAine8sd e 81 Sett thePfystdA bxdtiai ey B8id foﬁé ol Kre end-users.
comuini cation structure to be substantially _
de-centralized wwth regard to communi cation route
11. swAt eystery atmerdingn t6 canyconeect ity pezdedingnelaiors mpaeged to be
configUFiokS® operatd cdRUHAY WilPBOTS Gnblor P&TRENYI ng for said
Oone or nore end-users to be operable to establish
their own conmmunication routes through the structure
12. baAeGysIememctmdigg @f amyeoone obrtke pretéding sadimsn wherein the
dmipRialifd A [BhidH e SHtH4E Lot SuteP&tivers.
@ m( allrér angﬁ%gs r?lgr sailegqJ truct SJrn%%tro [ ng% t'gie (%ﬁje ers
dm nistrating nmeans for issuing said one or nore
13. ceAt systemt escdrdingatod amgeone obrite eprdcedting sclairls, wherein the

admﬂ%ﬁuﬁﬁﬁ@%ﬁ% i r&bﬁb d @pgp dn h%(FH’sﬁ ?é ﬂaﬁcf‘&etectson 2na aYSIS of end-

trat|
user| regisirationeand SY@F?H‘ H%@e daty Fﬁrﬂ?t%'ﬂg é'i%‘du'§'étr a%ﬁ%@fﬁheﬁyﬁfﬁm
by emdaoess. to the comunication structure. 16. A nethod
according to Claim114 or 15, wherein the

adm ni strating nmeans is
14. A method of operating a telephone system comprising a plurality of end-users and

a communication structure through which one or more end-users are couplable for

communication purposes, characterised in that the method includes steps of:

(a) arranging for the communication structure to be substantially de-centralized with
regard to communication route switching therein for connectlng sald one or more
end-users;




operabl e to generate one or nore private- publungﬁMMy2007
pairs, the adm nistrating nmeans being operable t

mai ntain said one or nore private keys secret and to
distribute said one or nore corresponding public keys

within.the system for cer frcaeauthe icati .
(b) ppriRing Tor 30 Qe GG ST I DF GPeERierD BRI Hsir, own
t heoraniominationrraties ghreginthel sirushiee bbsasl on exajange at ene or more

p; gt\'&tﬁbr%‘aﬂ&béér@h&%\% 10 abd freUbad t@(tjt@ M@sfureSBAM T - Adel man
or di

© §GudFE Mo STo LS Sra Ao Bech 1o g 'Sia one
peer mpe-qeeidficaies torsaid oae oo moreembusers.hr ough whi ch t he
end users are nutually connectable. 19. A nethod

‘%b n(? gccorcﬁ%g tﬂg}frg av\g era%%rgtgt h Hﬁt %W%@ppe%ns is operable to
adm'”‘“@ra‘tdea‘s“g’“ﬁm@‘mf sigoruggendedésserspaythest doraggsess to the

comPRARstidedngiueonf i gured in one or nore slots for
dat abase access purposes. 20. A nethod according to

any one of Clains 14 to 19, wherein the adm nistrating
16. me&nweihgd aaccemipgdtot Clage rfloomidnehereinthecadhinis{rajng means is

_operBbI8Yd Q’éd&@bt@ﬁn@ﬁrdméh%eﬂrw%%m ReydRirahAs ﬁdm{nmraﬁﬁfﬂrbghé'&mg

: opergt?leﬁ% rgr”t Zs%@ orte:,%evrpér%];%{vg glEe%\(p ?srgcrt@gﬂtﬁtf gﬂ'a‘g{g#)gte sarcp one or

moreseirtespaslirfgqrublidlesys wathienthe §ybterp fancedificaje pethentitiaoopepgses.
duri ng boot strap of t he structure (e) handl i ng new

-user reqgistr [ per ation of

istport cadg fo it B eyt adsinisgaieg Topas & bperable
to gemqemtetpti\tahe-putbﬁertepfpalr?z fisind\a rﬁtdeb&hamtrdirdelm@ RS A myetbodk
of Cainms 14 to 20, wherein a plurality of end- users

are erable to nmutual |y exchange their guthorisation
18. C oAU FREETARg By OB 1. TPy 12001 e SiHAHe inpdes a
: peeretormerm icoatmuicatioe r edteore dhrovbier whialh theaehd-amersofares andtually
conn%‘é‘tra lficates is identified to be authentic. 22. A
od according to any one of Claims 14 to 21,
V\herel n the structure is arranged to support end-user
19. frAentetical agsmdinf tdeClainst €8N whoadin ftheepberitalpeas enetwork is

mpl&ﬁérﬂ@d a§@b§rﬁﬁrnéﬁbna%ﬂér§ﬁ;fn§t r’rd?% fafnﬁ'@t{)rlaﬁe nodes, said storage

strat
nodeglhemgrqogggqr%gt ongr Wrﬁélqtﬁ)@f 86*@5@%? ?@eﬁ%pl&ﬁgﬁ%e of
the Cains 14 to 22, wherein the adm nistrating means

i SA QR%HSIP Lt@ otr&n% ?h)ﬁ 6nd '?)F cHimJ%4%o e@d whefdi tl"%na(ﬂni]nistrating

e rat irrespective of Use 0
mearﬁen@ %@QQW@@HPB’F@@@%V‘%%%I one or nore end- users.

(a) 24proﬁdmgtdhcﬁﬂrd&&@ﬂﬁchoﬂmstdatﬁa}ée one of Claims 14 to 23

o) eSRe SpaHh b BEIR0 b ARG EAR el

() rrePfﬁMIdmécgmaliY ﬁ@fuyraéﬂﬁ/smngsd@r thesygie®cedi ng d ains 14
(d) t oprddidingtpeeediscdvBes during bootstrap of the structure;

(e) handling new end-user registration; and

ij] monitoring operation of the structure for controlling desired modes of operation

thereof.

21. A method according to any one of Claims 14 to 20, wherein a plurality of end-
users are operable to mutually exchange their authorisation certificates prior to




adm ni strating means is inplenented by way of @n@n@dry 2007
nore central conputer servers. 26. A nethod according
to any one of Clainms 14 to,25, wherein the

adm' nistrating means is operable to apply an

heur.i stics fr tlon anal si of end
compPEoag soF i deBiriiasa Uikt Todht B, oo geriicates s
Idenﬁfrea\ildlbleewth%tlc;ess to the system by end- users. 27.
Software for inplenenting at Ieast a part of the

syste cor di Clam re, executapl e .
22. 5B GRLER GoMH D POF of SRR Ihe oHBS (s, Bructure is
arraggesipto smporthmdmsdwmatuebuab 0§ theo s@itainmsach free-trial use being

ubj§9f toVaiiRirRSFAoH! 8mt thClAARidratifg HBaf® BILNESikdE |§s‘amg of
users via a communication network and/ or stored

a“thSHSE’a‘i B%ta carrier. 19 11 January 2007 ABSTRACT OF THE
DI SCLOSURE There is provided a peer-to-peer tel ephone

23. SYﬁtrﬁé'fhécpa(%Pﬂ?ﬁ R M e RF H{eeﬂilélmé ﬂftOQdeHéréfnSthe &8minkfrating

t t
mecfig i, SaSiaBL e, GohS 538 oI S o el i AckeRialy
irrespestive otuse dttibe sysiers exa@ised bgtisgidiongwr shveel ehdr useest :  (a)
t he comuni cation structure 80 is substantially

de-cen lized, W h regar d cormu tion ro
24. GuP BTG SHEHERN 9GPV dBienel LIRSS o 1P Gacvieone svstem is
arrargred-ta e confiR@abld @y offdndte canclremdy with POYTS ander BN 20,

30 are operable to establish their owm comrunication

tes throu e structyre 80 based, on exchange of .
oot et AECSH oS Ak s sl e PO R Qa5 (e the

admindada'atlmg yeflas isiihpleateated(iyi vy, oftone &c quire ecrdcat egrsputeosdrvars.

structure 80; and (c) said structure 80 includes an

adm ni stration arrangenent 100 for issuin
26. | tBOQQF?‘?r ing de é§9t°89§§| IBge! o0 R 'a%d“s@ﬁ?@'“?g'at'”g
meaf3®. is Fomalﬂeltcsfapplydaacbmam/ ftdud Abletiiactanalysis of end-user
registration and system usage data for detecting fraudulent access to the system by end-

users.
27. Software for implementing at least a part of the system according to Claim 1.

28.  Software executable on computing hardware for implementing one or more steps
of the method according to Claim 14.

29. Software according to Claim 27 or 28 communicable to end-users via a
communication network and/or stored on a data carrier.






