WO 01/ 76135 PCT/ 1 BOL/ 00103 -1 AUTHENTI CATI ON OF DATA TRANSM TTED IN A

DI G TAL TRANSM SSI ON SYSTEM The present invention relates to a method of
authenti c@lg AMepfs data transmitted in a 5 digital transmpgsi@oegs em
Broadcast transm ssion of digital data is well-known in the {le][d of pay TV
systens, where scranbl ed audiovisual information is sent, usually by
satellite or satellite/cable 1link, to alaunber of subscribers, each
possessi ng a decoder capabl e of descranbling 10 the transmtted program for
subsequent vi ew _@THENFI&@WFIQN(OE Abl’RANSMIT’EEBtINrA DHGEI'ALso known.
Recent systens have al so used o transmt other data,
in addition to or as well as awe®tas NAIDSEER as conputer prograns or
interactive applications to the decoder or a to a connected PC. 15 A
particular problemw th the transm ssion of application data lies in the
need to vefmhéyprédeat inveagon telaendo armehod of aathyntiuatibn déitdata tBansosttethima of
this kind may be used to reconfigure the decoder, as well as inplenenting
any nunBer é%g“iah‘iféla%lﬁl()% SY$PBt i cations, it is essential that the received
data is both conplete and identified as originating froma known source.

O herw se, operational problens |inked to 20 downl oadi ng of inconplete data
may arise, ®soatiehdt temsiniusioni cfkdifitatdatais widbkatevn itbthe divbd obpsnTVosyatetisc ks by

third t the ik Vi fy th t ch dat
ontuch ou. byherescpaRplef abitioy gk ibfardiatig isebit, Sptall Y eialie £ sHete Laple
directly by etodfﬁﬁ Er %P §db95rlﬁé?s téa%ﬁ?ﬂ%sgs':s&f d&%ﬁ&%a}gbl%%f@ﬁ@cr Bhﬁ?l ly

si gned by ap I'ng a hashing al east SO n the

packet .10The tlieetsaﬂsmm@i paghany édmmbseslusntwmdngn Tetrestpialodigital brpaicastsgst@mns on of
the data packet, the decoder anI i es the sane hashi r;g algorithmto_the

data, and c@Fﬁa&lﬁ‘e@OWHe Recent gistems haye alnotsed thy brogde £ trgRsHt PHET hash
val ue store \ t e t he
recei ved dat(:gi gﬂa Ifﬁga(elé%(rfrlpo &dzlls %ﬁg“% e%“?%ﬁ%Sf ?ﬁ{ E‘% Sigtglrlhg eg{(dgl&énfnfﬁg

t ransm ssi oriptetaptive applidatioexitonths levadener witbla cmmhedjed PRe sane as the

recei ved hash value. The decoder will then be alerted to the presence of

15 A particular problem with the transmission of application data lies in the need to
verify the integrity and origin of any such data. Since data of this kind may be used
to reconfigure the decoder, as well as implementing any number of interactive
applications, it is essential that the received data is both complete and identified as
originating from a known source. Otherwise, operational problems linked to

20  downloading of incomplete data may arise, as well as the risk that the decoder

becomes open to attacks by third parties or the like.

Verifying the integrity of such data may be conducted by the verification of the
packet stream of data received directly by the decoder. Prior to transmission, packets
25  are typically signed by applying a hashing algorithm, to at least some of the data in
the packet. The resulting hash value is stored in the packet. Upon reception of the
data packet, the decoder applies‘the same hashing algorithm to the data, and compares
the hash value calculated by the decoder with the hash value stored in the received
packet so as to verify the integrity of the received data. For example, in the event
30 of a fault or break in the transmission, the calculated hash value will not be the same
as the received hash value. The decoder will then be alerted to the presence of

possible errors in the downloaded data packet and will reload the faulty data packet.



possi ble errors in the downl oaded data packet and wll reload the faulty
data packet. WD 01/76135 PCT/1BOL/ 00103 -2 A problem associated with the
use of a weldirkmswn hashing al gorithm such as the MessageTABgE&i103
algorithm MD5, is that the calculation of the hash value is carried out
according to a publicly known series of calculation steps, with the result
that anyone can calcul ate the hash val u8-of a data packet. Therefore, it
wi Il not be 5 possible to verify the origin of a data packet received by
the decoder A prebleng assasiatedithathe juseohe Welbknown deshing algogithm osuch\asdthgat a

nodi fies the,operational, da hheS: O e r |

probl em i n@t[%gg egﬁ)lgsgﬁ ?‘ilégfefhﬁ%tz\#l)gglsa{hato{r]:ﬁgt%%%?agggaqfctﬁ?gg %ﬁgaﬁgg%g}h%dval ue
for at |easbupad@rdihgtiben pablily kndiviinseries @f \Galcutatioh slepdptwiihpieketulteatbe
cal cul ated using a secret key val ue known only to the broadcaster. This key

may be obt ahyent can agcalateythechashcvates ofjagdats tagkets udhergorentt Wil got be

Encryption Standard, o DES, .al gorit ' e r or+

equi val gnt pg?%q%%\g f)ftbr?o?rggmc rﬁ,‘g%??ﬁ%%& Egcr?}‘}t%g k! r%‘\g%%%‘fe%y P{‘Jﬂsllgrcl%?g%
asymet ri ¢ pgbhitichRE inpbRartk@YwiRindBE rédeived Yatiunbdifies tHeeopBtatioail, dathfiles ofand
Adl eman, or RSA, algorithm in which the public and private keys form
conpl enent aitle gepoder.of a mat hemati cal equation. The broadcaster responsible
for producing the data packets stores the private key, and calculates the
signature value using the private key. The public key is stored in the 20

decoder s wWhiTgho@r€orh® tHi® pRIBI&N | Btedadtof ubingEhabhin@dil perithietopeaidulate lehash nt o

the menory of the decoder during manufacture. Upon reception of the data
packet , 10t he valieofesrat lgasti saness of [the slatnca oigaatye yalugsoing datie Packst &eRYphBI i ¢

key by conparjng, the.receive d Wt h phyt t blic
key al gorit ﬁﬂicfl%te[ Lt é?‘if‘étcajkeél i ‘&i‘gﬁ ]ﬁt?otévn {)}Q?t}éﬁ%oﬁ‘\ﬁ;%ﬁ%?n llééjsc Y slgg% pg
systenms, it gbfaiRtASEIRY £ syfimetritckeredlperithin, tshiéh &Y thedRa BayryptobdStandard, or
conprom sed, for exanple, by being unlawfully publicly distributed. In such
cases, it HAE®nelgoniduns seth theodeeadsr Hiaringce a8 teguivglant ey . 1 FoVeRMEke MAHE use

of the equi \é%ln\?enntience can be provided by using an asymmetric public/private key algorithm

15 such as the Rivest, Shamir and Adleman, or RSA, algorithm, in which the public and

private keys form complementary parts of a mathematical equation.

The broadcaster responsible for producing the data packets stores the private key, and
calculates the signature value using the private key. The public key is stored in the

20  decoders which are to receive the data by hard coding the public key into the memory
of the decoder during manufacture. Upon reception of the data packet, the decoder
verifies the signature value using the stored public key by comparing the received
data with the result of applying the public key algorithm to the received signature
value.

25
Even in such secure systems, it is possible for the value of the private key to be
compromised, for example, by being unlawfully publicly distributed. In such cases,
it becomes necessary for the broadcaster quickly to revoke the use of the equivalent
public key so as to prevent unauthorised reception of data packets. In addition, it will

30  also become necessary for a new public/private key pair to be used. Therefore, the
broadcaster will need to replace the public key, stored in the decoders of lawful users,

with a new public key. Depending on the sensitivity of the public key, this may



public key so as to prevent unauthorised reception of data packets. In
addition, it will 30 also becone necessary for a new public/private key

pair to b@guaedizsTherefore, the broadcaster will need to papBageibhe
public key, stored in the decoders of |lawful users, wth a new public key.
Dependi ng on the sensitivity of the public key, this may WO 01/ 76135
PCT/ 1 BO1/ 00103 -3 require the br oadcast®r to organi se the costly and
t roubl esonme return ob t hese decoders to the nmanyfactuyrer for hargégodi ng

of the new ERMIECtheeraadeastarnio parptiscedic Gpstishag efee rafurg o in
its preferr ﬂgcoﬂgﬁotg !tﬁ@ﬂl%ﬁufaﬁ:t%?erﬁ‘fb? ﬁﬁﬁlt cod thO@flew ﬁ)ﬁﬁﬁc fc&% 28] 48 nidieifesand
ens. the r

ot her probl I rst aspect o present 1 nvention ovi des a net hod
of aut hent i ofithesg ddadders.transnmitted in a digital transm ssion system said
met hod conprising the steps, prior 10 to transm ssion, of: determning at
| east two encrypted values for at |east sone of the data, each encrypted

val ue bai ng A[qq&ﬁf tﬂ%ﬁ?ﬂr red PRbSATEntE (tRe PRisEH ifvdifbn Abeld th 8RR Ghéséend

encryption algorithm “and outputting sard at least two encrypted val ues
w th said datler prdflethhie present invention is particularly applicable to,
but not restricted to, situations where it is desirable to update securely
sensitive data, such as a key to be used in a new encryption algorithm to

ensure that 4 ha.data.d S¢ e ?)i‘éé@ﬂt i‘:ﬁgnﬁ&? e&Vides'Q rgétﬁa' dF iR by, at

| east two encrypted values for at ast sone, preterably the nmgjority, 20
nor e pr ef er abhymitted, in af digita tetaksmission systear, saidamiethhd chmprising phe steps [ preori s
determ ned wusing a key of a respective encryption algorithm I|f one of the
keys hald bed®#8nSTRiSHBROM sed, it may be possible for a "hacker" to

i ntercept the datganthiGhapaGst & e@gg;stggyﬁmeé fdrf 168t Qmﬁé‘_@f Fﬁkﬁ%affﬁ‘,géeabéﬁt ed

val ue cal cul ated using the conprom However, 1t w
possi bl e f orentiyptedaciee beingeHetaeined dor e yahe dlatealising 25keyalof W egspertivei ng
t he uncorrproerrrlicrsy%gollf%}/g.ori'{'ltlnel;rglf1 re, upon verification of the
outputting said at least two encrypted values with said data.
15
The present invention is particularly applicable to, but not restricted to, situations
where it is desirable to update securely sensitive data, such as a key to be used in a
new encryption algorithm, to ensure that the data is received "as issued". To provide
such security, at least two encrypted values for at least some, preferably the majority,
20  more preferably all, of the data are determined. Each encrypted value is determined
using a key of a respective encryption algorithm. If one of the keys has become
compromised, it may be possible for a "hacker" to intercept the data and change the
contents of the data and the encrypted value calculated using the compromised key.
However, it will not be possible for the hacker to change the encrypted value
25  calculated using the uncompromised key. Therefore, upon verification of the
encrypted values, using equivalent keys to the keys used to calculate the encrypted
values, the two values using the equivalent keys will not be the same, indicating that

the data has become corrupted.

30 The data and encrypted values are preferably output for transmission to a
receiver/decoder. Preferably, said data and said encrypted values are received by a

receiver/decoder, wherein each encrypted value is processed using a key of said



encrypted val ues, using equival ent keys to the keys used to cal cul ate the
encrypted values, the two values using the equivalent keys will not be the
same, i ndweadigsst hat the data has become corrupted. 30 Heg/gai/eniand
encrypted val ues are preferably output for transm ssion to a

recei ver/ decoder. Preferably, said data and said encrypted val ues are
received by a receiver/decoder, wherei n*each encrypted value is processed
using a key of said WO 01/ 76135 PCT/I1BOl/ 00103 -4 respective.encrypti,on
PP BORR S W A A e N Rt g
| east some Withtbéa‘i"d defedst Quttbh Rl dttCasifibMlicate dafP 8L 1e8QBnlofthe ddat aif | f
this data has becone corrupted, the receiver/decoder can choose to ignore
the data, ¢isldsm leasdeomnewosmgteds tixoreceiverdecoder kaycheiokd tonignotsethetddtaad i n
the nenory of .the 5 decoder. Preferabl , saiq re(;gi ved. data is reje éhed by
the recei vePNq|ge 3 fompromised og gorrupteh neyt key,uill Qe 1 thedeeYRY” VS ues
is differen i I : ; : egsgent

i nventi §n egfée({ldg? ?gé fgra%‘isy[, hsgglslt(%c agg?ﬁgt%tlé o %ﬁtﬁgﬁy;%%@%llg&ﬁeg%%%htﬁ?ﬂgd in a
di gi tal traoaeiofshesulspqtently sanldngeiahed ic differesi fngmtdaid st kepss sofne of the
receiving said data and at | east tw encrypted val ues determ ned for at

| east sonme 88t he dat a, each encrypted val ue bei ng determ ned using a key
of a respective encryption algorithm storing a plurality of keys; 15
processi ng each encrypted value using a stored key of said respective
encryption &ihgrefotehmheapresentnymaventign eextbndsu s exurethby ofe authenticating| datawi t h
said at, | east sope of the ,data to.authenticaje sai.d at | east spne of the
it a. 20 br SR In - ORIt G S st Meod contprisiig: e SEAT of
ebodi ment . each o ey REAINAIHE of HSCRRPBTyHE] Jabled HERImHLOTSL A Rast

cal cul ated using a priVate key o a respectiVe encryption al gorithm each
si gnat ure babmg qfthe dstapbdoh ansiypgedavalubbeing ideterminied sining ackayr ofist fespective

I ith
argortthm encryption algorithm,;

storing a plurality of keys;
15 processing each encrypted value using a stored key of said respective
encryption algorithm; and
comparing each subsequently resulting value with said at least some of the data

to authenticate said at least some of the data.

20  Preferably, each algorithm is asymmetric. In a preferred embodiment, each
encrypted value corresponds to a digital signature calculated using a private key of
a respective encryption algorithm, each signature being processable using a public key

of said encryption algorithm.

25  Preferably, the method comprises the step of outputting, with each signature, an
identifier of the public key to be used to process that signature. This can enable the

receiver/decoder to identify readily the key to be used to verify that signature.

Preferably, the data comprises a key. In a preferred embodiment, the data comprises
30  at least one digital certificate, preferably at least ome digital root certificate,
containing a public key of an encryption algorithm for processing data. The at least

one digital certificate may comprise a digital signature calculated using a private key



25 Preferably, the nmethod conprises the step of outputting, with each
signature, an identifier of the public key to be used to process that

si gnat ur eyolfli7g1d3an enabl e the receiver/decoder to identigoreeasiihy the
key to be used to verify that signature. Preferably, the data conprises a
key. In a preferred enbodi nent, the data conprises 30 at |east one digital
certificate, preferably at |east one digtfal root certificate, containing
a public key of an encryption algorithmfor processing data. The at |east
one di gital of¢hd erdrgpticn algpridomufitbe publiti ket edntaingrhirt that cedificaieat Basudi ng a
private key WO 01/76135 PCT/1BOL/ 00103 of the encryption algorithmof the
publ i ¢ key QigHtehPFEECRLS AR SE@FF]iyftﬁ,né{nét.teéﬁﬂd’s&cﬁéédY %%&eg%f:?cﬁe‘ri € can
be secur el Y i p8NRfiirhd Pt i maflffeARtr Wir' e Hard B6uiHe WPOPhel AbhiTiatd th B
returned to the manutacturer for the hard coding of a new certificate in

t he nmenory ndmérgeofabe ddesder5 Preferably, said data conprises an identifier
of a revoked public key. The identifier may conprise an identifier of a

di gi tal Xertificate, preferably a digital root certificate, containing

sai d revoke j eripaig et pevOTf Tisdidentifier

I dentifier sfi)rg%gi lfdééﬁ%’??t?gr%nﬁgfgﬁst iﬂ?%/ﬁieﬁg a ?tz‘g%egg%d\j%@rﬁgv%eged public key.
Thus, a |i stmaylébnaprisecmritiertifierof afdigital cketificktey prefiergblye digitalredtycertifigateri t t ed

t d der. By. ; f th t hod, , dat b dat ly,
br ovi ded t heePmHE i VoS SOREF i s ed DReE Py SR A AT GhHRR o
encrypted vahyesest Qarael? ideMiiar § eti?@hg-a r@%tf‘e%ﬁfl@f&loké‘@ gbiftekey. aTHus ad Hstat

| east two encrypted val ues nay rganised in a data fil'e, which may
conpri s#) an dfridemifieroof odvokbd kaysinayoersactirely trapisméttedr tppat detodell.ues to be
stored in the subsequently generated data file. This enables the mninmm
nunber of encrypted values to be altered, for exanple, increnented, if a

key shoul d WEns YO Meed B@ndd1adath REn WeMhidiBdniteR Yy CproQided Vibhte the

val ues remains greater than the nunber of conprom sed keys. 20 Preferably,
the data fi |mniter rof @empromined ey delowrer/thar teerumbeniof rencomicsl eddugshgoredunber

of encrypt edwi\ﬁ?ltllljeeaata.t qfﬁeqe}o?e,ssaaiicfj dgt%ta%dfsia{de étV\feftalsQ t%%ie%c%‘p?éﬂél‘u%uﬁfﬁﬁ e and
15 organised in a data file, which may comprise an indication of the minimum number
of encrypted values to be stored in the subsequently generated data file. This enables
the minimum number of encrypted values to be altered, for example, incremented,

if a key should become compromised so that the minimum number of encrypted

values remains greater than the number of compromised keys.

20
Preferably, the data file is received by a receiver/decoder, which compares the
number of encrypted values stored in said data file with said minimum number, and
rejects said data file if the number of encrypted values stored in said data file is less
than said minimum number.

25

The data file may be transmitted in a data module. A module encrypted value for at
least some of the data in said module may be calculated using a key of a transmitter
encryption algorithm and stored in said data module. The data module may be
received by a receiver/decoder, which processes said module encrypted value using
30  akey of a transmitter encryption algorithm, and compares the subsequently resulting
value with said at least some of the data in said module to authenticate said at least

some of the data in said module.



rejects said data file if the nunber of encrypted values stored in said
data file is less than said m ninmum nunber. 25 The data file may be
transm tt @@ diyvesssdat a nodul e. A nodul e encrypted val ue forpcatBol/@a83 Sone
of the data in said nodule nay be cal culated using a key of a transmtter
encryption algorithmand stored in said data nodul e. The data nodul e may be
recei ved by a receiver/decoder, which processes said nodul e encrypted val ue
using 30 a key of a transmtter encrypti.on al gorit. d co

subsequent | yDF SBeYPIedgalye fareatifash S‘%‘ég gt gl}e &aégélf S%‘g %0@?6 e %gg{egpsqnhqgai d
modul e to ayifiepd | Séhduated vRSta priafEk & ot @arfififer dhcByption AdeiiEm WO
01/ 76135 PC#}‘#FB%;%%%%% -6 Theue%%ryppt ed vég ue for at | eag}?t_sorre of the
data in sai dndpebsessabieyusing agmbliodey of ssiddrapsmatter singryption @lgosithinl at ed usi ng
a private key of a transmitter encryption algorithm and processabl e using
a public key of said transmtter encryption algorithm5 The digital

transm ssi ORpgy gibhM %}ﬂsxﬁﬁsi%ndké}&téxﬂ'mw GG agibit8ly Bidftast Ughe@S sich as a

tel evision or audi o system The present invention also provides apparatus

f or aut hent iteletisiog otandid sysbemt ransnmitted in a digital transm ssion
system said apparatus conprising: 10 neans for determning at |east two
encrypted values for at |east sone of the data, each encrypted val ue being
determ ned f AsS5loR et afse¥atal fiF auftRAAEink K200 BE Yidbiaiited

al gorithm %p&rékgﬁgﬁpg?tﬂ%ht%u toi nge ggll% at least two gncrypt ed values with
sai d data. Ib aldigitglrtemmntissionveystenorsaal sppapatey cetapriangyst em f or
authentjcating data transnmitted in igital transm ssion,.sys j.d
syst em ¥bnpri si ngneans 4P Aeiergining at gﬁ%ﬂ?’gﬁ?ﬁﬁ'p ecﬁ'@u?y@f @meﬁgte#og#ga f@e
further conpy, BRAMEVAREARESY dSEfRnEE o0 tHESSe Uata udiee ai Mynef 2ai d
data and sgirggtazﬁ%rcgpe[neﬁéaffues, rre%ggrns for processing each enlggr:ypt ed value

usi ng a key refpesdvelencrgpint algeritmerandt i on al gori thm and neans for

comparing 20 each subsequentl v rechl {:0g 8l Mg N At k¥l S0 O

15  The present invention also provides a system for authenticating data transmitted in a
digital transmission system, said system comprising apparatus as aforementioned.
The system preferably further comprises a receiver/decoder comprising means\\ for
receiving said data and said encrypted values, means for processing each encrypted
value using a key of said respective encryption algorithm, and means for comparing
20  each subsequently resulting value with said at least some of the data to authenticate

said at least some of the data.

The present invention extends to a receiver/decoder comprising:
means for receiving a data file comprising data and at least two encrypted
25 values determined for at least some of the data, each encrypted value being
determined using a key of a respective encryption algorithm;
means for storing a plurality of keys;
means for processing each encrypted value using a stored key of said
respective encryption algorithm; and
30 means for comparing each subsequently resulting value with said at least some

of the data to authenticate said at least some of the data.



said at | east sonme of the data. The present invention extends to a
recei ver/ decoder conprising: nmeans for receiving a data file conprising
data and @lp 18Rpds two encrypted 25 values determ ned for @i gedslosone of
the data, each encrypted value being determ ned using a key of a
respective encryption algorithm neans for storing a plurality of keys;
means for processing each encrypted val ud-using a stored key of said
respective encryption algorithm and 30 neans. for conparing each .
subsequent | The pieseni yentaonialsoiexiendsnqia systerafor authppticagpg Waia tippsmitied in

The resent oioigu PRty SH¥EnG el (550R| Sl it ok PRGNS -7

transm ttedahd a recdi@datbhdér aNsot&némidnsy.stem said system conpri sing
apparatus as aforenmenti oned and a receiver/decoder as aforenentioned. 5

The present invention further extends to a signal conprising data and at

| east t crypted.val ues 1N 0 . f 1 each
encrypted v |hﬁeﬁ/rg%epﬂénvealﬁpg rﬁﬁhgﬂ(’j%gﬁ#g{oaz; ﬁ@lafogﬁgﬁrr@is? egﬁl a\‘/&g %tn%?%/tgﬁoon
al gorithm TEheryptedS@iesideieeminedtot uf lehe komy of fbsddta) cachrendipptedfvalueibeing
apparatus for, authenticating 10 data, a receiver/decoder, or a signal
subst ant i al idpteaminedrusing a&ey of lpagsprictive prarppiéigicalgoidm.he acconpanyi ng
drawi ngs. The term "recei ver/decoder” or "decoder" used herein may connote
a receiver for receiving either encoded or non-encoded signals, for

exanpl e, telgipreRht AREAEEn frdthep extéhdsSioGnaktaod v cthappamni ol raagmatieitings
transmtted by sone other nmeans. The term nmy al so connote a decoder for
decodi nif r ecletay adreetiyerafdecodemtns di sigeal §u‘éﬂtaft§@éh as herein descriged sady rsfergyce

i ncl ude a dretcg]gegr i nt egr al d(}/ithg%he recei ver for decoding the received
signals, for®&afPEPaitg Ha-EPop box", such a decoder functioning in
conbination with a physically separate receiver, or such a decoder

i ncluding 20 additional functions, such as a web browser or integrated with
ot her devi cékhestigan “aeceiver/decoder” or “decoder” used herein may connote a receiver for

receiving either encoded or non-encoded signals, for example, television and/or radio
15  signals, which may be broadcast or transmitted by some other means. The term may
also connote a decoder for decoding received signals. Embodiments of such
receiver/decoders may include a decoder integral with the receiver for decoding the
received signals, for example, in a “set-top box”, such a decoder functioning in
combination with a physically separate receiver, or such a decoder including
20 additional functions, such as a web browser or integrated with other devices such as

a video recorder or a television.

As used herein, the term “digital transmission system” includes any transmission
system for transmitting or broadcasting for example primarily audiovisual or
25  multimedia digital data. Whilst the present invention is particularly applicable to a
broadcast digital television system, the invention may also be applicable to a fixed
telecommunications network for multimedia internet applications, to a closed circuit

television, and so on.

30  As used herein, the term “digital television sysfem” includes for example any

satellite, terrestrial, cable and other system.



a video recorder or a television. As used herein, the term"digital

transm ssion system includes any transm ssion systemfor transmtting or
br oadcast wanifeizsexanpl e primarily audi ovisual or 25 mul tpora@vgodogi t al
data. Whilst the present invention is particularly applicable to a
broadcast digital television system the invention may al so be applicable
to a fixed telecommunications network f@ multinedia internet
applications, . tqQ a closed circujt _.television, and _.so on. 30 used

her el et hoSHiERp alAO5MEP ORI I i TGU G or rEraUBE RRAIRLTE VS iy
satel l1te, GRRSRIEAia Shblfr, A DIFAEENTUS! A8 sultfd QYRS RETALHMbAR0103
-8 Suitable algorithis for usé in this invention for generati g o

pri vat e/ publiay ikelyde DBS tyipealgot#hiSAor Bkamnplsh dhoweveoy udedsfabigilery maviewand
suitable symetric key algorithnms, may ..nclude DES type al gorith for
exanpl e. Ho®b s conetenrmiess; Qhargse s ﬁ‘f’\?ﬁew gg@erf%hé%@%{og% e 5%?‘%?@
otherw se Specd fd t4¢ Sidofifirh®and $hdiBUSsdRRAALRTh PubBYPrivate
associ at%ed ﬁ%g‘ég%%etaﬁivgﬁg?fé@? t%msgoand tﬁl(])se associated w '?Jh &

publ i c/ pri vaigeritiahgor i t hms. The terns "scranbl ed” and "encrypted”, and
"control word" and "key" have been used at various parts in the text for
t he purpose of clarity of |anguage. However, it 10 wll be understood that
no fundanmentgle (igt kOGLEBRAP Snfi*cREyPRAE, R WeSHrol Sdr@Mahe FkefBhave Boed
"encrypted S[glltea o§r %g' vvgieéﬁ ?n‘acgntlygﬁ vvo%? androa " krey". Addi tional ly, the
terns "encr ypéddt vaivhs paityiedie tean tbr'thie puspose df clarity 0f/anghdged Howexes, Been

d at e} ts | he text, f he.. f clarit f | .
15 Howelfbr T b ydepuocih el o Bvandaal deiliRaninamads beivkel i slpBieEs e
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"verified data". Sim the term "equival ent key" is used to refer to
a key adapted to decrypt data encrypted by a first nentioned key, or vice
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have been used at various parts in the text for the purpose of clarity of language.

15 However, it will be understood that no fundamental distinction is to be made between

“encrypted data” and “signed data”, and “decrypted data” and “verified data”.

Similarly, the term “equivalent key” is used to refer to a key adapted to decrypt data
encrypted by a first mentioned key, or vice versa.

20
Features described above relating to method aspects of the present invention can also

be applied to apparatus aspects, and vice versa.

There will now be described, by way of example only, a preferred embodiment of the

25  invention with reference to the attached figures, in which:

Figure 1 shows the schematic outline of a digital television system for use with the

present invention;
30  Figure 2 shows the structure of a decoder of the system of Figure 1;

Figure 3 shows the structure of a number of components within the MPEG broadcast



be applied to apparatus aspects, and vice versa. There will now be

descri bed, by way of exanple only, a preferred enbodi nent of the 25

i nvent i onwg d1lvei3sf erence to the attached figures, in whichicthiBgyérol shows
the schematic outline of a digital television systemfor use with the
present invention; 30 Figure 2 shows the structure of a decoder of the
systemof Figure 1; Figure 3 shows the sPructure of a nunber of conponent s
wi thin the MPEG broadcast WO 01/ 76135 PCT/1BOL1/ 00103 -9- transport stream
Fi gure 4 shB@BSPORESHRa:si on of a software application into a nunmber of MPEG
tables; 5 Figure 5 shows the relationship between DSM CC data files and
the eventually produced MPEG tables; Figure 6 shows the client, server,
net wor k man@igire Aahatvs dnsdiviziasotiesoftveate iapplidadion dutotacnumbei ODBARKIG tabl6s;
Figure 7 shows the authenticated directory, subdirectory and file objects;
Figure 8 shows the formats of an broadcaster certificate, a Certification

Aut hor i ty L4 i hdenCASMR AR A0 ek Yarfietnk! dvenitiafly 15
Fi gure g sh%?véﬁ%hjegﬁ{))‘rg?mquo@lagg%?%fﬁe%%?eﬁgg@ocat?on lIfrlysst; Fi guree 10yshovvs
the format ¢foducROMPEErthbles,cat e Management Message (RCW); 20 Figure 11
shows the steps involved in the processing of an RCMM upon receipt by a

decoder. An overview of a digital. television system1 according to the
present inveabien, | idfd, K fwork Ratdbée i@ hsh{F hd 86 #OMHE! Y
convent i ona;ﬁ[11 .gﬁ gﬁo‘yszp%wgng’ng&gg{glfstoermhgat%at uses Stﬁ)g known MPEG 2
conpr essi on ceiekeof DEMACGIssn t conpressed digital signals. In nore detail,
MPEG 2 conpressor 3 in a broadcast centre receives a digital signal stream

(typi cald y a stream of video signals). The conpressor 3 is
Figure 7 shows the authenticated directory, subdirectory and file objects;

Figure 8 shows the formats of an broadcaster certificate, a Certification Authority
certificate and a Root Certification Authority certificate;
15

Figure 9 shows the format of a Certificate Revocation List;
Figure 10 shows the format of a Root Certificate Management Message (RCMM);

20  Figure 11 shows the steps involved in the processing of an RCMM upon receipt by

a decoder.

An overview of a digital. television system 1 according to the present invention is
shown in Figure 1. The invention includes a mostly conventional digital television
25  system 2 that uses the known MPEG-2 compression system to transmit compressed
digital signals. In more detail, MPEG-2 compressor 3 in a broadcast centre receives
a digital signal stream (typically a stream of vidéo signals). The compressor 3 is

connected to a multiplexer and scrambler 4 by linkage 5.

30  The multiplexer 4 receives a plurality of further input signals, assembles the transport
stream and transmits compressed digital signals to a transmitter 6 of the broadcast

centre via linkage 7, which can of course take a wide variety of forms including



connected to a nultiplexer and scranmbler 4 by |inkage 5. 30 The nul ti pl exer
4 receives a plurality of further input signals, assenbles the transport
stream anqd g ts conpressed digital signals to a tranggdgsiofePf the
broadcast <centre via linkage 7, which can of course take a wde variety of
forms including WO 01/ 76135 PCT/1BOL/ 00103 -10 tel econmuni cations |inks.
The transmitter 6 transnmts el ectromagnel@c signals via uplink 8 towards a
satellite transponder 9, where they are electronically processed and .
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14. The receiver/decoder 13 decodes the conpressed MPEG 2 signal jnto a
tel evi si on of grdish bwned loe rense@ by she nd aser) Lheigals recaived by tIeCHEGINE &6f or

transm ssion of t data are of cour | triqal
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net wor ks et gonhdeted tUthti nianeek tel¥eikim set e, Mik treg@ivorRlecdddrar3dderpdevitheo and
video information received froma nunber of parallel sources and interacts
with the transwprdssest MPREG-2 signabrintadc television signtloontig tslevisiomseto4
correspondi ng nunber of channels. In addition to audiovisual information,
nmessages or applications or any other sort of digital data my be

i ntroduced ichhsOREnPbrechhnls thiasmsalianiedStht Wasy 4r8 @ Goudst posditsie suwhsasi t t ed
digital audio and video information. In such a case, a streamof digital

data i nlQ he terfreatrial brvadeasangsible trepsimissPTCCPDbined Satediitsicable ks delephianend
and Control) 20 format software files and nmessages, will be conpressed and
packetised iMEBOHEREL-MPEG format by the conpressor 3. The downl oadi ng of
software nodules will be described in greater detail below A conditional
access system 15 is connected to the nultiplexer 4 and the 25, .
recei ver ] dedodemudtchannel systenncticcaulsiplexey 4 handigs adin aad stideosformatiog
partly in the .decoder. 1t .enabl e : el
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tel evision
15  broadcast the information along a corresponding number of channels. In addition to

audiovisual information, messages or applications or any other sort of digital data
may be introduced in some or all of these channels interlaced with the transmitted
digital audio and video information. In such a case, a stream of digital data in the
form, for example, of DSM-CC (Digital Storage' Media Command and Control)
20 format software files and messages, will be compressed and packetised into the
MPEG format by the compressor 3. The downloading of software modules will be

described in greater detail below.

A conditional access system 15 is connected to the multiplexer 4 and the
25  receiver/decoder 13, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or
more broadcast suppliers. A smartcard, capable of deciphering messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast
supplier), can be inserted into the receiver/decoder 13. Using the decoder 13 and
30  smartcard, the end user may purchase commercial offers in either a subscription mode
or a pay-per-view mode. In practice, the decodgr may be configured to handle

multiple access control systems, for example of the Simulcrypt or Multicrypt design.



nore broadcast suppliers. A smartcard, capable of deci phering nessages
relating to commercial offers (that is, one or several television
progra oAl RY the broadcast supplier), can be insert®Rd golibie
recei ver/ decoder 13. Using the decoder 13 and 30 smartcard, the end user
may purchase commercial offers in either a subscription node or a

pay- per-view node. In practice, the decodibr may be configured to handl e
mul tiple access control systens, for exanple of the Sinulcrypt . or

Mul ticrypt desmgptionad Ve s PRoRrpEmes é@ﬁ@ﬂ%gy -tﬁq_ S)b%e%?i%ﬁ%’?%do%&e

pr ogr ammes it ed iSHES LR VaH | thdnkein h 4,
the conditi %@HQ%&eﬁtFﬁ%ﬁ%ﬁn@éys ap%fr?%%&{ gg%g \}gg tE)Pég ls‘)%ﬁstgi onﬁsg{ai ng
det erm ned ByinghRiaansssby ol idessyaitahsgSiemTHAnTnamsaiisionod! scanablbd ddtadat a
inthis way is well known in the field of pﬁ% TV s SLJS/m;' Tyéai Ca]')llé(’dt
scranbl ed dan ghiswiag is weHderopnda the gield el pay; T W systeat yPIRYY gSqrgpblec data

descramt] i ngg r];n%ngltﬁleg E&%éhér 'Wlat? ? Wohbl Wpfgjﬂ)lri &éﬁhﬁbﬁﬁ% Q8 tife\dta, R#ﬁ goﬂl.’x‘ola

so-cal | éd expl Of y an ransm n encrypted form [ )
scrambl ed daj@daiistle betngpeactyprdt bpla worcdllat exploéatior dey vanll bpnshistedefloder
13 10 having access to an equivalent of the exploitation key stored on a
smartcard i gepyptd form. t he decoder to decrypt the encrypted control word
and thereafter descranble the transmtted data. A paid-up subscriber wll
receive, for exanple, in a broadcast nonthly EMM (Entitl enment Managenent
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conmmuni cati ons e con access system 15. An interactive
system mRy bgiditsgd, tof dieiexaeplie, decrypting audiovisual television programs, similar

exploitation keys may be generated and transmitted for use in the verification of other

data such as software modules as will be described below.

An interactive system 16, also connected to the multiplexer 4 and the
20  receiver/decoder 13 and again located partly in the broadcast centre and partly in the
decoder, enables the end user to interact with various applications via a modem back
channel 17. The modem back channel may also be used for communications used in
the conditional access system 15. An interactive system may be used, for example,
to enable the viewer to communicate immediately with the transmission centre to

25  demand authorisation to watch a particular event, download an application etc.

Physical Elements of the Receiver/Decoder

Referring to Figure 2, the physical elements of the receiver/decoder 13 or set-top box
30 adapted to be used in the present invention will now be briefly described. The

elements shown in this figure will be described in terms of functional blocks.



to enable the viewer to communicate i mediately with the transm ssion
centre to 25 demand authorisation to watch a particul ar event, downl oad an
appl i cati @iy Alfg13sPhysi cal Elenents of the Receiver/DecoderpRefpgifdipp tO
Figure 2, the physical elenments of the receiver/decoder 13 or set-top box
30 adapted to be used in the present invention will now be briefly
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to Figures 3 and 4, the packet structure
31 and demodulator 32 to receive and demodulate the satellite transmission before

being filtered and demultiplexed by the unit 30.

15
Processing of data within the decoder is generally Ahandled by the central processor
20. The software architecture of the central processor corresponds to a virtual
machine interacting with a lower level operating system implemented in the hardware
components of the decoder.

20

Packet Structure of Transmitted Data

There will now be described, with reference to Figures 3 and 4, the packet structure
of data within the broadcast MPEG transport stream sent from the transmitter to the
25  decoder. As will be appreciated, whilst the description will focus on the tabulation
format used in the MPEG stﬁndard, the same principles apply equally to other

packetised data stream formats.

Referring in particular to Figure 3, an MPEG bitstream includes a programme access
30  table (“PAT”) 40 having a packet identification (“PID”) of 0. The PAT contains
references to the PIDs of the programme map tables (“PMTs”) 41 of a number of

programmes. Each PMT contains a reference to the PIDs of the streams of the audio



of data within the broadcast MPEG transport stream sent fromthe
transmtter to the 25 decoder. As will be appreciated, whilst the

descri pti @iy Wiflssf ocus on the tabulation format used in theMBERGHANdard,
the sane principles apply equally to other packetised data stream formats.
Referring in particular to Figure 3, an MPEG bitstreamincludes a programe
access 30 table ("PAT") 40 having a pack®t identification ("PID") of O.
The PAT contains references to the PIDs of the Program‘re map tabl es,

("PMTS') 41MPEG tabland? anfl video YHRIHGdables43 ot PHIEATES. oA MBFkEL 3Bt o
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Pl D of zer oglitM®EG §cceihe programme access table 40, provides the entry
point for all MPEG access. 5 In order to downl oad applications and data
therefor, two new streamtypes are defined, and the rel evant PMI al so

contains. references to the P . of. t l.i | bl es
44 (or ?ect iIB noer%rf §Cf ﬁ@%ﬂ%aﬁid L‘@%%LWH;&“‘? a({)afa:;ﬁ?e ﬁg%]("oﬁp&sdg%%%%@ (Iﬁ) E’t@h%%). In
poi nt of f agefindh)idnglthé keloPant PMT alboasdntivs tefersmee tetedIDs@f tittestraams of
separate streamtypes for executable application software and dat a4>5f r 10

processi ng BpphcasionsMiPE tables Hit S(of Sepiinns exfshigm) And data MREG taBles 49afqTons,
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exanpl e, an dapiak i ephia@ siiehi Bypes b siecedbled dpplidatiom polfiwaad i and dftai for

di vided into nodul es 47, eachwfpgr med by an MPEG table. Sonme of these
t abl es Hbnprireesssingjhygsushssdewase, (Hs isshotoessential g jBerFralisatignspaty and

I it f L 48. A.typi t] . | ngl ud
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section in tdeecribeabl e, the total nunber 52 of sections in that table and a

two-byte TID extension 20 reference 53. Each section also includes a data
part 54 and a CRC 55. For a particular table 47, all of the sections 48

making up t hlgéfeltrﬁ’&l fo f}i?gupé‘}i?iﬁ Bfues a(g%ownBad, for example, an application within a
15  stream 44, the application 46 is divided into modules 47, each formed by an MPEG
table. Some of these tablles comprise a single section whilst others may be made up
by a plurality of sections 48. A typical section 48 has a header, which includes a
one-byte table identification (“TID”) 50, the section number 51 of that section in the
table, the total number 52 of sections in that table and a two-byte TID extension
20  reference 53. Each section also includes a data part 54 and a CRC 55. For a
particular table 47, all of the sections 48 making up that table 47 have the same TID
50 and the same TID extension 53. For a particular application 46, all of the tables
47 making up that application 46 have the same TID 50, but different respective TID
extensions.
25
For each application 46, a single MPEG table is used as a directory table 56. The
directory table 56 has, in its header, the same TID as the other tables 47 making up
the application. However, the directory table has a predetermined TID extension of
zero for identification purposes and due to the fact only a single table is needed for
30 the information in the directory. All of the other tables 47 will normally have non-
zero TID extensions and are composed of a number of associated sections 48. The

header of the directory table also includes a version number of the application to be



50 and the sane TID extension 53. For a particular application 46, all of
the tables 47 making up that application 46 have the sane TID 50, but

di fferentwifnpPRedsi ve TID extensions. 25 For each appli catgcgipdfeoigs Si N9l e
MPEG table is used as a directory table 56. The directory table 56 has, in
its header, the sane TID as the other tables 47 nmaking up the application.
However, the directory table has a predelérmined TID extension of zero for
i dentification purposes and due to the fact only a single table is needed
for 30 the dow ¢d.on in the directory. Al of the other tables 47 will
normal |y have non- zero TID extensions and are conposed of a nunber of
associ ated sections 48. The header of the directory table also includes a
versi on nunipgferfihe hhek 8P Pliguzats, Ahe PA 20 VEMIAY 4164mbaglibatiGO4AD 80 Jtrearhd -
downl oaded. Referfring back to Figure 3, the PAT 40, PMIs 41 and application
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det er m ned ftl'i@fﬁble'@%na]&ﬁ% ﬁgttﬁé Yequied hppHeitioh 0 aniedeafith anyl eepudied thisle diavimgged
to check the directory table for any updati n((% t hereof. This may_ be done by
downl oafl ng teérsawie r B asytheadirecteryaiablepand @d L8R expensiasy detepmiped Eo@y (he 15

30 seconds, ©or one or.five yutes, and conparing the version nunber of the
previ ousl y gﬂﬁﬂpgéﬁﬂﬁbﬁppggg} §&Table. If the freshly downl oaded version
nunber is that of a |ater version, then the tables associated with the
previous directory table are deleted, and the tables associated with, the

new ver si on Thewiecodards amatgedstoeshsrl ghe directory table for any updating thereof. This
may be done by downloading the directory table again periodically, for example every

(D

15 30 seconds, or one or five minutes, and comparing the version number of the
previously downloaded directory table. If the freshly downloaded version number is
that of a later version, then the tables associated with the previous directory table are

deleted, and the tables associated with the new version downloaded and assembled.

20 In an alternative arrangement, the incoming bitstream is filtered using a mask
corresponding to the TID, TID extension and version number, with values set for the
TID of the application, a TID extension of zero and a version number one greater
than the version number of the currently downloaded directory. Accordingly, an
increment of the version number can be detected, and once detected the directory is
25  downloaded and the application is updated, as described above. If an application is
to be terminated, an empty directory with the next version number is transmitted, but
without any modules listed in the directory. In response to receipt of such an empty

directory, the decoder 2020 is programmed to delete the application.

30  Inpractice, software and computer programs to implement applications in the decoder
may be introduced via any of the parts of the decoder, in particular in the datastream

received via the satellite link as described, but also via the serial port, the smartcard



20 In an alternative arrangenent, the incomng bitstreamis filtered using
a mask corresponding to the TID, TID extension and version nunber, wth
val ues se{ydfleide TID of the application, a TID extensi Q196163 and a
versi on nunber one greater than the version nunber of the currently

downl oaded directory. Accordingly, an increnent of the version nunber can
be detected, and once detected the direcldry is 25 downl oaded and the

application is updated, as described above. If an application is to be
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decoder, i ncpafiguratiomef the depeden sowarce 5on cxariply Rimegnszoft patchey”«r the bke.i nk
as descrd bed, but also via the serial port, the smartcard WO 01/ 76135
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al so functiqgn tq. convert C | data 10 before routing to the
PCinto con%ﬁ?oéﬁln%iﬁ%etﬁggﬁl\\%g(l;gppg&é)gﬁli ég%baﬁg? exanple, according to the
DSM CC protocol (see below). Organisation of Data in Data Files 15 Figure 5
shows the rel ationship between data organised in a set of DSMCC U-U (user
to user) datrganiss opof Datazin DatasFilgse application 46 and as encapsul at ed
within a series of MPEG tables 47. Such a relationship is described in
W99/ 49614, the
15  Figure 5 shows the relationship between data organised in a set of DSM-CC U-U

0
XN

(user to user) data files 60, in an assembled application 46 and as encapsulated within
a series of MPEG tables 47. Such a relationship is described in W099/49614, the

contents of which are incorporated herein by reference.

20 Prior to transmission, the data files are assembled into the application 46 and,
thereafter, packetised by an MPEG compressor into MPEG tables or modules 47, as
described above, including a header 49 specific to the MPEG packet stream and
including table ID, version number eic. As will be appreciated, there may be no
fixed relation between the data organised in the data files 61 and the eventual MPEG

25  tables 47. After reception and filtering by the decoder, the packet headers 49 are
discarded and the application 46 reconstituted from the payload of the tables 47.

The DSM-CC format for data files is a standard adapted in particular for use in
multimedia networks and which defines a series of message formats and session
30 commands for communication between a client user. 70, a server user 71 and network
resource manager 72, as shown in Figure 6. The network resource manager 72 may

be considered as logical entity acting to manage the attribution of resources within a



contents of which are incorporated herein by reference. 20 Prior to

transm ssion, the data files are assenbled into the application 46 and,
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files 61 and the eventual MPEG 25 tables 47. After reception and filtering
by the decodeiworkhe packet headers 49 are discarded and the application 46
reconstituted fromthe payl oad of the tables 47. The DSM CC format for
data files is a standard adapted in particular for use in nultinedia
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configure the client and/or server for comruni cation. Such nmessages are
formatted a?’égﬁ%ﬁﬁg({(‘[‘%ﬁ?é}@“%ﬁggﬁ ed DSM CC U-N (user to network)
protocol. A subset of this protocol has been defined in particular for

br oadcast downl oadi ng of data. 10 Once a conmuni cation |ink has been
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obj ect 61 ccohprcasseef DIMAefeU-3D megsagan -t dfopreanisethdn 3 SsEES Ohassase
grouped according to the BIOP or Broadcast InterOrb Protocol.
15
Each message or object 61 comprises a header 62, a sub-header 63 and a payload 64
containing the data itself. In accordance with the BIOP protocol, the header 62
contains, inter alia, an indication of the type of message and the BIOP version whilst
the sub-header indicates the type of object and other information to be defined by the

20  system architect.

Data objects 64 within the payload of DSM-CC U-U files may generally be defined
as one of three types; directory objects, file objects and stream objects. Directory
objects define root directories or subdirectories used to reference a series of

25 associated file objects containing the actual application data.

Stream objects may be used to enable a temporal relationship to be established
between data contained in the data files and the MPEG packet stream itself. This
may be used, for example, in the case of interactive applications contained in the data
30 files and designed to be synchronised with the elementary video or audio streams
received and processed by the decoder. As mentioned above, there may otherwise

be no direct correlation between the MPEG packetised data and the data files.
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other information to be defined by the 20 systemarchitect. Data objects
64 within the payload of DSM CC U-U fil ef;zbrray generally be defined as one
of three types; directory objects, file ©objects and stream obj ects.

2 > . d. . n ! Y
Cef orence aURHEF b PR BRI ybPls S5hek EoR Betnbaah R Bolt St fuy,
appl i cati ong daide 16 fonm_eﬁirg%i, SthEBatd $ildsS60! thay BOaRpsised! RIPGathkr more

relationship to be establish between data contained in the data files
and t he MPEGmplekdiierstchiabmiansed. f As Withsfilesaiprésbing B, orf servesxamaieor 1aott he

f int ti l.icati tai,ned in.the .data. 30 fil d
Gost gned +odEanh oY Jaresc ge o ee Svaitestaties W ofst Tn dandd o Pebond
recei veg ang.gf 99%1% gibsDIRArBRNELRAN 8Fen BSMABOT) PEREnd BV Yiretidf) MsdBiated

ot herw se gee no direct correlation between the MPEG packeti sed data and

t he data fi ag. antthed ke76f gpliedation B@a/ 00103 -17 Unli ke the MPEG t abl es,
where a single directory references a set of tables with only a single

| evel of hierarchy, the data files 60 may be organised in a rather nore
conpl ex hi efFge®ikG@urdBe18 'Set OF DHth it | €s stored in a PC or server, a main
or root directory may refer to oné or nore subdirectories which refer in
turn to a second 5 |l evel of data files. Reference may even be nade to a

Fi o stithor Megerioe 1o Tadieof. i Siamalt of 70 Seakflnerioh 5 et OB Ry nLt R SRAE o

of file str gﬂéﬁt%f&forﬁlﬁﬁ Affindig4d hi 178 sefefent0NMBroup’off ABHiredt68es Ao DI R
AO indicated at 75 references a group of subdirectories Al to object files

77. For t he objcefites 751 aFort the sakeyofzclarity ginty gringls grpupbf ebjectifileeE1FK2 ef2 et c.
iated with, th bdi X Ad, | h - ti f
r oups of - ahjobiate PSR pbuEdu AL i SHNY dnchiRGRE A, BBt BtheRiof, u

to Ad. 15 opject files may be referenced by each of the subdirectories Al to A4.
15

Within each directory and subdirectory a set of authentication steps is introduced for
the files linked to that directory. Referring to the root directory 75, the subheader
63 comprises a hash value obtained by applying a hash algorithm to some or all of
the data stored in the subdirectory files Al to A4 indicated 76. The hashing

20  algorithm used may be of any known type such as, for example, the Message Digest
algorithm MDS5.

In one realisation, the algorithm may be applied to each associated file or
subdirectory individually and a list of the hash values for each subdirectory 76 stored
25  in the root directory 75 prior to transmission. However, whilst such a solution
enables an increased degree of checking resolution in terms of verifying each
subdirectory, this solution may be rather inefficient in terms of the processing time
necessary for the decoder to calculate the corresponding signatures. Accordingly, the
subbeader 63 of the directory 79 preferably comprises a cumulative hash value 79,
30 calculated by applying the MD35 hashing algorithm to the combined subheader and
payload sections 63, 64 of the subdirectories 76, that is, without the header 62. In

particular, the hash values 82 contained within the subdirectories 76 and referring to



Wthin each directory and subdirectory a set of authentication steps is
introduced for the files linked to that directory. Referring to the root

di rect or ywéni 78 subheader 63 conprises a hash val ue obtgimgd voPP! yi ng
a hash algorithmto sone or all of the data stored in the subdirectory

files Al to A indicated 76. The hashing 20 al gorithm used may be of any
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correspondi ng
For example, a second set of subdirectories, also associated with the root directory

but relating to a different set of data or executable code may also be grouped together
and a cumulative hash value calculated for these subdirectories calculated and stored
in the subheader root directory. A single hash value associated with a single

20  directory may equally be stored in the subheader of the root directory.

The authorisation of groups or individual data files does not of course prevent the
root directory (or, indeed, any other file) from also referring to non-validated or
unhashed data files, but the absence of validation of such a file will need to be taken
25  into account in any operations with this file. In this regard, it may not be necessary,

for example, to authenticate stream 6bjects.

The use of a hashing function in this case primarily enables the decoder to verify the
integrity or completeness of the downloaded data files. In the case, for example, of
30  a fault or break in the transmission, the operation of a cumulative hashing algorithm
on the received dependent files will not give the same result as the hash value for

these files stored in the root directory. The decoder will then be alerted to the



Identifiers may be stored in the subheader of the directory. 15 For
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Alternatively, the secret key may correspond to a key obtained by a

symmetric key algorith such as the Data_Encryption Standard_or DES
al>/gor ithm As sho%vn in Fing]ure 7, the root directory 75 comi/)?ises an broadcaster 1<?ent1?1%r 80

that will identify to the decoder the public key to be used in the verification stage
15  together with the calculated signature value 81 generated using the private key of the
broadcaster. In this case, the signature value 81 is generated by applying the private
key held by the broadcaster to some or all of the data within the directory 75,
preferably including the payload data 64 and/or the cumulative hash value or values
79. The decoder can then verify this signature value 81 using the corresponding

20  public key identified by the broadcaster identifier 80.

In this example, the data in the directory 75 is unencrypted and the private key is
simply used to provide a signature value verifiable by the public key. In alternative
embodiments, some or all of the contents of the directory may be encrypted by the

25  private key and thereafter decrypted by a corresponding key.

In either case, the generation of a signature value or block of encrypted code by use
of a secret key enables a decoder to verify the integrity and origin of the directory 75
and, by implication, the integrity and origin of the files referred to by this root
30  directory. Since the cumulative hash values for the referred files are included in the
calculation of the signature 81 it is not possible to alter these values without this being

detected at the verification stage. Since each hash value is generally unique to a



As shown in Figure 7, the root directory 75 conprises an broadcaster
identifier 80 that will identify to the decoder the public key to be used
in the vewidd16@1dson stage 15 together with the cal cul at ed stomalsi6; val ue
81 generated using the private key of the broadcaster. In this case, the
signature value 81 is generated by applying the private key held by the

br oadcaster to some or all of the data wW®hin the directory 75, preferably

i ncludi ng the payl oad data 64 _and/ or the cunulative hash val ue or valo¥es
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15 question. Furthermore, the integrity of the lower level of object and directory files

77, 78 may still be assumed since the hash values 82 are still used in the calculation.

Broadcaster Digital Certificates

20  With reference to Figure 8, the public key 91 and broadcaster identifier 80 are
provided to the user of the decoder in a digital certificate, preferably in the form of
the well-known International Standards Organisation (ISO) X.509 standard, hard
coded into the memory of the decoder during manufacture. Such certificates are
distributed to the manufacturers of decoders by trusted third parties, which are usually

25 referred to as Certification Authorities (CAs). The use of such certificates is
becoming more widespread primarily due to the Secure Socket Layer (SSL) secure
transport protocol developed and standardised by Netscape Communications for

securing credit card transactions over the World Wide Web (WWW).

30  As well as the public key 91 and broadcaster identifier 80, the digital certificate
associated with the broadcaster, or broadcaster certificate 90, also includes:

] a version number 92 of the broadcaster certificate 90;



For exanpl e, the conbi ned hash value 79 in the AO directory 75 may be
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the identit
15  the broadcaster certificate. The decoder can then verify this signature value 96 by

processing the signature using a corresponding CA public key 101 identified by the
CA identity 94 to determine that the contents of the certificate have not been modified

subsequent to signature by the CA.

20  The decoder may store a plurality of such certificates for different respective

broadcasters.

Certification Authority Digital Certificates

25  With further reference to Figure 8, the corresponding CA public key 101 and CA
identifier 94 are provided to the user of the decoder in a CA certificate 100, which
is also hard coded in the decoder during manufacture. The CA certificate 100 also
includes:

° a version number 102 of the CA certificate 100;

30 . a serial number 103 of the CA certificate 100;

o a RCA identity 104 of the Root Certificate Authority (RCA), such as the
European Telecommunications Standard Institute (ETSI), which distributed the



10 of the distributer of the certificate, and a second "subject nane"
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100; and a signature va certificate 100. 5 As will be
appreci ated fromthe above, a CA certificate also includes two different
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certificate t]ié)(CA)ycemﬁbayteng The decoder can then verify this signature value 106 by
processing the certificate using a corresponding RCA public key 111 identified by the
RCA identity 104 to determine that the contents of the certificate have not been

15  modified subsequent to signature by the RCA.
The decoder may store a plurality of such certificates for different respective CAs.

Root Certification Authority Digital Certificates

20
The corresponding RCA public key 111 and RCA identifier 104 are provided to the
user of the decoder in an RCA, or root certificate 110, which is also hard coded in
the memory of the decoder during manufacture. Each decoder typically includes a
set of two or more root certificates. Each root certificate 110 also-includes:

25 . a version number 112 of the root certificate 110;

] a serial number 113 of the root certificate 110;
. the validity period 114 of the root certificate 110; and

. a signature value 115 of the root certificate 110.

30  As will be appreciated from the above, the root certificate includes only a single
identifier, namely the identity 104 of the distributer of the certificate. This identity
104 also identifies the public key 111. Thus, a root certificate may be defined as a



private key of the RCA, or RCA private key, to at |east sone or all of the
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15  Any of the broadcaster certificates 90, and CA certificates 100 may be revoked, by,
for example, deletion, prior to the expiration of the validity period specified therein
if, for example, a private key corresponding to the public key stored in the certificate
has become compromised. Such revocation can be effected by the transmission to the
decoder of a Certificate Revocation List (CRL) containing a list of the serial numbers

20 92, 102 of the certificates to be revoked. Upon revocation, a certificate is rendered
inoperable, preferably by deletion of the certificate from the memory of the decoder,
thereby preventing the downloading of any unauthorised, and possible malicious, data

packets signed using the compromised private key.

25  CRLs are distributed by either a CA or an RCA to the broadcaster, which transmits
the CRLs to the decoders via either the modem back channel 17 or by broadcasting
the CRLs via the MPEG transport stream. It is not essential that the broadcaster
inserts the CRLs into all of the transport streams sent from the transmitter to the
decoder; it is sufficient for the broadcaster to insert the CRLs into transport streams

30  that are very likely to be tuned to by the decoders. For example, a CRL may be
inserted as a data file into a root directory 75 or sub-directory 76 of a set of data files

broadcast from the transmitter to the decoder.



contain the RCA identifier 111 and be signed using the RCA private key.
Certificate Revocation List 15 Any of the broadcaster certificates 90, and

CA certi fiweng12813500 nay be revoked, by, for exanple, del gidaBor/guippr to

the expiration of the validity period specified therein if, for exanple, a
private key corresponding to the public Zgy stored in the certificate has
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MPEG transport stream I'S not essenti that the broadcaster |nserts
the CRLs into al leach révioked cemifioate thettinemans] dagmof the semachiion ofthatdertificate;o t he
decoder; it is sufficient for the broadcaster to insert the CRLs into
transport stream§m§0 that are very likely to be tuned to by the decoders.
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or sub-director a set o es broadca omthe transmtter
to the decoder. WDR)CI:A?ﬁhIBB deaributBOMOCRN3120- 24 Wth reference to Figure 9,
a CRL 120 typically includes: the identity 94 or 104 of the CA or RCA
whi ch dt'Stributed the CRL 120; the date 122 on which the CRL 120 was

i ssued; they ﬁfe}fﬁcél%flopﬂ l%ltcfhetd&oc{é?)&tom sitfe B3P90D Y WRicATASCREA205 a

list 125 of t ser érs of the ceftificates to be revoked,
i ncl udi ng, fwas ismadwitletheldatt 1 an Whichitat GRie 120 mas axpbctial, es acIlVlSﬁdeby the

' grgﬁ?; gg Olﬂge%gl?st }z.geec%%\%egéf@kggthsﬁggeh@Z eaﬁe%lg rgc%lnye% él%f is not IQter alli’
the date 124 on which that CRL was expected, the CRL is ignored.
15
If the date 122 of the newly received CRL is later than the date 124 on which that
CRL was expected, the signature of the CRL is verified using the public key of the
issuer of the CA, as identified using the identity 94 or 104 contained in the CRL.

20  If the integrity of the CRL is so verified, the CRL is processed to add the date 124
to store in permanent memory the date 124 on which the next CRL is expected to be
issued, and to store the list 125 of the serial numbers of the revoked certificates. The
received list 125 of revoked certificates is also stored in permanent memory of the
decoder. For performance reasons, it is preferred that the CRL 120 is cached in the

25  memory of the decoder. It is also preferred that the cache memory of the decoder
stores CRLs 120 in an arborescent manner, with the RCA’s CRL located at the top
of the "tree" and the CRLs of the CAs to which that RCA distributes certificates
located at the bottom of the tree.

30 In the event of the revocation of a broadcaster certificate 90, for example, if the
private key of the broadcaster becomes compromised, the Certification Authority for

that broadcaster will add the serial number 93 of the broadcaster certificate 90 to its



or RCA which distributed the CRL 120. 10 Upon receipt of a CRL, the decoder
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Upon revocation of a CA certificate 100, the CRL of that CA is removed from the
memory of the decoder. Therefore, it may be desirable to revoke voluntarily a CA
certificate 100 if, for example, the size of the CRL of that CA becomes too large for
20  storage in the cache memory of the decoder. In this case, the RCA which distributes
the CA certificate 100 to that CA will add the serial number 103 of that CA
certificate 100 to its CRL. The Root Certification Authority subsequently distributes
the new CRL to all of the broadcasters to which the CAs to which that RCA
distributes CA certificates in turn distribute broadcaster certificates for broadcasting.
25  As soon as a decoder has downloaded the new CRL, for example, upon zapping on
a broadcaster’s channel, the CRL cache is updated and revocation of the CA

certificates so identified in the list 125 of the CRL 120 takes place.

Upon revocation of a CA certificate 100 of a Certification Authority, in addition to
30 the storage of a new CA certificate for that Certification Authority in the decoder, it
is necessary to replace the broadcaster certificates 90 for all of the broadcasters to

which that Certification Authority distributes certificates, because, as the private key



Repl acenent broadcaster certificates 90 are generated by the Certification
Aut hority 100 and broadcast to the user in a directory 75 or 76 of a file.
The repl aggy@M13sbr oadcaster certificate will include, intgr/@bi/e08 new
public key 91, an updated 10 version nunber 92, an updated validity period
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decoder, it is necessary to replace the broadcaster certificates 90 for
all of the broadcasters to which that Certification Authority distributes
certificat e;o Ee&a%!]&lﬁcatgméﬁgmq{ehy@i&sg&%y WO 01/ 76135 PCT/ I BOL/ 00103 -26
pair for th atrority 15 no |l onger valid, new broadcaster
certificates 90, signed using a different or updated private key of the

Certification Authority, will be required. A replacement, rtificate
100 is b%nerlép@urwcglﬁ%l rb @t RCEAY cgqriflflgaé@ ilgﬁ of a kogt erti 1cat10ﬁu%ﬁor1ty, it’1s

necessary to replace the revoked RCA certificate with a new RCA. As described

above, RCA certificates are self-signed, and therefore inclusion of an RCA certificate
in a CRL is not desirable as it is possible for a hacker to come into possession of the
certificate if he is aware of the private key used to sign the CRL. Therefore, it has
20  been hitherto necessary to return the decoder to the manufacturer each time an RCA

certificate is to be updated, for example, when it has become out-dated or revoked.

To overcome this problem, a Root Certificate Management Message (RCMM) is
generated by the Root Certification Authority for broadcast by the broadcasters to
25 decoders. As explained in more detail below, a RCMM contains, similar to a CRL,
a list 125 of the serial numbers of root certificates to be revoked, including, for each
revoked root certificate, the time and date for the revocation of that certificate,
together with one or more replacement root certificates for those certificates which
have become out-dated or are identified in the list 125.
30
As will be appreciated, in view of the sensitive contents (new root certificates) of the

RCMM, it is important to ensure that an RCMM is received by the decoder "as



Authority 110 and broadcast to the user in a directory 75 or 76 of a file.
Simlar to 5 a replacenent broadcaster certificate, the replacenent CA

certificaive mlssi nclude, inter alia, a new CA public kewcidBoeniozpdat ed
version nunber 102, an updated validity period 105, and a new signature
val ue 106 cal cul ated usi ng the private kgy of the RCA The CA identifier
94 and RCA identifier 104 will remain una tered Upon recei pt of the
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Root Certificate Managenent Message 15 Upon revocation of a certificate

110 of a Ro&CMM cag p@@tbq)wmsaeﬂdwmy dep@dqr%to whemsths RCMM jspldiessed-he
revoked RCA certificate with a new RCA. As descri bed above, RCA
certificates are self-signed, and therefore inclusion of an RCA certificate

in a CR5 i s Twénhefed deabiti aﬁR@MM mﬁﬂ&latIERLf containhacisest two signatered veles
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problem a Rgqjublemp ﬁvﬁtquyq)diﬁnagenent Message (RCMM) is generated by the
Root Oertlflcatlon Aut hority for broadcast by the broadcasters to 25

decoders As explained in rmre detail below, a RCMM contains, simlar to a

[ ncI udi n%l St‘(rﬁlgeaclf%{é r evoﬁ(ifsé @{J%&? C?h%%%nﬁ{tﬁdr %Rkﬁé gﬁ% e %dr%g%:d

revocation ofew fedt cegtifidated ¢ 20, et,he RONBV Hacludés it least teo digimacure oplueseniBach r oot
certificates for those certificates which have becong out-dated or1 are
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content g, of éfht%osicpjﬂéﬂrtpfg:\éﬁog ?Xtuthorltles its private key has become compromised, it may
be possible for a "hacker" to intercept the broadcast of the broadcaster and, if he
knows the private keys of both the broadcaster and the Certification Authority, change
the contents of the RCMM and the signature value of the RCMM calculated using the
private key of the Certification Authority. However, it will not be possible for the
20  hacker to change the signature value calculated using the private key of the other
Certification Authority, because this key has not become compromised. Therefore,
upon verification of the signatures by the decoder using the public keys of the two
Certification Authorities, the two values calculated by the decoder using the
respective public keys will not be the same. Therefore, the decoder will be alerted

25  to the lack of integrity of the contents of the RCMM and will reject, or otherwise not
proceed with the processing of, the RCMM.

Consequently, root certificates can be updated securely, provided that the number of
compromised certificates is lower than the number of signatures contained in the

30 RCMM. Therefore, the number of signatures of the RCMM is a variable determined
by the Root Certification Authority distributing RCMMs.



changed between distribution and reception. It is also inportant to ensure
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Certification Authority distributing RCMVs. WO 01/76135 PCT/1BQL/ 00103 -28
15 the public key to be used to verify the signature value contained in that

signature field; and
a signature value 146 of the RCMM, calculated using the equivalent
private key to the public key contained in the certificate identified by
the identifier 144.
20
The number of signature fields 142 should be equal to or greater than the number 136

of signature fields as advised in the previously received RCMM.

It is preferred that RCMMs are transmitted via the MPEG transport stream, as the
25  modem back channel may be easily disconnected, or may simply not be present. It
is also preferred that RCMMs are inserted by the broadcaster as a data file into a root

directory 75, in order to ensure that the RCMM is downloaded by the decoder.

Processing and Generation of Root Certificate Management Messages
30 '

Receipt and processing of an RCMM by a decoder will now be described with

reference to Figure 11.



The format of an RCMM wi || now be described in nore detail with reference
to Figure 10. The RCW 130 includes: 5 the identity 132 of the RCA which
di stri bute@ dilve133CVM 130; the date 134 on which t he RCMYchABowms03 ssued;
t he nunber 136 of signature val ues which the subsequent RCMM wi || cont ai n;
a field 138 containing one or nore updated or replacenent root certificates
to be stored in the decoder; 10 a |ist2940 of the serial nunbers of the
root certificates to be revoked, including for each revoked root
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Recei pt and processing_of an RCOW by a decoder will pow be desgribed with
referentd t @ewllygmcglvgg RCMM. If the number of signatures contained in the newly receive

RCMM is lower than expected, the RCMM is rejected. This can prevent an RCMM

from being otherwise processed as a result of a hacker removing signatures associated

with uncompromised private/public key pairs.

15  If the number of signatures contained in the newly received RCMM is equal to, or
greater than, the expected number of signatures, in step 204 each signature value 146
contained in the RCMM is verified using the public key identified by the identifier
144 contained in the same signature field 142 as that signature value. In step 206,
the decoder determines whether at least one of the values calculated using a public

20  keys is different to any of the other values calculated using a different public key.
If at least one calculated value is different from at least one of the other calculated

values, the RCMM is rejected.

If the integrity of the RCMM is proven in step 206, the RCMM is processed in step
25 208 to store the list 140 of the serial numbers of the revoked root certificates in

permanent memory of the decoder so that those certificates may be deleted from the

memory of the decoder, in step 212 to store the or each root certificate contained in

field 138 in permanent memory of the decoder, and in step 212 to store in permanent

memory the date 134 of the RCMM. If a certificate of a Root Certification Authority
30  is deleted, any CRLs issued by that Authority are also deleted.

It is preferred that the integrity of the permanent storage of the data contained in the
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decoder, intstrepla@R(00 store the or each root certificate contained in

field 138 in permanent nmenory of the decoder, and in step 212 to store in
permanent nenory the date 134 of the RCMM If a certificate of a Root

Certificati opjRybfretideMo Figure 12, to replace these CA certificates, firstly in step 300 an
15  appropriate CRL message identifying the serial numbers of the CA certificates to be

revoked is issued by the RCA. Secondly, in step 302 replacement CA certificates,

signed using the private key of the uncompromised certificate RC1, are issued to the

broadcaster for broadcast to the decoder.

20 It then remains to delete the compromised RCA certificate RCO and replace this
certificate with a new RCA certificate RC2. In step 304 the RCA generates a new
public/private key pair, inserts the new public key in the certificate RC2 and signs

the certificate using the new private key.

25  Instep 306, the RCA generates an RCMM containing, in field 138, certificate RC2
and, in list 140, the serial number of RCO. The RCMM is distributed to the
broadcasters for transmittal, in step 308, to the deéoders to delete the compromised

certificate RCO and replace this with the new certificate RC2.

30 The RCA certificates RC1 and RC2 will subsequently be provided to the decoder

manufacturer for hard-coding into the memory of new decoders.



30 is deleted, any CRLs issued by that Authority are also deleted. It is
preferred that the integrity of the permanent storage of the data contained
in the WGyld1/48k35> PCT/1BOL/ 00103 -30 RCMM i s nai ntai ned gdriehpodgsoder is
switched of f during processing of the RCOMM nessage. Therefore, 1f the
power is indeed switched off during RCWM processing, "~ the |list 140
associated with the previously processed3RCMM which is stored in the

decoder is retained as if the newy received RCMM nessage had not been
processed ¥ will bt lundgrstaedrihatothe present inventien hesobeegeadestiibhadaabove ppredndyi t y

RCA) typicall t | t t RCA i | RCO RC1. st d i
cach decoded ] OB RRC ekt pf SR au ol i igpnero BT 1T
becones conpfvemtisgd. it will be necessary to replace all 10 the CA

certificates stored in the decoder which have been signed using the
equi valent private key to the public key stored in RCO and generate a new

Vol aoeSt he ot Sxmle, e REPOE R g b GREShCAm i 0 fav oy
nmessage i deqtA fodiifitatddel Goe hhdror HEWDBFoRd@kstet N@rtfitatRr 90, f Ak iR Slidt 01 40€may

revoked is issued by the RCA. Secondly, in step 302 replacement CA
certificatedncludd ilentifiersiofCA trertjfidatestandfozybroddeaster cartifinggeowhichdare to be

certificate RC are .i ssued t.o.the broadcaster f broadcast to
Cotoner - 50 1hyOketar Tk A8 2atIR e Benet iR Shatass PRIGRAEESDY bR REK g0 o
and repl acepeiypsiatéertificate with a new RCA certificate RC2. In step 304

the RCA generates a new public/private key pair, inserts the new public
key in ke certificate RC2 and signs the certificate using the new private

key. 25 In ep 306, the .generates.an containing, .in field 138,
corti fTcat e HeEh feaiitp IRHoRrL it TRodeeRRg, 41 (it apPBpeh e FlTmeat -
di stributed dtr@vvingg mé%rrﬁ@ﬁfb@ﬂeﬁfiﬁd?éﬁdénﬂ?rb?ﬁhtahWa topratcedomiBatidn0 the
decoders to del efe the conprom se cerfificate and replace this with
the new certificate RC2. 30 The RCA certificates RC 1 and RC2 wi ||

subsequently be provided to the decoder



manuf acturer for hard-coding into the nenory of new decoders. WD 01/76135
PCT/1BO1/ 00103 -31 It wll be understood that the present invention has
been descwidaadisggdzove purely by way of exanple, and nodi f ipgatigoneo10 det ai l
can be made within the scope of the invention. 5 For exanple, the RCVM may
include, in addition to new RCA certifiggtes 110, new CA certificates 100
and/ or new broadcaster certificates 90, "and the list 140 may i nclude
identifi erdsgg%;ﬁé certificates and/or broadcaster certificates which are to
be revoked: can enabl e the generation of separate CRL nessages by an
RCA to be obviated. 10 Each feature disclosed in the description, and
(where appropriate) the clains _and draw ngs y be.provided i.ndependently
or in any abpropfilgtho¢ Qﬁﬁpﬁhﬁﬂ‘il%ﬁg\ﬁbtaotﬁmﬁgﬂ@%? Prg A g3eh TepIpission §Sterpy A Vs
1. A netho entl cati : ' igital transm ssion
system sgslagiHn%ﬁ?@ﬁ%%ﬂ%%ﬁ%@ébgﬁgEcg,hlaltﬁéri?lgérl&tl’gogransm’ ssion, of: 5
determ §i ng at |d&Asinihing sreasy pvednvyptedsvaiues fat at Easitsosenef the datae edelt a,
each encrypted val ue bei.ng determ ng)d {l}gr t he sane,datai(us{)g? a kely of a
respect i ve RGNS IVANS Baine detormined  BProhe same fde ding ackeyedst TPRRGetve
encrypted v Y I ta. 10 2. A method according to Claiml1,

wher ei n sai%lcg}gig)wc% r?@sTgsaqlg key. 3. A nethod according to Claim 2,
wher ei n sai d dat eutpaipgisaigsatdeast éws tenanypteddiahiasavitic eaid idhtacat e cont ai ni ng
public key of an encryption algorithmfor processing data. 15 4. A neth
according to Claim3, wherein said data conprises at |east one

10 2. A method according to Claim 1, wherein said data comprises a key.

a
od

3. A method according to Claim 2, wherein said data comprises at least one

digital certificate containing a public key of an encryption algorithm for processing

data.

15
4. A method according to Claim 3, wherein said data comprises at least one
digital root certificate containing a public key of an encryption algorithm for
processing data.

20 5. A method according to Claim 3 or Claim 4, wherein said at least one digital

certificate comprises a digital signature calculated using a private key of the

encryption algorithm of the public key contained in that certificate.

6. A method according to any preceding claim, wherein said data comprises an

25  identifier of a revoked public key.

7. A method according to Claim 6, wherein said identifier comprises an identifier

of a digital certificate containing said revoked public key.

30 8. A method according to Claim 7, wherein said identifier comprises an identifier

of a digital root certificate containing said revoked public key.



digital root certificate containing a public key of an encryption algorithm
for processing data. 20 5. A nethod according to Claim3 or Caimi4,
wher ei n sqighiatidseast one digital certificate conprises addingoi/edios
signature cal cul ated using a private key of the encryption algorithm of

t he public key contained in that certifig te. 6. A nethod according to any
preceding claim wherein said data corrpr es an 25 identifier of a revoked
public key. 7. A method accor.din erei n .sai ent

conprises af-i derft M9 ag;pniamglt |aP¥1I° ?5‘\% V@’cﬁ’ﬁ?lﬁisﬁﬁn‘b %?%P?%G&ked
public key. 38 ﬁw ox 5Bl ha tﬁﬁa@@féiicﬁadéxﬁlt@rqueﬁdfymgi@&@épect% fvoenpitlicer
conpri ses arﬁ) |ae tifrer a digital root certificate containing said
revoked publkeg. key. WO 01/76135 PCT/ 1 BOL/ 00103 -33 9. A nethod according
to any of Clains 6 to 8, wherein said data conprises a plurality of said
identifiers, each identifier identifying a respective revoked public key.
5 10. AqmetRpd ac etﬁﬁ,d [ e afdhmt kM i s
asynmet r5lrr§ h 1. A& Fr}egltgﬁag %C%(O:or g%e%&lgcggﬁgwgi@fﬁnm%me%ei n each
encrypt ed vakymmetor.r esponds to a dl gital signature calculated using a
private key of a respective 10 encryption algorithm each signature being
processabl e using a public key of said encryption algorithm 12. A nethod
according tqqQ ai t Rralue

i gnature.  an i eneTrgf AERIRENS ATpRLaMmg ] il dact bicTygE Nl

si gnat ure. ZXbrre8ponds rtetdncdigiwdmgrmurrg tadcudated msingealipriyatd &eynof vhsespeetiviche

data angd, encrypt ed ues are o or transm

recei vety decd! Puo’iéf‘\fg%m%’t i?@ﬁhﬁ %@mtgoprgﬁ?ﬁs?}:ﬁgélgﬁligntb Pﬁi’%ﬁ key Qh&?idi
sai d data ang #n a?%) ﬁﬂﬂ‘f‘r ypted val ues are received by a receiver/decoder,
wherein each e rypte

12. A method according to Claim 11, comprising the step of outputting, with each
signature, an identifier of the public key to be used to process that signature.

15
13. A method according to any preceding claim, wherein the data and encrypted

values are output for transmission to a receiver/decoder.

14. A method according to any preceding claim, wherein said data and said
20  encrypted values are received by a receiver/decoder, wherein each encrypted value
is processed using a key of said respective encryption algorithm, and each
subsequently resulting value is compared with said at least some of the data to

authenticate said at least some of the data.

25 15. A method of authenticating data transmitted in a digital transmission system,
said method comprising the steps of:
receiving said data and at least two encrypted values determined for at least
some of the data, each encrypted value being determined using a key of a respective
encryption algorithm;
30 storing a plurality of keys;
processing each encrypted value using a stored key of said respective

encryption algorithm; and



is processed using a key of said respective encryption algorithm and each
subsequently resulting value is conpared with said at | east sone of the
data to wdéhewijscate said at | east sonme of the data. 25 ¥ermonwiibeod of
authenticating data transmtted in a digital transm ssion system said
met hod conprising the steps of: receivi ng said data and at |east two
encrypted val ues determned for at |east 4some of the dat a, each encrypted

val ue bei ng determ ned using ke f a respective encryption ori t hm
30 storing a pl uCAMPAYNE FagheybscFpRY el Al WEHLsabedeA, i OL B s
stored key %gﬁﬂegﬁ&?@?ﬁ&% Y&ist §ed ¥PeUtf! gorithm and WO 01/76135

PCT/ | BOL1/ 00 conpari ng each subsequently resulting value with said
at | east sone of the data to authenticate said at | east sone of the data.

16. A method accordin o Claim1l4 or ai m .15, erein said receiyed. data
'S 5 o oot | A melitedhSacopfing ot Giften 565 Tk iy wheicth # geceried bt i
differeny fr Is | eas : : tFPGRsdidng to
any pr e(r:Stedi ﬁg‘%ﬁégilﬁ]ata&e/ﬁsetr(gﬁn&s%?gﬁ g%{qgélg df%g?igg;\{tﬁueﬁelgg%f%t?% encrsy pt ed

val ues are deggtromedf the datalata file. 10 18. A method according to Caim 17,

wherein said data file conprises an indication of the m ni mrum nunber of
encrypted values to be stored with said data in the subsequently generated
data file. 19. rdi s Al : - 210 1S f idfdel € 1's
recei ved byjig' re%@%‘?‘?ggcc(gg@g,gvﬁgr%@%%lﬁ%mﬁﬁﬁnbgﬁagé esﬁlgr(‘%?gg@sgiﬁu%s
stored i n sdeait ded andrypedi wlues augp argadised tiln aghtadfilel ni num nunber, and sai d
dat a fiie is rejected if the nunber of encrypted values stored in said
data fil® is less than said nini num nunber. 20 20. A nethod accor di ng to

any of Caing 17 £ onl@odikbfdifle S8 81441 27] Wierdid QW Rifa file comprises an

indication of the minimum number of encrypted values to be stored with said data in

the subsequently generated data file.

15 19. A method according to Claim 18, wherein said data file is received by a
receiver/decoder, wherein the number of encrypted values stored in said data file is
compared with said minimum number, and said data file is rejected if the number of

encrypted values stored in said data file is less than said minimum number.

20  20. A method according to any of Claims 17 to 19, wherein said data file is output

in a data module.

21. A method according to Claim 20, wherein a module encrypted value for at
least some of the data in said module is calculated using a key of a transmitter

25  encryption algorithm and output in said data module.

22. A method according to Claim 21, wherein said data module is received by a
receiver/decoder, wherein said module encrypted value is processed using a key of
a transmitter encryption algorithm, and the subsequently resulting value is compared
30  with said at least some of the data in said module to authenticate said at least some

of the data in said module.



in a data nodule. 21. A method according to Caim 20, wherein a nodul e
encrypted value for at |east sone of the data in said nodule is calcul ated
usi ng a key @fremstransmtter 25 encryption al gorithm and peutiBeiodios sai d
data nodule. 22. A nethod according to Caim2l, wherein said data nodul e
is received by a receiver/decoder, mherghn said nodul e encrypted value is
processed using a key of a transmitter E@ncryption algorithm and the

subsequent |y, resujti al ue..i s, conpa .30 W th,sai.d at |.east t he
data in sai é3nndu+‘ém:trﬁg°‘g%‘icﬂéqﬂlg E%FQSP leﬁgalg'ﬁ 2?”&8?@’ Hjein S?ﬁteﬂ%ryﬁ%?g' almr? sai d
modul e. VO G3f 26435t Rofe! BOMOGAR3in s31d #ddul® B8HEdypEndiC P addipFalt Sighdinreof
Clains 20 to 22, wherein said encrypted value for at |east sonme of the
data i n sai daloiitéceusing nauivatedkest of a teahghitier en¢ryption akgorithun ¢nd Precgssableng a
private key of a transmtter .encryptjon algorithm.and processable wusing a
Dbl 1 key dRing BRRSRGhbT faf RS R B AR s oA met hod
according to any preceding claim wherein said digital transm ssion system
is a digital broadcast system 25. Apparatus for authenticating data to be
transmtted 24 a Aimgthed acooadingis sioprecdding gkimnwhergingsaithgigitalt teansmission
conprising: neans, for, determ ni t least two encrypted values for at

| east some oVSEHES %‘i‘ﬂ&?l ‘éré’ghcaé{:g?%'ed val ue being deternmined for the same
data using a key of a respective encryption algorithm and neans for
outputting said at |east two encrypted values with said data. 15 26,

Appar at us ac2%r di Appdratugifer authenticating elata wabel trdpsmaitied ip aj digial 4ranspisson
Appar at ![1@ aCCO{ ding.to Caim26, .wherein said data conprises at |east one
di gi t al @er tIFielL B PAANS CY RIS i ¢ key of an encryption al gorithm for

processing 20 dafans for determining at least two encrypted values for at least some of the

data, each encrypted value being determined for the same data using a key of a
respective encryption algorithm; and

means for outputting said at least two encrypted values with said data.

15
26.  Apparatus according to Claim 25, wherein said data comprises a key.
27.  Apparatus according to Claim 26, wherein said data comprises at least one
digital certificate containing a public key of an encryption algorithm for processing
20  data.
28.  Apparatus according to Claim 27, wherein said data comprises at least one
digital root certificate containing a public key of an encryption algorithm for
processing data.
25

29.  Apparatus according to Claim 27 or Claim 28, wherein said at least one digital
certificate comprises a digital signature calculated using a private key of the

encryption algorithm of the public key contained in that certificate.

30 30. Apparatus according to any of Claims 25 to 29, wherein said data comprises

an identifier of a revoked public key.



28. Apparatus according to Claim27, wherein said data conprises at | east
one digital root certificate containing a public key of an encryption

al gori t hnwigag/76¥s0cessi ng data. 25 29. Apparatus accor di ngpdtaB®/é103 27 or
Claim 28, wherein said at |east one digital certificate conprises a
digital signature calculated using a private key of the encryption

al gorithm of the public key contained i m%hat certificate. 30 30. Appar at us

according to any of Clainms 25 to 29, wherein_ said d’aqta conprises . an
identifier 8f-a APparases eerdingc & Cl o3 79herwipest 1 (FMPIISgs 1
Appar at us ag - . (g I st [ I i nprises an
identifier g%?lglﬁg?gf %?ﬂ%@ﬁ?ﬁﬁ%&e ééé%i?lg?&%}ﬂaévgg%b@ggcg d public key. 32.
Apparatus according to Claim31, wherein said identifier conprises an 5
identifier of a digital root certifjicate containing said revoked {ﬁ)ubl i C
key. 33. ApPar at d\ppaatey acegding thClaim Gh wbiersdn (5gids sdenfiifier SOMPLLPY Wat a
conpri ses dhral kLY. id.J LT . 2l if4 sfdentifying a
respect i%ve ?%e\?‘l‘}bgg%é&l@ Eﬂ%&%@gérﬁﬁ%ﬁcb glg}%%(g r%@??)‘? H’]gé%( any of C ains
25 to 33, wherein each algorithmis asymmetric. 35. Apparatus aeccording to

Cl ai m 34, wherein each encr %ﬁ)_t ed value corresponds 15 to Wi tal .

si gnat ure caBecul ARPAraiEs agrordipg ity ARk ok Lyaigs 3 toctd, hereia sg FPIGRIISES

al gorithm ' j - 4dSd: i e
oneeyott on SEPPRELS obRs, REOE SRR BRIy R ol A
out put nmeangeys adapted to 20 output, with each signature, an identifier

of the public key to be used to process that signature. 37. Apparatus
accordi to any of Cains 25 to 36, conprising neans for .

34.  Apparatus according to any of Claims 25 to 33, wherein each algorithm is

asymmetric.

35.  Apparatus according to Claim 34, wherein each encrypted value corresponds
15 to a digital signature calculated using a private key of a respective encryption
algorithm, each signature being processable using a public key of said encryption

algorithm.

36. Apparatus according to Claim 35, wherein said output means is adapted to
20  output, with each signature, an identifier of the public key to be used to process that

signature.

37.  Apparatus according to any of Claims 25 to 36, comprising means for
organising said data and said at least two encrypted values in a data file.
25 '
38.  Apparatus according to Claim 37, wherein said data file comprises an
" indication of the minimum number of encrypted values to be output with said data in

the subsequently generated data file.

30 39. A system for authenticating data transmitted in a digital transmission system,

said system comprising apparatus as claimed in any of claims 25 to 38.



organi sing said data and said at |east two encrypted values in a data file.
25 38. Apparatus according to Caim37, wherein said data file conprises an
i ndi cati owoafi/ A M ni rum nunber of encrypted val ues to bedupybows t h sai d
data in the subsequently generated data file. 30 39. A systemfor
authenticating data transmtted in a di g%,}al transm ssion system said
system conpri sing apparatus as clained iff"any of clains 25 to 38. WD

01/ 76135 PC;([)I BOL/ 00103 -37.40., A s]%/]st a | aimed in claim.39,,fu trher
conpri sing 40t ecét FEHFReRD FAImEd JHL Pl Y I COMPFSHg; ¢ 165 L ¥ed¥a and
sai d encrypgé Mﬁhg%eaﬂﬁdis rdc@fvind sRiRCEAth HAICHHN DOHHYRE 6luda| Meardssfary a
key of said regpec ive encryption algorithm and neans for conparing each
subsequent | processimg eath enatypeedivalie sing adteylofssid reepastivé endryptinn algerithpy
authenticate said at |east some of the data. 41. A receiyver/decoder

conpri si ng: HEAMADF ST CRIERATIRE EAC %‘&?‘%ﬂuﬂ]qﬁ%r@l} igql%wdtﬁtsgmgﬁtglggs? SPeEst
two enciypt gl im/@ih§S aBG LR SMla P leat sdnf@8t 1o, Of the data, each
encrypted val ue being 10 éeterm ned using a key of a respective encryption
al gorithm nmeans for storing a plurality of keys; nmeans for processing each

encrypted value using.a stored key of said respective encryption
al gori t hm gllld nn%ﬁ%cef"(ﬁ’i'fdéﬁﬁ‘%ércp T§Wéh subsequently resulting value with

said at |east so NG n 3l @ath 418 ¢bRPRkingadfa 3Ad Gt Hast BFS en&9pRAOf
the data. 42. A ?ig%ag%?g?}%éeco r accolr di ngﬁto alm4l, coarsrpri Si n%?ﬁrr%ans
for rejecti wglussaideterdrined ffot eati feastt sdrpasaf thee dofa, tdach serssyyed alug begl t i ng

values is different. fromsaid.at |east sone.of the.data. 20 43. A
recei vél de 56BN 5ing ?‘l%e}’(?félrﬁﬂ?ﬁcﬁ‘ie SR8 M her ei n each encrypt ed

val ue correspondspdfs Fofls@tihgla Flmf Bf Reysdl cul ated using a private key of

means for processing each encrypted value using a stored key of said

respective encryption algorithm; and
means for comparing each subsequently resulting value with said at least some

15 of the data to authenticate said at least some of the data.

42. A receiver/decoder according to Claim 41, comprising means for rejecting said
data file if at least one of the subsequently resulting values is different from said at

least some of the data.

20
43. A receiver/decoder according to Claim 41 or Claim 42, wherein each
encrypted value corresponds to a digital signature calculated using a private key of
a respective encryption algorithm, said processing means being adapted to process
each signature using a stored public key of said encryption algorithm.

25

44. A receiver/decoder according to Claim 43, wherein each stored public key is

contained in a respective digital certificate stored in said storage means.

45. A receiver/decoder according to Claim 44, wherein said processing means is
30  adapted to process each signature value using a public key contained in a stored

digital certificate identified by an identifier transmitted with that signature value.



a respective encryption algorithm said processing nmeans being adapted to
process each signature using a stored public key of said encryption

al gorithmyo2fa/74fss A recei ver/decoder according to C ai m43c1weei/ei1os each
stored public key is contained in a respective digital certificate stored
in said storage neans. 45. A receiver/decoder according to O aim 44,
wherein said processing neans is 30 ada $ed to process each signature

val ue using public key co ertifjcate

ained in a stor taI
i dentified B9 an# (H%‘ﬁ’!‘feFld@Fo‘iqraﬁ‘fﬁ?ﬁdﬂge@ W ?Fe& gtﬁa‘{ rOMPLISHE, TGS
01/76135 PCR gQUkﬁ%%Q?storeé% n§6accerd & 4@ {deﬁmé}e&f A6E QLD Ged Loffiinedf
Clains 41 to 4 comnmpri si ng ans revoking a stored key according to
an identifi evithif shilatatsst ored key contained wthin said data. 5 47. A
system for authenticating data transmtted in a digital transm ssion
system said systemconprising apparatus as cl ai rred in any of clains 25 to
38 and & rqgeivey) HffE atatrdRinild ig] AlERartardshidh
si gnal conprg'?m ng( gﬁ%ﬁﬁ%a@tﬁe e‘%sﬁgt\ﬁ}vte)l rencr;/pt ues dﬁstérmnnﬁgtfor at
10 | east sormidofystdme chatprisienappaaosygst eldimal ue dogi migclﬂmherﬂﬁ ted8f and @the
sanme data using key of a respectiv ncryption algorithm 49. A nethod
of aut henti G%EWY%?QTQ‘P%“&%%QIHW@%@W 025%?&5 dtgscri bed with reference to
t he acconpanyi ng draw ngs. 15 50. Apparatus for authenticating data
substantially as herein described with reference to the acconpanying
drawi ngs. 5H8. A r&@@nubcdrdmimﬂgdamdndtaaﬂﬂaisaﬂmyemxypted ealnesdetempiipedi fon 4th

reference to the 20_acconpan a 52., A sys or authentjcatin
dat a sulist ad¢ashpampe a%thﬁé#a%p 2 %rgcw %(ﬂ”vﬂg%bemg detgrmine ég?féi’sﬁ%‘?% qtg uglmg °
her ei n descr, 'l@é?ﬂof"é E&pé&f\}%@ﬁﬁﬁ)tfoﬁ atlé}gltgﬁ:lgorrpanyl ng 25 draw ngs.

49. A method of authenticating data substantially as herein described with
reference to the accompanying drawings.

15
50.  Apparatus for authenticating data substantially as herein described with

reference to the accompanying drawings.

51. A receiver/decoder substantially as herein described with reference to the

20  accompanying drawings.
52. A system for authenticating data substantially as herein described.

53. A signal substantially as herein described with reference to the accompanying

25  drawings.



