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SYSTEM, AND METHOD FOR FILE SYSTEM SE- RIALIZATION
REINITIALIZATION Technical Field [0001] This invention relates to file
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[0004kn noF@@rbﬁteerﬁése&%@ea%@ﬁréerﬂement 10 in whicha seri-

alization conflict might occur. In particular, the iHlustrated application environment 10

includes a first application 12 and a second application 14. The first application 12 has
exclusive rights (as shown by the solid arrow 16) to a first data file 18. Likewise, the
second application 14 has exclusive rights {as shown by the solid arrow 20) to a second
data file 22.

[0005] Figure 1a also shows the first application 12 requesting access rights {as shown by
the dashed arrow 24) to the second data file 22, Likewise the second application 14
may request access rights {as shown by the dashed arrow 26) to the first data file 22. In
this case, a serialization “deadlock” failure occurs when neither the first application 12
nor the second application 14 can progress until the requested access rights are granted,
but the requested access rights cannot be granted because the requested data files 18,
22 are already in use by the non-requesting applications 12, 14. When this type of seri-

alization failure occurs, the file system server (not shown) may become nonresponsive



22 are already in use by the non-requesting applications 12, 14. When this
type of seri- alization failure occurs, the file system server (not shown)
may become nonresponsive 2 and thereby unavailable because the
applications 12, 14 continue to hold onto their existing access rights while
requesting the additional access Tights. [ Although an internals on failure,
by itself, does not campromm ' either the integrity of the data stored in the
data files 18, 22 or the runtime states of the in-flight applications 12, 14,

sugh Ausgrilizatinmiaibse-aan R tﬁ%@fmmmﬁaaommm

server. Forlnstanc erious seriali ur where the file
E%‘f‘?ﬁ%??g’ %8’5 {m i suc?g‘iswﬁent e ability to load .
[m@rog réd’tbﬁ@mﬂ-%‘@ﬁ @é&‘ﬁ'ﬁy wyimstdeprat; ﬁ%}é@fﬁe

» DR HRQEROMRaE thl Zatiofiléaill B 22aartve suittime statgsi n§ the in-flight
SVS%%E%&B&Q% 5 Wih.cansausedhe dalie:ah ﬂmﬁmﬁ& afpligatione file

processing, mclg:dln rocessin that IS otdlre tl %%E ers the file
corf& é’%@@?@?ﬁe S |on Aiures ma d to excessive

commm;tgmﬁmmﬁw E%FR. DrOgrams
ap el M&ﬁ]&%&eﬂmrﬂm@m mtmmg ‘spsteban inmsicthie Furthermore, seri-
'%%EB %&%uﬁ% g l egawﬁﬁﬁal @&ﬁ&anmhsfmim of
serialization ems. However, t is:S utlon iS_practic miawdw
givél 8?859?1‘?&%5& ry“guf Ottt rocessmg Iand o xcossive
DVOE&@WW eresnimimning: Wm@mﬁc&mm
(000 SC“S%%HQ%P&’ &%ﬁaﬁm&g I9Ls R MRPRRFBEUS is on
stem, an ho or automatl andling file ste &&@l%{g&iﬂnmﬁ
in aSPTAFTER ﬁ%g?gfgg vention technology

Benpmbtmdly m@n 1,4' -.'-ama- Ry _;mja%}t.
appﬁ@&aﬁg%@m&m@eﬁw@mm&mﬁmnfmm@mm

system i onfny %E%g ed Additionally, such an apparams
omgﬁ mbfan Sha met Wigtijalﬁ be, advaSrJﬂ %Qges over co ntn%@I
[ d méﬁﬁ@bl e OREAEE AT % BTN fag Coste. osure
of | namepratioms| GPOBIT sl ethed T astamadsally heading F&%ﬁ’é‘dﬂ%“m
appa5atiisste ieinitialize avitecsesver diksdempagatust convprisimg! tefhiiolegy. Ben-
recoggg}gi% Wé e &édf%ﬁl@%bﬁﬁﬂﬂi ligftications to
;%L%gs‘erv a di ca&%ﬂg’%@?ﬁ!lé oy

failure on r dule conf )
seridFRaDiPasl 1‘%”% S EBhRection Ioca@g mg ile ion mu].d
servmmmssmwe Y SUGE F8I BRI RS Tin BPg Tethod wo

serializ atinmeduie oartigusat daaDsnesaicand unsthod AgtmraEng System ONtages

desc&i&tivg Ok costs.
Disclesure of Invention

10009} The present invention provides, in a first aspect, an apparatus to reinitialize a

file server, the apparatus comprising: a failure recognition module configured to
recognize a file system serialization failure on a file server: a discard moduie
configured to discard existing serialization data descriptive of an open connection
located in a file server address space in response to the serialization faillure; and &
serialization module configured to generate new serialization data descriptive of
exclusivity of an open connection from existing connection/position data
descriptive of a location of an open connection and located in a client address space.

10010} Preferably. the file server address space is a file server address space.



exclusivity of an open connection from existing connection/position data
descriptive of a location of an open connection and located in a client
address space. [0010] Preferably, the file server address space is a file
server address space. 2a [0011] Preferably. 1 client address space is a
client address space. 100121 Preferably, the existing connection/positron
data is preserved thro.ghoat the generati n of the new serialization data
by th-. serialization module. WO 2006/024581 PCT/EP2005/053541 3
[0013] The apparatus preferably further comprises a quiesce module
configured to quiesce a current data access process in anticipation of
reinitialization. [0014] Preferably, the discard module is further configured

1ootajinvoke.an.operating system. dunetion:to destray.dhe:file.server address
S ”ace.[f[j{QO;S Preferably, the serialization_ module is further configured to

O0rvoke i BRErALING SySERFIRCHON Y treate d Rew e se dF dddradshe
spagesdQ016]P reierably:the-setalization mrodulg isfwitheseoafigured to
store the new seri- alization data in the new file server address space.
[0017] Preferably, the serialization module is further configured to search
a plurality of address spaces and find the existing connection/position
information in the client address space. [0018] Preferably, the
connection/position data defines an open connection between an ap-
plication and a shared storage resource. [0019] Preferably, the
connection/position data further defines a current position within the
shared storage resource at which the application most recently accessed
the shared storage resource. [0020] Preferably, the shared storage
resource comprises a resource selected from a file, a directory, a
sub-directory, and a directory entry. [0021] Preferably, the serialization
data defines a connection type between an application and a shared
storage resource. [0022] Preferably, the connection type defines an
exclusivity of an open connection between an application and a shared
storage resource. [0023] The apparatus to reinitialize a file server may
comprise a front end module configured to store connectioniposition data
in a client address space, the connection/ position data descriptive of an
open connection between an application and a shared storage resource;
a back end module configured to manage serialization data for the



open connection, the serialization data descriptive of an exclusivity of the
open connection; and a serialization module configured to generate new

wotliadigafigp data from the connectioniposition data in respepsaiR R8s
system serialization failure. [0024] Preferably, the front end module is

further configured to operate within the client address space. [0025]
Preferably, the back end module is further configured to operate within the
file server address space. [0026] Preferably, the serialization module is
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configured to store connection/position data in a client address space, the connection/
position data descriptive of an open connection between an application and a shared
storage resource; a back end module configured to manage serialization data for the
open connection, the serialization data descriptive of an exclusivity of the open
connection; and a serialization module configured to generate new serialization data
from the connection/position data in response to a file system serialization failure.

[0024] Preferably, the front end module is further configured to operate within the client
address space.

[0025] Preferably, the back end module is further configured to operate within the fiie
server address space.

[00626] Preferably, the serialization module is further configured to store the new seri-
alization data in a new file server address space.

{0027] Preferably, the serialization moduie is further configured to not modify the
connection/position information during the generation of the new serialization data.

0028} The apparatus may further comprise a guiesce module configured to wait a duration
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failure; and generate new serialization data from existing
connectioniposition data located in a client address space. [0034]

wao s6ierady, the instructions further comprise operations to peesepseoing3s41
existing connection/position data thrgughout the generation of the new

serialization data by the serialization module. [0035] Preferably, the
instructions further comprise operations to quiesce a current data access
process in anticipation of reinitialization. [0036] Preferably, the instructions
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[0034] Preferably, the instructions further comprise operations to preserve the existing

connection/position data throughout the generation of the new serialization data by the
serialization module.

f0035] Preferably, the instructions further comprise operations {o quiesce a current data
access process in anticipation of reinitialization.

[0036] Preferably, the instroctions further comprise operations to inveke an operating
system function to destroy the file server address space.

fG037] Preferably, the instructions further comprise operations to invoke an operating
system function to create a2 new file server address space.

[0038] Preferably, the instructions further comprise operations to store the new seri-
alization data in the new file server address space.

[0039] Preferably, the instructions further comprise operations to search a plurality of
address spaces and find the existing connection/position information in the client
address space,

10040} The signal bearing medium tangibly embodying 2 program of machine-readable in-



new serialization information by the serialization module. [0046]
Preferably, the shared storage resource comprises a resource selected
from a file, a directory, a sub~tory, and a directory entry. [0047] In a
second aspect, the present invention provides a method for reinitializing a
file server, the method comprising tie steps of: recognizing a file system
serialization failure on a file server; discarding existing serialization data
descrlptlve of excluswlty of an open connectlon Iocated in a file server
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The Rres6s!t invRniies-has been davsippesiy response to the present

state of the art, and in particular, in response to the problems and needs

[0047]the ARraRRRMAVERTGL RE RSESHHINFEERERFBY & AR AL Aisie i 2me & file
sysieR:-sanalization sysiemmeAseordingly recognizing a file sysiem serialization

failure on a file server; discarding existing serialization data descriptive of exclusivity

of an open connection Jocated in a file server address space in response to the
~ serialization failure; and generating new serialization data descriptive of an open
connection from existing connection/position data descriptive of a location of an open

connection and located in a client address space.

[0045] The method may be one comprising: recognizing a file system serialization failure
on a file server; quiescing a current data access process in anticipation of reini-
tialization; discarding existing serialization data located in a file server address space

' in response to the serialization failure by invoking an operating system function to
destroy the file server address space; invoking an operating system function to create
a new file server address space; searching a plurality of address spaces and finding

the existing connection/position information in the client address space; generating



the present invention has been developed to provide an apparatus,
system, and method for reinitializing a file server that overcome many or
all of the above-discussed shortcomings in the art. [0052] The apparatus
to reinitialize a file server is provided with a logic unit containing a plurality
of modules configured to functionally execute the necessary steps of reini-
tializing the serialization data of a file system server. These modules in the
described embodiments include a front end module and a back end
module. In one embodiment, the fron{ end module resides in a client
address space and the back end module resides in a file server address
space. [0053] In certain embodiments, the front end module may include a
conpegtion Rogile Rt mUsReRYIeBAPANATSidhe SRNRssHANMadie

manages the connection/position in- formation (also referred to as
confitaehIpRStuH ST EHAE A8YHEEBHER fifde HbihsdlvAl SEDHeddress
res@ygee connections associated with an application. The suspension
apparatus, in one embodiment, suspends data.agcess, requests prior to
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The S&1E Alizaoh hodute rzﬁgﬁg]aaeézwecmseng”?g ion data'tbr %r‘éel{/%n ress space
applicatspnnsertrespendnigatoa Rilent; addnessrsgacecTdiat mermliz atidad ization
mo%{g also generates new serialization data from existing
connection/position data as a part of the reinitialization operation. [0055]
The failure recognition module recognizes a serialization failure. The
discard module discards the existing serialization data. For instance, the
discard module may request that the operating system destroy the
address space in which the existing seri- alization data is located. In one
embodiment, the existing serialization data is located in a file server
address space. In a further embodiment, the entire back end module also
may be located in the file server address space that is destroyed by the
operating system. The suspension module may facilitate the creation of a
new file server address space after the existing file server address space
is discarded. The quiesce module quiesces the file server prior to and
during the reinitialization process. In one embodiment, the quiesce period
is coordinated with the suspension apparatus described above. WO
2006/024581 PCT/EP2005/053541 7 [0056] The back end module also
may include a completion apparatus and a cluster apparatus. The
completion apparatus tracks the progress of a task associated with an



application. In one embodiment, the completion apparatus may be used in

conjunction with the quiesce module to stabilize the connectioniposition

data during the quiesce period. The connectioniposition data may reside
WA #8/8LEHt address space, which is preserved and not disE&fdEeE i 41

the file system serialization reinitialization. The cluster apparatus

manages the necessary rights and negotiation communications among a

plurality of file servers within a cluster when the serialization data on one
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file @@Weﬁapm(rgmﬁ@f@ﬁe BRASIHNGRESRBPCRITRRI AR R HrsSPRE ARSSENGer
addcessespaeesamnbeinmeskine: anmpetiatings ssystedh withcticappb et eTae
newfilg.aeieseias s sPac mbdgiirna s HBRI@IBOM -BIRMiHRkITBrior to and
seagﬁ:lgmgrghe memor I}}%@%FJFISUQQ %%r%ﬂef&tllgnn/posmon data,
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seriakpétion madaln shbsoav fileiskned atdiessspaoeid0oetik.Sihnaderi-
beaging e didmis alspireseiatil o sighalibeaineaegivaiis corresponding

to a client address space. The serialization module also generates new serialization data
from existing connection/position data as a part of the reinitialization operation.

[0055] The failure recognition module recognizes a serialization failure. The discard
module discards the existing serialization data. For instance, the discard module may
request that the operating system destroy the address space in which the existing seri-
alization data is located. In one embodiment, the existing serialization data is lecated in
a file server address space. In a further embodiment, the entire back end module also
may be located in the file server address space that is destroyed by the operating
system. The suspension module may facilitate the creation of a new file server address
space after the existing file server address space is discarded. The guiesce module
quiesces the file server prior to and during the reinitialization process. In one
embodiment, the quiesce period is coordinated with the suspension apparatus described

above,



configured to store software instructions to carry out some or all of the
functions WO 2006/024581 PCT/EP2005/053541 8 described above with
wielsrensgsto the method, apparatus, and system. [0062] RefgiefeRias/sasa

throughout this specification to features, advantages, or similar language

does not imply that all of the features and advantages that may be

realized with the present invention should be or are in any single

-embodiment of the invention. Rather, language referring to the features
{OE)SEQnd alvetagesdsmuniubr sisothty medndethavmpipeeiiwpiuatus@nd dvivisge,
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thaf the invertion can b ractlce Wi hout one or more . of the spec
fea&még%ailﬁlﬁaaaer&fvaﬂﬁamehu%w?&aaﬁﬁé?ﬁa%% ?5,?@&% © server

addiiomeitifdatdres and advantages may be recognized in certain
[oosgMbodinsaite i axsaeihRRiesenilip atcembadineniaHlzi@e serialization

inve annfic%fi%} Qﬁ%&&%@%@iﬁ@ﬁﬂ@%@&ﬁﬁé&ié@&%fSﬁ%%Hﬁ;c‘g%ﬁH&Qr

WI|| ecome more 9oparent from the_followin descn%tlon an

appRAEEE aama%wrﬂ% b SCRYETH BN By SRET5H ARETES Brifte IhUeRRi SRy dara
set §onthehdreinaftdn BristBRosusiopodiat Dfahm AYECID0BS pesoraEralis of file
the a@va@tagﬁ&ai Shndnyeniion will beerpadiondarsigodsianapperas. The

particyl Iar e %'%lﬁzié}hec %ﬁ% i {gf&/ ﬂ%ﬁﬁﬂg o%gpéle%mga@%n among the

ren % by r erence to spe iments that are illustrated in the
app@ﬂﬁeé%ﬁyo‘? §EYBh- derstanding that these drawings depict only
[0058]pical Brmbyrtimams Birther invledd ernanicatinn nepdiisr dfopaetpriediment, the no-
COnﬁ%@&ﬁ%%ﬁﬁgﬂ@d&ﬁ@@ﬁﬁh&ém&m&ﬂ%ﬁdea&ﬂbediamdthe
exp) %Qsiﬂgd'l.ﬁ&gﬁwﬂal ERalEIDeand deRANONANEHSRIOINS Atarry, the
an In rawm%s In whic 5%0066}?%?@ Iagﬁgﬁg ?ﬁfﬁg bloca .
dingi o RSAICH A B A S FFER EREN] B SRRERT
accmdafm@etwlth the present invention; [0067] Figure Ib is a schematic
roosblock diageanadlhstiaing-anaembadingnt phacatoddgercsysiginniusite server.
accardance with the RLeReDt INMERHARMOORRIFIGHIE i8R S FREMBI Gecessary to

block diagr am |Ilustrat|n one e?é% dlme of an electronic mem

devitETh T&W% ﬁg‘ﬁ QN m ﬁ%%ﬁ:pt to the operation o(% %e described

apparatus and system. in one embodiment, the mefhod includes recognizing a file

system serialization failure on a file server, discarding the existing serialization data,
and generating new sertalization data from the existing connection/position data. As
mentiocned above, the existing connection/position data is stabilized and maintained,
for example, in the client address space throughout the reinitialization process.

[0060] The method also may include guiescing the file server, invoking an operating
system function to destroy the file server address space, and invoking an operating
system function to create a new file server address space. Additionally, the method
may include searching the memory for the existing connection/position data,
generating the new serialization data from the existing connection/position data located
in the client address spaces, and storing the new serialization data in the new file server
address space.

[0061] A signal bearing medium is also presented. The signal bearing medium is
configured to store software instructions to carry out some or all of the functions



[0069] Figure 3a is a schematic block diagram illustrating one embodiment
of connection/ position data in accordance with the present invention;

fgﬁg}oﬂg{re 3b is a schematic block diagram illustrating opg@spbadimRent
serialization data in accordance with the present invention; [0071]

Figure 4 is a schematic block diagram illustrating one embodiment of a

serialization WO 2006/024581 PCT/EP2005/053541 9 reinitialization

apparatus in accordance with the present invention; [0072] Figure 5 is a
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ove W@P@Lﬁt tégs%l Cae X [Bast partally, merely as

elecarsmiet Sigrapseon he rgqi Fﬂam iting of its scope the invention will be
described and explained with additional specificity and detail through the use of the ac-

companying drawings, in which:

10066] Figure lais 2 schematic block diagram illustrating one embodiment of an ap-
plication environment in accordance with the present invention,

[0067] Figure 1b is a schematic block diagram illustrating one embodiment of 2 storage
system cluster in accordance with the present invention;

100681 Figure 2 is a schematic block diagram illustrating one embodiment of an electronic
mermory device in accordance with the present invention;

[0065] Figure 3a is a schematic block diagram illustrating one embodiment of connection/
position data in accordance with the present invention;

[6070] Figure 3b is a schematic block diagram illustrating one embodiment of serialization
data in accordance with the present invention,;

[0071] Figure 4 is a schematic block diagram illustrating one embodiment of a serialization



[0077] Reference throughout this specification to "one embodiment,” "an
embodiment,” or similar language means that a particular feature,
structure, or characteristic described in connection with the embodiment
Wig IMd9aEdin at least one embodiment of the present inverfioHETHS/53541
appearances of the phrases "in one embodiment,” "in an embodiment,”
and similar language throughout this specification may, but do not
necessarily, all refer to the same embodiment [0078] Furthermore, the

descnbg%fe tures Str ctures¢0%g10%r titr?ﬂls .9 nt[ dg nli;lon may be
combined in any |ta € manner in gne or m re embodiments. In the
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including over different storage devices, and may exist, at least partially, merely as
electronic signals on a system or network.
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{0077] Reference throughout this specification to “one embodiment,” “an embodiment,” or
similar language means that a particuiar feature, structure, or characteristic described in
connection with the embodiment is included in at ieast one embodiment of the present
invention. Thus, appearances of the phrases “in one embodiment,” “in an
embodiment,” and similar language throughout this specification may, but do not
necessarily, all refer to the same embodiment.

G078} Furthermore, the described features, structures, or characteristics of the invention
may be combined in any suitable manner in one or more embodiments. In the

following description, numerous specific details are provided, such as examples of



sub-directories, files, other directory entries, and similar data structures is
a shared storage resource within the processing cluster 100. [00811 Each
time an application on one of the file servers 102 requests access to data
WerRtME4Pthe shared storage devices 104, the file server 189 bbBHifEésH
the data access with other client applitations running on the same file
server 102 and on the other file servers 102 in the processing cluster 100.
This coordination is referred to as seri- alization because the file server
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serialization may occur at a dir ectoy}/ level or a sub- dlrector%geve
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100. The gra ularlﬁ Iso ma g end on the e of data access

clust

op TR ATl CLlLH By A Lt Sh B M) SR Sl 104
[003@} Theupbop Ifhfgifﬁtﬂﬁ? Hoeh ﬂ@%@v@ﬁﬂ%dmnﬁawmwaﬁ resources on
faciiiaie cesializ aligferA00Rpadkahile, file shiutirg dOZydiverthE)? manages
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serialization information and aSSISt I Mmessagin era S amo
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for agivenshnplicatigrdandaepiesentd tderamnaunpridenamme @0 @peithiairives,
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ry 200 spegifically includes a client ss.Space a, a file
ser\%% gnaagr%%é}? %gacg g%ﬁ 5, &N d‘;ae;[gg ?ﬁj dress grsace%(l%‘zfglf Crhodiment,
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cliedireddriesssspaited@0ies Mikys bad rebtediferiegoinaippliEatiool thatdirectories,

integfaceeWitRes, files, ather directory entries, and similar data structures is a shared
storage resource within the processing cluster 100,

[0081] Each time an application on one of the file servers 102 requests access to data on
one of the shared storage devices 104, the file server 102 coordinates the data access
with other client applications running on the same file server 102 and on the other file
servers 102 in the processing cluster 100. This coordination is referred to as seri-
alization because the file server 102 allows serial, or consecutive, access to the data on
the shared storage 104. Serialization allows each application to have either shared or
exclusive access to a particular set of data so that other applications do not interfere
with or otherwise disrupt the target set of data.

[0082] Serialization may be implemented on various levels of granularity within the
processing cluster 100 and shared storage devices 104. For example, serialization may
occur at a directory level or a sub-directory level. Additionally, serialization may occur
at a file, record, or packet level. The serialization granularity depends on the type of



a given file server 102. For instance, a memory 200 may include four

client address spaces 202a, one for each of four clients interfacing with

the file server 102. The client address space 202a also may be referred
WEh 28864 3%ront end" because it is responsible for interacting{ERrEEERPIHTA 41

the application programs. In general, the client address space 202a

facilitates data access operations for the requesting software program,

such as application software or system software. [0086] The illustrated

client addres 024 0,
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und&REBA 8516t to such data for one or more clients interfacing with a
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[0086] The illustrated client address space 202a includes front end data 210, generally, and
specifically includes connection/position data 212, Each client address space 202a may

contain corresponding front end data 210, including connection/position data 212,
pertinent to the associated client. The connection/position data is descriptive of the
data on the shared storage devices 104 that is accessed by the corresponding ap-
plication. An example of connection/position data 212 is described in more detail with
reference to Figure 3a.

fO087] References throughout this description to “a” or “the” client address space 202a in
singular form is understood to refer to one or more client address spaces 202a, where
each client address space 202a corresponds to an independent client. Similarly,
references to front end data 210 and/or connection/position data 212 is understood to
refer to such data for one or more clients interfacing with a given file server 102.

[00G88] The file server address space 202b, in one embodiment, is responsible for seri-



those stored in the client address space 202a and the file server address
space 202b. The additional address space(s) 202n also may include a
master address space, and so forth, as is currently known. in the art.
WHY9EP8icommonly addressable memory 204 is a portiorf 6 {HR2005/¢53541
memory 200 that may be used to stor& programs and data that are
commonly accessible by one or more address spaces 202. For instance,
the commonly addressable memory 204 may be used to store data, such
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[0099@ sourBerigle hiifierscrn apdsrinebmehvvifviontizettoripesdtion tago3fichatl &t essub-
3oostantia.liy similar to the connection/position data 212 described with reference to Figure
2. The connection/position data 300 includes several fields that are each configured to
store an identifier or other data to describe the connection and position information that
is associated with a data access request corresponding to a particular appiication. The
connection/position data 300 also may be referred to herein as connection/position in-
formation or connection/position records.

[0093] The illustrated connection/position data 300 includes an application identifier field
302, a directory identifier field 304, a file identifier field 306, and a position identifier
field 308. In a further embodiment, the connection/position data 300 may include
fewer or more data and/or metadata fields. In one embodiment, the application
identifier field 302 stores an application identifier that identifies the application for
which the client address space 202a exists.

10094] The directory identifier field 304 stores a directory identifier that identifies a
directory on the shared storage devices 104 that is being used for operations associated



[0095] The position identifier field 308, in one embodiment, stores a
position identifier that identifies the position at which the file or storage
resource is currently or most recently accessed. In one embodiment, the
WisoHiffoti88ntifier may comprise a byte offset that indicates &hé/EBRPAHPS3541
read or write position by a number of #/tes from the beginning of the file
that is being accessed. [0096] Figure 3b depicts one embodiment of
serialization data 320 that is substantially similar to the serialization data
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that is executed within the file server address space 202b.

10098] In one embodirment, the resource identifier field 324 stores a resource identifier that
identifies either an input resource or an output resource associated the task identified
by the task identifier. In one embodiment, the resource identifier may identify an input
resource, such as a shared storage device 104, from which data may be input into the
task operation. For instance, the task operation may read data from a shared storage
device 104. In a further embodiment, the resource identifier may identify an cutput
resource, such as a buffer, to which data may be sent according to the task operation.

[0099] The exclusivity identifier field 326 stores an exclusivity identifier that identifies the
type of resource exclusivity provided for the identified task to the identifier resource.
For example, the task may have either shared or exclusive read access to a target data
set to be read from the shared storage devices 104. In many instances, though not all,



[0100] Figure 4 depicts one embodiment of a serialization reinitialization
apparatus 400 that may be used in conjunction with various embodiments
of the present invention. The illustrated serialization reinitialization
WEGEr&R4884.00 includes a front end module 402 and a backP&dERIBHUNE3S41
404. In one embodiment, the front ent#module 402 and the back end
module 404 are software programs that reside in the client address space
202a and file server address space 202b, respectively. [0101] The
serialization reinitializali . :
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! Serialization nodule 2 may’re uitESERSH S ation WSS 1
PCH/apdepimpnedule 410 and a suspension apparatus 412. The connection module 410

is configured to monitor and record the connection/position data 212 for each task
associated with an application. The suspension apparatus 412 is configured, in one
embodiment, to suspend data access requests while the serialization data 222 for the
file server 102 is being reinitialized. In one embodiment, the suspension apparatus 412
suspends the data access requests during a quiesce period prior to the serialization
reinitialization, as well as during the serialization reinitialization.

[0104] The back end module 404, as illustrated, includes a serialization module 420, a
guiesce module 422, a discard moduie 424, a failure recognition module 426, a
completion apparatus 428, and a cluster apparatus 430. The serialization module 420,
in one embodiment, is configured to manage the sertalization data 222 for the file
server 102. Additionally, the serialization module 420 may rebuild the serialization



15 data 222 from the connection/position data 212 in conjunction with a
serialization reinitialization of the file server 102. [0105] The quiesce
module 422 is configured, in one embodiment, to define and implement a
WHURSsEa458t0d prior to a reinitialization of the serialization d4td/BP2EY {HE41
file server 102. In certain embodiment§, the quiesce period may be a few
seconds. Al- ternately, the quiesce period may be longer or shorter than a
few seconds. During the quiesce period, the back end module 404 may
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operator may recognize a situation in which the file server 102 is nonresponsive and

explicitly issue a command on a system console keyboard (not shown) to initiate the
reinitialization process. In this case, the operator may use diagnostic aids to help make
such a determination.

[0108] The completion apparatus 428 is configured, in one embodiment, to track the
compietion progress of a task. In one embodiment, the completion apparatus 428 may
create and use the completions rights 224 within the back end data 220 to track the
progress of a task. The cluster apparatus 430, in one embodiment, is configured to
manage communication and operations of the processing cluster 100 during seri-
alization reinitialization of one of the plurality of file servers 102.

[0109] The following schematic flow chart diagrams are generally set forth as logical flow
chart diagrams. As such, the depicted order and iabeled steps are indicative of one



manage communication and operations of the processing cluster 100

during seri- alization reinitialization of one of the plurality of file servers

102. [0109] The following schematic flow chart diagrams are generally set
Widp@46%jical flow chart diagrams. As such, the depicted SETEERAPP/ 053541
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steps and methods may be conceived that are equivalent in function,
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ticipated serialization reinitialization. In a further embodiment, the notification module

may be included within the failure recognition module 426, the cluster apparatus 430,
or another module or apparatus within the serialization reinitialization apparatus 400.
In certain embodiments, the notification module may communicate with the coupling
facility 106 in order to properly notify 504 the remote file servers 102.

[0112] Once all of the remote file servers 102 have been notified 504, the quiesce module
422 initiates 506 a quiesce period prior to the subsequent reinitialization operations. As
described above with reference to Figure 4, new tasks and/or ongoing tasks may be
denied or suspended during the quiesce period. One advantage of the quiesce period is
to allow the connection/position data 212 to stabilize prior to reinitialization.
Otherwise, if the conmection/position data 212 are not stable when the serialization
reinitialization occurs, the new serialization data 222 may be incorrect. Tasks that are



In certain embodiments, the notification module may communicate with

the coupling facility 106 in order to properly notify 504 the remote file
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[0116} Figure 6 depicts one embodiment of a rebuild method 600 that is given by way of
example of the serialization rebuild operation 510 of the reinitialization method 500
shown in Figure 3. The illustrated rebuild method 600 begins when a new file server
address space 202a is created 602 in memory 200. This, of course, assumes that the
previous file server address space 202b was destroyed, as described above. The back
end module 404 is then reloaded 604 into the newly created file server address space
202b, In other words, the serialization module 420, quiesce module 422, discard
module 424, and so forth, may be stored in the new file server address space 202b.
o117} The serialization module 420 is then invoked, in one embodiment, to generate the
new serialization data 222. In order to do this, the serialization module 420 may search
the memory 200 for the client address spaces 202a containing connection/position data
212. In particular, the serialization module 420 finds 606 each address space 202 and



serialized access to the shared data storage devices 104. The depicted
reinitialization method 500 then ends. [0116] Figure 6 depicts one
embodiment of a rebuild method 600 that is given by way of example of
wiheosepadization rebuild operation 510 of the reinitialization FPETHEREBOO53541
shown in Figure 5. The illustrated rebtdld method 600 begins when a new
file server address space 202a is created 602 in memory 200. This, of
course, assumes that the previous file server address space 202b was
destroyed, as described.above. The back .end module 404 is then . .
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serialization . o . . ) ,
from its essential characteristics. The described embodiments are to be considered in

all respects only as illustrative and not restrictive. The scope of the invention is,
therefore, indicated by the appended claims rather than by the foregoing description.
All changes which come within the meaning and range of equivalency of the claims
are ic be embraced within their scope.



data 222 may be tens of seconds. Advantageously reinitializing the
serialization data 222 in this manner does not require the file server 102
to be powered down. Furthermore, the depicted reinitialization method
500 beneficially does not sig- nificarithy interrupt in-flight application
processing, although a data access request possibly may be suspended
for a few or more seconds. [0121}[hg, present invention may be
embodied in other specific forms without departing from its essential

1. charagtesistiansTibe desaiibed embediments apedade sansidrieddirlbd in

respects only as illustrative and not restrictive. The scope of the invention
that it gRERBISFS: indicated by the appended claims rather than by the

foregaing.dagerptinin Mbehrnapsiwhichcornegkitiia He measmingradation

range of equivalency of the claims are to be embraced within their scope.
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configured to recognize a file system serialization failure on a file server;

resﬁ"&%‘c@'éhWWEBHﬁé@#&BEi@b‘}scard existing serialization data

desgriptivaRi A epefaarnessigilacated incadimservetaddiesi space data
response to the ,se,rialilfation failure; and a serialization moduleﬁnfi%%%egata
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of an open connectijon and located in a client address space. 2. Th
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space. 3. The apparatys, of claim 1 or claim 2, wherein the serialization . .
3. ool PRGN ChngUTed S iAERS an BPRHHn ey SERT e e i
furtiieategipewdile servke adopessiapacsieh Theappasaikaefamyw file server
receding claim, wherein the serialization module is further configured to
ad‘grﬁﬁsesﬂ?g ew serialization data in the new file server address space. 5.
4. The apparatuatol afyprecedigictaiuimherednciheseriatiztitiatiomadodelis is
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spaeethod for reinitializing a file server, the method being characterized by
5. Com?ﬂgiﬁgﬁg‘r%tﬁéegf aorf]y preceding claim, wherein the serialization module is
further configured to search a plurality of address spaces and find the existing
connection/position information in the client address space.
6. A method for reinitializing a file server, the method being characterized by
comprising the steps of’

recogmzing a file system serialization failure on a file server; discarding
existing serialization data descriptive of exclusivity of an open connection located in a
file server address space in response to the serialization failure;

and generating new serialization data descriptive of an open connection from
existing connection/position data descriptive of a location of an open connection and
located in a client address space.
7. The method of claim 6, further comprising invoking an operating system
function to destroy the file server address space.

8. The method of claim 6 or claim 7, further comprising invoking an operating

system function to create a new file server address space.



recognizing a file system serialization failure on a file server; discarding
existing serialization data descriptive of exclusivity of an open connection
located in a file server address space in response to the serialization
failure; and generating new serialization data descriptive of an open
connection from existing connectio%;osition data descriptive of a location
of an open connection and located in a client address space. 7. The
method of claim 6, further comprising invoking an operating system
function to destro’[’y the file server address space. 8. The method of claim 6

9. or claid methethel ¥8r gy Bk duah S reaprgg stem function to
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claims 6 to 8, further comprising: storing the new serialization data in the
seaihigl e SIVEN B R E stddirice sBES sEardhthghs peifelitg of iy position

infoRASESIMRE theeXistingscoapection/position information in the client
address space. 10. A computer program to, when loaded into a computer
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(ARTICLE 19)
any of claims 6 to 9.
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