METHOD AND SYSTEM FOR ENCRYPTI ON OF DATA Field of the

I nvention This invention relates to nethod and system
wo o09eesiypti on of data. Particularly the i nvePCT/DN2008/000464

relates to encryption of data to be transmtted

renotely. Background of the invention Encryption can
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METHOD ANDSVSTIM FORENCRYPTION OF DATA
not necessarily relate to the security of the

encryption nethod. Oten there has been a need to

. pL.Qt. e information from'prying eyes'. Traditionally,
Fleld?@&bpj‘fnvﬁ&br%hs can be used to encrypt data streans,
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original or its encrypted data stream are unavail abl e.
(When both source and encrypted data are avail abl e,

PartictRady bitrakihhentieaoreiatenico snepystiont bbudita ttoi Henaetansmitted
necessarily easy). The best encryption nethods have
remotlgly_tl e effect on system perfornmance, and may contain
other benefits such as data conpression built in the
system Prior Art Encryption devices and systens are
wel | known. Some of the systens and nmethods currently
Backgroundwfithe myenéioay ypti on purposes are as follows. US

2003/ 0115449 Al .descr,i bes an encrypti met hod . usi n
Encrypyiogheaih beedredaitv elyusinaplp pracess, 4rets g&ggg 4%%%3% wants to

ke Yok D AR S BEERSSa FA LR ey ofhe
encryf;‘gggs&c (i)@T wi%rg 3ﬁ§1[e 929858 % nkéd rt%qﬂiﬂgt%ét $RfStion from
'prying eyes'. Traditionally, several methods can be used to encrypt data streams,
all of which can easily be implemented through software, but not so easily
decrypted when either the original or its encrypted data stream are unavailable.
(When both source and encrypted data are available, code-breaking becomes
much simpler, though it is not necessarily easy). The best encryption methods
have little effect on system performance, and may contain other benefits such as

data compression built in the system.

Prior Art
Encryption devices and systems are well known. Some of the systems and

methods currently implemented for encryption purposes'are as follows.

US 2003/0115449 A1l describes an encryption method using synchronized

continuously calculated pseudo-random key. This invention uses the



working in a strict timng cadence node between at
| east two stations for it to work on a token ring
Wmeiono6dd13 US Pat ent 7, 327, 845 teaches an apparBCT/EN20084000464
nmet hod establishing a one-tinme cryptographic pad
pseud 85 hHEBH ﬁ)t@?@ﬂ?g_nbf 3trafionBR fumBergOBHY Bh685¢d180 Rivel the number
conprising a pair of transmtter-receivers, each of
sequehi®® RAithehdrtes geddriterl. i tly sdquiresntspecihireceleing esrocessors
in comon. The comuni cating pair also store
workingein austrictetintinggeatienessagete betiveemrtnlieasi ows, stations for it
transm ssion conprising secure data exchanged by the
to workaon a tokteni ing me¢penkient of message content. The fir st
transm tter-receiver randomy selects a cryptographic
device and a previous transm ssion or nessage that has
been _sent to the second transmtter-receiver..The .
fg ks}gn% a one-time

Us Pa;tgli tl??% taashes aderbRArAYS gnfmrsthpy establ

crvot e S5 BB SRR i MepiBlohiasibe pai
compiip s b inlles GRCLHARS ot LA B Mo FR'a plurality of
e BT By 303F, SR RV AL epaRcodo siore

previd s?ﬁséﬂéﬁa?fﬁ'qeﬁeﬁfésﬁg%?s hhE §868MkSi6R4SH trARmIs8i® \¢®imprising

s
I scovers e encr i on device used by the first

securd UaRs BkEhEREEE VyV e paRTthht €5 ihdepermieanast alessage content. The
transm ssion sent by the first transmtterreceiver,

first tRMAmises-rebeivée eandoedy selatenaayprographis dehiee and a previous
previously sent transm ssion or nmessage, then uses the

transndlissivay er egessagey phatohasibeenesend tenthrey pecartt transmittesirpeeiver.
sent transm ssion or nessage and sends to the first
The firsatramsntitter-ecetiver alstheandomsly selactsratiederansedova message or
iransibipsioth. BEBOAUS: ASi BY P con ISR At cbhe first
transnllftter-receiver encrypts the previously sent transmission or message and
the reference to the message or transmission previously sent by the second
transmitter-receiver and sends to the second transmitter-receiver. The second
transmitter-receiver discovers the encryption device used by the first transmitter-
receiver, verifies the message or transmission sent by the first transmitter-
receiver, and uses the decrypted reference to access the previously sent
transmission or message, then uses the discovered encryption device to encrypt
the previously sent transmission or message and sends to the first transmitter-
receiver. The first transmitter-receiver decrypts the transmission. or message
previously sent by the second transmitter-receiver, and authenticates. If
authentication is successful, the first transmitter-receiver encrypts using the

randomly selected cryptographic device.



aut hentication is successful, the first
transmtter-receiver encrypts using the randomy

W@ 2008066 cr ypt ogr aphi ¢ devi ce. US 6, 868, 495 t aP&KBINGAAI00464
a content provider to encrypt digital information

US 6@6@2@95 fARY U €A Ldfterit ?%Wﬁé’retoo%ne if @igital information

mmandfacturer or a content consumer to provide support

witholiplreljderiipeeithee 4 dardofare o6r gsiptodinngnaleefacpidednor a content
Thi s 'mechani sm can be provided in a manner which

consughdross ptdneidei gligdrt ifof dnerspecifict forbe of apiresspeariihy deoryption.
_ back-up purposes and to be transferred easily for
This dhethdrism oren boe provided hiul @l menneer whichopliovg dhe digital
) the digital information in_decrypted form In )
information dalbe copies eanilyyrdenck-yp marppseLaRd e b fransferred easily
stored as, an execut abl(g conput er progra

for diswerutss, bukudughishonldneg et haPPYE ?gt“tﬁie f(ﬂgital information
in deqTpisthitianin FRBR B LS Y EBT AT A bt is Hored as an -
exeefiRoERRUAR, REREFH SUREPLIRRIRSS ehSiediRoR brogram tha
o . . . _ _
ceeryBLE B, PsBofRS, b BRaPAyolo, ProVI tOTRHR A ptormation
I . ) 1» 1 1
upon LR hPIAEA P CIBbAFRIENJRYLEQuBILY I s,
| ocation, each of the first and the second el ectronic
devices having: (i) a non-volatile nmenory; (ii) a

US 6,448CE3 piopbéds A nadthbdddt @areerhtibpearoiddntival ebeutronic one-time
nunber s bei ng stored on the non-volatile nmenory, the

pad at alfirst be¢ation dadtd sedorfdolocatient ihe methddtduenprsingithe steps of:
el ectroni c devices; and (iv) at |east one software )
(a) providingra fiost electionin dewiceraighe finsd bocatiareand osacone electronic
_table, the software program being stored on th ) .
devicaa thelsecond losatioy, aaeh ohéhafirsleand t%ﬁ ée‘é@lﬁé @i@(‘éromc devices
. praogram bei ng operated by, . the processat.; rovi din :
having: CorAPCHONG SHAMREY: oY & DERHRPEST bt eashiasle TARE of true
first electraoni c device . .
random numbers being stored on the non-volatile memory, the table being
identical for the first and the second electronic devices; and (iv) at least one
software program for obtaining a true random number from the table, the
software program being stored on the non-volatile memory and the at least one
software program being operated by the processor; (b) providing a
communication channel for communication between the first electronic device
and the second electronic device; (c) selecting a selected true random number
from the table at the first and the second electronic devices according to a
selection procedure, the selection procedure being identical for the first and the
second electronic devices, the selection procedure including exchanging at least

a portion of a key between the first and the second electronic devices over the



and the second el ectronic device; (c) selecting a
sel ected true random nunber fromthe table at the
w0 2e0sve@mndl t he second el ectroni c devi ces accorRCTION20G8/ 0464
sel ection procedure, the selection procedure being
comrﬂ&g@_é‘étﬁ&@'ch%ﬁhel,'ﬁld‘ﬂ figdt BBGeldted _‘%ﬁﬂ?‘ dagdGel AMber is identical

I ces, the selection procedure including exchangi ng

for thetfirkeaad the Recbhdreleétrankedetietyeand (A foimilg antbasha portion
second el ectroni c devices over theconmuni cation

of thecldentiesl electioribamnet-timespadat tik firsteandhtido secomd docdtions with
identical for the first and the second el ectronic

the settoied éste mmdopa nufwber.ng at | east a portion of the
identical electronic one-tine pad at the first and the
second | ocations with the selected true random nunber.

However, many encryption systenms are prone to.attack
Howexgs, many waCEXRtSE RYSiREY At PTOPRCIGatiagk fpd mn fime can be
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the encrypted data and then anal yze the recorded data
to decrypt it. There is therefore a need for an

Obje&R3UYihe ifvemtfoem and a device therefore, that cannot
be subjected to hacking. This invention envisages a

The basid &asendon thy Haeltih®ofwodey ph ichicryptidatsystdms i shat a hacker
absolute in the sense that the variations for analysis

is ablé 66 rédurdpthepaseryptéd detr ypt then endyze thereeordest dita tbglecrypt
rendered absolutely free from bei ng hacked. Wat

it. therefore is created in accordance with this invention
is a systemthat

There is therefore a need for an encryption system and a device therefore, that

cannot be subjected to hacking.

This invention envisages a device and a system for encryption of data that is
absolute in the sense that the variations for analysis for™the purposes of

decryption are infinite that it is rendered absolutely free from being hacked.

What therefore is created in accordance with this invention is a system that
provides a dynamic code evolved from an ultra fast sequential random number

coding scheme that provides absolute encryption.



provi des a dynam c code evolved froman ultra fast

sequenti al random nunber codi ng schene that provides
wW@R®olet3es encrypti on. Summary of the invention PEI/IN2008/000464

accordance with the invention there is provided a

Sumlﬂg}?q)ﬂ'th@rinb@ﬂ@ﬁjﬁtti ng a nmessage securely between two
entities, a sender and a receiver, said nethod

In acesdnnts ivigh tthe iheehtionnthest ép proeideat hnaethad foektansmitting a
nmessage at the sender; converting the plaintext

messapes segaelyntbetwiesnr ywo atritidsrarisegden aadr ayreceitar shid) method
nunbers based on the infinite sequence of value of
comptiping theefodlerwimg $8psnunber in the array as the start
poi nt; selecting a pattern froma pattern database;
t r acreRfing pladniexh opesrgeerd thesende@ pattern al ong the

nunbers in the r.a equentially and formng a
decFREVETIMHEE B n‘@% %%?S@g?ilgﬁhﬁlw a@ci mal nunber
stri.ng by a partition.function to,forma decinal.
unernine i BEE, b St R RRerS Be St ndiite sequence of
bi nart{bl ﬁilft ..»concatenating the binary list in a

preé@ G ¢ manner to form a bi nary string used as a

PR AEAGEIRIIRS ied I apepdt e Lo Tarm

e sehetigls P e patamaeis o ¢ gecod
tracing and extracting the selected pattern along the numbers in the
array sequentially and forming a decimal number string;
partitioning the decimal number string by a partition function to form a
decimal number list;
converting the decimal number list to a binary list;
concatenating the binary list in a predetermined manner to form a
binary string used as a cipher;
XORing the cipher with the binary data to form an encrypted data
packet;
transmitting the encrypted data packet to the receiver;
transmitting a decoding key in a secure manner between the sender and
the receiver;
receiving the encrypted data packet at the receiver;
forming the cipher at the receiver using the decoding key;
XORing the encrypted data packet with said cipher to obtain the binary

data; and

converting the binary data to plaintext message.



the receiver; receiving the encrypted data packet at
the receiver; formng the cipher at the receiver using

W b@dgesodli ng key; XORing the encrypted data peCREI2008/000464
with said cipher to obtain the binary data; and .

Typicaﬂg\/%éi RSRAE iRLRRTY SRl 8t o@'s@n’ﬂﬁﬁ%ta pilot file to establish
ne [y es t

Sage. Typi ca , the nmethod i1nclud e step of

comnfigi18atien ki befwddr thet serritir apldi thie rece@runi cation |ink
bet ween the sender and the receiver. Typically, the

met hod includes the step of securely sending the
_ decoding key to the receiver which includes, selecting
TypicaHys thenethodumchrdesubedstap qfossicuirely sendinggheatecoding key to
identification of a particular byte in a string;
the regeiyge whighl ijachudsisaci ng the identified bytes with the
four nunbers used as Start point, Pattern, Trace and
Part i tSe3eCting c {Qwn TapaPEY| BRIMGSTS nuse, cdsa geositlogairgarkers  for

L Rk
pol i SeghnAUS, | "ol if%”?tlflﬁméﬁs@n‘%ﬁ W tho¥h€ fgur numbers
funct [ SUt RS Prueftf; TIcR add PaRiSEE htiion, °°
Commruzﬁeﬁ%agihé £ )z/&%%ﬁee E)S §d SR eﬂdgﬁﬂﬁe& NSytes to generate a

receiver. pita od i ncludes the 'step o
usi ng fAfipadetifigr b§ye;t 0 decode a predeterm ned

subsequent nessage:
replacing the byte identified by said fifth identifier by a random
number to be used as flag point; and
creating a pilot file consisting of the flag point, start point, pattern,
trace and partition function and sending the pilot file to establish a

communication link between the sender and the receiver.

Typically, the method includes the step of using a decoding key to decode a

predetermined subsequent message.

Typically, the decoding key is generated and attached to the binary data at a pre

determined location.

Typically, the step of securely sending the decoding key includes attaching the
value of message length to the encrypted data packet at a pre determined

location.



Typically, the decoding key is generated and attached

to the binary data at a pre determ ned | ocati on.
wawooedsiy, the step of securely sendi ng the dRCHIN20¢B/000464

key includes attaching the val ue of nessage length to

TYPiCF‘Q?ﬁ% rst’@ o s@éfu%l? %Eh&{ng’"éh@d@é@dﬁg >j"‘éﬁ!@l‘%hdes extractmg the

ypi cal the step of secu endi ng the
messagecled e ﬂh%cﬁﬁ@i%a@)ﬁabkét fiiogn tifsepreedsaaaihed Wdation at the
rom the final data packet fromits pre deternned
receive®@aid.on at the receiver end. Typically, the step of
securely sendi ng the decodi ng key includes separating
the nessage and the decoding key, wherein the decoding
key is stored for decodlng a subsequent nessa%e at the

Typlcalalyeuﬂverstem SEGIeR ISER 111@@65@@@ dngseeytreljides sapagting the
t he COdI ncl udes tities,exchangin .
messageealil g&ﬁ) Elg %@r&%&ﬁn&é@ﬁeﬁnﬁ%&ﬂ Temdlgcoding

is tr nsmtted E% tween two ntities in two way

a sub TRESA8R at ﬁﬁré%ﬁlr’? el? e step of securely sending
t he decodi ng key conprises formng a pilot file
cont ai ning the decoding key and sending said pil ot

i, 88, S LT PR W, TS e o
ent1t1%ﬁ§>9&ﬁ%gg Yorfe? é 88 deé@amgelgeﬁyggf S Ehes%ﬁ 'vwlag data is

a system | ashi

transrhﬁtéﬁ BQHQ@eI@t\%' éiﬂﬁle%qwt@ﬁﬁ W coRnslimigation, mess ag e
Typically, the step of tracing the pattern includes

identifying a set of cells about the start point and
sequentially reading the contents of each cell and
Typicallggithe step bihseheely seadinggtlst decodirfpkeyacataprises forming a
nunber string.
pilot file containing the decoding key and sending said pilot file to the receiver

before transmitting the encoded data.

Typically, the step of securely sending the decoding key comprises providing a
password; combining the password with a system identifier and hashing it to

produce a unique address for sending the message.

Typically, the step of tracing the pattern includes identifying a set of cells about
the start point and sequentially reading the contents of each cell and placing said

number in a register to form a decimal number string.

Typically, the step of tracing of the pattern is carried out in clockwise, anti

clockwise or any other defined manner.



Typically, the step of tracing of the patternis

carried out in clockw se, anti clockw se or any ot her
waledovmediiranner . Typical ly, the step for parti t POIIN2G08/000464

i ncludes creating segnents of predeterm ned | engths

Typid;]a{ijﬁgnéfrlg l%lt%? %ﬁ?g{ﬂggp’qgfg i dlhdés Eféaftﬁfg%%%gﬁ;@ggf gtredetermined

e net hod 1 ncl ep
lengt® fidk?thé ﬂe@fmﬁ?hﬁnﬁ%@%‘ﬁ*iﬁ% t Porinra detefimbnafibelilise. at

the receiver. Typically, the nmethod includes replacing

of a stored decoding key at the receiver with a

decodi ng key received along with an incom ng nessage. )
Typiceilyi, cthlel nethod melhdes the Istepe ©1f sioningg o wighdecodling key in a

length equal to or greater than the length of nessage
tempomrpdilecdélie reaeiaetor dance with this invention there

is provided a systemfor transmtting a nessage

securely between two entities, a sender and a

.receiver, said systemc risi neans tao.create .
Typiglly ihe phethoskingluaes Tanlodlng i Sioign decgring Koyt the receiver
., the pl,ai nf ext ness i nt o bi nar a; ns, to form
with 3 deeBeiie ke katevag ohboris plbtoffihBim Rk, e
sequence of value of 'pi'; selection neans to sel ect
one nunber in the array as the start point; pattern

. i '. f
GRS dae S g o o st
than & l%ﬁgtﬁlij g?l"i‘ﬁéﬁa edbMcddgi.nunbers in the array

I
seque y and extracting neans to extract said
nunbers to forma deci mal nunber string;

In accordance with this invention there is provided a system for transmitting a
message securely between two entities, a sender and a receiver, said system
comprising,
means to create plaintext message at the sender;
means for converting the plaintext message into binary data;
means to form an array containing numbers based on the infinite
sequence of value of ‘pi’;
selection means to select one number in the array as the start point;
pattern selection means adapted to select a pattern from a pattern
database;
tracing means adapted to the selected pattern along the numbers in the
array sequentially and extracting means to extract said numbers to
form a decimal number string;
partitioning means to partition the decimal number string by a partition

function to form a decimal number list;



partitioning nmeans to partition the deci mal nunber

string by a partition function to form a deci nal
Woenopee63i3 st ; means to convert the deci mal nunbRCT/IN2008/000464

to a binary list; means for concatenating the binary

|1 S InddhsAoRlSHRIL T AREIRIGLER 110t DiBhARINES LY | NG

to be used as a cip Irst XORi ng neans OR ng

t he neddieforbbicdtbBathpahy Biaksy Uit finrdpeedeeemynéd danner to
dat a packet; transm ssion nmeans to transmt the

encfyigherbiiagira stdnkab Beousdibas aotpher; secure

transm ssion nmeans to transmt a decodi ng key between

t he fash 3&ORing mieans efoei XORing ¢e¢ \dpher avish tther buwiry edata to
the encrypted data packet; nmessage extracting neans to

ext faon aneeserypted dataipagket; ci pher form ng neans at

the receiver for formng the cipher usin (fqetCOdi g

key iraasgussinn Xaeangy teedransmit: the recsyptad rdsta xppgligg to the
the encrypted data packet with said cipher to obtain

t he T8¢9¥FY data; and neans for converting the binary

data to the plaintext ness . Typi cal -he st.e

e SasiectarSrasRieTh a0 ey Bl of  ddqdifie K45 Sveen the

conmuni ' ' -bet.ween the sender and the

re?é?@%%ﬁéﬂ@gl?%g?%?g{’he system i ncl udes a key form ng

mea : ' ; | j , the

reanscdot: PTG fheidenodag ki aluppealdy, |

decogedigokexhidclin@e 9988 18 RtlactnaMskags . including a cipher
forming means at the receiver for forming the cipher using a decoding
key; a second XORing means at the receiver for XORing the encrypted
data packet with said cipher to obtain the binary data; and means for

converting the binary data to the plaintext message.

Typically, the system is adapted to send a pilot file to establish a communication

link between the sender and the receiver.

Typically, the system includes a key forming means for forming the decoding

key.

Typically, the system includes an attaching means to attach the decoding key to

a message to be transmitted.

Typically, the system is also provided with means for attaching the message

length value to the encrypted data packet at predetermined location.



Typically, the systemis also provided with nmeans for

attaching the nessage |ength value to the encrypted
walaag/op@tket at predeterm ned | ocation. Typi cal PET/IN2AEB/000464

recei ver includes neans to retrieve the nessage | ength

) . s Lt :
Typiq B haeCt iR IRRSRAENRATS 20 ISy} (ReNERAI, Brtfl from the
final ﬁ{ésﬁ;%@ghékéto@bﬁl HsigredéRimingd ¢o@itidmg the various

operations. Typically, the systemincludes at |east

one arithmetic logic unit at sender end and one at

recei ver end. Brief Description of the Acconpanying .
Typidaibui ths: sFstgm e incloideshetadeastpawd narithmaetingdogic  units  for
_ illustrates a flowchart describing the nethod for
implemnentypg ithd varioud ereyptipss i n accordance with this

invention; and Figure 2 of the acconpanying draw ngs

illustrates a bl ock diagramof a systemfor encryption

.and decryption. i ccordance with.this.invention; and
TypiGhl i Bos e e bisBaRy At o o aithels fogsuifat Sender end

dfor tian of one time cipher in accordance with this
and ONRMAAFPIN T BBHai | ed Description: This invention

relates to devices and systens for encryption of data
to be transmtted between persons renotely | ocated

. I i . i d
Bried B8 oA A pa e Y e Syetems are

FigurIEr PSY i akkasip u% NdralwiBS aMuBfratexc keflowdh@rt describing the

ncreasi ng the fréquency of "key change and usi ng

meth68 by Bht§pl d@rahd [dserypadn il lsecobidagiceonithtthkeisrention; and
ci pher aré suggested as possi ble ways of reducing

FigureeZ wfithy ddeoegparbringodravingsyillubeytesr 2 biock fdiagamoaff.a system
The basic reason for the hacking of codes in

for emorypyiphiaml dgatyption M ateardanbaswdr this invention; and

Figure 3 of accompanying drawings illustrates the formation of a one time

cipher in accordance with this invention.
Detailed Description:

This invention relates to devices and systems for encryption of data to be

transmitted between persons remotely located relative to each other.
Encryption devices and systems are well known.

However, many encryption systems are prone to attack and in time can be

hacked into. Increasing the frequency of key change and using encryption

10



is able to record the encrypted data and then anal yze
the recorded data to decrypt it. There is therefore a
woe@d/oést3 an encryption system and a devi ce t hRCBIND068/000464

t hat cannot be subjected to hacking. This invention

! ' te’ha®podsible ways
Ao B R B R R e pofTe way
of reduRhy SbSuriy thirba: Bt plosivustf titscannhdtofoctprodfafinite

that”it is’rendered absolutely free frombeing hacked.

VWhat therefore is created in accordance with this

invention is a systemthat provides a dynam c code
The basiy seadohrfomthe hacking bisodes quemncigptionsystems apdrat a hacker
) codi ng schene that provides absolute encryption.
is ablaypireeondytherereypiashdata and thamanalyee the seeprsipe datndp decrypt
. this invention a uni que random sequence of nunbers, of
it. infinite length, are adapted to be generated

si mul taneously and identically between a sender and a

reci pient. This sinultaneous random nunber sequence

gengration, is ysed b h st o)
Thereify et paet TR0 o shERriGHt STt RRECE o3RG, Bifgtere, that
rnobahi.Li f ing the encoded data and therefore
cannq%lbiee%l Jﬁk%et%a%%qﬁﬁgm hori zed decryption by an outside
party is zero as the data is encoded usi ngthe
equi valent of an infinite size '"one tine pad

i ' dRRe& Whilha tdyksterh Nive Nnidrpptioht of elata that is
This gfgﬁrggggggyﬁa%ggﬁwent or \é%lﬁa? Sgb' éne ti rre@ggd' -0

absol8RCAHI fige Sysisemhai the avadgtibng ofr thalysiheforesisageurposes of
sent, is theoretically undeci pherable. It is further .

decryphivnsireriadinite thac o idarodersd absdiutelifvenfionn befiag hakked.

uni que random nunber sequence generated in the system

of this invention will be XORed on
What therefore is created in accordance with this invention is a system that
provides a dynamic code evolved from an ultra fast sequential random number

coding scheme that provides absolute encryption.

Typically in accordance with the device and system of this invention a unique
random sequence of numbers, of infinite length, are adapted to be generated

simultaneously and identically between a sender and a recipient.

This simultaneous random number sequence generation, is used by the system to

encode and decode data by parties involved in the data interchange

The probability of decoding the encoded data and therefore illegitimate and

unauthorized decryption by an outside party is zero as the data is encoded using

11



the plain text data streamconstituting the data to be

transmtted at the sender end which will be reversed
wa@eoovles3teci pi ent end in accordance with a PCT/IN2008/000464

predeterm ned set of rules and conditions. By this

the eqﬁﬁ%lénf BE ahliafRify sigd 'Grnfihitep éd‘aénw%%édm{ a&Ebﬂdance with this

achieved at a rate dependent only on the speed of
inventofpl € XOR unit. Fig 1 shows a fl ow di agram
illustrating the steps in accordance wi th one
enbodi nent of the invention. The nmethod of encryption
and decryption conprises the follow ng steps, creatin
It is bplieved dyt theeksa@ptomthat lac'oserttive; pash mesrcodigg iskstem, Wlt% a pad
pl ai nt ext nessage |nto bi nary data; formng an arra
largerdbandhe mgSS@gm@m, is4bear eéwailbfélqulph@@@%q uence o1¥
value of 'pi'; selecting one nunber in the array as
the start point; selecting a pattern froma pattern

It is ﬁgﬂaﬁ%gﬁﬁ@%@%ﬁl gar(aaﬁ)é% ;\f}lr é)}ﬂ%et he ﬁoga ﬁ‘&;l% gh i &0 random
B SEEL T TR B BRI A0 e on
the pl%ngtt%‘kl[t gﬁlta Laner c+ %tﬁﬁﬁg"tﬁétda‘ﬂg 16 B8 t?ﬁl‘férigﬁjtedl1 sender end

| nar ncat enat | ng nary

whicH Wift B ?ﬁ@ @EW%%e%Egﬁénf endahMGERURREY with 'anlgréé&@@i’mmed
as a ciphe cipher wwth the binary data to

set of OfledN aBiAC rdtﬁicﬁﬁoﬁ@t Bypadhiet imeans the transfer of confidential

information is achieved at a rate dependent only on the speed of a simple XOR

unit.

Fig 1 shows a flow diagram illustrating the steps in accordance with one
embodiment of the invention. The method of encryption and decryption
comprises the following steps,

creating plaintext message at the sender;

converting the plaintext message into binary data;

forming an array containing numbers based on the infinite sequence of

value of ‘pi’;

selecting one number in the array as the start point;

selecting a pattern from a pattern database;

tracing and extracting the selected pattern along the numbers in the

array sequentially and forming a decimal number string;

partitioning the decimal number string by a partition function to form a

decimal number list;
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transmtting the encrypted data packet to the

receiver; transmtting a decodi ng key by secure neans
wheiweeisli he sender and the receiver; receiVvi nBCT/IN2008/000464

encrypted data packet at the receiver; formng the

C! PRghvEkind fhé AEEIHET nbiHibRH 1ish fo ddsifintiskey: XORi ng

t he encrypt ata packet wth said cipher 'to obtain

t he cBhBafenatiziod th@ inapnVRttinng pheddienainediahanter to form a
pl ai nt ext nmessage. Typically, the nethod includes
sendimgyastpingonsdd heatadplkst abl i sh a conmuni cation |ink
between the transmtter and the receiver. The decodi ng

key X@Ringdtheo ciighardeith phe ddneryridesa toubemguamtencrypted data
nmessage. I n accordance with one enbodi nent of the

i nvgactkell, a decoding key is generated and then

attached tqQ the nessage af a pre determ ned | ocation.
The teapsmiking dhe ieneryried Ci?é%ﬁﬁcﬁ%frtoﬁ Rt he val ue

of nessage.length tq.the encrypted nessage, packet a

or ¢ CRSBRRHAGEH (SERE I KRN G eI HE CRDS d1cy BEep o, feyider and
the final .message packet at the receiver the nmessage

| endRfT9CIYEDar at ed from the encrypted nessage packet .

The decodi ' grssage and

stof g%e&?ng %léé( ?égbﬁ:\’}ég Qﬂ_%gélggg%%&gh %3%% equ e’n?

TES 380Ri £ (RE CHIAAINI LR hiRle AIENIIERE lidy;t he
comuni cation i's two way and the transnmtter ang

rec ' %}ﬁﬁ; Matdhckace Wiffessifosiphlato obtsiarthe bi

In %@ﬂalﬂgﬁﬁgr e gﬁ@rr%nt %‘C t he 1i nvelﬁ??gn th?a ° Pinay
decQitatdark®y is sent by the transmtter in formof a

pi |l ot message before each nessage is sent to the

r eceiov®erting the binary data to plaintext message.

Typically, the method includes sending a pilot file to establish a communication
link between the transmitter and the receiver. The decoding key is used to

decode a predetermined subsequent message.

In accordance with one embodiment of the invention, a decoding key is
generated and then attached to the message at a pre determined location. The
system also includes means for attaching the value of message length to the
encrypted message packet at a pre determined location known to the receiver
forming the final message packet. at the receiver the message length is separated
from the encrypted message packet. The decoding key is separated from the

message and stored at the receiver to decode a subsequent message.
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Bef ore coding the nessage, the length of the nessage

is obtained. The partition function only indicates the
weepeastd ti oni ng of the deci mal nunber stri ngPCHIN2008/000464

carried out. In order to forma cipher which is of

In acé@'@i{%ﬂ%é‘%ﬁh' S06HR BB&irﬁ@ﬁ’bsgg@e é&@ﬁ@ﬁicﬁ?ﬂon”i‘s”ﬁ@dfi way and

IS partltlonggl rteratively ti the nunber o

the trad@ifttdrhrid R Rl e ks withesell me@s@te A4k gent.
than the nunber of itens in"the nessage to be encoded.

The value of the length of the nmessage is attached to
the encrypted nessage before transmtting. The
In yedesothay ekeyodismerstedf tthe dewedtion firedetedirigndaty is sent by the
subsequent nessage. The nethod includes sending a
transipittent i i foem st phldtsmesseganhefpratdach miessaget espnt to the
the transmtter and the receiver. The transmtter and
receitdie recei ver provide a password that is conbined with
a systemidentifier and hashed to produce a uni que
address. The transmtter also provides with four

mero 538 Lt 360 8 S A SRl cifine, e partin
i bty S0 B8R DA L ol o g i
cary B g PO B ORT Pl engts of tre

| m AU oSt on ers fof
mess%geg thedddhia mlﬁ@b@r RAThE GY f@ﬁftlﬁﬁh@d'lfbrau%[y ol tAh@umber of

rage of said tour ide ier bytes is calculated to

itemsINPeas it dnleldt st @esijuidl iteTortyreater Thanrththamnber biidems in the
replacing the byte identified by said fifth identifier

messiye fo barsgesdednide vaubofithedengtf dftheniassagavs attached to the
address file is created consisting of the flag point,
encrypted tmesiagt, befare drmsthiting. At dacedingokey uscesashto glecode a
ormed by said Arithnmetic logic unit. The one tine |
predepemisetosuhsgquent ecessagag Thermgthed ingJudengeadimgiadpilot file to
message to said,unique address, The pattern identifies
establisk et communieation Jink hetwean th Jirarstaiiet aadt thecrsrgiver. The

trans%‘g%:a}ga gﬁg ggggf\%g%%vﬁ% %;ésggcha%%{] t8 SmSas wih'a system
identifier and hashed to produce a unique address. The transmitter also provides
with four numbers that are used as the start point, the identification numbers for
pattern, trace and the partition functions to form said pilot file. The method is
implemented by an arithmetic logic unit. Typically, the arithmetic logic unit
selects four random numbers used as position markers for identification of a
particular byte in a string. The average of said four identifier bytes is calculated
to generate a fifth identifier byte. The method includes replacing the byte
identified by said fifth identifier by a random number to be used as flag point.
An address file is created consisting of the flag point, start point, pattern, trace

and partition function is formed by said Arithmetic logic unit. The one time pad
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form ng a nunber string. The partition function
creates segnents of predeterm ned | engths fromthe
wWo00pe663s3 ri ng form ng a nunber list. The tracPCEIN008/000464
the pattern may be carried out in clockw se, anti
is for@e‘ac&’{“réc?ei%ng& Bfeg&&qrtod&fn'dn@%&@@ 'ﬂ‘i‘éssage 20 dRe@diniGue address.
ey I's stored in a tenporary file at the receiver. The
The patesh V@entiaes agktict cabogdbdutdhiehsthitepsies agidthekescinphfunction
exi sting decoding key in an address file database is
sequentipllgcradeitht doigenigcofieach kell arrbplaces saidmmmbenin haegister
nmessage at that instant. Figure 2 of the acconpanyi ng
formidpava ngsmibérusstrimges Ehé| paktiioagrfanctibna eipatesm segments of
accardance with one enbodi ment of the invention for
predeterenippetli dengths Gromn yihte awmben ctong afyening . twigber list. The
_invention. In accordance wth this invention,there is
tracingr efithe daitespsied Percaswiedy put on Jeckiwise, anfi Flegkyisg or any
conprises neans to receive a plaintext data and to
other g mMERBCH| ai ntext data into digital format. The
systemis also provided with neans to forman array
based on the infinite sequence of value of "pi'. A

the SR BATTP i I g o et e e
messé;%f 'i?tééc‘aﬁeﬁa%‘?@mﬁé‘%&%gggé 3&163’ PRld &istingd RAJIBAS key in an

ection neans 1s inclu ich is adapted to sefect

addre8s H‘Fl%t&cgﬁ?ﬁgeoiﬁ Fdabad GeiR tHaldRkadthg kegaiergivehalory evith the

I nclude or tracing the selected pattern along the

mess&%@ﬁ?tl’ﬁt_iﬁﬁﬁnﬁrfay- An extracting neans extract the
nunbers identified by tracing the pattern sequentially
to forma decimal nunber string. The deci mal nunber

string is thenpartitioned by partitioning nmeans and a
FigurdeZ iofethe raorbatpdryingi drafvengs dﬁustrataasya bbosle ddagranredra system
convert the decimal nunber list into a bjnary list. |
in actieed@nemryith one embodiment of the invention %/or encryption and

decryption in accordance with this invention.

In accordance with this invention there is provided a system for encryption of
data, said system comprises means to receive a plaintext data and to convert the
plaintext data into digital format. The system is also provided with means to
form an array based on the infinite sequence of value of ‘pi’. A selection means
to select one item in the array as the start point is provided. A pattern database
stores a variety of random and geometric patterns. A pattern selection means is
included which is adapted to select a pattern from the pattern database. Tracing
means are included for tracing the selected pattern along the items of the array.
An extracting means extract the numbers identified by tracing the pattern

sequentially to form a decimal number string. The decimal number string is then
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list is then concatenated or conbi ned together using

nmeans for concatenating. The binary string thus
Wobialests i s used as the cipher for encrypti onPCHING§8/000464

generating nmeans to generate a decodi ng key which is

partit?frfe"i‘l 2goér‘€itfdiﬁ‘ng'rﬁ@ s %ﬁ%lsﬁﬁli%c%aﬁtrﬁﬁ‘ﬁl@éﬁﬁsﬂ?@ﬁénh@d Binary

nessage pac et the decodi ng key conpri ses

convdr@ﬂjrpﬁ{e%tﬁstc’!&\&@i tes decighal hiufR®entlistdnbRatbibapy list. The binary
function, and the trace function. A first XOR ng nmeans

list isX6BRr b@ncaﬂéhatedl\fot Feanhleinreek sagathpackitg heedroy for concatenating.
encrypted nessage packet. The val ue of the nessage

The bimagy hstringathe obtainedt iseused ragptleel aipbemder ancayption. A key
predeterm ned | ocation which is know to the receiver

generntingi mpanketof gaaeraie s dgeoigk eyt Waich ds wattasder: tczadhe binary
to the receiver. The tr nsmtter neans tr nsmts

messagen &1y @ﬁt@@hg@ pReRRY 9o qrm cBIesERge At 0ﬁ>ghng key
the f.i age ,packet fromthe t nsm er the

COmPRISES & lcfaéﬁ@tﬁe.gatfeépr SEFEPHPbng R ﬁ@%fé iopndd the trace

functiof by B5t SIRERE By AIOR: Ch SRSk %ﬂﬁ%%@k@&?%%@*ﬂ to

form ﬁ‘épﬁﬁ#&ﬁt rﬁ%giareggehgéaﬁto YV y luet EHERRIEEe %@&%@r is attached to

he “encrypt éd nmessage

the eﬁ%@ﬁew Iixﬁ]hé'sr%%e TH s g?«gd’%&ﬁn b@hﬁ ﬁgw‘H‘Sh "BS&ABSN to the

ssage I ng ey attached to

recewér Rrhi gﬂﬁéeﬁﬁeﬁ rﬁk&sééﬁgd“ﬁa&éiftﬁﬁﬁisn@aﬁﬁmﬂ%&% dlus kaceiver. The

ansmtted to the receiver and stored in the

transfh?&&* MRans thatsniite thik dindl exesdmeseadket so the aéceider.The
decodi ng key separated fromthe nessage is stored for

decodi ng a subsequent nessage. Fol | owi ng paraneters

are required for inplenmentation of the nethod for
Afterereseiphigorthe nfinet anelssage wacket frami theerfransmitia; the message

Array: an array of single digit nunbers that are
length andetrigved] fom histpre detenmineddoeatien. The message length is used
to form an identical cipher by using it along with a decoding key which is stored
previously at the receiver. After forming the cipher, the encrypted message
packet is XORed with it. This results in obtaining the message packet. The
message and the decoding key attached to it are separated by using a decoding
key previously transmitted to the receiver and stored in the receiver. Thus the
plaintext message is obtained. The decoding key separated from the message is

stored for decoding a subsequent message.

Following parameters are required for implementation of the method for

encryption in accordance with this invention.

16



The Pattern Function F (Pttn): - defines a specific

arrangenent of cells that are to be addressed in the
woraion/oem3iny. The Start Point: Nstp, this | ocap@BIN2008/000464

(Pttn) at a particular point in the Main Array. The

. llg/gagg ﬁzg{éi%&g 'a?igha 3% éf Gin 115 d‘?@‘;‘g lﬁtﬁb@x%sﬁiﬁﬁg éhiéé‘ kﬁfdomly distributed

t ReH addressed by F (Pttn). The Partition
F\%ﬁtctl on érnt%yt - segnents the decimal data stream

obt ai ned fromF (Trc) into a unique set of decinal
nunbers. The Pilot File: - this is the first file to

o bEhsePhitéin Foinetiohsh (Faai) e defimemiacapécificbatrupgemient of cells
entities. The Flag Point: - this identifies the place

i that lage ¢o plrerddressabin giermain ahay. cont ai ns the new

code set [F (Pttn), F (Trc), F (Prt), Flag Point] that

is to be used for a secure reply. Fig 3 illustrates

t he one enbodi nent of this invention illustrating | )
o nEhadtaftoPoinsr Mstp, thiselaates F i tie) @ier partivel gapoing in the Main

assenbl ed on receiving a request to send an encrypted

e to a particul ar address. The address field of
the recipient contains the code set that the recipient
will use to decrypt the nessage sent. An ALU wi ||

. Stﬁ%f@%]q%g BoPGRoRNE. (s es Sortes A dpetichlat:sqgbienee to read the
APbgoristot s aellsin andel Bty At B (Pren).

sequence Trc. Pttn identifies a set of cells about the
point Nstp and Trc will sequentially read the contents

LB, SR S B e 485 et s

COBtAhBS fRordt (9 intd aAUdBbe FeFBE R ciniiPnumbers.

e The Pilot File: - this is the first file to be sent to establish secure

communication between two entities.

e The Flag Point: - this identifies the place in the cipher message stream
that contains the new code set [F (Pttn), F (Trc), F (Prt), Flag Point] that is

to be used for a secure reply.
Fig 3 illustrates the one embodiment of this invention illustrating method for

forming the one time cipher. The pad is assembled on receiving a request to

send an encrypted message to a particular address.
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ALUW Il now retrieve Prt fromthe address file and
w Il then segnment this FIFO decinmal string into a
wWmenopee63skequence where Prt gives the | ength of PEEDY2008/000464
nunber; this nunber list is stored in a file. The ALU
The dfched eI SEHERELBAL, datiBan bt o Redple il use

t | f 2. € t i i i bly’
oo WSS it MRS gl Ao rotd by by

first desviner fiong thé adessTield thadtant puiphaumbed Nefjettdatwill locate

inaPCis inthe formof 'zeros & ones', but these

a patteie ih nthe Mairc Arcagiethenathd patterpunenber Rényand Hemérace sequence
nunbers may held to any base and woul d be

Trc. Rehhidentificsl 4 get oficellsi about she qwint Naiprarsd, Traevidl sequentially
they are represented as a 'zero & one strings' with a |

read thectontentoaé eaphtcelleso identified Badelagm thag ¢egimal number into a

required o _change the base fram 10 to 2. .The, net hod
FIFOx I@glwr-n@fl@ RAFED pegistargrowe comans shsemgyaf degigpabaumbers. The

AU SRS o S AR L G et s v
decif b8 oTRCH, LY gL P B B o sy g st
o2 RC AR QG Biheme Benheh @fgenaly ke

each 'ur{hrﬁbler Rigo i iﬁ}ﬁ;}’ﬁ'l@ gi?EHH{?éﬁaﬂieoﬂécfrﬁaP HRYhSE o binary form.

nique identifying address.On installation the entity
Thes¥bihay ﬁﬁnﬂ%r@%‘f@ dhéRcohPatenBtliORItS. a LbAGAUBLE |bii@@jy|t f’t?ing and

see install of the code set. Thus the nunmbers w

store8§n the Bifaty Striﬂgt@ord\ﬁfﬁisrfonﬂﬁm%_ tke Whi¢ TimedPador cipher.
assenble the first Pilot File. To assenble the Pil ot

File, the ALUw Il |oad 1Kbyte of random nunbers into
a string file. The ALUwill then select four nmore
All thantitaninuatRC §s innthehfommofezarasod onesschutr thegerare in essence
nunber is
coded, and not pure 'binary'. Hence, numbers may held to any base and would
be mathematically/logically treated as such by the ALU, they are represented as
a 'zero & one strings' with a machine code that defines the base. Thus it is
required to change the base from 10 to 2.
The method for using the cipher for encryption of data can be explained in detail

as follows.

The Pilot File is the means to initiate secure communication between two
entities. Each entity, on installation of the encryption system, will be asked to
provide a password that is then combined with a system identifier and hashed to
produce a number. This number will be used in all secure system

communications to provide a unique identifying address.
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taken as a position marker that identifies a
particular byte in the string file. The ALUwW II| then

Wo epbaesikach identified byte in the string fiPET/W2068/@0464
seed code nunber. The ALU wi |l then determ ne the

On in@&4%LH98 M ?ﬁt‘?‘%yhkxqﬁ”ﬂ'sﬁ'k% asl@ﬂ fér fdilN ARt \didsé \K/Hl be the

generate a identifier and repl ace that

seed’\’\lris't‘alial ofand yodeusater This the nlimﬂms ]WIID Bekthentnitihl NStp NPttn
be the seed Flag Point. The assenbled Pilot String is

NTrc SoWPrchged tbarsgemitile the fndePHot Filed Tiel agpeRubletthe Pilot File, the

randomy distributed along its |ength., The four '

ALU indHrioadi ld{by‘twoﬁeamdqmmumbdrs mta aSningsSiike.f ilhe. Aﬁé will then
Pilot File is now conplete thefllelsaut matical ly

selectrfoms daorntprdamanenbers mﬁb@tr@@gét fod ksrrachrragdpm mumber is
messagefllesle( The Pilot File,wll

takena?@ esp@ﬁltwd mye r ghat identidics a Baftif“éﬂB?F @y@%&%ﬁ% nsllﬂ‘rz%ﬁg#ﬁle The
d.fil
ALU .vm a?g@l%ta?&%imééﬂ@ﬁ E%ﬁ%é{l £ ﬁafgeéa?.wé a ged code

numb ABEIa SFCholit ghe dgsHBBR, e fftrads MR TRl bytes
D\Ilﬂ\i;ﬁgge@m%%t%eﬁergtfggﬁgfg& ri?%ﬁtéf&% gggt\]gvlil:i' %gfét léTtﬁ t bAte with
randokﬁ Lr}u%@?éslhﬁ}) @Pti ef‘ttSr?KF Sﬁ%lcﬁe@vﬂll' We (R&seRE - FIE €Point. The

ress or #B, which consists

assenﬂflﬁdtliﬂl@oﬂi@tffﬁ? IPé Yow i VEbite!8agt With ar eode §dtl asd Flag Point
, [ NPttn] NTr c] &[NPrt] The ALU wi | |

randohﬂ?ndfs@hbu&tﬁ alldm@g Rid Qéngﬂhl €T'he dpyr t ‘byte ddentier’ munhleers are

file into the relevant address fields and add the

held iRid 8endFiSMSt fileA Ehes Roliot Filet is. nowec ol etekids ﬁ]:easgwﬁomatically
file available for Ato read, so that A can send to

remade FEXThe SS Gile mypdatedat teaand of s saessagetinler yeat. The Pilot
nunbers of those four bytes in the Pl ot Fi.l e that

File wil decratogmized aﬁASléQih bb’o@;ﬂY &Nty a HGJQCF%PT?W#‘E; the #
a nmessage encr the code set. rrentl

numbgs aaxshlsgﬂégialrm &< Joniih, Theseti, Jecinitigis SEEMmRL cqitfapication
code set r#!s[g & #.I]f

between two entltles the Pilot File is used in the following manner.

# A.com wishes to set up secure communications with # B.com. #A writes a

short note to B at the #B.URL; as #A does not have a logged in address file and

code set for #B the program enters the ‘Set up’ routine. The ALU sets up the

address file fdr #B, which consists of, the #B.URL plus five fields that are: -

[Flag point], [NStp], [NPttn], [NTrc] & [NPrt]. The ALU will then retrieve the

Pilot File, copy the code set in the file into the relevant address fields and add

the Pilot File to A’s short note. The ALU makes the SMS file available for A to

read, so that A can send to B a TEXT, SMS, or by other means, a message with

the numbers of those four bytes in the Pilot File that have code data. #A can now

receive and decrypt from #B a message encrypted with the code set currently in
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#B, and that this set will be located at [Flag point]

in the incom ng nessage. The #B ALU wi Il recogni ze
WO baw/0&3%3 syst em does not have a | ogged-i n addPEBEN2004/@®0464
for #A, and will | ook for and store the Pilot File in

A’s %BI #ﬁ‘%%%? qjti]%g #% hgill Qsd ?‘Ikﬁéé’ti Prddagvd %Uﬁe\%%@@é et B reply to

. 3
pendi ng e and 1 nput these nunbers

#B, afdl thhethik Ret Ml B @xéd ae [FlbepsipeRirb e BtbnimYmessage. The
poi nt and set up the #A addreSs file. #Bis nowin a

#B ARASiwilbRedspsiesdhat Bides si@asdges hot Aavetd légeed-ddeddress file
currently in the #A address field and will insert at

for #)eartth vl dogloifor @mdtstere thoel @ikt FHadinFhagh Aopending file. On
#A to reply. Thus by this manner the code set [Pad] is

receiimigotie ifoar Inumbers; aBdwillycalhthgedAf pending, filesanadanput these

. Th fini " [ "

numbseysebe: tinevat grarosRERah i Rode 53y 25l 108E RO Bachsst up the

4A addrssbriie; KB Pirgen DOSTPn I SeRGR GHPIDEPES B 7 with the

code FFGH) S R, e Skl VAT ) 2800 Bl poi
used., Th [ . ' .

anorff e SIEETIETEIBH THEEAEE sk AR PSR Mpncr the code

. . S
st e NE BT GltRnsnn Al i
The Iglgﬂﬁﬂé;'c@ne FriR{8 Pal” %‘P‘Véﬁ%h& E%&/ﬁ &Beqlehdt Geéserdigwn

array of cells 1n articul ar geonetric

Constﬁﬁei‘rteﬁf Brrhy Oftdels n | % nbndowhegsa| Rire ike ¥00.act, via

s known pattern, a particular nunber set froma

Let daghg€elhunheiinobn@aaahbes setlse rdige georfstand lpathemmmbers be
element in this schenme has three logical parts; the

placed tenfiarirabn patayeofithd nimbreeskt Dat+ on xao.0ss the array

and the tracing direction on this pattern.
Any set of random numbers could, in principle, be used. The preferred number
set is taken from the digits of [] as this transcendental and irrational number has

been extensively studied up to 10" digits and no pattern has yet been found to

exist in this sequence.

From a known starting point, a path is drawn on the array of cells in a known
particular geometric pattern F (Pttn). It is now possible to extract, via this known
pattern, a particular number set from a large number of possible sets. The
geometric pattern element in this scheme has three logical parts; the elemental
pattern, it's replication across the array and the tracing direction on this pattern.
These three parameters and the starting point will define a particular number

sequence.
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These three paranmeters and the starting point wll
define a particul ar nunber sequence. The el enent al
WQewne6ail pattern used is adapted to cover a PCT/IN2008/000464
sufficient nunber of cells to represent a 'fair ]
Th ; : O | t: ' [
c SRR SLohipPaaR R8s Nasplal Rollr Bltlans umber of

1 H t =y . 1 .y .
clsgh EpHATE 155 Shem: LEQNMLE w3 sy, i shovid

contaif la@ 1@k AN ceRatwhefe Nels HRAYNIMBEr BE cERPH R dr3S 105H =M.

the array w thout overlapping; each replication”thus
represents an i ndependent sanple of the original data
set; a change in the geonetry of the pattern results-
This samplagveFettivély o pabientorsafiM ebjecthiforadNpl e set M
may then be arranged in M ways; a particul ar nunber
sequence M will be obtained, defined, by the tracing
direction across the elenental pattern, given by

This Fglementah epattgiinnsat moapethesehaciepdicated acrpsm the array without
partitioned into nunbers, each an (n) . digit npunber
overlappiiggi PRCh gepbsatiagr aes gapresentn .anmn@ela%nchmi sgmple of the
. .function F it) i.s such, that t total nunber of
origingliiats Sfica kpabbe dRaperaam ey ohihe BAtaHI IRt a new set of
ndersg uche !\/E may then be cycled through the pattern
n eﬂeﬁﬁﬁ%{‘ SHE(PY), M - 1 times before the (n) digit
nunber sequence is repeated. By changing M (noving to
a new 'elenental' pattern), or by selecting a new M

This gs%gxg;ggi St M?emgy ?E?érx% B, UrdridedPat o ”W‘aﬁ/g,g Sd)e;[i)g%c r number

I'ng a new ) function, ‘a new i ent (n)

sequélc@ MAURHR' b eabRRAEd MAETRRAO M RItAR draditgs difection across the

accordance with this invention it is possible to
elem&eAE batterdeivehity (R Trdber of (n) digit numbers. By

taki hg each of the (n) digit nunbers in the deci nal
The défied aouehesresequans M4 igthen partitioned into numbers, each an (n)
digit number according to some agreed partition. This partition function F (Prt)
is such, that the total number of digits encompassed by F (Prt) = M*+ 1; the
number sequence M* may then be cycled through the pattern function F(P;), M*

- 1 times before the (n) digit number sequence is repeated.

By changing M (moving to a new 'elemental’ pattern), or by selecting a new M*
(changing the direction of the pattern trace), or by choosing a new F (Prt)

function, a new independent (n) digit number sequence may be obtained.

Thus in accordance with this invention it is possible to generate an infinite

number of (n) digit numbers.
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themto binary nunbers and concatenating the result, a
conti nuous binary streamis obtained. |f the original
wa@l2108/06@13 N i s random t hen each of the 'fair SREIN2S08/000464
is also randomtherefore the resulting nunber sequence
By talhﬁﬁa%a%‘l’l & ﬂ?engﬂ 'Hl?%ﬂhﬁﬁ%rs'iﬁeché&i&@maﬂﬁst @kqasiice ettraﬁélatmg
I ne aving zero patterns and where al

them t& Winkagy aRREGErsdd cofeatennting the rsdultal contguens io,maﬁgf stream
yet no patterns have been found in the di gits of | |

is obt#ndd:t hese characteristics would be reflected in each
"fair sanple'. The systemis further adapted to
permt, sequentially, taking one or n bytes at a tine
of the b| nary streamand. ' XOR jng. wth the data
If the ercgemh ate n%rmnah@n@a@h&ﬁh@ﬁfaﬂ Sﬁﬁ?é?19$ dp @lso random
text. The resulting cipher text uence C osed of
therefgrehﬂbpf ir%ﬁiﬂUng@é‘ Eﬁ?ﬂﬁ@%%rlsl 23 eSeapsnce. The

rndol et 354 LB B e B wier
i GO B SRR SRy 6 PERY FREHA Cie bo
round P s Iy B 050 RO i g

samplgt her key parameters such as the partition sequence
nd location of the starting point on the 'one tine
pad" can be transmtted between sender and recipient

T e T
time c?ﬁ@;ga i r% gf)ﬁs'%Qgﬁé {{ﬁg‘f [jﬁfa §tr§§191u §BCHtAh absolute

encry}gﬁf)ﬁ'owh%r f)PﬁlH%@J{HITﬁé‘ reélﬂ‘ﬁhgt Siphey %eﬁ&taéétﬁlence, composed of a

modified unique random number is decipherable only to recipients who are in

possession of the relevant pattern profiles needed to regenerate the number
sequence. This number sequence is the same length as the plain text and results
in a cipher text that is no more than approximately 5 bytes longer than the

original plain text.

The relevant pattern profile and other key parameters such as the partition
sequence and location of the starting point on the ‘one time pad’ can be
transmitted between sender and recipient and is preferably adapted to be derived
randomly and stored by embedding it in a selectively retrieval manner in a

previously sent message or a sequence of messages.

This particular cipher method is particularly useful in order to move large

amounts of confidential data typically between banks at the greatest possible
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anmounts of confidential data typically between banks
at the greatest possibl espeed and m ni rum anount of
WO 2@R/066BNE | ogic required to inplenment this syRCEIN2068/000464
readi ly achievable with a hardwired systemand is
' i y fast encryption, being
speedgéé%%ﬁggln %ﬂla@&%ﬁt eﬂg%eed of the XOR unit in the
system A feature of the systemis that a relatively

e BJBELrBHBRES f SERAA B USR58 RS vle it <
. | .
oo gL Sy S SSCTEPR APl SBES 50158 Ko, bein

rrang
l‘ﬁmi [ Hé\@\llg . ; i h%aé%t M may t hen
depe e ardr?g éggtl n l\%eﬂvét;/gl%@:dg@élgggg% theértnr' aci ng

direction selects one of these options to give the
nunber string of M When this is partitioned into 3/4/

A feapurdofithé syseames tisatt o relatiaely snsélouender Mt «lls are required to
nunbers, the digits of M are cycled by F (Pit) to
impleyrert ats 6aditit engrygftiotD96 non repeating nunbers, each
di gi tal nunber of this sequence will, on average,
Considanesr armay M ofi Hid4/cellsvber covering approxi mately 1.8
bytes. Thus each M and F (Pit) generates a
concatenated binary string of approximately 7. 4Kbytes;
Let theertermeatdl6 peitteph eM r bee2dor eetlsprthehorthe hausibereotfapossible
pattern, each provides a new M, and if it is assuned
arrangémient Wdild) bt edmbiatien (Mpx=, 2197755 s possi bl e
to generate approxi mately 943Kbyte at each station on
the elenmental pattern sequence. This process has

This 98018190 ndaythen ddtenpedunNdd! wies,e=e@SBHENI00; e tracin
t henbe XORed with the pln%%n text to generate the ©

directibphieledtevheldf these ¥PRohs o tgive the npeter stedgavfel 2

bytes or a word at a tinme, and if there is
When this is partitioned into 3/4/ or 5 digit segments to obtain a sequence M* of
numbers, the digits of M* are cycled by F (Prt) to generate a string of 4096 non-
repeating numbers, each digital number of this sequence will, on average,

convert to a binary number covering approximately 1.8 bytes.

Thus each M* and F (Prt) generates a concatenated binary string of
approximately 7.4Kbytes; there are 16 simple trace directions for the elemental
pattern, each provides a new M*, and if it is assumed that F (Prt) has also 8
variants, then it is possible to generate approximately 943Kbyte at each station

on the elemental pattern sequence.

This process has generated a unique byte sequence, where each byte may then
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an odd nunber of bytes in the byte sequence, then that
file sequence nmay logically be cycled w thout

WO 2pensd3idn B-1 tines, where B = nunber of bytRBGI/IN20041@®0464
sequence. Thus in this exanple, a plain text file of

be X2 With 'thé)ﬁ)%g TSR xRy obReife Betedigiriraegt a new Mi's

required not her enbodlnent of the invention the
code nay be used in a different manner to that laid

If the @R @1 (%fon fst O{)%‘ngﬂilﬁg '?)g{/e%‘ ?t ant'éo q‘}raDW%;iﬂ a 'a”tlfr{batanic(}ltif there is
an od'dt ﬁ@&nﬂ& o ! &jRAdeL thehS thh&eﬁlé Oseqruence may

ate two pr nurrb rs that aré with the pattern

1og1ca‘Pl'§r| Ye chl‘dtPWﬂibdth@ efitioMaBt] cigdes,0RhetdBse- puhitiertof bytes in
nberS be reconcil ed with the pattern Thi s woul d

theseqﬁ@ﬂ@@t cloning of credit cards and woul d renove the
need for a nmagnetic strip. Exanple: Message: WEDID T
Message in binary form

Thus g%qkem £ %1%1?)185%0969@%&0%@08@40@/@@9053&@&%& 19d Ghcoded

ufrber string traced on the array by

beforé’éh"eWM@r@ u#ed6., 3, 8, 2, 1, 7, 3, 7, 0, 3, 3, 3
8, 8, 5 Partltloned deci mal nunber string to form

deci mal nunber list:99 463 82 17 370 33 388 5

Partitioning of the decimal nunber string may be
In anotheeatrabotliment aifnthe imvepsion the csler naay tbl¢eu&¢qb hera different

formed is of length greater than or _equal tq that,of
mannehto teatskagé out in the ‘straight encryption’ process, in that it is possible
to use the system to "verify" a printed item. In this mode, a printed pattern is
used to relate two printed numbers that are with the pattern; only by knowing the
relevant code can these printed numbers be reconciled with the pattern. This
would prevent cloning of credit cards and would remove the need for a magnetic

strip.

Example:

Message: WEDIDIT
Message in binary form:

01010111010001010100010001001001010001000100100101010100

Decimal Number string traced on the array by the pattern:

9,9,4,6,3,8,2,1,7,3,7,0,3,3,3,8,8,5

Partitioned decimal number string to form decimal number list:

24



If the string '99 463 82 17 370 33 388 5' is not
sufficient to decode the nessage, then another

W0 e@pasd3oh of partitioning is carried out. FOrPEQIN20€8(00464
iteration will produce a list with nunbers ' 9 94 638

99 462 327370§7©3§38§38 sThis iteration is carried out till
the length of the list is sufficient for encoding the

Pamuesﬁ&sgge th&detirah] aumisdr dtiap man\bey tepated bo vbitainl 4 ddnger list
1100011 111001111 1010010 10001 101110010 100001

so that1@Roeiiterl dérmedc it efalergtiBi grmasersthamgor equal to that of the
110001111100111110100101000110111001010000111000010010
messageA decodi ng key, (KLK K3K ) is then forned corrprl si ng

the start int; pattern, tracing. function
If the wiing 56h SacBRon T o} 70eadd, 145 3" b daeiysnfTioiPst keylpede the

attached to the bi. nary message to formihe message
messagge w@@ag@%@u parliehEg 1S carried ot

For eg}"lo 0;1@ 19T Dea géé’g]al@i3191‘%@00018010%&14%9%0%% 03 338
tgagatgé)gﬁagt Skl RGCBn A 1008 A" B0 ufficient for

e hed with the Iength of the massage at a
encodri%{t% g?%ngi d | ocati on known to the receiver thus

form ng the final nessage packet.Final Message Packet:
[ Encrypted (nmessage+ Key) + Message | ength at

Declnwlqﬁﬁhsémlﬁﬁ@oﬂl@@@éd@@bﬂévﬂﬁtl nal message packet is
then transmtted to the receiver end. At the receiver

1 100(1f1!‘le PPH}IB]QH 1 er@001iG 1000l 40dd 180d0s&p808ted 10066106e101
i na
Concatenated Binary string:

1100011111001111101001010001101110010100001110000100101

A decoding key, (K;K;K3K,) is then formed comprising the start point; pattern,
tracing function, and partition function for decoding a message. This key is

attached to the binary message to form the message packet.

Message packet:
[01010111010001010100010001001001010001000100100101010100+(K;K5K3-

Kyl

The message packet as formed above is further XORed with the cipher to obtain
encrypted message packet. This encrypted message packet is further attached
with the length of the message at a pre determined location known to the

receiver thus forming the final message packet.
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nmessage packet. The receiver fornms an identical cipher
as one used for encoding using the nessage | ength and

w0 b@desoxli ng key stored with it. In order to PCF/IN2008/000464
ci pher which is of conparable |length of the nessage,

FinalM&sggéiPﬁ%keﬂU”ber string is partitioned iteratively
till the nunpber of itenms in the partitioned list is

[Encrested! (niéssape gricey e+ Measadd Renpiibe predetetimed toddtion]
message to be decoded. At the receiver end the
encrypted nessage is XORed with the cipher generated

_and the nessage packet is obtained. The decoding key

This fradvwnesssigg pracketds then transeied ¢o the ressdver endecode
the nessage. The decodi ng key stored by the receiver
for decoding the current nessage is replaced by the

At theeseieR NEoRSSRNES HEDEITS IndelriFbed o arRgsed from the final
NIt it g A
v 8 R sl B SRR P
oGO8 T U g v
is parﬁﬁgneﬁ Efe"raﬁ{?@l?gﬁﬁ th8 I{LPﬁPﬁié BF flehfdiPIRD lhil‘fﬁ%n@& 17%e1d equal to

as ot enbodi ments o I nventi on be appar ent

or gréfet RRAR Gl husthdr ofhigeist irf e iRkBsalis aboBYr @ecoded. At the
herein, whereby it is to be distinctly understood that

receivieh %nﬁoﬂh%gaid??ptmbméssa'ga és DEORed witht thebsiphet @epesdted and the
merely as illustrative of the invention and not as a .

messagenpaeitet dn.obtainesl. The decedingiképpreviushy storeg at the receiver

_ message securely between two entities, a sender and a,

is usedeteidesodestied messhgd. ddrepdesoding keyt sioredii by theejpseiver for
creating plaintext nessage al;bthe sender; . . .

decoding the current message is replaced by the next cfecodlng key received with

the incoming message. This next decoding key is used for decoding a

subsequent message.

While considerable emphasis has been placed herein on the specific structure of
the preferred embodiment, it will be appreciated that many alterations can be
made and that many modifications can be made in the preferred embodiment
without departing from the principles of the invention. These and other changes
in the preferred embodiment as well as other embodiments of the invention will
be apparent to those skilled in the art from the disclosure herein, whereby it is to
be distinctly understood that the foregoing descriptive matter is to be interpreted

merely as illustrative of the invention and not as a limitation.
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converting the plaintext nessage into binary data,;
form ng an array containing nunbers based on the

wo pfovsed3e3s sequence of val ue of 'pi'; sel ecti ngP@IEN2008/000464
nunber in the array as the start point; selecting a

Claimpattern froma pattern database; traci ng and

extracting the selected pattern along the nunbers in
the array .sequentially and form ng a deci mal numnber
string; partitioning the deci mal nunmber string by a

1. parmietheh fonrtcansmittiogf er measaze issatrelynbetwddanstwo entities, a
converting the decimal nunber list to a binary I|ist;
sender endtai iegeives, saidangthaod comprisipg dhe felaiiag steps,
manner to forma binary string used as a ci pher;
XORPTRgLINEPleiREt MGSsRSE B the SeRderdata to form an

encrypted. data packet:; transm.tting th ncrypted data

packeR VN, er@@@?%% m9$ﬁﬁgm@tbﬁﬁ%%&§%odi ng key in

a sgcure manner bet he sende resekver:
ook hanancry e BlnbuRBa e 8 ob ffe EEBIEeauence of
orm -ci pher at the receiver using the decoding
key%ﬁ(%:éﬂgnt’he encrypted data packet with said cipher

L T LA

cl aidebdhgWipdttdrn frbfh ARjdtRenidacibites the step
tracing and extracting the selected pattern along the numbers in the
array sequentially and forming a ciecimal number string;
partitioning the decimal number string by a partition function to form a
decimal number list;
converting the decimal number list to a binary list;
concatenating the binary list in a predetermined manner to form a
binary string used as a cipher;
XORing the cipher with the binary data to form an encrypted data
packet;
transmitting the encrypted data packet to the receiver;
transmitting a decoding key in a secure manner between the sender and
the receiver;
receiving the encrypted data packet at the receiver;
forming the cipher at the receiver using the decoding key;
XORing the encrypted data packet with said cipher to obtain the binary
data; and

converting the binary data to plaintext message.
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of sending a pilot file to establish a communication

i nk between the sender and the receiver. 3. The
woretohoeh3as claimed in claim(1l) which includesPCHEN2008490464

of securely sending the decodi ng key to the receiver

2. posﬁfl et 4 %?a%x?e?ior | th [ PPvHRSHOR RS S 11*!@1@1@16@%3 step

I'on mar ker entlflcatlon of a particular
BY ts%nki'ih e§ éd’ ldtgﬁléftéu§§thbﬁ|shYa reRhAgideatibe link between the
I denti f ytes with the four nunbers used as Start
@@tdgr,arﬁatﬁeefe@m\}larace and Partition function;
cal culating the average of said four identi fi er bytes
to generate a fifth identifier byte; replacing the

byte identified by said fifth |dent|f| er by _a random
3. Whwebeethod s clgiedsinf ¢lagmp6l nwvhi dn@hré@sﬂdﬂg stepi olsecurely

file conS|st|ng of the flag point art

pendiagrih etd%f@éll%keb’atpt |r§ﬁelfV@ﬁéYliUG laﬁ]d—l ndl ng the

pi | ot %]:?@eto est abl i aco ni cation |ink. betwee

the sé& Flngnéopﬁefar mbersiisete £f o ROSKIQH ers  for

h&éh%‘@iﬁ TR d?@ﬂ%ﬁﬁ%@%s S The

t L

ey Zée@m@b"‘éggk%ﬂiét ach&ig?)nttm]ﬁwe Ve SRS AEPERAR qumbers
pre %%%‘ 'a.{gmrsl%g | ncf I?hﬂﬁée ﬁﬁHF”ﬂﬁﬁ%m%ﬁic’ﬂi%‘iﬁ in

cl ai e step o ecurely sending

the degRailfgnahel Mrﬁgésoﬁ*s&ﬁp fomgiddirifNed bgte to generate a

message lengtn to the encrypted data packet at a pre

det er Fffiedddapfadd Wtey. The nethod as clained in claim

(5) wherein the st'ep of securely sending
replacing the byte identified by said fifth identifier by a random
number to be used as flag point; and
creating a pilot file consisting of the flag point, start point, pattern,
trace and partition function and sending the pilot file to establish a

communication link between the sender and the receiver.

4. The method as claimed in claim (1) wherein said decoding key is used to

decode a predetermined subsequent message.

5. The method as claimed in claim (1) wherein the decoding key is generated

and attached to the binary data at a pre determined location.

6. The method as claimed in claim (5) which includes the step of securely -
sending the decoding key includes attaching the value of message length

to the encrypted data packet at a pre determined location.
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t he decodi ng key includes extracting the nessage

length fromthe final data packet fromits pre
waleqoeoeidned | ocati on at the receiver end. 8. TPEI/MENIBIH0464

as claimed in claim(5) wherein the step of securely

7. TRBAhBthID 8 2505k Dgn led¥in 11S) wilRsrehe Bae atdp1ef kbeurely sending

nessage and the decodi ng key, wherein the decodi ng key

ilfe dbobeihd keyderedddegertravtingatheninasesgadength fivm the final
receiver end. 9. The method as clainmed in claim (1)
dher packes tfepmoits pee deteirmined docagiomet teepatiengerkeyd.
i ncludes the two entities exchangi ng one tine use
decodi ng keys with each nessage when data is
transm tted between t entities in

two wa .

8. Thermsthed asrmlaipgedie &) zeherenn el siap ef seevyely sending

wherei n_step of securely sendi the d di k .

thenglereding beyiingludss separsing tHe maswaesyanddhadesading key,

k and_sendin id pilot fi t:h ' f

R Tl Bt LRl 1% 2o bt GheR P Sage o

lained in clkaim (1) wherein the step of securely

@&mcﬁé"?’fh%“ ecodi ng key conprises providing a

password; conbining the password with a system
identifier and hashing it to produce a uni que address

9. fgfﬂigi @n%%d]\%ﬁ Jlﬁuﬁ@&ﬁgﬁanﬂ%l?hﬁh&%ﬁﬂﬂ%@bﬁéf gkairatyd deRding the

erein the step of tracing the pattern

H@éb&‘ﬁ?k&? eAtluldel Ae awerénidfics ekthad@iogt ofd €insé ase decoding
poi nt and sequenti al |l yreadi ng the contents of each

kelt vail aalcciessai Whenndiste isntransragited betweer dwo entities in
deci mal nunber string. 13.The nethod as clainmed in
tWaiway tomnenécatidathe step of tracing of the

10.The method as claimed in claim (1) wherein step of securely sending the
decoding key comprises forming a pilot file containing the decoding key
and sending said pilot file to the receiver before transmitting the encoded

data.

11.The method as claimed in claim (1) wherein the step of securely sending
the decoding key comprises providing a password; combining the
password with a system identifier and hashing it to produce a unique

address for sending the message.

12.The method as claimed in claim (1) wherein the step of tracing the pattern

includes identifying a set of cells about the start point and sequentially
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pattern is carried out in clockw se, anti clockw se or
any ot her defined manner. 14.The nethod as clained in

W@ L@9M%313 wherein the step for partitioni ng iPCI/INIEES/000464
creating segnents of predeterm ned | engths fromthe

%58@ s EBgferﬁE o chdlP ‘dﬁl‘li@lﬁ@ﬁi idyaB®er lihsd register to
15. T cl Im (

met hod as alned in cl wherein the

foiios debihubaanitee siligp. of storing of said decoding

key in a tenporary file at the receiver. 16. The net hod
as clainmed in claim (1) wherein the nethod includes
replacing of a stored decodi ng key at the receiver

13wWhéh methexbds ngakeyd riaceliaimd(h) svherairt tharsteporfintmaging of the
message. 17.The nmethod as clained in claim (1) wherein
fedtarnt isocatrirgd oubdnfdoekmise anfrapckvise oytaneqiber defined
to or greater than the | ength of nessage to be coded.
gamneiistem for transnmtting a nessage securely
between two entities, a sender and a receiver, said
system conprising, neans to create plaintext nessage

o Ptsgg gﬁﬁﬁj ?S;bpniamn ad&fgﬁlgr@ﬁx r): IX‘H?%S%%G éﬁlﬁ Zsiré‘éﬁf‘&r partitioning
TEPDE) DR A SERARE L s b LA S RORE 56, dimal
trﬂﬁn?éf ’S"%ﬁﬁ%t(? E’@rrﬁtaadéciﬂﬂl'ﬂu'gnﬁé‘f figr n sel ection nmeans
adapted to se

ect a pattern froma pattern database;
traci ng neans adapted to the selected pattern al ong
the nunbers in the

15.The method as claimed in claim (1) wherein the method includes the step

of storing of said decoding key in a temporary file at the receiver.

16.The method as claimed in claim (1) wherein the method includes
replacing of a stored decoding key at the receiver with a decoding key

received along with an incoming message.

17.The method as claimed in claim (1) wherein the method includes forming
a cipher of length equal to or greater than the length of message to be

coded.

18.A system for transmitting a message securely between two entities, a
sender and a receiver, said system comprising,
means to create plaintext message at the sender;

means for converting the plaintext message into binary data;
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array sequentially and extracting neans to extract
said nunbers to forma deci mal nunber string;

W@22000/064300i Ng neans to partition the deci mal nREAYBY2008/000464
string by a partition function to form a deci nal

numhRladd 88 fOFRANS RO RBAININE SEEHER! EUAERCDn! 't@é infinite

to a binary list; neans for concatenating t bi nar

| skednferfecdb£OgIRIGF PeY manner to forma binary string
to be used as a cipher; first XORi ng nmeans for XORi ng.

t hese¢leptien meais tdselechany nimbbert iy fher aar@ agnhe yire oint;
data packet; transm ssion neans to transmt the

encpyfies stitctiquaakeans adapted doesolect squmiteen from a pattern
transm ssion neans to transmt a decodi ng key between

t hedetabase; and the receiver; receiver neans to receive

the encrypted data p(gcke ; ssgge extracting neans to

ext fraeingrmeagadapted 4o the selagied patisrmatongdhe siugabers in the
the receiver for.formng the cipher using a decodin

ey ATTAYS SEHRNIZEY ABoeRiacing: Meansci by SGRAAgbers to
thefenc%ry ted data ﬁaﬁéet with said cipher to obtain

t he P @e‘aﬁ} ;rl PISHS:f or converti ng the binary

dat . [ ") lLai .
o Brhifioneinialh & halERGR e Hosha! BYRRE Aol &) ftireiion
pi | [ Is kcation |ink between
the%%%%@t%gﬁ%ﬁdggl@ﬁg%n%e system as cl ai ned

i N GNP toI®nhelRl dedifital SHahBEY 1i8€td/8 BInarykEN;
means for concatenating the binary list in a predetermined manner to
form a binary string to be used as a cipher;
first XORing means for XORing the cipher with the binary data to
form an encrypted data packet;
transmission means to transmit the encrypted data packet to the
receiver;
secure transmission means to transmit a decoding key between the
sender and the receiver;
receiver means to receive the encrypted data packet;
message extracting means to extract message including a cipher
forming means at the receiver for forming the cipher using a decoding
key; a second XORing means at the receiver for XORing the encrypted
data packet with said cipher to obtain the binary data; and means for

converting the binary data to the plaintext message.
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form ng neans for formng the decodi ng key. 21.The
systemas clained in claim(18) wherein the system

W0 p@bass3 an attachi ng neans to attach the decPdi/mgpodsan0464
to a nmessage to be transmtted. 22. The system as

. . . : . viod

19718, atord £, Pldlhiellln IEHE (19X hEih S N B apted to
L A iR HE t6alsPaliIdK &lcRAmRIRERI G MinREBethR%R {HNsender and
23. The'systemas clainmed in claim(18) wherein the
ripeaie¢eiverncl udes neans to retrieve the nessage | ength
fromthe final nessage packet fromits predeterm ned
| ocation. 24.The systemas clained in claim(18)
wherein the system.includes at least two arithnetic

201 Bhe system a5 olaimed smetainn g1 8hevherein tlse gysteani imetudes a key
25. The system as clainmed in claim(18) wherein the
shermungimesnpity Mrmagsnesireosing ke¥iic | ogic unit at
sender end and one at receiver end.

21.The system as claimed in claim (18) wherein the system includes an

attaching means to attach the decoding key to a message to be transmitted.

22.The system as claimed in claim (18) wherein system is also provided with
means for attaching the message length value to the encrypted data packet

at predetermined location.
23.The system as claimed in claim (18) wherein the receiver includes means
to retrieve the message length from the final message packet from its

predetermined location.

24.The system as claimed in claim (18) wherein the system includes at least

two arithmetic logic units for implementing the various operations.

25.The system as claimed in claim (18) wherein the system includes at least

one arithmetic logic unit at sender end and one at receiver end.
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