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DESCRI PTI ON ROAD TOLL SYSTEM This invention relates to
road toll systens, for inplenenting an autonmatic

w@a00a00303yst em f or deducting road tolls basedP@HIB2¢3/052538

road sections used. The integrated use of

t el econmuni cations and inforngtics is known as
telematics. Vehicle telematics systens may be used for
a number of purposes, including collecting road tolls,

d usage (intelligent transportation
syssg‘:‘r@?ﬂ(ﬁﬁackl ng fleet vehicle |ocations, recovering

stol en vehicles, proviRDAD POLDBMSTEKIO! | i si on
notification, | ocation-driven driver information
services and in-vehicle early warning notification

al ert -y tﬁﬁ%nfi&ﬁ: Eégﬁt%:s?gtq HeVEINt 4\ idms Rag | H%éﬂn'éﬂtlng an

is consi as el'y | arge vol une
f aurtoraltic dagy ezt eysatient for dexlueting iroad itd|srmasddenn the rogpat gections
enter the consunmer car environnent as a multinedi a
‘ce box for closed services. These narkets are
still lowin volune and are consi dered as ni che
mar ket s. The European union and with The Net herl ands
as a |Beliniggratechusg didelechmnunieatiarenana infatmaliiscis known as

BEnaEe. »"Galli JoRRARS: Stk oy b e o Huugoer of
d;mrpbs&h ludmd [donecting wekd biolls ﬁgar@@;dqdmrbbd n@sef%@’ (intelligent
ri

vin car in a certain area % London city
'I’fbﬂlﬂsﬂ@lr@i@@ sstemsshtragking| ﬁ@,etmyghlc dpcatiocasgarepygnng stolen

e8! SRR g RREe AT SR LA SISLRER A" ariver

Thﬁ)rl’r@adnt%hhce@aﬁd nevebick eaddrdrming hbﬁﬂmmh élettlslyetems (car
W |l inpose the requirenent for less (or no)
i FFGIGRRTANRY’MONANd Wi I | i npose tolling for every mle

(oS Rohlh ORSTH, SRR IR HIE QSNENE E! (GBKE Regeet o
vk (tetemnatecst eﬂ'etﬂmtjcsnst now khegiomng ctoi emet dhe rcaimlsemer car
G B R B ol B S S5 030, Topoe meriets
r adsthOlohy W%%%é?%ﬂdb&ebéér%qdé@d as niche markets. The European
union and with The Netherlands as a leading country has the intention to
introduce road tolling as an obligatory function for every car from 2012
onwards.

So far, road tolling has been used for high way billing, truck billing and
billing for driving a car in a certain area (e.g. London city). Toll plazas at which
vehicles must stop are generally used, or else short range communications
systems allow automatic debiting of a fund when a vehicle passes.

The road tolling functions needed in the near future will impose the
requirement for less (or no) infrastructure and will impose tolling for every mile
driven.

It is envisaged that the vehicle will have a GPS system (more generally
a GNSS system) on board and a GSM (mobile telephony network) connection
to enable information to be relayed to a centralized road tolling system.
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di stance travelled, the tinme, |ocation and vehicle
characteristics. The road tolling nay apply to all

waeiwwodess or it may exclude certain cl asses of PUEIB20082052538

(for exanple with foreign nunber plates). The cost is
cal cul at ed based on the path tzaken by the car, as
reported by the GSM front-end“ The GSM front-end is
used to establish an |nternet-l i ke connection with the

road t ' - t

20 B EARIRP AR AERLE oS P B ATAR e basec on
déistahicbedawasiiedt he Klm@,nlﬁbcatldm rEndc velgiole Gﬁéﬂa’fct@mwS| NThe road
the thick cljent scenario, is the on-board unit

tiRENIEPaY é@&b(stot%'eVe@%e%iQf 8 m@y ﬁé?"ﬂ@? FERA[ Fasen pigvehicle (for
N esmélb%lﬂpﬁe@ﬂm@ ? { Q,Sa"%l}léﬂ‘ee%a&leﬁ on the path

'ng trip~cost
stekgerby the car,vay ye[:mite,,d bp thﬂl@SM frodt- emer Thei GSM/ fiont-end is

thls cenari.o S|ncet W|th|n
FSTAIB A TR IEHIG, SRTECEPBVEN (bfelon i911gs pyci-end
|§er9@,m'run| cated externally. In the thin client
scenario, the map matching and trip cost conputation
st eps Hnerepanef twmeasbyty@esex‘t@nﬂbaarctelniie(QBlﬁ)arm“@l these will be

endan r|ng t.he drlver ei t her because
tql]ees Elg 'ﬁk bag@ ﬁﬁgrg %&9 ng- th| rd party during
trans nIhSt$1'e0!h|(9<r ch@ﬁastfeﬁhahbn itt iBetheobsbod RS @hittthat processes the
external server could itself be part of a big-brother

|GRe slaten®. performe RaRINBAIANIRG| aNnd otﬁ'pf 6pst r@mputation, before

' . h h .

CH E PR R E g bt P30R0 S BRERL A s ver
agasynty mgedint drivert bma@urrpﬂﬁesceharrbt@ece Ctlael GRS datg remain
application. The thin client scepario has th

a\M%lHt E\%Qntb%rdﬁﬁ‘ét ZEhply 2 3i0s1e IGER (tﬁééHB&OES) i peMa(nicated

gﬁ? and that only the back-end server needs to
be up ed when nmaps are updated. This invention
rel at els thpehinf claltIsgenario,tbetrhap rodichimg snd trip cost eordputation

|rrBto n eas he pr vac of the use ata W
SiER 2% PerORTSA YRR BRSS! Beiver. Mesiie: saerigreina e brivacy of
pch@‘ﬁr%?' éltHe‘P%chéé t5Y AL RSN iBterBeited by a third party during
vehi cl e-nounted unit conpri sing:
transmission or because (in the worst case) the external server could itself be
part of a big-brother like scheme.

In the standard solution for the thin client scenario, the driver has no
other choice than to trust that the system is robust and that their data are not
used for other purposes than the road tolling application. The thin client
scenario has the advantage that the computation power needed by the OBU is
lower, and that only the back-end server needs to be updated when maps are
updated.

This invention relates specifically to the thin client solution, and aims to

increase the privacy of the user data within such a system.

According to the invention, there is provided a road toll system
comprising a vehicle-mounted unit comprising:

a satellite navigation receiver implementing a position tracking function;
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navi gati on data provided fromthe receiver, the
satellite navigation data being associated with a
variable identity, and for det’erm ning a road tol
| evel ; and a second data processing neans for

2 4 iy 5 9RILIN L8] P PSR B h e o

nsatelf nanigatiori dath proviidapfroch tie ebteiver, tthe satellite navigation
determ ned road toll |evel fromthe second data, .

ffaeelng gsrecaleduyiti @ vardaklgrdemity, ankfen dgtermiging a road toll
NEQYL drg @ thin client scenario, but with data

security corresponding to a thick client solution.

Thus, 4 secoagd datelprocessiy tmepns det recejvintgtthenroadepal level

are del ﬁg/a%eqr b%%g he on-board unit to an external
JyPyided Ri TSR R PERFT NS MSE P or med anonynously, so
that ngh&aif tﬁ@nﬁafegfteeﬁé\ﬂgﬁﬁ’én eeefer!idda88 ORh S&Stain  the

the privacy of the data. The system preferably further

cdetprmiged readdblllleveldrapHbeaysaceodidata frocessigimeaans using the
co ni cati.on between the satellite navigation

r¥ n&}é\lfep%ghg/'the first and second data processing

means. THi§ @revigés BnthiiUstieBpsteize®, SBBwtRda®4 BEEurity corresponding
satellite based navigation systen) and nobil e

ttel @ finekyclieahfelnfienas i dns, the neen aratchiagrad gir rest erimautation
3B PCBIL I O G EERL AR 80 BS14 B 5y 5 Beseton

eigcpetfomied dropginaeislygaspltbat afo fta! ddrt efonasxtgatdl oprocessing
data is _grovi ded to the first data processing neans.
T¢AraPreaNaes theePivady ithe 8af-ni ng sanpl es of data nore

di ffi cphd Sg,gteﬁhﬁre‘(é]%bﬁgﬂdghtgﬁéf%ringrigé’é al?ﬂ%etg%*?l r8E&iver for

of sanples’ can corres redetermn
denraddiingrcoonmunicatipabetwéera the satediie wavigatioa receiver and the first
predet erm n area. |l.n the |latter casg, [tiple.

{SREOH 2 BrBRETe gNERRS + 138 FYBIEE (Bemicdrgpioes @PS (or
(YREE SateHite bhoa$ n@vigafioh By SBAT)ENd rﬁBbe@l@le&{orﬁ)"@)rﬁﬁﬁﬁication.
| ocation - at the boundary of 'the defined areas. This
nmeans thesatetlteinayigation datmeyn bafrsevided by the reegieemas periodic

SRE GO oS TRE B S8 MibiieSBENAS id D5id 4851 RS block
of samples of satellite navigation data is provided to the first data processing
means. This makes the task of combining samples of data more difficult if the
variable key is not known.

Each block of samples can correspond to a predetermined time duration
or to a part of a journey within a predetermined area. In the latter case,
multiple systems will be changing their variable identity value (which functions
as an ID encryption key) at the same location — at the boundary of the defined
areas. This means the matching of journey information is made more
complicated as many systems will change their variable identity at the same
time and place

The satellite navigation data provided to the first data processing means

by the receiver can include timing information which is no more accurate than
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time and place The satellite navigation data provided
to the first data processing neans by the receiver can

WO p@belsoz i mi ng i nformati on which is no nore aRCUIBAES/052538

thanl mnute, or nore preferably 10 m nutes. This
agai n assists in preventing si4n'pl e collation of data
sanples as the timng is then"so vague that there are

too many possi bl e conbi nati ons of sanples. The data

of duBBe o hOSE Sré1en Ay T HykEias  THES pbbl sl prgyening

bsimptd taltatibnbeff dute Janalesiassthertinhingtiehém sétvague that there are
processi ng neans, and this nmakes the identification of

| RAINARMBPST RGO PINBTIQHSOIRABPIES fi cul t. The proxy

can c [ V, I el St 40 ;
the oy 0% ot faf He PRAIed b B eBher o 18 Tt e frooessing
breeang v rgrexly. bhhis mecanshiat siataecantbe callatedbetore transmission

e TR s Lok YO BT oowona
fRatepblivhatmee @fiftultearal prokaicaRtonforiselstBer saidliie PAfigation

server is needed, as the other receivers can function
asceiversoohibe gystaressi ng neans. The invention al so

provi dgs_a rretholetof cal cul ating_a road tg}ll. vvilthi N by th
road toff SEGLE RAtq REOGHSSHISMESRS T RYSN B ingpigmented by the
s@thel khteflitd Pevitiitiof reteRers EThis enéard e HithaugRXWol Bidcessing
tracking function; determ ning a route taken based on

saeeans iare requireshta splitdaeaope dourey aalyss feecealedatiorrand fee

oy T SRR SBE sl Bl S B Bgeners cr
diehetion as ttge athiep prodedising eahs. recei ving the road toll

| evel provided by the first data processing neans at a .
second! HatyepHeR &% REPViRGHS Melhed sHtcalGhlag Adoad toll within a

debLa'tgh ggsﬁeﬁpfﬂﬁ’e%tﬁoé g¥8loridingt he receiver fromthe

second a Processi ng nmeans 8$ing the variabl e

i dent iusing Exaatdllde mdvigdien neeaiveroto whplemeny degosition tracking
dfescr.i bed with reference to the acconpanyi ng draw ngs,
iHNG#E™®h: Figure 1 shows a known road tol | system to

whi ch ddterrhmif) s kSited8RePBased on satellite navigation data provided by
the receiver to a first processing means, the satellite navigation data being
associated with a variable identity, and determining a road toll level;

receiving the road toll level provided by the first data processing means
at a second data processing means; and

obtaining the determined road toll level at the receiver from the second

data processing means using the variable identity.

Examples of the invention will now be described with reference to the
accompanying drawings, in which:

Figure 1 shows a known road toll system, to which the invention can be
applied;

Figure 2 shows a first example of system of the invention;

Figure 3 shows a second example of system of the invention;

Figure 4 shows a third example of system of the invention;
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applied; Figure 2 shows a first exanple of system of
the invention; Figure 3 shows a second exanpl e of

wWey®bem3ed the invention; Figure 4 shows a thiPdI/IB2008/052538

exanpl e of system of the invention;Figure 5 shows a
fourth exanpl e of systemof the invention; and Figure
6 shows a fifth exanple of system of the invention.
Figure 1 shows the basic configuration of a (known)

thin { to , | i

m ni rr;[::bg{b %ﬁ'ﬁ sys ]1 H\rtfﬁ é)éé%nrﬁg of??%t%&ﬁﬂt_h?gg\z&ﬁtggd%ﬁd
tol | i neigufePSsteivg d fiftic arampriofyystdre oble eeativer 1.
This data is decoded to position data

(Iongitude |atitude). The position data together with

tim i . _
ot " BB oL o BT B oMB) S s o
sﬁobmtexm dasadion seoff-line mi'remlaaclkerﬁruystemcﬂort iofrbstngcture-less road

nver 4, as shown by the batch download 6 . This can
th i"Geal Iy done by a GSM function (General Packet

Radi 0 SpEVi%E |s@a'§§.1re6rb)7mé SRS REESAON, T‘Pl‘%‘déia is decoded to

t el ephony"3G"') using a cellular nodem 8 . The back-end
SeOsitEon dataa(!h)r@lhudeflatﬂudei r et pwtlomﬂataniogeﬂmramtmhmmg (clock)

WHRn R 3Pl BEaETPRL S i Uik VB DL amertacael nahert XA)
t PéadiCalyed bﬁtdhftﬁ Stevedl daQé||§ §eht5to<1ﬁ€lb\abﬁibr@%atdhélllng server 4,
driver gets an invoice gb@nnnthl . In order to

a@%@h@wnhay thet bates tﬁ@@/nlpa r ddispgan nee ideslly aaﬂ% by a GSM

vveen%gﬁ Q@igagc‘kggﬁ?a@é‘“s e(%Fq?SDl(:)§ 'I%rd38|éﬁzaratlon mobile

oder € tanper resi st

eteteph@nprt{m )afisitdnea reeliplay rdoderh Smiihle backiendosgrdes ist able to
good ttagg proof environnent. |f the total incone
frleSP(W qubpf thigydata ihe J%\érnﬁﬁﬁﬁraﬁ@l%tdél@nt he sane as

the aC'Fh@EeFV% a'Ier,Ef&‘SFﬁafr{soénd?Féb%Eac by Hrices 'wﬁla? were valid at

average cost/kmis very sm journey is
\@cgrtaimatlme khalththeetate paticeds tompoitesd and ttrnendrlver gets an invoice
ansactl n schene nmay not be desirable, hence the
<9180 '?tgfy)a batch downl oad. This type of transaction

schemgni §rdBicHy 'a%suﬂen%é(t" HBtaC rr%“ﬁttaMﬁé’r‘@d e ché O, data is
purse schenes used he banqug
exchanged in cryptograp |c way (e.g. DES or 3DES) between the GPS
decoder and the tamper resistant environment of the memory 2. A Smart card
provides a good tamper proof environment.

If the total income from road tolling is to be approximately the same as
the actual tax income from existing taxation, the average cost/km is very small.
Each journey is thus very small, which means a continuous on-line transaction
scheme may not be desirable, hence the desire for a batch download.

This type of transaction scheme is much in line with current known
electronic purse schemes used by the banking world.

Privacy protection in such a system has previously been difficult. The
system stores and transmits combinations of GSM, GPS and personal identity
data to a central server system. Maintaining privacy protection means the
security needs to be at a total end-to end system level, including the server

infrastructure.
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Privacy protection in such a system has previously
been difficult. The system stores and transnmits

W@ abiooaod ons of GSM GPS and personal identi t pCTEB2808/(52538

a central server system Mintaining privacy
protection neans the security needs to be at a total
end-to end system | evel, incl &di ng the server
infrastructure. This i nvention provi des additional

neasurﬁ.ﬁ§ eiﬂ\_/éﬁtﬁ)\‘rit ﬂ%v’?désst gﬁj@frtrgﬁalt Hr%a 0 e%r {Bahrcgmf%e privacy of the

transmt ventl o

finfostriation afansadited. at| ng a road toII vaI ue i s perforned
by externaI servers (processing nmeans), so that a thin
cl i entINsBEUBYSAT f J1 ATvRRONThe, TaRGHORaPT &akcalatmg a road ol

ﬁgﬁﬁséé}%rﬂ{eobWPgterm%Y@%rs ({aﬁge&&ﬁg rh@hd 59 that a thin client

Ion and ocati on user 1s's
km:tlurmm id wotgimed ewith myinmeah sataApfocessingndn+mard baldowever, the

TRRAP gl sRICLn, dhd, FHBGRIGy doq My dseT RS ha?%f dhelieen two

?@@égé,h Ifhéd’r%Ckl ng function. A first server
termnes a route taken based on anonynous and

encr yp%écstseamdembsit@emeexgraplanls sihaman ipriogungedl from t he
scoci e i bRERE i ftel B TRoRo R RRHVBATS tan fpogrd unit, OBU)
vigdpl@hketsl 8e5tsition satiaag ednétont e fiedt deaéd12nidterkines a route

and not with a fixed on board unit identity. The GPS
daken |b§89¢cﬂn aBanyyoYs Grwisersrypiad satelite aapigasionidata provided

f?érlnciﬁg recer h@r { (5 r‘?ﬁe &l eY %rrlna&e %ﬁbﬁgmﬁﬂg%lyaasrs%%trhglthe satellite

Ana@gatrmh d@tevwnh MvaMverttt%eeremﬂ b9|the|cﬂ!1\/bd)ard unit 10, and
provrded by the first server, for a given slice of
i 2 fixRd oadsnd ugiidentity.s a public server whi ch

can ber @@S%ﬁg@vr@eé %ﬁcﬁsoo? bFr@ PI"es i.e. “sliced”.

respective to rmat1on e on oar sate
nehe fedt isenvareedstermi@sobtraac olit legeldior each rstide mrdely for each
t.ol | Ieve* fromthe second server 14 using the
VEHIEIROHAR®ntity to find the correct road toll

'OgLOIr %éé}éréggg;@ér%ter 2 422{0@2\@% PREFGH W 1%l Wb REBed By the first
server, for a given slice of journey. The second server is a public server,
which can be interrogated by all OBUs to extract their respective toll
information.

The on board satellite navigation receiver 10 obtains the determined
road toll level from the second server 14 using the variable identity to find the
correct road toll information. This is a fetch operation, by which the OBU
interrogates the server 14.

This provides a thin client scenario, but with data security corresponding
to a thick client solution. Thus, the map matching and trip cost computation
steps are delegated by the on-board unit to an external unit, but this delegation
is performed anonymously by relying on the split-knowledge principle. Thus,
the task to delegate is split into two separate tasks, each of them being
delegated to separate entities, and such that no entity has enough knowledge

to infer the identity of a car and its travelled path.
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are del egated by the on-board unit to an external

unit, but this delegation is gerforrred anonynously by
relying on the split-know edge principle. Thus, the

task to delegate is split into two separate tasks,

each , f n S .
cach ol VMR AL S SRR P RER BT bl ne

i\t&i%létlylemft%/a tm@mr@endaridt thd ianeky Gfdlldiw&dn ﬂlnetrw laM@Qgement of

of data is _broken if three el ements can be d ed;

tiHgURR Rl Yehen SREVEr ycan: Hedueedothdhe Hféer}tEYHQiépe Vefiicle and its
n the arrangenent of Figure 2, neither

stgér\{/eg}%gjanﬁ ‘deduce both the identity of the vehi cl e and

its trBveldettmiadd roé'mdaoldedmr(l‘ﬂlrlpecbstt)ad theh Ipromdéd to the road

cpliEbIoET i e &6 T oo ey ode thisk ciefhseibfon
cl i entTsOtAS tfiks ofigagd W%térﬁﬁ%f%nefrogé@oll@ﬁdﬂ%'tlflﬂ #8%mplemented

road toll allocation are 1 nplenmented by the

sey ther tva peryetfunsequenice. Thedirstssarver 14 Pecaives (resdatagrom the
fromthe OBU in an _gnan erfor

B0 A Rb TG s WhC 8RS CeEr B aF Han MHigRp A Fargputation

f sfrthafoad eslvieeusr APandhiMoas Dy mous (varl abl e) ID does

not convey any identity information - it is nerely a

tag whitis anonygewstepdddlpy | moeemotuamvey @y identity information
sulﬂgg %’% éJ 4 t%,@ \Aﬂﬁbﬁ] |saf]e‘?'§%r§ﬁ\t/)"gfec}ap? tﬁ@ldB’U aaﬁﬂ%dué&fgubsequently

toll econ ocates a co

ttblgaumaet:estsatotthe oa&ﬁﬂatedeoad toll vdlogs.exanpl e a tax
payer ID. This tax pa IDis provided to it when
OBU i nth® s6627¢ Serves %’@P@T@ﬁ QQOU:E?LHad tifR 6Ptk fafe Uﬁ@” 'dent'ty,

tiﬁ?e&éhﬁblecgst% :ﬁe%br R rﬁs‘é da[{)éfe?tlﬁbdls pﬁo@?%d%%wﬂ@ﬁrﬂhe OBU

he server el ves t rom-t I'rst server
liftemrog)addd Hre soméi 14ra‘singrthelvariablbelD‘.| rst server 12 has
the first server

dest ed th dat I n thi
15 canliit P GsLoal B8 bedHbreiar B i Ueel ey 1€ ‘Sehver 14

rr‘é%?«es%ﬁ@ ddg fl'fi)ﬁh"?QIﬁ‘é-1 fﬁﬁry&beﬁ@?%nd"ﬁﬁeﬁﬁdnﬂﬁﬂ%ﬂoﬁ%@t the first
of the route taken. There are two weaknesses in this

resgvehhd has siestipyed the data used.

In this way, the first server 12 cannot allocate user identity to the
followed route, and the second server never has any knowledge of the route
taken.

There are two weaknesses in this most basic setup.

(i) First, it is possible that the first server can use knowledge
available at the network or link layer (like IP or MAC address) to infer the
identity of the on-board unit that is uploading its data.

(ii) Second, even though the first server would not have access to a
constant ID of any kind, it might still be possible for this entity to derive the
identity of the on-board unit simply by analyzing the trip path information. For
example, it could conceivably be possible to isolate the driver’s house, or work
office, and hence identify the owner of the anonymous on-board unit. The
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on-board unit that is uploading its data. (ii) Second,
even though the first server uld not have access to
a constant I D of any kind, it®mght still be possible
for this entity to derive the identity of the on-board
Ye : :
454 ey R o PR R0y BEp) BTol L BB AR e usea o

i il ahﬁatt:h@o dhlar@hymdmetmeboard i k of fice, and hence
identify the owner of the anonynous on-board unit.
Thet r d SRR osheffirharobigm a0 agangpdhatfpianis provided to the

| eeddr08r 5§ a‘%gég g’oﬁrﬁé' lpﬁjoﬁﬁ é’r??@rd T d]?%l%sgﬁtfﬁﬁhetobé\ew
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t batch_f Thi
OO OT Urdurhr PRI ORGP P RaaPEGY t fRads. *sueh as
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r\omgﬁ/C@lumw ezadsot dhisaigsapprgbniatesiraad implementation in which the
sec Lonal route exclude villagel/ coungry
500 i SeheMmpuls &borsib i Priehatenli G ha fee for
whec\hhéleecdm@ Bt w.mgh@ﬁbemﬁfea@@ﬂualqéeg férpﬁ@ﬁk/d@'y}zé and national
tinme- dependent) general flat fee for the who

deuias-yin this cape.hthei ek seaverf@resnnphineed e easact car location to
h&}qﬂﬁfﬁ%sth%npodg?bhcg Egl fe%o\%&? therbatrmssdgﬁfi'ﬁ‘?ﬁ otu%sn@eo thesfone with
npute

server do€s ct car

tdiffercpdid| fogsCiAplyieg tmhelrm”té‘t&)mean Ip$e\¢krrit\»the§se®ver8behag able to
the zone wth dlfferentlal f ees. ying this
'Pﬁ@t@aﬁ HERI TRPMBrawRiK affice. @é‘ﬂ\)’@“oﬁém&’jo%ﬁ@o'ﬂﬂnltﬁbcat e

a userj Sdang é’éc%ﬁgﬁﬁ i9fth |ﬁﬁrea%6dth'eefé%l bfRIn® ﬁgn]ltg of data by

anonymty A se proach 1s to increase t
cdirranging e YORIS td@Eaetgte atremanmdmgn ibe aOBerlodlcgeteevais,eand use

w random | Ds at periodic rva use the_new , .
B8 deih 1 Snam et Tiica Godvite fiavel daeh tng Sanuer ThEbrinciple
S8ty Ut theh ail%rlhftﬁ'hﬁtl%n'fér b%o?ﬁﬁlefeh%uﬁ?éﬂn'td‘éé\r/é@ §&¢tions, and
for a conp ete Journey i nto sever dl sect1 ons, and
2assoclaie withi eachesadiionsx tansiona I Ametdsnuncorrakated with other IDs. A

089005 1 L e SRS S8 s bR led b £ apoom o
| Fhis Féindves Y Btk bévddnndorPeicees connections. Only

the OBU will have the information to relate the random

| D of @Rk the OBU will have the information to relate the random ID of one
section with another section of the same path.

This can be implemented by arranging the OBU to use an internal
secret key. The OBU keeps an internal counter that is incremented for each
new section, and the value of that counter is encrypted using the internal
secret key to obtain the random ID. Hence, only an entity knowing this secret
key is able to correlate sections of the same path together.

The slicing of paths into sections in this manner may occur at regular
time intervals or at regular distance intervals. However, to prevent the server
being able to use correlation information between sections (e.g. a section

having same depart point as end point of another section), a good slicing
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section with another section of the sane path. This
can be inplenented by arranging the OBU to use an

WO pioeoosh3 secret key. The OBU keeps an i nt er naPCT/IB20084152538

that is increnented for each new section, and the

val ue of that counter is encré?nted usi ng the internal
secret key to obtain the rand I D. Hence, only an

entity knowing this secret key is able to correl ate
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i eeBiuHani h the "B%W déf, mimite glgh Qfehg%(ﬂf%y@f%p'e) Even a
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time. way to prevent t is'to reduce 't

rread|ricirgnfeeo t he m nute, 10 mnute slot or hour (for

exanp Eve eso t| on of an hour js.sufficien
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practice wiTl now be described in greater detail or .
_tSil@g|eaJIOUtneM pba singlehear. oa'@epcarcCQI@tha@I?Srﬂ)@sSamdg|deVIdes this
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When a section is complete, the OBU 10 communicates to the first
server 12 the GPS fixes for that section, the time of travel (with reduced
resolution as explained above), and the random ID.

The first server then starts computing the fee for that section, or it may
batch this work for a later time. When the computation is done, the price and
random ID is communicated to the second server 14, which makes this
information available on a server, such as an internet server. At this time, the
first server commits to the destruction of the data used to compute that price
for that section, including all the GPS fixes. This is to comply with any possible
data protection laws, and to enhance the privacy of the system.
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I ndependent random I D as expl ai ned above. \Wen a
section is conplete, the OBU 10 communi cates to the

wo poososes ver 12 the GPS fixes for that secti oPCT/IB2608/052538

time of travel (wth reduced resol ution as expl ai ned
above), and the random I D. Thf first server then
starts conputing the fee for Rat section, or it may
batch this work for a later time. Wen the conputation

is do [ ' '

the- sanbeh Gty 3e SRR HE T TE TR RATF shBond server
i drabfetcloss the ericerfor sach sagtian in nherjo@heyer Vieg OBWU 10 can
this time, the first server conmts to the destruction
Adteidhgdeauiat aries nfeimrien eamlly ysing s fupmahgecret key.

Sect i Offq icisH Ut R4l ﬂémet Bﬁcé}cﬁ édc’ﬁe§?ctf5tﬁ', Sarfdsc&‘i’imd,micates the
conply wth any possi ble data protection’laws, and to
eebaltx & thHecropditolting batk ehd seyedretf.\When t he journey is
conplete, th U 10 contacts the second server 14

and § ol1EhdEaFnETI SEoR cpaaaradt: SN KotHelTeodpabyoll cost
TesnABHickied /it aohatHe OB WRAYKE %gsﬂ%rr'e$8rtéﬂfb9rtﬁéts'e€8nd server
easily using its internal secret key. The OBU 10 adds

t(ae s dasothecuser'sdio).i and anydrmigmaiohi Sathesn fellowed up by the
results to the road tolling back end server 16 . The

rozF ol 1 ng back end server 16 can verify the road

toll clos clearfon gl 8sdriptioh doov@ thae tHeBlitsiskhvdras access to
costs reported by the second server gas this has the

UsBS igfarmationrfar arpingte Seatiem b canaet corre@ir geclpnsytogether to
t t I r.fr .t ] e

AR BRI B, 607 Bpes METLOAR GEREHR bPRETIBYS The second

feprver miaygtellate Gections togethanpibicecdlr fettiatreqsests izvesmade by a
tsﬁ%gt her to build the conplete trj and does not know
t

lpdeRY; Pyt bpopneoHaRYe @ﬁ%ef%set@dhg’%%\wefprrnagwrbo| late
sect| SFZerg%%‘fet El‘gtﬁ]e?édé‘:goééible @ﬁﬁ:ghcfe‘?ﬁé‘r%ttﬁ tﬂﬁsfg@&%@g%me of

It d

a sin es not have access to

n i s 3 ¢
SAAAS R =L O s Fe—has—seen fet ched

Ther e phadl shoufteridaty bR @ iR Sfof e DB 984 MerifPthe validity of
verify the validity of the price provided by the .
slbedritesprovisted by Weg secoinid seovers Aovayatiae dorso fs toshave the first
server 12 sign each data set of a journey slice toll and the variable ID for that
journey slice. In this way, the OBU can verify the integrity of the price for the
given section ID.

Detection of tampering in the OBU

The road tolling server 16 must trust that the OBU 10 has not been
tampered with, and that the prices have not been changed prior to adding
them. This implies of course that the OBU 10 must be implemented as a
tamper-proof device. The road tolling server 16 could therefore be arranged to
verify the integrity of the computed fee. A number of options are possible:

-The OBU 10 can simply forward the list of signed pairs of data (journey
slice ID and journey slice toll) to the road tolling server, which can then verify

the signature of each pair and compute the sum.
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server 12 sign each data set of a journey slice toll
and the variable ID for that journey slice. In this

we009/0013e3 OBU can verify the integrity of the PCT/B008452538

the given section ID. Detection of tanpering in the
OBU The road tolling server 1%31 nmust trust that the OBU
10 has not been tanpered with, 'and that the prices
have not been changed prior to adding them This

Iagplal Sar?pére%%r 00 t evi cégr%fj(h@ gd’“@?‘?'. ng Sekﬁgsﬁéfg%e from

Cthelsbcbhdr@‘rvvére ob@ndits mogeeExpensivg séstidrhim it teginiunication with
t he conputed fee. A nunber of options arecPOSS| bl e:
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vsmvéwpeﬂﬁernss theafee ealotiladiachlrptiis case, khenthUemman generate a
um -To revent th U sinply picks, the ,

cW%%HB%E @é@cﬁiéﬁ?ﬁ/t ﬂ'é'@@%%dats%% rﬂewé?uré‘)ér}/ %”%Eacrpge”erat'”g
SIRAINY 8 BhtdrQBsettol 1.5 communi cation with the road
tolling server 16, the OBU may provide instead its

i nt er ndit asldiiost trk@yoad) tollieg rseavert Irmzngceehaaéthetsecond server

o e i st o BB metprit SrEE B ingtpgve not
QR nlfetaradd @pgﬁ&@j&) gonew internal secret key for

i nstance at eac neWJour ney, and start generating |IDs
usi ng ; 8 btainablgdrons fre (SM connection

bod i a2 ,s;tys;@gg ggya ?cSrﬁSEtlstJ@% AP SAVELEI 4y upload its

ssationrddt&sit icbald bayessible foreheffiestcderdebio mifer t@BUdéﬂtuty of the
Preventi ng{(éhe OBU. i dent i %@bel ng obtaj nable from

2R dinfeEXaRIES UG tlnds A&y dke othea Meadip héCF$$SstC°ntr°|
SRHArRSs) %\n?jr@é?ﬁ ﬁsé‘?&ugqﬁfommétuéﬁ% 'c8f‘at§ élt Hhé’ to ether.
b or the fi er t

be possi rst server toiIn
oA whg tOBOvefaomexthigpli® toshagel ihek seagrad smtfrt/er Iartaanmldeas an

Medi a Access Control Address), and hence use this
i HIBWRRYSHOKY col | ate several sections together. A

way t OTHN¥ RIoReBBt lshifowrs i Fidl#kes, t\bﬁlcﬁetﬁﬁé‘t% ﬁ@r‘hVﬁbure 2 only in
arranged as an anonynpus proxy. This concept is Shown

i thaFthpueema)unigdation itiveensther BUF Q@and thedtistysemmer 12 is via an
anonymous proxy 30.

In this case, many OBUs will contact the map matching server 12 at the
same time, and data uploaded to the server 12 will then contain data for lots of
independent sections, which have been collated by the anonymous proxy 30.

A further alternative is shown in Figure 4, in which the network of OBUs
and the proxy 40 can then be used instead of the second server.

In this case, the source OBU 10 also generates randomly (using
another internal secret key) a target OBU number to which the pair of data
(journey slice toll and journey slice ID) must be communicated, and
communicates that number to the first server 12 via the proxy 40, along with
the section data and random ID.
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12 at the sane tinme, and data upl oaded to the server
12 will then contain data for1%ots of i ndependent
sections, which have been coll‘ated by the anonynous
proxy 30. A further alternative is shown in Figure 4,

e uscleho LAt Sey8 2 ERaPIERb o ROMRGAbE I b Blricular

tiberreyusesionBi dcﬂwtathOthg%Eroate&s ‘taegetO OBU (W ithg proxy 40, and
anot her internal secret a target OBU nunber to

k
wileads fe ﬁﬁtipnd‘ee@QﬂdD(tp%%Hé@rggt”' BUtol I and journey
slice | i %’e StheR& FOBIEL %tcg) &Q@ﬁﬁﬂ@@]&‘té@@ frht%"rn (again

nunber to iTst server € proxy 4
wié lthe proxyedd)i with cdmteaOBthcorﬂactempelethn € 1)) cﬁompmtes the sum.

12 it fo ]
DB yotate Bh entagn aothak fie SPeattl eDuBr bapgis o onger
Cﬁéédé'da b@é‘elﬁeoﬁbiedfgec&*iﬁj b‘éﬂtOéﬂs’chéh?omﬁ@ﬁbb@”tdlle%aﬂf‘lﬁatlon is

IDto that "target"” OBU. Later on, the source
doperestegaby thee bther OBUBU Thereds @ draydiackvafaa small lncrease in

0) . W th ane OBU contacted per section, and
%ﬁﬂéﬂ%‘g‘gq R@ng\ﬁﬂ(ﬁhl n this variant, the advantage is

t hat tlReaskemBe \afibht ¥ha@hV Y FllgiJr605| mgbpftfmhedf Figure 4 is
because the second part of the route/road toll

cRORtigdut aYith tﬁel%Uéﬁwpéﬁltwf funetiening rasapdistribried @npgymous

S
T e Lo e Db A R8s fed RO umeor o g e
aDBan;si‘d@e‘crlﬁegLHb@vé |hScoampbt|@rd whtht Figuten 4}, rendB&municates its
network itself functioning as a distributed anon%rmus

M'9n§@ta ¢ that danaset Qi) ‘Ha@hﬁné\érﬁ‘e\fvﬂt%nmﬁﬂt?@m & ghata to the
naapeingt 13 t@’nggméﬁwoﬁaéf tﬂ@sﬁmB&%tlall?WtHenﬂrst server 12, the

connection w th and conmuni cat'es it
sesult Qoudmyasltce tolhahdtllp MQaIBLéent/\hadhta thettarget\@BlU which will

dEPeE G BT R CDITRES P By t he {11t server 12

the repyblapbreadhnedn sé 'wﬁﬁrdv@ﬁ'to%eb@ further9Ré Boﬁﬁ’dﬁnce of the
back to the target OBU, Il be contacted | ater
owagyioling sgmﬁrcretf@cpmwut@l @ngﬁséellomn be inproved to

I ner €% Flrusct %Q?\/rert@ecoqlce)g{si t%l arge fOI:J';U number and section ID which
the OBU has communicated. This information is then transferred to the road
tolling server 16.

Each OBU communicates to the road tolling server the list of section
IDs it has communicated to the first server, along with the number of the
source OBU.

The road tolling server can cross-correlate this information to detect
whether some sections are not reported by the source OBU, and if so, identify
the source OBU.

If necessary, the system allows data to be escrowed to an external legal
entity that will store the data for further necessary enforcement or to meet
some retention policies. The data can be encrypted so that only authorized

parties are allowed access and their use is covered by the data protection act.
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road tolling server in the conputed cost as foll ows:
The first server 12 collects the target OBU nunber and

wa2epioer3od D whi ch the OBU has conmuni cat ed. ThPGT/IB2008/052538

information is then transferred to the road tolling

server 16 . Each OBU communicgjes to the road tolling
server the list of section | it has conmunicated to
the first server, along with the nunber of the source

BU. T I i I c -.C 2t hj :
B T SR8 4 B R g8 PP,y eckpon
r@yfordeeseriywhbe saulicensdBYlataratei faken, by @eoainkya,t &ed the road
source OBU. If necessary, the systemallows data to be
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t hat oho yoasd, hioe IO qaar simpdy atoee dhé patdindoresti®radata for each

k3ol 45 U 1 AP BA S Hd B e
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taken by a canera, and the road tolling server can
tfleenTheroaq talling server maydhen fverifyt thetvatidity phiheedateover s

the locatio ere the, picture was,taken. To d9.SQ,.. .
the oHUBLiBs3THEYS, osEnBr SpliafL i nido el dadd Figyre 3 is
s, 2RatwIeh tHe $EHYer Y2 proddes e B ahbijsurnel elisatdlPdata to the
to the road tolling server when requested for

etdreet QB thisr isodieectlyalon iy WetworkR0 96 2BWA rethesfhan via the
- [h j . i f
FAERY S T PRt S oS o ffhe' QBT bk o be

veanitatot then seivern12he Thieosgude OB igteregatéss thie etdrgetn@BU to
n the server 12 provides the ID and journey slice

whe

tigInlerngnka fejch Réthe tgagdol daffy this is directiy to the

net wor t ' : :
Thus, 18 BRTBE el Melac JB sl i BBy pARctd by the s
Gsraert 02, bandseornmunmiddied s theeroatiZtollingsereerut @, evt@Bican then use

(B SRR LSl b b S P b o Tmorove e
Shabili§li cs can be easily collected by the first server

12, and comunicated to the road tolling server 16,
whi ch T system @§déhe invention can give one OBU vendor an advantage

over others having competing products, by providing a privacy friendly
solution.

In summary, the invention provides a privacy-friendly delegation of map
matching and trip cost computation. The map matching and trip cost
computation is delegated to a third party, such that it is not possible for that
third party to isolate the movement of a single user of the system. Within the
system, it is not possible for a single entity alone to infringe privacy of a user,
but it requires the collusion of two or more entities.

The system also allows collection of road usage statistics in an
anonymous way.

The invention has been described above as enabling improved privacy.
However, the invention also provides advantages for the transaction flow in the

road pricing system.
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ot hers having conpeting products, by providing a
privacy friendly solution. In $unnary, t he i nvention
provi des a privacy-friendly db egati on of map matching
and trip cost conputation. The map matching and trip

cost tatl ' I ted third :
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system al'so allows colTection of road usage statistics
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L8Rl Sl FOMAEST S D8 Rahildied 36 4 rinaprice. This
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pRaGK eyl sever (s rqq!mirgd o @ thin Ahenkbsul ¢ enfe prigssis provided to
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escri th -Car equip
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The price is sent to the OBU that combines it with the identity data to transact
it with the bank account.

This scheme is quite different from existing road pricing services, where
the payment scheme is part of the service provided. Typically, payment is
based upon monthly invoices or a prepay account.

The processing arrangement of the invention enables a number of

benefits to be obtained for both the government and for the end user driver:

Benefits for the government

-The transaction is completely guaranteed and secure (based upon
existing banking security guides and rules).

-Full privacy is maintained.

-In the transition from a fixed tax scheme towards a variable scheme

based upon usage, the government has to wait for income to be generated in
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pricing information. The roadpricing server processes
t he waypoints and timng info, (possibly together wth
other information such as car’ ype etc.) into a price.
The price is sent to the OBU that conbines it with the

R RS T RPOERG R hlor bk ol By BRHTaBE R on funcs i

pthecubgr SRCBULBS, avherad tthereforgmprivide henpanls guarantet to the
the service provided. Typically, paynment is based upon
rAAMeRN e hyoi ces or a prepay account. The processing
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benet | (oo S BRI TSR poipafifeETic GRITRRY (e bejow).

for th8ased osdhedmouetimeBeriefnateort gathdred gmuweohadn®OBUs, the
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transition froma fixed tax scheme towards a vari abl e
soffmgensded upon usage, the government has to wait

for incone to be generated inthe initial years. Th

banki o TR 15 GEMGHCHALE e i eagabiact SopKeaurounls fipgscneme

| SUPPRRtSUG SRR GOLt Sriciifd) Gschi@fhdsNETIRE ADBUPEAN | dshtact &sdal road

guarantee to the governnent. -The schene supports a

SHGING SeRYErS - sldere dene eepd dercqraplexsepmi)g strutyeas. on

the route/tine information gathered out of all OBUs,

t he governnent can predict the incone fromthe private

r Bexekfts iforithg epilelisgror or transaction bank operator.

This was previously not possjible due to pri vaﬁ{%

i nf ri mGERPHR rustghglrdanke apd 4he dpaneial @%S of System can be
any e : upports various road

S?l Cl %ﬁgéﬁ@%glflbqaf%ﬁ%ﬁlcai contact |ocal road

pri ci g heesohere merdamsifall pdvaged for conpl ex roam ng

structyres. Benefits for the end-user: -Peop]e trust

Chet TRk REndSHRR M ChSpBRsE RERVIeicEy P opth for the

ChRfal aspects and for the road pricing provider (if there is a choice)

-The scheme supports multi-user operation of a single OBU. The
access to the service can be defined by a personal card and personal account.
This enables simple implementation for pool cars and hire cars.

-A secure multi-service environment is possible, that provides added
value services for the end user. For a multi-service application, the route and
time information can be provided to other value-added location based
telematics services such as parking, pay as you drive insurance etc.

The authorization to make this route and timing information available to
other services could be provided by using a dedicated bank card (like a pump
station gas card). These cards can use contactless technology such as NFC
(Near Field Communication). Once presented to the OBU, they can be used
to authorize the OBU to release its information to a server. The telematics
server responds with the services requested and the corresponding price. The

price enters the secure transaction engine, that is going to be used with the
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based on bank certified transactions -The schene
mai ntains full privacy -The end user can deci de which

W@ 200/0es80pr ovi der to use, both for the financi BCT/1B2008/052538

aspects and for the road pricing provider (if there is
a choice) -The schene supporti mul ti-user operation of
a single OBU. The access to t @ service can be defined
by a personal card and personal account. This enabl es

A S TR SO B0chl AR, Y Boih By éhonu
devicsted satdes evidlpsintser vi ces for the end user. For a

nmul ti-service application, the route and tinme , ,
i nf or nER§ oSChamMepeakPWR/i dbysical opeRaralian ufadaeliivle  services,

| Bh%irﬁaﬁ%ﬂjél%{nﬂﬁﬁmg%ﬁnﬁ?rVi ces such as parking,

y as you drive 1nsurance~“etc. The authorization to
make this route and timng information available to

of her_ servjces &puld be provided by using a dedicated
téﬂﬂﬂ@%iq_tbﬁgég—a punp station gas card). These cards
CPiE B8Rk ESRTAGHL RS shigls Bnehethe SiHES B adiEE Valgais Bddtél:

Communi cation). Once presented to the OBU, they can be
used t-dhauba is ¢he HrisGRUpaoineeloédbe éndsuserf mstead oh the road
to.a server. The telematics server responds wth the
s@n‘%%ggeﬁa&{uest ed and the correspondi ng price. The

price Aameeidnk feeaifs ¢k endrie3N Thetrhone e firi the roadigicing tax is held
oing to be used with thedédi cated bank account

(Pt bank gincg)it isTiansfefred deom dhe @ngyegehgceaiint dpbis gpersonal
qﬁ | cated service end points. The schene all ows

physical separation of nmultiple services, guaranteeing

mut ual -Based- tipomethitg mdenefdavasiabitty, tthe bamk:cathendianka ‘credit
can profit fromsuch a schenme since its added val ue is
sHgeRee’ oprardp Ak IP¥eNment, Si8eR N aPYPEMestt withenly receive the

endr k Fbsatoelzéja ~ the road pricing operator. -The
baﬁﬂgfgt gtll ns the ney. The noney for the roadpricing

t ax i s Tihel mhrikycdrhalsbaguaranteeepaymerd torthe sinelFussst. ffrtbenend-user
t he end-ui.er a cot;a’gt. ta his

500 ROSTIB A F it Perspral M B et Tingicansbe opened to
'RE&Hdtuser.
-The bank is the trusted partner for third party services and can issue a
co-branded ‘service card’ (such as existing petrol and credit card examples).
-The banking scheme is international, and allows a basis for
international proliferation of this scheme. This scheme can further evolve to a

inter-banking ‘acquiring scheme’, which is common in this business world.

The invention has been described in connection with single frequency
GPS, but other GNSS systems (GLONASS, Galileo etc) would be similar.
Indeed the techniques could also be applied to multiple frequency systems,
with appropriate means of capturing the IF data from each carrier.

Various additional features and modifications will be apparent to those
skilled in the art.
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guar antee' towards the governnment, since the
governnment will only receive the noney after road

W@ 2@g001303The bank can al so guarant ee paynent tRCT/B2008/052538

end-user. |If the end-user has no positive value |eft
in his personal wallet, a credit |ine can be opened to
the end-user. -The bank is the'trusted partner for
third party services and can issue a co-branded
servr ﬁﬁé (such as existing petrol and credit
card exanp s). -The banking schene is international,
and allows a basis for international proliferation of
this schenme, This schene can further evolve to a
i nter- bank.moa%&jluw Y COPMYIRNG awghidemowdesiynit; the system
tg&ﬁ ness world. The invention has been descri bed
in conne tion with single frequency GPS, but other
G\SS sy sateitite (SLIGEASS recaiVen iarqnlahebrtirvg)alpd)shnst'ratildiragfunction;

Irrﬂfjtele(Sﬁ .h %gﬂé gg&fﬁéﬂ%ﬁ %3%";5’? edrgb%egﬁ@nol?ased on

CHALIf ﬂgvbaﬁor’r Faat ol ided B8t ret&ler, YAET Sd8llite navrgatron
additional features and nodifications Wl | be apparent

tdataHusrg sissdciated with ree variabl€lideniiy 1and\ forodetermiriing a road toll
éstem ﬁgon‘prl sing a vehicle-nmounted unit, the system
a satellite navigation receiver

i rrpl er@réedwdadareslﬂrb@ésémgaqrﬁea@s flanciecening the rdfad toll level
data processi ng neans for determning a route taken

rovgedrbyshedirst daja aoeessindmegasa provi ded fromthe
recel V\ﬁﬁerg metpgatsgvelltté eg?@&%%@m i eR'/%F arabghggted to obtain the

assocl ate Ia

dédterminednoad tbtbaelvéldrdmltEeeiecoadCHaaa&ﬂ'OOéstlr@means using the
processi ng neans for receiving the road toll |evel
p\r%\ﬁbb%l‘ﬁeﬁy “he first data processing means, wherein

the satellite navigation receiver is adapt ed to obtain

the determned road toll level fromthe second data
procesai ng Aesysterasasiglainmedy ar ickbire 1i dertihert gonprising a mobile
ﬁ%fﬁtgﬁgn?srecerver 09 elngbl(r:rlrgaé:énmrlnunfréjartrtorr]retget\?vggﬁ rtr|1es sal%llﬁle navigation

receiver and the first and second data processing means.

3. A system as claimed in claim 1 or 2, wherein satellite navigation
data is provided by the receiver as periodic blocks of samples, and wherein the
variable identity is varied each time a block of samples of satellite navigation

data is provided to the first data processing means.

4. A system as claimed in claim 3, wherein each block of samples

corresponds to a predetermined time duration.

5. A system as claimed in claim 3, wherein each block of samples
relates to a part of a journey within a predetermined area, and a new block of

samples is started when the journey crosses area boundaries.
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t el ephony receiver for enabling conmunication between
the satellite navigation receiver and the first and

w@eeomelidonat a processi ng nmeans. 3 . A syst em asPCI/EB20e81052538

inclaiml or 2, wherein satellite navigation data is
provi ded by the receiver as pi%i odi ¢ bl ocks of

sanpl es, and wherein the variable identity is varied
each tine a bl ock of sanples of satellite navigation

data is proyi 2 f i : in :
0912, B ARy e Bl oG B AR e e
afaigdtidne datzo predddeeh ¢ the fisstpd ftdeprecessing rmeams by the receiver
duration, 5 . A systemas clained in claim 3, wherein
dREHABS SENNG ANTOHRPHYIY WHhitrh{SeRO toPre grauratrthan; loiimeg, or more
‘;Brtef%rﬁbl"i‘/ 5 giisties m ned area, and a new bl ock of

anples’is started when the journey crosses area
boundaries.6 . A systemas clained in any precedi ng
claim_whergein the satellite navigation data provided .
to the i rs‘& BRI A5 SATRY e H&feF‘FfS”QeE'éF’Uer"ghere'” the
| rhigRfcatibAtiden Y RIcERier ‘Pé‘eM\éFnyéd WitH ﬁn@fc?yﬁ%tﬂe% e
than 1 mnute, or nore preferably 10 m nutes. 7 .

systemas clainmed in any preceding claim wherein the
cormur% cati&n f{omthe r.ecgi ver is encr.xgt qd. vvitn an. qata |
encryption e%y_seén_asAcga)}@le rrﬂnagn%Ipéfaﬁ%(a' ncg'ﬁ@/ wherein data 1s
RSrevRIddNy BleatbRiveh®y @efirdtdftaiotdRingedahy Vid 18 proxy.
receiver to the first data processing neans via a

proxy. 9 . A systemas clainmed in claim8, wherein the

pr oxy &onpr i [t j LOon. ' -
ot heaysran g, S, Bl - galf S AEhh 45 B8 Tomrises
potheesatedite havigatiov escivers lof tieesygidmdat a processi ng

means is inplenented by the other satellite navigation
receivers. 11. A nethod of calculating a road toll

wi thimy@ r oﬂ‘gy%t%lrﬂ aSYHifRY ih %gﬁlbggéﬁng%ﬁi WHWein the second

using a satelfite navigationr o 1 mpl enment

pietat processagk inmeansu e timphemdeteer mynihey aiheo wadéeltitek @avigation
based on satellite navigation data provided by the

r"ECENVGEYT to a first processing neans, the satellite

navi gati on data bei ng

11. A method of calculating a road toll within a road toll system, the
method comprising:

using a satellite navigation receiver to implement a position tracking
function;

determining a route taken based on satellite navigation data provided by
the receiver to a first processing means, the satellite navigation data being
associated with a variable identity, and determining a road toll level;

receiving the road toll level provided by the first data processing means
at a second data processing means; and

obtaining the determined road toll level at the receiver from the second
data processing means using the variable identity.

12. A method as claimed in claim 11, wherein satellite navigation

data provided is provided by the receiver as periodic blocks of samples, and



10

15

20

25

associated with a variable identity, and determning a
road toll level; receiving the road toll |evel

wWee@olose by the first data processing neans aPCHEIB2008/052538

second data processi ng neans; and obtai ning the
determ ned road toll level at_ the receiver fromthe
second data processing neans ! ing the variable
identity. 12 . A nmethod as clained in claim11,
‘é\@ﬁ%r%ém;@egéﬁéedrlé gdsé}g I%g\‘}oérgéaogo Rt ?PO%& dfssa%i&é e datellite
a@u{@row dath he pravidebtoethied st daty prece/symgadwe@ash time a

ock of sanples of satellite navigation data is
provided to the first data processi ng neans. .
met hody s CA%é‘Eﬁgdg% Ghiida 9120 aif1§5ely Hg?&ﬁ%a@h%‘?&koéf samples
sanples is prepared for a pre eterm ned 11 me durat
lig préparetdfoda aseddtarmiveditime daratioh2, wherei n each
bl ock of sanples is prepared for a part of a journey
within a predeterm ned area, and a new bl ock of
sanpl ef i s Aitrﬁ’éthSS a‘éf}:%‘m{ébelnl QHIMEY, Whershs 2ath Bock of samples
boundar I es. . A method as clained in any one of
dbgireparet fas a@artAnéaaourrtdyewﬁhmealpr‘edetmmurmi awga, kna new

rovi ded to the roceSS|n
HuBt GESernRiei 5 sl whgh Fu SEEET bR%RRS Bheq B widHiisee
accurate than 1 mnute, or nore preferably 10 n1nutes
16 . A nethod as clainmed in any one of clainms 11 to
15, whtr-ei rAthethedasuelptaed bhany enetafeclaimsel 1140 1ds wherein the

g%bglél}’fét ﬁgvﬁ'a gn adqatgg#%%ﬁgb 90 ﬂiﬁ%y?rsi” ta @5&%&% ﬂ?eans by the

: eréein
seceiver d&ﬂ@dey toawsinfgrmationswhighiisploemerd adcratd thean 1 minute,
ot her satellite navi gat| on receivers. 18 . A nethod as
QranaePieierarly HhERftes| ai ms 11 to 17, conpri sing

providing data fromthe receiver to the first data
processing neans via a proxy. 19 . A nethod as cl ai ned

in clalén 18\ métboedias ¢lainga oxyny omprofseainet heto 15, wherein the

satellite _nayigation receivers o he system .
communlcatlon\fro% Ehe receiveris encryp{edI wﬁh a}q encryption key.

17. A method as claimed in any one of claims 11 to 16, wherein the
second data processing means is implemented by the other satellite navigation

receivers.

18. A method as claimed in any one of claims 11 to 17, comprising

providing data from the receiver to the first data processing means via a proxy.

19. A method as claimed in claim 18, wherein the proxy comprises
other satellite navigation receivers of the system.



