)

<)

WO 96/08092 PCT/US95/11136

_—

- This Sheet Has Been R

i ==

-1-

ROVING SOFTWARE LICENSE FOR A
"HARDWARE AGENT

BACKGROUND OF THE INVENTION

The present invention relates to licensing software. More
particularity, the present invention relates to an apparatus and
method for transferring access privileges for executing a licensed
software program from an authorized node having a first hardware
agént to a non-authorized node having a second hardware agent

- without violating a specific-user license.

Early in the evolution of computer systems, modernized
businesses typically employéd a room-sized, centralized mainframe
having several "dumb" terminals connected to the mainframe. With
the emergence of smaller, faster and more powerful computers, many
of these modernized businesses have removed their centralized
mainframes in favor of employing a number of stand-alone
computers or a distributed network (e.g., a local area network) having
a collection of personal computers, wherein each user has control

~ over his or her own personal computer.

Observing this decentralizing trend, many software developers |
are licensing their software according to a particular licensing scheme
commonly referred. to as a "user-specific" license. The user-specific

license generally permits a predetermined number of individuals to
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operate a particular software program in a'specific manner at any
given time. Thus, the license is associated with the select number of
individuals and not to certain nodes. For the scope of this application,
a "node" is defined as an hardware product having "intelligence" such
as a computer, prmter, facsimile machine and the like, preferably
including the present invention. A paramount problem associated
with user-specific software licenses is that it indirectly encourages

. unauthorized usage and/or copying of the licensed software which
erodes potential hcensmg revenue for software developers

For many years, software developers have SOught a' way of
protectmg their software from bemg used and copied beyond the terms
of the user-specific license while busmess licensees have been
attempting to greatly rmtlgate any potential vicarious liability from
illegal usage or copying of licensed software by their employees. Thus,
there exists an interest by both the software developers and the
business licensees alike to prevent the proliferation of software
beydnd the terms of the user-specific license.

_ Currently, comphance wrth a user-specrﬁc software license is

~ sometimes accomplished by usmg a physical hardware device referred
to as a "dongle”. A dongleisa physrcal.hardware_ devrce_ that is
packaged with the licensed software prograrn when initially
purchased. It ty_pically couples to a parél_lel portof a node e.g.,a
personal'computer. At various times duririg exe_cutidn, the licensed
software program of interest will transmit an authorization message
(referred to as a "challenge”) to an active device employed within the

- dongle. The active device within the dongle processes the challenge
using secret information (hereinafter referred to as a "valid license
token") stored internally within the'dorigle_ and generates a return
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message (referred to as a "response”). The software program compares
this response to an expected response and permits further execution
only if these responses are identical.

Thus, while the user is able to copy the licensed software
program and load it onto multiple personal computers, only a first
personal computer, to which the dongle is connected, would be able to
execute this software program. In order to Mte the licensed
software program on another personal computer, the dongle must be

- physically removed from the first personal computer and coupled to
the other personal computer. As a result, the software on the first
personal computer is disabled. It is clear that multiple installations of
the licensed software program do not cause any adverse fiscal effects to
‘the software developer because the number of dongles provided to the
business licensee is generally limited to the number of persons agreed
to under the user-specific software license.

Although the dongles ensure compliance with the user-specific
license, it affords a number of disadvantages. One disadvantage is that
the dongle must be physically delivered to the customer. Thus, while
systems for electronic delivery of software (referred to as "content
distribution”) are being proposed and implemented to increase
convenience and reduce distribution costs, the dongle, as a physical
device, still requires the traditional distribution methodology with its
associated costs. By requiring a dongle to protect the fiscal interests of
the software developer, the customer would have to endure the
onerous task of (i) directly obtaining the dongle at a chosen location
and thereafter attaching the dongle to the node before being able to use
the licensed software program, or (ii) ordering the licensed software
program prior to its intended use so that the content distributor has
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time to mail the dongle to the customer. In any event, the dongle
~ impedes the efficiency and appealability of cohtent distribution.

Another disadvantage is that the removal and attachment of
'the dongle is a time-consuming process. In'a time-sensitive business,
the exchange of the dongle effects the overall performance of the
business. A further disadvantage is continual removal and -
attachment of the dongle increases the likelihood of the dongle
becoming damaged and non-functional, requiring the business to
await the new dongle before being able to use the software application
again. ' ' |
Yet another disad_vant_a_g_e is that although ':the. license is directed
toward individuals, the doﬁgle ge_n_eraill.yj is attéched to the node.
Thus, if the user travgis to.'anoth_er machi_né_ (e.g., a personal computer
located at his or her home), hé-bf she' is precluded from using the
licensed software program unless the user has possession of the

dongle.
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Based on the foregoing, it would be desirable to construct a
cryptographic device with the fu.nctlonahty of an electronic dongle as
an integrated circuit component internally implemented within a
node. Accordingly, it is an object of the present invention to provide
the cfyptographic device as an integrated circuit component including

a memory element for internally storing a unique digital certificate for
use in rémotely authenticating the integrated circuit component.

It is another object of the present invention is to provide an
integrated circuit component capable of internally generating a unique
public/private key pair and storing at least the private key thereby
preventing its usage outside the integrated circuit component.

Yet another object of the present invention is to provide an |
integrated circuit component for mtemally storing the pubhc key of an
entity in order to enable secured communications with another
similar integrated circuit components verified or fabricated by the

~ entity.

Another object of the present invention is to provide an
integrated circuit component for providing a roving software license

without requiring continual physical manipulations of hardware.

The integrated circuit component, generally referred to as a
hardware agent, comprising a processing unit for performing
operations for identification purposes and a memory element
including (i) non-volatile memory for storing a unique public/private
key pair, (ii) a digital certificate for verifying the authenticity of the key |
pair and (iii) a public key of a chosen entity (preferably the
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manufacturer of the integrated circuit component) for enabling
communication b'et-w:eén. the iﬁtegraté&' circuit component and other
similar components fabricated by the manufacturer. The non-volatile
memory also may be used for storing cryptographic algorithms. The
integrated circuit component further includes volatile memory for
storage of information processed by the processing unit, an interface in -
order to receive information in encrypted or decrypted format from
- and/or transmit information to other similar component(s) via a
communication bus and a random number generator for producing
the unique public/private key pair. ' "
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BRIEF DESCRIPTION OF THE DRAWINGS

‘The objects, features and advantages of the present invention
will become apparent from the following detailed description of the
present invention in which: '

Figure 1 is a block diagram illustrating a bidirectional
symmetric key encryption and decryption process. |

Figure 2 is a block diagram illustrating a bidirectional
asymmetric key encryption and decryption process. |

Figure 3 is a block diagram illustrating a digital certification
process from a trusted authority.

Figure 4 is a block diagram of a computer system incorporating
an embodiment of the present invention.

Figure 5 is a block diagram of an embodiment of the present
invention. -

Figure 6 is a flowchart illustrating the method for
implementing pair and digital certificate into an integrated circuit

component.

| Figures 7A- 7C are flowcharts illustrating the operations of a
first hardware agent establishing communications with a second
‘hardware agent in order to transfer a valid license token between the
second hardware agent having licensed privileges and the first
hardware agent. |
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The present invention relates to an apparatus and method for
enabling a roving software license to be transferred between
appropriately configured hardware agents thereby eliminating the
need for a distributable physmal hardware device. In the followmg
description, numerous 'details are set forth in order to provide a
thorough understandmg of the present invention. However, it is
apparent to one skilled in the art that the present invention méy be
practiced through many different embodiments than that illustrated
without deviating from the spmt and scope of the present invention.
In other instances, well-known circuits, elements and the like are not
set forth in detail in order to avoid unnecessarily obscuring the

present invention.

In the detailed description, a number of cryptography-related
_terms are frequently used to describe certain characteristics or qualities
which is defined herein. A ."key"' is an encoding' énd/ or decoding
parameter for a conventional cryptographic algorithm. More

specifically, the key is a sequential distribution ("string") of binary data

being "n" bits in length, where "n" is an arbitrary number. A
."message is generally defined as information (e.g., encrypted keys
address and data) being transferred in a sequence of bus cycles. The
information may include a chaliénge or a return response. A "digital
certificate” is defined as any information pertaining to an entity
initiating communications, typlcally its public key, encrypted through
use of a private key by a w1de1y pubhshed trusted authority (e.g., bank,
governmental entity, trade association, etc.). A "digital signature” is
similar to a digital certificate but is used for authentication of the
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message itself, not the sender.

~ In recent years, it is beconﬁng'more am'i more desirable to
transmit digital information from _one_Iocation to another. As a
result, many'entiti'es_ are now usmg cryptdgraphic technology so that
the information is transferred in a manner which is clear and
unambiguous to a legitimate 'receiv'er,_ but incomprehensible to any
illegitimate recipierits. Typically,'cryptographic technology operates in
accordance with one of two conventional techhiques; namely,
symmetric key cryptpgraphy or asymmetnc (or public) key
cryptography or a combination of these cryptographic technologies.

Referring to Figure 1, an illustrative embodiment of the
symmetric key cryptography technique is illustrated. This technique
requires the use of an identical i.e., symmetric secret key (labeled "SK")
1to encrypt an original meseage 5 being transmitted between a first
node 10 and a second node 15 to form an encrypted original message
20 and to decrypt the enc_r'ypted original message 20 to recover the
original niessege 5. Such encryption and decryption is performed

~ through well-known conventlonal cryptographic algorithms such as,
for example, the Data Encryptlon Algonthm more commonly
referred to as "DES". The original message 5 is (i) encrypted at the first
node 10, (ii) transmitted from the first node 10 to the second node 15
through a public domain 25 such as a telephone lines and the like and
(iii) decrypted at the second node 15. However, this technique is
difficult to support with a large number of users because it requires
prior establishment of secret keys ("SK").

Referring now to Figure 2, an 1llustrat1ve embodiment of the
asymmetric key technique is shown. This techmque employs two
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separate keys (referred to as a "public key” and "private key") being
used separately for encryption and decryption purposes. For
estabhshmg bldlrectlonal commumcatxons from the first node 10 to
the second node 15, a pubhc" key 16 of the key pair of the second
node 15 (labeled ‘PUKZ") is stored m and generally used by the first
node 10 to encrypt an ongmal message 30 under an asymmetnc

~ "RSA" algonthm well known in cryptography “This forms an

'encrypted ongmal message 35 to be transnutted to the second node 15.

A pubhc and pnvate key pa1r 11 and 12 of the first node 10 (labeled
"PUK1" and "PRKl") are further stored in the frrst node 10

A "private” key 17 of the key pair of the second node 15 (labeled
~ "PRK2") is excluswely known and used by the second node 15 for
many purposes, mcludmg to decrypt the encrypted message 35 from
the first node 10 under the RSA algonthm as shown in Flgure 2.
However, this techmque is susceptlble to attempts by an illegitimate

| entity (e.g., commerc1al spy) to 1mpersonate a legmmate entity (e.g.,
.employee, ]omt-venturer, etc) by sendmg fraudulent messages to
another legmmate ent1ty for the purpose of drsruptmg work flow or
_obtanung confidential mformatlon _'I'hus, additional protocols are
-commonly used to authentlcate a message and legitimize the entity

: sendmg the message

Authentication of the sender (i.e., verifying that the sender of a
public key is, in fact; the true owner of the public key) is a problem
when communications are initially established between previously
unknown parties. This problem is commonly avoided by |
~ incorporating a digital certificate 45 within a transmission message 50.

. The digital certlﬁcate 45i is issued by a mutually trusted authority 55
(e.g., a bank, govemmental entity, trade association, etc.) by encrypting
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a public key of the node initiating the communications ("PUK1") 11
with a signature statement (labeled "SM") 58 fvith a private key
("PRKTA") 57 of the trusted authority 55 so-that fraudulent attempts
to use PUK2 16 will simply result in an unreadable response to the
transmission message by its recipient. The selected trusted authority
55 depends on the parties involved. For example, two individuals
employed by the same business could both trust the certificates issued
- by a corporate security office of the business. Employees of two |
independent business entities, however, would require not only the
certificates from the respective security offices, but also the certificates
from, for example, some industry trade organization that certifies such

business entities.

'In this approach, multiple operatiohs are concurrently
performed to construct the transmission message 50. One operation is
that the original meséage 40 is encrypted using a symmetric secret key
("SK") 60 via the DES algorithm to form the encrypted message 65
which is input into the transmission message 50 along with the digital
certificate 45. The original message 40 also undergoes a hash
algorithm 70 (e.g., "MD5") to form a transmitted messagé digest 75.

' The transmitted message digest 75 is further encrypted using a private
: key of the first nodé_ ("PRK1") 12 to form a digital signature 80 which is
input into the transmission message 50. Additionally, the symmetric

| key ("SK") 60 is encrypted with a public key of the second node
("PUK2") 16 undef the RSA algorithm resulting in "SKenc" 85 and

further input to the transmission message 50.

Referring still to Figure 3, upon receipt of the transmission
message 50 from the first node 10 being transmitted through the
public domain 25, the second node 15 decrypts the SKenc 85 with its
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- private key ("PRK2") 17 and the digital certificate 45 with a published
public key ("PUBTA") of the trusted authority<5 to obtain SK 60 and
PUK1 11. These SK and PUK1 keys 60 and 11 are used to decrypt the
encrypted .origin,al message 65 and the digital signature 80 to retrieve
the transmitted message d_ig_est 75 and the original message 40,

- respectively. The original j--mes_sage 40 then-undergoes a hash
algorithm 85, identical to that performed in the first node 10. The

. results (referred tb;as.a. "received message digest”) 90 are compared to
the transmitted message digest 75. If the transmitted message digest 75
is identical to the received message digest 90, communications are
maintained between these | legitimate nodes.

Referring to Figure 4, an illustrative embodiment of a computer

. system 100 utilizing the present invention is illustrated. The
computer system 100 comprises a plurality of bus agents including a
host processor 105, a memory device 110, an input/output ("I/0")
controller 115 and a cryptographic dev1ce referred toasa "hardware
agent” 120. The plurality of bus agents are coupled together through a
system bus 130 which e_nable_s: information to bé communicated
between these bus agents.

Being well-known in the computer industry, it is contemplated
that mOre-'t'h'a.n one host prdcessof could be employed within the
cqmputér system 100 although only the host processor 105 is
illustrated in this embodiment. ‘Moreover, thé"mem°ry device 110
may include dynamic random access memory ("DRAM"), read only
memory ("ROM"), video random access memory ("VRAM") and the
like. The memory device 110 stores information for use by the host
processor 105.
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The I/0 controller 115 is an interface between an I/O bus 135

and the system bus 130 which provides a communication path (i.e.,
gateway) for transferring information between components coupled to
the system bus 130 or the I/O bus 135. The I/O bus 135 transfers
information into and from at least one peripheral device in the
computer system 100 including, but not limited to a display device 140

~ (e.g., cathode ray tube, liquid crystal display, etc.) for displaying images;
an alphanumeric input device 145 (e.g., an alphanumeric keyboard,
etc.) for communicating information and command selections to the
host processor 105; a cursor control device 150 (e.g., a mouse, trackball,
touch pad, etc.) for controlling cursor movement; a mass data storage
device 155 (e.g., maghetic tapes, hard disk drive, floppy disk drive, etc.)
for storing information; an information transceiver device 160 (fax
machine, modem, scanner etc.) for transmitting information from the
computer system 100 to another device and for receiving information
from another device; and a hard copy device 165 (e.g., plotter, printer,
etc.) for providing a tangible, visual representation of the information.
It is contemplated that the computer system shown in Figure 4 may
employ some or all of these components or different components
than those illustrated. '

‘Referring now to an embodiment of the present invention as
shown in Figure 5, the hardware agent 120 is coupled to the system
bus 130 establishing a communication path with the host processor
105 as well as the memory and I/O controllers (not shown). The

‘hardware agent 120 comprises a single integrated circuit in the form of
a die 121 (e.g., a micro-controller) encapsulated within an integrated
circuit component package 122, preferably hermeﬁcally, to protect the
die 121 from damage and harmful contaminants. The die 121



WO0 %6/08092 PCT/US95/11136

-14-

comprises a processing unit 123 éoupled- to.a memory element 124, a
bus interface 125 and a number genefator 126. * The bus interface 125
enables communication from the hardware agent 120 to an_other
device (e.g., the host processor, another hardware agent in another |

~ device, etc.). The processing unit 123 performs computations
internally within a secured environment within the die 121 to
confirm a valid connection with an authorized receiver. Such
computations include executing certain algorithms and protocols,
activating circuitry (e.g., the number generator 126 being preferably
random in nature) for genérating a device-specific public/private key
pair and the like. The processing unit 123 is placed within the die 121
to prevent access of the private key through virus attack, which is a
common method of disrupting a computer system to obtain its private
key and other information.

The memory element 124 inclu_dés a non-volatile memory
- element 127, such as flash memory, which sfqrés appropriate
_ cryptographic algorithms such as "RSA" and "DES", the |
. public/ private kéy pair 127a, a digifal certificate for verifying the

authenticity of the key palr (labeled "DC") 127b and a puBli_c key of the
manufacturer of the integrated circuit compohent ("PUKM") 127¢ for

" enabling communication between the integrated circuit component
and another similar device fabricated by the manufacturer (discussed
in more detail in Figure 6). This non-volatile memory 127 is used
pﬁmaﬁly because it retains its contents when supply power is
discontinued. The memory unit 124 further includes random access
memory ("RAM") 128 in order to store certain results from the

' proéessing unit 123.

Although fhe hardwaré agent 120 is implemented as a
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peripheral device on the system bus 130 for greater security, it is
contemplated that the hardware agent 130 could be implemented in
several other ways at the PC platform-leirel such as, for e)iample, asa
disk controller or PCMCIA card to automatically decrypt and/or
encrypt information being inputted and outputted from a hard disk.
Another alternative implémentation would be for the hardware agent
to be one component of a multi-chip module including the host
processor as discussed below. Furthermore, even though the
hardware agent is described in connection with PC platforms, it is
contemplated that such hardware agent could be implemented withih
node such as a fax machine, printer and the like or on a
communication path between a computer and the I/O peripheral

device.

Referring to Figure 6, a flowchart of the operations for
manufacturing the present invention is illustrated. First, in Step 100,
the die of the hardware agent is manufactured according to any
conventional well-known semiconductor manufacturing technique.
Next, the die is encapéulated within a semiconductor package so as to
form the hardware agent itself (Step 105). The hardware agent is
placed onto a certification system which establishes an electrical and
mechamcal couplihg between the hardware agent and the certification
System (Step 110). The certification system comprises a carrier coupled
to a printed circuit board for generating and receiving electrical signals

~ for certification of the hardware agent. The certification system
further comprises a storage device (e.g., a database) of previously
‘generated public keys to guarantee unique key generation. Thereafter,
the certification Systém supplies power to the hardware agent which

powers the random number generator enabling it to generate a device-
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specific public/private key pa1r internally within the hardware agent
B (Step 115). ' v

| After the pubhc/ pnvate key palr has been generated within the
hardware agent, the pubhc key of the pubhc/ pnvate key pair is

| transmltted to the certification system (Step 120). The public key is
compared with those prevmusly generated pubhc keys from
previously ;nanu_faeture_d hardw_are agents being sto_red in the storage -
device (Step__125)_. In__the unhkely event that the public key is identical
to one of the previopsly genera_te& public keys (Step 130), the hardware
agent is.sig_naleic.l by the certification .sy_stem'to generate another such
public/ priyate key p,air (Step 135) and continue this process .from Step
120 to ensure that each public/ private key pair is unique.

In the event that the public key is umque, the storage device is
- updated with this unique public key (Step 140) Thereafter, in Step
145, the certlﬁcatlon system creates a unique device certificate
: venfymg the authenticity of the key pair (hereinafter referred to as ‘the
authentlcatlon device certificate”). The authentlcatlon dev1ce
certificate w1ll include at least the pubhc key of the device "digitally
gtgned with the secret private manufactunn_g key (i.e. in general
 terms, encrypting the public key of the device with the manufacturer's
| Iprivate key). This __authentit:ation device eerﬁfieate along with the
' manufacturer's generaﬂy known public .k.ey are input to the hardware
agent (Step 150) and the hardware agént permanently programs the
unique public/private key pair, the authentication device certificate
and the manu_factﬁr_er"s public key into its non-volatile memory (Step
155). It is contemplated, however that the public key of another entity
(e.g., distributor) may be used in heu of the manufacturer requiring
modification of the authentication device certificate as well. At thxs
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point, the hardware agent is physically unique and is now capable of

- securely establishing communications with ariother hardware agent.

After the hardware agent is coﬁstructed, it is implemented into
an electronic device such as the computer system illustrated in Figure
4. This is accomplished by establishing a secure communication path

“between the licenser and the hardware agent through authentication
procedures such as challenge/response as well as any other well-
known procedures. After the communication path is secure, the valid
license token is downloaded into flash memory of the hardware agent
through the secure communication link. It is further contemplated
that the license token may be incorporated within multiple hardware
agents to exist in either a "valid" or "invalid" state whereby the
license token is validated or invalidated rather than being transferred
between hardware agents

Referring to Fig_ures 7A and 7B, an illustrative embodiment of
mutual remote iden_tification of authentication of two hardware
agents is illustrated. In Step 200; a communication link is established
between a "non-authorized" first node (i.e., a node not currently
pemutted to operate a licensed software application) incorporating a
first hardware agent and an authorized second node incorporating a
second hardware agent which is authorized to operate the licensed
software application. This c_ommumcatlon link may be established
through any conventional ﬁieens such as modems, networks, etc.
The first hardware agent outputs a message including its unique
authentication device certificate to the second hardware agent (Step
205). Since the manufacturer's public key ("PUKM") is programmed
in non-volatile memory of both hardware agents, the second
hardware agent decrypts the authentication device certificate with the | .
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manufacturer's public key ("PUKM") to obtain the public key of the

- first hardware agent (Step 210). Thereafter, in Steps 215-220,
operations similar to those discussed in Steps 205-210 are also
conducted s0 that the ﬁrst agent obtams the publlc key (‘PUKZ") of the

second hardware agent

Thereafter, in Step 225 and 230, using the derived publlc key of
the first hardware agent, the second hardware agent encrypts a
challenge message according to a chosen cryptographic algorithm (e.g.,
RSA) and transmits the challenge message to the first hardware agent.
In step 235 and 240, the first hardware agent decrypts the challenge
message with its private key ("PRK1") and generates a response
message by encrypting the decrypted challenge message with the
public key of the second hardware agent ("PUK2") and transmits the
response message to the second hardware agent. Then, the second
hardware agent decrypts the response with its private key ("PUK1") as
previously determmed through decryptlon of the previously
transrmtted manufacturer s device certlﬁcate (Step 245). In Step 250,
the second hardware agent compares the original challenge message to
the decrypted response message and if not identical, the
communications are termmated (step 255). Otherwise, in Steps 260-
290, a challenge/ response procedure similar to Steps 225-260 is
conducted to venfy that the second hardware agent is in fact receiving
the mf_ormahon_ transmitted from the first hardware agent. Successful
completion of .th.ese steps (225-290) assures that both hardware agents
are authentic and communications between them are secure (Step |
295). '

- Referring now to Figure 7C , an illustrative embodiment of the
process of securely transferring the valid license token within the



[¢]

WO 96/08092 : PCT/US95/11136

-19-

second hardware agent to the first hardware agent under secure
communications is illustrated. A_ftef secure communications are
established, the first hardware agent queries the second hardware
agent as to whether it has possession of a valid license token (Step
300). If the system incorporating the second hardware agent does not
have the valid license token (Step 305), communications between the
hardware agents are terminated (Step 310). However, if the system
incorporating the second hardware agent has the valid license token,
it transmits a message to-the first hérdware agent accordingly (Step
315). '

Upon receiving this message, the first hardware agent initiates a

~ transfer request of the valid license token allowing the first hardware
agent to 6perate the licensed software application (Step 320). The |
second hardware égent responds to the transfer request by transferring
the valid license token causing it to lose its license privileges (Step
325). The first hardware agent receives the valid license token and
stores the token within the its non-volatile memory and thereafter, it
would transmit a message to the second hardware agent that it has
received the valid license token enabling its copy of the licensed

~ software (Step 330). At this point, communications would be
terminated (Step 335). |

It is contemplated that an additional level of protocol integrity
could be obtained by introducing challenge/ response sequences
between Steps 320 and 325 and Steps 325 and 330. This prevents

"replay” of previous license token transfer events.

Concurrently with the communication between the first and

second hardware agents, each hardware agent would store the
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~ contents of its transmissions in non-volatile mémory as an audit log.
Thus, in case communications are disconnectéd after the second
hardware agent disabled its copy but before the first hardware agent
enabled its copy, both hardware agents:could review the audit lbgs
after communications are re-connected to determine which hardware
agent (if any) has authorization to operate the licensed software
application. '

The pl_.'esenf_ i_ni(entioh d_es_cribéd heréiti may be designed in
many differen_t_methdds and usmg many. different configurations.
While the present invention has been described in terms of various

- embodiments, other embodiments may come to mind to those skilled
in the art without departing from the spirit and scope of the present
invention. ' The invention should, therefore, bé-measured in terms of

the claims which follows.
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What is claimed is: - ' 4
1. An integrated circuit component comprising:

processing means for processing information within said

integrated circuit component;

first storage means for storing a unique key pair, an

. authentication digital certificate and a public key of a

manufacturer of the integrated circuit component, said first

storage means being coupled to said processing means;

second storage means for storing said information

-processed by said processing means, said second storage means

being coupled to said processing means;

means for generating said unique key pair, sald

generating means being coupled to said processing means; and

interface means for enabling communication between

said integrated circuit component and a second integrated

circuit component, said interface means being coupled to said

processing means.

2.  The integrated circuit component according to claim 1,

wherein said first storage means includes non-volatile memory.

3.-  The integrated circuit component according to claim 2,

wherein said authentication digital certificate is said public key of said

manufacturer of said integrated circuit component encrypted by a

private key of said manufacturer.
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4. The mtegrated circuit component accordmg to claim 2,

wherein said first storage means further mcluc;les a cryptographic
algorithm. |

5. - The integrated circuit component according to claim 1,

wherein said second storage means includes random access memory.

6.  The integrated circuit COmponén;'aCCOrding to claim 5,

wherein said generating means includes a random number generator.

7. The i'ntegr'ated circuit component according to claim 6,
wherein said interface means includes a bus interface coupled to a bus
so as to provide a communication link between the integrated circuit
COmponent'énd" a second integrated circuit component to enable the

~ integrated circuit coniponent to decrypt and store information
transmitted to the integrated circuit component from said second
integrated circuit component and to encrypt and transmit information
from the integrated circuit component to said second integrated circuit

component.

8.  An integrated circuit component for encrypting and
decryptmg information, said integrated circuit component comprlsmg:
non-volatile memory for storing a unique key pair, a
device certificate of a manufacturer of'tlfte integrated circuit
- component and a public key of said manufacturer; -
random access memory for storing said information;
a processing unit for internally Processing said

information, said processing unit being coupled to said non- -
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volatile memory and said random access memory;

a random number generator for generating said unique
key pair, said random number generator being coupled to said
processing unit; and

an interface for enabling the integrated circuit
component to communicate with at least a second integrated
circuit component, said interface being coupled to said
processing unit. |

9. The integrated circuit component according to claim 8,
wherein said interface provides a communication link between the
integrated circuit component and a second integrated circuit
component to enable the integrated circuit component to decrypt and
store information being transmitted to the mtegrated circuit
component and encrypt and transmit information being transmitted
from the integrated circuit component to said second integrated circuit
component.

10. A system comprising: |
| host processing means for execuﬁng a software program;
memory means for storing said software program;
bus means for coupling said host processing means and
said memory means; and
agent means, being coupled to said bus means, for
internally decrypting cryptographic information input into said
- agent means and encrypting cryptographic information output
- from said agent means, said agent means including:
processing means for processing said input and -

output cryptographic information within said agent
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means, g .
first storage means for stormg a unique key pair, a

‘device certificate of a manufacturer of said agent means

and a public key of said manufacturer used for decrypting

 said input cryptographic -informé’gion and encrypting said

: output'cryptographic_hﬁormaﬁoﬁ,_ said first storage

- means being coupled to said pmégssing means;

second storage means for temporarily storing said
input and output cryptographic information, said second
storage means coupled to said processing means,

generating--_means for genex;'aﬁng said unique key

~ pair, said generating means being coupled to said

11.

processing means, and

~ interface means for enabling commumcatlon
between said system and a remote system, said interface
means being coupled to said processing means.

The system according to claim 10, wherein said first

storage means includes non-volatile memory for maintaining said

unique key pair even when power is disconnected from said non-

volatile memory.

12.

The system according to claim 11, wherein said first

storage means further stores a cryptographic algorithm.

13.

The system according to claim 12, wherein said

generating means includes a random number generator.
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-14. A system comprising:

a memory element for storing at‘least one encryption and
decryption program;

a host processor for executing said encryption and
decryption programs;

- a bus for coupling said host processor and said memory
element; and

a hardware agent, being coupled to said bus, for internally
decrypting input information from said remote device and
encrypting output information to said remote device, said
hardware agent including:

a processor for processing sald input and output
information within said hardware agent,

~ a non-volatile storage element for storing a
uniquely designated key pair, an authentication device
certificate and a manufacturer public key, all of which
being used for decrypting said input information and
encrypting said output information, said non-volatile
storage element being coupled to said processor,

a volatile storage element for temporarily storing
said input and output information processed by said
processor,

a random number generator for generating said
uhiqué key pair, and

_ an interface for enabling communication between
said system and said remote system, said interface being

coupled to said processor.

15. The system according to claim 14, wherein said non-
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volatile storage element further stores at least one cryptographic
algorithm. ‘

16. A method for remote identification and authentication
ofa palr of hardware agents, the method comprising the steps of:
- estabhshmg a communication link between a first and
second hardware agents; |
authentlcatmg said first and second hardware agents;
" transmitting a query message from said first hardware
" agent to said second hardware agent in order to determine
whether said second hardware agent p"ossésses a valid license
token; ' M
~ generating a transfer request message from said first
" hardware agent to said second agent if said second hardware
agent possesses said valid license token;
| transferring said valid license token from said second
hardware agent to said first hardware agent;
generating a token received message f;oxix said first
* hardware agent to said second hardware agent after receipt of
 said valid license token; and
. terminating said communication link.

17. The method accordmg to claim 16, wherein the
authentlcatmg step includes: -
_ transmlttmg a unique device certificate stored in said first
‘hardware agent to said second hardware agent; and
decrypting said unique device certificate to obtain a public
key of the first hardware agent for communicating with and
jauthe'nti_catin':'g said first hardware agent. |
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18. The method according to claim 17, wherein the
authenticating step further includes the steps ‘of:

..27.

transmitting a unique device certificate stored in said
- second hardware agerit to said first hardware agent; and
decrypting said unique device certificate to obtain a public
key of the second hardware agent for communicating with and
authenticating said second hardware agent.

19.  The method according to claim 18, wherein the
authenticating step further includes the steps of:

generating a challenge message being encrypted by said
public key of said first hardware agent;

transmitting said challenge message to said second
hardware agent;

decrypting said challenge message and responding to said
challenge message by said second hardware agent;

generating a challenge message being encrypted by said
public key of said second hardware agent;

transmitting said challenge message to said first
hardware agent; and
| decrypting said challenge message and responding to said
challenge message by said first hardware agent.

- 20. The method according to claim 16, wherein prior to the
step of generating a transfer request, the method further include the
steps of: | _

determining by said second hardware agent as to whether
said second hardware agent possesses said valid license token
thereby:
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- terminating said communication link if said |
‘second hardware agent does not possess said valid licénse
~token, and _ . |

- generating a response message to said query

message if said second hardware agent possesses said

- valid license token. -



