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an IFES configuration and download method which is reproducable and reliable.

[0007] Conventional methods and systems for maintaining the software configuration
on the plurality of computers within an IFES are not usually implemented in a network, and
are based on the use of a “master” computer, hard-wired to other computers within the
system, which polls each “slave™ computer for its current configuration, tabulates a list of the
software configuration on each computer, and downloads to or deletes from a particular

computer the necessary software components.

[0008] The downloading, deleting or overwriting of software components has been
conventionally performed in a sequential manner, software component by software
component. Each computer must wait for each of a series of missing software components to
be downloaded, one at a time. The conventional configuration method is initiated, for

example, when an operator selects a particular software component to be downloaded to the
°
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[0011] As a result, a need exists for an improved method and system for configuring

the software of a multi-computer system within a restricted architecture network.
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limited only by the number of simultaneous FTP sessions that the configuration and
download servers can handle. Hence, the time required for a complete configuration of the
system is limited primarily by the network bandwidth and the performance of the

configuration and download servers.

[0015] The steps provided hercin for configuring and downloading are useful as a
method for diagnosing and repairing problems in an IFES having a plurality of configurable
LRUs. The steps are also useful for performing routine updating of an IFES to maintain a

desired uniform configuration among at least a group of the LRUs or to provide new features

and amenities.

[0016] In an embodiment. a method is provided for checking the configuration of a
plurality of configurable LRUs in an IFES aboard an aircraft. The IFES includes at least one
configuration server in communication over a network with the LRUs. The method for
checking the configuration includes the following steps: (a) generating an LRU
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LRU to perform the generating step, waiting a first predetermined period, then checking the
working directory after the first predetermined period to determine whether the LRU
configuration file has been received by the configuration server. Furthermore, if the LRU
configuration file has not been received, the method further actuates the sending of a second
instruction from the configuration file to the LRU to perform the generating step, waiting a
second predetermined period and then again checking the working directory to determine
whether the LRU configuration file has been received. If the LRU configuration file has not
been received after the second predetermined period, the configuration server indicates that

the LRU has failed to report.



5 WD 03/094033 PCT/ US03/ 10792 [0020] Preferably, the checking method

i ncludes the step of storing the configuration file at the associated LRU
af ter thewetoap94B83 generating the configuration file. ThisPC3/ussgiuh2to
expedite additional steps provided for downl oadi ng needed software
conponents to the target LRUs. [0021] In an enbodinment, a nethod is
further Frow ded for downl oadi ng software from a downl fad ierver to one or

mor el®8AF i gur aBrederRY. H@r?bﬁﬁ]‘é"rﬁsmla‘flfo%H’Olhl‘f"-ESﬂéPo%%Pr‘Eifsé?‘lmgé ¢ EPTHgUratiqye

downliRaditindaseBdied UrRE hﬂﬂ&llﬁlgstqﬁ@ﬁ @ﬁl&taﬂgg ; 8hd dodtigoifatide Sile: €this Bfuseful &
conponent.s sentin e ed t e | o grp rmre
st R R R L AT R
downLBad. server to each of the target LRUs; conparing the list of deS| red
sof tware conmponents at each LRU against a respective list of current

sof t !)WZ? conpopent @m@Bdlﬁ%ﬁh a%etlﬁcﬁﬂs 'h'ﬁ'tf?m pﬁﬁ):u?é'dnﬂopﬁ&gnlﬂﬁcﬁﬂggoﬁf?&’év"ar e
conponen fromi nconsi stenci es v;gen the list of jﬂié ﬂ ﬁftware
conp&rem éowma@ BREVET tgOng pr @G’rer‘é’r‘iﬁg“‘s Fer ARl SoppHisEaR EReA G an

' ns;ﬁié'&hftoﬂhefdbm(ﬁaﬁh 1ﬁ$th<t)d1ﬁchﬂhﬁ: tselet gy 6lvnifoas ralenienre dompmbaantsoad g hg
needed sof twar one respective LRU neede
T e nronie iy warebt Retfhaug BBESH ol plir iRt ks o Ehe
LRU. ddsied sdﬁwnia)naﬁhnpuglemteﬁllmodthpdeﬁvemmsvlvmnlpleanlent@leaﬂlsﬂeidﬂé$d prot ocol such
S ':3511‘;)8 dng%thf:?]st of &@ﬁ&?écﬂ{»@&k (%1‘@@0?1611!5%?“8#\' MBULBEnstaRsRbuvendioprg the |ist

a
of d twar e conponen downl oa ﬁ(grver to each of the
LRUs cumirtsofaare wmnwts at W@h §{ & LdtUs sgigrmppinghnecdad sofinae 6opesRitach of

L he 6B e GQumiQasttneadrdisioff duared s@ﬁWﬁﬂﬁQﬂi@nﬂﬁt@ hadlts hseuiécﬁj:dtelnng an FTP

"get"” command identif t he neede t Al thou he net hod
f or é@ﬁﬁ‘ﬁ’?‘ﬁtfro&’cﬁoéi?lmé’r?&}/{hﬁg PEBHEG ot 0188 %ﬁg i%’[ 19 ﬁ SfSRT %[S%I netrt he
syst %m@\ﬁfnlfoh@tlw eséed sdfmmmtmmmnehﬂsem theaespetiioe pRECdswilnadihg 8t t hey

over I1 agdefirfg etp? L&ﬁ aRfl %81%‘%111%1% {e@&s&@%oﬁ%&o&ng‘ro]pgﬁmjoﬁ?ﬂ&e 1R RS

recei’¥ re conponent rom.t downl oad server.
The desinteadinlgi rsethod pedérablaimplemeptsiesianslard rrogsaparckas Gl Aot He current i st

of ' S(?Ilahgﬁﬁﬁgcs‘{’gﬁoﬂl%md% g e Et‘éf)"o[ 56119@“3(1@-11QQ)f‘\@Lz'S,lrbcité@ﬂwaﬁ‘e(lfbfllh}ghmﬂE ifm fi | e

during in he met h the LRUs...In the second
, pl adks dwlﬁlp%s%lﬁ@ SRR tF‘oF H’é\/\M%éB“”‘ngéléo@%ﬁF@Bd’f SEAE May present a
li st jgdtriichen RafEsach @I tHRUNIIES toafoviMieadufdeded dudtwahavenmpepotstieduddsei r

ponfi ?{}ﬁitnggﬂ F}I}L o e émB%ﬁ 1%161er0 ltnéqﬁednée'aF%Q&n Rprent enbodi ment of the

i nve | guration method. [0023]
The i ndependence of the confi ur ation server and the downl oad server is an
advar{0ezpd to t hiltpruebdhe method heri configyationauhihe dnsieas for dRWRIAT 285 the LRUs

may qw]e Bridéht llpﬁl@f &Hlﬁ)%f'tl?d‘pl@@é’hi’ﬁfventﬁnﬂﬂiM‘é £3AwE la¢ey in Wiiicltiel. The use of
nor e n one conf ?Ura 1 on T

overlap. In the first place, during the method of download, the LRUs receive the desired list

of software components from the download server. The desired list of software components

is compared with the current list of software components, which is generated with the

configuration file during in a step of the method for configuring the LRUs. In the second

place, during the method for download, the download server may present a list of the names

or number of the LRUs that have reported their configuration. This number is provided in the

present embodiment of the invention by the active polling steps in the configuration method.

[0023] The independence of the configuration server and the download server is an
advantage to the present invention. In an embodiment, several of the LRUs may act as a

" configuration server, a download server, or both. The use of more than one configuration
server or download server allows for network traffic to be dispersed more evenly, alleviating
bandwidth related slowing of the method for configuring or the method for downloading

software components.



server or downl oad server allows for network traffic to be dispersed nore
evenly, alleviating bandwi dth related sl ow ng of the nethod for

confi guriwg 0a10940B2 net hod for downl oadi ng software conpoREmUSH3/EH7VID

03/ 094033 PCT/ US03/ 10792 [0024] Anot her aspect of the invention is that it
provides a configurable systemfor wuse in a restricted architecture

networ k. The system i ncludes at | east one seryer hayin t hat

mai nf024k a workePHhsT aTeeiqishs/nveptiongs H’g"é“é?é({/“\i{ atc}?&%ﬁg‘ﬁ‘gpﬁtsﬁgeﬁ?%ydat abase,
a dahg inR3EsAEted anthitdctont wondikc Qeyitanthcuded avieast onddetived lonalg ay, t he
system.inc ur.a con rah) .

i ncI Mg J%\]agBWfq%ﬂE? gmog)'ﬂn¥ d’l'eécuaé’hegtg g %QLEG hﬁﬁm offi Qﬂcét?lgeﬂg %&%

conf pgseratidmnétivoek capmesieatidmdgvingr r/‘ehiull@@ Y Wh@ 8y Sé@ﬂrﬁb‘ﬂé‘ﬁ% g phwality of

r eSpg&ltdrga?abll@H*{LEngacﬂ o@?l]ievﬂi[ljs ﬁl‘am%&@gﬂ[@& a@%}{'fﬁ@;ﬁ ﬁﬁ@tﬂp@rdb% ®end the

conf rver Sstem furt nc udes a network
backb@?@éﬂt@ @rcowagmmlwghka?@ﬂewll% EWMﬂBﬁ?‘é‘é@ﬁe&ﬁ@Psé@\R%@ﬁ 1§ ISPSSRVE and t he

servery;aad a%ﬁﬁ@k%onﬁhﬁudﬁﬂb%édﬁc&@ﬁéﬁﬂ%@ 2ad thd@napufatibie fitestd thet wor k. The
server |ves t he configurati ive LRUs in the
wor k?fﬁﬁerdgl? CSHFYP “\5\9??89 IQFlﬂH"ESr?e“eg‘é{? bﬁﬁgbsoélf Pk han%hn%ﬁ%)gﬁ%lo updat e an SCDF
stor e&nh‘ﬁluﬁdaﬁonslm‘&basﬂae R Usrantd itimegset vee. Eonéxagmlatthmﬁtwmke@c loong cApel d of
the %é }eélhqfnle%rﬁt l1"15\@ tsé:l@%lq'eééwe% tﬁé"@(;nfﬁ LERILE SBEY $o1A tif ek R0t ve LRUs

confi prewousystored Inth urrent field to
a fial ﬁhen’epkmgefmtep‘i@gy oeergin dii dotspaeifs GuFals Bripdaisan Sedel pewddpdli y send

t he ﬁ%gésg'ﬂé{%l 1@1& tl’nQQBﬁﬁﬁthtﬁﬁl fi1es fohz?ﬁ @"o‘Yﬁfe s\ybt@ch-BBﬁg{n@QBﬁhatIiﬁee ’Ehyl‘st em is
equi p an enbodj nent up atjt e LRU V\? t ur’rgl(%geﬂ&
domn@a@ﬁeﬁtj aoFé%lieﬂb%Plbft&“tMPemBY}B# il 1%%?\%?%‘5 Hthg ey of the
LRUs affiérd f’t@?esbﬂﬁi%&d@@r@uﬁ@ﬂfﬁﬂiﬁ@hﬁﬂiod OTedipds gleﬁfdmblyeﬂfd tQapatﬁg:matfqnl eto a
list of nfgem rg Eiﬁts received fromthe configuration server to

det efARfEcHGd %8‘“8%%8 and wherein the network communication device
of the LRU is further operable to send the confjguratij ile to the
requd8i2sd downl Gadystent i equipesdeth @ompRARER: MW%HE@ %Bl?’v@ﬁwafi 00261 To

faci g g&gbﬁmﬁs BRAYR 1lo'a3fntg'd@:rxdeﬁ@oﬂfwaie}'tﬁ/eﬁMl%tlﬁmfoﬂ\n Aavordirebdientingt the he syst em
i nclu a nmanag enent térm na oper a

e i, Ni t guest to
s & el e e Beys AP e BarT aeaeranna s ateEhBRHET S he
LRUs 3ipoR@ifts alekived dronnihkicah @y irilemssetwee s detdvoriee peaded cahperients, aive

ti t |
ener st wnp BT aR Torsip l O o REREPUR AR, LT O3

par t icoufiguraticl fifet tlagke wijuethe dpwel@@mo llﬁ\)?@ﬁ‘ﬂqddﬁ)ni%?ﬂtﬂﬁéflOt“nt@e §&Melirng of files
is performed with a standard protocol, such as FTP, that has been

est atﬂm@ed andrg ﬁﬂlﬁﬁke%‘iﬁé‘rﬁﬁﬁmtfaﬁ@ﬁ bf ﬁl%%sjsté;ﬁlCﬁll dnegiiodanaief thesksem The use
of stan protocol s av0|ld | i cag1 a%

includes a management termina pe1a to send an Itidon request to cause the LRUs to

generate the configuration files. Alternatively, the LRUs are oper able to initiate themselves.

More particularly, the configuration file generator at the LRU is operable to automatically

* generate the configuration file upon startup of the LRU.

[0027] A particular advantage of the present invention is that the sending of files is
performed with a standard protocol, such as FTP, that has been established and tested outside
restricted architecture networks. The use of standard protocols avoids complications and
difficulties inherent in the use of a proprietary protocols within such environments. Standard
protocol software, such as FTP client and FTP server software, are commonly provided with
commercially available operating system software, and are otherwise simple to write and
compile for platforms typically used in a restricted architecture network. Advantageously,

the system and method of the invention avoid a need to create or use proprietary software



difficulties inherent in the use of a proprietary protocols within such
environnents. Standard protocol software, such as FTP client and FTP
server sovOwans3nre conmonly provided with conmercial | yPaTaishaini7e2
operating systemsoftware, and are otherwise sinple to wite and conpile
for platfornms typically used in a restrlcted architecture network.

Advant ageousl y, . the system and net ven 0 eed to

cr e H@opR Slﬁ%‘é‘SBr“bB’raPB%‘a‘ﬂly 2‘558;Jl W\Wéircé’“g 6’?:’/ Eb‘}f@g?ll %?%tﬁg%‘ lkgef@fﬁpr otocol s
for N&RIsiameB@®tdEdhbihe thddvided soiwae compbormsato configirm al@dithe epmpuidia pr esent
invention avoids a need to conbi ne individual software conponents to
configsge all S Bh i hanhe advant age of the
preslgﬂ#gll nvent/lgg1 i aﬁﬁ@%ﬁé} gt lglgala?é%ém/\(lf)ér? figurat kle dc uters

wi t hionfiguratist pf thee:onw@m Wéhltl@rléstné&ed\/@}qblte%web@t“(fﬁ atege B °d WHr8n t he

har dyal &ng ‘BQ{ %df&%dﬂ%n n@ﬁot@:@ﬂ%le@é €ln al @s@nﬁﬂdsﬁleﬂiglar}ﬂﬂmaﬁtyrqf lmepl urality
of line aceab unit

f d
dovwnealawbe B 41 SRy
Usperfishied bAdat by moresetuetedrttRids oemt g1l LRRe. daliilonaldy, g2 Pmbedimgat.e i s
d | qe /i e nt9¥e
" 'tgeﬁgggl%gug OXSBQOVI'CI ,n%w FyaBOLd W6y B0 BRONG b AR RAenD Yoddag

resp Fést ere %gtl re s%/sltem to be
operat ihomedpettive IR HeAs horsubnibeleRene BeQﬁdﬁbﬂ@t(’éul@t%’s@B]ftf’ CBSRYARBr at i on.
Thi s . GRatidnTERhisReulRi g festixaedt | onal

ef fi %hgﬁ%>%ﬁ@i@&{%ﬁﬁhéﬁ%ggsE%ﬁWﬁésgfl 792 BRI EF DESCRI PTI ON OF THE DRAW NGS
[00Zm]alllﬁnélllﬁ)frl@aﬁ)iﬂﬁbhl%HP%E‘tI‘fé’F‘ IC&CE%, advant ages, and features of the
present invention will be apparent fromthe foll ow ng detail ed description
and the acconpanying drawi ngs, in which: [0030] FIG 1 is a block diagram
of a multi-conputer system for checking the configuration of, and

downl oadi ng software to, conputers within a restricted architecture

network according to an enbodi nent of the present invention; [0031] FIG 2a
is a schematic diagramof a first portion of a restricted architecture
networ k i ncl udi ng headend conponents of an in-flight entertai nment system
havi ng features according to teachings of the invention; [0032] FIG 2b is
a schematic diagram of a second portion of the restricted architecture
networ k including seat-1level conponents; [0033] FIG 2c is a block diagram
of a hardware |ayout for the digital server unit in



accordance wth an enbodi nent of the present invention; [0034] FIG 3ais a
first portion of a flow chart of a nethod for checking the configuration
of conputwp3mp4oB3 N a restricted architecture network acc®@caiusg3/10092
teachings of the present invention; [0035] FIG 3b is a second portion of
a flow chart of the nmethod for checking the configuration of conputers

within a restricted I r I o teachings of the
present invention; [g% b%%é“ﬁ?@ﬁ@fﬁﬁmg’r‘ﬂ?}% of a -flow chart of
t he pe029pd for Thbdokpsige hikotheooljeguradtamagesf and deqiutes pEtheiprdsent a restri ct ed

?68 ghﬁv C{ ér %gggé \Q{%al ?11??1(6?{]@15 8 otvs)mé ggtqnéc??ém%lhon 410 t?é E%%H@ehﬂ}{gm ion;

our |on 0 art o for
checKravgngshen Wbmhfl guration of conputers within a restricted architecture
netvvork showi ng the active polling steps of the nmethod according to

teacly of t reGPI @SERlbel divt rzlhi & 111[1@&31]1}3&&1@5‘[4@ fbﬁcl&cﬁth@&lﬁ@t i c diagram

F&%g%%%twﬁfs SRSt o RS AP mp R Un A g ST bR s or  ng

conf ngtwak laed’mdimleaﬁ enbdiBmSADF thepasavniveguomt i on dat abase; 9 WD 03/ 094033
PCT/ US03/ 10792 [0040] FIG 5 is a flow chart a nethod for downl oadi ng

sof tygf Lo tanget 25‘5"2&&1%&%&&@9&& %ﬁ}{&ﬂ%soioi rebtigtedy@ifeb@fs [ 0041]

FI G | s a schematic diagramo d server sending.lists of
desi mevork dfcluging heasleprbersnpanents of pe 11-Jighé entergemenigysism haveg ispiwes o

scheg@gdrgmglt@gga@m]ggOfathggﬂ,tmg(m ation file data stack conpared to a desired
software | I st 3] FIG 6c¢c is a schematic diagramof LRUs obtaining

nee ftwar one m t he downl o n FTP "get"
mj&%sz?[ 0044%19 @Psf' ok CIBat&ﬁ ga A Y Sgﬁo%cgleorlrp g gteﬁlgy%krg%%onf i guration

GUI whihdtactoeemddeorkiinedding seadevadlamopowintdy a nmet hod of the invention; [0045]

FIG 8 is a diagramof an exenplary nedia selection GJ which can be used

in ajﬁﬁ:ﬁnance Whih 2@13%1&9\%1 L}Eraﬁm DLSLAE lé.})%\/@ﬁﬁ 'tli?:rﬁlg@dl@el[v@pﬂlﬁl iFlG 9 1is

a di agram of an exeng sel ection GU can be used in
accorgeardencgiwith an ¢ %b‘éie‘éif(’ftﬂl*ﬁaprﬁ?e@é BWFn'il%ent i on 10
[0034] FIG. 3a is a first portion of a flow chart of a method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0035] FIG. 3b is a second portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0036] FIG. 3c is a third portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0037] FIG. 3d is a fourth portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network, showing the active

polling steps of the method according to teachings of the present invention;

[0038] FIG. 4a is a schematic diagram of a target LRUs sending configuration files to

the configuration server;

[0039] FIG. 4b is a schematic diagram of the configuration server storing

configuration files to the SCDF in a configuration database;



WO 03/ 094033 PCT/ US03/ 10792 DETAI LED DESCRI PTI ON OF THE PRESENTLY PREFERRED
EMBODI MENTS [0047] While the present invention is susceptible to various
nodi fi catworng/oswod3 al ternative fornms, certain preferred emoodiSe®nirs2 are
shown by way of exanple in the drawings and will be described in detai
herein. It should be understood, however, that the description is not

tended to linit th t ticular f d; to th
R e s e bR bR SR A e o the

al t efcBedinga® teathgsafieahentisn; falling within the spirit and scope of the
i nvention defined by the appended clains. [0048] FIG 1 illustrates an
exe y net | haingtirg ddeditddect ure
net biﬁ suchmgg¥§% ?%ﬁ%&%@kéQggmﬁﬁbgﬁgéfgﬁgﬁd§mr%?§1 ngV|des a genera
har cudiverd eyopaneofs te diegatzet sBRE&pabl e of executing el ectronic instructions
and for runni ng or storing software and data. According to an enbodi nent
of ty :F1f esent pid\@Nt h Sthematib@ipysah efm 60 gaveridt Uytaistck gdmpagd tanagenent
ter 1100, at_.|east one server 1200, and a plurality of configurable
conp%@%*@ 8PTWRISIsE300, including a particul ar LRU 1300 (I abel ed "LRUN"),
which will be used for descriptive purﬁéhes as representative of any of the
LRUS[0D38P Wi t hFFG tduds 8 yeiteertit 00@rarThE L Rblsadeaiing necsedispalart100 i s operabl e
to receive i vi,de aphpub: data to, a user. For
ﬁﬂ@meHmfﬂgﬁyﬁgﬁﬁwgéiﬁ%wﬁgﬁnéQ&gg?p%gferabIy has a dlsplay on which a
graphlcal user interface ( can proyi i ded ﬁ %m} L m nal
1100[0944] be anFHBﬁ1Fé%?%%ﬁ“éﬁéﬁ@??ﬁpBQVﬂ@@nﬁpn§gEé 8 as a laptop
CO”pH§e%rm MR @R fwitht @etiiBi ag ehgandentionyi nal 1100 can be constructed as
either a permanently installed fixture or as a portable device installed
as n for op I M @h behigedyst em
1000ﬁﬁﬂ% a conﬂ@@t%& lg?am($QH%QQH§HEVdeﬁsgggkﬁﬁg?pﬁgoo isin
cormumacatdaocevmhlalecabcmfaﬁlh@h@sﬁﬁmﬂ‘i‘?@ﬂ@l&t'i“én servers 1200. [0049] FIG 1
al so includes the plurality of LRUs 1300. The configurable LRUs 1300
repr E&mﬁ the goapotieLs dlggamnelﬂte&empladﬁmmmhms@wmnm@em teowskdl gur at i on
can eliably and reproduci bly controlled. In a restricted architecture
netm@WKW@EWéWQﬂﬂwnw@ﬁéo eﬁﬁF?ﬁﬁ?gﬁ? '9!RUs 1300 are conponents that nust be
di agnosabl e and repairable in the field when software problens occur. In
an aircraft, train, bus, or boat, the configurable LRU 1300 can be, for
exanpl e, a passenger service or entertainnent device integrated with a
passenger seat environnment. In other environnments, the configurable LRU
1300 can be a device to neasure and record data. Generally, the system and
met hod of the invention are useful for a system 1000 in which a plurality
LRUs 1300. There may be nore than a thousand LRUs 1300 within a system
al though only three are labeled in FIG 1. [0050] The system 1000 is
generally a LAN that operates according to suitable

10



networ k standard, such as Ethernet, including 10 Base T, 100 Base T, or

G gabit Ethernet, or 11 WD 03/094033 PCT/ US03/ 10792 a standard ot her than
Et her net ,wowsho@s3 a Token ring standard or a wirel ess stamdarubo3/Ti1e2 use of
such standards is generally known to those of skill in the art. [00511
FIGS. 2a - 2c illustrate in greater detail exenplary hardware conprising

i ch’ gt Desh Rericl ARk ARG AT PR prcuth SAISOPREEKRLS 10

ser V[Q047]0r bot WHhilkeltks pr2egnt u{»@ﬂﬁ@ils'ﬁhm:esgﬂslt mwzn.ﬁm@mczsh@@nen%lc’m@ a local area

Sin r f hat
Con#a{ﬁrl&ﬁg]tvg I}I%)Rlllésr ngt'un 16961Ecd deg D¢ d@ 123 t%al% sh§§(%y é/ oqggﬁgﬁﬁglﬁ tﬁlaelt 0
br oadiewiigsand R the clkésoiped iedoail Trﬁémnét shonld l@fd{l’éleﬁg@lébb?l‘ée‘TBdbatt ef erably
uses %SQIQ%T?(Q‘FE not Ettéh%[e@ﬁ)t lumﬁ'@ﬁie ﬁib@nthﬁﬂ@@l sdrtidRifariFaskd@neride ihe preferably

capa carry m Ssi ons cont aj n| Vi, deo and
audi Qpr%ﬁa@hélﬂ%desc{lﬁ%@?c II@HEHé@ FQer @ﬁ&%ﬁe@f%@twﬁw e ‘%‘Eeé‘rﬁ 1000

i ncl gdien Catthin tRABAGEARINCopd &f tie adendldiD@:fired baids mpvnct@cnlmom roller 2120, a
digital server unit 2500, one or nore area distribution boxes 2150 and a

pl urﬁiofhﬁ of ti‘f’@l N9 ¥ trl‘a'xté al%%fégl 1{}{%{%3%?%}@9{11%1“&91@ f&at a backbone

1500 audi deo " contr server_unit 2500, and ot her

auxi tdstricyed atehitecase oetwopk. oueltes UBES. e biiql}é%ﬂgéaug RAFEG ol Biovidss 2 RF
br Oag&%i% 6191?({%%99 ik o&tGCQQohﬂJutch@c@Jra@l@ of‘ék@&uhhb Uleb1@hid e sctZobd @ndfort appi ng

unit ea di strl but i on ne or

MOr eTEWHIE @] SR IO eI Ghyetty: Z/i%“é’lﬁs)ﬂé 2E elﬁg(jf%e?th(ifhle? &S Seglé lsnc}’g%lg lgd ar ea.

Al t efpad kgl VOOOtQ%ﬂerhﬂjaﬂicngieblalnﬁanﬁgca&mmmuwéé1(1)(]161 kenstent aemerhi00si gnal from
t he b adcas At IRUTGEE0 associ at ed
over ﬁ gp V%lHV;QgCﬁ‘ gclgaei)ielﬁ(ﬁnp %méwq%&r 03‘54@% FIG 2a,

t he clabéled HBRBgE)yevhicht eillbenzsked imoi&smsﬁlvrs puresess senrAreAtative of awnehthe user

inte t f eWIRIHP 8 [ 80 eRbEtotrbeiwabi n
mnag‘me]tz'to% &lmnlﬂﬁ:sﬁégj fms.Ougglre ncll:dél%g%mg{gl fy ﬂ%es%lgg\%ar e cgé %{Jr 6}t| ons of
i

ot he nnpmdemdr@l %@ﬁ@ﬁ%tﬁesm\m‘tt Hpts te r?euﬁng%‘f%‘f“é‘ granpgementieifal, agenent
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used (L n.:a00ta6"%s SIRadhiEeion Wieth QicR9E e doRfignbiiansecoats d2@per at e  accor di ng
to any appropriate networking conmuni cati on standard, such as Ethernet 100

Base [0049] FIG. 1 also includes the plurality of LRUs 1300. The configurable LRUs
1300 represent the computer components or devices whose software configuration can be
reliably and reproducibly controlled. In a restricted architecture network generally, the
configurable LRUs 1300 are components that must be diagnosable and repairable in the field
when software problems occur. Inan aircraft, train, bus, or boat, the configurable LRU 1300
can be, for example, a passenger service or entertainment device integrated with a passenger
seat environment. In other environments, the configurable LRU 1300 can be a device to
measure and record data. Generally, the system and method of the invention are useful for a
system 1000 in which a plurality LRUs 1300. There may be more than a thousand LRUs
1300 within a system, although only three are labeled in FIG. 1.

[0050] The system 1000 is generally a LAN that operates according to suitable
network standard. such as Ethernet, including 10 Base T, 100 Base T, or Gigabit Ethernet, or
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T, 10 Base 2, 10 Base 5, 1000 Base T, 1000 Base X, or Ggabit network. In
yet anot her enbodi nent, the network could i nstead be an Asynchronous
Transf er Woda/0¢43), Token Ring, or other form of networPCTAROND708/ 094033
PCT/ US03/ 10792 [0055] In accordance with an aspect of the invention, the
cabi n managenent term nal 1100 can be used in the configuration checking
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configurable tar a cri be e
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CABIN MANAGEMENT TERMINAL

[0054) In FIG. 2a, the cabin management terminal 1100 is, in an embodiment, a
central user interface to the IFE system for flight crewmembers. Through the cabin
management terminal 1100, a user can specify the software configurations of other hardware
components within the IFE system 1000. The cabin management terminal 1100 also allows a
user to enable or disable the availability of audio/video content or the Internet to passengers
on the plane. The cabin management terminal 1100 is connected, in an embodiment, to a 100
Base T Ethernet data network (heretofore “Ethernet”) 1500. The local area network (LAN)
switch 200 allows for each LRU node connected to the Ethernet network to be treated as a
single segment, allowing for faster data transfer through the Ethernet network. Multiple LAN
switches 200 could be used in another embodiment. The plesent invention could operate
according to any appropriate netwmkmg communication standard, such as Ethernet 100 Base
T, 10 Base 2, 10 Base 5, 1000 Base T, 1000 Base X, or Gigabit network. In yet another
embodiment, the network could instead be an Asynchronous Tr ansfer Mode (ATM), Token

Ring, or other form of network.
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di stribution box 2150 contains appropriate gain control circuitry for gain
control of the RF distribution. In an enbodi nent, the software running or
stored orwODhlg/osten di stribution box 2150 m ght include neCriysh&10f t war e

conponents, such as an operating system (e.g., Linux), a web server (e.g.,
Apache), TCP/IP, FTP client, FTP server, and ports or connectors for 13 WO

03/ 094033 PCT/ US03/ 10792 | terfaC| uni t CSS. An
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2120 conmuni cates with a plurality of input devices, such as caneras, video

pl ay &REA RISTRIPVEYAN 8O%t c. The audi o/ vi deo controller 2120 is in
communi cation with both the data backbone 1500 and t he broadcast backbone

1600 0015}%1? f unctruafise QJfFIUlea taudte@/dvstldmloncmwmm argefd@ly iancdaliset- f or

di.stri but )
cramL AL P A SRt I e FOOLBAALPGhl et PPl n
var i dtﬁndtwpldﬂcﬁltesmhb(aﬁ Mi00@od tigpF b@cmbo@mt@o tQ@SADOlamf fh@lé@f’é clegigeefucer unit

2090y éﬁi‘{j")ﬁ) Of'ﬂé l\ﬁé dlsfHr oﬁ%@d'lWlﬂ'éumzﬁ1'?@15@%9&(9{1&%@9%“&&%&@| | er
2120 3 so op ea en

contro er se % E seryvi ce syst em
2060 o(s@sylecmmn@qqu&izu@b@d ppiionally olapi g L‘Plﬁ%lﬁQbITl’G %F&cfﬂ 4LutiQnhm and
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l nt elskivide s9LBAN 15D gnaliscludesfor exeen e, dyaﬂdlehxbreemll@O&hfsmnd@ttenda@h gdlincenent s.
[ nccf ﬁor ating PSS control functions into the audio/video controller
2120ln 1§8%%Reed for a separate LRU 1300 for controlling those PSS functions
is elimnated. [0062] Furthernore, the audi O/%I deo cont rol ] er. 2120 operates

the [88¥Bnger fOntignally.ithe sendisitnitiop bowdd YHRIEST oPEHICHO QB tHE of access

for St%%ﬁﬁ?ﬁﬁ@@ﬁ’yo ihRGMdhngayti@dtiBateiRbéibee delofv iarbmesetib vithythe éomtegui pmrent ,
such rcraf hetlflcatlon current tine, flight node, flight number,

| at i tagd®/Viflemeantroe” #0d ai rspeed. To facilitate external communications,
according to an enbodi nent, the audi o/video controller 2120 is further in
com’n.[n()s&]t i on  Inianlenebodabim, thehee distiinition 208081 ¥ haey earrateceitieicit e wit h

eart hciog %181%61 \%eg @@%ﬁglgéo%? LR SRbLAN RhaL, 'll%"aﬁ ed Hirsﬁﬂﬁﬂoﬁ’ BEx QI 50T0r €

sat el daccor.dance ?, g ?f t he i nventi on,
t he avay bg vrdee 120Aee slhavet 1112111@9 1, handling either '[16 con 1gurat1 n chec King or

software downloading functions as will be described in greater detail in connection with
FIGS. 3 and 5. It should be recognized, however, that in accordance with another aspect of
operation of the invention, the area distribution box 2150 is capable of responding to a
configuration check when prompted request from another device. In such an embodiment,
the area distribution box acts as a configurable target LRU 1300 as described below in
connection with the configuration checking method of FIG. 3 or in connection with the
downloading method 5000 of FIG. 5.

[0059] The area distribution box 2150 hardware includes one or more
microprocessors with a memory, such as a flash memory, a network interface card, an RS485
interface, and radio frequency amplifiers. Additionally, in an embodiment, the area
distribution box 2150 contains appropriate gain control circuitry for gain control of the RF
distribution. In an embodiment, the software running or stored on the area distribution box
2150 might include multiple software components, such as an operating system (e.g., Linux),
a web server (e.g., Apache), TCP/IP, FTP client, FTP server, and ports or connectors for



can operate as the configurable LRU 1300 described in connection with FIG
1 and FIG 3 below The audio/video controller 2120 can respond to

conf i gur awpDen/o9@Gliest by generating a configuration fil epPCrAsnyni7dti ng the
configuration file via FTP, and receiving a dowl oad of updated software
conponents. In another enbodi ment, the audio/video controller 2120 may act

as the configuration server, t ownl oad server,. or. hoth. 14 WO 03/094033
PCT/ Win&cmg rith @mngmﬂémdgf%qd)gﬂa%HPlﬂ%F I”g?ff%fé’échiﬁsc?vﬁgF%l H%el udes a
M Cr QRhQE BSAY5, inkffackiofaUsB. swi tch, tel ephony interface conponents, an

Aeronautical Radio, Inc. (ARINC) interface, an RS485 interface, and audio

nodul kG;raddress and audi o/ video content distribution.
ASHE Vg RO

The er 2120 contains various software conponents
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di agnosti c access and expansion of the storage sub-systemvia a SCSI |1

i nter . FIG, 2¢.1 hl i 1 - irgiet al
sorvaIR: « osauthidBug, ‘Rfﬁ%}}’?"&??‘%?méizr“b‘@%ﬁ’ﬁ??%% PR Mo Bl
constas adeadengd contmpkr of Hig rassens@ seadesssybiey 20905 PWek iR ¥onnect or  and
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ext erfdndthas phy ticcaldidpdeatem!lon? Eifethermsed fasa seraAsI IR U ALY 1¥hock and
vi br%tohﬁglliﬁgrﬂ?cﬂgg’%sﬁlﬁ&ioﬁ@% disskadai ve 2520 for use in an aircraft. [0067]

rolFer

The con shown in FIG 2c includes a central processing unit
[0062] Furthermore, the audio/video controller 2120 operates the passenger flight
information system (PFIS) 2100 as a point of access for system data, including data obtained
from non-IFE system equipment, such as aircraft identification, current time, flight mode,
flight number, latitude, longitude, and airspeed. To facilitate external communications,
according to an embodiment, the audio/video controller 2120 is further in communication
with a cabin telecom unit 2050 that can communicate with earth or satellite based

communication stations through one or more satellite links 2020.

[0063] In accordance with an aspect of the invention, the audio/video controller 2120
can operate as the configurable LRU 1300 described in connection with FIG. 1 and FIG. 3
below. The audio/video controller 2120 can respond to configuration request by generating a
configuration file, transmitting the configuration file via FTP, and receiving a download of
updated software components. In another embodiment, the audio/video controller 2120 may

act as the configuration server, the download server, or both.
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(CPU), which in the presently preferred enbodi ment is an 8260 Power PC. The
CPU accesses digital content stored in the disk drive 2520 and streams the
content wWe 030QwBase T Ethernet interfaces to video or audiCo/usby/ens where
the digital data is decoded and converted to analog audio and/or video
signals, which are then buffered and made available as differenti al
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circuit cards as well as mounting means for the disk drive 2520. The mounting means for the
disk drive 2520 is designed to extend the physical operating parameters, for example, the

shock and vibration parameters of the disk drive 2520 for use in an aircraft.

[0067] The controller 2510 shown in FIG. 2c includes a central processing unit
(CPU), which in the presently preferred embodiment is an 8260 Power PC. The CPU
accesses digital content stored in the disk drive 2520 and streams the content via 100 Base T
Ethernet interfaces to video or audio clients where the digital data is decoded and converted
to analog audio and/or video signals, which are then buffered and made available as
differential base-band video and audio output at the ARINC connector for other LRUs 1300
within the network 1000. The signals are also modulated into RF signals and combined with

3 RF input signals for distribution via the broadcast RF audio/video backbone 1500.
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conpressed format, conpliant with the MPEG 3 (MP3) format. The high
performance disk drive 2520 is accessed via a wide and fast SCSI interface
by the CPRWOma/o94083 controll er 2510. The digital content i #Crhsnd/st7eraned
via TCP/IP to client platforns 2550, 2560, 2570, and 2580 on circuit cards
within the digital server unit 2500. [0071] Two types of clients are
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ggﬁgeqoolﬁtagﬁ(é ﬁ{h@%lﬁ/@vﬁapst%g it c@eﬂﬂr&{ 1%2 61[3 Qalﬂ{eqﬁﬁ,ﬁe THOLGELRUES | p echo

éneration an egacy nmodem support;
and orfdhe digisdrsarver emrnaﬁ@Q mthwdb¢ t1¢thﬁe<deﬂ0m%eV€l}|b}§@1r151%e B-P8ck, with two

addi tér%ﬁlméﬁ%ﬁm@@ RAUSGaL 24 hel dwwer wedge- | ock and the CPU. [0074] In a
preferred enbodi nent of the present invention, the digital server unit

2500, P2, i e SSeb L AR ASHEE RSP R St T
I esowidesapeaecmodatey 2080 oaa{u’dyo tpt reproducer 2090. Instead of videotape, video

content is stored in compressed format, compliant with the Motion Picture Expert Group

(MPEG) format (MPEG-1 or MPEG-2). The video data is stored in multiplexed format

including video and between one and sixteen audio tracks in the MPEG-2 transport stream

format. The audio content is stored, instead of with audio tape, on a hard disk 2520 in

compressed format. compliant with the MPEG-3 (MP3) format. The high performance disk

drive 2520 is accessed via a wide and last SCSI interface by the CPU on the controller 2510.

The digital content is then streamed via TCP/IP to client platforms 2550, 2560, 2570, and

2580 on circuit cards within the digital server unit 2500.

[0071] Two types of clients are implemented: video clients (two per circuit card), and
audio clients (four per card). Each video client can generate one video output with two
associated simultaneous stereo language tracks selected from up to sixteen language tracks
multiplexed with the video. Each audio client can generate 3 or 4 audio outputs. The digital
server unit 2500 contains three video client cards for a total of six video clients and six
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both the configuration nethod and the downl oad net hod of the present
invention. In an enbodi nent of the present invention, there nay be nore

t han one wogBado3xzerver unit 2500 installed within the neCrarsk3/100D,
allowing for a higher volune of data to be comunicated to other LRUs 1300
within the network 1000. [0075] In accordance with an aspect of the

| nventstQihted Qi {eget(t\ﬂheosﬁ{d\’ﬁ{dlo‘;‘vrlhéo &ﬁ@ s EineRf% l?lﬁeeatfaio &ﬁ 1?[99 ”9 to a
c e oa

COI’]fIgUI’atIOI’l che request to recelve a SO t war e

connenfiBhPyiPese lﬂln@t%t\ﬁlakf He s2thiaps dHhaugrpts ﬁec@%@dmpéﬂmw PRAWI@sd 3 and

5. | rB@NMCfundionse m&m%,aufchﬁ?t lﬁtegﬂa&@lal@ esnéedll ﬁbﬁauZa'iOMPB%r&%}@m;rﬁﬁget LRU
conf j od .3000 des

1300 in.t ion

conndel M S R0 GBS cisne BRARGY Sarnan G rb bR

c onnedameh ofhehstdrblednderlig cvcOB®H @@ﬂ@%]}@&ﬁ&i@[ﬂh EEaft putikic RAdTekiSO31ehD 792
[OOYQ]l}o comuni cate outside of the aircraft, the I FE system 1000 i ncl udes
an ?lonal satellite link 2020 |n FI G 2a, mhich provi des addi ti onal
sources of audi o, video, Vvoice, data content to the IFE system In

connd®®72n wi t hlle videq slckmmpa! cr@c@iwc%lrMPEEbruld@/Q@S@deréelﬁrw.a&’es a

pl :Jr allid gén@ifal plugese p@%@ﬂ@hﬁbl& Blatfdemd, kkd siestigFlentdht aist@fiRed fRAbas thhhe
mul ti -

recei 2 i S,conpected C bon 1600
That EHARBRTE! o5 ot et VR o s (ke PrraoT RSP 00 na SRRBT i ve I i nk
2020 ermmph:l afahney bﬂe videb etiorets thacopementationnba Rassenger Wiight laforetation k
stor o.Wherein a plurality of popular web pages are downl oaded
?\thI :

to t orage unit 2040 while the aircraft is on the ground, when
t he satelllte Ilnk bandwi dt h is not consuned with bandw dth intensive

gr aphif®Blor  nolheontioferbydpgrdesnacrpiding Wencasiodiment o€ iedipicaht i ons uni t

t20|50, lﬁwﬁmﬁa& ﬁbivt:]t BC |p'rc§'ﬂéss%9 ZLQmmgBay 1?%3] &g—w rAOMEEHDY RS ﬁﬁﬁﬁ off Bo G FIEHIR ?ﬁﬁ %

el ephone n uc r me ephon

TAPPREPORF 4 [OB P TPRUREP AT I RON Pt v U ot SI50 1E Sk s sabl o
devi caethory; RapMB of RAM nxmoagdcakB of hgnablatledtadicR AMpatciaey cslehdwt abl e or

prede : ng%‘w g Egﬁ tr'cg 1t8I' tﬂ?@ géig)d)l%néecs%oﬂﬁollgofﬁo 9:;;83'1@5 BABL §S-

Accor UHE connect ed one or nore
over thzhdrnét sypitches; 1ggalg;1gqxgl procassad DISE) suh-exeiamy Owawl&ﬁtﬁ&pé’lﬁ%méhger or by
a groy 1@ of P@éﬁﬁﬂﬁ&’ﬁ&y ahhe MB%raEl?@fde@élﬁ@l' E¥shUdR 244QemB, beedunt ed, for
exanple, to a bul H) or F %@,an over head ﬁ S|tLon the back of
a sealoViderpEHOVEE [y eghataure! aﬁﬂ“;tgf t19BF ECHHRER 86%09?1%? 828 in any
appr opbd@h supeatiddne tem@mtenhaditoepdsitidied at fE uppet werigt A0k, withctwodes

rrul ti gdrgietbon%f)gensgpgnﬁs at tlgeji%gfm J;Q(?oe l%@lpk&gthg Ial’tU functions to turn the display

unit

[0074] In a preferred embodiment of the present invention, the digital server unit
2500 may act as the configuration server, the download server, or both. The digital server
unit 2500, as described in the foregoing, has the computing resources necessary to carry out
both the configuration method and the download method of the present invention. In an
embodiment of the present invention, there may be more than one digital server unit 2500
installed within the network 1000, allowing for a higher volume of data to be communicated
to other LRUs 1300 within the network 1000.

[0075] In accordance with an aspect of the invention, the digital server unit 2500 is
capable of responding to a configuration check request and to receive a software download in
connection with the method described below in connection with FIGS. 3 and 5. In such an
embodiment, the digital server unit 2500 is the target LRU 1300 in the configuration
checking method 3000 described below in connection with FIG. 3 and the downloading

method described below in connection with FIG. 5.

17



off, and to tune the tuner for audio or video channel selection. In an
enbodi nent, the tapping unit 2130 is also used to report the status of the
radi o RF wognap406h t he audi o/ video RF backbone 1600. [ OOP8jr/use3/auenr dance
wi th an aspect of the invention, the tapping unit 2130 is capable of
responding to a configuration check request and to receive a software
downg%g% i ET qﬂqg ction with the nethod descri bed below in connection with
FI GS E e LRUs 1300 of FIG | nay be the tapping unit 2130. SEAT
ELECTRONI CS BOX [0079] FIG 2b is a continuation of the block diagram of

FI G [8096] a pl urgldomymigricaie quisidepgteragsials sk Esystewol 09P dndllsiéBt ed to the

ar ea offigal beNitiMIOPOC 024 FAGt D, Stk froeideeidimtidnal satréeshdakdionddd®00. Each of
t he seat el ectronics box ovi des.an inte WO 03/ 094033

beT Ueios/ 08 761 ATy ftha i b axSan L SRR wihh G 3 Beel BedSa > 30l el
gat ewayialeZ230, it pralédesdi idptadiyy efniides chadivls todhe Briststeni. dhmnchnslmda;aemtni ts 2175

2%:)1‘&1%%% c?}gimpeq 1ﬁge§\pe%%tléq\éf ?si§9(9§1 eSted %ﬁl@q&aﬁ{cﬁ’ﬁ%{ém& 0lfht RBALIRS

an one Vi é unit 2170 or
passéngtder BHs 1300 within the 2BE gysereohhe é&t@&itet Ignke{PR 13@’a415%1Pré'&dF RSt hox

21605008158 R bin®] FCH PR 6y PP %‘t@ﬁlg@ LRR 20k6, @vl&é@é’ih a@lurkig F@VRlat Relyi deo
display units 2170, the audi Vi d n selectio and vol une. One
or nNPREESH @%‘W%lﬁfld%jetf’lﬂé? WSk St‘?‘i@%”‘m @@d‘i"@ &8 I?Ema%?f’)ﬁn Q{f 956 connect ed
t 0 t Rehes elai satd et kriand whit &sno? @B umeat vothi bﬁgdancphslstemg@rgra}dnmrnect a

L O M L et on NEAUBIARES Akl b9 KOGk QAR poRn

enbodi Ectroni cs box I nc es a
mcr mpﬂyadmpmm,de RECesa gllQFll‘éh?ﬂCii tql@mpnwetwoé%suc@étsél& Neyih Amrerigain control |

and hd &8k ARMytuner, and a digital signal processor (DSP) for
ha dﬁll:elegﬂéo% C_\Zsf%}}gfrl ) [0080] In view of the foregoing description of the

har dware architecture of the network 1000, described now will be steps of
how tTrﬁePPstgi EMM000 is capabl e of perform ng a configuration checking

met hod and downl oadi ng net hod by which LRU configurations can be checked,
mai ntjedTrd, andGermepaly; € tappingoiat 2180 iR doRAT ORiviCRIEEKNGYETFHOD [ 0081]

S i i ) di
¢ epﬁ)égaﬁilpgsggs%?]af zgllélrcﬁ% 139tngfh&%ﬁ z{ﬁ% (%Tﬁ’}la gkﬂ:gc R ﬁﬁ&{s%f@l% dighAR SQdi ment

of t I nvention nerally, the
conf imgere alisptay whisc k%qqgrduréy Hb‘tilaBEl@Q upi 7[5@@ fsﬁoﬁ’é‘%i?t?ﬂ/dlt%gy 43/ QR BP0 of FIG

2a- ﬁ rh‘éﬁéi gfsglap‘%uﬁtg'el@@ﬁﬁ)ﬁﬁt'é@ f&mj\mggrbgtalsmy@pqsb@fgamr@y £@Rbpgdr ation of
eac

3 houl to f dt
her eII}@SS@BEﬁTa Bae QHVES‘?’% 169133111 ﬁlglt 25 X g}p %{}%Bgtl&}glﬁoépéan}_@ﬁdo a ?&ﬁﬁwac? grredto

ceiling in an overhead position, in the back of a seat in front of a viewer, an adjustable
mounting structure, or in any appropriate location. In anlembodiment, the IFE system 1000
includes multiple tapping units 2130. The tapping unit functions to turn the display unit on or
off, and to tune the tuner for audio or video channel selection. In an embodiment, the tapping
unit 2130 is also used to report the status of the radio RF signal on the audio/video RF
backbone 1600.

[0078] In accordance with an aspect of the invention, the tapping unit 2130 is capable
of responding to a configuration check request and to receive a software download in
connection with the method described below in connection with FIGS. 3 and 5. The LRUs
1300 of FIG. 1 may be the tapping unit 2130.

SEAT ELECTRONICS BOX

[0079] FIG. 2b is a continuation of the block diagram of FIG. 2a, a plurality of seat
electronics boxes 2160 are connected to the area distribution box 2150 through the network

data backbone 1500. Each of the seat electronics boxes 2160 provides an interface with
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as the audio/video controller 2120, area distribution box 2150, seat

el ectronics box 2160, etc. or any of the conponents described herein as
bei ng a cwofiguoabl e LRU 1300. Al though the confi gurati orCthsekiatg2 met hod
3000 can be performed to produce various results as needed for a

particul ar application t he configuration checki ng met hod 3000 produces a
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LRUn 1%%&0601%@.&%1 ﬂ)%%lh%acgj%f? & 2GH Hab R mdWoik FN0t ¢ a@Bmbh@nlel®n, upon

conné ower WO 03/094033 3/ 1 pply,
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host
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Wi th appropriate software and which is in conmunication with the data

backjoo8s] 1500. IRvédvephihleyoregdieg desstiponr af the hakevayeprchitectuie of thegi t al  ser ver
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bOt h %Qﬁe%ﬁh&guﬁtzﬁﬁe&ﬁﬁcﬁl%ﬁﬁécﬂ@ Wadteithe method for downl oadi ng software
nponents on the LRUs 1300 within the system 1000. The server 1200,

t here represent either the configuration
servéi&g}glqlﬁwéém ggg@ﬂﬁﬁmeﬁserver 1200 i s capabl e of carrying out
both functions either )grgentl ally or in parallel, as described herein in
rel at[D@8il]t o t heStaps dloteondizuratamf plgasrka]gﬂwh@dmo%%ﬁwéaw tojag egpeFagnt

embodje rﬁ’?é%re?écnt iR O Qx%‘?ﬂﬁsn'af&ﬂ‘?ﬂ FLQ%. Fa0 @t G&t@m it df)'nﬁgurlahon E:llikﬁzlkﬁlgrmy be
nmore than one server 1200. nsuB ﬂ é{] {;?SLR 300 within the
syst enetied Pe0bis P&bfpén?%b)é@ﬁﬁﬁﬂ?‘ﬁd g0 ph¥ Cttﬂ pgs with nore
t han (,%'ﬂﬁ rﬁﬁmﬂ?br A4 Qard a8 4dration sbafmh oaged Rie i3 @. Usgouhbirraideystoat ti at es
t he to.r o t ¢ SYdnous
confi %fr zgﬁ[g EtSH 8%:kled§%ﬁelg 1 %)Iuléi ny ong o?ﬁ{e%{ gtefﬁb c%nipru%% o}

as the audio/video controller 2120, area dlstubutlon box 2150, seat electronics box 2160, etc.

or any of the components described herein as being a configurable LRU 1300. Although the

configuration checking method 3000 can be performed to produce various results as needed

for a particular application, the configuration checking method 3000 produces a system

configuration data file (SCDF), as will be described in greater detail below, shows the

configuration of each checked LRU 1300 and optionally an event log which shows

inconsistencies or changes in the configuration of each LRU 1300 relative to previous or

desired configurations.

[0082] The method 3000 can be started either manually or automatically. For

example, at step 3010, the method 3000 is manually initiated when a user enters an initiation

command from the management terminal 1100 (FIGS. 1, 2a) or alternatively from another

device, such as a laptop 2190, within in the system 1000. The method 3000 may also be

initiated automatically, as indicated at step 3040, upon startup of the LRUn 1300, for

example, upon actuation by a switch on the LRUn, upon connection of the LRUn to a power
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provi des an opportunity for choosing to review a previous configuration
condition. If the previous results are to be viewed, step 3020 obtains a
SCDF t hatweas/o94e83 resul t of a previous configuration che®kI/tsosi1da7be
results are displayed in step 3025. An appropriate error message mght be
di splayed in step 3025 if no previous results are available to the
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t er Milgital Serﬁ’ﬁreu‘woégd GABR ‘Fté qUeR ?ﬁ‘élﬁ] storage device at the management
termnal. [0086] Steps 3020 and 3025 are useful to access past
conflpgssjat i on Furfiermate] ta serverai200skpediin Fias! muhhbe citteadie confi gurati on
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C
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current. conf ratjon Bbd; Ther ef or e,
S;J epheg%lg(}n fﬁllﬁ lfldtgéch%ﬁlseﬂ%ds 81?(!5%ﬁgtlra¥1§1$ all'rjc?é{?wé{g?@g Itnlbdéhgtligpém iment

n Dre
1300tht @resbet 101vm1tioednowdaewndi Rl t% theredpAyRf Mevst Yt orereY5F éggz(ﬁt & Hvent i on

the QEP&%Q&H&% Wy IDRUél h gO(ﬁWﬁE’i 1aNS sy@tdiiﬁﬂduﬂfbe\/a%td tousminRidiced thoduighrike
includrn or "exanple, in IVId units, groups of units, or all of the

confn@wpdbl@%‘ﬁiﬂﬂ@%ﬁ’flﬁi]ﬁ“? ﬁ"‘é"%r;jspgm The configuration server then sends a
configuration request to each selected LRU 1300 at steﬁ 3035. For
desclgoglj Ve Punpasescascsvehmi 4 hscassunalyt indiaies (e wetherl 30RS BYYIEMA000 has

l ected, onl t Qe@BO OO Ment  of
he. PRECBE nVERL R R EREFo Py G o SRER R o feggel ected

L RUS paividssep cpp@Surtyefop elsfosinglse }FVIW f REEVIQYS r?P euig Rt hP§adcast
strg's% 1§ Qﬁeetoq;e evdd Gk 3020 Qﬁﬁmb BSIIECH thavad thasdsultef g previioust he case

n‘BTetV’IJH arge RUs) using.,a st t coI UDP
appr omﬁatr@tll%}l (élﬁglﬁé‘élgé]éF 1%66“1%‘73”‘&%‘1156]? ad:} Se@lg@ég nLalQ g‘% O:s{?r ngg{ ons. In

the B{lgﬁ@dydﬂpl@éﬁﬁﬁ stepd 028riani previdbusaksultsere available to the configuration server
in step 3020.

[0085] In the step 3020 of obtaining the SCDF for viewing in an embodiment wherein
the SCDF is stored at the configuration server, the management terminal 1100 opens an FTP
session with the configuration server and executes an FTP “get” command. In response, the
SCDF is read from storage at the configuration server and transmitted back to the
management terminal 1100 for displaying through a monitor or printing at step 3025 through
a peripheral device, such as a printer. Inan embodiment wherein the SCDF is stored at the

management terminal, the SCDF could be read from the storage device at the management

terminal.

[0086] Steps 3020 and 3025 are useful to access past configuration information in an
expeditious manner. Past configuration information could be useful in a system wherein the

LRU 1300 configurations do not often change. Time is saved by permitting a user to refer to
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invention, UDP is used since the nessages sent within the system 1000 are
short, and may be resent if an error is detected. The error correction
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i n stepfid@afort Ald @En, which will be described in greater detail below in connection with

Table 1.

[0089] The computer executable code operable to perform steps 3010-3035 is run at
the management terminal 1100, in an embodiment. The software necessary for performing
the functions associated with steps 3010-3035 may be stored at the management terminal as
well. Alternatively, the steps 3010-3035 can be performed at the configuration server 1200.
In an embodiment, the set of steps 3045-3052 are performed by software loaded on the LRUn

1300, as shown in FIG. 3a.

[0090] After sending a request for a configuration file to the selected LRUs 1300,
there is an optional set of steps for active polling of the LRUs 1300. The active polling steps
are shown in FIG. 3d; the steps of active polling begin after step 3035 in FIG. 3a, and
continue with step 3045 in FIG. 3a after control is returned in step 3230 of FIG. 3d.
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next set of steps shown in FIG 3a, beginning with step 3045. If not, then
a second instruction is sent in step 3240 fromthe configuration server to
the LRUn wo opeof063 m t he generating step. Step 3240 is perfCorusesiidsyz sendi ng
the request directly fromthe configuration server to the particular LRUn
that has not reported before step 3220 (rather than a broadcast to all the

LRUs 0 selegted
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LRUn ﬁécs((ilhﬂ iferlt R nthgs Beeay e%‘}ﬁ}ﬁ hYnthFF@ﬁ&“atloﬂrFeb‘S?éaE‘I \jl 2{5?{? ?gu(ra\z;!t ::gna]E [ It Qe
?%egbggﬂlde% pRReur ﬁﬁEOW Jon th-Eﬁblh@colqﬁgTﬁthbﬁ‘ nleti{cantiugus 1atstetpn>25{) tetheCFn) of
LRUn uter Par% (J,%\I gr 517598 '1 Izl n‘g l2 of fyar e Conmponent 1
2345@&“&&6@@@%@ RSGHAYRENT 1S S84 REEEYPE WA lé r9p§ I%Ot%h lb%g 41 @@en t he
conf iiguiatibin seheialksiapg2aetibadiid@oolinasti beenvs tathrdR Gutoprforadhty  at step

§g40 &B%%Stéllfﬁm’g?%ag ggh 1%%‘)'6'}(% ﬁgcpgy ?%ﬁﬁlﬂttn@ léﬁﬁgsfst 'dggér;tﬁt from thé | e CFE dAS wi |l
var i eusfigvayson suredr taghegarticular LRUn that has not reported before se[epaSZCZ% (ratils edin

than a broadcast to all the LRUs 1300 selected in step 3030). After waiting a second

predetermined period, which is indicated by the arrow labeled 3245 in FIG. 3d, the active

polling method continues by again checking in step 3250 whether the LRU configuration file

has been received. If the selected LRU has still not reported after step 3250, then a “No

Response™ report is generated in step 3260, and the method returns in step 3230 to the next

set of steps shown in FIG. 3a, beginning with step 3045. The steps 3200-3260 together

comprise the method for active polling that is carried out as part of the method for

configuring LRUs 1300 within the system 1000 of the present invention.

[0093] Turning back to FIG. 3a, it is clear from the flow chart that whether the
method 3000 has been initiated manually (steps 3010-3035) or automatically (step 3040),
each selected or predetermined LRU 1300 respectively generates an associated current
configuration file CFn at step 3045. The configuration file CFn includes current software or
hardware configuration information about the particular LRUn, e.g., unit identification,
hardware parts numbers, serial numbers, Media Access Control (MAC) addresses, IP
addresses, and software component parts numbers, or any other information concerning
LRUn that is desirably tracked. When the configuration file CFn for the LRUn is generated,
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appropriate instructions programmed into startup operations of an operating
systemat the LRU 1300. [00951 Each LRU then sends its configuration file
to the cowbiogs@ss on server at step 3050. Preferably, thecrarshs/gueati on
checki ng met hod 3000 uses a standard protocol such as FTP for sending
files over the restricted architecture network. FTP is a conmmonly known
application IS n ngdl the | nternet
Pr ot 16 bso(fptlgll]ialﬁ%?tored,&)@caosggg?i%é ?e\}%é ;ﬂ ﬂ?edLigUbQS I%‘?Ja# etl"?l?%)(%ﬂ 1}1?132G %RUn opens
an FAR esesplagncoifighratine ﬁéﬁoﬁFn gﬁLBﬁndﬁslmwarlomm éb(lé utes an FTP "put"
command to transmt the configuration file CFn fromLRUn to the
configuration server, as indicated hy step 3052. [00961 The LRU operations
of respectively generatl ng associ bt lconf i guration files CFn (step 3045)

and sending the files e _Ccont 1 Gur step 3050) can be
executed in parall dﬂ#ﬁﬁ_ﬁﬂ_ﬂiﬁg :Fonr}nﬁetm 00 within the system
1000. This parallel CESBBS()l(lToﬁlﬁ)llt@nPfﬁthi{belﬂg met hod i s advant ageous for its
efficiency. FIG 3a 'S gﬁr l(ﬁp 19 FIG 3b wth the circle | abeled "A"
3054, which is showl A R G iPes— Wien—t-he—eeonf i gurati on server has
recei ved the confi guri@ditdbn Sbftivee(:lérmpeutenstep 3055, the configuration server
may hol d the confi gl @%gr Ohlvglean]Plen@ZV\orkl ng difectory in step 3058. As
is knowmn to those of—skHht+—+nthe—art—t+t—+s not—mecessary for the
configuration file to>45é7héI0&Wﬂ1ﬁC@nm'rfeI@tﬂq directory, and the
configuration nethod could be carried out on the fly without storing the
information kept in the configuration file, but it is advantageous in that

the information may be reused if it is wor direct in step
3058100991 WO 03 BbEAIES PRI heckine [1’66’@3 594’ fas f§11§§“ﬁt83r§’t‘t°8’a F?ﬁ{}y

11 ugt dtas @(54@ 'ﬂ’s’é I§I¢UdIaﬁi@nﬁhcam}/r@dngmatth@mﬁ‘ guasiof fidmCERUA s wilibeh serve seats
23 AB and

y. The

L rus aprepdh e py g e T uleisp SR nke b AR SR %ﬁfi‘sr

cor r eppoprite gnstwotibnsguograimaredfinfostar OP2PABGONTH] Waélﬁa sgstepet ths t he
conf i I Q5 ahpn server, where the configuration files are placed in the
wor king directory. [0098] The confl guration server continuously or
periodi cally checks _the worKkj rector , nf i file.
Ref ed999%y back kashife) e Ag 53 (99“ ur q“?lhé]terl%ih&fo ﬁgurﬁfﬁls raavwg]t%ﬁ t he

conf i3gy abiePstabigr Mo eofiRigatich dheekiag nieviald 900 asesevstaviard gutoaol pwbfasl e CFn in
step nfiguratio r Pn@wportion of
t he §%%Ff9°\‘}\nsffl}2h%‘| fes 82 §1a es{]ﬁge%c%%}ltegﬁfé;?&&gﬁ# qﬁnj %I%%Bﬁ%%(g@&S%GO general ly
conprppkatianptss agnopely duindiad wﬂmw/ Ilé(ﬂlwllad B’Grltl‘ielf}’ﬁt 8¥0t®9|11 Spgelne
extragt %91 ?@9 t%%&?& {h%(%ﬁf?%ﬁl Ql%l‘ﬁﬁ@l l,RUn'i)tp@ﬁ)ssalﬂﬂﬁﬁs@ﬁ@n &Qﬁﬂhe I\/br e

spec configurati assomdat ed a 1L%alr ITL lfln is then
genercanﬁgur@g@legerver and executes an FTP put command to fransmit the con 1guxat10n

CFn from LRUn to the configuration server, as indicated by step 3052.

[0096] The LRU operations of respectively generating associated configuration files
CFn (step 3045) and sending the files to the configuration server (step 3050) can be executed
in parallel among the plurality of LRUs 1300 within the system 1000. This parallel
configuration checking method is advantageous for its efficiency. FIG. 3a is connected to
FIG. 3b with the circle labeled “A” 3054, which is shown in both figures. When the
configuration server has received the configuration file CFn at step 3055, the configuration
server may hold the configuration file CFn in a working directory in step 3058. As is known
to those of skill in the art, it is not necessary for the configuration file to be held in a working
directory, and the configuration method could be carried out on the fly without storing the
information kept in the configuration file, but it is advantageous in that the information may

be reused if it is kept in a working directory in step 3058.

[\
(U3]



3065) into a portion of the SCDF referred to herein as a "record" indicated
as elenment SCDFn. If a record SCDFn al ready exists, then the record is
updat ed vwwolsmw33 nfornmati on parsed fromthe CFn in stepP8IAGO3/[OI09] Each
of the individual records SCDFn conprises a conparison table that

contains, for exanple, "CURRENT," "PREVIQUS' and "DESI RED' sets of data.
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g nt. u, e desired
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a usSCHYin. tlha regped Egpcﬁés?‘llr%‘b’ "'E’%St%é]é% tﬁm?cglr‘ﬁgflﬂﬁ%h@w&l} e't]hl rg%l em During
t he (bgﬁga%ﬁaﬂk@]?lﬁh@félpb@gowet hod 3000, the PREVIQUS data is replaced with
the old CURRENT data, and the CURRENT col umm of the SCDFn record (Table 2)

S UBQ@‘&d by [%tcﬁ gt r{etllliﬁgld&@eéﬁgﬁjqu%gﬁ }%ésrh &%@%@m@ﬁme@lﬁ&a (Table 1).

[ 001 ach of ecords ort on_of %?F whi_ch cont ai ns
r ecoredstairfsofor gkample, THERREANS 1WVWSS@J§F %R&%b"leﬁf JataitRE 2a conpl et e
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described above. An exemplary SCDFn record is shown in Table 2 as follows:

Table 2
CURRENT PREVIOUS DESIRED
65938 | Computer Part Number | 94740 | Computer Part Number 65938 | Computer Part Number
51759 | Serial Number 59811 | Serial Number 51759 | Serial Number

12345 | Software Component 1 | 12345 | Software Component 1 | 12345 | Software Component 1

23456 | Software Component 2 | 34567 | Software Component 3 | 23456 | Software Component 2
34567 | Software Component3 | — — 34567 | Software Component 3

[00100] In the exemplary SCDFn of Table 2, the CURRENT configuration reveals, for
example, a new computer that has part number, serial number, and software component
numbers matching the DESIRED configuration. The column labeled “DESIRED” reflects a
configuration which, in an embodiment, a user has designated as the desired configuration for
a particular LRUn. The data in the DESIRED column is updated upon the selection by a user
of desired software components from a software inventory in connection with a downloading
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of configurable LRUn 1300 of the system 1000. The SCDF is updated with the
new record SCDFn, and the updated SCDF is witten to a storage device
(e.g., avwDsogBye, an NVRAM etc) at the configurationPs&rses107The SCDF
is preferably restored to RAM of the configuration server upon startup. In
an enbodi ment, all or part of the SCDF may be stored on any of the LRUs
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[00102] As illustrated schematically in FIG. 4b, the exemplary configuration files
CF23ABC., CF17HJK and CF7AC are generated into corresponding records SCDF23ABC,
SCDF17HIK and SCDF7AC, which are stored to thereby update the SCDF in the

configuration database.

[00103] The circle labeled “B” 3100 connects the sequence of steps shown in FIG. 3b
to the next set of steps in FIG. 3c. Referring to FIG. 3b, the comparing step 3085 is
performed to determine changes that have occurred in the respective configurations of the
LRUs. In particular, the comparing step compares the CURRENT and PREVIOUS
components to determine which of these do not match. Differences between the CURRENT
and PREVIOUS configurations are optionally written in step 3090 to an event log that
contains a history of changes to the configuration of software or hardware within the system
1000. The event log is stored at a storage device at the configuration server or on another

computer within the system, such as a management terminal 1100.
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step the managenent term nal 1100 that the configuration check has been
conpleted for the particular LRUn. In an enbodi nent, the nanagenent
term nal WwoOd/ow@B3s until all DESIRED LRUs 1300 have beenPchaskyd7bef or e
t he managenent term nal displays the new configuration infornmation.

[ 001061 Advant ageously, efficiency and stability of the system 1000 i S
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avoids a need to serially check the entire system one LRU 1300 at a time, thereby avoiding

errors and repetitive procedures that have plagued conventional systems.

METHOD FOR DOWNLOADING

[00107] After the configuration checking method has been performed to identify
outdated, problematic or otherwise undesired software components, it is desirable to be able
to update the LRU 1300 configurations by downloading software components or settings to
LRU 1300 units in a pinpoint, as-needed manner. Therefore, according to another aspect of
the invention, a downloading method is provided to update respective software components
or settings of the LRUs 1300. An exemplary downloading method 5000 is illustrated in FIG.
5. The downloading method is typically used in conjunction with the configuration checking
method in order to configure LRUs 1300 with updated software in an efficient manner.

[00108] The downloading method is effective to modify LRU 1300 software
components so that each LRU has a CURRENT configuration file that matches the
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sonme intervening event that has caused an LRU configuration to change.
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downl oadi ng nethod is a downl oad server) to one, sone or all LRUs 1300,
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downlsoad ng@‘rvvmngtemeltiéhzélba%caet@e@ims RUpgnBgwatienir daeghponents  needed by the

LRUs 1300, those software conponents nust first be placed in a software
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server. In tthe case of Fe ex ns the
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(t hattargeted td smeﬁcaLRlé@ﬂdmaﬁeé vig Wem%d@y ty areig needlesseepsiaioneist ep 5020.

Opt i ¥ resof e nost recent SCDF is available, it may be displayed in
stepq{:%gi’(g 6$Seérecg?ng step 5020. Accordi ng to an enbodi nent of the present

i nvention, the rrenurra be an HT spl a

r unni [B4119% ¢ he M@ ti“%‘llﬁrFyt é‘fWﬂi”ﬁ%L C@fgﬁ $ @ﬁ %’fﬁ\gmggl)?wnlogg 1ﬁlgrrn%f%%h(?enance

| apt 01800 DbgnéHiMn 1li’dtg1hhg erep 5008 wilkis pusey edichas S whintdnangragessomgels cont r ol
units 2220 or ers 2 em 1000
(shovbﬂp'iﬁ?'narﬁnéfm " t8 éﬂlqu&%\%lo?(ﬂﬁf @%g%d %ﬁgn glgggﬁggﬁgé%&gﬁ{aﬁﬁ%\%végof t war e
t o bedofes }pia{fOtrm@ﬂ ﬁtohenmer@@t teilﬁ\ﬁéhﬂ&ow o ah @ I4EY HMERE ®Efponent s ar e

avai | tRYsubRash Mptd i B0e RdR0 iR wist Bhaget a@e berbbeariol e by at
Ieast&glg i onen% Imhe sy@temoilooo (FIGS. 1 and 2). For 27 WD 03/094033

PCT/ L@@@/%@V@ 1eéX§Fﬁ*ﬁ)‘l 00t he avail abl e new sof t war e conponents may be
initially provided on a CD-ROM DVD, or a recordable nmedium such as a
di skeberigr harld addérvfer thhatbwabnad bervertade fablerto tfstribute seftieare pempenesinal 1100,

from 1§erelged% V\ﬁ'w ?ﬁﬁjss PrO\()efh’osQ Eoﬁxﬁﬂgb@rﬂlymgﬁysinql%t Bkt HB %la@@& th a software
inventory that resides in a storage device accessible by the download server. In the case of
the example herein, the inventory contains the DESIRED software components that need to
be stored at the LRUs, as discussed above in connection with Table 2. Accordingly, as
illustrated in FIG. 5, the user is prompted at step 5010 to update the configuration server
inventory. If so selected, the list of DESIRED software components (that constitute a
software “inventory”) may be specified in step 5020. Optionally, if the most recent SCDF is
available, it may be displayed in step 5015 preceding step 5020. According to an
embodiment of the present invention, the menu may be an HTML page displayed on an
HTML browser running on the management terminal 1100 or on the auxiliary maintenance
laptop. The HTML might even be displayed on one of the passenger control units 2220 or
personal digital gateways 2230 connected to the system 1000 (shown in FIG. 2b).

[00112] In step 5020, the user can select new software to become part of the DESIRED

inventory. The new software components are available by loading in step 5025 from a

storage medium readable by at least one component of the system 1000 (FIGS. 1 and 2). For
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backbone 1500, as illustrated in FIG 2a. The new software conmponents can
i nclude, for exanple, entertainnment files such as digitally stored novies,
musi ¢, orweywspewsdperational files, such as program obj e®C3/USos/103pAphI CS.
Referring to the nethod 5000 of FIG 5, at step 5025, the selected new
conponents are read fromthe storage device. An FTP "put" conmand is
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1000. The downl oad server preferably executes an FTP "put” command to send
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components is then created by selecting in step 5055 various software components from in

the available inventory.

[00115] At step 5065, the lists of DESIRED components are sent out to the selected
LRUs. FIG. 6a schematically illustrates the download server transmitting a “desired software
list” (i.e., the list of DESIRED software components) to the various LRUs 1300 within the
system 1000. The download server preferably executes an FTP “put” command to send the
list of DESIRED components.

[00116] Referring to step 5070 in the method of FIG. 5, each of the LRUs 1300
independently compares the list of DESIRED software components to its current
configuration file to determine whether the LRU 1300 needs any DESIRED software
components. FIG. 6b illustrates an example comparison, which could be performed by the
LRU 1300 wherein two of the current LRU 1300 software components match the DESIRED
software components of the “desired software list,” and wherein a software component 15543
does not match the DESIRED software component 23456. The LRU 1300 independently
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seeks to obtain only the software conponents that it needs. Referring back
to FIG 5, at step 5075 of the nethod 5000, each LRU executes an FTP "get"
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configuration server, as illustrated schematically in FIG 6c. Al so,
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ete. The DELETE button is used to remove software components from the list shown for

cach LRU. To remove a software component from the list shown, a user checks the box next

to that component, then presses DELETE (either with a mouse or with his or her finger if it is

a touch-sensitive display). The display is preferably then refreshed to show the new system
conﬁguratlon with the deleted software components missing. (This step is indicated by step

5040 in the method 5000 of FIG. 5). The PRINT button is used to generate a printed copy of

the system configuration display through a printing device connected to the system. The

DONE button is used to return a user of the system to the previous “Update System, Update

LRUs, or Done?” menu, previously described.

[00119] The menu buttons at the bottom of the display, labeled “JAZ”, “CD ROM?”,

and “FLOPPY” are used to load software components into the system that are not already
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n
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select a particular group of LRUs to be updated. The ALL button could be
sel ecoetzMhen aBtfoef ufdating Rigs Rils With sefvarelaRiigplofipmaheinven®sy updat ed. | n

an enboﬂ%gra E)h AV ES HiRGedi q@le% h‘gfgr PHE BRI MaiSh &{é@klﬁ% md?‘[ﬁtfde.’)()@bec kboxes for

LRU ¢°8 checked cau 'ays a nenu WIL B, Ir%c\“ dual
LRUs deis¢rilhad e@nvtmcgmgqpmrwn EEQ evctlwﬁrtlr%lﬁu e “m?hé‘—afl‘i“}]. | ISt i ons

from ﬁrB@essmg of configuration information is preferably performed close in time prior to the step
of sending the “DESIRED” list from the server 1200 to the target LRUs 1300 because it is

desirable to be operating from the most current configuration information.

[00122] When the LRUs have reported their respective current configuration files, it
can be displayed using, for example, a LRU Loading GUI 9000 as illustrated in FIG. 9. GUI
9000 additionally provides section checkboxes button for a user to select a particular group of
LRUs to be updated. The ALL button could be selected when all of the LRUs within the
LRU group are to be updated. In an embodiment, pressing the SINGLE button while one or
more checkboxes for LRU groups are checked causes displays a menu with a list of
individual LRUs within an LRU group for selection for update. The final selections from the
GUIs 7000, 8000, 9000 are also to define the DESIRED configuration lists sent to each LRU
at step 5065 of the method of FIG. 5 and as illustrated in FIG. 6a.
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checksum, a cyclical redundancy check (CRC), or some other integrity checking algorithm.



file transfer, which are likely if, for exanple, the UDP protocol is used
for transferring the files rather than the TCP protocol; a suitable nethod
m ght corpoioseI4Be cal cul ation of a checksum a cyclical pcadsosiantey check
(CRC), or sone other integrity checking algorithm 31 WO 03/094033

PCT/ US03/ 10792 [ 001261 An advantage of the present invention is that the
tar liﬁRUS doA gav#?af% otf(ﬂte leht 1n%nt¥ohﬁs ﬁﬁmﬂegé’irgétt]l@lﬂs apdotdpanhead of

sof t for ot e system .t ﬁ Wﬁ%eted bef ore
r ebomlt fqrmlmcrpnéngbr@@pﬁ@nd d@WHhOh@OfﬁOé’@*&ﬁ% QIW%FPS?F lﬁ&f@“ D RHSIER ¢ he

L RUtStﬁ %Qﬁm‘ﬂlé’téﬁ Ebfélkéere%/&t *ﬂ%x’(@ﬁb@ﬂm@hﬁcﬁf aneetad irdentiod, sape pamosinsl when
ano er

con S recei.vin ownl oad.
Thi sihe LBk 0o gin e et e v Bietitet Ty SEEldh YRe BRSAYAL RS
t r oupdoesheeihk Iagnmjured phdiis aédetwnod scforgretiewsl oadm?bestce&ateswb&ﬁmﬁlahtlm@st ricted

h 0 f " 1300 th
? Ir (r:I dsla%&%k%gag e%l%l} eStl[]Q a%%quouﬁi El tlﬁg%f(?igpzlﬂg If ‘r%]&tﬁ g?@%ﬁg r{égr@;{sbegl o ;nat

i nt egithiny rchteicted amimtechilleplm‘éz@lét unpack the files, as indicated by step
5085 of FIG 5. The integrity check is necessary since, in an enbodi nent,
t he fo“il fer pPhekPEBboHSER sBRYS50801 LRUSVGlether fid deotlogiztifies G BCP does, UDP

does not); the unpack.is necessar Iy ftvvare
conpbisaefinedipeation tpEheligRempry bgein P#@ §fcf)h$$k aﬁgéﬁ%a% g? I}ﬁ agk h%etglggl | ows

t hemyd Rdfeated ®RtstePB08 5 QfiFoE| 3. Tliia 281y ¢Henlals necesshry sirRe) ise@ds its

conf i ?150(? Lion fée:ﬁlregvt é)ﬁ?qgcoﬁﬁgedq{l i g) &\ﬁl e 8or &TReGIERIP ddddeupent i gurati on

ser v configur ormation 1s displayed either on a
| apt d@esomm)ndtetneqbad;lolstmeesstystsem By aﬁﬁlﬂb@@ﬁ%ﬁ%éh‘b%}f%%%‘?mp%}en VoiehE
mana dhto 1\[3@0&%814141%11&&)%&& fecuBstensteaitkishat vari ous
changgg&%]a%gb%?%ati oﬁgéc to the presently preferred enbodi nents descri bed
hereln woul d be apparent_to those £hanges and
nodi 10838] ons A#lp lﬁe“ﬁédgﬁ\?ﬁ"f‘ﬁ&ﬁufc’li@bléartfoﬂlr%efc}%lﬁ]s?wer 120% :ﬁ{] Yand scope of
t he Eﬁl%é@ﬁﬁent Ill«(@&iﬂﬁgluramd seiveN o The dewispstehicngfiguraticn m&rmﬁpn #dvant ages. 32
033 F’CT/U o Qi Re AT | VEDhil t% Jee pPrsBRANO Hyahe checki ng a
confl %ﬂ? gihegon g 3tu gPL?fECt g%n %ﬁr% TRUs p\%,fst hin a rygstrl ct ed
archlntaagammtnmtm\mnmlﬁ@m ng at | east one confl guratl on server in
conmmuni cation with the LRUs, the nethod conmprising the follow ng steps for

each gﬁ%;} bg; Hﬁqﬁi Bind@aRKabitngrians dHRkbeasontlinguifidations fithe at the LRU,
the L nfi ur atio

presently pre erred embodlments described hercin would be apparent to those skilled in the
art. Such changes and modifications may be made without departing from the spirit and

scope of the present invention and without diminishing its attendant advantages.

[98]
[\



file containing a list that identifies software conponents currently
residing on the LRU, sending the LRU configuration file fromthe LRUto the
conf i gur awpD®n/09®83 ver; detecting the arrival of the LRU cecfritsos/atzpon fil e;
and updating a systemconfiguration data file (SCDF) that contains data
representing current and previous LRU configurations by setting the

currqnmqqucggq@g]ylg eflect the LRU configuration file generated by the
generat n step an sett] ng t he previou ta to t an LRU
confi gurat |on fA et '@Qé%@if %heé JINE Ctoﬁéé‘L‘RUD‘&iBf? H‘Q%EFng g Iarbfﬁmf]ﬁg of the
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wherein the step of Igga@lr &nithgLROE LRU configurati on file is automatically

performed upon start e V. th of..claimb5,
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LRU via an Ethernet milt] | aim 7, wherejn.the
initiati on request %‘1r§e§h§8§§ data toyt Eﬁeét Eﬁ&%\??”f at@‘rf@firggf‘erﬁéﬁgé’éfcast 10.
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configuration file d previ-ous co ile fromthe
LRU, deterni ning running of the configur atlon checkmg method.

2. The method of claim 1, wherein the step of sending the LRU configuration file
from the LRU to the configuration server further includes holding the LRU configuration file

in a working directory.

3. The method of claim 2, further comprising deleting the LRU configuration file

from the working directory.

4. The method of claim 1, further comprising storing at least part of the SCDF on

at least one LRU within the restricted architecture network.

5. The method of claim 1, wherein the step of generating the LRU configuration

file is automatically performed upon startup of the respective LRU.

6. The method of claim 5, further comprising the step of executing an FTP “put”
command at the LRU to send the LRU configuration file.

7. The method of claim 1, wherein the step of generating the LRU configuration
file is manually initiated, the method further comprising the step of sending an initiation

request from the configuration server to the LRU.
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i nconsi stenci es therebetween, and witing the inconsistencies to an event

| og. 12. The nethod of claim1l, further conprising the steps of: sending an
initial iwetmswogwddn fromthe configuration server to the PROUSe3/1q7er f orm
the generating step; waiting a first predeterm ned period; checking the
wor king directory after the first predeterm ned period to determ ne

whet her the LRU configuration fi | e has been recei ved by the configuration
server; and if the LRU confi tion fi.le has not |ved sending a

second. i Bst r udte gthadghdaie cé ‘F}e@‘uﬂ’zﬁt‘}]l&ﬁ“?l}113811?5615tﬁ?8t 1i?F?U c|’oﬂeerfor m t he

gener Rl #g astRRsrmd@htiltiegta second predeterm ned period and then again
checking the working directory to determne whether the LRU confi guration
file has been received. 13. The nethod of claim 12, further rising
i ndi cati ng. t hatTht Rutiakoftabaifial. Ivdrein dpponitiafien tqqees_raﬁe@br@rm@k&%ﬁ nlgHSfr l e has

not Qe ﬂmgx%'eyﬁgqﬁéagter the second predeterm ned period. 14. The nethod of
e steps are perforned i ndependently and in parallel for

rrultlple LRUs. 15. The nmethod of claim 1, further conprising the step of
storing the COMeingihet ddNaifv 1 avidkeih fige @adiag isebédpdrRumafitvér FThe step of
generating the configuration file. 34 WO 03/094033 PCT/ US03/ 10792 16. A
met hod for downl oadi ng software froma downl oad server by at |east one

confi gur ablle L Rthe(mastmu effclaiim & fogkdrrconipeiging tchiterscf spmpadrselL.RY he

downl oa 0 r f 2f16h BiSBSm 1%l RO B&term@iningst of
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ontomcrmsmtenmﬁs élett}bﬁg’eqenLﬂQsz”I“éih@Fh@COaSlﬁféW‘%tPtW@l 8%ponent from a
storage nedi um connected to the downl oad server sending the |ist of

desired software CO[T nePts f hhe downl o St y& to each of the target
LRUs: conmp@r i ng! eHaethpd pl gpiny sﬁ“r Q?B?W%ﬁg fponents at each LRU agai nst
a list of cur l’@ﬂ(ﬂm@@fl‘lilmﬁalen@trlrcpomﬁnhsthalcomlmatmﬁl setvsr kRlbg LRU to

perform the generating step;

waiting a first predetermined period;

checking the working directory after the first predetermined period to
determine whether the LRU configuration file has been received by the

configuration server; and
if the LRU configuration file has not been received, sending a second
instruction from the configuration file to the LRU to perform the

generating step;
waiting a second predetermined period and then again checking the working
directory to determine whether the LRU configuration file has been

received.

13. The method of claim 12, further comprising indicating that LRU has to failed
report if the LRU configuration file has not been received after the second predetermined

period.

14.  The method of claim 1, wherein the steps are performed independently and in

parallel for multiple LRUs.

15.  The method of claim 1, further comprising the step of storing the
configuration file at the associated LRU after the step of generating the configuration file.



determ ni ng needed software conponents by conparing the |ist of desired

sof tware conponents and the list of current software conponents;

downl oadiwg oslegtoseeded sof tware conponents fromthe downl eed/uses/wgp2 by the
LRUs; and del eting software conponents contained in the LRUs which are not
inthe list of desired software conponents. 17. The nethod of claim 16,

further copgprisi ﬁ&tﬁdfaeftoﬁ%@%%gdlﬁ §@f*t\§i_ér(]ﬂe'ﬁ%n{£‘§oxlvhl%hd Q&ﬁm&m &ﬁsftware

conponents at each
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ser veompkling thefomihedsteps:cl ai m 16, further conprising the step of
rebooting the LRU .after th ownl oadi n thod of claim

16, further corrprls%lf:%ﬁlgt%émg{ g?js”(g?l S?W@S W}"“ i eplﬁeéel;agrlll 50 uﬂvﬁgckl ng of the
needed software conplmeed ® taflbadedtdnto sheeqy lmw(ﬂ@wtlldtw ng. 21. The net hod of

claim16, wherei ”héa*ag g\sl\z/g]‘?&v Aresl gblﬂgoﬁelﬂ?ﬁbﬁlsw\t st&ﬁggﬁﬁﬂﬁlﬁgcmﬁ%tﬁl‘@f e

conponents fromt server to each is performed using
FTP. 22. The nethod B¢ d@W&lW?@EVelmherel n the step of sendl ng an instruction

fromeach of thesdddils ﬂu@li@%ﬂc@@éﬂ flﬂ@@@dccﬁﬁﬁdll\eﬁtrs@di@m&m&ﬂ@dlsBﬁJeHdES
executing an FTP "get" gﬁm ﬂw‘ i.fying the needed conponents. 35 WO
03/ 094033 PCT/ US03/ 1@?@?119 the grged Irabl e systemfor use in a restricted
archi tect ure net wookpadignieilisi ofglesirat sdfieast comprsetsvecachiR Udgzaigsta nenory

that maintains a working . &13%1?&/5(& c@m%&%n@sgzﬁ A8V EHe LRSS, mal nt ains a

dat abase, a data parser conmuni cati on devi ce; plurality
of configurable Lr.:twrm@mn@ﬂed pREtYARE SO PRICH Y OmPaEBa fhiedift 4f ii‘?ﬂfeﬁl l e

generator operable t@f@@iﬂ@&@lﬁﬁo@ms%afmegm at b@rent sd@wﬁxe@bmpeﬁem@g current
sof twar e conponents a he r e%?ﬁf?‘gt lve ni cation
g &

device operable t8"& é?ﬂ‘%ﬁlisSﬂlnf"i’l?eém?fboqlﬁlée i%v?"@géam%e& a
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the ser ver, mlng e:dﬁle%lﬁg ng?W{%rCOB]ﬁSEéH\{fCSODE'PECdCIQ Qlfl H@wh(?ﬂ l’glllgtgll ftfl@ m t he

respective ereint ata parser is
operabl e to update ahayétdeﬁmedantwgm@mp@ﬁelﬁ%\ta file stored in the

17.  The method of claim 16, further comprising the step of displaying the list of

current software components at each of the LRUs.

18.  The method of claim 16, further comprising the step of storing the new

software component on the download server.

19. The method of claim 16, further comprising the step of rebooting the LRU

after the step of downloading.

20.  The method of claim 16, further comprising the step of integrity checking and

unpacking of the needed software components after the step of downloading.

21.  The method of claim 16, wherein the step of sending the list of desired

software components from the download server to each of the LRUs is performed using FTP.

22.  The method of claim 21, wherein the step of sending an instruction from each
of the LRUs to download needed software components includes executing an FTP “get”

command identifying the needed components.



dat abase by witing the configuration files to a field of the system
configuration data file that represents a current configuration, noving
data fromvproemdmesly stored in the current field to a fi @cd/useprgsenti ng

t he previous configuration. 24. The system of claim 23, wherein the server
is a digital server unit. 25. The systemof claim 23, wherein the LRUs send

the configyati RQogﬁéﬁraﬁﬂel ?&eﬁl(%l i28n §%s¥1§fted’ h@hiketRire %@two-ﬁb%oﬁl?eglrsﬁ

claim 23, wherein the urther includes a conpara or
configuration file t#¥ éaSF PR SeHYer dRdidinga BWRIoRA I BGHIURC AP BE e ved from

the server to deternine ﬂx@c&ﬁkﬁ@l @gﬁmaﬂewc@mm@maﬁms afdtabdienaiam t he
net wor K communi cati on deV| ce erable to send the

h\? LRU is furtt ’r?f
configuration file to t hel zflé‘augbdta'éc ‘HB%CIOBEWHI%% mtnr‘flgv &eded software
conponents from the sghvaity ch'z’oni‘@uelb@yIisbTme@th of thehR3; intludinger conpri si ng

a managenent term nal opegaly 1at1toﬂ [?@?g)eﬁﬁo dﬂeiﬁ?‘%ﬂo nbBpuest to cause the

LRUs to generate the conflgu at1on Stem of claim 23,
wherein the configurati oncqqﬁgelrfg@ﬁé#eate@¥65§zttlltg%11lpmqf%w%énm@ts%

autonatical ly generate thgeGespbta UM AwbikQdnEh@titatdnbvicke LRU. 36

operable to send the configuration file to the server; and

a network backbone for handling parallel communications between the
LRUs and the server;

wherein the server receives the configuration files from the respective
LRUs in the working directory, and wherein the data parser is
operable to update a system configuration data file stored in the
database by writing the configuration files to a field of the
system configuration data file that represents a current
configuration, moving data from previously stored in the

current field to a field representing the previous configuration.
24.  The system of claim 23, wherein the server is a digital server unit.

25.  The system of claim 23, wherein the LRUs send the configuration data files to

the server via FTP.

26. The system of claim 23, wherein the LRU further includes a comparator to
comparé the configuration file to a list of desired software components received from the
server to determine needed software components, and wherein the network communication
device of the LRU is further operable to send the configuration file to the request a download

of the needed software components from the server.

27. The system of claim 23, further comprising a management terminal operable
to send an initiation request to cause the LRUs to generate the configuration files.

28.  The system of claim 23, wherein the configuration file generator at the LRU is

operable to automatically generate the configuration file upon startup of the LRU.



