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« Enbodi nents described herein relate generally to a 5portable electronic
“apparatus and a nethod of controlling a portable el ectroni =
.'BACKGROUND Most | C cards used as portable electronic appaJmmmmumwmmmﬁ"a :
* mai n body and an I C nodul e. The 10nain_poq¥ is made of plastigs,and shaped
like a card. The 1 C nodule is enbedded in the main body andtas an tCchip.
The IC chip has a nonvolatile nenory, a volatile nmenory, and a CPU. The

nonvol atile "E@B%¥A%E?;EE%QT@%Nqu%%%ﬁ%%%%Si%ﬁd:Mé%d%ﬁ dﬁ”ﬁﬁﬁfﬁéﬁgﬁﬁﬁny

15power is, for "exanple, an el'ectrically erasabl e programm

menory (EEPROM, @braabhashiRMroMe w@lsakin@senory is, for exanple, a RAM
The CPU perforns various operations. The IC card is one that accords with

t he 20l nternational Standards |SQO | EC78X6igrlhe | C card has a

Embodiments described herein relate generally to a
5 portable electronic apparatus .and a method of
cdntrolling a portable electronic apparatus.
BACKGROUND
Most IC cards used as portable electronic
apparatuses have a main body and.an IC module. The
10 main body is made of pléstics and shaped like a card.
The IC module is embedded in the main body and has an
IC chip. The IC chip has a nonvolatile memory, a
volatile.memory, and a CPU. The nonvolatile memory
that can hold data even if it is not supplied with
15 power is, for example, an electrically erasable
. programmable read-only memory (EEPROM) or a flash ROM.
The volatile memory is, for example, a RAM. The CPU
performs various operations.
The IC card ié one that accords with the
20 International Standards ISO/IEC7816. The IC card has a
master file (MF); which is the basis of the file
structure and which is stored in the nonvolatile
memory. The IC card also has a dedicated file (DE),
which is a lower file with respect to the MF and is
25 used to group applications or the like.:/The IC card
further has an elementary file (EF), which is a lower

file with respect to the MF or the MF and is used to

.



master file (MF), which is the basis of the file structure and which is
stored in the nonvolatile menory. The IC card also has a dedicated file
.(DF), which is alower file with respect to the M- and is 25used to group
applications or the like. The IC card further has an elenentary file (EF),
which is a lower file with respect to the M- or the MF and is used to
*111111111111111111111111111 *@Q0002* 2 hoJ d various data itens. - The
International Standards | SO | EC7816 defines a file structure for the MF, DF
and EF, or tag-length value (TLV) type data (TLV data object). The TLV data

Sobj ect has data gl § Glagkatdata bength (Length) and data character
(val ue). %ag of ‘the T)G\s atae(lr)rbj ect is a data itemthe CPU of the IC

card uses to identifyd he 358 i0hdinetHabdalia 109 adcr dengidr iofed he TLV

data object is a data 10itemthat represents the [ ength of Value of the TLV
data object. Valiue issriuke urel FoparheoMet, herTlaVdarg oy eclg-1Eigith

I nternational Standards | SO | EC7816-4, cited herein as Non-Patent Docunent
1, defines varivause (TLV) type data (TLV data object). The TLV data
5 object has data class (Tag), data length (Length) and
data character (Value). | |
Tag of the TLV data objéct is a data item the CPU
of the IC card uses to identify the class of the TLV
data object. Length of the TLV data object.is a data
10 item that represents the length of Value of the TLV
data object. Value is the main part of the TLV data
object.
The International Standards ISO/IEC7816-4, cited
herein as Non-Patent Document 1, defines various
15 commands designating processes to be performed on the
IC card. One of these commands is GET DATA command
that is used to read any desired TLV data object from
the file. |
The GET DATA command has a data item (designation
20 data) that designates a TLV data object. On receiving
the GET DATA command, the IC card retrieves from the
fiie the TLV data object that has a Tag identical to
the designation data contained in the GET DATA command.
However, the TLV data object does not have a
25 prescribed length. It inevitably takes much time to
retrieve any .data. desired. 1If the fiie contains a

plurality of TLV data objects coupled one to another,



15commands designating processes to be perfornmed on the 1C card. One of

t hese 'conmands i s GET DATA command that is used to read any desired TLV
.data object fromthe file. The GET DATA command has a data item
(designation 20data) that designates a TLV data object. On receiving the
GET DATA conmmand, the I1C card retrieves fromthe file the TLV data object
"that has a Tag identical to the designati data contained in the GET DATA
command. However, - the TLV data obj ect does not have a 25prescribed | ength.
It inevitably takes much time to retrieve any data. desired. If the file

contains a plUtgLl bpoheTLY03tacabhects 16aURl edc0nR 8 adihelys o3 -the CPU

of the I1C card col 'ates 't he desi gnati on data t ag store3 at the

head of the stgrage akedaql GebheqTag sheredaat Jhephead ofdhastorage area
is not identical to the désignation data is not 5identical, the CPU noves

the data pointer (readithg pRY LiteMed¥tt hedindanes repy eserek hrdhe
Length recorded after the Tag. The CPU then collates the designation data
with the Tag steredtatidehe ipasi ticomhto aslsiigh atthendataa apdisntrert has been
noved. The CPU repeats 10t his sequence of process until it finds Tag
identicab to thdedesicgiat itbe d&Uamoves the data pointer (reading
position) by the distance represented by-the Length
recorded after the Tag. The CPU then collates the |
designation data with the fag stored at the position to
which the data poihter has been moved. The CPU repeats
10 this sequence of procéss until it finds Tag identical
to the designation data. ,
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a diagram_explaining the processing
system of a portable electronic apparatus accordiﬁg to-
15 an embodiment{
FIG. 2 is a diagram explaining an IC card
according to the embodiment;
FIG. 3 is a diagram explaining an IC card
according to the embodiment;
20 FIG. 4 is a diagram explaining an IC card
- according to the embodiment;
FIG. 5 is a diagram explaining an IC card
according to the embodiment;
FIG. 6 is a diagram explaining an IC card
25 according to the embodiment;

FIG. 7 is a diagram explaining an IC card

according to the embodiment; and



BRI EF DESCRI PTI ON OF THE DRAWNGS FIG 1 is a diagram expl ai ning the

pr ocessi ng system of a portable el ectronic apparatus according to
. 15an enbodi nent ; FIG 2 is a diagramexplaining an | C card according
to the enbodi nent; FIG 3 is a diagramexplaining an I C card
~according to the enbodiment; 20FIG 4 is a diagram explaining an |IC card
Yaccording to the enbodi nent; FIG & is a diagramexplaining an IC
card according to the enbodi nent; FIG 6 is a diagram
expl aining an 1 C card 25according to the enbodi nent; - FIG 7 is a

di agram expl ai ni ng a# gl Cgcald agqg545ﬂge&%l%q%l%@bgggq%n%@r%pd 4

FIG 8 is a dlagranlexplalnlng an I'C card accordi'ng to the enbodi nent.
DETAI LED DESCRLRELENihg genenal emdee@rdnng to one enbodi ment, a 5portable
el ectroni c apparatus executing perform ng process based on connand i nput
~froman external apparatus, and stORIngDaDpLOrabTtgNof TLV data objects,
the apparatus conprises; a storage unit configured to store the data cl ass
and data character adh gackrillV according to one embodiment, a
5 portable electronic apparatus executing performing
process based on command input from an external
apparatus, and storing a plurality of TLV data objects,
the apparatus comprises; a storage unit configured to
store the data class ahd data character of each TLV
10 - data object, respectively in two storage areas spaced
apart from each other, and to store addresses of a
fixed length, representing the positions of the data
characters, in association with the each data classes.
A portable electronic apparatus and a method of
15 controlling a portable electronic apparatus, both
according to an embodiment, will be described in.
detail, with reference to-the accompagying.drawings.
~FIG. 1 is a block diagram explaining an IC card
processing apparatus 1 according to an embodiment,
20 "which can communicate with an IC card 2.
As shown in FIG. 1, the IC card procéssing
apparatus 1 has a main ﬁnit 11,.a display 12, a
'keyboard 13, and a card reader/writer 14.
The main unit 11 has a CPU, various memories, and
25 various interfaces. The main uhit 11 is configured to

control the other components of the IC card processing

apparatus 1.



10dat a object, respectively in tw storage areas spaced apart from each

ot her,» and to store addresses of a fixed length, representing the positions
.of the data characters, in association with the each data classes. A

portabl e .electronic apparatus and a nmethod of 15controlling a portable
~electroni c apparatus, both according to an enbodi ment, will be described in
“detail, with reference to-the acconpanying drawings. FIG 1 is a block.

di agram explaining-an |1 C card processing apparatus 1 according to an

enbodi nent, 20whi ch can conmuni cate with an I C card 2. As shown in

FIG 1, the IC cardT%ro§§% hn%,qep%gﬁt%ﬁsl has a T%d% '%Si%ﬁ.a di spl ay

nj
12, a keyboard 13, an card-reader/ wit }ath' he.naiﬁ?hnlt 11 has a CPU
vari ous memor i gfe,3Rd 230V ahlauy ol BLELLACES1 *agrb BIch Bl nl st Gant i gur ed

to control the other conponents of the IC car essing apparatus 1.
- The display 12y6an @p@@h@)édei,l eus hLY¥Res oef thaf gumakien R sisti Hes

controlled by the main unit 1 When operated by the user of the I C card
processi ng appapgttatls thetkeyhegbdakd gengeakes tepeopliran i%%i gnal s.
The card reader/witer 14 is an interface device that can perform
communi-cati on wiighattke | C card 2. The card reader/witer 14 can achieve
ei ther contact communi cation or contactless comunication, with the IC

The card reader/writer 14 is an interface device
that can perform communication with the IC card 2. The
card reader/Writer 14 can achieve either contact
communication or contactless communication, with the IC

10 card 2.

If the card reader/writer 14 is designed to
achieve contact communication, it has a connection unit
that can be electrically connected to the contact
lterminal of the IC card 2. If the card reader/writer

15 14 is designed to achieve contactless communication, it
has an antenna that can be magnetically éonnected to
the antédﬁé 6f the IC card 2. The card reader/writer
14 supplies power and a clock signal to the IC card 2,
performs reset control on the IC card 2, and transmits

20 and receives data to and from the IC card 2.

The main unit 11 inputs various commands to the IC
card 2 via the card reader/writer 14. The card
reader/writer 14 may supply a data write command to the
IC card 2. In this case, the data supplied to the IC

25 card 2 is written into the nonvolatile memory

incorporated in the IC card 2.

The main unit 11 transmits a read command to the



10card. 2. ‘If the card reader/witer 14 is designed to achi eve contact
communi cation, it has a connection unit that can be electrically connected -
.to the contact termnal of the ICcard 2. If the card reader/witer 1514 is
designed to achi eve contactl ess conmunication, it has an antenna that can
be magnetically connected to the antenna O the I1C card 2. The card
*reader/witer 14 supplies power and a Q[OQ¥ signal to the IC card 2,
perfornms reset control on the IC card 2, and transmts 20and receives data
to and fromthe 1C card 2. The main unit 11 inputs various conmands to the

|C card 2 via the rd.reader/witer 14. Th ard. r r/widfer .14 may
supply a data %?igé%goéﬁa%%%pﬁng g Fé ?gP %b If% C%%QFZ£ (%héj%%ta

0 t°he nthis case,

supplied to t h%alscfsz%gc‘art:qlez di %awrieE(e?LQeidntf%otnhech%ori\tolc,ac‘ttrjd e, ¥nain
I'C card 2. “Th

incorporated in the e main unit 11 transmts a read command to

the 6 1C cardyd;itreadieg rdatd fhemoulRe drocearsds2. @t heedgsies afhd he data

received fromthe IC card 2, the main unit 11 perforns vari ous processes.
For exanple, theimiunitniltl tlatsanss s GETGERTPABAeemmnrd tthd e | C Scard

1, in order to read the TLV data object stored in the nonvolatile menory of
the IC card 2. card 1,Fli@ o2des aoblreek dihagTam ebelaaiom jreg tars texatpliar y
configuration that the IC card 2 shown in FIG 1 may have.

the nonvolatile memory of the IC card 2.

FIG. 2 is a block diagram explaining an exemplary
configuration that the IC card 2 shown in FIG. 1 may
have.

10 As shown in FiG. 2, the IC card'Z has a card-

| shaped main bédy 21 and an IC module 22 incorporated in
the main body 21. The IC module 22 comprises.one or
more IC chips 23 and a communication unit 24. The IC
chip 23 énd the communication unit 24 are connected to

15 each other In the IC module 22. |

The IC chip 23 incorpofates a data bus 20, a
communication unit 24, é CPU 25, a ROM 26, a RAM 27,
and a nonvolatile memory 28. The data bus 20 connects
the communicatiﬁn unit 24, CPU 25, ROM 26/ RAM 27 and

20 nonvolatile memor? 28, one to another.

If supplied with power from a higher device, such
as IC card proéessing apparatué 1, the IC card 2
operates. The IC card 2 then performs either contact
communication df contactless communication with the IC

25 card processing apparatus 1.

The communication unit 24 is an interface

configured to communicate with the card reader/writer



10As shown in FIG 2, the IC card 2 has a card- shaped main body 21 and an
I'C nodul e 22 incorporated in the main body 21. The I C nodul e 22
.-conprises.one or nore | C chips 23 and a conmuni cation unit 24. The IC chip
23 and the comuni cation unit 24 are connected to 15each other In the IC
~ nmodul e 22. The IC chip 23 incorporates a data bus 20, a conmuni cation
unit 24, a CPU 25, a ROM 26, a RAM 27, and;, a nonvolatile nenory 28. The
data bus 20 connects the conmunication unit 24, CPU 25, ROM 26, RAM 27 and
20nonvol atile nmenory 28, one to another. If supplied with power froma

hi gher device, |9Ueh 2%l GCALdPLICRIVANG ARRRALIS Ly the 1C card 2

operates. The I'C car then perforns eit ontact. comruni cati on or

contact| ess communi ¢afd et e JrC BpGard AL s aPRaraittsads
The conmunication unit 24 is an interface configured to communicate with

the card readefwti t ghich ¥k yOlohhe dtC oar ¢SSy wapparatius dlf
The communi cation unit 24 nay conprise a contact unit, which may contact

t he card readerher itercalkdl @frddas sli@ocambgrraoees di,ng cappametnis Bnd o
transmt and 5receive signals to and fromthe card reader/witer 14. In
this casé, the rle€Cedared s2 dnarict itonsinals far aorithectcanghe dadegamikiter 14.The
communi cation unit 24 may further conprise an antenna, which achieves
wirel ess comuniincdtiion ofistth tthe I6c&ad d eademaridner a4 DfCAHS qtC ok

rocessin
P 9 IC card.

The coﬁmunication unit 24 may further comprise an
antenna/ which .achieves wireless communication with the
10 ' card reader/writer 14 of the IC card processing
apparatus 1. 1If this is the case, the IC card 2
functions as a'contactless—typé IC card.
To perform contact communicatibn with the IC card
processing apparatus 1, the IC card 2 receives power
15 and an operating clock signal from the IC card
processing apparatus 1 through the contact unit. The
IC card 2 is therefore activated.
To perform contactless communication with the IC
card processing apparatus 1, the IC card 2 receives an
20 electric wave.from the IC card processing apparatus 1
through an antenna. In the IC card 2, power is
generated from the electric wave. Hence, the IC card 2
is activated.
The CPU 25 functions as a control unit that
25 controls ﬁhe other components of the IC card 2. The
CPU 25 performs various processes in accordance with

the control programs and the control data that are



apparatus 1. If this is the case, the IC card 2 functions as a .

cont aectl ess-type | C card. To perform contact comrunication with the
. 1 C card processing apparatus 1, the IC card 2 receives power 15and an
operating clock signal fromthe IC card processing apparatus 1 through the
~contact unit. The IC card 2 is therefore activated. To perform
contactl ess communication with the IC Qgrquppcessing apparatus 1, the IC
card 2 receives an 20electric wave fromthe |1 C card processing apparatus 1
through an antenna. In the 1C card 2, power is generated fromthe electric

wave. Hence, the I C card is acti.vat.ed. The CP 5 functions as a control
unit that 25 cShOF6cs ltnhé%& ﬁlé’fwc?c}r?ﬁdﬁeenf%em&r% lr?leez'l C card 2. The CPU 25

- perforns various pr%eesgz%z,{ i S-LCSCOJ i d F‘Feg% rgl 5 Prog s and the

W
control data that are Sred in the nonvol at nory 28. The ROM

26 is a nonvol %g\r}:t%oqegqfdérta%_t, OGS 1C UL la R QHAMB kLOoNtT [t a and
the like. The 26 has been incorporated into the IC chip 23, with the

Scontrol programs nanrd et elc i Sl ethdd tHe MUrdHI® tdee e actdre of
the IC card 2. That is, the ROM 26 had stored the control prograns and the
control data i rRocaGGe1daiee ranish drite speaidl caitosafrddied Gwardh2indef ore
it was incorporated into the 1C card 2. 10The RAM 27 is a volatile nenory

that functions thse amanorfliatg neemdT yeheTHE RAMP 2 't erfifortarid,y dtoork¥! td4fe dat a

the CPU 25 is processing. For exanple, it stores, ,
had stored the control programs and the control data in

accordance with the specification of the IC card 2,
' before it was incorporated into the IC card 2.

.10 The RAM 27 is a volatile memory that functions as
a working memory. The RAM 27 temporarily stores the
data the CPU 25 is processing. For examplé, it stores,
for example, the data redeived from the IC card
processing apparatus 1 through the communication unit

15 24. The RAM 27 also temporarily stores the program the
CPU 25 is executing.

The nonvolatile memory 28 is, for example, an
EEPROM or a flash ROM in which data can be written or
rewritten. The nonvolatile memory 28 stores control

20 programs, applications and various data items, in
accordance with the use of the IC card 2. The CPU 25
executes the programs stored in the ROM 26, performing
various processes.

The nonvolatile memory 28 has a memory structure

25 composed of the MF, DF and EF that were generated at
the time of issuinguthe IC card 2. The DF and the EF

hold a program file or a data'file.



for exanple, the data received fromthe |IC card processing apparatus 1
through the communication unit 1524. The RAM 27 al so tenporarily stores the
.programthe CPU 25 is executing. The nonvol atile nmenory 28 is, for
exanple, an EEPROM or a flash ROMin which data can be witten or

rewitten. The nonvolatile nenory 28 stores control 20prograns,
*fapplications and various data itens, in acgordance with the use of the IC
card 2. The CPU 25 executes the prograns stored in the ROM 26, perform ng
vari ous processes. The nonvol atile nenory 28 has a nenory structure

25conposed of the Mg, B @nd %Ftotr%@t pere, Oensrahed dale g ddymeof issuing
the 1C card 2. The DF and the EF hold a programfile or a data file. 9

Each file storgdovh therenvol atisl @ TRy s28 ra3R0Wrdah 28l:Gand Ras a first
storage area 28a and a second storage area 28b. Each file further holds

attribute dat asthahdr epresent $ rklhe 28br.ucEuce afi ltthe hdatea helldis n the file.
The first storage area 28a holds the address (e.g., pointer) of the storage
area in which attleasteTalgtandh¥al vepak stehe sTitVied sttar voltjuest odr st ored. The
second storage area 28b holds the data (i.e., data 10val ue) of Value of the
TLV dat aSobj ecfata heldrig tB& §igdedi agram expl aining the process the 1C

card 2 of FIG 2 perforns, and show ng the information stored in the
nonvol atile menory Jge first storage area 28a holds the address

(e.g., pointer) of the storage area in which at least
Tag and Value of the TLV data object are stored. The
second storage area 28b holds the data (i;e., data
10 value) of Value of the TLV.data object; |
FIG. 3 is a diagram explaining the process the IC
card 2 of FIG. 2 performs, and showing the information
stored in the nonvolatile-memory 28.
If the IC card 2 receiveé a command for writing
15 the TLV data object, the CPU 25 of the IC card 2 writes
the data value of Value in the second storage area 28b
of the file.
The CPU 25 also writes Tag and Length in the first
storage area 28a. Further, the CPU 25 writes the
20 address (pointer) for specifying £he position where the
data value of Value has been written, at the back of
Length written in the first storage area 28a.
The CPU 25 writes;.as address, the head address of
the data value of Value written in the second storage
25 | area 28b.
The CPU 25 may be configured to write, as address,

the offset value between the position at which to write



If the 1C card 2 receives a conmand for witing 15the TLV data object, the
CPU 25 of the ICcard 2 wites the data value of Value in the second _
. storage area 28b of the file. The CPU 25 also wites Tag and Length in the
first storage area 28a. Further, the CPU 25 wites.the 20address (pointer)
~for specifying the position where the data value of Value has been witten,

at the back of Length witten in the fi_rsrlostgrage area 28a. The
CPU 25 writes; ‘as address, the head address of the data val ue of Val ue
witten in the second storage 25area 28b. The CPU 25 may be

i ch o wri e tre SESee SAaIr e PaR TG FUetIon ot AR (RS Wara val

which to wite i"on at whi al ue

of Vaue has been W hLICRIA LG .S8600d Sk 208 AP Rl Adinatdo el v,

the CPU 25 may bé contfigured to wite, as address, the offset val ue between

the head of thg;5kike ang the (pRSichion salnwhieh dhe 1data v aldie oft /al ue has
been witten in the second storage area 28b. sune that Tag, Length

and the addressgs( pRidHeafs), have JFreser ivhadid engilen eaeh miefd ned wse a nunber

of bytes), respectively. Then, the CPU 25 stores Tag, 10 Length and

poi nter, seach deflienechdoytha muwstdern cof alytwes chashat tdatbutve ldat afl tenisje i n t he

file that is stored in the nonvol atile nenory 28. On receiving a GET

data command f hem teen @rdditerpriocéssi rgcapparatlusdl A CRAY».25 of the IC

card, in Assume that Tag, Length and the address (poinfer)

have prescribed lengths (each defined as a number of

bytes), respectivel?. Then, the CPU 25 stores Tag,

10 Length and pointer, each defined by a number of bytes,
as attribute data items,'in the file that 1s stored in
the nonvolatile memory 28. .

On receiving a GET aata command from the IC card

processing apparatus 1, the CPU 25 of the IC card, in
’15 which the nonvolatile memory 28 now stores the

information shown in FIG. 3, retrieves the TLV data

object designated by the GET DATA command. The GET

DATA command may designates “A5.” In this case, the

CPU 25 retiieves Tag identical to “A5” from the first
20 storage area 28a.

In response to the GET DATA command, the CPU 25
réads data of a prescribed length, from the.head of the
file. That is, the CPU 25 reads Tag 1 having the
prescribed length and stored in the file, from the head

25 thereof.
The CPU 25 collates the value of Tag-1l With the

value of designation data. As shown in FIG. 3,_Tag 1



15whi ch the nonvol atile nmenory 28 now stores the information shown in FIG
3; retrieves the TLV data object designated by the GET DATA conmand. The
.GET DATA command nmay designates "A5." In this case, the CPU 25 retrieves
Tag identical to "A5" fromthe first 20storage area 28a. I n response
to the CGET DATA command, the CPU 25 reads data of a prescribed length, from
“the head of the file. That is, the CPU_251ﬁeaQS Tag 1 having the prescribed
|l ength and stored'in the file, fromthe héad 25t hereof. The CPU 25
collates the value of Tag 1 with the value of designation data. As shown in

FIG 3, Tag 1 ,has val ue af .'.88.. ereas .the desi t.ion ta val ue of
555 el A ereta}1satui éld ev%‘%e%aco oc%ll'aagzﬂla J}hage

"A5." The CPU herefore detérm nes rs from

that of the designation.data. I Mo 0856 d iR 2 dmyesd hadiat o

pointer 5(i.e., reading position) by the distance equivalent to a specific

nunber of byt es, My8 o &3 gely .1 the (R 25 Jipuesd her ROt s fpravardgls, by
Length 1 contained in the attribute data and the nunber of bytes for the

poi nter. Thus, d=he .CPURSHGan easl,| rspedid v 3 heovkdpasid it amesientkag 2 is
stored next to Tag 1. The CPU 25 reads data of a prescribed |ength
from t he5posi ti(dn et.he rebatdd ngoipetsart ispecidy eshe Thattdrsse tdmiCRU 25 rteads Tag
2 stored and extending fromthe data pointer for a prescribed distance. The
CPU 25 col | at es Bheed Mgl pembferTag Ditas r éke winat sl Wal e $fPH hed
~désignation data. As shown in FIG 3, the value of Tag 2 is "50," and that
of the desi gnaficoiesddtn® Pe A Iqenee A% hd PG BE et ¢i9f e ehakn Tag 2
differs fromthe desi 3&%{on data in ternms of -val In this case, 20the

"CPU 25 nove t héhacd & Geradittl Positihpr f%’fi)&?a}ﬁfs% L%€Hgth 2 and

the number of %gf% JEV Hﬁgmgo%ﬂk?%PU 25 can easily specify the

10 position where Tag 2 is stored next to Tag 1.
The CPU 25 reads data of a prescribed léngth from
the position the data pointer specifies. That is, the
CPU 25 reads Tag 2 stored and extending from the data
pointer for a prescribed distance. The CPU 25 collates
15 the value of Tag 2 thus read) with the value of the
designation data. As shown in FIG. 3, the value of Tag
2 is “50,” and that of the designation data is “AS5.”
Hence, the CPU 25 determines that Tag 2 differs from
the designation data in terms cf value. 1In this case,
20 the CPU 25 move the data'pointer (reading position)
.forwards, by Length 2 and the number of bytes for the
pointer.
The CPU 25 reads the data of the prescribed lengﬁh
from the position the data pointer represents. To be
25 -more specific, the CPU 25 reads Tag 3 stored and
extending from the data pointer for a prescribed

distance. The CPU 25 collates the value of Tag 3 thus



The CPU 25 reads the data of the prescribed |length fromthe position the
data pointer represents. To be 25 nore specific, the CPU 25 reads Tag 3
.stored and extending fromthe data pointer for a prescribed distance. The
CPU 25 collates the value of Tag 3 thus - 12 - read, with the value of the
_designation data. As shown in FIG 3, the value of Tag 3 is "A3," and that
“of the designation data is "A5." Hence, the CPU 25 determines that Tag 3 is
identical to the designation data in 5terns of value. - In this case,
the CPU 25 reads the value of Length 3 stored at the back of Tag 3. The CPU

26 al so reads theqvalyeof poiatiel. 3SLOLd Jhe ackigh Lengl hudud n

accordance with thé value of the pointer 3, the CPU 25 noves the data

poi nter. The CRY 2§qr.eads tdat a0Vl ue ?f)agcqmgseckaof" tahﬁi tHaeyr afhdyt es,
whi ch Length 3 repr esent s. The CPU 25 generates response data from

the val ue of Valeuge ghlaws oheadtaThe CRY .25 therrd,r amsnidsy tdte ddreaspiorse data
to the card reader/witer 14 through the communication unit 24. FIG -
4 is a flowharthaexFlegi 3i ig howrtthedll ¥ ddathe algjsecinatsioreathtian itrthe | C card
2 of FIG 2. On receiving a GET DATA command from an external 20appar at us,
the CPU 25 of ttlegmsCodavgl®er-eads Tag stored and extending for a prescribed

di stance fromthe head of the file (Stq/pé)H S11). The CPU 25 coIIates

the val ue of Tag, tHus thdad cafah Wife e d?eacqfﬁa td“éesﬂgarﬂé%q &eﬁ%g

contained in t_he 5%50%-5 B’%T'%h%omﬁ‘(d o(fSt ep %12) T

CE’U 2%6 a(iF;o Teads
the value of pointer 3 stored at the back of Length 3.
.In accordance with thelvalue of the pointer 3, the CPU
10 25 moves the data pointer. The CPU 25 reads data
kValue 3) composed of that number of bytes, which
Length 3 represents.
The CPU 25 generates response data from the value
of Value thus read. The CPU 25 then transmits the
15 response data to the card reader/writer 14 through the
communication unit 24.
FIG. 4 is a flowchart explaining how the TLV data
object is read in the IC card 2 of FIG. 2. |
On receiving a GET DATA command from an external
20 | apparatus, the CPU 25 of the IC card 2 reads Tag stored
and extending for a prescribed distance from the head
of the file (Step S11).
The CPU 25 collates the value of Tag, thus read,
_with the value of the designation data contained in the
25 | GET DATA.command (Step S$12). Then, the CPU 25

determines whether the value of Tag is equal to the

value of the designation data (Step S13).



determ nes whet her the value of Tag is equal to the value of the

desi gnation data (Step S13). - 13 - If the value of Tag differs from
. that of the designation data (NOin Step S13), the CPU 25 noves the reading
position forward, by a distance equivalent to a prescribed nunber of bytes
(Step S14). The CPU 25 then 5return to Step SII. Note that the CPU 25 noves
“the data pointer by the distance equivalepy to the sumof the bytes
defining Length contained in file attribute data and the bytes defining the
poi nter. The CPU 25 repeats the sequence of Steps SI|I to S14 until Tag

10i dentical to the q%sit%%aQaQ%ed%t@ f(??[ ?%E%%Vﬁe%rﬁmeﬁhéi‘fg;?é Jal ue of Tag

is equal to that of the designhation n the CPU 25

reads Length siQred immedi aely oi%t §h FRgd Sten Skple By themoddie (R 25
reads the pointer stored 151 nmedi ately after Length (Step S16). The

CPU 25 npves theadaha peisitalbn Foaceeidanse amdihk theev aldig vofl drite qoiant er .
Then, the CPU 25 reads Value fromthe position the data pointer specifies
(Step S17). Thatreisgrithe CROL23 odads tee ((atep dafdi)ned T2@bY RUIhe Dytresy t he
number of which is equivalent to Length read, fromthe position.the data
poi nter $pecifiresurn to SEee CGRU .25 Ngémertdteds thes fdhs & datw o dma he val ue
of Value thus read. The CPU 25 then transmts the 25response data to the
card reader/w idgée Poiftnegudty tthe cdmhamicCatssn vigdiant24q Sthep II8)CL I n t he
|C card 2 accordin% to this enbodinent, the . o , :
the bytes defining Length contained.in file attribute
" data and the bytes defining the pointer. The CPU 25
‘repeats the sequence of Steps S11 to S14 until Tag
10 identical to the designation data is retrieved.
If the value of Tag is equal to that of the
designation data (YES in Step S13), the CPU 25 reads
Length stored immediétely after Tag (Step S15).
Further, the CPU 25 reads the pointér stored
15 immediately after Length (Step S16).
The CPU 25 moves the data pointer in accordance
with the value of the pointer. Then, the CPU 25 reads
Value from the position the data pointef specifies
(Step S17). That is, the CPU 25 reads the data defined
20 by the bytes, the number of which is equivalent to
Length read, from the position -the data pointer
specifies.
The CPU 25 generates response data from the value
of Value thus read. The CPU 25 then transmits the
25 response data to the card reader/writer 14 through the

communication unit 24 (Step S18).

In the IC card 2 according to this embodiment, the



- 14 - CPU 25 stores, in the first storage area 28a, the address
representing the position where Tag, Length and Val ue are stored. The CPU
.25 further stores the data representing Value in the second storage area
28b. 5Hence, Tag, Length, and the address, all stored in the first storage
area 28a, ‘can have prescribed | engths, respectively. Therefore, the CPU 25
‘can automatically determ ne the position af which Tag is stored in the
first 10storage area 28a. Mre precisely, the CPU 25 can specify the
position where Tag is stored, w thout reading the value of Length, in order

to retrieve Ta@pb”z%c%%%Q%@ceiWiEﬂetﬁﬁxgﬁt%f% gggng%gdz%%§in§§es. The CPU

25 can therefore shortenthé tine required retrieving the TLV data

objects. As a Lesills 3portable ol erl o appALAkls 30 Mol £y

controlling the portable electroni"c apparatus can be provid I n which

processes can heiekf izgleenrtiloycper f ehred pun Jesperse t ¢ teammnds 2\al ue nmay
contain a plurality of TLV data objects. If this is the case, the

nonvol ati | e nemepye2@ndtidevasueh innforeraidcomas tshewr iatrdd Gsih.
FIG 5-is a diagram explaining another process perforned in the IC card 2
of FIG 2. 25THenkc€,cded,2 Leaytheceinve thec awvines sf, o r isttiongda ITL\Lhdat a
obj ect (higher TLV object) having Value that contains a plurality of TLV
data objects (Edw@ﬁ Fltywrage area 28a, can have prescribed lengths,
' respectively.
Therefore, the CPU 25 can automatically determine
the position at which Tag is stored in the first
10 storage area 28a. More precisely, the CPU 25 can
specify the position where Tag is stored, without
reading the value of Length, in order to retrieve Tag
in accordance with the data the command désignates.
The CPU 25 can therefére shorten the time required
15 for retrieving the TLV data objects. As a result, a
portable'electronic apparatus and a method of
controlling the portable eiectronic apparatus can be
provided,-in which processes can be efficiently
performed in response to commands.
20 Valﬁe may contain a plurality.of TLV data objects.
If this is the case, the nonvolatile memory 28 stores
such information as shown in FIG. 5.
FIG. 5 is a diagram explaining another process
performed in the IC card 2 of FIG. 2.
25 The IC card 2 may receive a command for writing é

TLV data object (higher TLV object) having Value that

contains a plurality of TLV data objects (lowér TLV



- 15 - data objects). In this case, the CPU 25 of the IC card 2 wites such

data as shown in FIG 5. More precisely, the CPU 25 wites the data
.values of Value of the lower TLV data objects in the second 5storage area

28b. The CPU 25 further wites Tag and Length of the higher TLV data
object in the first storage area 28a. Mor eover, the CPU 25 repl aces

“Value of the lower TLV data object with th address specifying the 10
position at which the data value of Value has been witten. The CPU 25 t hen
wites the |ower TLV data object, Value of which has been so replaced, at

the position o valugof Lhe higher TV data qbi egt, Assume halc Taga

Length and address of “the TLV f data object stored in the first storage

area 28a have hi xedkengths, joespect isvehy. iFhergunier of bytes constituting
Tag, the nunber of bytes constituting Length, and the nunber of bytes

constituting the poiMater A isaned,tas catt riula e ashd ridte fdleehel d
20in the nonvolatile nenory 28. The data showi ng that Value of the higher-

TLV dat a obj ecofhasllewerr Th¥ datva rohjlecids tias cdlisetst dredheaseatdrd but e
data, in the nonvolatile nenory 28. To select a file, the CPU 25 confirns
t he 25at bri but stdakgehelr¢ai A8bhe file. The CPU 25 can therefore recognize

that Val ue of the higher TLV data object has | ower TLV data objects.
The CPU 25 further writes Tag and Length of the

"higher TLV data object'in the first storage area 28a.
Moreover, the CPU 25 replaées Value of the lower
TLV data object with the address specifying the
10 position at which the data value of Value has been
written. The CPU 25 then writes the lower TLV data
object, Value of which has been so replaced, at the
position of Value of the higher TLV data object.
Assume that Tag, Length and address of the TLV
15 data object stored in the first storage area 28a have
fixed lengths, respectively. The number of bytes
constituting Tag, the number of bytes constituting
Length, and the number of bytes constituting the
pointer are stored, as attribute déta, in the file heid
20 in the nonvolatile memory 28. The daté showing that
Value of the higher TLV data object has lower TLV data
objects is also stored, as attribute data, in the
nonvolatile memory 28.
To select a file, the CPU 25 confirms the
25 attribute data held in the file. The CPU 25 can
thereforé recognize that Value of the higher TLV data

object has lower TLV data objects.



- 16 - Further, the CPU 25 exam nes the attribute, data, determ ning
the I engths of Tag, Length and address. That is, the CPU 25 confirns the
.data length of each |ower TLV data object. When the CPU 25 confirns Length
50f the higher TLV data object, it can recogni ze how many | ower TLV objects
are contained in the higher TLV data object. | The CPU 25 of the IC
“card 2 in which the nonvol atile nenDry_281%toLes the data shown in FIG 5
10may receive, fromthe IC card processing apparatus 1, a CGET -DATA comand
designating "A5." In this case, the CPU 25 retrieves TLV data object whose

Tag value is " ThatEh%th%Qe %ﬁ% %émf%?g%gl%%d%{:ﬁﬂgfggiqyﬁgkéﬁ%%igpe file.

Then, the CPU 25 col l'at'es t'he value o g e val'ue o

desi gnat i on daggteéﬁi%@ggg tip%SE'lleﬁ_?t%’s a0 Tlaghaie\ég'ﬁ%g éhéo’a"doa.z%%si he

desi gnati on data has va herefore, the 5

val ue of Tag 1lthgtnet, equal ctpy bhatoff itthe 20designaticonytdatd each  The
CPU 25 therefore noves the data pointer to the next tag, i.e., Tag 2. That

is, the CPU 251daes not cead lkengith .1, wornt hevdbasits 2f ddne ilrengtiferafcHengt h
previ ously recogni zed. 25The CPU 25 then reads Tag 2. The CPU 25 coll ates
t he val ué of Tad 2hei highke TalVueladgfa toivg edesi griatdaon matcgniAse sttown in FI G
5, Tag 2 has value "88," and
many lower TLV objects are contained in the higher TLV
data object.
The CPU 25 of the IC card 2 in which the
nonvolatile memory 28 stores the data shown in FIG. 5
10 may receive, from the IC card processing apparatus 1, a
GET DATA command designating “A5.” In this case, the
CPU 25 retrieves TLV data object whose Tag value 1is
“A5.”
That is, tﬁe CPU 25 reads Tag 1 from the head of
15 the fiie. Then, the CPU 25 collates the value of Tag 1
_with the value of the designation data. As shown in
FIG. 5, Tag 1 has wvalue “70,” and the designation data
has value “A5.” Therefore, the CPU 25 determines that
the value of Tag 1 is not equal to that of the
20 designation data.
The CPU 25 therefore moves the data pointer to the
next tag, i.e., Tag 2. That is, the CPU 25 does not
read Length 1, on the basis of the length of Length
previously recognized. |
25 The CPU 25 then réads Tag 2. The CPU 25 collates

the value of Tag 2 with the value of the designatioh

data. As shown in FIG. 5, Tag 2 has value “88,” and

eternines that the



- 17 - the designation data has value "A5." The CPU 5 therefore determ nes
that the value of Tag 2 is not equal to that of the designation data. In
.this case, the CPU 25 noves the data pointer to 5the next tag, i.e., Tag 3.
That is, the CPU 25 does not read Length 1 or Length 2, on the basis of the
| ength of Length or pointer 2, both previously recognized. Next, the CPU 25
“reads Tag 3. The CPU 25 col | ates 10the_vahge of Tag 3 with the value of the
designation data. As shown in FIG 5, Tag has value "50," and the
designation data has value "A5." The CPU 5 therefore determ nes that the
val ue of Tag BtES nat e%u%l to thath%f %h% %pshgpaflqﬁl $; 15The CPU 25

t heref ore noves theeéa 0|nter to the ﬁ%x ta That 'is, the

CPU 25 does no Il'lreef‘@qolr%ngiterﬁe% ne@o'twabo t%’e %lturée o%a%'a% Qf tgﬁ'er‘létength of

Length and the [ength of the a dres th previously recognized

20Further, the.GRY12% 4 eads Tad the HRQi1GRH A CAdates Tag 4 mnth t he val ue
of the deS|gnat|on data. As shown in FI 5, Tag 5 has value "A5," and the

desi gnation data hasnalhie "Axe, e CRU 23 heneformmdetaranipeintdmattd he
value of Tag 3 is equal to that ‘of 25t he desi gnati on dat a. In this
case, thé CPU 2ber eads th@'valae,oﬁage@gthﬁmaﬂ(yaxiwwaKhﬁlﬁﬁtkk$ag 4. The
CPU 25 al so reads the - 18 :
not read Length 1 or Length 2, on the basis of the
length of Length or pointer 2, both .previously
recognized.
Next, the CPU 25 reads Tag 3. The CPU 25 collates
10 the value of Tag 3 with the value of the designation
data. As shown in FIG. 5, Tag 3 has wvalue “50,” and
the designation data has value “A5.” The CPU 5
therefore determines that the value of Tag 3 is not
equal to that of the designation data.
15~ The CPU 25 therefore moves the data pointer to the
next tag, i.e., Tag 4. That_is, the CPU 25 does not
read Length 3 or pointer 3, on the basis of the length
of Length and the length of the address, both
previously recognized.
20 Further, the CPU 25 reads Tag 4. The CPU 25
collates Tag 4 with the value of the designation data.
As shown in FIG. 5, Tag 5 has value “A5,” and the
designation data has value “A5.” The CPU 5 therefore
determines that the value of Tag 3 is equal to that of
25 the designation data.

In this case, the CPU 25 reads the value of Length

4 stored at the back Tag 4. The CPU 25 also reads the



val ue of pointer 4 stored at the back of Length 4. The CPU 25 noves the
data pointer on the basis of the value of pointer 4. Then, the CPU 25 reads
. data (Value 4) defined by the nunber of bytes, indicated by Length 4, 5from
the position the data pointer indicates. The CPU 25 generates
response data fromthe value of Value thus read. The CPU 25 transmts the
“response data to the card reader/witer 14,through the conmmunication unit
24. 10As stated above, this enbodi nent can be practiced even if Value O
the higher TLV data object contains a plurality of |lower TLV objects. In

addi tion, the GRU.25 can shorien Lhe Liyme . equl ked,f of nelygiaving Th. data

obj ect s. resu a-portable electronic pparatus and a net hod of

~control I ng th%peorg;ga%%eél Yy 919 ng@&%@@%ncweb%a@r 1QVigted.nd QlaWeCh
processes can be efficiently per d in response to commands. The TLV

data objects sberedinfelhe. fl reerBy tdicf et 26 by data |@agtie af) Lengt h.
In this case, the nonvol atile menory 28 stores such data as shown in FIG

6. FIG 6 is addifageanpgxphai Aungest lfl pafteishen npriecess per flemmrd i4n the |1C
card 2 of FIG 2. If the 25TLV data objects to be witten in the file
differ ih the IFengt hef pbengtibn the CRUa2Ppodhtielre inCicateés2 writes such
data as 'shown in FIG ‘6. - 19 -

The CPU 25 generates response data from the value
of Value thus read. ThelCPU 25 transmits the response
data.to the card reader/writer 14 through the
communication unit 24.

10 As stated above, this embodiment cén be practiced
even if Value of the higher TLV data object cohtains a
plurality of lower TLV objects. 1In addition, the CPU
25 can shorten the time_required for retrieving TLV
data objects. As a result, a portable electronic

15 apparatus and a method of controlling the'portable
electronic apparatus can be provided, in which
processes can be efficiently performed in response to
commands.

The TLV data objects stored in the filé may differ

20 in the data length of Length. In this case,“£he
nonvolatile memory 28 stores such data aé shown in
FIG. 6.

FIG. 6 is a diagram explaining still another
process performea in the IC card 2 of FIG. 2. 1If the

25 TLV data objects to be written in the file differ in

the length of Length, the CPU 25 of the IC card 2

writes such data as shown in FIG. 6.



If the 1C card 2 receives a conmand for witing a TLV data object, the CPU
25 wistes Length and Value of the TLV data object in the second storage
;area 28b. In this case, Value is witten imedi ately after Length.

S5Further, the CPU 25 wites Tag of the TLV data object in the first storage
area 28a. Moreover,. the CPU 25 wites address for specifying the position
‘where Length and Val ue of the TLV data_objgct_have been witten, in first
storage area 28a and i medi ately 10after Tag. Assune that Tag and

| engt h of address of the TLV data object stored in the first storage area

28a have fixed |engths, respectively. o qvg%nge%dm&;mquHpggaiﬂﬂ&hﬁg Tag
ed,

and the nunber of bytes constituting 15the pointer are stor as attribute

data, in the firhe hgkd bLpsthe nenvolali be nEARLY 28nJkwr bher vatihe data
showi ng that the flle”hola a fLV data object having an unfixed length is

al so stored, ‘ashat trrivbubeadabgecin ihhe nroRRIcak Ise orerer 1 r28. 226To Sel ect a
file, the CPU 25 confirnms the attribute data held in the file. The CPU 25
can therefore radegneze,t Waflukhe sf ivlre thelndd maneBli¥ tadtya aditjeec tLemawiing an
unfixed | ength. Further, the CPU 25 exanmines the attribute data,
determi nbng the | enduirshefr, 25Teg Cavd 2addrddss Tag ofTHdeCRIW25ladfa t he |1 C
card 2 in which the nonvolatile nmenory 28 stores the data showmn in FIG 6 -
20 - may recei 98] eFtodnt hee| Eiggtd SprEEESsiaiGaapSarat Y9 TEOVE TGET NBATA
comand designating "A5." In this ca%e, the CPU .25 retrieves .TLV data
obj ect whose TagYvaPulfis&esa8arsdie LEPUSPS FrdadLoT %elpFFGﬁﬁPﬁew 4F of
the file. Then, the CPU 2? ol lates th | ue of . Tag .1 . w. th the val ue of
-the_desfgnatio%68§$§.aﬂg ﬁg%ﬁ P %pé_%é&afggaloﬁg§9§apﬁge.§§fn and the
nghgnatlon dak?i%@%nYaEHefiéét S{Qﬁ%%go%%eat@%acggd?Qﬂgﬁkﬁ%ﬁ%Q§s that the
10 after Tag.
Assume that Tag and length of address of the TLV
data object stored in the first storage area 28a have
fixed lengths, respectively. The number of bytes
constituting Tag and the number of bytes constituting
15 the pdiﬁter are stored, as attribute data, in the file
held in the nonvolatile memory 28.. Further, the data
showing that the file hold a TLV data object having an
unfixed length is also stored, as attribute data, in
the nonvolatile memory.28.
20 _ To select a file, the CPU 25 confirms the
attribute data.held in the file. The CPU 25 can
therefore recognize that the file holds a TLV data
object having an unfixed length. Further, the CPU 25
examines the attribute data, determining the lengths of
25 Tag and address.
The CPU 25 of the IC card 2 in which the

nonvolatile memory 28 stores the data shown in FIG. 6



10of Tag 1 is not equal to that of the designation data. The CPU 25
therefore noves the data pointer to the next tag, i.e., Tag 2. That is, the
. CPU 25 does not read Length 1, On the basis of the length of Length

previ ously recogni zed. 15The CPU 25 then reads Tag 2. The CPU 25 coll ates
the value of Tag 2 with the value of the designation data. As shown in FIG
6, Tag 2 has value "50," and the designat&gn data has value "A5." The CPU 5
therefore determ nes that the value of Tag 2 is not 20equal to that of the
desi gnati on dat a. In this case, the CPU 25 noves the data pointer to
the next tag, |.e. . i t-he .nat _r inter 2
stored innedia?ggyrggggF%Tagqg% gﬁet%g Eggﬁs%%P%gﬁélﬁgngpﬁggﬁQtEélédgress,
whi ch_has _been;gepayhousinnareCoanizhd ing “ashoxt ool e CPULZ0 reads Tag 3.
The CPU 25 collates the value of Tag 3 wth the value of the designation -
21 - data. As shownsi RekhGevls TaF 3ahas ovalue Wiose anrg ke udesisgnation
data has value "AS." The CPU 5 therefore determnes that the value of Tag 3
is equal to thansof” the designation data. 5In this case, the CPU 25 reads
the value of pointer 3 stored at the back Tag 3. The CPU 25 noves the data
poi nter 6n the basi §hef OHve Abalngadsf Tpai it rc® thHeemeache ICRU LY Irleads dat a
(Val ue 3) defined by the nunber of bytes, indicated by Length 3, fromthe
10posi tion t heTdana poentél i2hdiceatleses the vpdaecpd Tmggdneiidtesheesponse
data fromthe value of Value thus read. The CPU 25 transmts the response
data to the caVdlreadér e cesignafirsugitthe &miiatifon Lni t°/24395As
descri bed abov?,hgge CPU 258%fﬁthe | C. card

value and the des%gnation'data has value
“A5.” Therefore, the CPU 25 determines that the value
10 of Tag 1 is not equal to that of the designation data.

The CPU 25 therefore moves the data pointer to the
next tag, i.e., Tag 2. That is, the CPU 25 does not
read Length 1, on the basis of the length of Length
previously recognized.

15 The CPU 25 then reads Tag 2. The CPU 25 collates‘
the value of Tag 2 with the value of the designation
data. "As shown in FIG. 6? Tag 2 haé Value_“SO,” and
the designation data has value “A5.” The CPU 5
therefore determines that the value of Tag 2 is not

20 equal to that of the designation data.

In this case, the CPU 25 moves the data pointer to
the next tag, i.e., Tag 3. That is, the CPU 25 does
not read pointer 2 stored immediately after Tag 2, on
the basis of the length of the address, which has been

25 previously recognized.

Next, the CPU 25 reads Tag 3. The CPU 25 collates

the value of Tag 3 with the value of the designation



according to this enbodi nent stores Tag and the address in the first
storage area 28a, and stores Length and Value in the second storage area
.28b. Tag and the address, both stored in the first storage area 28a, can
20t heref ore have prescribed | engths, respectively. The CPU 25 can therefore
automatically determ ne the position at which Tag is stored in zhe first
"storage area 28a. That is, the CPU 25 canjeasily specify the position where
Tag is stored, in order to 25retrieve Tag in accordance with the data the
command desi gnates. Therefore, the CPU 25 can shorten the time - 22 -

required for ratiieving ThY.faka aakecks. oy 3 hesubba e par ablad

el ectroni c apparatus and a od of controlling the portable electronic

apparatus can bg.pyewided: iR WaikehhRL0GRI3RS vaan be Teff icpivent |y Sper f or med
in response to comuands. Tag of any TLV data object stored in the

file may not haverarbirkedeltenrgtihes! Rnbhti $hease,l uehe fnaavolzatiid equetory 28
stores such data as shown in FIG 7. FIG 7 is a diagram expl ai ni ng anot her
process 10per f @pnedhaitn ctthe hleCdeardn2 tafonFldat a2. | f the TLV data
objects to be witten in the file differ in the |length of Tag, the CPU 25
of the 1€ card 2 wilreshsisclvadata tie SHOWY S reRIE ’gﬂ.e Ifaliufe 41C card 2

receives a command for witing a-15TLV data object, the CPU 25 wites
Lengt h and Val peipfter 3 stored at the back Tag 3. The CPU 25 moves

the data pointer on the basis of the value of pointer
3. Then, the CPU 25 reads data (Value 3) defined by
the number of bytes, indicated by Length 3, from the

10 position the data pointer indicates.

The CPU 25 generates response data from the value
of Value thus read. The CPU 25 transmits the response
data to the card reader/writer 14 through the
communication unit 24.

15 As describéd above, the CPU 25 of the IC card 2
accoﬁding to this embodiment stores Tag and the address
in the first storage area 28a, and stores Lendth and
Value in'thé second storage area 28b. Tag and the
address, both stored in the first storage area 283, can

20 therefore have prescribed lengths, respectively.

The CPU 25 éan therefore automatically determine
the position at which Tag is stored in the first
storage area 28a. That is, the CPU 25 can easily
specify the position where Tag is stored, in order to

25 retrieve Tag in accordance with the data the command
designates.

Therefore, the CPU 25 can shorten the time



the TLV data object in the second storage area 28b. In this case, the CPU
25 wi-tes Value imedi ately after Value. Further, the CPU 25 wites Tag of
.the TLV data 20object in the first storage area 28a. Mreover, the CPU 25
wites address for specifying the position where Length and Val ue of the
TLV data object have been witten, in.first storage area 28a and
“imrediately after Tag. 25In this case, _.the,CPU 25 adjusts the |length of Tag
to be witten in the first storage area 28a, to the length of the |ongest
-Tag. Assunme that three TLV data - 23 - objects have Tag "9F 38," Tag "9F

27" and Tag "AS. fi6SREGLLVElY i AS SNAW IdLEl Gpiberthenad he QRU1S. sets

the length of Tag to two bytes, in order to wite these TLV data objects in

first storage area 28a1e 21ReRrdNe GR35 RY OIS ddMtide g ocess,
witing Tag "A5" "of 'the TLV data object having a 2-byte Tag |length, as "A5

(NULL) . " That ic®ntirha 1GRd 25 ipost: aadds <A ol tarda idNdidpa tax ukag-sshdrd er t han .
a prescribed length, and then wites the tag. The CPU 25 thus adjusts the
10l engt h of Tag row ilbedyr iitnt emiich tthe ddgssts steor dge edfrfdaiz8a; 1t 0 t he
prescribed | ength. _ It is here assuned that the address stored in the
first storage @meed 28&hds tiesnenescihe®rmangtsh. The CPU 25 stores the

| engt hs of Tag and pointer, as 15attribute data, in the file held in the
nonvol atil e Tag of any TLV data object stored in the file may

not have a fixed length. 1In this case, the nonvolatile
memory 28 stores. such data as shown in FIG. 7.
FIG. 7 1s a diégram explaining another process
10 performed in the IC card 2 of FIG. 2.
| "If the TLV data objects to be written in the file
differ in the length of Tag, the CPU 25 of the IC card
2 writes éuchvdafa as shown in FIG. 7.
If the IC card 2 recéives a command for writing a
15 TLV data object, the CPU 25 writes Length and Value of
ﬁhe TLV data object in the second storage area 28b. In
this case, the CPU 25 writes Value immediately after
Value.
Further, the CPU 25 writes Tag of the TLV data
20 object in the first storage area 28a. Moreover, the
CPU 25 writes address for specifying the position where
Length and Value of the TLV data object have been
written, in'first storage area 28a and immediately-
after Tag. |
25 In this case, the CPU 25 adjusts the length of Tag
| to be written in the first storage area 28a, to the

length of the longest Tag. Assume that three TLV data



menory 28. To select a file, the CPU 25 confirns the attribute data held in
‘the fiile. The CPU 25 can therefore recognize the |lengths of Tag and
.address, 20both held in the file. The CPU 25 of the ICcard 2 in

whi ch the nonvolatile nenory 28 stores the data shown in FIG 7 may
‘receive, fromthe IC card processing apparatus 1, a GET DATA command
‘designating "A5." In this case, the 25CPU,25 retrleves TLV data obj ect
.whose Tag value is "A5." - 24 - Then, the CPU 25 collates the value of Tag-
1 with the value of the designation data. As shown in FIG. 7, Tag 1 has

val ue "9F 38, " %gg Ehehgg%uggétm%$éq%ta q%ﬁbm@%u%7%A% Eg%raf e, the CPU

25 det er mines t e va g1is t "équal to that" of the

desi gnati on dagg ec%lv Eg, QRU25 hherefrale movesHhe data diei nter to the
next tag, i.e %g i's, the CPU 25 does not read pointer 1 eX|st|ng

i mredi atel y af fs%rtsT@gel,lea@thh% thasigs tof thhae Hyargt h iof dre raddr essite
recogni zed. 10The CPU 25 then reads Tag 2. The CPU 25 col |l ates the val ue of

Tag 2 with thetvwakeeTrol/ theadesiignats dm datrat As cafaawn ameaFl2Ba.7, Tag 2 has
value "9F 27," and the designation data has value "A5." The CPU 5 therefore
determinés that theTanue tofe Tay 25 pawftorhBegualr itte thecefs + heriting
desi gnati on dat a. In this case, the CPU 25 noves the data pointer to
" the next tag, iTag. ) AP4gos. t’ﬂl@atTlle daftige AbPE oI5 Neded hat A &adpdiatt er 2

stored i mediately after Ta % on the basi s .of the Ien th of the a (gress
whi ch has beenl20pévi 6dsI'y r d&®dti)zéd. That is, the CPU 25 Tirst a

a blank (NULL) to Tag shorter than a prescribed lengthf
and then writes the tag. The CPU 25 thus adjusts the

10 length of Tag to be written in the first storage area
28a, to the prescribed length.

It is here assumed that the address stored in the
first storage area 28a has the prescribed length. The
CPU 25 stores the lengths of Tag and pointer, as

15 attribute data, in the file held in the nonvolatile
memory 28. '

To select a file,.the CPU 25 confirms the
attribute data held in the file. The CPU 25 can
therefore recognize the lengths of Tag énd address,

20 both held in the file.

The CPU 25 of the IC card 2 in which the

nonvolatile memory 28 storeé the data shown in FIG. 7.

may receive, from the IC card processing apparatus 1, a

GET DATA command designating “A5.” In this case, the
25 CPU 25 retrieves TLV data object whose Tag value 1is
\\A5 . 4

The CPU 25 reads Tag 1 from the head of the file,



Next, the CPU 25 reads Tag 3. The CPU 25 collates the value of Tag 3 with
the val ue of the designation data. As shown in FIG 7, Tag 3 has val ue
_"A5," and the designation data has value "A5." The CPU 5 25t herefore
determ nes that the value of Tag 3 is equal to that. of the designation
data. In this case, the CPU 25 reads the value of - 25 - pointer 3 stored
"at the back Tag 3. The CPU 25 noves the data pointer on the basis of the
val ue of pointer 3. Then, the CPU 25 reads Length 3 fromthe position the
data pointer indicates. Further, the CPU 25 reads data (Value 3) defined by

the nunmber of Rytes, tih%di(]r?abf;azgﬁf Q%’%Llear{%t{ the vadlue The TC%J.J 125, 08nef@d es.

response data from’t he va ue thus rea The CPU 25 transmts the

response data Lo 1Le Landd CALEdI LA At 4hr oughuddie L0eammuni calien unit
24. As descri bed above, the CPU 25 of the I1C card 2 according to this

enbodi ment per fiolEs & aWid e i eSS arddj s idus idtead ngtdutef Heag tal be
witten in the first storage area 28a, to the length of the | ongest Tag. 15.
Tag can theref ong wi titreird fo )i ttheofCRU Sprecidtcermimdrercraft ytieesyalaven i f
the TLV data objects to be witten in the first storage area 28a differ in
the | engtth of Tefg.Tabheé GRU MRS camalharefdrat auft drma i ded 19nafet @ ide? t he
position at which Tag is stored in the first 20storage area 28a. That is,
the CPU 25 can easi IShe&s ekl 35 tHee j50 ¢ dre vher e Ta0A 13 RODIEH Fh ofSler to
retrieve Tag in accordance with the datﬁlthe,conq?nd ﬂf%ﬁ@n tes. T@erefore,
the CPU 25 can'$Hdr t'é¥ t We & imefad 2. That 1s, the C oes ne

read pointer 1 existing immediately after Tag 1, on the
basis of the length of the address recognized.

10 " The CPU 25 then reads Tag 2. Thé CPU 25 collates
the value of Tag 2 with the value of the designation
data. As shown in FIG. 7, Tag 2 has value “9F 27,” and
the designation data has value “A5.” The CPU 5
therefore determines that the value'of'Tag 2 is not

15 equal to that of the designation data.

In this case, the CPU 25 moves the data pointer to
the next tag, i.e., Tag 3. That is, the CPU 25 does
not read pointer 2 stored immediately after Tag 2, on
the basis of thé length of the address, which has been

20 previously recognized.

'Negt, the CPU 25 reads Tag 3. The CPU 25 collatés
the value of Tag 3 with the value of the designation |
data. As shown in FIG. 7, Tag 3 has value “A5,” and
the designation data has value “A5.” The CPU 5

25 therefore determines that the value of Tag 3 is equal
to that of the designation data.

In this case, the CPU 25 reads the value of



25required for retrieving TLV data objects. As a result, a portable
ebectrioni c apparatus and a nethod of controlling the portable electronic
.apparatus can be - 26 - provided, in which processes can be efficiently
performed in response to conmands. Assune conventional TLV data
objects are is held in the file stored in the nonvolatile nenory 28. Then,
"5bTag of one TLV data object is stored Lnnggiagely after Value of the
precedi ng TLV data object. This makes the“problemthat any data to be
updat ed -cannot be stored if it is longer than Value already stored. In this

enbodi nent, the st r%g§|%%%§e%g%&gekglg%c%pgég&%ﬂd H@ngggj§ﬁ§gﬁﬁggsfrom _

t he storage ar 88''or 'h al"ue can % herefore updated to

Longer data. o ipe JErG Bibted dhagtamexnlaidy RGNl ad dimdaled in

the IC card of he TC card 2 nay receive an update command for

updating a desizgnaifednlLYrdateobjsecle0fs a.dridtg St aresh ithd hpJianw atile
menory 28. In this case, the CPU 25 of the IC card 2 first specifies the

desi gnated fil encMore preGinselry.indieaCRld .25 meatdreaveshd ramu tde reads
20nonvol atile nenory 28, the TLV data object having Tag identical to the
desi gnat bon datiateontvailued 3i)n detfe ngpddtye tdammamier of bydds,t he desi gnhation
data contained in the update conmand is "50," the CPU 25 retrieves Tag of
t he val ue indicated by Length 3. : _
| The CPU 25 generates response data from the value

of Value thus read. The CPU 25 transmits the response

data to the cazd reader/writer 14 through the

10 - communication unit 24.

As described above, the CPU 25 of the IC card 2
according fo this embodiment performs a write proceés,
adjusting the length of Tag to be written in the first
storage area 28a, to the length of the longest Tag.

15 Tag can therefore written in units of a specific number
of bytes, even if the TLV daté objects to be written in
the fifst storage area 28a differ in the length of Tag.

The CPU 25 can therefore automatically determine
the position at which Tag is stored in the first.

20 - storage area 28a. That is, the CPU 25 can easily
specify the position where Tag is stored, in order to
retrieve Tag in accordance With the data the command
designates.

Therefore, the CPU 25 can shorten the time

25 required for retrieving TLV data objects. As a result,

a portable electronic apparatus and a method of

controlling the portable electronic apparatus can be



25equal to "50" fromthe first storage area 28a. In this case, the CPU 25
retrieves Tag identical to the designation data, performng the process
_explained with 27 - reference to FIG 3. The CPU 25 can therefore
determ ne that the designation data is identical to Tag 2 showmn in FIG 8.
In this case, the CPU 25 reads Length 2 stored at 5the back of Tag 2. The
"CPU 25 then conpares the value of Length 9% the TLV data object to update,
wi th the value of Length 2. If the value of Length of the TLV data object
to-update is greater than the value of ,Length 2, the CPU 25 del etes Val ue

2 in the Secongf%giﬁgﬁag na@ﬁ%c%8processe53%%? %%he%Q%cg%H¢%§ reads the

val ue of point stofed right affer Leng the basi s “of the val ue

of pointer 2, F@%Q@He%iﬂv\fggpeh%ed%ac%%%%. The CPU 25 then del etes
data (i.e., Value 2) conposed of a 15nunber of bytes, equivalent to Length

2, fromthe positiondshacdaba Reitnielal ndicates objectsTher<CRY 2 fdrt her.
noves the data pointer to another address in the second storage area 28b.
The CPU 25 wri tigs tWal de 1ef sthecllLYndatha ohbjnect attd lepdete r20(28..e. Théal,ue 2')
fromthe position of the data pointer. ~ The CPU 25 then rewites the
val ue "03" of [engbl 2nst FL&ddimat leblfiatstl sssdoage dmae P aly e avral ue
"05" of Length 2' of the TLV data object to update. Further, the CPU 25
rewites the vipdecoPipshet eregegisworddd idetehefiacdt stlbrdydededa P8a, to
t he val ue of : ,
problem that any data to be updated cannot be stored if
it is longer than Value already stored.
In this embodiment, the storage area for holding
10 Tag and Length is spaced from the storage area for
holding Value. Value can therefore be updated to
- longer data.
FIG. 8 is a diagram explaining how data is updated
in the IC card of FIG. 2.
15 The IC card 2 may receive an update command for
updating a designated TLV data object of a file stored
in the nonvolatile memory 28. In this case, the CPU 25
of the IC card 2 first specifies the designated file.
More precisely, the CPU 25 retrieves, from the
20 nonvolatile memory 28, the TLV data object having Tag
identical to the designation data contained in the
update command.
If the designation data contained in the update
command is “50,” the CPU 25 retrieves Tag of the value
25 equal to “50” from the first storage area 28a. In this

case, the CPU 25 retrieves Tag identical to the

designation data, performing the process explained with



pointer 2' indicating the position at which Value 2' is stored. - 28 -

In order to update Value already stored, to Value of a |longer data |length
~as described above, the CPU 25 of the IC card 2 according to this

enbodi ment di scards the storage area in which Value is stored. Mreover,
5the CPU 25 writes new Value in another part of the second storage area
"28b. In accordance with new Value so witjen, the CPU 25 rewites Length
and pointer, both stored in the first storage area 28a. Thus, Val ue already
stored can be updated to 10Value of a |onger data |length. The restriction

pl aced on the ypdating.of sTkYcdava objectp,cog Lher ehy gligknated uhile

certai n enbodi nén ave een descri t hese e I nents have been

presented by m@¥t8£m@ﬁ@”@h§tlﬁgelMeSQBQa@E%anEtbnE§nQ@QnEQcbﬂnkb trag scope
of the inventions. Indeed, the novel énbodi nents described herein may be

enbodied in a yaghely ©h gtbergtorns furthernore, various on ssions,
substitutions and changes in the formof the enbodi nents descri bed herein
20may be nade without depar tiase,f rom Crg 28 rebhdef Lehe tinverstticorst aFhe
acconpanying clains and their equivalents are intended to cover such forns
or nodi fbcati ohbeabambubd Tabl 2wi t Bhe €RE géopacangospipries &het falue

i nventi ons. ) _
of Length of the TLV data object to upaate, with the

value of Length 2. If the value of Length of the TLV
daté object to update is greater than the value of
.Length 2, the CPU 25 deletes Value 2 in the second
10 storage area 28b.
That is, the CPU 25 reads the value of pointer 2
.stored right éfter Length 2. On the basis of the vélue
of pointer 2, the CPU 25 moves the data pointer. The
CPU 25 then deletes data (i.e., Value 2) composed of a
15 = number of bytes, equivalent to Length 2, from the
position the data pointer indicates.
| The CPU 25 fqrther moves the data pointer to
another address ih the second storage area 28b. The
CPU 25 writes Value of.the TLV data object to update
20 (i.e., Value 2’) from the position of the data pointer.
The CPU 25 then rewrites the value “04” of Length
2 stored in the first storage area 28a to the value
“05” of Length 2’ of the TLV data object to update.
Further, the CPU 25 rewrites the value of pointer 2
25 stored in the first storage area 28a, to the value of
pointer 2’ indicating the position at which Value 2’ is

stored.



- 29 - WHAT IS CLAIMED IS: 1. A portable electronic apparatus executing

per f.orsm ng process based on conmand i nput from an external apparatus, and
.storing a plurality of TLV data 5o0bjects, the apparatus conpri sing; a
storage unit configured to store the data class and data character of each
TLV data object, respectively in two storage areas spaced apart from each
‘other, and to store addresses of a fixed jgngth, 1Orepresenting the
p03|t|ons of the data characters, in aSSOC|at|on with the each data

cl asses. ' 2. The portable electronlc apparatus of claim 1, wherein the

storage uni t i ncl udgs 8, LSt SLAMAGE 4493 cCanliguedchaeal okg e ddr ess

and the data cl ass a obj ect, in association wth each ot her,

and a second Sg@ragﬁo%@@ 6aRLi gURednt asStiate 1t heddabaveharaet epyohst he TLV
dat a obj ect. . " The portabl & el ectroni ¢ apparatus of claim 2,

further conpri éfngheZQQ teaasy sskendiagepbl @nidnehbeanhiegtr ed stca rigsansmi t
and receive data to and fromthe external apparatus; and a control unit

configured to emkrkeveatheadahaial asschdeatliveali st e tdesidgnatiogr odatra
contained in a read _ _

5 the CPU 25 writes new Value in another part of the
second storage area 28b. In accordance with new Value
so written, the CPU 25 rewrites Length and pointer,
both stored in the first storage area Z28a.

| Thus, Value already stored can be updated to
10 - Value of a'longer data length. The restriction placed
on the updating of TLV data objécts can thereby
eliminated.
While certain embodiments have been described,
these embodimentsthave been presented by way of example
15 oﬁly, and are not intended to limit the scope of the
inventions. indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, varioﬁs omissions, substitutions and
Changes:in the form of the embodiments described herein
20 may be made without departing from ﬁhe spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms. or

modifications as would fall within the scope and spirit

of the inventions.



25command for reading TLV data object, the read command havi ng been

recei ved by the transm ssion/reception unit, and to read the data character
.stored in the - 30 - second storage area, in accordance with the address
associated with the data class retrieved. 4. The portable electronic
apparatus of claim2, wherein the storage unit is configured to store a
‘data length representing the length of th? data character stored in the
second storage area, in association with %e data class stored in the first
storage area. 5. The portable electronic apparatus of claim 2,

wherein the storage unit is confi e ata 10l ength
i ﬁ%%%%?%ﬁ%ﬁ%a%g

representing the length of the d e stored in the second

. storage area, in.aﬁgocng%Hm%§M th HQE:?%H1 gﬁgﬁﬁﬁﬁﬁu§té§§%hﬂl he second

storage area. he por. roni c appar at of claim

4, 15further ceEpfri$higy processabt%%@ﬁ@%ﬁ%kﬁﬂﬁ%@ﬁ%&@d@1ﬂ%@ﬂ égﬂﬁlgured to
transnlt and receive data to and fromthe external apparatus; and

a control unit cgeBlingur agdpheasiier e ahbie sdata ng0chanactar tof o fdatatebj ect
to be updated and to update the address and the data |ength, both

associ at @d w t bbtjeetdat ahel appasbaned dompirfie ihigr;st st orage area, in
accordance with the data character stored in the second storage
area, when the transnmsssirayer et icom 25unidad receites & reomerad dloyss

updati ng' TLV data obj ect. 7. The portable electronic apparatus of
claim2, mhereﬁﬁdtﬁét§t§P&§écﬁﬁﬁtOﬁse@§ﬁfﬁ&ﬁf@@t@oo§ﬂ@ﬂérthe

respectively in two storage areas spaced apart from
each other, and to store addresses of a fixed length,

10 representing the positions of the data characters, in
assoclation with the each data .classes.

2. The portable electronic apparatus of claim 1,
wherein the storage unit includes a first storage area
configured to store the address and the data class of a

15 TLV data object, in association with each other, and a
second storage'area configured to store the data
character of the TLV data object.

3. The portable electronic apparatus of claim 2,
further comprising:

20 | a transmission/reception unit configured to
transmit and receive data to and from the external
apparatus; and

a cdntrol unit configured to retrieve the data
class identical to designation data contained in a read

25 command for reading TLV data object, the read command
having been received by the transmission/reception

unit, and to read the data character stored in the



- 31 - data class in the first storage area, adjusting the data |ength of
the data class to the data |length of the | ongest TLV data object.

.8. The portable electronic apparatus of claim2, 5further conprising: an IC
nmodul e including the storage unit; and a nmain body including the I C nodul e.
9. A nethod of controlling a portable el ectronic apparatus executing _
‘perform ng process based on command 10an§p from an external apparatus, and:
storing a plurality of TLV data objects, e met hod conpri si ng:

storing the data class and data character of each TLV data object,

respectively in two storage areas spaced apart from.each ot ; d
15storing addr5§§5§d§F%§r%9§e§rﬁghgfﬁfE%%ﬁﬁéé%ﬁ%ﬁﬁﬁjﬁhgﬁﬁ%éi ﬁgﬁgpof t he

data character %’s siorc.': 13%C .lw%ttiho 2 h\@i toré ttah & leaas(\sh r(j—:%tr% e(\\}e%.s es.

4. The portable electronic apparatus of claim 2,

wherein the storage unit is configured to store a data

5 " length representing the length of the data character
stored iﬁ the second storage area, in association with
the data class stbred in the first storage area.

5. The portable electronic apparétus of claim 2,
wherein the storage unit is configured to store a data

10 length representing the length of the data character to
be stored in the second $ﬁorage area, in association
with the aata character stored in the second storage
area.

6. The portable electronic apparatus of claim 4,

15 further comprising:

a transmission/reception unit configured to
transmit and receive data to énd from fhe external
apparatus; and

a control unit configured to store the data

20 character of TLV data object to be updated and to
update the address and the data length, both associated
with the data class stored in the first storage area,
in accordance with the data character stored in the
second storage area, when the transmission/reception

25 unit receives a command for updating‘TLV data object.

| 7. The pbrtable_electronic apparatﬁs of claim 2,

- wherein the storage unit is configured to store the



10

15

- 31 -

data class in the first storage area, adjusting the
data length of the data class to the data length of the
longest TLV data object.

8. Thé portable electronic apparatus of claim 2,
further comprising:

an IC module including the storage unit; and

a main body including the IC module.

9. A method of controlling a portable electronic
apparatus executing performing @rocess based_on command
input from an external apparatus, and storing a
plurality of TLV data objects, the method comprising:

storing the data class and data cbaracter of each
TLV data object, respectively in two storage areas
spaced apart from each other; and

storing addresses of a fixed length, representing
the positions of the data characters, in association

with the each data classes.



