1 METHODS AND SYSTEMS FOR IMPROVED SECURITY FOR
FINANCIAL TRANSACTIONS THROUGH A TRUSTED THIRD PARTY
ENTITY 5 Related Applications This non-provisional application claims the
benefit of the filing date of U.S. provisioral application serial number
60/702,955 filed on July 27, 2005, which is herein incor?orated by reference.
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Use of the Internet has grown at a rapid pace over the years. In particular,
there has been tremendous growth in the area of secured financial transactions.
Such transactions may include, for example, purchases between two parties, such

20  as a consumer and a seller, as well as single party transactions to deposit or
withdraw funds or other valued commodities from a financial institution, such as
a bank. A transaction may further comprise a request to manipulate account
information, such as first name, last name, change of email address, change of
login information, etc. A transaction may also adjust a known identity, with the
25  transaction further requiring a vocal authorization as described below.

When a transaction involves two parties, such as a buyer and a seller, the
seller wants to assure that it receives payment and the buyer wants to reduce the
number of parties to whom personal financial information may be revealed. To
improve the financial transaction for both parties, a number of third parties have

30  emerged to provide independent services as an intermediary between two parties
or as a trusted agent to hold funds or commodities on behalf of a client. PayPal,
VISANet, Western Union and others are exemplary of such service providers that

provide secure financial transaction services to customers (e.g., to buyers, to



2 sellers, and/or to asset owners). These services and service providers are
also known as payment systems. These service providers often require
consumers to open an account with the payment system. This typically
involves providing personal information, 8 such as a name, an address, an
email address, etc. Further, these payment_systems often attempt to verify
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requiringhineaagaonBhhgidento provide a credit card or bank account, and
then making.a deposit or cha@e tofthe bank account or credit card. The. b
payment systein then SsREMNE BN ALLBUt GV BF Rk Tatd trser g™
which thrgsymaeitlyyararthd lsampicdl yhevatcoymt Yidioe peteovekifyf dheaamount
ofdhe daposit,eLehardRdR.Confium e ddrotitiof frmecauat hgider, Since

banks verify an account holder's identity, the payment system may
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number of useful fedtures for secured financial transactions over a network,
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in a purchase transaction), iztilentity theft and consumer fraud remain
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fact the account holder. For example, it is still easy to make purchases using
anothégfpe@nssn'Oge thitycepuefiheliel triflspvationeetiedrliethesounlitildassword
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30 trarisactisrisr schesd fiaymahtrsysiaios arefunibsvopkaguechby coHcisuineses
f%Jd' r\évnilt;gn. For example, despite a number of security features to verify an identity
of a party to a transaction (e.g., a buyer in a purchase transaction), identity theft
and consumer fraud remain problems in such network based transactions. Even if
the account holder's identity has been verified successfully, it is still difficult to
verify the identity of the buyer initiating the payment request to determine that
25  the buyer is in fact the account holder. For example, it is still easy to make
purchases using another person's identity, credit card information, etc. Further,
with password protected accounts, passwords may be acquired by unauthorized
users through various means, such as phishing techniques which prey on
consumer vulnerabilities and ignorance, and are used to make unauthorized
30  transactions.
These payment systems are further plagued by consumer fraud. With

many payment systems, a consumer may make a purchase from a seller, and later

the consumer may dispute his or her authorization for the transaction. Because



many payment systems, a consumer may make a purchase from a seller,
and later the consumer may dispute his or her authorization for the
transaction. Because 3 the source of funds for many payment systems are
credit cards, which are very pro-consumér, the payment systems often must
transfer the funds for the purchase back to the consumer, even though the
funds Ha§PHEGOBIHELt{PHBBANRANETER SUSIBYLRE FEahet sy ith 157 tHaY
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second transaction between the buyer and the seller, as the credit card
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the singular transaction. This may result in higher transaction costs for the
payment system than if transactions were "coded" a different type.

Further, credit card companies consider a transaction transferring funds to

the payment system as a cash advance, rather than as a completed purchase. This

25  allows the credit card company to legally claim jurisdiction for a second
transaction between the buyer and the seller, as the credit card company has an
"arms length" interest in the transaction. As such, the credit card company or
third party processor works to protect their interest, which is often at odds with
the interest of the payment system and/or seller.

30 In view of the above discussion, it is evident that an ongoing need exists
for improved usability and security in network based secured financial

transactions.



30 In view of the above discussion, it is evident that an ongoing need exists
for improved usability and security in network based secured financial
transactions. 4 Summary of the Invention The present invention improves
upon prior systems and methods for sectired network based financial
transactions by providing methods and systems for network based secured
financial transactions that impY&W&H eeteenti® 5 transactions, shift the
burden of riskfepibRiransacianspandJuioyadiexdaity Jfer iacsatonal
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seller. The method further comprises receiving from the consumer a vocal
authord2aHR TeiapH tiasAétSrequest. The vocal authorization may then be

digitized intora ¥QiGepeEiteRBH SiRKkeRkin {hesatabasawithiihepayment
request. In response to receiving the vojce authorization, the a}/,mint
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from the account. Another aspect of the invention comprises a trusted third
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identificationaHpRekeR HSaMRMB: Anpassword, etc. for the consumer is
allocated and provided by the payment system _
Another aspect of the invention comprises a trusted third party
transferring between other parties credits that are secured by a globally valued
20  commodity such as gold or other precious metals. The transfer of such
commodity values represents an asset recognized by virtually all sovereigns as
globally valued.
Another aspect of the invention comprises a method for communicating
with a payment system using a reverse firewall. The reverse firewall monitors
25  outgoing communications for sensitive information. The method comprises
requiring the consumer to download a plugin module to a client application.
Login information, such as a personal identification number, a username, a
password, etc. for the consumer is allocated and provided by the payment system
to the client application. The login information is used in subsequent
30 communications between the client application and the payment system. The
plugin module monitors a port used by the client application for communications
from the client application using the login information. The plugin module

determines if a communication from the client application using the login



to the client application. The login information is used in subsequent 30
communications between the client application and the payment system. The
plugin module monitors a port used by the client application for
communications from the client applicatidn using the login information. The
plugin module determines if a communication from the client application
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seller. The credibility rating may then be provided to ‘prospective consumers
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The transaction rating may then be integrated in a credibility rating of the
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The method comprises requiring a consumer to establish an account. The
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account. The method further comprises allowing the consumer to initiate a
transaction using a third party processor to transfer funds into the account. The
20  method further comprises receiving from the consumer a vocal authorization for
the transaction. The method further comprises digitizing the vocal authorization
into a voice print and storing the voice print in association with the transaction.
The invention may include other exemplary embodiments described
below.
25
Aspects
An aspect of the invention comprises a method of building a database of
reasonably verified voice prints in a payment system, the method comprising the
steps of: receiving a first payment request from a consumer to transfer a valued
30  asset from an account to a seller; receiving from the consumer a first vocal

authorization for the first payment request; digitizing the first vocal authorization

into a voice print; storing the voice print in the database with the first payment



An aspect of the invention comprises a method of building a database of
reasonably verified voice prints in a payment system, the method comprising
the steps of: receiving a first payment request from a consumer to transfer a
valued 30 asset from an account to a selfer; receiving from the consumer a
first vocal authorization for the first payment request; digitizing the first vocal
authorizditfoh G AP A EIStRINEREFBIE G RR BstaBdse with
the first{papmertee 1erLde skseTebaompletnenthetiesiepayment request for the
consumer arltgl %ran?feﬁrir}ﬁ ;%Pedval efp assett from lih%.?%co%nt tP trghe seller.
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wherejmithenigdiaility relirtglico mpnisesneapscore sapeaspretienyiagprobdbhityty 5
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the consumer is the account holder. Preferably the method includes creating
a reliaBprrainythsragsewbRAdgrint, wherein the reliability rating comprises a
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print, wherein the reliability rating comprisesa score repfesenting a
probalbility iheaatate Deide porttnet difpeptie forsaprapesLIsHRSTdE N the
accoupteandthalthengonsumer is the account holder; and adjusting the
reliability rating of the voice print based on a number of payment requests
completed b;rﬁfgr%ﬁ:l%ﬁ%f‘ﬁ&%chpgfeﬁﬁﬁp%r%&’t’%ﬁ fﬁﬁﬂ?&grsta?evé’ﬁ??g a
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holderpointhelaccauht aidtitiag theng comprises a score representing a probability

20  that the voice print is authentic for an account holder of the account and that the
consumer is the account holder; and adjusting the reliability rating of the voice
print based on a value of the first payment request.

Preferably the method includes creating a reliability rating for the voice
print, wherein the reliability rating comprises a score representing a probability

25  that the voice print is authentic for an account holder of the account and that the
consumer is the account holder; and adjusting the reliability rating of the voice
print based on a time elapsed between a previous payment request and the first
payment request.

Preferably the method includes creating a reliability rating for the voice

30  print, wherein the reliability rating comprises a score representing a probability
that the voice print is authentic for an account holder of the account and that the
consumer is the account holder; and raising a transaction limit for the consumer

based on the reliability rating.



consumer is the account holder; and adjusting the reliability rating of the
voice print based on a time elapsed between a previous payment request
and the first payment request. Preferably the method includes creating a
reliability rating for the voice 30 print, whérein the reliability rating comprises
a score representing a probability that the voice print is authentic for an

account hold@e bRl dicuaihodier triasthekdpn disnmeicrsPii aceyhmmtitdider
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Preferably thg iov%rlei%]n entiety_is %old. Preferably the valued asset is
currency credie WherBh 84EH EUHEHYY® §8Credit represents a denomination

of currency. Prefeshblyhthenlnethedtinotudescgemdittighadiansfbcafrféuoys to
a3 [pase, of; A LA ik SR ARNIRY g, consumer to initiate the first
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system; monitoring a port used by the client application for communications
using the login information; determining if a communication from the client
20  application using the login information is directed to an authenticated server of
the payment system; and stopping the communication from the client application
using the login information if the communication is directed to a non-
authenticated server.
Another aspect of the invention comprises a payment system for building
25 adatabase of reasonably verified voice prints, the payment system comprising: an
interface system adapted to receive a first payment request from a consumer to
transfer a valued asset from an account to a seller and further adapted to receive
from the consumer a first vocal authorization for the first payment request; a
processing system coupled to the interface system adapted to digitize the first
30  vocal authorization into a voice print and further adapted to complete the first
payment request for the consumer and transfer the valued asset from the account

to the seller; and a storage medium coupled to the processing system adapted to

store the voice print in the database with the first payment request.



Another aspect of the invention comprises a payment system for building 25
a database of reasonably verified voice prints, the payment system
comprising: an interface system adapted to receive a first payment request
from a consumer to transfer a valued as8et from an account to a seller and
further adapted to receive from the consumer a first vocal authorization for
the first paynREHERMGES aluploseddiryseyeida eBlipled to the interface
system adappegdasligitiz othecfirstsdyacaliauthorization into a voice print
and further ada teglto complete the first aéhme t regvﬁest for the consumer
and transfer the VATued aLa8F i the-4EEBONT S0 the Sdt AHb 4 B rige
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for communications using the login 10 information, and further adapted to
stop aleBratipicatisrcosimgisatioyin nifdirasiasion theHatediatiiFiAtion is not
directed to the interface system. Description of the Drawings The same
reference number represents the same element on all drawings. 15 FIG. 1 is
a flow chart illustrating a metR&YIPHIRAHGSIYAAISSe of reasonably
verified voic&peiniménaapaynaninbyistepresanantiexemp kdeynaimbodinentiaisthe
inyention. Figh? is.&,fipu, chart #Siraind amelorprgammunieaing with a
payment system using a reverse firewalf in an exemplary &mbodiment of the
20 invEsstionbb Gerdiegd y dietweintrinuRtyating aysetibenfercastamnining a

credibiiocatiag: oF hsellanitba payment system in an exemplary

embodiment of the, , . o .
FIG. 2 is a flow chart illustrating a method for communicating with a

payment system using a reverse firewall in an exemplary embodiment of the
20  invention.

FIG. 3 is a flow chart illustrating a method for determining a credibility
rating of a seller in a payment system in an exemplary embodiment of the
invention.

FIG. 4 is a flow chart illustrating a method for determining a credibility

25  rating of a seller in a payment system in an exemplary embodiment of the
invention.

FIG. 5 is a flow chart illustrating a method for communicating with a
payment system using a reverse firewall in an exemplary embodiment of the
invention.

30 FIG. 6 is a flow chart illustrating a method for communicating with a
payment system for micro payments in an exemplary embodiment of the

invention.



invention. FIG. 4 is a flow chart illustrating a method for determining a
credibility 25 rating of a seller in a payment system in an exemplary
embodiment of the invention. FIG. 5 is a flow chart illustrating a method for
communicating with a payment system ¥sing a reverse firewall in an
exemplary embodiment of the invention. 30 FIG. 6 is a flow chart illustrating
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illustrating a method for approving a subsequent transaction based on a
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Detailed Description of the Invention
FIG. 1-13 and the following description depict specific exemplary
20  embodiments of the invention to teach those skilled in art how to make and use
the invention. For the purpose of teaching inventive principles, some
conventional aspects of the invention have been simplified or omitted. Those
skilled in the art will appreciate variations from these embodiments that fall
within the scope of the invention. Those skilled in the art will appreciate that the
25  features described below can be combined in various ways to form multiple
variations of the invention. As a result, the invention is not limited to the specific
embodiments described below, but only by the claims and their equivalents.
As used herein, a payment system is any system or network by which a
consumer or a user may subscribe to the network and deposit initial funds in his
30  orher account. For example, a payment system may require a consumer to
register for an account by submitting his or her basic personal information, such
as first name, last name, email address, etc. through a web site, WAP, fax, phone,

etc. The initial deposit in the account may come for example from a credit card



skilled in the art will appreciate variations from these embodiments that fall
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20  commodity such as gold, other precious metals, a sovereign entity, a type of
property, etc. A sovereign entity is an asset not regulated and backed by a
sovereign nation, such as the United States.

Further, the valued asset may be currency credits, wherein the currency
credits have specified values relating to a particular currency. For example, a

25  consumer in the United States may purchase currency credits using US dollars.
The currency credits may have a value of X US Dollars, and Y British Pounds.
The values of X and Y may be set by the payment system to minimize wide
fluctuations caused by normal currency conversions between differing currencies.
At a later date, the consumer may choose to make a payment to a seller in Great

30  Britain, and the seller may display a price in currency credits so the consumer
does not need to worry about a currency conversion.

In step 104, the payment system receives a vocal authorization for the

payment request. For example, the payment system may direct the consumer to
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web based payment system may display a link to the corresponding vocal
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commitment. The voice print may be additionally used to provide proof to a third
20  party processor, such as a credit card company that the consumer authorized the
transaction.

Further, the voice print may be used to compare with voice prints of vocal
authorizations for subsequent transactions to determine if the consumer is in fact
the account holder. The payment system may use a reliability rating to determine

25  aprobability that the voice print is authentic for an account holder of the account
and that the consumer is the account holder. The reliability rating may be defined
and adjusted based on various heuristic factors, such as time, frequency of
transactions, value of transactions, types of transactions, purchasing history, etc.
As the reliability rating rises, the payment system may reasonably determine that

30  the voice print is authentic for the account holder, and may make adjustments to
the account, such as allowing the account holder to transfer larger values of funds

or valued assets.
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20 In step 706, the reliability rating may be adjusted based on the number of
payment requests completed by the account holder. For example, if the account
holder completes a high number of transactions without dispute, then the payment
system may determine with reasonably certainty that the transactions were
authorized by the account holder, and that the consumer voice print captured

25  represents the account holder. Thus, the payment system may raise the reliability
rating of the voice print to capture the reasonable certainty that the voice print
represents the account holder.

In step 708, the reliability rating may be adjusted based on a value of the
payment request. For example, if the payment request represents a very high

30  value and the account holder does not dispute the transaction, then the payment
system may determine with reasonable certainty that the transaction was
authorized by the account holder, and that the consumer voice print captured

represents the account holder. Thus, the payment system may raise the reliability



voice print to capture the reasonable certainty that the voice print represents
the account holder. 20 In step 706, the reliability rating may be adjusted
based on the number of payment requests completed by the account holder.
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A voice print may alternatively be marked as trusted or distrusted,

20  depending on whether the payment request is disputed by the account holder.
FIG. 8 is a flow chart illustrating a method 800 for determining the
trustworthiness or reliability rating of a voice print in an exemplary embodiment
of the invention. The steps of method 800 are not all inclusive and may include
other steps not shown.

25 In step 802, the payment system determines if the account holder has
disputed the payment request. For example, the determining step may occur
subsequent to the expiration of a grace period for disputing a transaction.

If the payment request has not been disputed, then the payment system
may mark the voice print as authentic in step 804. If the payment request has

30  been disputed, then the payment system may mark the voice print as non-
authentic in step 808.

In the event of a payment dispute, the voice print may be further provided

to the account holder for playback in step 810. For example, an account holder



have an initial transaction limit for new accounts, and once the reliability
rating reaches a predefined threshold, the transaction limit may be raised to
a higher dollar amount. A voice print may alternatively be marked as trusted
or distrusted, 20 depending on whether tie payment request is disputed by
the account holder. FIG. 8 is a flow chart illustrating a method 800 for
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9 is a flow chart illustrating a method 900 for approving a subsequent transaction
20  based on a voice print in an exemplary embodiment of the invention. The steps
of method 900 are not all-inclusive and may include other steps not shown.

In step 902, the payment system receives a second payment request from
the consumer. The payment request process may require the consumer to provide
a voice authorization. For example, the consumer may be required to call a

25  telephone number to provide the voice authorization.

In step 904, the payment system determines a calling phone number for
the consumer. For example, the calling phone number may be determined by the
payment system from a caller ID.

In step 906, the payment system determines if the calling phone number

30  matches a stored phone number for the account holder. For example, the stored
phone number may be provided by the account holder upon registration with the
payment system, and the payment system may require all vocal authorizations to

come from the stored phone number registered for the account.



subsequent transaction based on the established reliability rating associated
with 15 the voice print, as well as comparing a second captured vocal
authorization for the subsequent transaction with the previously captured
voice print. Voice authentication technigles allow two voice samples to be
compared to determine a probability that the voice samples were both
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%dunnc%lgsl? in step 914. Since two voice samples spoken by an individual will never
be identical, the payment system may determine that the voice print and the
second vocal authorization are identical and that the second vocal authorization is
arecording. If the voice print is a recording, then the payment system may
determine that the consumer is not authorized to complete the second payment

25  request.

Alternatively, if the payment system holds a non-authentic voice print for
an account, then the second vocal authorization may be compared with the non-
authentic voice print to determine if the second vocal authorization is not
authentic. Using voice authentication techniques, if the non-authentic voice print

30  and the second vocal authorization are the same or similar, then the payment
system may determine that the second vocal authorization is non-authentic as

well, and deny the payment request.



registration process or during a previous transaction. If the second vocal
authorization is not similar to the voice print, then the payment system may
determine that the consumer is not authorized to complete 15 the second
payment request in step 918, and may dkhy the second payment request in
step 920. If the second vocal authorization is similar to the voice print, then
the paymenBsystaiingapete finge TRanip dEgrsticTeina WaNeHkyizgtion,
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identity (e.g., "My name is Jane Doe"), a transaction number or
may determine if the statement of identity matches the account holder's name.

The payment system may further determine if the transaction number is correct

20  for the transaction number. A transaction number will be unique for each
transaction. Further, the payment system may determine if the date and the time
spoken by the consumer are correct. For different time zones, the payment
system may compare the spoken date and time with the time zone of the account
holder's registered address.

25 If the digitized representations are correct, then the payment system may
reasonably determine that the voice authorization is not a previously recorded
copy of the account holder, and may determine that the consumer is authorized to
complete the first payment request in step 1008.

If the digitized representations are not correct, then the payment system

30  may reasonably determine that the voice authorization is a previously recorded
copy of the account holder or that the consumer does not know the correct
information, and may determine that the consumer is not authorized to complete

the first payment request in step 1010.



authorization segment (e.g. "l authorize transaction number 123456") and a
date and a time for the payment request (e.g. "on January 1, 2006 at 12:00
A.M."). Using voice recognition techniques, the payment system converts the
statement of identity, the transaction nurhber and the date and time into
digitized 15 representations in step 1004. In step 1006, the payment system
determines if{ie HidttizEavresie d8tistites apatese0et erRertFnssRtiBRE tEor
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consumer are correct. For different time zones, the payment system may
comparecthallspldress: Qiste and time with the time zone of the account holder's

registered addigss 1 25 /théndigitizadnenassntations asaseaitaclsithentha
payment system may rea§§5r§;>%% deteémine that the voice authorization is

not a PrEVIEUSTyRESHER® 8 BRSO RS SR I AL FSTEHRIHe
that thexgomsunerdis @ulhonnedide cornpletenthnd firstpayonelit requeésinnhstep

10p8. ,ﬁfag‘]‘?“*gﬂ%?&g representations are not correct, then the payment
syste 0 may reasonably determine that the voice authorization is a

previously reloriged | 8epYearatiacat euirit Fieslelsp o eHaththeorBatimePedes

not kngnhthe aehest dRfeamation. ansk Mayideiasmingothaking cansMmehis
not authorized to.complete the first payment request in step.1010. 17 FIG.

11 is & AGWAAHKEASH e X HBREHIY O of Sp&rathy P Eht Sy stem in

an exemyplaply @nybodimeattiod pagnieuestsom Theatepsoimethedlikl00 are
nat allci(r)l Slhlg&es, an glm X‘include other steps not shown. In step 1102, a

cd . . .
consumer Is required to establish an account. This may 5 include the

consumer prBvitiad K8ssbhatyRToRhztIon, Beitkeadhs MeghleugdiraemiasEitogh
email agdessmetenduisiaRiddfibcasansureriis allowedde iodiate a

transaction uIsing a third party processor todt,ransfer, funds _ir}ltohthe account.
For exampl e’l}ﬁg%(])hgqnlrlll&vmce print is stored 1n association with the transaction.

For example, a payment system web site may show an initial transaction funding
20  the account with a credit card, and a link may point to an audio file of the voice
print. Using the techniques from method 800, the voice print may be determined
authentic and be used to verify subsequent transactions in the payment system.
Criminals may use various techniques to obtain a username, a password or
a PIN number for an account holder's account on the payment system. One of the
25  most common techniques for obtaining this information is through phishing
emails, wherein an account holder receives an authentic looking email from the
payment system directing the account holder to login to a web site. Usually,
these phishing emails warn the account holder that there is a problem with his or
her account that needs to be remedied immediately. The link directs the account
30  holder to a web page that may look like the payment system web site, but is not
part of the payment system. When the account holder attempts to login to the
non-authentic server, the account holder inadvertently provides his or her

username and or password to a criminal, who now has access to the account



may use a credit card to purchase a set amount of currency credits or gold in
the 10 payment system. In step 1106, the payment system receives from the
consumer a vocal authorization for the transaction. The vocal authorization
may be similar to the vocal authorizatiod®escribed in method 100. The vocal
authorization for example may authorize the payment system to charge an
amourielEetie 9 W naitshistsUer dbRtacases in csraplats o8O RHaRtSH SRS m

digitizes thehyacahaythuizatieonto a voice print. The digitizing process is as
described in lgijgti}olg a1 0. lrLSte'Fl:l 1110, the vo ce 5'6‘% is stored in assoc:|%t!don

: . ovocnart tlustraling a metho or cpmmunicating wit
with the transaction. “For example, a payment system wep site may Snow an

init_ial uuaylsamtmteﬁ_unuﬁhg mﬁmedmntiwwhamwtypawpamg bfikhenay
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800, the voice print may be determined authentic and be used to verify
subsedfGBhRetaHeABLdNAS Ve pEGRhY SjstEntiorhifisar hhalfeisEo®rious

technighRsdiaatain R UKSBRTNRe AiPRsSMAk s fB N fusaesfes,an
account holder's account on t@e .ag/t?eﬁﬂ s%stem. One of the. 25 most
commBhtBEARR s B8RS ﬁé)l{ AP AtE IS GGH Mg hing emails,
wherein an mf%]ﬂ%mve&mm&h@ddwﬂ@idia@legmmﬁm tloex
pﬂi’”‘%’i&%ﬁé’%ﬁﬁ&a‘?ﬂ&ﬁ@ﬁ% Uﬁ%&%ﬁ%&&i‘&ﬁ'?&%ﬁ NI, 3NER St Wsyally,

these phishing emails warn the account holder that thefe is a problem with

his or IRdfIEccounhems reatdcto bheralynivgduhsediatiens. amReciskdedis
the acrgumt S@holgsridaisnveindage thasdrnapkilikectheRawmeRt system

web site, but is not at;ﬁlart of the payment system. When the account holder
attemp P58 TS HbRSIRRYRE SEPH e account holder
inadvertentlylprsoides, his paymsmussranibaind orgpasswrordito,awrimsnal,

Wio ”gé:"r’sﬁf'i‘fl ﬁ%%%%%at&o%hﬁu%%%g? 8. NS RRC &%ﬁ&%&&%ﬁ%&h?or

access to complete unauthorized transactions  from the account holder's
accoufte G umes. altiewliehbapiligatieni e atha easbd MO0 T ofmmunicating

with a cPRWIEILENIGMHUSINGh Pt Re: fil eyvall iR RIMBIARL @ MBodiment
of the 5 invention. The steps of method 200 are not all inclusive, and may

includE GBI ROTBHYW! e Yol BISR HHEW b BIRS X E16p i %dBount

holderiiiformation to the client application upon registration, upon download of the
20  plugin module, upon login, etc.

In step 206, the payment system provides the login information to the
client application. For example, the login information may be provided upon
download of the plugin module, it may be provided the first time the client
application connects with the payment system, etc. Alternatively, a new login

25  information number may be allocated each time the consumer logs into the
payment system.

In step 208, the login information is used in communications between the
client application and the payment system. For example, the consumer may
initiate a payment request to a seller in the payment system through a web site

30  accessed through the client application. The login information may be provided
by the client application to the payment system for authentication of the

consumer.



providing his or her personal identification to these non-authentic sites,
minimizing or eliminating identity theft and other criminal activities. In step
202, a consumer is required to download a plugin module to a 10 client
application. The client application for exdfhple may be a web browser
installed on a home computer. T‘tlgﬁf)lugin module comprises a reverse

firewall for tt iR At G pieitesh MPHBIO G MGHRAE Hisy RidBersdiesystem

tray agplication iostaliesharihenconisdneriscompHeida. SieR 2disthBrewall
payment sgstﬁm, Ilogatets login inform%tion,fsuct as a 1t5 éPti:rsct).nal ..
identifitatich NUmBEF (BN SAAT SHGPESES USBHEMET PARBWEIE "SR 151 e
consuthetodihénfiemttaypplicabion uses the login information in
Coﬁ‘mun'Ca“ﬂ{ﬁe‘ﬁ’ﬁ'?iﬁﬁepﬁé(%iﬁﬂlto%ﬁﬁet%@?e%iﬁ?ﬁ?fé’c%ﬂﬂrﬁ&ﬁ@aﬁfbﬁhcﬂ&%t&%

consumer to the payment system. The payment system may allocate the
login MFHIERR IO HeRH SR IpINiRANER Upbit AUSEhIRIRe BRURAbWAIE of
the 20pRlugimnipRAME priaNMHogiNe 85y A Rali 0B AR RAVBE RESYEIBMhe
provides the Io%ign information. to ct}:lf client a %IiCﬁ%igpq. For example, the login

informBHieRemAY IS prElids U Eh ABR A b the UG Shodule, it may be
provided thelfitstdimmeauthienglie nsigpkdationdonnasis widirdttedpayment

sypte ”Qut%%%tﬂﬁgﬁ%@%‘?bfh& RV AN AR R TR MRS N Rferwise

allocated each time the consumer logs into the payment system. In step 208,
the logfri irffexmyaiRsY 48 isbiEpsteéshirnemicabiiis Bedweraer tHiendhent

applicaiipmamndas RANDIPBY sYSigm 1 Forsxamplge the consHmesBnaniiate
a payment request to a seller in the payment system through a web site 30

accesS8 UG a EIBRPSEAMRAHB R HESO SR AfoPAEHN niAY BR option
providecdcdnyiihe ari&léastteapplid&thmmmmhiegpaymeiet syete_:m docwantfaeatscation of
the consumet, 13, I %%Bu%é%akht%%‘%%& um%g{’éﬁt{)né)rg{}%lésaﬁd%t?g%lﬁ%%gugyy
the client application for communications us}fng the 10gin information. The
revers@diaygall Such vaAMRsETiadtstetig Ao he HsBioF frotate e

application wesaprising, thedesindpiaivaiiaR-ntmRarevitsiep 218, thea
pluQinfﬁg\%dclflllaertdilelltles{rrarl]tiiggsa ir];Zeitt?(?dr%r()nOUfr(])irCcagiI?rrr]nLrl(i)crgtitpgewith a payment system
using a reverse firewall in an exemplary embodiment of the invention. The steps
20  of method 500 are not all inclusive, and may include other steps not shown.

In step 502, the payment system updates the plugin module to modify a
list of authenticated servers. In step 504, the payment system allocates new login
information for the account holder. In step 506, the new login information is
provided to the client application. In step 508, the plugin module updates the

25  login information for the client application.

The plugin module may be further utilized to allow the payment system to
process micro payments for the account holder. A micro payment is a payment
with a value of less than $2.00. FIG. 6 is a flow chart illustrating a method 600
for communicating with a payment system for micro payments in an exemplary

30 embodiment of the invention. The steps of method 600 are not all inclusive, and
may include other steps not shown.

In step 602, a consumer is allowed to open a hyperlink in the client

application directed to a merchant server. The hyperlink may include a



client application using the login information is directed to the payment
system. For example, the plugin module may have a list of authenticated
servers of the payment system with associated domain names or IP
addresses. If a communication using thebgin information is directed at an 10
authenticated server, then the communication is allowed in step 216.
OthenfSeriPfen o HhonHEAT FURELidE BPAchOh AU IRRH R e 088WES: then

the cannupikatinnissieppedians@Ri4o bl @xampieniye sasmunisasion
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the account holder. In ste 6, the new login information I1s provided to the
client ApiREHBIT MEERSOZNtIRE hRGHCHIBHEIE tipdates the 25 login

information faf {hg elignieRiicalion. i be RIHeiD reediderRayibe fppihgtion

utilized to allow the payment system to process micro payments for the
accouAt hOIBE A YD Say A AR %aﬁ%hﬁé‘n“{e(?vﬁ?\g%?ia‘iﬁ’éro"r‘%?g%n
$2.00.0RkE 6 is puftdvsebart ilestrating acosthod. 680 forrshdamiomicpdimgeutith
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invention. T eps of method 600 are no inclusive, and may inc

other $tapyiist\dpoing. frardpicomay seedmiddingalowedao dpemgnubar
hyperligk,igethe wligat aRRlication ditedsdiie Aameichaty s Yele (VAR as it

hyperlink may include a 20 description of an online asset and provide a price

of the 58 {0 HeEgHRmRE AR AR IR R A AP ARG to
chargenfomeinietesy ivallaectan miaytdaengaggedcbystie miss chiant-ueibitiag/aioess
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The exchange of funds between an account of the consumer and an
account of the merchant server may be in a valued asset, such as gold. The
payment system allows the consumer to purchase a valued asset using currency,
make a payment in the valued asset to a seller, and allow the seller to convert the
25  valued asset into currency and withdraw the payment. FIG. 12 is a flow chart
illustrating a method 1200 for transferring funds in an exemplary embodiment of
the invention. The steps of method 1200 are not all inclusive, and may include
other steps not shown.
In step 1202, the payment system converts the transfer of funds into a
30  denomination of a valued asset. For example, if the valued asset is gold, then the

consumer may purchase X ounces of gold at $Y/ounce. The consumer may then

make purchases valued in ounces of gold.



to login to the payment system prior to or subsequent to opening the
hyperlink. 5 In step 604, a payment request is initiated from the merchant
server to the payment system in response to the opening of the hyperlink.
The consumer may be tracked through #le client plugin, and identifying
information of the consumer is passed to the merchant server. The merchant

server uses tReRiehtiiing ontnsidtishomeh fditite payment trettrdlst t5itte
paymend systanasskl IFosteahpe, ﬂktev@m!m@@éﬁﬁsm @rehangesiuaes

betweg n acc of the consu %ccount of the r’?c?rchant
? Nnce LII‘C ase WEIec h 08 %umer W%u nltl%te a
server. ep 6 ne asse % exC anged etween e clieh

appllcauymelarfdrtheunmml%rver An online asset is a web page or other
digital file offgrg, 1%@@%@9&%% FO0RIENQRA Ttﬂe%&%%%ﬂm?{hé“ué%}ﬁ%aﬁ%

micro payment 15 module may rewrite or translate each web page or online
asset Beferedpsdingat f8rupicyionssirgrieathsistlish HealdiFarite aerners af
menutg@[dThe menubar may serve to clearly illustrate to the consumer all

micro paym taCtlé' s as it_relates to the redltln or debiting of the
consumers BATRLARch ki SR, SENSTLS AT PLTSREL S RRRSHABirDo
the conSumerltie axicr @ debitimgprtigessc @B ay edickhoplingoassetngple, the

Pychasgg Lieexalangs,of fHPQ&@?&W%@&Q&ﬁQ WL R 15GgPsHmer and

an account o he merchant server may be in a valued asset, such as gold.
The peiiRERt system allows the consumer to purchase a valued asset using

currency, mMareA RAMENIRING yalved asseklocenselRls andallpwi®ant
seller to convert the 25 valued asset into currency and withdraw the payment.

FIG. 1% 5 A5 A RIYPRIRG S rHEMOE 1 366 $5Y HY ARG I9g HPHEESH an
exempidiyr emboglictenbwft thevaventéanayl e stepsonianethad sIA0-aneunet.
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payment syst converts the trans er O un S Into a eno 10N O

valued868de. tF@reensimsie Vireeay dig srpraseidking gm@miéw thaurelss dirper

may PHCHARe KiRUREER Qfa A B FY IAMICRTIRACORRIMEE Mdywagi make
purchases valued in ounces of gﬁgld 21 In step 1204, a consumer is allowed

to initi 8PS I A8 e ﬁ’iﬁ“fﬂgg\fa?ﬁi%bgété@f‘tllﬂéroéﬁéﬂﬁ lelthe
valuehagsettrmayebeigeht vahedaemiardiment of the invention. The steps of

20  method 300 are not all inclusive, and may include other steps not shown.

In step 302, the payment system receives a request from a consumer
directed to a seller. In step 304, the payment system completes the payment
request. The payment request may involve transferring funds from the account of
the consumer to the account of the seller.

25 In step 306, the payment system receives a transaction rating for the seller
from the consumer. For example, the payment system may provide a web page
for the consumer, or may query the consumer for the transaction rating in an
email. The transaction rating may be simply a satisfied or dissatisfied rating, or
may involve a series of questions rating various aspects of the transaction.

30 In step 308, the payment system issues an account rebate to the consumer
in response to receiving the transaction rating. The account rebate is an incentive

for the consumer to complete the transaction rating.



$10/ounce. If the purchase were for $50, then the consumer would initiate a
payment for 5 ounces of gold. 5 In step 1206, the seller is provided with the
payment in the denomination of the valued asset. In the previous example,
the seller would receive 5 ounces of gol# In step 1208, the seller may
convert the payment from the denomination of the valued asset to a
denominatiof'GtEUHENEY ARSI ABES e REMMIgR! itha crrdibifsriHag Seftthe
5 ounceneptoplesfrrdll/omnarand seeelyva®o0 for themprymepiyiien

makin Eurchases over the interneth.cons?m rs a F often reluctant J.% )
L maEil%)'I%OVI eatrei SaCtlﬂ’l IStOIg ort e(s]e I .com rlSl%a credal lllt
purchase from nown sellers. However, a credibility rating for a business,
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may appear very credible to a consumer, who may be more willingto
complEtE AP ASEsFEhTathdr saseHimthErararaaeifdiP Risté6Hng. hBkgspective

avaél_%_blqﬁﬁsiﬁ{@p x%ei? @eﬂfajnlév\ﬂlm_ terﬂﬂﬁlft&ﬁﬁﬂaﬁe@@ﬂ?@%%ﬁﬁ&lﬁ%ei@mning a
credi ||ty ra ora.sellerina pa ent system In an exemplar
embodiment SRS TS AR LRSS PS5 AS ARG 508 &1 fielagf he
inclusivensandomayinge prdeiddti by stelpsahiot showsunbarstep B3QRrHle payment
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the payment system completes the payment request. The payment request
may irfAsIRAS irdin 3RS PRRPRIACIS TRIRR IR ES IR BT the Eemaigiaility rHing
account9fhe seller-ROpn rie MEBRItRRIP MG R BYISEE P IRCRMES:AN

transaction rating for the seller from the consumer. For example, the
paymeNEEFEEhT R BYovi G s BB D 4G K58t (AR EBREune o bl et
the coilBumeinfor tiehivadeadtioderatingiiry arrelibdity Thengrahsadiionimrating
sy t?gerlj'@e%% AAlsied QL disRNSHBHANA0, ) AHXR.'V‘FE% ég”sengf
questioris rating various aspects fihe transaction. 30 In step , the
paymenttBgd el sssneisl ingbicoigntire e s litls eBssciRemon fesybnse to

receiving theriragsaotiond alipgedig RGRYUBL S BRIIS @NERAtiNandaEthe
consumer to complete the transaction rating. 22 In stePtIBlO, the transaction

rating fgt%%a%hoﬁtae&émﬁff@r@ﬁﬁblfﬂ“sﬂ?éle attribute of the seller. Exemplary

attributes may include customer support, packing an item, condition of an item,
20  speed of shipping, etc. For example, the query may provide the consumer with a
form asking the consumer to rate each attribute on a scale of 1-5.

In step 404, the payment system determines a numerical score for the
credibility rating of the seller. For instance, each attribute of the credibility rating
may be computed based on a numerical score from the plurality of consumers

25  providing a transaction rating. For example, if the attribute rating is for customer
service on a scale of 1-5, and five consumers rated the seller 3, 4, 4, 2 and 5
respectively, then the credibility rating for the seller would be a 3.6.

In step 406, the payment system may adjust the transaction fee for the

seller based on the credibility rating. For instance, if a seller has a history of
30  disputes or problems with consumers, then the payment system may raise the
transaction fee to cover the additional costs imposed by the seller on the payment

system. By contrast, the transaction fee may be lowered for sellers exhibiting a



seller to prospective consumers or other parties. For example, the payment
system may provide a transaction history for the seller comprising a credibility
rating computed from the transaction ratings provided by the consumers in
the 5 transaction history. Further, the trafsaction history may comprise the
individual transaction ratings for each transaction. From the credibility rating,
a prospBCHRY B A& IR Vb HBERIE ARt RO A M YS IHRIE BRI FERYSEFrom
the sellgrerldhancs paikity sadieg.may be computed as an average or a total of
the transactign, ratjings provided by a ity of consumers for a pluraljty of
10 ransactaC Lo S 2SR i R e M es5 LR BB ve
transavtiii dvndcepeigeintadonygackt syetativearansagion cithedineitilittheating
May b & 5K oD ReUIS. A1 HRRtEls e IRl T aling A BHAR
average of a plurality of ratings from different consumers. FIG. 4 is a tlow
chart TRERIHAESEANERRBT A0St IF R et AMITGT d L8 RUMBP Ieitint e d 2setler

in a 15paymestsisten dnenieremplanembedimentiabthe iaveationptdeo
steps of method 400 are not z%igcl sive, and may include other steps not
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condition'of an item, 20 speed of shipping, etc. For example, the query may
provideHE ¢ BAsTIRE FaRReH i ofd hcasking th a0SomsUmeties tharsalisdiwatibute

on a sfalg ek kolRstemdMictns RAYMassYeILACIBUR RPIadHARriCal
score for the, credibilitg rating of the seller. For instance, each attribute of the

credibRFFEtAG SYHST B Compsrie BaSEcShca HRTEHE AT SuPa4hsH the
pluralitgsof eanswitk 26 prensicierg @drasisaction rating. For example, if the

ibute rating is f service on le of 1-5. and fiv nsumers
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seller WSWRIH E1b8 Bumest 408aHBI gralam Byt dfAYmERt sdjigat 1360 may
transagligRfesnipfiibe caelleshasashan she GradibiitydatipdofRednsi@nce, if a

seller has a history of 30 disputes or problems with consumers, then the
paymeRESYSTaHT Ay FhraTth A HRRAAL RS Hed W8 LVRPHARCAJEHLHE! costs
imposéadebiidbieysetiet 202 thdipayapeiniatBysién? B yuahnirakittdadiaasactigin
f?ﬁ m‘fslle(l))r%qlaRy(\)Irel ri%%Jgsreagel:ﬁrgo%xn%%%thogszv%th the interface system 1302.
Client application 1302 is further adapted to monitor a port used by the client
application for communications using the login information, and further adapted
to stop a communication using the login information if the communication is not
directed to the interface system. Payment system 1300 may require the consumer
25 1308 to install client application 1312 on a personal computer or other
communication device for accessing the payment system 1300.
Although specific embodiments were described herein, the scope of the
invention is not limited to those specific embodiments. The scope of the
invention is defined by the following claims and any equivalents thereof.

30
CLAIMS:



low problem history with consumers, reflecting the lower costs imposed by
the seller on the payment system. FIG. 13 is a payment system 1300 for
building a database of reasonably verified voice prints in a payment system
in an exemplary embodiment of the 5 in¥éntion. Payment system 1300
comprises an interface system 1302 adapted to receive a first payment
requestirm a consumer 1308 to transfer a valued asset from an account to
a seller 1310. The interface system 1302 is further adapted to receive from

the cohsOrfEPS o8 IS EaiRanhSHFANUH PO YRETRHSY DAy RIENE iRcuest. A
processiyidesy sieiinl 34ncannied iphminterface system 1302 is 10 adapted

to digitize the first vocal authorization into a voice print, and complete the
first payment$eqUiBS e EF e UBREURIEF L SR HRYTr the valued asset

fram the accesmplitpairalint 33 Heri stRRoSMRABMULRAE coupled to the
processing system 1304 is adaé%ted to store the voice print in the database in

association WHAHE I Bhmh S RsiedomBrisey e QoE RS £500 may be
a single serveguasgistrinuipdsRIveraNeIVONK, R acaupled tPadeller in
communication network. Payment system 1300 may further comprise a

client SpBRESRIGHLS 1SRN RV eofsiderithethnsiiSTiace system

1302, and adagteshicriaaene-togimirfomatonframdheatbiedaar system
1302. Client application 1312 is further adapted to use the login 20

iffbrmBHSREM K9B&Eguent communications with the interface system 1302.

Client applicatign.ip0Rdsifstrtbes adapiedtomanitofoaperngsed by the client
application for communications using the login information, and further

adapted to STOP"S% SSmMEREAtih DR HEAIREEIOGR TS AASR IR HHeauest
communigationds $16¢ pline edeani@thedi medageisy stamr Raymenhsystem 1300
may require the consumer 25 1308 to install client application 1312 on a

persom4l ESHSEBT b PSSP BB ALATI e SRR B AL XRSERG i drom the
pesymedhsyatem 1300. Although specific embodiments were described

herein, the scope of the invention is not limited to those specific .
embodiment§THREOEHACH BRI AR Y S By HB RiIBNRY Haims

and amytiaguiralents themetepcikthdaSrashbility that the voice print is authentic
for an account holder of the account and that the consumer is the account holder;
and
20 executing the transfer of the valued asset from the account to the seller in

response to completing the first payment request for the consumer.
2. The method of claim 1 further comprising:
adjusting the reliability rating of the voice print if the account holder does

25  not dispute the first payment request within a predetermined time.

3. The method of claim 1 further comprising:



I claim: 1. A method of building a database of reasonably verified voice prints
in a payment system, the method comprising: receiving a first payment
request from a consumer; 5 completing the first payment request for the
consumer; characterized in that the method comprises the further steps of:
requesting a transfer of a valued asset from an account to a seller in
response to receiving the first payment request from the consumer; receiving
from the consumer a first vocal authorization for the first 10 payment
request; digitidingjitizetirstlabdatly autingriz abiononeant bice doing; stotbagothe
voice print in the database with the first payment request; wherein the voice
print ipapnéigurgdests\enifylthd huthereationtofidhe first payment request and
configured to authenticate subsequent voice prints from the 15 consumer;
creating a reliability rating for the voice print, wherein the reliability rating
comprises a score representing a probability that the voice print is authentic
fos an actiauntthottlel tdithe acdaubapddnat the consumer is the account
holder; and 20 executing the transfer of the valued asset from the account to
the seller in sepponsaéadapipleting the fstpay menth:sgdiestfoilthef the
consumer. 2. The method of claim 1 further comprising: adjusting the
reliabilitytrpiingeaf thgiswice print if the account holder does 25 not dispute
the first payment request within a predetermined time. 3. The method of claim
1 further comprising: 25 adjusting the reliability rating of the voice print based
on a number of payment requests completed by the account holder. 5 4. The

methosl of,elaiddfurthancomprsingmpeiisting the reliability rating of the
voice print based on a value of the first payment request. 5. The method of

claim 1 furthgheQMARiSiNGliability rating of the voice print based on a time elapsed

between a previous payment request and the first payment request.

6. The method of claim 1 further comprising:
raising a transaction limit for the consumer based on the reliability rating.
15

7. The method of claim 1 further comprising:



10 adjusting the reliability rating of the voice print based on a time elapsed
between a previous payment request and the first payment request. 6. The
method of claim 1 further comprising: raising a transaction limit for the
consumer based on the reliability rating.2&5 7. The method of claim 1 further
comprising: 26 marking the voice print as authentic for an account holder of
the account and determining that the consumer is the account holder if the

account holdeirdagsheabilispHit abeumsﬁmawmﬁmwﬂuem&ﬁofﬁhemmd

of claim urther con]f)rlshn% markln e voice pri J ot authenltjlc or an
El ? d3rm1 that t O Sumd“,l' 01 € accoun e account f
account hofdéer of tRe accoun etermlnlng e consumer IS’ not the

accoudo¢yoidediipthie tedioupdyhatdercdisputes the flrst payment request. 10 9.
The method of claim 1 wherein the valued asset is a sovereign entity. 10.
The method of claim 9 wherein the sovereign entity is gold. 15 11. The
methott dPerarhadwheidm tHBrsfnaEsBEis currency credits, wherein

each cu ”enQﬁa@kﬂ@ttﬁ@N(ﬁ&ﬁﬁlﬁ%@ﬁ@cﬂ%ﬁtﬁé@ﬁ@'ﬂo@faﬁlé&%ﬂﬁyhélaefrctfﬂlf@ethOd
of claim 1 further comprisin verting a transfer of funds fr C{n&&ﬁ
consufEPIR ST BT 3o R R Sy Mo T the
consuncesuat imtitedikg fessthpdiymnemtmeguegtiersing a denomination of the

cgmmodity. 13. The method of claim 1 further comprising: 25 requiring the
consumer to download a plugin module to a client application; allocating
login iffdriaaeRshobrbglaig! thadsirhinfsiredtiorstds theorfiemgapplitation;
using the login information in subsequent communications between the 30

client application and the payment system;
8 P The method of ClalrFI)l élwheremythe sovereign entity is gold.

15 11. The method of claim 1 wherein the valued asset is currency credits, wherein

each currency credit represents a denomination of currency.

12. The method of claim 1 further comprising:
converting a transfer of funds from the consumer into the account to a
20  lease of a commodity; and
allowing the consumer to initiate the first payment request using a

denomination of the commodity.

13. The method of claim 1 further comprising:
25 requiring the consumer to download a plugin module to a client
application;
allocating login information;
providing the login information to the client application;
using the login information in subsequent communications between the
30 client application and the payment system;
monitoring a port used by the client application for communications using

the login information;



monitoring a port used by the client application for communications using the
login information; 27 determining if a communication from the client
application using the login information is directed to an authenticated server
of the payment system; and stopping thé’communication from the client
application using the login 5 information if the communication is directed to a
non-authentitfamadg el 2 FAMRYRIGHER IR IBA L IEB0MPHsR oM diiggdhe
databasg oinfeasanably desifiet v eica RS SPAYIBEIE PYStest (L3Ra);
comprising: an interface system (1302) adapted to receive a first payment
requeélf1 0 from a consumer (1308); a processing system (1304) adapted to
complete thesfirgtipathmennrequestofidrdhetcor sutrep(it308) using hestogage

mediupr (L 308) ATARIE IR SRS e JURE ARY et s hidRE PRWRENT
system (1300) characterized by: 15 the interface system (1302) further

adapted to request a transfer of a valued asset from an account to a seller

(1310)1and paithestadapied lUeLsiveIdine NL.6eRsUMRk M308) aifist vaeal
authorization for the first pa ngf toée%uest; the processing system (1304)
coupldt S S M ST G RINAEY adapted to digitize the frst

vocal authorizatmerfintosgswoic €13t atadtedfoaxeauten thsttpapsikern ofginst

v%ueqr%ﬁisgtcgr&mge(%gunt to the seller (1310); the storage medium
(1306) coupled to the procéssing system (1304) further adapted to store the

voice print intRE¢RatEIEaSE O H tReHirstpisdrinerfimidelo dat (WReRaYmeneroaies

print isGapfigunashia vesy) theqauthorization of the first payment request and
configured to authenticate subse(iuent voice prints from 25 the consumer;

and the procESSIHGSTSERT (/309 it Qaiptedts steae s YergNsity rating
for the voice tpeiptywhetreysthe Féliabdity sating:cdomprises a score

representing, g, %%QRQPJ':S?’ it (t{:foééoﬂ&?hBr”E‘&JEt&%‘ ?e’gﬁi]%sftoa{ t?a?aﬁﬁfgf'e?t
holder of the account artd that the consumer i5 the account holder. 30
valued asset from an account to a seller (1310) and further adapted to receive
from the consumer (1308) a first vocal authorization for the first payment request;
the processing system (1304) coupled to the interface system (1302)
further adapted to digitize the first vocal authorization into a voice print and
20  execute the transfer of the valued asset from the account to the seller (1310);
the storage medium (1306) coupled to the processing system (1304)
further adapted to store the voice print in the database with the first payment
request wherein the voice print is configured to verify the authorization of the
first payment request and configured to authenticate subsequent voice prints from
25  the consumer; and
the processing system (1304) further adapted to create a reliability rating
for the voice print, wherein the reliability rating comprises a score representing a
probability that the voice print is authentic for an account holder of the account
and that the consumer is the account holder.
30
15. The payment system (1300) of claim 14 wherein the valued asset is a

sovereign entity.



15. The payment system (1300) of claim 14 wherein the valued asset is a
sovereign entity. 28 16. The payment system (1300) of claim 14 wherein the
sovereign entity is gold. 17. The payment system (1300) of claim 14 wherein
the valued asset is currency credits, whé¥ein each currency credit represents
a denomination of currency. 5 18. The payment system (1300) of claim 14

whereig e ARYMENLSYRIGM $63PD THHNE! GRIRKIFRSBVEIG0H BRRNCGAUOR:.

(1312) communicatively coupled with the interface system (1302), and
adapted to receive login information from the interface system (1302), and

adapte use the login inf ion in subsequent 10 communications with
e e e 3y ot P SETS T B gy
the clientapnlisatanctth Lakiar commusications usinethailagn cinfarsation,

and further adapted to stop a communication using the login information if
th@ communication is not directed to the interface system (1302). 15

18. The payment system (1300) of claim 14 wherein the payment system (1300)
further comprises a client application (1312) communicatively coupled with the
interface system (1302), and adapted to receive login information from the
interface system (1302), and adapted to use the login information in subsequent
10  communications with the interface system (1302), and further adapted to monitor
a port used by the client application (1312) for communications using the login
information, and further adapted to stop a communication using the login

information if the communication is not directed to the interface system (1302).

15



