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Programmatic interface(s) 550

.......

Create-PAE-In-IVN(IVNID) 505
P
New PAE-ID 507
<
Assign-Service-To-PAE
(SvclD, PAE-ID) 509
P
Service-assign-ACK
511
-
Client 502 Assign-Policy-To-PAE Conflguraggg
(Policy, PAE-ID) 513 manager 994
P
Policy-assign-ACK
515
-
Register-Service-For-PAE
(Sve-descriptor) 517
P
Registered-svc-1D
519
-
FIG. 5
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Configure one or more isolated virtual networks (IVNs) for a client C1 using provider
network resources, with each IVN comprising one or more compute instances;
internal network configuration (e.g., subnet setup, IP address assignment for the
instances) for the IVNs is performed by C1 801

!

Create a metadata record (e.g., at C1's request) representing a private alias endpoint
PAE1 to be indicated as a routing target for traffic directed from instances with private
IP addresses at a particular IVN (IVN1) to a service implemented elsewhere in the
provider network 804

!

Assign a particular service Svc1 (from among a set of registered services that
advertise public addresses for accessing service resources and have been verified as
supporting PAE-based access) to PAE1, e.g., as an attribute 807

'

Assign access policy or policies (e.g., either a default policy, or one or more client-
specified policies) to PAE1, indicating the kinds of operations permitted/prohibited in
service requests submitted to Svc1 using PAE1, the objects accessible, applicable
time periods, principals, etc. 810

'

Create/attach route table entry for one or more subnets of IVN1 indicating PAE1 as a
route target for packets with Svc1 as the specified destination 813

!

Update/propagate PAE configuration information (and/or lists of Sv1 public IP
addresses) to virtualization management components and/or tunneling intermediaries
816

FIG. 8
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At a compute instance CI1 of an IVN (IVN1) for which a PAE (PAE1) has been
configured for traffic directed to service Svci, look up Sve1 public network address
Addr1 (e.g., using DNS query) 901

!

Transmit, e.g., using CI1's virtual network interface, a baseline packet BP1 (e.g., an
IPv4 packet) whose payload comprises a service request SR1 directed at Svet,
source address is Cl1's private IP address, and destination address is Addr1 904

!

At virtualization management component (VMC) such as a hypervisor) of instance
host where CI1 is running, intercept BP1 907

Y

Based on analysis of BP1's destination address, a list of Svc1's public addresses and/
or an analysis of IVN’s route tables, generate and transmit a first encapsulating
packet EP1 (derived from BP1) to a tunneling intermediary (e.g., a node from which a
bridge network through which traffic to/from publicly-accessible services of the
provider network is directed can be accessed); the headers in EP1 may indicate that
EP1 is associated with PAE1 910

l

At tunneling intermediary, look up BP1's source and destination addresses in PAE
mapping database, strip EP1 headers and generate new headers of EP2, a second
encapsulating packet formatted according to a selected tunneling protocol (e.g., a
protocol that uses |PV6-compatible addresses); EP2 headers may include encodings
of IVN identifier and/or PAE identifier, as well as Cl1's private IP address 913

'

Transmit EP2 from tunneling intermediary to node of Svc1 via selected internal
network path (e.g., bridge network path) of provider network 916

l

At recipient Svc1 node, extract contents of baseline packet BP1 from EP2, including
unique source address (combination of CI1 private IP address and IVN/PAE ID);
verify that SR1 is permitted by applicable policies associated with PAE, perform

requested operations and transmit response (if any), .., using the tunneling protocol

in reverse direction 919

FIG. 9
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