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DATA VERIFICATION METHODS AND SYSTEMS USING A HASH 

TREE, SUCH AS A TIME-CENTRIC MERKLE HASH TREE 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to and benefit from United States Patent 

Application No. 14/852,955, filed on September 14, 2015, entitled "DATA 5 

VERIFICATION METHODS AND SYSTEMS USING A HASH TREE, SUCH AS A 

TIME-CENTRIC MERKLE HASH TREE," the entire content of which is hereby 

incorporated by reference for all purposes in its entirety. 

TECHNICAL FIELD 

[0002] Various embodiments of the present disclosure generally relate to storing and 10 

verifying data.  More specifically, various embodiments of the present disclosure 

relate to systems and methods for storing and verifying data using hashing 

techniques. 

BACKGROUND 

[0003] A hash function is a function that can be used to map digital data of arbitrary 15 

size to digital data of fixed size.  Hash functions can be used for many purposes, 

such as to accelerate table or database look-up by detecting duplicated records in a 

large file.  Hash functions are also used in blockchains.  Blockchains are verifiable 

permanent ledgers constructed one block at a time with a proof-of-work seal (hash) 

affixed to each block that validates that block.  In any blockchain, the hash of the 20 

previous block is included in the current block, and therefore by recursion the current 

hash also validates all previous blocks back to the original genesis block.  Inserting a 

hash into a blockchain permanently records that hash and acts as a notary verifying 

the timestamped proof of existence of the hashed data at the moment in time that 

the block is added to the chain.  Future blocks add a layer of protection from a chain 25 

re-organization and therefore add certainty that no changes can be made to blocks 

earlier in the chain. 

SUMMARY OF INVENTION 
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[0004] Disclosed is a computerized method comprising: 

receiving data items during first reference level time intervals of a first 

reference level; 

generating a hash for each of the data items in the order in which the 5 

data items are received by performing a hashing function on each of the data 

items with a corresponding timestamp; 

generating a first reference level time interval hash for each of the first 

reference level time intervals by performing a second hashing function on the 

hashes of the data items in each of the first reference level time intervals 10 

according to their respective timestamps, wherein a first hash of each of the 

first reference level time intervals is a hash of an immediately previous first 

reference level time interval except for a first hash of a first reference level time 

interval of the first reference level; 

generating a second reference level time interval hash for each of 15 

multiple second reference level time intervals, wherein  the multiple second 

reference level time intervals is comprised of a predetermined number of the 

first reference level time intervals, wherein  the multiple second reference level 

time interval hashes are generated by performing a third hashing function on 

the predetermined number of the first reference level time interval hashes; an 20 

generating a third reference level time interval hash for each of multiple 

third reference level time intervals, wherein the multiple third reference level 

time periods is comprised of a predetermined number of the second reference 

level time intervals, wherein the multiple third reference level time interval 

hashes are generated by performing a fourth hashing function on the 25 

predetermined number of the second reference level time interval hashes. 

[0005] Disclosed is a non-transitory computer-readable storage medium including a 

set of instructions that, when executed by one or more processors, cause a machine 

to: 

generate reference levels according to time intervals, wherein the first 30 

reference level comprises a predetermined number of the time intervals, 
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wherein each of the time intervals of remaining reference levels is comprised of 

a predetermined number of the time intervals of a previous reference level; 

create hashes of data at the first reference level in the order in which 

the data is received by performing a hashing function on the data according to 

the time interval in which the data is received; 5 

generate first reference level time interval hashes by performing the 

hashing function on the hashes of the data at each of the time intervals of the 

first reference level up to the predetermined number of the time intervals of 

the first reference level, wherein a first hash of each of the time intervals of 

the first reference level is a hash of an immediately previous time interval 10 

except for a first hash of a first time interval of the first reference level time 

interval; 

generate reference level time interval hashes for the remaining 

reference levels by performing the hashing function on the hashes of the each 

of the time intervals of the previous reference level up to the predetermined 15 

number of the time intervals. 

[0006] Disclosed is a data storage and verification platform, comprising: 

 one or more processors; and 

 a computer readable storage medium having instructions stored 

thereon, which when executed by the one or more processors cause the data 20 

storage and verification platform to: 

generate reference levels according to time intervals, wherein the first 

reference level comprises a predetermined number of the time intervals, 

wherein each of the time intervals of the remaining reference levels is 

comprised of a predetermined number of the time intervals of a previous 25 

reference level; 

create hashes of data at the first reference level by performing a 

hashing function on the data according to the time interval in which the data is 

received, wherein the data is hashed in an order it was received; 

generate first reference level time interval hashes by combining the 30 

hashes of each of the data received during each of the time intervals in a 
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temporal order and performing the hashing function on the combined hashes of 

the data at each of the time intervals of the first reference level up to the 

predetermined number of the time intervals of the first reference level, wherein 

a first hash of each of the time intervals of the first reference level is a hash of 

an immediately previous time interval except for a first hash of a first time 5 

interval of the first reference level time interval; 

wherein when the data is not received during any one of the time 

intervals of the first reference level, a placeholder hash for a first reference level 

time interval hash is generated; and 

generate reference level time interval hashes for the remaining 10 

reference levels by combining the hashes of each of the time intervals of the 

previous reference level up to the predetermined number of the time intervals in 

a temporal order and performing the hashing function on the combined hashes 

of the each of the time intervals of the previous reference level up to the 

predetermined number of the time intervals. 15 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] Embodiments of the present disclosure will be described and explained 

through the use of the accompanying drawings. 

[0008] Fig. 1 illustrates an example of a network-based operating environment in 

accordance with various embodiments of the disclosure. 20 

[0009] Fig. 2 illustrates a set of components in a data storage and verification 

platform according to one or more embodiments of the present disclosure. 

[0010] Fig. 3 is a diagram illustrating an architecture of a data storage and 

verification platform according to one or more embodiments of the present 

disclosure. 25 

[0011] Fig. 4 illustrates a process of storing and verifying data using a non-sparse 

TOME according to one or more embodiments of the present disclosure. 
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[0012] Fig. 5 illustrates a process of storing and verifying data using a sparse TOME 

according to one or more embodiments of the present disclosure. 

[0013] Fig. 6 illustrates a process of storing and verifying data using a clockchain 

TOME according to one or more embodiments of the present disclosure. 

[0014] Fig. 7 illustrates an example of a computer system with which some 5 

embodiments of the present disclosure may be utilized. 

DETAILED DESCRIPTION 

[0015] Various embodiments of the present disclosure generally relate to storing and 

verifying data.  More specifically, various embodiments of the present disclosure 

relate to systems and methods for storing and verifying data using hashing 10 

techniques. 

[0016] The Data Storage and Verification Platform describes a method and system in 

which a record of data, and particularly rapidly changing, time-sensitive data, can be 

generated both quickly and efficiently using the concept of a Merkle Tree where the 

tree branches are time-centric groupings of data. 15 

[0017] Traditional methods of data validation are inefficient, particularly where large 

amounts of rapidly changing data are concerned (e.g., trading data, telemetry).  For 

example, one solution for verifying data includes storing the entire corpus of a file or 

text and comparing it with the original data to confirm validity.  While this method is 

manageable for small amounts of data, this solution is impractical for a comparison 20 

of any significant amount of data. 

[0018] Another current solution is to store the data in a blockchain.  But recording 

rapidly changing data (e.g., each trade on an exchange) in a blockchain is 

impractical for at least two reasons.  First, the amount of data that must be 

synchronized and stored currently exceeds most communication channels of, most 25 

storage systems of, and the "bandwidth" of current blockchains.  Put simply, rapidly 

changing data cannot be synchronized quickly across a widely distributed, 

decentralized system.  Second, it is impractical to record rapidly changing data on a 

blockchain because the timing of a decentralized blockchain is not deterministic.  
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That is, pathways for the data are dependent on the peer-to-peer connections which 

may lead to rapidly changing data being recorded in a different order than it originally 

occurred. 

[0019] Methods and systems described herein provide a way for data, including 

rapidly changing, time-sensitive data, to be recorded for verification in the future.  5 

Some embodiments described herein describe a Data Storage and Verification 

Platform that can generate a Time Ordered Merkle Tree Epoch (TOME), where 

"time" may refer to an indefinite continued progress of existence and events in the 

past, present, and future regarded as a whole; where "ordered" may refer to being 

arranged in a methodical or appropriate way; where "Merkle Tree" refers to the 10 

Merkle Tree invented by Ralph Merkle, in which each non-leaf node is labeled with 

the hash of the labels of its children nodes; and where "epoch" refers to the 

beginning of a distinctive period in the history of someone or something."  A TOME 

may use a cryptographic hash function such as SHA256 for the hashing. 

[0020] In some embodiments, the leaves of the TOME may be specific records and 15 

the tree may be defined by the number of data records per the first reference level, 

the number of segments or time intervals in the first reference level that compose the 

second reference level, the number segments or time intervals in the second 

reference level that compose the third reference level, and so on.  In some 

embodiments, the reference levels are defined by time, and in such embodiments, 20 

the tree can be defined by the number of data records per second, the number of 

seconds per minute, the number of minutes per hour, the number of hours per day, 

etc. 

[0021] In an example and as further described herein, the Data Storage and 

Verification Platform can receive data records and provide a timestamp if necessary.  25 

Each data record may be hashed with a corresponding timestamp generated by the 

Data Storage and Verification Platform on reception of the data record.  The 

timestamp can represent varying levels of granularity (e.g., picosecond, second, 

etc.).  In one illustrative example the granularity is represented in seconds, and thus, 

the hashes for each data record are combined in a temporal/sequential order and a 30 

hash of the hashes is generated each second; the combined hash may be referred 

to as a one-second TOME.  Thus, a hash is created for each second.  After sixty 
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one-second hashes have been created, all of the one-second hashes are then 

combined (ascending by time) and hashed to create a one-minute hash, which may 

be referred to as the one-minute TOME.  After sixty of the one-minute hashes have 

been created, all of the sixty one-minute hashes are ordered (ascending by time) 

and hashed to create the one-hour TOME.  After twenty-four of the one-hour hashes 5 

have been created, the twenty-four one-hour hashes are ordered (ascending by 

time) and hashed to generate the one-day TOME.  The day hashes can then be 

ordered (ascending by time) and hashed to make a one-month TOME (i.e., a hash of 

thirty or thirty-one daily hashes), a quarterly TOME (i.e., a hash of ninety daily 

hashes), and/or a yearly TOME (i.e., a hash of 365 daily hashes). 10 

[0022] Combining the hashes before a hashing function is performed on the 

combined hashes can be done using various methods.  For example, the hashes 

can be combined by concatenating the hashes together, by summing the hashes 

numerically, or by concatenating the binary bytes together.  Other methods might 

also XOR the hashes together, concatenate the hashes with a delimited between 15 

them, or add an index number to each hash and then combine the hashes.  The 

method of combining the hashes must be known in order for an independent party to 

replicate the process and independently arrive at the same result. 

[0023] There are several types of TOMEs, including a non-sparse TOME, a sparse 

TOME, and a clockchain TOME.  In a non-sparse TOME, hashes for each segment 20 

(or unit of time, e.g., one second) are generated regardless of whether data was 

received during a segment of the first reference level (e.g., a second).  Thus, in a 

non-sparse TOME, there will always be a hash for each segment (i.e., sixty one-

second hashes will be created and used to create the one-minute hash even if data 

was received in only three or four of the sixty one-second hashes). 25 

[0024] In a sparse TOME, a hash is created only if data was received during the 

segment of the first reference level (i.e., if data is received in three seconds out of 

sixty in a particular minute, only three hashes will be hashed to form the one-minute 

hash). 

[0025] A clockchain TOME uses a genesis hash.  The genesis hash is the first hash 30 

of the epoch and can be a hash of a document that provides a description of the data 
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being hashed or any other type of information.  The genesis hash is hashed with the 

data records in the first segment (e.g., second).  In this embodiment, the hash for the 

first segment (e.g., first second) is hashed with the data records in the next segment 

(e.g., second second) to create the second segment hash, the second segment hash 

is hashed with the hash of the data records received during the third segment (e.g., 5 

third second), and so on. 

[0026] The hashes can be recorded in a blockchain at any point, allowing the data to 

be verified in the future.  That is, by reconstructing the TOME with the data, the 

same hash will be created if the data is undamaged and unaltered.  However, if any 

of the data is changed or if a timestamp in the data has changed, the hash will be 10 

different, indicating a difference in the data. 

[0027] The hashes created using the Data Storage and Verification Platform can be 

publicly attested to using cryptographic techniques such as public-key cryptography 

and bidirectional encryption.  Public-key cryptography requires a key pair, where the 

two keys are mathematically linked.  One key is a public key that is freely shared 15 

among nodes in a peer-to-peer network.  The other key is a private key that is not 

shared with the public.  The public key is used to encrypt plaintext and to verify a 

digital signature.  The private key is used to decrypt cipher text and to digitally sign 

messages.  The message may be digitally signed by the sender's private key to 

authenticate the sender's identity.  Then, the sender's digitally signed transaction 20 

message may be decrypted using the sender's public key to verify that the sender 

originated the message. 

[0028] Benefits of the Data Storage and Verification Platform include transparency 

and immutability, particularly in time-sensitive data, because the Data Storage and 

Verification Platform can determine whether data has been altered in the slightest 25 

when the data is run through the same algorithm and compared to a stored hash.  

The Data Storage and Verification Platform provides non-repudiation when hashes 

of the data are recorded to the blockchain.  Once a hash has been recorded in the 

blockchain, the hashed data cannot be tampered with without invalidating the hash.  

The Data Storage and Verification Platform provides external attestation by allowing 30 

for a digital signature attesting to the validity of the hashed data (e.g., public key 

cryptography). 
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[0029] Data records may be verified in any time interval (e.g., second, day, week, 

month, year, decade).  The Data Storage and Verification Platform can validate data 

in smaller time intervals, avoiding the need to verify an entire data set which may 

span decades.  The Data Storage and Verification Platform can validate any type of 

data or any amount of data.  Additionally, storage required for the data record is 5 

insignificant.  While it is impractical to record each trade on a distributed ledger, 

hashes at certain points in time (e.g., hourly, daily, weekly, monthly) can be recorded 

to distributed ledgers (e.g., blockchain for Bitcoin) that are maintained by network 

nodes. 

[0030] Time, and specific time increments, are used as examples in the disclosure.  10 

However, embodiments of the disclosure can be used with any data and hashed in 

any time interval. 

[0031] The techniques introduced here can be embodied as special-purpose 

hardware (e.g., circuitry), as programmable circuitry appropriately programmed with 

software and/or firmware, or as a combination of special-purpose and programmable 15 

circuitry.  Hence, embodiments may include a machine-readable medium having 

stored thereon instructions that may be used to program a computer (or other 

electronic devices) to perform a process.  The machine-readable medium may 

include, for example, floppy diskettes, optical disks, compact disc–read-only 

memories (CD-ROMs), magneto-optical disks, read-only memories (ROMs), random 20 

access memories (RAMs), erasable programmable read-only memories (EPROMs), 

electrically erasable programmable read-only memories (EEPROMs), magnetic or 

optical cards, flash memory, or other type of media/machine-readable medium 

suitable for storing electronic instructions. 

[0032] Fig. 1 illustrates an example of a network-based operating environment 100 in 25 

which some embodiments of the present disclosure may be used.  As illustrated in 

Fig. 1, operating environment 100 includes applications 105A-105N running on one 

or more computing devices 110A-110M (such as a mobile device, a mobile phone, a 

tablet computer, a mobile media device, a mobile gaming device, a vehicle-based 

computer, a dedicated terminal, a public terminal, a desktop or laptop computer, a 30 

smartwatch or other wearable technology, a kiosk, etc.).  In some embodiments, 

applications 105A-105N for carrying out operations such as generating documents or 
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orders may be stored on the computing devices or may be stored remotely.  These 

computing devices can include mechanisms for receiving and sending traffic by 

connecting through network 115 to the Data Storage and Verification Platform 120. 

[0033] Computing devices 110A-110M are configured to communicate via network 

115 with Data Storage and Verification Platform 120.  In some embodiments, 5 

computing devices 110A-110M can retrieve information from or submit information to 

Data Storage and Verification Platform 120 or data store 125 and run one or more 

applications with customized content retrieved by Data Storage and Verification 

Platform 120.  For example, computing devices 110A-110M each can execute a 

browser application or a customized client to enable interaction between the 10 

computing devices 110A-110M and Data Storage and Verification Platform 120. 

[0034] Data Storage and Verification Platform 120 can run on one or more 

servers and can be used to create data records and verify data using hashing 

techniques, to record hashes to a distributed ledger, to record digital signatures, and 

to compare hashes, among other activities.  Data Storage and Verification Platform 15 

120 may be communicably coupled with data store 125 and computing devices 

110A-110M and may communicate, access or receive data (e.g., documents, trade 

data) from computing devices 110A-110M and data store 125. 

[0035] Data Storage and Verification Platform 120 may be customized or 

calibrated by individual companies or service providers based on user needs and/or 20 

business objectives.  For example, the interval at which the data is hashed may be 

based on various time intervals in which the data is received (e.g., trade data arrives 

faster than a second whereas monthly reports generally occur monthly) and thus 

Data Storage and Verification Platform 120 may be calibrated differently for different 

uses and different users. 25 

[0036] Data Storage and Verification Platform 120 provides, among other 

things, a method of creating a record of data such that the data can be easily 

validated at any time in the future.  The Data Storage and Verification Platform 120 

may create TOMEs in which the leaves of the tree are specific records and the tree 

is defined by the number of data records per first segmented time period, the number 30 

of segments in the first time period that compose the second segmented time period, 

the number of segments in the second segmented time period that compose the 
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third segmented time period, and so on.  For example, the tree may be defined by 

the number of data records per second, the number of seconds per minute, the 

number of minutes per hour, the number of hours per day, etc.  Data Storage and 

Verification Platform 120 may record hashes at any point in the tree and then 

compare that record to hashes of data to verify that the data has not changed. 5 

[0037] Data store 125 can be used to manage storage and access to data such as 

trade data, documents, user information, and other information.  Data store 125 may 

be a data repository of a set of integrated objects that are modeled using classes 

defined in database schemas.  Data store 125 may further include flat files that can 

store data.  Data Storage and Verification Platform 120 and/or other servers may 10 

collect and/or access data from the data store 125. 

[0038] Data Storage and Verification Platform 120 is communicably coupled with one 

or more distributed ledger(s) 135 through network 130. 

[0039] Network 115 and network 130 can be the same network or can be separate 

networks and can be any combination of local area and/or wide area networks, using 15 

wired and/or wireless communication systems.  Either network 115 or network 130 

could be or could use any one or more protocols/technologies:  Ethernet, IEEE 

802.11 or Wi-Fi, worldwide interoperability for microwave access (WiMAX), cellular 

telecommunication (e.g., 3G, 4G, 5G), CDMA, cable, digital subscriber line (DSL), 

etc.  Similarly, the networking protocols used on network 115 and network 130 may 20 

include multiprotocol label switching (MPLS), transmission control protocol/Internet 

protocol (TCP/IP), User Datagram Protocol (UDP), hypertext transport protocol 

(HTTP), simple mail transfer protocol (SMTP) and file transfer protocol (FTP).  Data 

exchanged over network 115 and network 130 may be represented using 

technologies, languages and/or formats including hypertext markup language 25 

(HTML) or extensible markup language (XML).  In addition, all or some links can be 

encrypted using conventional encryption technologies such as secure sockets layer 

(SSL), transport layer security (TLS), and Internet Protocol security (Ipsec). 

[0040] Distributed ledger(s) 135 records hashes either automatically (e.g., at the end 

of a time period) or as requested on a distributed ledger.  For example, Bitcoin uses 30 

a distributed public ledger called the blockchain.  When distributed ledger(s) 135 
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receives a hash signed with the proper key from Data Storage and Verification 

Platform 120 and the hash is verified by network nodes, distributed ledger(s) 135 

records the hash to the distributed ledger. 

[0041] Fig. 2 illustrates a set of components within Data Storage and Verification 

Platform 120 according to one or more embodiments of the present disclosure.  5 

According to the embodiments shown in Fig. 2, Data Storage and Verification 

Platform 120 can include memory 205, one or more processor(s) 210, data receiving 

module 215, time stamping module 220, hashing engine 225, recording module 230, 

digital signature module 235, data validation module 240, comparing module 245, 

and Graphical User Interface (GUI) generation module 250.  Other embodiments 10 

may include some, all, or none of these modules and components along with other 

modules, applications, and/or components.  Still yet, some embodiments may 

incorporate two or more of these modules and components into a single module 

and/or may associate a portion of the functionality of one or more of these modules 

with a different module.  For example, in one embodiment, data validation module 15 

240 and comparing module 245 can be combined into a single component. 

[0042] Memory 205 can be any device, mechanism, or populated data structure used 

for storing information.  In accordance with some embodiments of the present 

disclosure, memory 205 can be or include, for example, any type of volatile memory, 

nonvolatile memory, and dynamic memory.  For example, memory 205 can be 20 

random access memory, memory storage devices, optical memory devices, 

magnetic media, floppy disks, magnetic tapes, hard drives, erasable programmable 

read-only memories (EPROMs), electrically erasable programmable read-only 

memories (EEPROMs), compact discs, DVDs, and/or the like.  In accordance with 

some embodiments, memory 205 may include one or more disk drives or flash 25 

drives, one or more tables, one or more files, one or more local cache memories or 

processor cache memories, one or more relational databases or flat databases, 

and/or the like.  In addition, those of ordinary skill in the art will appreciate many 

additional devices and techniques for storing information that can be used as 

memory 205. 30 

[0043] Memory 205 may be used to store instructions for running one or more 

applications or modules on processor(s) 210.  For example, memory 205 could be 
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used in one or more embodiments to house all or some of the instructions needed to 

execute the functionality of data receiving module 215, time stamping module 220, 

hashing engine 225, recording module 230, digital signature module 235, data 

validation module 240, comparing module 245, and GUI generation module 250. 

[0044] Data receiving module 215 can receive data (e.g., data items, data records) 5 

into the Data Storage and Verification Platform 120 to create a record of the data 

using hashing techniques.  The data can be any type of data (e.g., document, video, 

picture, email message), and the data can be received at any interval (e.g., every 

second, every hour, three times a year, randomly).  In some embodiments, the data 

received by data receiving module 215 can be kept secret but still validated.  For 10 

example, the data that is sent could be a hash of secret data providing a way for 

non-repudiation without transparency.  In some embodiments, the data received by 

data receiving module 215 can be the result of an API call (provided that the result of 

the API call stays consistent for validation of third-party data). 

[0045] Data receiving module 215 can also receive verification data for the purpose 15 

of verifying that the verification data is the same as the data that was initially 

received.  That is, a record of verification data may be made using the same hashing 

techniques to determine whether it is the same as the initial data.  Such verification 

may be helpful in verifying data transferred from peer to peer networks, to detect 

fake data, or to comply with an audit.  Data or data items received via data receiving 20 

module 215 may be communicated to time stamping module 220 for time stamping, 

if needed, or directly to hashing engine 225 for hashing if time stamping is 

unnecessary. 

[0046] Time stamping module 220 can determine whether a timestamp is needed 

and then time stamp the data as needed.  Some data may already include a 25 

timestamp, which may be helpful for time-sensitive data.  In some embodiments, the 

data is timestamped regardless of whether the data already includes a timestamp.  

The data can be timestamped at any granularity (e.g., picoseconds, milliseconds, 

microseconds, nanoseconds, seconds, minutes, hours).  The timestamp can be the 

beginning of the epoch or a real timestamp of the data record.  The epoch value 30 

passed is the number of seconds encompassed in the epoch.  The time can be 

specified in any manner specific enough to denote a moment in time (worldwide) 
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(e.g., Julian, data string with a time zone such as GMT).  The data, with a timestamp, 

is sent to hashing engine 225. 

[0047] Hashing engine 225 receives data and hashes the data with its timestamp at 

its time-stamped record level.  Then the hashes for each record are combined in 

time order.  Sometimes, the time resolution is not granular enough to put the records 5 

in a deterministic order (i.e., two data records are received at the same time or are 

recorded with the same time stamp).  During such circumstances, the hash of the 

data records can be used for a secondary sort order because during verification, the 

hash of the verification data will result in the same hash as the original data (if the 

data is the same), which can be sorted.  Thus, in some embodiments, the data is 10 

sorted by time first, then, if there is a tie, the data is sorted by the hashes of the data.  

Sorting in this manner allows a third party or a different compatible system a method 

of ordering the data in a consistent manner. 

[0048]   Each reference level may have a number of sequenced segments, each of 

which are hashed to create a single hash for the reference level, which is then used 15 

in generating the next reference level.  As an example, assume that seconds are the 

first reference level, minutes are the second reference level, and hours are the third 

reference level.  The first reference level includes 60 sequenced segments (i.e., 60 

seconds), the hashes of which will be used as a segment of the second reference 

level.  As the data is received, the data is hashed, and all the data received during a 20 

particular segment (i.e., second) is hashed.  Then the hashed data for each segment 

(i.e., 60 hashes) is hashed together in an ascending order to generate one segment 

on the second reference level (i.e., 60 one-second hashes are hashed to generate a 

one-minute hash).  The second reference level includes 60 segments (i.e., 60 

minutes).  Thus, 60 sequenced segments from the second reference level are 25 

hashed together in an ascending order to generate one segment on the third 

reference level (i.e., 60 one-minute hashes are hashed to create a one-hour hash).  

The third reference level includes 24 segments which are hashed together in an 

ascending order to generate one segment on the fourth level (i.e., 24 one-hour 

hashes are hashed to create a one-day hash).  This process can continue such that 30 

one hash is representative of weeks, months, quarters, years, decades of data, or 

any other time period. 
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[0049] Each hashed segment of the record data at each reference level may be 

labeled as a hashed segment for the reference level, or a TOME.  Thus, if the first 

reference level is a second, the hash for each second is a hashed segment for the 

second reference level.  If the second reference level is a minute, the hash of sixty of 

the hashed second segments is one hashed segment for the minute reference level.  5 

If the third reference level is an hour, then the hash of sixty of the hashed minute 

segments is one hashed segment for the hour reference level. 

[0050] When data is received, the data is timestamped and hashed with the 

timestamp.  Then all of the data that is received within the first second is hashed 

together, in a time-sequenced manner.  The same process occurs for the second 10 

second, the third second, and so on until the end of the segments in that reference 

level. 

[0051] Hashing engine 225 can use slightly varied hashing algorithms.  For example, 

in a "sparse TOME," when data is not received during any period of time, no hash is 

created or stored for that time period.  Thus, it is possible that there is no hash for a 15 

particular second, minute, hour, or week.  In a sparse TOME, if data at a time period 

in which no data was received is asked to be validated, it will return null, 0, or 

nothing for the hash.  For example, in a sparse TOME that has only one data point in 

a year, there would be data for that second, minute, hour, day, week, month, and 

year, but nothing else (e.g., 20 

sha256(sha256(sha256(sha256(sha256(sha256(one_data_point))))))). 

[0052] Hashing engine 225 can also use a "non-sparse TOME" algorithm.  In a non-

sparse TOME algorithm, if there is no data at any point in time, hashing engine 225 

still creates a hash.  Assuming seconds is the lowest reference level, if no data is 

received during a second, a hash is created for the second (e.g., a hash of an empty 25 

string).  For example, the static SHA256 hash of the empty string can be used.  In a 

non-sparse TOME, there will always be 60 one-second hashes to generate the one-

minute hash. 

[0053] There are advantages to using the sparse TOME over non-sparse TOME and 

vice versa.  For example, the non-sparse TOME provides a data point confirming 30 

that no data was received during the time period, whereas there is no specific 
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confirmation except a lack of data when using the sparse TOME.  On the other hand, 

because the non-sparse TOME provides a hash regardless of whether data is 

received, the hash file for a non-sparse TOME will be larger than the hash file of a 

sparse TOME when data is not received during every segment of the first reference 

level. 5 

[0054] Generally, data storage for the hashes is not substantial.  For example, 

storage for an entire year of non-sparse TOME data may be roughly two gigabytes of 

data, assuming that the reference levels include seconds, minutes, hours, weeks, 

months, and years; that the hashes are SHA256; that the binary hashes are stored 

as 32-byte hashes; and that the concatenated hashes are stored as 64-hex 10 

characters.  Storage numbers may increase or decrease depending on how much 

data is received and hashed for a given second (e.g., the hex string that is hashed 

for a particular second may be larger or smaller, depending on the number of data 

items received during the second).  In a non-sparse TOME, the minute hash will 

always be a 3840 (i.e., 64*60) character string of hex values where a weekly hash is 15 

a 448 (i.e., 64*7) character string of hex values of the daily hashes. 

[0055] Hashing engine 225 can also use a "clockchain TOME."  The clockchain 

TOME is a non-sparse TOME in that there are hashes for each segment of the 

lowest reference (e.g., each second) regardless of whether data is received for the 

segment.  The clockchain TOME is unique from the non-sparse TOME in that it 20 

takes the hash from a previous segment of the first reference level, uses the hash 

from the previous segment as the first hash for the current segment, and hashes the 

hash from the previous segment with the other data hashes received for the current 

segment, in ascending order.  The hash of the current segment is then used as the 

first hash for the following segment. 25 

[0056] The very first hash of the very first segment of the TOME may be called a 

genesis hash as it is a hash of the genesis meta-data.  The genesis meta-data may 

define terms relating to the TOME data and/provide the reasoning for the TOME's 

existence (e.g., document specifying legal definition of an asset being traded and the 

original quantity, customer number, generation of broker-dealer), whereas the TOME 30 

data is the hashes of the actual data (e.g., trade data for the asset).  Thus, the 

genesis hash and all the data hashes received during the first second are hashed to 
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form the first second hash, the first second hash is hashed with all the data hashes 

received during the second second to form the second data hash, the second data 

hash is hashed with all the data hashes received during the third second, and so on.  

The clockchain essentially has a birthday and tracks every data point for every 

second, beginning with the birthday of the clockchain tree.  Additionally, during 5 

validation, the clockchain TOME will validate (and is required to validate) every hash 

going backwards to the beginning of the tree.  Thus, the clockchain could validate 

every trade from the beginning of a stock's issuance. 

[0057] Hashing engine 225 may create the hashes using SHA256, and may 

represent the hashes using 64 hex characters.  Storage may be optimized by storing 10 

the 32-byte binary hashes, but the concatenated hashes to be hashed can be the 64 

hex characters. 

[0058] Recording module 230 records one or more of the hashes (TOMEs) into a 

medium such as a blockchain.  Any blockchain can be used to record one or more 

TOMEs.  Recording module 230 can record the TOMEs at any time interval that a 15 

commit occurs (e.g., every minute, every hour by combining the minute hashes).  A 

commit is made specifying the end of an epoch boundary (e.g., end of a second, end 

of a minute) and locks the data so no more data may be added once committed.  

Then recording module 230 combines all the hashes up to the epoch boundary.  If 

the commit occurs on a timestamp that is not a boundary (e.g., 1.5 seconds), then 20 

the last boundary going backwards may be used (e.g., 1 second). 

[0059] The time interval for recording the TOMEs may depend on the speed of the 

blockchain.  For example, some blockchains may record hour hashes into a ten-

minute blockchain, such as Bitcoin, or minute hashes every minute in a 30-second 

blockchain such as Inifinitecoin.  In some embodiments, the TOMEs are 25 

automatically recorded in the blockchain at certain intervals.  For example, the hourly 

or daily times that encompass the entire data for that epoch may be recorded.  Thus, 

recording module 230 records the hash to transparently and permanently record 

proof of existence of the data for any chosen block of time. 

[0060] In some embodiments, after the data is recorded through a certain epoch 30 

(e.g., a day), no changes may be made to any of the TOMEs included in that day 
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(e.g., daily).  Other mediums besides blockchains can be used to record the hashes 

such as a newspaper, website blog, twitter, etc. 

[0061] Digital signature module 235 can allow multiple entities to sign (i.e., attest to) 

the data at any time level.  Attestations could occur daily, monthly, weekly, and/or 

yearly.  To attest to the data, public key cryptography can be used such that an ATS 5 

or broker-dealer can digitally sign a hash, publicly stating that the hash of the data is 

authentic and represents the actual data.  Additionally, digital signatures could be 

affixed automatically by the devices that independently audit the data and verify the 

hashes.  In some embodiments, each data entry may be digitally signed.  In an 

example, a hash of the data is played through two systems and thereafter the 10 

hashes for the day are compared.  If the hashes are the same, then a digital 

signature can be applied to the hash validating the data for the day.  In some 

embodiments, hashes are digitally signed before being recorded on the blockchain.  

The signature of a hash represents that all time-ordered data that occurred during 

that epoch is valid.  Thus, a signature of a hash for a week of data attests that the 15 

data for the entire week is valid. 

[0062] Data validation module 240 validates verification data (i.e., determines 

whether the data has changed since the original data was hashed) by receiving a 

TOME at a point in time and running the potentially suspect verification data through 

the same hashing algorithm.  The verification data would include the data from the 20 

same time range as the initial data.  Assuming that the same hashing algorithm or 

function with the same specifications (e.g., how time records are specified, the 

precisions of real numbers, data format (e.g., JSON, XML, Binary)) is used, the 

same hashes should be replicated for each data record, resulting in the same 

TOMEs.  Because the timestamp is recorded in the record, the Merkle Tree hashes 25 

for the second, minute, day, hour, etc. can also be replicated.  Data validation 

module 240 can validate any type of data.  Thus, data validation module 240 can 

verify and guarantee that data has not been added, removed, or tampered with for 

any epoch (i.e., time range).  In some embodiments, data validation module 240 

performs a verification of data upon a triggering event.  Triggering events may 30 

include an audit event required by a regulator or other entity requesting a data 
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integrity check.  Data validation module 240 may be used to compare one system 

with another system that was running in parallel. 

[0063] The amount of data required for the validation depends on the type of 

algorithm used to create the hashes and the timeframe of the data for validation.  For 

example, to validate data hashed using the clockchain algorithm, data validation 5 

module 240 must validate the entire timeframe requested for validation, beginning at 

the genesis meta-data.  Thus, the user must provide the genesis meta-data, as well 

as all the data leading up until the point of time that the user is interested in 

validating.  For every validation that is performed, by design, data validation module 

240 validates every hash going backwards to the beginning of the tree when the 10 

clockchain algorithm began.  In contrast, when using a non-sparse TOME or a 

sparse TOME, the user can specify a subset of data to validate.  Since there is no 

particular genesis meta-data or birthday for the non-sparse TOME or the sparse 

TOME, it is not necessary to start at a particular point in time.  For example, if the 

user wants to validate a particular hour of data, then the data for that entire hour is 15 

all that is necessary.  Data validation module 240 takes the data for the hour and 

recreates the hashes for the hour.  Similarly, if the user wants to validate a year of 

data, only the data for that entire year is necessary. 

[0064] Comparing module 245 compares the original hash with the hash of the 

verification data created by data validation module 240.  If the hashes are different, 20 

something in the data was changed.  Any change in the data, including a change of 

a timestamp, a change to the data, or a re-ordering of data, will produce a different 

hash.  For example, if the data is a movie and one pixel of the movie is changed, the 

hash will be different.  In another example, if the data is trade data and a timestamp 

of one trade out of millions of trades has been altered, the hash will be different. 25 

[0065] If the hash is different, then something in the data changed.  To determine 

precisely where the data was altered, a smaller amount of time may be examined.  

For example, in a non-sparse TOME or a sparse TOME, if a month of data was 

validated and the validation failed, then each of the weeks of that month of data 

could be validated to determine which week failed.  Once a failed week is 30 

determined, each day in the failed week could be validated to identify which day 

failed.  Once the failed day is identified, each hour could be validated to determine 
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which hour failed.  This process can be iteratively continued until the exact data hash 

that failed is identified.  If the algorithm is a clockchain, then identifying the exact 

data that has changed will be a slightly different process because all the data from 

the genesis up to the point of validation has to be included.  Assuming that a month 

of data failed to validate, all the data from the genesis to the end of the month, and 5 

the data from the genesis to the middle of the month, could be validated to determine 

whether the data changed during the first half of the month or the second half of the 

month.  Once it is determined which half of the month contained the altered data, 

then the next iteration can validate up to the first week of the month (if the first two 

weeks contained the bad data) or the third week of the month (if the last two weeks 10 

contained the bad data).  An iterative process as described can be performed until 

the exact data record is identified. 

[0066] By validating the order of events, no re-ordering of events can occur without 

invalidating the verification data.  The comparison data may be provided to auditors 

to prove that the data has not changed.  Thus, the high-speed and high-volume 15 

nature of modern data flows can be matched with the traditional auditing intervals of 

monthly, quarterly, or yearly, as required by regulations. 

[0067] GUI generation module 250 can generate one or more GUI screens that allow 

interaction with a user.  In at least one embodiment, GUI generation module 250 

generates a graphical user interface receiving and/or conveying information to the 20 

user.  For example, GUI generation module 250 may display a user interface in 

which the user can request timeframes of data to be validated and specify the type of 

algorithm used.  GUI generation module 250 can also display the validation results. 

[0068] Fig. 3 is a diagram 300 illustrating interaction of components used in a data 

storage and verification platform.  As shown in Fig. 3, Data Feed 302 receives high-25 

speed data of ordered discrete data items.  TOME 304 generates TOMEs of the 

high-speed data by hashing the data items in a sequenced manner using reference 

levels.  Recorder 306 records hashes of the data items at any point in time on a 

blockchain such that the a record of the hash is memorialized.  Thus, data can be 

verified as being unchanged by later by reconstructing the recorded hash with the 30 

data and verifying that the recorded hash and the reconstructed hash are the same.  

Attestation unit 308 receives digital signatures verifying that data and/or hashes are 
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accurate (i.e., the data is uncompromised).  The attestations may be used later as 

further proof that the initial data was the correct data. 

[0069] Fig. 4 illustrates a process of storing and verifying data using a non-sparse 

TOME.  As shown, data items 402, 404, 406, 408, and 410 are received, and each 

data item is timestamped and hashed.  As noted above, in a non-sparse TOME, 5 

even if no data is received during a second, a hash will be created specifying that 

there was no data during the second.  Next, the hashes of the data items for each 

second are hashed together, sequentially.  For example, data items 402 and 404 are 

received during the first second; thus, the hashes of data items 402 and 404 are 

hashed together to create the hash of the first second of the first set of second 10 

hashes, element 412.  Fig. 4 shows only two data items occurring during the first 

second; however, fewer or more data items could be received, and each will be 

individually hashed and subsequently hashed with the other hashes of the data 

items.  This process is repeated for the following 59 seconds such that there are 60 

hashes representing all the data items received during each second. 15 

[0070] Thereafter, the 60 hashes (one for each second) are hashed together to 

create the first minute hash, element 416.  When a leap-second is applicable, 61 

second hashes may be hashed together to create a minute hash.  This process is 

repeated for 60 minutes such that at the end of 60 minutes there are 60 hashes 

representing all the data received during each of the minutes.  As shown, data items 20 

406, 408, and 410 are hashed during a second set of seconds (e.g., seconds 61-

120).  Then the hashes of the data items 406, 408, and 410 are hashed in element 

414 to generate the first of the second set of second hashes.  Once hashes for all 60 

seconds (e.g., seconds 61-120) are created, a second minute hash, element 418, is 

created by hashing all 60 of the second hashes. 25 

[0071] Next, elements 416 and 418, each hashes of a minute of data, are hashed 

together with 58 other hashes of a minute of data to generate a first hour hash, 

element 420 (i.e., 60 minutes of hashed data).  This process is repeated twenty-

three times such that there are a total of 24 hour hashes.  Each of the 24 hour 

hashes are hashed together to create a first day hash, element 422.  Day hashes 30 

can be created and hashed together in any desirable increment.  For example, 365 

day hashes can be hashed to generate a hash for an entire year of data, element 
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424.  While 365 day hashes are shown in the element 424, it is understood that the 

number of days could be 365 or 366, depending on the number of days in the 

particular year.  Or, 30 day hashes can be hashed to generate a hash for a month, 

element 426.  While 30 day hashes is shown in element 426, the number days could 

be 28-31, depending on the number of days in a particular month.  In some 5 

embodiments, instead of hashing 365 day hashes, twelve month hashes can be 

hashed together to create a year hash.  Additionally, 90 day hashes (or 91 or 92 day 

hashes, as applicable for the quarter) can be combined to create a hash for a 

quarter, element 428. 

[0072] Fig. 5 illustrates a process of storing and verifying data using a sparse TOME.  10 

The sparse TOME works in the same way as the non-sparse TOME except that 

when data is not received during a time period, a hash is not created.  Thus, in a 

sparse TOME, there may be many missing hashes, depending on how fast the data 

is being received.  As shown, data is received during the first second (data items 502 

and 504) and the twenty-fifth second (data items 506, 508, and 510).  The data 15 

hashes for the first second, element 512, and for the twenty-fifth second, element 

514, are each hashed, and the hash of the first second is hashed with the twenty-fifth 

second to generate the first minute hash, element 516.  Since no data items were 

received during seconds 2-24 or 26-60, no additional hashes are created.  In 

contrast, in a non-sparse TOME, regardless of whether data was received during a 20 

second, the system generates a hash such that there will always be 60 hashes to be 

hashed to generate the minute hash. 

[0073] The hour hash is then created, element 518, by hashing the minute hashes.  

In this example, there are minute hashes available for the first minute (M1) and the 

fourth minute (M4), meaning that at least some data was received during the first 25 

minute and the fourth minute.  Next, a day hash is created by hashing the hash of 

each hour in which data was received.  Here, the day hash, element 520, includes a 

hash of the first hour, a hash of the fifth hour, and a hash of the twenty-third hour.  A 

hash of the data for the year can be generated by hashing the hashes of the 

available days (e.g., the first day and the second day), element 522. 30 

[0074] Fig. 6 illustrates a process of storing and verifying data using a clockchain 

TOME.  The clockchain TOME operates identically to the non-sparse TOME with the 
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exception of two features.  First, every clockchain TOME begins with a genesis hash, 

element 602.  The genesis hash could be any type of data, preferably data that 

explains what data is included in the TOME (e.g., stock identifier, customer number).  

The genesis hash and the hashes of data items 604 and 606 are hashed together to 

generate the first second hash, element 614. 5 

[0075] The second difference from the non-sparse TOME is that the second second 

hash begins with the first second hash, element 608.  Thus, the second second 

hash, element 616, is a hash of the first second hash, element 608, and hashes of 

data items 610 and 612.  This process is repeated for each second.  For example, 

the second second hash would be the first hash of the third second hash.  Once the 10 

first sixty seconds of hashes are complete, the hashes for each of the sixty seconds 

(or 61 seconds when there is a leap second) are hashed to create the first minute 

hash, element 618.  Then the data received in the following sixty seconds is hashed 

in the same manner to create the second minute hash.  This process is repeated for 

each of the following minutes for a total of sixty minutes.  The sixty minute hashes 15 

are hashed to create an hour hash, element 620.  Elements 622, 624, 626, and 628 

are created in the same manner described for elements 422, 424, 426, and 428, 

respectively. 

[0076] Various embodiments of the present disclosure are described below. 

1. A computerized method comprising: 20 

  receiving data items during first reference level time intervals segments 

of a first reference level; 

 

   generating a hash for each of the data items in the order in which the 

data items are received by performing a hashing function on each of the data 25 

items with a corresponding timestamp; 

 

   generating a first reference level time interval segment hash for each of 

the first reference level time intervals segments by performing a second 

hashing function on the hashes of the data items in each of the first reference 30 

level time intervals segments according to their respective timestamps, wherein 

a first hash of each of the first reference level time intervals is a hash of an 
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immediately previous first reference level time interval except for a first hash of 

a first reference level time interval of the first reference level; and 

 

   generating a second reference level time interval segment hash for 

each of multiple second reference level time intervals segments, wherein the 5 

each of the multiple second reference level time intervals segments is 

comprised of a predetermined number of the first reference level time intervals 

segments, wherein the each of the multiple second reference level time interval 

segment hashes are generated by performing a third hashing function on the 

predetermined number of the first reference level time interval segment hashes; 10 

and 

 

   generating a third reference level time interval hash for each of multiple 

third reference level time intervals, wherein the multiple third reference level 

time periods is comprised of a predetermined number of the second reference 15 

level time intervals, wherein the multiple third reference level time interval 

hashes are generated by performing a fourth hashing function on the 

predetermined number of the second reference level time interval hashes. 

 

2. The computerized method of claim 1, further comprising recording at least one 20 

of the second reference level time interval hashes to a distributed ledger. 

3. The computerized method of claim 1 or 2, wherein a first received data item of 

the data items includes genesis data. 

4. The computerized method of claim 1, wherein the first reference level time 

intervals are seconds, and wherein the second reference level time intervals are 25 

minutes. 

5. The computerized method of claim 4, wherein the predetermined number of the 

first reference level time intervals  is sixty or sixty-one. 
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6. The computerized method of claim 1, 2, 3, or 4, further comprising generating 

reference level time interval hashes for at least one additional reference level, 

wherein each of the at least one reference level comprises multiple reference 

level time intervals , wherein each of the multiple reference level time intervals 

comprises a predetermined number of previous reference level time intervals , 5 

wherein generating each of the additional reference level time interval  hashes 

comprises performing an additional hashing function on the additional reference 

level time interval hashes of each of the predetermined number of the previous 

reference level time intervals. 

7. The computerized method of claim 6, wherein a first hash for each of the 10 

second reference level time intervals is a hash of an immediately previous 

additional reference level time intervals except for a first hash of a first second 

reference level time interval . 

8. The computerized method of claim 1, 2, 3, 4, 5, or 6, wherein generating a first 

reference level time interval  hash for each of the first reference level time 15 

intervals  is performed regardless of whether any of the data items are received 

during the time interval, wherein when no data items are received during one of 

the first reference level time intervals, a placeholder first reference level time 

intervals hash is performed. 

9. A non-transitory computer-readable storage medium including a set of 20 

instructions that, when executed by one or more processors, cause a machine 

to: 

generate reference levels according to time intervals, wherein the first 

reference level comprises a predetermined number of the time intervals, 

wherein each of the time intervals of the remaining reference levels is 25 

comprised of a predetermined number of the time intervals of a previous 

reference level; 

create hashes of data at the first reference level in the order in which 

the data is received by performing a hashing function on the data according to 

the time interval in which the data is received; 30 
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generate first reference level time interval hashes by performing the 

hashing function on the hashes of the data at each of the time intervals of the 

first reference level up to the predetermined number of the time intervals of the 

first reference level, wherein a first hash of each of the time intervals of the first 

reference level is a hash of an immediately previous time interval except for a 5 

first hash of a first time interval of the first reference level time interval; and 

generate reference level time interval hashes for the remaining 

reference levels by performing the hashing function on the hashes of the each 

of the time intervals of the previous reference level up to the predetermined 

number of the time intervals. 10 

10. The non-transitory computer-readable storage medium of claim 9, wherein the 

set of instructions, when executed by the one or more processors, further cause 

the machine to record at least one of the reference level time interval hashes to 

a distributed ledger. 

11. The non-transitory computer-readable storage medium of claim 10, wherein the 15 

set of instructions, when executed by the one or more processors, further cause 

the machine to: 

process received verification data spanning a time period of the at least 

one of the reference level time interval hashes; 

generate the reference level time interval hashes for the verification 20 

data; and 

compare the reference level time interval hash for the verification data 

with the at least one of the reference level hashes to verify that the verification 

data is unchanged from the data. 

12. The non-transitory computer-readable storage medium of claim 9, 10, or 11, 25 

wherein the time interval of the first reference level is seconds, and wherein the 

predetermined number of the time intervals in the first reference level is sixty or 

sixty-one. 
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13. The non-transitory computer-readable storage medium of claim 12, wherein the 

remaining reference levels comprise a second reference level, wherein the time 

interval of the second reference level is minutes, wherein the predetermined 

number of the time intervals in the second reference level is sixty. 

14. The non-transitory computer-readable storage medium of claim 13, wherein the 5 

remaining reference levels further comprise a third reference level, wherein the 

time interval of the third reference level is hours, wherein the predetermined 

number of the time intervals in the third reference level is twenty-four. 

15. The non-transitory computer-readable storage medium of claim 10, 11, 12, 13, 

or 14, wherein the set of instructions, when executed by the one or more 10 

processors, further cause the machine to: 

receive a cryptographic signature attesting to the data; and 

record at least one of the additional reference level time interval 

hashes to a distributed ledger. 

16. The non-transitory computer-readable storage medium of claim 9, 10, 11, 12, 15 

13, 14, or 15, wherein the set of instructions, when executed by the one or more 

processors, further cause the machine to timestamp the data, wherein creating 

hashes of data by performing the hashing function on the data at the first 

reference level includes performing the hashing function on the data with the 

timestamp. 20 

17. The non-transitory computer-readable storage medium of claim 9, 10, 11, 12, 

13, 14, 15, or 16 wherein a first received data of the data includes genesis data, 

wherein a first hash of each of the time intervals of each of the remaining 

reference levels is a hash of an immediately previous time interval except for a 

first hash of a first reference level time interval of the each of the remaining 25 

reference levels. 
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18. The non-transitory computer-readable storage medium of claim 9, 10, 11, 12, 

13, 14, 15, 16, or 17, wherein the first reference level time interval hashes are 

performed regardless of whether the data was received during the time interval, 

wherein when no data is received during the time interval, a placeholder first 

reference level time interval hash is performed. 5 

19. A data storage and verification platform, comprising: 

 one or more processors; and 

 a computer readable storage medium having instructions stored 

thereon, which when executed by the one or more processors cause the data 

storage and verification platform to: 10 

generate reference levels according to time intervals, wherein the first 

reference level comprises a predetermined number of the time intervals, 

wherein each of the time intervals of the remaining reference levels is 

comprised of a predetermined number of the time intervals of a previous 

reference level; 15 

create hashes of data at the first reference level by performing a 

hashing function on the data according to the time interval in which the data is 

received, wherein the data is hashed in an order it was received; 

generate first reference level time interval hashes by combining the 

hashes of each of the data received during each of the time intervals in a 20 

temporal order and performing the hashing function on the combined hashes of 

the data at each of the time intervals of the first reference level up to the 

predetermined number of the time intervals of the first reference level, wherein 

a first hash of each of the time intervals of the first reference level is a hash of 

an immediately previous time interval except for a first hash of a first time 25 

interval of the first reference level time interval; 

wherein when the data is not received during any one of the time 

intervals of the first reference level, a placeholder hash for a first reference level 

time interval hash is generated; and 

generate reference level time interval hashes for the remaining 30 

reference levels by combining the hashes of each of the time intervals of the 
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previous reference level up to the predetermined number of the time intervals in 

a temporal order and performing the hashing function on the combined hashes 

of the each of the time intervals of the previous reference level up to the 

predetermined number of the time intervals. 

20. The data storage and verification platform of claim 19, wherein a first received 5 

data of the data includes genesis data, wherein a first hash of each of the time 

intervals of each of the remaining reference levels is a hash of an immediately 

previous time interval except for a first hash of a first reference level time 

interval of the each of the remaining reference levels. 

21. The data storage and verification platform of claim 19 or 20, wherein combining 10 

the hashes of each of the data received during each of the time intervals in a 

temporal order comprises concatenating the hashes of the each of the data. 

Computer System Overview 

[0077] Embodiments of the present disclosure include various steps and operations, 

which have been described above.  A variety of these steps and operations may be 15 

performed by hardware components or may be embodied in machine-executable 

instructions, which may be used to cause a general-purpose or special-purpose 

processor programmed with the instructions to perform the steps.  Alternatively, the 

steps may be performed by a combination of hardware, software, and/or firmware.  

As such, Fig. 7 is an example of a computer system 700 with which embodiments of 20 

the present disclosure may be utilized.  According to the present example, the 

computer system 700 includes an interconnect 710, at least one processor 720, at 

least one communication port 730, a main memory 740, a removable storage media 

750, a read-only memory 760, and a mass storage device 770. 

[0078] Processor(s) 720 can be any known processor.  Communication port(s) 730 25 

can be or include, for example, any of an RS-232 port for use with a modem-based 

dialup connection, a 10/100 Ethernet port, or a Gigabit port using copper or fiber.  

The nature of communication port(s) 730 may be chosen depending on a network 

such as a Local Area Network (LAN), Wide Area Network (WAN), or any network to 

which the computer system 700 connects. 30 
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[0079] Main memory 740 can be Random Access Memory (RAM), or any other 

dynamic storage device(s) commonly known in the art.  Read-only memory 760 can 

be any static storage device(s) such as Programmable Read-Only Memory (PROM) 

chips for storing static information such as instructions for processor 720. 

[0080] Mass storage device 770 can be used to store information and instructions.  5 

For example, hard disks such as the Adaptec® family of SCSI drives, an optical disc, 

an array of disks, such as the Adaptec family of RAID drives, or any other mass 

storage devices may be used. 

[0081] Interconnect 710 can be or include one or more buses, bridges, controllers, 

adapters, and/or point-to-point connections.  Interconnect 710 communicatively 10 

couples processor(s) 720 with the other memory, storage, and communication 

blocks.  Interconnect 710 can be a PCI/PCI-X–based or an SCSI-based system bus, 

depending on the storage devices used. 

[0082] Removable storage media 750 can be any kind of external hard drives, floppy 

drives, compact disc–read-only memory (CD-ROM), compact disc–rewritable (CD-15 

RW), or digital video disc–read-only memory (DVD-ROM). 

[0083] The components described above are meant to exemplify some types of 

possibilities.  In no way should the aforementioned examples limit the disclosure, as 

they are only exemplary embodiments. 

Terminology 20 

[0084] Brief definitions of terms, abbreviations, and phrases used throughout this 

application are given below. 

[0085] The terms "connected" or "coupled" and related terms are used in an 

operational sense and are not necessarily limited to a direct physical connection or 

coupling.  Thus, for example, two devices may be coupled directly, or via one or 25 

more intermediary media or devices.  As another example, devices may be coupled 

in such a way that information can be passed therebetween, while not sharing any 

physical connection with one another.  Based on the disclosure provided herein, one 
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of ordinary skill in the art will appreciate a variety of ways in which connection or 

coupling exists in accordance with the aforementioned definition. 

[0086] The phrases "in some embodiments," "according to some embodiments," "in 

the embodiments shown," "in other embodiments," "embodiments," and the like 

generally mean that the particular feature, structure, or characteristic following the 5 

phrase is included in at least one embodiment of the present disclosure, and may be 

included in more than one embodiment of the present disclosure.  In addition, such 

phrases do not necessarily refer to the same embodiment or different embodiments. 

[0087] If the specification states that a component or feature "may," "can," "could," or 

"might" be included or have a characteristic, that particular component or feature is 10 

not required to be included or have the characteristic. 

[0088] The term "responsive" includes completely or partially responsive. 

[0089] The term "module" refers broadly to a software, hardware, or firmware (or any 

combination thereof) component.  Modules are typically functional components that 

can generate useful data or other output using specified input(s).  A module may or 15 

may not be self-contained.  An application program (also called an "application") may 

include one or more modules, or a module can include one or more application 

programs. 

[0090] The term "network" generally refers to a group of interconnected devices 

capable of exchanging information.  A network may be as few as several personal 20 

computers on a Local Area Network (LAN) or as large as the Internet, a worldwide 

network of computers.  As used herein, "network" is intended to encompass any 

network capable of transmitting information from one entity to another.  In some 

cases, a network may be comprised of multiple networks, even multiple 

heterogeneous networks, such as one or more border networks, voice networks, 25 

broadband networks, financial networks, service provider networks, Internet Service 

Provider (ISP) networks, and/or Public Switched Telephone Networks (PSTNs), 

interconnected via gateways operable to facilitate communications between and 

among the various networks. 
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[0091] Also, for the sake of illustration, various embodiments of the present 

disclosure have herein been described in the context of computer programs, physical 

components, and logical interactions within modern computer networks.  Importantly, 

while these embodiments describe various embodiments of the present disclosure in 

relation to modern computer networks and programs, the method and apparatus 5 

described herein are equally applicable to other systems, devices, and networks, as 

one skilled in the art will appreciate.  As such, the illustrated applications of the 

embodiments of the present disclosure are not meant to be limiting, but instead are 

examples.  Other systems, devices, and networks to which embodiments of the 

present disclosure are applicable include, for example, other types of communication 10 

and computer devices and systems.  More specifically, embodiments are applicable 

to communication systems, services, and devices such as cell phone networks and 

compatible devices.  In addition, embodiments are applicable to all levels of 

computing, from the personal computer to large network mainframes and servers. 

[0092] In conclusion, the present disclosure provides novel systems, methods, and 15 

arrangements for storing and verifying data.  While detailed descriptions of one or 

more embodiments of the disclosure have been given above, various alternatives, 

modifications, and equivalents will be apparent to those skilled in the art without 

varying from the spirit of the disclosure.  For example, while the embodiments 

described above refer to particular features, the scope of this disclosure also 20 

includes embodiments having different combinations of features and embodiments 

that do not include all of the described features.  Accordingly, the scope of the 

present disclosure is intended to embrace all such alternatives, modifications, and 

variations as fall within the scope of the claims, together with all equivalents thereof.  

Therefore, the above description should not be taken as limiting. 25 

[0093] The reference to any prior art in this specification is not, and should not be 

taken as, an acknowledgment or any form of suggestion that the prior art forms part 

of the common general knowledge in Singapore. 
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CLAIMS 

What is claimed is 

1. A computerized method comprising: 

receiving data items during first reference level time intervals of a first 

reference level; 5 

generating a hash for each of the data items in the order in which the 

data items are received by performing a hashing function on each of the data 

items with a corresponding timestamp; 

generating a first reference level time interval hash for each of the first 

reference level time intervals by performing a second hashing function on the 10 

hashes of the data items in each of the first reference level time intervals 

according to their respective timestamps, wherein a first hash of each of the 

first reference level time intervals is a hash of an immediately previous first 

reference level time interval except for a first hash of a first reference level time 

interval of the first reference level; 15 

generating a second reference level time interval hash for each of 

multiple second reference level time intervals, wherein  the multiple second 

reference level time intervals is comprised of a predetermined number of the 

first reference level time intervals, wherein  the multiple second reference level 

time interval hashes are generated by performing a third hashing function on 20 

the predetermined number of the first reference level time interval hashes; and 

generating a third reference level time interval hash for each of multiple 

third reference level time intervals, wherein the multiple third reference level 

time periods is comprised of a predetermined number of the second reference 

level time intervals, wherein the multiple third reference level time interval 25 

hashes are generated by performing a fourth hashing function on the 

predetermined number of the second reference level time interval hashes. 

2. The computerized method of claim 1, further comprising recording at least one 

of the second reference level time interval hashes to a distributed ledger. 
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3. The computerized method of claim 1, wherein a first received data item of the 

data items includes genesis data. 

4. The computerized method of claim 1, wherein  the first reference level time 

intervals are seconds , and wherein  the second reference level time intervals 

are minutes . 5 

5. The computerized method of claim 4, wherein the predetermined number of the 

first reference level time intervals is sixty or sixty-one. 

6. The computerized method of claim 1, further comprising generating reference 

level time interval hashes for at least one additional reference level, wherein 

each of the at least one additional reference level comprises multiple reference 10 

level time intervals, wherein each of the multiple reference level time intervals 

comprises a predetermined number of previous reference level time intervals, 

wherein generating each of the additional reference level time interval hashes 

comprises performing an additional hashing function on the additional reference 

level time interval hashes of each of the predetermined number of the previous 15 

reference level time intervals. 

7. The computerized method of claim 6,  wherein a first hash for each of the 

second reference level time intervals is a hash of an immediately previous 

second reference level time interval except for a first hash of a first second 

reference level time interval. 20 

8. The computerized method of claim 1, wherein generating a first reference level 

time interval hash for each of the first reference level time intervals is 

performed regardless of whether any of the data items are received during the 

time interval, wherein when no data items are received during one of the first 

reference level time intervals, a placeholder first reference level time interval 25 

hash is performed. 

9. A non-transitory computer-readable storage medium including a set of 

instructions that, when executed by one or more processors, cause a machine 

to: 
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generate reference levels according to time intervals, wherein the first 

reference level comprises a predetermined number of the time intervals, 

wherein each of the time intervals of remaining reference levels is comprised of 

a predetermined number of the time intervals of a previous reference level; 

create hashes of data at the first reference level in the order in which 5 

the data is received by performing a hashing function on the data according to 

the time interval in which the data is received; 

generate first reference level time interval hashes by performing the 

hashing function on the hashes of the data at each of the time intervals of the 

first reference level up to the predetermined number of the time intervals of 10 

the first reference level, wherein a first hash of each of the time intervals of 

the first reference level is a hash of an immediately previous time interval 

except for a first hash of a first time interval of the first reference level time 

interval;  

 15 

generate reference level time interval hashes for the remaining 

reference levels by performing the hashing function on the hashes of the each 

of the time intervals of the previous reference level up to the predetermined 

number of the time intervals. 

10. The non-transitory computer-readable storage medium of claim 9, wherein the 20 

set of instructions, when executed by the one or more processors, further cause 

the machine to record at least one of the reference level time interval hashes to 

a distributed ledger. 

11. The non-transitory computer-readable storage medium of claim 10, wherein the 

set of instructions, when executed by the one or more processors, further cause 25 

the machine to: 

process received verification data spanning a time period of the at least 

one of the reference level time interval hashes; 

generate the reference level time interval hashes for the verification 

data; and 30 
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compare the reference level time interval hash for the verification data 

with the at least one of the reference level hashes to verify that the verification 

data is unchanged from the data. 

12. The non-transitory computer-readable storage medium of claim 9, wherein the 

time interval of the first reference level is seconds, and wherein the 5 

predetermined number of the time intervals in the first reference level is sixty or 

sixty-one. 

13. The non-transitory computer-readable storage medium of claim 12, wherein the 

remaining reference levels comprise a second reference level, wherein the time 

interval of the second reference level is minutes, wherein the predetermined 10 

number of the time intervals in the second reference level is sixty. 

14. The non-transitory computer-readable storage medium of claim 13, wherein the 

remaining reference levels further comprise a third reference level, wherein the 

time interval of the third reference level is hours, wherein the predetermined 

number of the time intervals in the third reference level is twenty-four. 15 

15. The non-transitory computer-readable storage medium of claim 10, wherein the 

set of instructions, when executed by the one or more processors, further cause 

the machine to: 

receive a cryptographic signature attesting to the data; and 

record at least one of the additional reference level time interval 20 

hashes to a distributed ledger. 

16. The non-transitory computer-readable storage medium of claim 9, wherein the 

set of instructions, when executed by the one or more processors, further cause 

the machine to timestamp the data, wherein creating hashes of data by 

performing the hashing function on the data at the first reference level includes 25 

performing the hashing function on the data with the timestamp. 
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17. The non-transitory computer-readable storage medium of claim 9, wherein a 

first received data of the data includes genesis data,  wherein a first hash of 

each of the time intervals of each of the remaining reference levels is a hash of 

an immediately previous time interval except for a first hash of a first reference 

level time interval of the each of the remaining reference levels. 5 

18. The non-transitory computer-readable storage medium of claim 9, wherein the 

first reference level time interval hashes are performed regardless of whether 

the data was received during the time interval, wherein when no data is 

received during the time interval, a placeholder first reference level time interval 

hash is performed. 10 

19. A data storage and verification platform, comprising: 

 one or more processors; and 

 a computer readable storage medium having instructions stored 

thereon, which when executed by the one or more processors cause the data 

storage and verification platform to: 15 

generate reference levels according to time intervals, wherein the first 

reference level comprises a predetermined number of the time intervals, 

wherein each of the time intervals of the remaining reference levels is 

comprised of a predetermined number of the time intervals of a previous 

reference level; 20 

create hashes of data at the first reference level by performing a 

hashing function on the data according to the time interval in which the data is 

received, wherein the data is hashed in an order it was received; 

generate first reference level time interval hashes by combining the 

hashes of each of the data received during each of the time intervals in a 25 

temporal order and performing the hashing function on the combined hashes of 

the data at each of the time intervals of the first reference level up to the 

predetermined number of the time intervals of the first reference level, wherein 

a first hash of each of the time intervals of the first reference level is a hash of 

an immediately previous time interval except for a first hash of a first time 30 

interval of the first reference level time interval; 
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wherein when the data is not received during any one of the time 

intervals of the first reference level, a placeholder hash for a first reference 

level time interval hash is generated; and 

generate reference level time interval hashes for the remaining 

reference levels by combining the hashes of each of the time intervals of the 5 

previous reference level up to the predetermined number of the time intervals 

in a temporal order and performing the hashing function on the combined 

hashes of the each of the time intervals of the previous reference level up to 

the predetermined number of the time intervals. 

20. The data storage and verification platform of claim 19, wherein a first received 10 

data of the data includes genesis data, wherein a first hash of each of the time 

intervals of each of the remaining reference levels is a hash of an immediately 

previous time interval except for a first hash of a first reference level time 

interval of the each of the remaining reference levels. 

21. The data storage and verification platform of claim 19, wherein combining the 15 

hashes of each of the data received during each of the time intervals in a 

temporal order comprises concatenating the hashes of the each of the data. 

 

 


