1 METHOD AND APPARATUS FOR PROVI DI NG SCAN CHAIN SECURI TY FI ELD OF THE

| NVENTI ON The invention relates generally to scan chains for Joint Test
Action 5Gvoup11(1395&) testing and, nore specifically but pootusexalowssyel y, to
security of scan chains for JTAG testing. BACKGROUND Design for Test (DfT)
techni ques like Joint Test Action Goup (JTAG 1l0are a fundanmental help to
the testing of conplex Integrated Crcuits (ICs) and System on- Chi ps
(SoCs), because they allow a sinple and efifecti ve neans of accessing, as
wel | as reading and nodi fying, the device internal conponents. This access

i's provided WiBTHOM ANDAFPARATUY FURPROVIDING'SORN CHAIN SEEURTY  hat
is beneficial during testing can cause many problens for security 1lbafter

the product is sold/deployed. Nanely, this sanme access can be used for

mal i ci ous reasons, to nodify t%ﬁm}h t he product,

rever se-engi neer the product, |'icious activities.

As a result, atterAd pvBaNeh Rages rélly tdeahechReeRs Jot ITest ABGLrHoCs, such
that the access to ICs and SoCs that is used for testing cannot be
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after testing |s dification to the system such that scan
chain access to the system becomes i npossi ble. For exanple, the Test Access

Port (TAP) of the system may be bur neg Er (empved in some nanner.
25D sadvant ageously, however, thisX U mul tiple drawbacks. First,
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This access is provided via scan chains. Disadvantageously, however, this
access that is beneficial during testing can cause many problems for security

15  after the product is sold/deployed. Namely, this same access can be used for
malicious reasons, to modify the product, tamper with the product, reverse-
engineer the product, or to perform other malicious activities.

As a result, attempts have been made to secure access to ICs and
SoCs, such that the access to ICs and SoCs that is used for testing cannot be

20 exploited after the associated products are sold/deployed.

A typical solution for preventing exploitation of the scan chain of a
system after testing is to make a hard modification to the system, such that
scan chain access to the system becomes impossible. For example, the Test
Access Port (TAP) of the system may be burned or removed in some manner.

25 Disadvantageously, however, this solution has multiple drawbacks. First, the
JTAG infrastructure itself remains on the system and, thus, an attacker still
may be able to access it (e.g., by insertion of probes). The JTAG wires are
relatively easy to identify on the board, and the results can be immediate. A
famous example of this procedure is unlocking of the first generation Apple

30 iPhone, realized by a student in only a few tries. Second, the DfT

infrastructure becomes a “dead weight” on the board and cannot be used



2 anynore, even though many applications (e.g., in-field and online
testing) could greatly benefit from such access. Furthernore, in

Fi el d Progoammuaish®sGate Array (FPGA) - Conpl ex Programebraskagioso1iBevi ce
(CPLD) products, two different approaches are 5 used to disable JTAG
access to the configuration area of their devices. A first approach is to
use a fuse on a device which, when burnt, disables access to the
configuration area of the device. D sadvagftageously, however, once the fuse
is burnt, no JTAG access is possible until the burnt part is replaced. A
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SUMMARY
Various deficiencies in the prior art are addressed by embodiments for

providing scan chain security. A scan chain security capability enables
secure control over normal use of a scan chain of a system, e.g., for purposes

20 such as testing prior to deployment or sale of the system, in-field testing after
deployment or sale of the system, in-field modification of the system, and the
like. The scan chain security capability enables secure control over normal
use of a scan chain by enabling control over interruption of a scan chain and
re-establishment of an interrupted scan chain. A scan chain security

25 component is configured for removing an open-circuit condition from the scan
chain in response to a control signal. The control signal may be generated in
response to validation of a security key, in response to successful completion
of a challenge-based authentication process, or in response to any other
suitable validation or authentication. The scan chain security component also

30 may be configured for creating an open-circuit condition in the scan chain in
response to a second control signal. The second control signal may be a scan

register value received via the scan chain.



BRI EF DESCRI PTI ON OF THE DRAW NGS The teachings herein can be
readi |y understood by considering the followi ng detail ed description in
conj unct WO 20i ¥139398e acconpanyi ng drawi ngs, 5in which: PCT/US201Fl@852 1A and
1B depict high-level block diagrans of an exenplary systemtesting
environment including a testing systemand a system under test;

FIG 2 depicts a high-level block diagramof the SIB cell proposed by 10t he
| EEE P1687 wor ki ng group, which is configBred for use in enabling

hi erarchi cal scan chai n access; FIG 3 depicts one enbodi nent of an
OCD cell configured for use in controlling scan chain security;

FI G 4A depicts one enbodi nent of generati on of a SecureRST signal 15via
val i dation by a key checBRIEF RHSCRBIPHOM OfetHE DRAWINGSI fted i nto an

ebodi nent of gertiIEEbnge 1eran i Hhcerstaoq by chBpIBnETRE "\ 2,

checker fundgbil®mingfdetaifrrdeddriptisryn abmnjlihetbn with tide batdpanfing kitaligschecker
function; 20FI G. 5 depicts one enbodi nent of generation of a SecureRST

si gnal vPa UB&MEh:a chal | enge- based aut hentication met hod; FIG 6

depi cts one enbOCIi|E,§”HACHnQa1|§%;§B§c‘? higRe%8l @ngaiﬁdég@gq’ffawe%#%@’di ment of

controlling scan chaln securrity, eplicts one e
a TAP of a JXlAtens ysdtimy evhdroanidmt irkduding a testiogbysteneand arsyptenviudideg secur e
access to a ,scan chain of the JTAG system FIG 8 depicts one
enbodi ment dfSta net hod for creat i ng an open-circuit condition in a scan
chain; FIG 9 dep hI i i nt r ol
30si gnal for rentqvﬁlg %ﬁ%ﬁ?ﬁ?gp%'t@%@%?ﬁd@ﬁ% ﬁr%rmsgpg%lg@td haieﬁ;b(g/0

10 the IEEE P1687 working group, which is configured for use in enabling

hierarchical scan chain access;

FIG. 3 depicts one embodiment of an OCD cell configured for use in
controlling scan chain security;

FIG. 4A depicts one embodiment of generation of a SecureRST signal

15  via validation by a key checker function of a security key shifted into an input
portion of the scan chain being secured;

FIG. 4B depicts one embodiment of generation of a SecureRST signal
via validation by a key checker function of a security key shifted into a buffer
of the key checker function;

20 FIG. 5 depicts one embodiment of generation of a SecureRST signal
via use of a challenge-based authentication method,;

FIG. 6 depicts one embodiment of a remote OCD cell configured for
use in controlling scan chain security;

FIG. 7 depicts one embodiment of a TAP of a JTAG system where the

25 TAP is configured for providing secure access to a scan chain of the JTAG
system;

FIG. 8 depicts one embodiment of a method for creating an open-
circuit condition in a scan chain;

FIG. 9 depicts one embodiment of a method for generating a control

30 signal for removing an open-circuit condition from a scan chain;
FIG. 10 depicts one embodiment of a method for using a control signal

for removing an open-circuit condition from a scan chain; and



FI G 10 depicts one enbodi nent of a nmethod for using a control signal for

renovi ng an open-circuit condition froma scan chain; and 4 FIG 11
depi ct s awbizgt/15e398] bl ock di agram of a comnput er suit ablPeTfuse0105¢015N
perform ng the functions described herein. To facilitate

under st andi ng, identical reference nunerals have been used, where possible,
to designate identical elenents that are common to the 5figures. DETAILED
DESCRI PTI ON OF THE | NVENTI ON A scad chain security capability is
depi cted and described herein. The scan chain security capability enabl es
secure control OVFE]G.ﬁ?rdéﬁicty%%i?ﬁ—lé\/el%m%@@@nﬁ‘oPIa cenfLibeslitadidfor for

pur poses such as testing prior to deploynment or sale of the system
in-field tegtseny r:m%rrnlraga&eo‘yﬁ@mn&)desm ddtereiRe system in-field

Ther cof - The scarl GIA I SlnsPReshHRg. el eliphed Rt Bio 8 iR o\ e

normal use afsed, S4@re pbesiblehYo E8sighateddentiddl eleruigts that &erdapimon td fed t he
scan chain (for preventing normal use of the scan chain) and enabling

control 8verfiguée®st abl i shment of the scan chain after interruption of the
scan chain (for enabling normal use of the scan chain). In this manner, the
scan chain security capability enables controllable | ocking and unl ocki ng
of the scan chain at amBETAlEDDEICRIPANONOFPHdE.INVENTHON manner, | ocki ng
of the 20scan chajn using the scan chain securjity capability is reyversible,
which 15 in star kb 868t FASD SROSEDGFERAPIIRIS S5 Cledia L aaseriorginerelec hid y
methods i n vy sédurRiRbeSoif ddl% Q%dr@%oﬁﬁ%f‘ox%ﬁid?nfha‘f,u@@ro'Ff%ne”t
(e.g., burning one or nore conponents I ch provide scan chain access) and,
t hus, ndPnalscasechain oha systam, cha., forgfurposesxsuait s tesdihgtdier $e daploleiemt
security methods is, 25i npossi . . n pne enbqdi nent he control |l ed
Rt o r bt | orb G HE SR E R S PR e S PRIEIE T & Gele i ERHSRT ot he
scan chai n Mayiekemimicatied ofl gy AemC aRd Ghalike SRCWEI bY vaaBRSNent that is
configured for creating an open-circuit condition in order to prevent
nornmal use conmbisatemtheresfn Tdedsgany chaimrsecudty capability enables secure

control over normal use of a scan chain by enabling control over interruption

15  of the scan chain (for preventing normal use of the scan chain) and enabling
control over re-establishment of the scan chain after interruption of the scan
chain (for enabling normal use of the scan chain). In this manner, the scan
chain security capability enables controllable locking and unlocking of the
scan chain at any time and for any purpose. In this manner, locking of the

20 scan chain using the scan chain security capability is reversible, which is in
stark contrast most of to the existing scan chain security methods in which
any attempted securing of the scan chain is permanent (e.g., burning one or
more components which provide scan chain access) and, thus, normal use of
the scan chain after execution of the scan chain security methods is

25 impossible.

In one embodiment, the controlled interruption of the scan chain and
the controlled re-establishment of the scan chain may be provided using a
scan chain security component that is configured for creating an open-circuit
condition in order to prevent normal use of the scan chain and for removing

30 the open-circuit condition in order to re-enable normal use of the scan chain.

In one embodiment, the scan chain security component may be

disposed within the scan chain. An exemplary use of such a scan chain



30t he open-circuit condition in order to re-enable normal use of the scan
chain. In one enbodi nent, the scan chain security conponent may be di sposed
wi t hi n t wo=oarmse3%ai n. An exenpl ary use of such a scan ®ba&Us2013/0s@S2Urity
conponent within a scan chain is depicted and described with respect to
FIG 1A. In one enbodi nent, the scan chain security conponent may be

di sposed within a Test Access Interface (TAlI) configured for providing
access 5to the scan chain, such as an Insbitute of Electrical and

El ectroni cs Engineers (I EEE) 1149.1 Test Access Port (TAP). An exenplary

use of such gcefifcsipbmertafittin bYsceABMANEeRddpicted ENd d&scrigBHGhigd and
described with réespect to FIG 1B. FI'Gs. 1A and 1B depict
hi gh-1 evel HbE8e&ctdPddEaid. of an exenplary 10 systemtesting environnent

Flas. 1A and 18, Dy BauRHn ARG EET Sk Smpops b BB H T ude &
testing systRspdsEl)wildif saNestancest enferfade [ TARHonliGUEd b2 BrovidingectSssl 10 may

be any systemsuitable for testing SUT 120. The TS 110 is configured for
testing éUT tedloe s¢hR chreing $uchvag aﬁgnﬁwukﬁ ahflectical agd &eatigniaspngdisegrs

testing one h B CH A\ S ,

conbi ngti Ons(ﬂ%l;@}éiﬁ%%ﬁﬁlt}e,{‘%%%? ég{ﬁgﬁggﬁ Iﬁ%’né%?%?lé@ﬁ?gpﬁ%ﬁ%heggﬁgﬁs bet ween
conponent s athaBiBeditly compooentiora TaY & depittedednd destricedsvitt reSigéc@120, and
the Iike, asF ﬁvﬁll as various conbinations thereof. The TS 110 may perform
any of the filket'Bons typically associated with testing a system under test,

such as executi ng:lb%.sﬁAgérﬁbCﬁ?‘ré[)e ot NRIHAVE Blackglpégraﬂétcﬁ atnoeiéh?plé%gt em under

test, receiving output data t he system under test, processl out put
dat a r ed6i veaystamiesting srydroamantdesiudisgta testingleysiem anchg sygtenemndst est i ng
results, and ljike functions, as well as various conbinations thereof. The
desi gn and €8 of TS 110 for testi ng a systemunder test is described in

addi tional detai IndgesicREhIUGSs. 1A and 1B, system testing environments 101 and
102 each include a testing system (TS) 110 and a system under test (SUT)
120.
15 The TS 110 may be any system suitable for testing SUT 120. The TS
110 is configured for testing SUT 120. The TS 110 may perform any testing of
SUT 120, e.g., testing one or more individual components of SUT 120, one or
more combinations of components of SUT 120, one or more interconnections
between components of SUT 120, one or more system level functions of SUT
20 120, and the like, as well as various combinations thereof. The TS 110 may
perform any of the functions typically associated with testing a system under
test, such as executing test procedures, providing input data to the system
under test, receiving output data from the system under test, processing
output data received from the system under test for determining system
25 testing results, and like functions, as well as various combinations thereof.
The design and use of TS 110 for testing a system under test is described in
additional detail hereinbelow.
The SUT 120 may be any system which may be tested using TS 110.
The SUT 120 may include any component(s), at least a portion of which may
30 Dbe tested, individually and/or in combination, by TS 110. The TS 120 may
include one or more scan chains, having one or more sets of associated input

and output access pins, providing access to the component(s) to be tested by



The SUT 120 may be any system which may be tested using TS 110. The SUT 120
may i nclude any conponent(s), at |east a portion of which may 30be tested,

i ndi vi duaWwbyoanddss i n conbi nation, by TS 110. The TS 120Trmsgolioediszie one
or nore scan chains, having one or nore sets of associated input and out put
access pins, providing access to the conponent(s) to be tested by 6 SUT
120. The manner in which a scan chain(s) may be utilized in SUT 120 for
testing SUT 120 will be appreciated by oné skilled in the art. For exanple,
SUT 120 may include one or nore boards, testing of which nmay be perforned

usi ng one orsYPHLOSTAB ngAddiSn RdEme s@éﬁ%bﬂk@ﬂnb?%utﬁ@édwsm12’@?&55
Spins which may be used for applying input testing signals to SUT 120 and

col | ecting deastng SUdst2Gyilsheaapreciatedbgignelskiled in the ans ferxameelei n FI Gs.
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testing to be perforned, and the Ii as well as_ various conbinations
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entirety. 'ﬂ(ﬂadé;ﬁE@d]JﬂnéFQG:ls TAFarEUﬁB),oTSQ10fm:cbe$é$${ﬁg1mma(ﬁ test gnal s
for use in testi n Test q&ﬁ gn (TDI'), Test Data Qut (TDO, Test Mode

Sel ect (TNB)aCC?t%% teqrac ( % ¥9-and, optionally, Test Reset Signal (TRST).

The TDI and TDO pj [N gL scan chain
128 via 20 which 15 1%1%@%@? Ahote! est}é(%gg'rﬂ'ﬁ(%‘t'ﬁ'dsd'&b?e fRavagedes Soan .
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ot her suitabhgrdgest access interface. 251t will be appreciated by one

skilled in the art that TS 110, TAI 125, and
In one embodiment, the TAIl 125 may be implemented as Joint Test

Action Group (JTAG) Test Access Port (TAP) as standardized in the IEEE

15  1149.1 standard, which is incorporated by reference herein in its entirety.

The IEEE 1149.1 TAP supports the following set of signals for use in
testing: Test Data In (TDI), Test Data Out (TDO), Test Mode Select (TMS),
Test Clock (TCK), and, optionally, Test Reset Signal (TRST). The TDI and
TDO pins of SUT 120 are interconnected in a boundary scan chain 128 via

20  which TS 110 may perform testing on SUT 120.

The IEEE 1149.1 TAP also supports a TAP Controller, an Instruction
Register, a Bypass Register, and, optionally, one or more additional elements
(e.g., Data Registers, decode modules, and the like).

The TAI 125 may include any other suitable test access interface.

25 It will be appreciated by one skilled in the art that TS 110, TAI 125, and
SUT 120 may be implemented in any manner suitable for providing features
of various embodiments depicted and described herein.

As depicted in FIGs. 1A and 1B, the testing environments 101 and 102
each include a scan chain security component (SCSC) 130.

30 As depicted in FIG. 1A, in the system testing environment 101, the
SCSC 130 configured for creating an open circuit in order to interrupt the scan

chain and closing the open circuit in order to un-interrupt the scan chain may



SUT 120 rmay be inplenmented in any manner suitable for providing features of
various enbodi nents depicted and descri bed herein. As depicted in

FI Gs. 1Awo0QolB59398e testing environments 101 and 102 each/tusaaliodEsa scan
chain security conponent (SCSC) 130. 30As depicted in FIG 1A, in the
systemtesting environnment 101, the SCSC 130 configured for creating an
open circuit in order to interrupt the scan chain and cl osing the open
circuit in order to un-interrupt the scan7chain may 7 be placed within the
scan chain 128. The TD input is coupled to a series of cells at the input

of the scan ghglaBed AthirHeCEL AT éhdim 128r MHeoTDI iIpBut B cHupledB0a sehésbf i s in

turn coupled to a series of cells at the ogjt ﬂUt of the scan chain 128,
ic
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may 10 bé plthisenfipurationTagy Peettereindsestedd Bra@yidoefaienes o EKps-i4ur at i on
may be bett understood by way of reference to FIG. 2 - 3 and 8. As
descri bed herein, SCSC 130 is configured for creating and renoving an
open-circuit cond\s depictacinifFiGsdanirctina sysletfi.teStingseniCHth rR 0 02ayhebe

i npl enent ed | ny. manner suitable for creating and yrenoving an
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(SIB) cell pr osegb t he | EEE P1687 wor ki oup ich is depicted and
descri bed wﬁ%q%%lré@ gﬁoq%gygm@y ?J'Dre?erence;ﬁl:ﬁg%%— e?ﬂaé\g'e_d and described

Wi th respect to ars g¥§eFeRINerels STBE asbiisdokfiyireaseteatifig Whdch scan chain
security may be provided, it wll be appreciated that the Scan chain

security capgaBiavingamapepeiput raaidioniwitiimsegarychain 128. Thus, SCSC 130
may be implemented in any manner suitable for creating and removing an
15 open-circuit condition within scan chain 128.

In one embodiment, SCSC 130 is implemented as an Open-Circuit
Deadlock (OCD) cell, an embodiment of which is depicted and described with
respect to FIG. 3.

In one embodiment, the OCD cell may be similar to the Segment

20 Insertion Bit (SIB) cell proposed by the IEEE P1687 working group, which is
depicted and described with respect to FIG. 2.

Although depicted and described with respect to an exemplary system
testing environment in which scan chain security may be provided, it will be
appreciated that the scan chain security capability may be provided within any

25  other suitable type of environment having a scan chain.

FIG. 2 depicts a high-level block diagram of the SIB cell proposed by
the IEEE P1687 working group, which is configured for use in enabling
hierarchical scan chain access.

The SIB cell 200 is configured to support a first hierarchical level of the

30 scan chain (via a TDI input and a TDO output) and a second hierarchical level

of the scan chain (via a oTDI input and a iTDO output).



250t her suitable type of environnent having a scan chain. FIG 2
depicts a high-level block diagramof the SIB cell proposed by the |IEEE
P1687 worwoOregligrseasp, which is configured for use in enalpCirrus2tiion@Eszhi ca
scan chai n access. The SIB cell 200 is configured to support a
first hierarchical |evel of the 30 scan chain (via a TDI input and a TDO
output) and a second hierarchical |evel of the scan chain (via a oTD i nput
and a i TDO output). 8 The SIB cell 8200 includes a Sel ect |nstrunent
Bit (SIB) register 210 having a SIB i nput MJX 220 associated therewith, an

Update SIB (UpSI Bjhd S e61e20@ FLINEE S ehdtt Unsth Bnbimit &Wr@é@te@%@c' at ed
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mputr (a) TR et e 55 BRIt 76 80 et ZngPf ToLs
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i nput fromt Qr:[Ho@ é{tlﬁp t
controlled B‘eﬁg g%( og;f:lgaﬁigﬁ %E@K%t %Zélbcr:ltgg? tﬁg%mﬁ%}ﬁaﬁg rlgé%tt o a clock
port 2110of XI0B T@Si;B a1 MUXT28 iswoptrolled by lae ShBRrasgitret eignatiZc4,s coupl ed
to each of the fol ng. an _i.nput he,, Sl '.nu
(1 Fostr at i vAgh % aigeiettio Soufliiort 224 8 necSig Bpit MR 2R 0 Pengne
(illTustrativehyR donket sighd) 2647 1NPSIB .hﬁut e D0 pasdbEthedélgnal from the
(i IIustratlveI% |1tn£é1t port 252), and the oTDl port 266 (which provides

AW

accesls to coki binte KB §%@l§’ﬁ9cﬂ 2Hi0e\41@rrtm4t i@@rt Z?évé/h/hq!rd)thqﬁbﬁﬁg%mtf%
?1: gp:r(s:h;t gal S?neve%% '%] @h?lé?ﬁ&gﬂlgl nIs % %%ttp\%ayﬁﬁl%ﬁptﬁeh&@%@fgﬁ% i nput

MJUX 240 18ssgegrter M into SIBrdisieB2n egisinput A 22entrol s input to UpSI B
regi ster 230. The UpSIB i nput MJX 240 includes two input ports 241 and 242.

The UpSIB i nput M€ Shbregistepedl ascepisuprut from the 0“?&‘?\5@“&)‘3”@4
Pt 1 0D b RSB i, o
UpDR cont r ol signaj 2&i3) 26pliepfd aehbckcpcmt 2tnhof 8IB p&:g|$te22$OoTheb betpixpﬁf Bhe nput
MUX: 240. V\he§1| tr%(als r Cl(%nc'goru%lledS o) gaz\iclzh of6ﬂswe foIIow;Hg a %p%t Ito e SIB input
20  MUX 220 (illustratively, input 222), an input to the UpSIB input MUX 240
(illustratively, input 241), an input to the output MUX 250 (illustratively, input
port 252), and the oTDI port 266 (which provides access to components of the
second hierarchical level for propagating signals to and within the second
hierarchical level when the second hierarchical level of the scan chain is
25  activated).

The UpSIB input MUX 240 associated with the UpSIB register 230
controls input to UpSIB register 230. The UpSIB input MUX 240 includes two
input ports 241 and 242. The UpSIB input MUX 240 accepts as inputs: (a) at
input port 241, the output from the SIB register 210, and (2) at input port 242,

30 the output from the UpSIB register 230. The UpSIB input MUX 240 is
controlled by the UpDR control signal 265 applied to a control port 243 of the

UpSIB input MUX 240. When the UpDR control signal 265 is “1”, UpSIB input



9 MJX 240 passes the signal fromthe output of SIB register 210 into UpSIB
regi ster 230 (via input port 241). Wen the UpDR control signal 265 is "0",
UpS | B i mpot2oNMdX9240 passes the signal fromthe output eCTUs3MBOrEGE St er
230 into UpS IB register 230 (via input port 242). 5The UpS IB register 230
accepts input fromthe output of UpS IB input MJX 240. The UpSIB register
230 is controlled by a clock signal (denoted as TCK signal 263) applied to
a clock port 231 of UpSIB register 230. TBe output of the UpSIB register
230 is coupled to each of the followng: an input to the UpS IB i nput MJX

240 (illust VMUW%O’paég&Lthe?s‘F?’dal fr@nﬁ?m& dSLQt uPef SIEZReyister Q*P@lrithQ}BSlBt MUX
250, and a Select _Instr sign e out put MJX 250

i ncl udes tV\(fegﬁiﬂf_Q%(ibMasln@le@fﬁ@42§2VVh$ﬁéh©Mp@R cRuxobggNalespis s "as i nputs:

bort 267 (wiYERIEL RO ML B0 pes 8% koAt Be Bt SR Ve tomlear i cal
| evel of thexcarm QbSIIBIrégisﬁelﬁQ?,Dl @tlnéﬁﬂ‘pcﬁt aaghi cal level of the scan chain

when t he second h| erarchl cal IeveI of the scan chain is activated), and (2)
at input Sport 2521 HESHreqister Pamhackerisiippyidgprattae optyt of ko SIBiRRt of

out put MX %\? )d§4d:GILHeIl9 S B’r%gﬁ?%?#%@ﬂ{&hol%ﬁ rs% E‘ljera@#%] agﬁotﬁa%{s

propagation t0 a subseq ircal Tevel of

t he scan chalQ@k . sigriz 268) apphedtowt:[muk PP 2156f UpSIR fegistee P80 Nk bytpat
control signal, appl]i to a control port 253 of the output MJIX 250. The
oot put of L1 tup Insh regRid s oupbia e dane RAITORSr 1 Mok fo

out put MJX 2]%)3 WA I I egl ster
230 determ nes U\Bhlg Hter thgggeggﬁgat\{%e)}:arc |ca2|t hfcbﬂ rHlle%&fs%%J‘Z(%tgﬁ

part of 10he atput Mba 230, B@ka&@@tdmsemgmaheg patb6Bart of the scan cha| n).

Waen th d h | f, S IB
regi ster 250 1s -6 Suput BTbs oSS TuskdaoFiSEEL BoRS 250iand 25 ThetSipue
regi ster 21QMux 25@a&%@t@%%ut36@ et inpuBpef! 4512 Mput Fdeh tHelowalrue fromthe

i TDO port 267 is ignore When t he second h| erarchical level is selected

(i.e., the \}'aer@écmﬁaup\@lﬁlaﬁ'@@m pRBEEa/s(Wduch pjovidas araesMmilen?50 passes the
si gnal {1 omd e, S66000 MeSL A GRERlrLEE o (dr o the SEATLRAR b TROGRRT 267) to

t he TDO out put
15 hierarchical level of the scan chain when the second hierarchical level of the

scan chain is activated), and (2) at input port 252, the output from the SIB
register 210. The output of output MUX 250 is coupled to the TDO output 262
of SIB cell 200 (for propagation to a subsequent component in the first
hierarchical level of the scan chain). The output of output MUX 250 is

20 determined by a control signal applied to a control port 253 of the output MUX
250. The output of the UpSIB register 230 is coupled to the control port 253 of
output MUX 250.

As depicted in FIG. 2, the value of UpSIB register 230 determines

whether the second hierarchical level is selected (i.e., part of the scan chain)

25 or deselected (i.e., not part of the scan chain). WWhen the second hierarchical
level is deselected (i.e., the value of UpSIB register 230 is “0”) the output
MUX 250 passes the output of the SIB register 210 to the TDO output 262 of
SIB cell 200, and the value from the iTDO port 267 is ignored. When the
second hierarchical level is selected (i.e., the value of UpSIB register 230 is

30  “17), output MUX 250 passes the signal from the second hierarchical level
(i.e., from the iTDO port 267) to the TDO output 262 of SIB cell 200.



10 As described herein, in one enbodinent the OCD cell may be simlar
to the Segnent Insertion Bit (SIB) cell proposed by the | EEE P1687 worki ng
group, aswoepiwktseidsand descri bed with respect to FIG 2PCARUSexaopiiazy
enbodi nent of the OCD cell is depicted and described with respect to FIG
3. 5FIG 3 depicts one enbodi nent of an OCD cell configured for use in
controlling scan chain security. As may be seen froma conparison of
FIG 2 and FIG 3, the OCD cell 300 of FIT 3 is simlar to the SIB cell
200 of FIG 2 in at |east sonme respects. As described herein, the OCD cell

300 is associ at eh\bdbrbediated Bnd @nistdiimencerf dopy &l ﬁw@ymﬁ]‘ﬂaﬂor nal
use of the scan chain with which the OCD cell 300 is associ at ed ﬁ;.g., Vi a

pl acenent oftotthe Segmerd|insegbon Kitt (GilB) eglepropared kyithe IRER Fb’leBcYeW@r Ndf the

Soceased, o aHh 41 A Ciekag BESaRRA MR AR A “Baireriidi. "o cer
300 is Conflegub@@lrrte;mmftmat@Wo@psrdespuét@uldndmyihbe@mww rfet@péctttbquscan chain
in response to rece|V|ng a control signal, where the creation of the

open-ciréuit condilf é”rﬂ%@\?’&ﬁ‘@sefﬁ@@%erﬁ@éanO@PeC%k%ﬁ‘f'@HEﬁ%for‘F'ﬁ@ iR ont r ol
si gnal useda%%groﬁ{gﬁastdaﬁq:msﬁgaﬁp}qm rcuit condition in the scan chain may

be any suit tro one enbodi nent, the control 20 signal
used for creatingg hmyctmeseen fromeacomm:d{rlsbnnf Fl‘GtZlendd:aG. BhtienOCPH eelbcan

e ol R SRS 0T B B el v
open-circuit condid blé’ébrL HeRMdrBR, ?/r??@(ﬁj‘%ﬁﬂsbﬁ i$ SRS JNAtH ﬁ%@ét\f'cﬂgma

control signal, where the 25rend e open-circuit conditlon
r e- enabl1@s ranchislconfigurseid toreecsiomnorrhali use of the sc@hehatDvitle Mthidothel @€Dudes an

OCD regqi ster avi ng _.a i nput, MJX 320. as 'at r.e an
Ooaat o (ot R AsiPcBlkd B, RE bt aee Yah e e Mbe 5Bl o
therew th, amhimiad F@ébrﬁ@p%osﬁﬂe OOIEcEFBOO Nt Mdted3RAcassqktcntaed Wi t h OCD
regi ster 310 controls 30 input to OCD regi ster 310. The OCD in Tput MJUX 320

i ncl udes twovhiaptie pean §h®ms 8rceSEY, oTRBY Ootterissiiableneircanenteic@pls as
i nputs: (a) é%@ gqq())lut port 321, the output of input MJX 350, and (2) at
i nput port e output of QOCD

The OCD cell 300 is configured to create an open-circuit condition
within the scan chain in response to receiving a control signal, where the
creation of the open-circuit condition prevents normal use of the scan chain.
The control signal used for creating the open-circuit condition in the scan
chain may be any suitable control signal. In one embodiment, the control

20  signal used for creating the open-circuit condition in the scan chain is a scan
register value. In one such embodiment, the scan register value is received
via the scan chain.

The OCD cell 300 is configured to remove an open-circuit condition
from the scan chain in response to receiving a control signal, where the

25 removal of the open-circuit condition re-enables normal use of the scan chain.

The OCD cell 300 includes an OCD register 310 having an OCD input
MUX 320 associated therewith, an Update OCD (UpOCD) register 330 having
an UpOCD input MUX 340 associated therewith, and an input MUX 350.

The OCD input MUX 320 associated with OCD register 310 controls

30 input to OCD register 310. The OCD input MUX 320 includes two input ports
321 and 322. The OCD input MUX 320 accepts as inputs: (a) at input port
321, the output of input MUX 350, and (2) at input port 322, the output of OCD



11 register 310. The OCD i nput MJX 320 is controlled by an ShDR control
signal 364, which is applied to a control port 323 of the OCD i nput MJX
320. Wherwohen@spRscontrol signal 364 is "1", OCD i nput PMOXS3@0/0pEsses t he
signal fromthe output of input MJX 350 into OCD regi ster 310 via input
port 5 321. Wien the ShDR control signal 364 is "0", OCD input MJX 320
passes the signal fromthe output of OCD register 310 into OCD register 310
via input port 322. The OCD registet1 310 accepts input fromthe

out put of OCD i nput MJX 320. The OCD register 310 is controlled by a clock

si gnal (dengbgptas3 {ICKTHODED#pus BRUX B isedntrlldd b eeksSHORtcopddl of OCD
regi ster 310. The output of the OCD register 310 is coupled to each of the

fol | owi ng: &g FeE, whichie apphed i@ atc | Bo 323| af tise QLD vreput MUKRRRO0. 322) |

T00 ot put  phPEn 3B RO ekl deit o b Aeb ViRt sp@l e ocan
chain). 15Thegrid @ tHwpottpMUSF GOt m»oesat.md mnhegmewmanﬁguts@c&t 330

controls |nput to UpOCD re%egter 330. ) nput MJX 340 i ncl udes two
i nput poft s 341 VN thepShip QJ%UI':@'QH%@@“MJ)@ 3@@%&%&0@2& 20MAsEes (a) at

i nput port (P DC% t port
342, the ouﬁﬁ%t 4%%8% Olf'téa{%ﬁ(gre Igt%%%ﬁg%pugg}\%§1%ailw
20cont r ol | ecpdry32he UpDR cont roI signal 365 applied to a control port 343
of the UpOCD inp n_the UpDR contr

340.. Si 0 UpOCD
Chput MIX 340 pas iSRS e Padhel TR e LRt PE IR wieus TUXA T o

UpOCD regi steig 330 OG 8 ré Qﬂéfrsﬁ@ruécéﬂ%lie ?c? é@@cﬁ aeﬁétrealassrekal 365
is "0", UpOCD input MJX 340 passes the si rom Uhe out put of UpOCD

25r egi st16r 33nalB63) Bpp IR tceglck:tCkrdeBm 1 af @Gmpaglstpoﬁﬂ 0311}29 output of thene

UpOCD t 330 t f _Up0 340.
The Lpoc ; SaEDodeEs Tt R dehike {oLeiy) OB bl iof am b B o
signal 363) jaHm MeX 820 F‘II@tf#ﬂ'@el@ﬁTﬁpu@%@Z?fadJﬁP@dtﬁgl@é@CD’-’ﬂ% uamd»@ Secure

Reset (Secur eRST ied to a control port 332 o

regi ster 316340Tﬂ41|1315¢f pely, Bput ﬁé?wo@meé@(%peltptmwrﬁ?ﬁ%wmcfe@rmd%fn i nput
to the UpOC%ng?gwggéga@zééng%tfqﬁ#hgﬁ Xhal put 342) and a control port

353 of the inpu npu I\/UX 350 includes two input

ports 35% and 35Zrheprocmnmpmmxmwnme@wlthnnewocD)regtsterrmw port
351, an open circujt nput. port 351 i s not couP ed to _any ot her

conmponent ), GRREOf 92')’1%& tq laBQp[bEﬁg'S’@B@?’oi ApetUPPER inpat MYX BAGCldes 361
(1) ot AESRPIERSS YO TABLIRILD FoRlutheorgaBeaRe DigplRs O P
pr opagat i on (aj asingnaperti3d 1t tree GdpUbiromUhe3BRD register 310, and (2) at input
port 342, the output from UpOCD register 330. The UpOCD input MUX 340 is
20 controlled by the UpDR control signal 365 applied to a control port 343 of the
UpOCD input MUX 340. When the UpDR control signal 365 is “1”, UpOCD
input MUX 340 passes the signal from the output of OCD register 310 into
UpOCD register 330 (via input port 341). When the UpDR control signal 365
is “0”, UpOCD input MUX 340 passes the signal from the output of UpOCD
25 register 330 into UpOCD register 330 (via input port 342).
The UpOCD register 330 accepts input from the output of UpOCD input
MUX 340. The UpOCD register 330 is controlled by a clock signal (denoted as
TCK signal 363) applied to a clock port 331 of UpOCD register 330 and a
Secure Reset (SecureRST) signal 369 applied to a control port 332 of OCD
30 register 310. The output of the UpOCD register 330 is coupled to an input to
the UpOCD input MUX 340 (illustratively, input 342) and a control port 353 of
the input MUX 350.



of OCD cell 300 via OCD register 310. The output of input MJX 350 is
determ ned by a control signal applied to a control port 353 of the input
MUX 350. wbeooutspiss of the UpOCD regi ster 330 i s coupl e@Crasseég/oe@n? r ol
port 353 10 of input MJX 350 for controlling input MJX 350. The UpOCD
register 330 is controlled by SecureRST signal 369, which resets Up0OCD
register 330 to a known value (1 or '0"). The UpOCD register 330 is
configured for controlling input MJX 350 12 create the open-circuit
condition in the scan chain (via selection of input port 15 351 at input

MUX 350) and to reieut RRIPBSD KNGS twéE t bbAS 350 YR B2 SHRNinglei n (Vi a
sel ection of input port 352 at input MJX 350, which connects the TDI i nput

361 of OCD d¥UKX Jgbacceentsas Tmitautip@t irgs peft IdDav«neuEuited. O0PUt egi st er

Upoch r egi stheyt 356 R SRR L el B RRRM ) oo QBT

conponent s dapt fgsih ede TO1 ifELR P8 Rwhite PR itgs abceeforiupstichntesi ti on
froma scan chain. C[% register 330 is a conponent configured
Y

The UpO
Lo creat & t 1ok topsnar chaim 1 TheRHRTtEH MRHMUXSathisaeapied 1 hedpomsort o a

first contr Si : ' regi TVl i i an
chain). The SO@?EQ&?F g'?"“igégg%@sr pﬁ%ﬁq&gﬁp ecg S@ a{lzsrego:fth}aé g %ﬁégﬁi@%cui t
condi ti on byofiOGDraetit30tyvia r(pOD rishisted s Ot oTtsebatput of pput MUWX 338is (via a

cort S g PR b e B o BRGRASP S84 R s
configured tg %V@tblﬂﬁoﬁﬁﬁfbstCB%gis@é}%d i's%uyé%f‘?otthg COEB) 68RIB3I N
response to a second contro 0 sign (e.g., the SecureRST signal received
at UpOCDOr egifsmut NEX) 350THos copiaibng b tNMUXTED. iTheddp®LCHuragisten38@imve t he

open-circuit_condition, by i ructi i nput MJX 351 sel.ect .LApUt port
355 (via a conTpip by ERureRS IsiHA dBs WPl ERet PRk Heitebeslitg rer
330 to cont n@lowprydiud?3’ ef onnput MIX 350) . The input MJX 350 is a
conponent configured to create the open-circuit condition in the scan chain

in response to a e dpOsdnregistesBgRas configired femeontialling inpHt MYIX 3bgital is a

cont ol o1 9nabofSElofR. Alof WHRlor i ihe 353, Bhot15id 04 R0 40 ¢ he

out put of U regi r éSponseé t'o a scan regl val ue

bei ng resei \351 &yinpIOADX 880)sdret to33P oveline dpeprtirddiPcctaitiorsfremrithegeaad to
create the open-circuit condition in the scan chain by selecting input port
351 in respdﬁﬁ@éﬁ (%aﬁﬂ@ci?'ﬁ)rﬁ@f'%ﬁPPBI?’@%}d@Wt MWQ:WFh CORNSES the 5
conmponent ¢ i : y i % i ._scan
Charn i ¢ oottt B0eS51 B OETPYEN BO6 IRRITDE Sl 362BHITCIS Bell 3gbGIee )
signal is a @OBtregisten g botcefiwidh @re conteated pothe 8&)of t he i nput MJIX

B e ot R bt 4 o St My 3858280 ey 8
20 considered to be are components configured for creating and removing an
open-circuit condition from a scan chain.
The UpOCD register 330 is a component configured to create the
open-circuit condition in the scan chain in response to a first control signal
(e.g., a scan register value received via the scan chain). The UpOCD register
25 330 is configured to create the open-circuit condition by instructing input MUX
351 to select input port 351 (via a control signal provided from the output of
UpOCD register 330 to control port 353 of input MUX 350).
The UpOCD register 330 is a component configured to remove the
open-circuit condition from the scan chain in response to a second control
30 signal (e.g., the SecureRST signal received at UpOCD register 330). The
UpOCD register 330 is configured to remove the open-circuit condition by

instructing input MUX 351 to select input port 352 (via a control signal



15The i nput MJX 350 is configured to renove the open-circuit condition in
the scan chain by selecting input port 352 in response to the second
control swQral1/159598 As descri bed herein, SecureRST si goalus2@9/os@sadapt ed
for use in controlling input MJX 350, via UpOCD register 330, thereby
enabling 20controlled switching, by input MJX 350, from selection of the
open-circuit input via input port 351 (such that the scan chain is subject
to an open-circuit condition in which nortal use of the scan chain is
prevented) to selection of an input from TD input port 361 via input port
352 (such thabviBe fRpethEbipt bf OpOE D rédisie? 389”(@‘(:@%&)([96&353 ofGRutchai n
and normal use of the scan chain iIs 25possible). hus, the SecureRST
signal 369 |MUé<o3ﬁQ)gured to control the operation of the OCD cel | 300 for

enabling the re ir i ated scan
chain in a control e'@B M@?%gs 5Cow%‘eﬁ)ggg’h‘iﬁsgﬁéfgﬁgeﬁ%gih%ﬁ%ﬁr. son of
FIG 2 and HifGuitZon@Eibndeltthe 868h dRaih ifrréspchsiesod firist 86ntkd) sﬁjrﬁlaﬁhéreZOO of
FIG 2, with at least the follow ng differences bei ng% i npl enented: 14

(1) the @erithadirgroptrof ignalripia FONTS) SN Fessivad it SoNteH POBRaS 9fdBei ndi cat ed

by the open ty 3 2
t%e UpOCpD regl‘:)%ttq\gp%g%o %rwﬁl ﬂ@%%ﬁot %fl sééégfeﬁ'ﬁgpmgow%%s p ggé aafte$ :
t he MJUX 350. sc‘éAsegstem;dhﬂe bélngheseivdd foﬁldﬂpe(DCE)sregﬁsiéer I&:B(o\,)e THwnﬂID\/ttBKI 300

i s enabl ed, e scan chajn enters a deadl ock state, ereby creating an
open o rout aIsRANgEE tewﬁtevsﬁﬁ@@ear%wﬁt@nﬁawn ‘558t FRE Bban chai .
and whi ch cad e ess, and (b) the
only way to remgl\?gqnlbﬁlgt deag ock S a{]gég(ﬁéthulsmﬁﬁ;@os the circuit and

rest or e 10or mal op'lél‘reampugl\/lwééﬁam Bmtwnpﬁnemheoemed Hltammove thy opsser ti ng
t he Secur eRST si n this nmanner, the ur i t‘%@ f normal

use of the St&H' %ﬁafiwomtfbeesmah%f@;s%ﬁ%%%nssﬁot%eqoweqo ol § ity of the
process by W& thE8eS86dcBMPd| $ihedas alonB@NSigAEPRceived at confrBPp&Sie88BERST

signal 369 may be generated in any suitable nmanner
of the input MUX 350 from the output of UpOCD register 330 (e.g., in
response to the SecureRST signal being received by UpOCD register 330).
15  The input MUX 350 is configured to remove the open-circuit condition in the
scan chain by selecting input port 352 in response to the second control
signal.

As described herein, SecureRST signal 369 is adapted for use in
controlling input MUX 350, via UpOCD register 330, thereby enabling

20  controlled switching, by input MUX 350, from selection of the open-circuit
input via input port 351 (such that the scan chain is subject to an open-circuit
condition in which normal use of the scan chain is prevented) to selection of
an input from TDI input port 361 via input port 352 (such that the open-circuit
condition is removed from the scan chain and normal use of the scan chain is

25 possible).

Thus, the SecureRST signal 369 is configured to control the operation
of the OCD cell 300 for enabling the removal of the open-circuit condition from
the associated scan chain in a controlled manner.

As may be seen from a comparison of FIG. 2 and FIG. 3, OCD cell 300

30 of FIG. 3is similar to SIB cell 200 of FIG. 2, with at least the following

differences being implemented:



15(e.g., by any suitable conponent, in response to any suitable

condition(s), and the I|ike). In at | east sonme such enbodi nents for
gener at i omoab11risesoSecur eRST si gnal 369, one or nore of Phe/USedl1oOwW1NY
principles may be enpl oyed: (1) the SecureRST signal 369 is not

tied to the traditional reset 20 capability associated with JTAG scan
access, otherwise a normal reset operation would re-enable full scan chain
access (i.e., break the deadl ock state, a thus, close the circuit and
restore normal operating capability of the scan chain); (2) the

UpOCD cell 300 ngy) H%@erﬂﬁit@h%f@lﬁ'é oEFDq’J"'ﬂQQ |6‘i‘)u9pcasd$t9lwelbﬁ%dé)ﬁ 43 a battery,
or may be set to "open" upon reset; and é he SecureRST signal 369

may be generiagigatacrsy e elrn iegu ithe inputwertcds t akinoaVMEEX B58p@nds di sposed

550 may be rout edZol HECAFBRE 3 RalhBr bR e BPu e RSt 57 gna
369 or naki r;gaééwaﬁ?@,ctueemﬁj( Fmnal 30369 difficult to access (e.g., in an
internal |ayer or using a@yetBOt her suitabl e manner of %8%t he SecureRST

signal 369 or maldhg residt edbgpaRiereneRll a)a@rgcezjther@ela golt led, 15
I'n order fc’rth aﬁ%b% n3Qerer°alai%ae och%ttétéetHeP?a?Erléra'nﬁg a[hhroug Hiﬁtuﬁfthé he

scan chain, status 1s I'sten a power
cycle. O hersmaa&;ham whighl mepemerndrml asanfititt bearectighaadwhickaedarinos be
security of OCD cel 30 tF1%8,“% establish nor rrggiuse of the scan chain. The

tatus of |5 EASERIT Yl 2haR 3HEPSH AEHP) TP anly V6K o lhiRer |
such as: qeadbcf&ostaﬁé A5, risu@%ééesm.rdmﬁ@@re%meWm(aﬁo.geran@Agg()?e' I or

any other suita ersi stent nenory stora for UpOCD regl ste
(2) by dﬂsuraap@btllhaofmleesqaiefdiwlm |s'bzywssarrtlngrtha JeoweeR8Y cligndl 8&9esInt he open

circuit con II on act I& r}h f351 i% sel Ert]ed at é .ﬁut 10350),
whi ch may b higgRane. Q?ﬁ/e GI‘P Scﬁcé”' AndMa 45 OTHYe B&3" G87'RJ"QY PEset si gnal
for UpOCD r efihgé eepdrfedtt thdaplSitst dekrityl GURE 83Daoes(st8y WRicARhEPGA
application, defining the default value o0f UpO in the programm ng

bi tstream avrPUr@RSITisignal is generated. The status of OCD cel| 300 may be made
persistent in anyrd §8{:ur1:ﬂ'§($§‘llL g@%?’&é@%@ be generated in any suitable manner

15 (e.g., by any suitable component, in response to any suitable condition(s), and
the like).
In at least some such embodiments for generation of the SecureRST
signal 369, one or more of the following principles may be employed:
(1) the SecureRST signal 369 is not tied to the traditional reset
20 capability associated with JTAG scan access, otherwise a normal reset
operation would re-enable full scan chain access (i.e., break the deadlock
state, and thus, close the circuit and restore normal operating capability of the
scan chain);
(2) the UpOCD cell 300 may be a persistent storage (e.g., powered by
25  abattery, or may be set to “open” upon reset; and
(3) the SecureRST signal 369 may be generated inside the same chip
in which the OCD cell 300 is disposed (such that it is impossible to access via
a probe), or the SecureRST signal 369 may be routed on the board in a
manner for hiding the SecureRST signal 369 or making the SecureRST signal
30 369 difficult to access (e.g., in an internal layer or using any other suitable
manner of hiding the SecureRST signal 369 or making the SecureRST signal
369 difficult to access).



Simlarly, for the SecureRST signal 369 and its associated generation
conponents/logic, at no tine is the signal allowed to float, and

i nper at i WeDyoitt15p®8non-acti ve at startup. This nay be aehirasedosiinyg any
sui tabl e techni ques, such as by enforcing these properties at circuit
generation tinme and checking 20themw th techni ques such as fornal

val i dati on, or using any other suitable techniques. The Secur eRST
signal 369 may be generated in any suitabl® manner, as depicted and
described with respect to FIGs. 4 - 6, which depict various enbodi ments for

generation of than3paar RRECHIENB00IEDe hddtivene sealrad ABMal UBRGREST

signal 369 is generated in response to validation of a secure key by a key
checker fundceorehain, its stajug.is parsisipnti.€. thesisisibiiugbn pewvegeyeeati on of a

Secur eRST si | via_vali i e unct i f a.security key
ahi Tted 1 nt OBRNISECe SBhbE s Db B BTG T o B kB R T hough
primrily depCDtesi 300asd relestiblibie howhbhusesppetsdan e e statuf oft he

Secur eRST signal for use by the OCD cell 300 of FIG 3, it will be

appr eci aPed @GR caOEmsydiedreds Rersisiant imany $gitakle MrNNGAN $YSFEaSf or
generating a security r I i I in
security conponent. (‘%?B&Kgngse%?rgﬁgecﬁt?]ﬁ]erﬁﬁg 93?@%(92%@%%?&@9? g a
scan chain 410 haghensUi@ble pétsistdtt mieaaog etbrage hion UpGCBaagistdradldn; 410. The

system 401 includes a 5 key checker funcfion 420A that is configured for
gonerating a control - SPYRAPVEH TG LR 1RE det iR Altigh ROUEE G SR, wher o
the control si gnfthe'o?gﬁﬁgg%oﬁaﬁioH%%tibQ(i?é’.%ﬂi@t'émni@ daidteght inﬂu%@l\/lux

The scan chain 410 i an I nput portion 4101 of scan chain 410, which
is couplléd to a TH0)i whbich may bestome in@hy(wiitgble maonera eTRPby(apusieg at est

10 i nterf d_t | 430. i pput. por.tion 4 f .
chai o430 i nel uddeselSoneToripolD redti®r 2R0Tpp  FeeB Fly e HeBaf el e
i nput portion 41¢HpGA spphiBatditidefify the detaablauefof RimoDwRithéen to, but

not capable of being read, while cell 430 is configured to cause an
open-circuit condreg@mming bitsteagam anehing lkeo. 15The scan chain 410 incl udes

an output portio f } , i i | t cell 430
and to a TDO out B];J}i}al%gg%] %@@?g)ﬁ%l%éq @Jagb g%a dleiﬁgge%(')f%@/%%h%? access

interfacs). slUtabruhpdheporti on 4100 of scan chain 410 includes a plurality
of cells 4120 (illustratively, 16 cells). The output portion 4100 of scan

. P . .
chain 410 is capafki%'aﬂ% f@émﬁgsﬁéla@,Rsb-Dﬁ'gﬁéf 3@ phae|its associated generation
components/logic, at no time is the signal allowed to float, and imperatively it

IS non-active at startup. This may be achieved using any suitable techniques,
such as by enforcing these properties at circuit generation time and checking

20 them with techniques such as formal validation, or using any other suitable
techniques.

The SecureRST signal 369 may be generated in any suitable manner,
as depicted and described with respect to FIGs. 4 — 6, which depict various
embodiments for generation of the SecureRST signal 369.

25 In one embodiment, SecureRST signal 369 is generated in response to
validation of a secure key by a key checker function.

FIG. 4A depicts one embodiment of generation of a SecureRST signal
via validation by a key checker function of a security key shifted into an input
portion of the scan chain being secured. Although primarily depicted and

30 described with respect to generation of the SecureRST signal for use by the
OCD cell 300 of FIG. 3, it will be appreciated that the embodiments of FIG. 4A



20being witten to, while OCD cell 430 is configured to cause an
open-circuit condition in the scan chain 410. The OCD cell 430 nmay be
i npl enentw0 20n/A@MSP8sUi t abl e manner. I n one enbodi nent, @CDUSed11/04862i s

i npl emented as OCD cell 300 of FIG 3, or may be inplenmented using any

ot her suitable OCD cell or other suitable scan 25 chain security conponent.
The TDI input of OCD cell 430 (omtted for purposes of clarity, but

anal ogous to TDI input 361 of OCD cell 30Bof FIG 3) is coupled to the
cell of input portion 4101 of scan chain 410 that is farthest fromthe TDI
I nput to SY%QYbéQ&Hin@R)r cPatiph seku o‘ﬁﬂb%ﬁgl foP Uisé by thriyosuiteylePos es
of clarity, but anal ogous to TDO 1 nput 362 of cell 300 of "30FIG 3) is
coupl ed to tsea@nciain secuwily pampeoent.on 4100 of scan chain 410 that is

| SoA"eS! conem LMo BB T O SYGKRI AP ayhle J08el Gl Bl Bt "
Secur eRST si@OBI celiZd90 HivpoesPaitam the scahi dhalin A90.aTheaykidny 408)nahdés ad into

i nput portion 4101 of scan chain 410. The security key is shifted into the
i nput poPt i dieyehecker fusiean dRah that 19 cenfigherd feregengatieg B coBtol sigeghini gur ed

to cause an rﬁgﬁ%'g% t@eﬁﬁlbigrg&%i dd Rt Vrgle;{ h%e?&"l‘ﬂe EBRS ddal id QhapidbRgses of

triggering t tore e open-circuit condrtron and all ow
normal use afsetiheostratingf@CD cE110430. The security key may be any

suitabl e I ength, i ch .depend on the size of t i nput portion 4101 of
The scan chain 41018 SPRLAIR AIBHSHES SoHRPRGIEGE ATBrOENZBAR 115 key ©s

| ess than Orwr%H?éTﬁélS’pléB%‘o et H@th told)RtdrARigl BY tirom £38P & otthte%?an

chain 410. e security kle may “be scanned into any suitable |ocation
wi t hi n tlBe iagsess detface) abid OCD: ¢adl 43@GnThadmput4botion AtV edpcpnehaii ng

t it t onl d ml ici t ack d th
val ue of ¢ neiChbtiiRs Sauy of Sllsath oAb, Joulisl cEhesind BoskR o
know exact | g ef ScdrPcidin@a Oti @apaslerdftoeil®Written @6 delt ric? cHphBieloftdeghgcan
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chain 410 (i.e., in order to renove the open-circuit condition). In the
exanpl e of Feed, while OKeD selt 4Pty crijgured 40 cars® an apginueircyd itiogn 1B t
positions 5 thgrsgggl&h%f}] ‘?,]‘O_t he i nput portion 4101 of the scan chain 410
15 The scan chain 410 includes an output portion 4100 of scan chain 410,
which is coupled to OCD cell 430 and to a TDO output from system 401 (e.g.,
to a TAP or other test access interface). The output portion 4100 of scan
chain 410 includes a plurality of cells 412, (illustratively, 16 cells). The output
portion 4100 of scan chain 410 is capable of being read, but not capable of
20  being written to, while OCD cell 430 is configured to cause an open-circuit
condition in the scan chain 410.

The OCD cell 430 may be implemented in any suitable manner. In one
embodiment, OCD cell 430 is implemented as OCD cell 300 of FIG. 3, or may
be implemented using any other suitable OCD cell or other suitable scan

25  chain security component. The TDI input of OCD cell 430 (omitted for
purposes of clarity, but analogous to TDI input 361 of OCD cell 300 of FIG. 3)
is coupled to the cell of input portion 410, of scan chain 410 that is farthest
from the TDI input to system 401. The TDO output of OCD cell 430 (omitted
for purposes of clarity, but analogous to TDO input 362 of OCD cell 300 of

30 FIG. 3) is coupled to the cell of output portion 4105 of scan chain 410 that is
farthest from the TDO output from system 401.



20(where bit position O of input portion 4101 is adjacent to the TDl of
system 401 and bit position 15 of input portion 4101 is adjacent to the TDI
of OCD ceWb 2480159598t wi || be appreciated that the securiPCy/Useyiifoapasrse any
ot her suitable nunber of bits which may be read from any other suitable

| ocation within the input portion 4101 of the scan chain 410. 25FI G 4B
depi cts one enbodi nent of generation of a SecureRST signal via validation
by a key checker function of a security k¥ shifted into a buffer of the
key checker function. Although primarily depicted and described with

respect to generaFHéJRb)Déhéd]@rﬁﬁ%ﬂlbﬂR@'bASs%ﬁﬁn%lir%fdalﬁ rating a@datree! | 300
of FIG 3, it will be ‘appreciated that the enbodi nents of G 4B may be

utilized 30fs@naéistaativaly,@ SeewreRST signak425)dn gasortsertoyatidajngay sui t abl e

e noary | ceRtrbAe STER R ek Perion &1 0K R ERE AN s cept i on of the

source of the seclid sercdfwképrs safted aito Ae Mpuk PYriRiMe4 1 lof Goas thain 420.
Nanely, in system 402 é@ ecker function 420B is _configured to read

the secufit yfvmther@ﬁﬁDaC%Ibﬁ i wm@yr%m RUSEIN OgeREHEHit &pealtmmrhth@ey
heck f h
checker 1 Uik 0B 1) BerpcBaty A LRAL GRLIINHIR loipee Chol

The securi t yopeeycilmifitf emnditidn arsd alhale pendehtisd oblrrmetsh}anscrtmm éh@in 410 and,
thus, the length of the urity key is pot on the |l ength of the
10" nput port Pon WESSRUrEkRY E1ak B 90 SuRdls RGN ¥hichBa Seaprd pES can
be any suit 7 e

(e 0. hiddens SLPRIbD: W&%@“ﬁﬁﬂﬁ[ g nihclin 0Ty SREVTBIARCAERE o)
may be i10pl emgihenf the sauyrltgtlneyamessrt’aam@r equal tortbe derigidioféime inpuhpogCuri ty

key buffer be ext ern 15 fromthe key checker function 420B. In
one enbodi me‘ﬁlt% nfﬁl‘? allgy buffer 422 may be internal to key checker

function 420B.  The SJ&Lﬁltﬁﬂéy'Fﬂébeéﬁg&aMcf iPfo 4Ry sURNDIE S6&ItWA Willinsgsuri ty
key fromany suitable source. The source of the security key may be

di sposed on l@lylsttmﬁlq!MA@rOfrtﬁ? sgan ceait 419, itberedby arewdiagpstrangessecerityodi nent ,

por 1 on’ 410 PO wekr PRl tsreger BrBd i kil g el OBUbPRLIAY oo cr

422 may 1ge wyptr@mtaﬂcnbb@ aittaplkir 166 Wodild A38d toknow axaethaivhedd B placeny
suitable location in the input portion 4101 of scan chain 410. In one such
enbodi nent th@rseéﬂ%tbfﬂﬂeé( in Qderele; wileek the soaa chai) 4184l & etLPNdEY tAESMONE f er
422 may be 25portion 4101 of scan chain 410 at the
poi nt at WhICt@ﬁ %ﬂ ‘%"%”E{?’%Bgﬁ'tgﬁ n 4101 of

In the example of FIG. 4A, the security key is a ten bit value occupying

bit positions 5 through 14 of the input portion 410, of the scan chain 410

20  (where bit position 0 of input portion 410, is adjacent to the TDI of system 401
and bit position 15 of input portion 410l is adjacent to the TDI of OCD cell
430). It will be appreciated that the security key may use any other suitable
number of bits which may be read from any other suitable location within the
input portion 410, of the scan chain 410.

25 FIG. 4B depicts one embodiment of generation of a SecureRST signal
via validation by a key checker function of a security key shifted into a buffer
of the key checker function. Although primarily depicted and described with
respect to generation of the SecureRST signal for use by the OCD cell 300 of
FIG. 3, it will be appreciated that the embodiments of FIG. 4B may be utilized

30 for generating a security control signal for use by any suitable scan chain

security component.



scan chain 410 is coupled to the TD input port of OCD cell 430. It wll be
appreci ated that the security key buffer 422 may be coupled to the input
porti on AMY0Roof153%9an chain 410 at any ot her suitabl e | oeariusaoiliomisne
enbodi ment, security key buffer 422 nmay receive the security key from
30anot her scan chain (not depicted). It will be appreciated that the
security key buffer 422 may receive the security key from any other

sui tabl e source. 19 The security ki is provided to security key
buffer 422 when the OCD cell 430 is configured to cause an open-circuit

condition in the g£aspieta iR FAE0 4B\ QystBH HOB BSn&4riyt idbaH&S|itd Byttt FPotel |
430 to renove the open-circuit condition and allow normal uSe of the scan

chain 410. Hike 4eyvittHbelexcepiior of he smuee ahther seauribhkeys s velidgtiarehy f r om

o1 ke iehoRRcien bl ol P ibh e, VB KRR BERGLpg ot

Secur eRST si4pmalis éaﬁﬂlgur@drt&?@@cm&&a secury keptronta deseantykeyyoufy 4apai | abl e
within security key buffer 422. 10The key checker functions 420A and 420B

of systeRs ASEORKELYEN kﬁ&é‘[ﬁ@@@r\/@nﬁ'orﬁﬁ O rather Ahan{ront et PORONHE or
capabi |'i ti eéﬁs@g@%@%ﬂ%‘,% |%{H@gnﬂeﬁggndé&%??Jr?&uoh%ibo'df%géﬂe}‘rﬁhbh  key

checker fun nent, securi
oper ati ons rEG. ldé\)execut ed by the key checker functions 420 |ndependent of
whet her or not t active. ne enbadi

15430
ety ey chonheosRR Ry ke Buffer 492 & indabeRdantjrash s asart GRRIDIATER. 420
oty when {00, 1ok BBUEEL RSy [KhASIGRhEYA: oh thelEh of tre

enbodi nent s, e OCD cel I7 430 wou be reset each tine a security key is
i nsertedOi ntloplutm;)rtmtpéﬂ Opafradaorcheiin 4he. fsanrashidti the Stdusitywsey dambe atwuse a

Z0secur 1Y 4Bl BAABH T SRR S A ST A e, T
scrambled, and the like).
The security key buffer 422 may be implemented in any suitable

manner. In one embodiment, the security key buffer 422 may be external

15  from the key checker function 420g. In one embodiment, the security key
buffer 422 may be internal to key checker function 420z.

The security key buffer 422 may receive the security key from any

suitable source. The source of the security key may be disposed on system
402 or may be remote from system 402. In one embodiment, security key

20 buffer 422 may receive the security key from the input portion 410, of scan
chain 410. In this embodiment, the security key buffer 422 may be coupled to
the input portion 410, of scan chain 410 at any suitable location in the input
portion 410, of scan chain 410. In one such embodiment, for example, as
depicted in FIG. 4A, the security key buffer 422 may be coupled to the input

25  portion 410, of scan chain 410 at the point at which the input portion 410, of
scan chain 410 is coupled to the TDI input port of OCD cell 430. It will be
appreciated that the security key buffer 422 may be coupled to the input
portion 410, of scan chain 410 at any other suitable location. In one
embodiment, security key buffer 422 may receive the security key from

30 another scan chain (not depicted). It will be appreciated that the security key

buffer 422 may receive the security key from any other suitable source.



I n one enbodi nent, for exanple, a key checker function 420 may be

i npl emented as a conparator to a hard-wired value. In one enbodi nent, for
25 exanplwp 2n/159X38 nay deci de the "hard-w red" val ues @®CTiUseo1dion@atts t hat
it inplenments at bitstream generation tine, such that the designer may
select his or her own value and, further, may change the value after each
updat e. I n one enbodi nent, for exanple, the security key that is

val i dated by the key checker functions 428 may be obtained from one-tine
programmuabl e 30el enents (e.g., a fuse/antifuse box). In one enbodi ment, for

exanpl e, the securid yedifity kBls provitRld t8adeRBriBykdysufferu2oNgRKSthd OTTH | ons
420 may be obtai ned fromone or nore secure 20 'storage elenents (e g

flip-flops, Eletiissonfigurdeaaause RinoepeivirsdieCqrehiirron tneNsaprahal

thereor) - o BCrEdRes B fiddefingafif b o4 doctd bl Be RBER RIS ™ unct i on

420 may be SiomelitRmedricedlids narmayear telicanldiagt 400 her suitable circuitry.
The key checker functions 420 nay be inplenmented in any other suitable

manner. Phus, it 9 ke)béh%f?ﬂﬁrwcé'@@cﬂ%%dﬂa&’ FRAGEELTSAiKkSY Bagegpcurity
enmbodi nent s l&&buff 4t25 5 o?ﬂ?‘ -5 purl ty capability can scal e as needed,
us fétra?eo%?g In %o ?

enabl i ng vari exity, security, and flexibility.

Al though pri nmari Ihedkgy chad@amdudieaomagesi configured Spregéndratisg eadntrol

enbodi nents for val i dajion secu to tri eneration of
ontrol i (Tmtatbin s PR e N ASRATReRABIEN IO /i || be
appreci ated ste’&ﬁFtw% 9 aiRblA@ithifns<l Bhkdgkey to trigger generation
of a control sigI al yIS%‘ re- enansb rlg@%}: 1?( ruse of a scan chain nay be

i mpl eneriPed in anEhe)keyechmhelramwomam&@ﬁ\ andt424g| df syeteims #0tandpiii2eci at ed

e o RIS P P ool PR o B8R4 | 0
| n one enbodhig®nhay beeeferdd fb‘%%ﬂe&h@é]ﬁ'as%? dh%cl@rn@h@ﬁ&ﬁls Yspng a
20chal | enge- based authentlcatlon met hod
In one embodiment, security key check operations may be executed by
the key checker functions 420 independent of whether or not the OCD cell
15 430 is active.
In one embodiment, security key check operations are executed by key
checker functions 420 only when the OCD cell 430 is determined to be active.
In other embodiments, the OCD cell 430 would be reset each time a security
key is inserted into the input portion of the scan chain. This would not cause a
20  security issue, but may result in useless switching activity.
The key checker functions 420 may be implemented in any suitable
manner.
In one embodiment, for example, a key checker function 420 may be
implemented as a comparator to a hard-wired value. In one embodiment, for
25 example, an FPGA may decide the “hard-wired” values of the circuits that it
implements at bitstream generation time, such that the designer may select
his or her own value and, further, may change the value after each update.
In one embodiment, for example, the security key that is validated by
the key checker functions 420 may be obtained from one-time programmable
30 elements (e.g., a fuse/antifuse box).
In one embodiment, for example, the security key that is validated by

the key checker functions 420 may be obtained from one or more secure



FIG 5 depicts one enbodi nent of generation of a SecureRST signal via use
of a chal l enge-based aut hentication nethod. Although primarily depicted and
descri bedwaioti/rse®pect to generati on of the SecureRST sipgmaiS2dion4use by t he
OCD cell 300 of FIG 3, it will be appreciated that the 25enbodi nents of
FIG 5 may be utilized for generating a security control signal for use by
any suitable scan chain security conponent. As depicted in FIG 5, a
system 500 includes a controller 501 and 20 system 502. The controller 501
is configured for controlling system502. The 30controller 501 is any

control l er sih @'érerfn@hts'ﬂ‘(%cg?. 'S fipIb sy HIEMGAR Mia8aBlel PRigrafffible RebeL f ace
(e.g., testi ngrtagystem 110 o FIpG F%{ 21I v The system 502 includes a

scan chai n 520yhaematy rERROM)evith batieryi kanksiodand the ke, las welhas yaEPUS 510.

The system 5 i.ncl ude ypt ographic core 520 that is configured for
generating ac%i‘%l%{p%téc:i’ndssﬁgﬁ%cﬁs.i n response to satisfaction of a challenge in a

5chal | enge- based |awnkesrhbeditrient, foeeRatple, a key dstkee AnctibAi4205h Ay ibec! udes
an input portion 5101 of scan chain 510, which is coupled to a TDI input to

syst em 582 (i@Pigmentegasaa samptegraghisdP ereyhenswitabie cRewtyace) and to OCD
[ . The i i I i [ f
co) 530, e e 4O R g 2 o

cells 5121(illustrati nput "portion 1 of scan
chai n 510 i suitapbihennér.being witten to, but not capable of being read,

while OCD cell 5 is.copfigured to cau an open-circuit condition in the
scan chain 510, Thus’ gl becanpesiaiest BebeRacuHooKanDBIRDBMEREITPER %100 o
scan_chal 1 340 ecHchl] Sokapashy 2R 28l a53edad dpendlehiaysput 1rom

system 502 (e.g., 1 0 a TAP or other test access interfa . e out put
por ti on 19100ragfecéfsan comgilexity]l Securdy uatedflexipilityral ity of cells 5120

(illustratively, cells). The output portion 5100 of scan chai.n 510 is
Capabl e of bei g ADRHONHIMA ERLET anBreseher e Benetes SERFTE oo cel
530 is confidbedintcnts BHIBIRYvARRINOA IOf @WdcufiBIkby idigh8r §E8eratign ofhai n 510.
20The OCD cell 530 may be inplenented in any ‘suitabl € manner. In one

enmbodi ment , aQOWyot&igna re-enahii@ neme @ldisesof e rinais o Wit belagpresiated may
that using validation of a security key to trigger generation of a control signal
15  for re-enabling normal use of a scan chain may be implemented in any other
suitable manner. It will be further appreciated that generation of such control
signals may be performed for controlling OCD cells or any other suitable scan
chain security components.
In one embodiment, the SecureRST signal 369 is generated using a
20 challenge-based authentication method.

FIG. 5 depicts one embodiment of generation of a SecureRST signal
via use of a challenge-based authentication method. Although primarily
depicted and described with respect to generation of the SecureRST signal
for use by the OCD cell 300 of FIG. 3, it will be appreciated that the

25 embodiments of FIG. 5 may be utilized for generating a security control signal
for use by any suitable scan chain security component.

As depicted in FIG. 5, a system 500 includes a controller 501 and a
system 502.

The controller 501 is configured for controlling system 502. The

30 controller 501 is any controller suitable for accessing system 502 via a test

access interface (e.g., testing system 110 of FIG. 1).



be i npl enmented using any other suitable OCD cell or other suitable scan
chain security conponent. The TDI input of OCD cell 530 (omtted for

pur poses Wb 2011arsp39¢, but anal ogous to TDI input 361 of @CDusedi/03082 of FI G
3) 25is coupled to the cell of input portion 5101 of scan chain 510 that is
farthest fromthe TD input to system 502. The TDO out put of OCD cell 530
(omtted for purposes of clarity, but analogous to TDO i nput 362 of OCD
cell 300 of FIG 3) is coupled to the cel21 of output portion 5100 of scan
chain 510 that is farthest fromthe TDO out put from system 502. The OCD

cel I 530 i s 30confrhsyemtspaptiutess %#pér%ﬁ%ﬁb'k%vﬁ%én TD et 5@0CONt T Ol
signal (illustratively, OCD_active signal 535) 22 e cryptographic core

520 i s conf idispesedwithigdnesaen haia 2éht rol signal (illustratively, the

SR DV R e R R
chal | enge- basegdemeraliagtd eaitiopBignet mogs om@&eg@t%f@aud‘n%fla)maneﬂg@ in a
cryptographic core 520 is enabled by the OCD cell 530 via the OCD_active

si gnal 585 N@U?G@%bﬁﬁg@ﬁyﬂ@r@@@'%metﬁ% to the cryptographic core 520.
Th hi |
e cryptographi cr We%c?ar?ﬁ‘}’ew'5ﬂoﬁﬁé|8§8§3 r?gﬁ?d?ﬁ?r‘?g‘?@ cﬂ%cah%ﬂéﬁgg Dt scan

chal l enge by witing a c enge va ut portlon
chai n 510. 'I\'/bmclcnslpcbu;geapdnachlonpuﬂaOsygmmE@Qe(egmomrmﬂ'hé’rtgeotﬂ:éwwsue usi ng

a cryptographlc aI orlt m The ntro 01 reads th hal | enge val ue
from ©he ousespulerasP Bnsboap CLleal 4 A6 e morion 51 BserBLral The
controller b |H§ eE'éepIBPa?n't;l 6ﬂ8&|sv§‘ll21'?lllu§tré7t t1% @NsPSPRES Lﬁ oftibner

val ue. The controller 501 conputes the answer value using the cryptographic
al goritHg Tié), obmamtrh@n 55@stwapaleLe affeeirgheviienval ug natcapable afipging

t 155101  of 10 t tr.oll 501
s conti gur dao¢ovaie Ed <8l B2 18 rbufbed 8 5raRt B serimirul dosEBHgut | ng an
answer for tthgsggﬁlchgmg@m)ased aut henti cati on method. The cryptographic

core 520 reads the answer value fromthe input portion 5101 of scan chain
510 and attenpts khe sean ekaie 5t1ﬁendh§%anmtm¢i partion hd0c of pearyFb@inix Gor e

cati ot ed). THENS oniay MERRED EB) 850 fimin TOR.E0PH FafaI el e ey

(i.e., tise apentTAPrwtherciestatdazs mt@rra@a)w th@butpﬁ,&?ort&)rfﬁ’fmalﬁﬂscdrher eby
unl ocki ng scan chain 510 for enabling scan chain 5102 If the

crypt ogr aphi@a#bp 0 BIgiudRs IOHtS@“tVzQﬂC&H% 512¢1é'”'é$féﬁt|V€Wgé Saallge The eutputhe

chal I 'enge i ,8A8Y ¢, of BEarf ENRhSAIARNaPable of being read, but not capable of
being written to, while OCD cell 530 is configured to cause an open-circuit
condition in the scan chain 510.

20 The OCD cell 530 may be implemented in any suitable manner. In one
embodiment, OCD cell 530 is implemented as OCD cell 300 of FIG. 3, or may
be implemented using any other suitable OCD cell or other suitable scan
chain security component. The TDI input of OCD cell 530 (omitted for
purposes of clarity, but analogous to TDI input 361 of OCD cell 300 of FIG. 3)

25 is coupled to the cell of input portion 510, of scan chain 510 that is farthest
from the TDI input to system 502. The TDO output of OCD cell 530 (omitted
for purposes of clarity, but analogous to TDO input 362 of OCD cell 300 of
FIG. 3) is coupled to the cell of output portion 5100 of scan chain 510 that is
farthest from the TDO output from system 502. The OCD cell 530 is

30 configured to activate cryptographic core 520 via a control signal (illustratively,
OCD_active signal 535).



25core 520 does not generate the SecureRST 525 signal (i.e., the
open-circuit condition in scan chain 510 is maintai ned such that the scan
chai n 510wpenaisssodBocked and nornmal use of scan chai n 5POTIGS2@nevEnt ed) .
The system 502 is configured to initiate the chall enge-based authentication
met hod when the OCD cell 530 is configured to cause an 30open-circuit
condition in the scan chain 510, for purposes of triggering the OCD cel

530 to renove the open-circuit condition 2hd allow normal use of the scan
chain 510. 23 The chal | enge val ue and the answer val ue nay have any

suitable | engths, TW@&%Btd@?&pr@%F@SQO id B6nfRjurEd foH gdritgatimPHicontiel Sighaut
portions 5101 and 5100 of the scan chain 510, respectively. In one

embodi nent , (HiNetrativaly He deaureRShignal §aShitresnonee to apligfactioreoi @ss t han or

cqual {0, Loy ROYAIR, 8L Sh05d BLL: R AYLA ABLIAENS S10L and 5100 of the
val ue nmay be Scarlﬁeﬁheélﬁbo@hmerﬁLl:hb&iﬂaﬂeh@@—@tats@@%umdriﬁlbatlcbﬁﬂmdtiﬁkﬁwt and

out put portlons 5101 and 5100 of the scan chain_ 510, thereb E provi di ng
st r onger 9sedUPFESISsAH EUloMSt Uiﬁgrymmrap@cmreréwﬁ enabladydReOGRGe! 0 know

the val ues %3({(*18 e d 1[‘51&\/% n?r\?\ﬂere r\é@ﬂd\éﬁjrorﬁe CW %bgg%\gel{ﬁtﬁ&ker al'so

woul d need now exac rea ue and
exactly vxherc&yptogrﬂpﬁmecd:fre%%sm cnwita)@abhlmaierSZlOolrr EEpoase eebeipegn- ci rcui t

condition and, th re-enabl e use f t he scan chai n In the
exanpl e of ﬁr@bﬁ '%%’@Sc%ah?l@ﬁ@@ aWUtén%ﬁ H%”%¥€\lé‘? i) & %Bu@é‘zﬁoﬁp@ ten
bit val ues ogeyy 's'&%nt?ihfa PS$0 ITIe téd?éBHu@*bo 590 JePRratBRWe RS YL UL

portions 5101 and 5100 o the scan’chain 5 where bit position 0 of input
portion 1910Nalge aellpg@ewptqgram;‘cBllgort’ommsgfhe@@nﬁfoneraﬁw madsabelchabmgle of

out put portlon 5100 is adjace TDO 0 5 espectively.
00 Wl b PR R Sib R ion S1ba Sy P Ehe R T Bre it rer B val ve iy
use any ot hefhestbritahlet 5omm@rs&h@thané®éfwga tarB¥mbetd 8AdsboQBNBhNdrer
suitable I ocations within the input and output portions 5101 and 5100 of

t he scan chaﬁlueesﬂihepzpntﬁ@tfgrﬁ%lrwmpmeﬁ the gnswed valve urRe eoeriptiorapiies pect
to 25enbodi Mgl S WL B0k A SRRl the SRk RLER (b FRTHHARHoL O

accessi ng SysS via a test access | nter ace operates as e answer

conponent f @10; ofMpedn Oigaih 5 0ans wescahadpdragore maidseecﬁtra@@magtd@ﬁﬂgur@a{t ion
method, it will be appreciated that any other renpte conponent nay conpute

the answer flBIOPERAEEFAN éﬂ@‘éebﬁ%@ﬁo%\%ttﬁﬂﬂf'%&q f9R CREYYHAY an answer for
the challenge-based authentication method. The cryptographic core 520

reads the answer value from the input portion 510, of scan chain 510 and
attempts to validate the answer value. If the cryptographic core 520 validates
20 the challenge value (i.e., the challenge is met, or satisfied), the cryptographic
core 520 generates the SecureRST 525 signal (i.e., the open-circuit condition
in scan chain 510 is removed, thereby unlocking scan chain 510 for enabling
normal use of scan chain 510). If the cryptographic core 520 does not
validate the challenge value (i.e., the challenge is no met), the cryptographic
25 core 520 does not generate the SecureRST 525 signal (i.e., the open-circuit
condition in scan chain 510 is maintained such that the scan chain 510
remains locked and normal use of scan chain 510 is prevented).
The system 502 is configured to initiate the challenge-based
authentication method when the OCD cell 530 is configured to cause an
30 open-circuit condition in the scan chain 510, for purposes of triggering the
OCD cell 530 to remove the open-circuit condition and allow normal use of the

scan chain 510.



30Al t hough primarily depicted and described herein with respect to

enbodi nents in which the chall enge and answer val ues are obtained fromthe
24 scan oNei2n11BE0598it will be appreciated that the chal pemgs2@ndi@s2 answer
val ues may be obtained from any other suitable source of such values. In
one enbodi nent, for exanple, a buffer-based schene(s) (e.g., simlar to the
buf f er-based schene used for obtaining the security key in FIG 5 4B) nmay
be enpl oyed for obtaining the chall enge &8/ or answer val ues. For exanpl e,
a single buffer may be used to store both the chall enge and answer val ues.

For exanple, a chpld eniRnBEiViaRic 8RY tReaNsPEr VAUS hodehaReagalitange val ue
and/ or an answer buffer may be used to store the answer value. It wll be

appr eci at ed lemgthsj wpicerraay sepend on tbesizas afitiee inpit @rdouipyt prstignsdl@r to

modi 1 cat ot oKt BR et BeBrobieR. e pieoctighe fe Bgis
enbodi ment, dfahe examangs atidianshét V£08¢€ apnbiserthamsneguaiaburs lerythdef obt ai ned
froma source that is conpletely independent fromthe system 500 (e.qg.,

froma dbff éh@r‘i’t‘p@@éﬁ‘ QLHEPH?OFUQB?S ©1Qi and BE0aphinecic@nenamal Ot he chal I'enge
and/ or answe @+ @,may be obtained fromany other suitable source(s).

Al t hough pr| marl epi cted and described with respect to specific

enbodi nents for ummmale@gel\,iaamgaﬁdbmanwemué oy loa soatrietint@aty i gger

generation of .a control si for re-enabling nor use an chain,
T T S0beuiBblaEratens WRAR S iRt G P YR IBES BAOTES 103 eEfFon ot hod

to trigger ﬁrcﬂ"fahr?m@fthér r‘ledn@ Qt"r‘cﬁ&%ér%rechﬁ ﬁ@éhBQorﬁl?W@Jld 'ése of a

scan chain may be inplenented in an swta manner. It Wil be
f urt her 18pprreslicaoesiatiacker peedrtatkinow bk valeds Q:fdheromallem@\ahd ama\yebe

per f or med for controllin S, or r suitab can

Cecuri 1y compliintes MARRHSlkRer SisdqN aBph o kB0 Atk EFMDube R Fai n
with respectrehg t@érbﬁéne"@ét valld awbles@cil)h%@@t&s|labe itlSe bABWENRAILEBGN dFddt
singl e device where the point of interruption of the scan chain is

i medi at el y tpremovedhe Reemccydicongiton [ends thus, cerenableengmal ospaiéhe 300 of

FIG 3), in Qne dinment the OCD cell may be nodified such that the point
S : i
of interruptlon D he scan chain is in
15 In the example of FIG. 5, the challenge value and the answer value

each are ten bit values occupying bit positions 3 through 12 of the input and
output portions 510, and 5100 of the scan chain 510 (where bit position 0 of
input portion 510, is adjacent to the TDI of system 502 and bit position O of
output portion 5100 is adjacent to the TDO of OCD cell 530), respectively. It

20  will be appreciated that the challenge value and the answer value may use
any other suitable numbers of bits which may be read from any other suitable
locations within the input and output portions 510, and 510, of the scan chain
510.

Although primarily depicted and described with respect to

25 embodiments in which the controller 501, which is configured for accessing
system 502 via a test access interface, operates as the answer component for
computing the answer for the challenge-based authentication method, it will
be appreciated that any other remote component may compute the answer for
the challenge-based authentication method.

30 Although primarily depicted and described herein with respect to

embodiments in which the challenge and answer values are obtained from the



30 a different location than the OCD registers. In one such enbodi nent, a
first portion of the OCD cell is disposed in a first location in the scan
chai n andwea 28a¢BaIsporti on of the OCD cell is disposed PaTaISs@anmddst ocation
in the scan 25 chain, where the first and second | ocations may be anywhere
wi thin the scan chain. An exenplary enbodi nent is depicted and descri bed
wWth respect to FIG 6. FIG 6 depicts one enbodi nent of a renote
OCD cell configured for 5use in controlliZ®y scan chain security. As
depicted in FIG 6, the operation of renote OCD cell 600 is identical to

the operati %aﬂfch%q?@' it Wﬁp&e Qgpféc@teé thHe chEH@ngné 88d/BHBRSWENGaIQEs t he
conponents of renote O is identical to the nunbering of the

conmponent s dﬂamaqbéalnegcbr@rrmanmmerwltahmﬁeOfalecm ¥@les. OCD cell 600 is

wihin tho scan diag TrBcHBlSfirch Sefkh & Efdra R Bl GLGR, oo o

i npl ement ed givnilHi t@: tﬁeSdUﬂf@Hbab@@@thrlﬂeQIse‘dfT@r sbRINiAY dhe se@srityiked i FeG OCD
cell 300 of FIG picted in FIG 6, the input MJX 350 of OCD

cel | 3005 s 4R) smax g %‘P'ﬁ}/ﬂd éorfqbtamlr&féw et el @aafqr@msm vamSt her
t t
VX 300, Up OB g 4 sl hrerafglseriad ifipre S e halgrige i abbet TPL)

are di sposediaidgdi Fbraemnpledaszhahlermgmbuffémay berusg2to sttvertabychibdengag t he

renote OCD cell The firs can c catlon 610 and s co can
chai n | ocat |V&‘P%§68/Rﬁ€”t?é‘sl""@éiﬁu &ramy P%e FP%tﬁée %ﬁ”%’ﬁ%ﬁ Qgﬁ‘such

since the sqang bfétéd“%r%ftrrﬁ BlentBhtagbMbf sgcH BGHd h%FnéshrﬁaS)lHepé#nulQF td nput
MJUX 350 at the first scan aln location 610 and the i nput” MJX 3

control 16d vinplementatioolof Sighaffergenhense et I6y 4330@[) $|gqjastcemo@ff(¢atmm|@f t he
control of Qﬂﬁ; ﬁ%{: ur.eRST a naI 369 a (526 econd scan chain | ocation 620,
the scan ch P9 519 BY O§q§}emesofjﬁ tly renpte fromthe |ocation of

the 25scan chai n |hrer éripbdiierE ook eRbmioRYitlse challdiYeSar®Bghswéhealdesi gner
is able to hide the location of the scan chain interruption control |ogic,

t her eby pr ovnay kg ckd@ined diean assesies that iseorpletelylindepgrgeotiemitbenor mal use
of the scan %?énq 506| g_rb(_)ui%'lmpé H%Fér#t%c%%h% rﬁd and descri bed herein with

respect to
15 It will be appreciated that the challenge and/or answer values may be

obtained from any other suitable source(s).

Although primarily depicted and described with respect to specific
embodiments for using a challenge-based authentication method to trigger
generation of a control signal for re-enabling normal use of a scan chain, it will

20 be appreciated that using a challenge-based authentication method to trigger
generation of a control signal for re-enabling normal use of a scan chain may
be implemented in any other suitable manner. It will be further appreciated
that generation of such control signals may be performed for controlling OCD
cells or any other suitable scan chain security components.

25 Although primarily depicted and described herein with respect to
embodiments in which the OCD cell is implemented as a single device where
the point of interruption of the scan chain is immediately prior to the OCD cell
on the scan chain (e.g., OCD cell 300 of FIG. 3), in one embodiment the OCD
cell may be modified such that the point of interruption of the scan chain is in

30 adifferent location than the OCD registers. In one such embodiment, a first
portion of the OCD cell is disposed in a first location in the scan chain and a

second portion of the OCD cell is disposed in a second location in the scan



enbodi ments in which a single OCD cell (e.g., OCD cell 300 of FIG 3 or
30renote OCD cell 600 of FIG 6) is used for providing scan chain security,
i n ot her woboditsessss nultiple OCD cells nay be used in ®owhise@tioansf or 26
provi di ng scan chain security such that the | evel of scan chain security is
further enhanced. In such enbodi ments, the multiple OCD cells may be
i npl emented using one or nore cell conbination architecture types (e.g.,
usi ng one or nore 5of cascading of OCD ce23 s, interlocking of OCD cells,
and |ike techniques for using conbinations of OCD cells to provide scan

chai n accesshain, wherelthe AR RIEORENbcatiopls BXRBRIRywidrd Witheh Ple f¢@n many
security key based SecureRST generation inplenentations (e.g., as depicted

and descri bedhain.t Anrexepudarytemibodisent s deRicied arg) desgyibed wilis taspest the after
the 10 ot herFI@T %hi n the scan chain for securing access to normal use of the
scan chain. "7 In one enbodi ment, for exanple, various conbinations of

the security key H&seddpigtt@merdrabodimdmiof SeemrtRBC Dear cahfigiretidod. , as
depi cted and described with respect to FIGs. 4A and/or 4B) and the
chal | engé- basedNLOATORBASCERIGNGIN BREWHEY for Secur eRST generati on

| mpl ementation (&\dgepipfdifftiel 8dRGASHGH iopfﬁnéﬁf-et@dlfﬁéﬁ?@éo ¥s°.d5hﬁ\ra|5) may
be used for securing access to nornmal” use o e scan chai n. n one
enbodi ment , tbdne epargtioa, of @CDi qdlle300 ofeF IGa Sc@theld tHOSDtrehlirmbeEyg loé trenpl oyed

to provide secure scan_chain ess. _~ane such 20 enbodi.nmen f or
exanpl o, cadrHRONETES BioaeR GCRAT M0 BRI e GBPPERS ot e | n or der
to unlock scam sl éﬁé@ﬁc?@ébéro‘M:?@. éﬁ%ob\%;b{,g@?fr&%oﬁé?é@[ﬂ%téﬁl gmo?lfrs be

re-asserted. This may be inplenmented In any sui e manner. |
appr eci d0ed impégmentedausin@tve physicalrdpyinast Facdd suro derardllocatippes,

Secur eRST gengr.ati on i npl enent.ati ons/ net hods, .and/ or .cell 25

conbi nat 1 on WTURteeEel BRRAGR e ReBasTs astialf PhyShecHRISE BRiEmRRehse of
the scan chajimif @ dingleUstatbnsTah8lscER chalChs atH §1e308 DoEeIFBE8 oBFRBICE)Or one
or nore renote OCD cells 600 of FIG 6, using one or nore of the security

key based i npl enméha depistes indrlGsectheeiRaTt Ybheral o @ cell @004ndisnesed FI G
4B, using ongufh JTRELCHIPN A WA S PR RihiRg BRipshed 8F orgsur eRST
15  cell 300 (e.g., OCD register 310, OCD input MUX 320, UpOCD register 330,
UpOCD input MUX 340, and related components) are disposed within a
second scan chain location 620, thereby forming the remote OCD cell 600.
The first scan chain location 610 and second scan chain location 620 may be
located anywhere on the scan chain.
20 As such, since the scan chain interruption point is located at the output
of input MUX 350 at the first scan chain location 610 and the input MUX 350
is controlled via a control signal generated by UpOCD register 350 under the
control of the SecureRST signal 369 at the second scan chain location 620,
the scan chain interruption point is physically remote from the location of the
25  scan chain interruption control logic. In this manner, the designer is able to
hide the location of the scan chain interruption control logic, thereby providing
additional security for controlling access to normal use of the scan chain.
Although primarily depicted and described herein with respect to
embodiments in which a single OCD cell (e.g., OCD cell 300 of FIG. 3 or
30 remote OCD cell 600 of FIG. 6) is used for providing scan chain security, in

other embodiments multiple OCD cells may be used in combination for



30generation of FIG 5, and the like, as well as various conbinations
thereof). In such enbodinents, it wll be appreciated that renote OCD cells
(e.g., suebas/15239te OCD cell 600 of FIG 6) may be comrCirgise@d/omas2 onl y
with 27 a separation of the interruption point and the control |ogic at
different |locations within the sane hierarchical |evel of the sane scan
chain, but also may be configured to provide separation of the interruption
point and the control logic at different 28 erarchical |evels of the sane
scan, within different scan chains, 5and the |like, as well as various

conbi nat i ongrbligirRPdcan chain sbBurdtySucETRAthEBES of sEamthhinicapgyigci at ed
that, since each cell is a sinple, lowcost cell (e.g., conposed of
only one scdurthegerhancediwo bits) and three nmultiplexers), use of nultiple

OCD cells wthin t [ - eclhLV . . di ng
enhanced scan cha{b%ﬁgg%ﬁc%%e%g%tﬁ%%ﬁa%rﬁércl%lﬁl%/ r@gﬁ%frﬁéleﬁﬁ%\%@scri bed
herei n wi th ysspesé o em@elediosaidisation MehisciuhetypeeueeRSTsing onsdlorinsore
generated within the systemw thin which the scan chain security conponent
i s di spoSed,oftorscating ot RSGD sedpdntarigking QjePfpella, amnd Hrs taghnicisisdor

| ocation, | udi at | | - i-Lhif which the scan
chain secur%§%%%8!@E‘?h%§?g@%%§g%& Q{ﬂ\ﬁnd‘ée(;%%é@%bo :grcr%%%g for exanple, a
processor on the Inhing empodienestnfor gxnampld, onyépeamrreven mahysaturitatiegn

al gorithm fqr determ nj when to generate the SecureRST signal. In this
embodi ment, RASROCSTRIEREM ] SeBRQ BREEEnASTSIPdhars FSPERA T | ed by ¢ he
processor . sABrebaWnIBSpELL1Y FIBSCARRISCIB Al bR RiR588E Shoditidr the
therefore, nunerous possibilities are 20available for controlling scan
chai n sdéur iather Withiartbe sgaih chatndior seauring accassdawiogmat hee pf theesssir may be
accessed remptely for (1) instructing the processor to put the systemin
"t est nnde"q%?wie-enabling normal use of the scan chain of the system

(e.g., by removing dneerABSHinfdrit ok bxSPME, liafiBus ceRtbRshtidnsbfthé BEcgr@an chai n
usi ng one or nore scan chain security enbodi nents 25depi cted and descri bed

herei n) and Ke)bagsshimpiemeatation for SeeweRed, generetion (¢ 0y asdenietedansor to
secure the Sean 603\l RsBLASh FIBSPARGRNAS B Hattlichg ean. chai n

(e.g., by reasserring open-clreult” condit1on I'm THe s€an c¢nain, such as

via use 18f angherftioAiva o dot SedlireRSTegersrbtidh ﬁmFle‘Bnélﬂaii@i gslgand
descri bed herein), such that the systemis again placed in a secure state

30 fol | owi nfleRifipf @ndatessriced ithigspree taldf. exbwy brHead farsastENgccess to

the access to normal use of the scan chain.
In one embodiment, for example, multiple time-cascaded OCD cells
may be employed to provide secure scan chain access. In one such
20 embodiment, for example, each of the OCD cells must be unlocked in a
certain time in order to unlock scan chain access, otherwise the lock on the
scan chain is re-asserted. This may be implemented in any suitable manner.
It will be appreciated that various other arrangements of such OCD cell
types, SecureRST generation implementations/methods, and/or OCD cell
25 combination architectures may be used for securing access to normal use of
the scan chain (e.g., using one or more OCD cells 300 of FIG. 3 and/or one or
more remote OCD cells 600 of FIG. 6, using one or more of the security key
based implementations for SecureRST generation of FIG. 4A and/or FIG. 4B,
using one or more challenge-based authentication methods for SecureRST
30 generation of FIG. 5, and the like, as well as various combinations thereof).
In such embodiments, it will be appreciated that remote OCD cells

(e.g., such as remote OCD cell 600 of FIG. 6) may be configured not only with



processor may be inplenmented in any suitable manner, e.g., via a direct
physi cal connection, via a networked connection (e.g., an Internet

connect i oNO 288/159598t her suit abl e network connection), amdTtuseoliokeas21t will
be appreciated that this type of scan chain security control is beneficial
for applications such as in- field and/or renote testing, naintenance,
updates, and the like, as well as various conbi nations thereof. 5As
described herein, and as will be understd®@ by one skilled in the art, in
nost JTAG systens the TAP is the sole point of access to the system The

configurati Céﬂsé’éaraﬂorléﬂﬂweﬁn@%pﬁt@n@mmhdﬂﬁé&rﬂm lo1gT<|519t ditifert IdAfiopRabl es

access to the scan chain of the system The 114 AP i s conposed by a
st andar di zeditiinithe sangthienemcadeystsighe aametgca@rphairgtw@dsmmamé@ ster

#Lﬁét Fon-vi &oBMR B b8 P blon e piidn boRl BB HBREAKS Bal Ton
(i.e., the BXRYESENi Bietdrthical lveReofltite shie Scbdd withinh&iffefert@lcanshalrgNspar ent

and onIy one bit (i.e., the bit_ of the Bypass Regi ster) is present in the
scan chaPn. aﬂﬂt@e||%<eaaﬂi\fﬂﬂaﬁ§eﬁré?usfcé7é‘ﬂ@ﬂé Qs ﬁ?ﬁ@\/\hl ch is useful when

mul tiple JTAG s n chain
secur:oty i's prozﬁh%gﬁg?r@?%d?@%ﬁ%?@% %Déé}ﬁﬁfla ri the %ﬁ%b?[}%ﬁof t he
systemI A][l eﬁermﬂn@rgq et o@hﬁegocomp@\sedlomgnslmesd:mwecci:ﬁsieu(ﬂ{)vabn\s) ah
control of the 1149.1 TAP of the system cte escri W t
Fespect to FIE e EUEPIo g e HAUBRIIGLHERI BANE HARSDP YSFA® Syst em
where the ZQ:OEABﬁbén@wéwa&ﬁné.ﬁg oPhaNbeh SgaseRuhidelug a scan chain of

the JTAG system Icte , TAP 700 nodi fied version
of the 1049.1 TA#\Ithﬂu@h‘lmlmam de@udtml aed desscmmtd hegiangwitheegpad.té TAP, as

def d h f | | 0 h
bout ot ot madinects PLOER"Re PR T ol i€ b S el iR Beien el |

710 may be agiphid WHicH £r@0éc,6anc&¥éuﬁ@bbunt§l¢@maﬁweﬂm §igpbset) Il SricofsrisRNd
described with respect to FIG 3. By disposing OCD cell 710 at the

begi nni ng ofSigna M& betgebétaiﬂ@ﬁ po¥ suitelletlecation; meludimy lRs8onEADISTEK st at e
O et i ke 1A ER L Seb Shat S et g R 1= P
i npossi blbe to changmetdrebbBnsdrt for eﬁ@m@le?@mubssortmethﬂa%@wl@eﬂ becones
D e ot 1 M UELRGerTorm an BUthentication Slgortin or dStermining when 6.
generate the SecureRST signal. In this embodiment, since generation of the
SecureRST signal is controlled by the processor, scan chain security is
controlled by the processor and, therefore, numerous possibilities are
20 available for controlling scan chain security. In one such embodiment, for
example, the processor may be accessed remotely for (1) instructing the
processor to put the system in “test mode” by re-enabling normal use of the
scan chain of the system (e.g., by removing the open-circuit condition created
within the scan chain using one or more scan chain security embodiments
25 depicted and described herein) and (2) upon completion of testing, instructing
the processor to secure the scan chain in order to prevent normal use of the
scan chain (e.g., by reasserting the open-circuit condition in the scan chain,
such as via use of one or more OCD cells or other embodiments depicted and
described herein), such that the system is again placed in a secure state
30 following completion of testing. In such embodiments, remote access to the
processor may be implemented in any suitable manner, e.g., via a direct

physical connection, via a networked connection (e.g., an Internet connection



29 In this enbodi nent, the SecureRST signal, configured for unlocking
the IR state and, thus, providing access to JTAG system may be generated
in any suwoabl@semener. | n one enbodi nent, the Secur eRSPCIiUsR@EI1/0#ES2
generated using any 5 manner of SecureRST signal generation depicted and
described herein. In one enbodi ment, the SecureRST signal is generated by
one of the chip processors. I n one enbodi nent, the SecureRST si gnal
is received froma scan chain of another ZBIAG system 10In such

enbodi ments, by introducing the open-circuit condition within the TAP, the
entire scan gihér Qlitabena®zikicohREctiors! & tRYlike 1€t bekbpRidatbagksd and
unl ocked. ~ Although depi cted and described herei nabove with respect to
speci fi c entibigitie® 06 s¢an chanEekUrty crrdies & beneficial dor aprlications suereas in-

enbodi nent [ j . u 14 for

unl ocki ng agc%i%gﬁgé?é%ggen%gﬁgé’%aﬁggﬁ%’ @ﬁ@%&sﬁéﬁggﬁe ﬁ%‘%cﬁ‘ﬁg@ ?gnsi tions
in the TAP R@Wousttoatbihatichstbetdogfect neaning or effect in strict JTAG
terms, may be used for unl ocking access to a scan chain. |

t will be

appr eci aPed t hat AvEasEiRe; harety andias Wi Pengrydasatogdhy erg st in herFbses
e.g., such; r i ! t.he .1
Standar ). ARt NIPPLMERRINE AN, RO PORK Br 200K 10| B sV bE TP
appr oaches. dnfigaratignsgen H49TAFAR srigiawroim thegrenties 1149dhTAPmnadEes ar e
able to both introduce new syst st at es d ta.in configurations in
whi ch it tyHICEEPF {0 HE PR TEIBET BRI TPD: | [1blAT 1 ARG JRmaosed by
ScanBri dge, dikkdardiAd Finitéd t@.tl\hééhiﬁérgfém é‘r&Pb?%ﬁhﬁ&ruf@ﬁk@@ i‘éﬁé?‘éll%5 for
t ue for unloc m%

unl ocki ng access to a scan chain. Thi echni g n access to a
scan chdOn nayicheeiiseslits bebavipundhedd 48i t hARIsosuppertoaliypasiiisiiond

enbodi nents depi cted apd descridbed herein. .. FI depi ct,s one

oo ment S of Bichision AP eV RRRE e OE Wiidia spepiiaitstushial (Font o a scan

chain. I n orgypaBSYigBatinto®ehRd 09149 1 FtAR iSsétasdiPamyrontal dylydnecan

chain securit coqﬁonent associated with a scan chain, such as an OCD cel
{

depi ct ed andidéecrthedd didhe Bypags Regigtes teprasenhbdhecgan«lians . Thg issa ep 804,
a scan regi i ecel ke S reql - I i ecei ved
by the scan TeRarTBLEE st A o7 SR LRRR Tl WA 8rsiE Ve
vi a t he 1scarcheh@dditogbthest ¢ oB8@mBedivRen-stiahahain seatty iproviied igat ed

wi thin the scan chain in response to the scan register value. At step 808,
met hod 800 eheROsING agddePigsdyvitun g1 14%d TR ST e sYateMe INUBXEBRIBYr event s

normal use QimbiGntRforitBlRing eddn &R REER ity /idBBhtrdI%I tRE §148Y TRE of

the system is depicted and described with respect to FIG. 7.

FIG. 7 depicts one embodiment of a TAP of a JTAG system where the
20 TAP is configured for providing security for a scan chain of the JTAG system.
As depicted in FIG. 7, TAP 700 is a modified version of the 1149.1
TAP. The TAP 700 is formed by modifying the 1149.1 TAP, as defined in the
1149.1 standard, via insertion of an OCD cell 710 at the beginning of the
Instruction Register (IR) of the 1149.1 TAP. The OCD cell 710 may be any
25  suitable OCD cell, such as OCD cell 300 depicted and described with respect
to FIG. 3. By disposing OCD cell 710 at the beginning of the IR, it becomes
possible to define a BYPASS-DEADLOCK state for the TAP. In this case,
once the instruction is set, the TAP 700 is put in bypass mode, and the OCD
cell 710 locks the IR state, making it impossible to change the IR state. As a
30 result, the JTAG system becomes completely inaccessible until the

SecureRST signal is generated for unlocking the IR state.



triggering renmoval of the open-circuit condition fromthe scan chain.

FIG 9 depicts one enbodi nent of a nmethod for generating a control signal
for renowogoamseen-circuit condition froma scan chai RCTIUS2@N®40152
enbodi ment, nethod 900 of FIG 9 is performed by a security validation
10conponent (s), e.g., a key checker function, chall enge-based

aut henti cation conponent(s), and the like. At step 902, nethod 900 begi ns.
At step 904, a security validation is perid®rmed. The security validation
may be perforned in any suitable manner, e.g., validating a security key,

15using a chal | engenjbasrsbdnichethe GHcURSR 8T &G@#R, catfigurdtefdridrfocking the Al
step 906, a determnation is made as to whether the security validation is
successful . IRfstatecanrdbdbus torovidingiatdess to JTAGE sysiede sadyipe geRerated iod 900

proceeds to ep .. re nethod 900 ends without generation of a control
si gnal conf i%&r%ﬁt%#ﬁerm%geﬁn renoving an open-circuit condition from 20t he

scan chain (i.e., Inmpe@hbodithear, theeSsnmeR6Talignalss peaeeré®dsingldnyt he
security validation is successful, method 900 proceeds to step 908.

At step 908 maneRirRgcusegRAl sigral gsneraftasdeprpied st describeghereins gener at ed
for use in renovi = Cl Lt b [ L. e.,
for re-enabling A@g;nn%[brﬁgg&gfér[tﬁtgbs%é;cgﬂgﬁﬁgrr%rg@ggp&@g%a;&@%%t@hdg tﬁ%nt r ol
signal is prahapedcedstenard a conponent configured for use in renoving an

open-circuit condition fromth C chain_in response to the control

P ghal | Er om ot oiN T8 CTBONEETS0bS IR RS T o S Eb RO 28BN 2. et hod
900 ends. 3QHAp ofhé&iBBl §TAGARIGHDOdI ment of a method for using a control
signal for renoving an open-circulit condition froma scan chain. In one

enbodi ngAt , net hdd sueb@nusodiments] Gyiistrpduding thedopgn-airegibnorditdmwitbouri ty
component the TAP, the entire scan chain of the associated system may be controllably
locked and unlocked.

Although depicted and described hereinabove with respect to specific
embodiments for unlocking access to a scan chain, in one embodiment one or
15  more special TAP sequences may be utilized for unlocking access to a scan

chain. In such embodiments, special transitions in the TAP FSM, which have
no direct meaning or effect in strict JTAG terms, may be used for unlocking
access to a scan chain. It will be appreciated that such special transitions may
be used for other purposes (e.g., such as for superimposing other protocols
20 over the IEEE 1149.1 standard), and is at the core of the ScanBridge and the
IEEE 1149.7 approaches. By using special TAP transition sequences, such
approaches are able to both introduce new system states and scan data in
configurations in which it typically would not be possible in usual JTAG. As a
result, ScanBridge, IEEE 1149.7, and other similar approaches, may be used
25  for unlocking access to a scan chain. This technique for unlocking access to
a scan chain may be used in conjunction with any of the other OCD-based
embodiments depicted and described herein.
FIG. 8 depicts one embodiment of a method for creating an open-
circuit condition in a scan chain. In one embodiment, method 800 of FIG. 8 is
30 performed by a scan chain security component associated with a scan chain,
such as an OCD cell depicted and described herein. At step 802, method

800 begins. At step 804, a scan register value is received. The scan register



31 associated with a scan chain, such as an OCD cell depicted and descri bed
herein. At step 1002, nethod 1000 begins. At step 1004, a control signal is
recei ved.wohelcemsol signal is received by the scan chaCm/usecuouily2
conponent. The control signal may be received fromany suitable source. At
step 1006, 5an open-circuit condition within the scan chain is renoved from
the scan chain in response to the control signal. At step 1008, nethod 1000
ends. As described herein, the renoval of3d he open-circuit condition in
response to the control signal re-enables normal use of the scan chain.

Al though priyanid |syredeReatsythandadebai SlriiESinponbht) TIRS BESH rddistdpe of
10an OCD cell having a specific configuration (illustratively, the

enmbodi nent ofalueis receivedivia thepseareehaind Adetap Bl dnwrpen-cissybeendiborFisGs. 3

other sui t e eBnr PR bEnTenal) R SR Eing ot e aafB i 88" "0 7
security. AlgUsugsthpdigoardrids. depes@ibeartserdis afid Heenepteit Bomditibnr espect to

use of 15one or nore OCD cells, it will be appreciated that any other

sui t abl e9scdife¥erts MosmalHse ¢f FengraneriaiR Mty coptrelsignalinrecsiyashiori on wit h
and/or in pl j %:P al Lo : i~A in security.
FIG 11 depitggge@{%@&%e@g?n o%ﬁ%gklgéégwlgéﬁyogoﬁ%u er srﬁglhtq'abl e for use
in perform ng furdG. Odeplets anebedbbeimesnt of 20Asthdefocgerenating la@ontrb)
conmput er 1100 includes a processor. el enent. 1102 (e.g., a.central processing
ini T (OPU) - B oL N PN SBRD AU SRBELSBIFE A SCHl HEHGr P R4 (6. g,
random accesgy oht (IREMod JRPEF PIE Yo BIBHOFmie asé&(jhty%nbét'&ﬁ?, a
cooper ati ng nodul e/ process 1105, and various i nput/outpu evices 1106
(e.g., dOuseompgnent@eve.ge g lacthackeaflBtiksyduallengesddsegpadhertioatose, and

the like), a user o ut vice (such as a display, a speaker, and the
like), an i rﬁ?un?p %s ’a?f]cgﬁ}eplﬁﬁe' port, a receiver, a transmtter, and

storage devices (& dlep 9@2t@]@%(§agg@be?infsl_ oppy drive, a hard disk drive, a
conpact disk drive, and the like)). If will be appreciated that functions

depi cted and desditisier 9Rér aisacuily vatidaten ismperéareade dl henseeuritwaakdation or

har e, g SE R G PRV P Aol Pl s AERLRER o L
I n one esbodisina.chalengobass@butr@niicaissprocdds, and the like.
At step 906, a determination is made as to whether the security
validation is successful. If the security validation is not successful, the method
900 proceeds to step 912, where method 900 ends without generation of a
control signal configured for use in removing an open-circuit condition from
20 the scan chain (i.e., normal use of the scan chain is prevented). If the security
validation is successful, method 900 proceeds to step 908.
At step 908, a control signal is generated. The control signal is
generated for use in removing an open-circuit condition from the scan chain
(i.e., for re-enabling normal use of the scan chain).
25 At step 910, the control signal is propagated toward a component
configured for use in removing an open-circuit condition from the scan chain
in response to the control signal. From step 910, method 900 proceeds to
step 912.
At step 912, method 900 ends.
30 FIG. 10 depicts one embodiment of a method for using a control signal
for removing an open-circuit condition from a scan chain. In one embodiment,

method 1000 of FIG. 10 is performed by a scan chain security component



1105 can be | oaded into menory 1104 and executed by processor 1102 to

i npl ement functions as discussed herein. Thus, cooperating process 1105

(1 ncl udi nyoassiosPmBed data structures) can be stored onPaTasapuidr1sz eadabl e
storage nedium e.g., RAM nenory, nagnetic or optical drive or diskette,
and 5the |ike. It wll be appreciated that conputer 1100 depicted in
FIG 11 provides a general architecture and functionality suitable for

i npl ementing functional elenments describedfl herein and/ or portions of
functional el ements described herein. For exanple, the conputer 1100

provi des a %‘é@b@'tecﬁﬁvﬁhiéQ?é%r%iﬁ%ckoéyéﬁbm%iltdétpﬁiﬂé& ahb*iekefibed
i npl ementing one or nore of testing system 110, system under test 120,

renot e syst égseitonit §igpetPG metbpd dORDMeging. | Abstepr MdddAxoniiet signel isat i on

the 11 ke, 1 1ere¥Ed The S b e Reeso fE Solifrif SERRRR Al 30°
sof t war e 15ME{destrdraygrize maybe resiest frbinhany SiatdieseurcEorAtexepmbes, as

circuitry that cooperates wiith the processor to performvarious nethod

st eps. PSrt iBhePgt-Cradt conditionwithis) esses et is iearvesifeom thagcar chain

i mpl ement ed ; t r I paspeuctions,
when procesé@ﬁeﬂﬁ/&%@@%ﬁ%t@b?ggﬂgﬁ@ 9%?%%2@2?16'18%’(0 e(?%%dﬁr%u%‘ér such that
t he met hods desdfibed h2eeih ettlemequoyal detherodesdcimariteconditicn inmesgenseoto theher wi se
provided. Instructjons for invoking the j ventiv??ﬂmt hods may be stored in

fixed or r erfVHIO glohe riea_,en@t?lﬁﬁé‘ﬁ{rf‘ 'e‘rheex/P‘Jat § S§&0& " eam i n a broadcast or
ot her signal bearjfy %r%ril?%@gﬁ{t}eébﬂ& sWibdd RereimMBBIéshbdtb s of

conmputing device operating accor g to the instructions. 25Aspects of
var i ous 1@nbat @M selhhavisgecsgacifit ¢anfigueatenafillustratinely etherembodiererdopect s of

vari ous enbqgi s are specified in the.follow nbere | auses; 1. An
apparatus,  BRRIFE a0, depeted andglessintarit Esne gl Aot BA GL ok L Pan i ¢ h
a scan_ chai rgppre@aRidthbh8npBtH? TRAABIBIOCH &Nhibdingasthyf Gthef StfaHI®g an
open-circuit condition fromthe scan chain in response to a control signal.

33 2. The aqmﬁgatahi@nomam QﬁJQéeq.for\Hﬁ@Yiéir\@ §de8 Qh?rhl‘ﬁ)_éﬂ@fiﬂty-i s configured for
e o oA AL B A B SRR A B
control 15i gnile oo 0TI cally d Wil bg ppracistadtiag gingtotier suitable scan
chain security component(s) may be used, in conjunction with and/or in place
of using the OCD cell, for providing scan chain security.
FIG. 11 depicts a high-level block diagram of a computer suitable for
use in performing functions described herein.
20 As depicted in FIG. 11, computer 1100 includes a processor element
1102 (e.g., a central processing unit (CPU) and/or any other suitable
processor(s)), a memory 1104 (e.g., random access memory (RAM), read
only memory (ROM), and the like), a cooperating module/process 1105, and
various input/output devices 1106 (e.g., a user input device (such as a
25 keyboard, a keypad, a mouse, and the like), a user output device (such as a
display, a speaker, and the like), an input port, an output port, a receiver, a
transmitter, and storage devices (e.g., a tape drive, a floppy drive, a hard disk
drive, a compact disk drive, and the like)).
It will be appreciated that functions depicted and described herein may
30 be implemented in software and/or hardware, e.g., using a general purpose
computer, one or more application specific integrated circuits (ASIC), and/or

any other hardware equivalents. In one embodiment, the cooperating process



4. The apparatus of clause 3, wherein the scan register value is received
via the scan chain. 5. The apparatus of clause 1, wherein the control

si gnal i swoOhetliorsb3psneans or renovi ng the open-circuit ceadiuszan/ofriom t he
scan chain. 10 6. The apparatus of clause 1, wherein the conponent is

di sposed within the scan chain. 7. The apparatus of clause 1, wherein the
scan chain is a first scan chain, wherein the conponent is disposed within
the first scan chain, wherein the conpone3z receives the control signal
froma second scan chain. 15 8. The apparatus of clause 1, wherein the

conponent r eLcgisVEsn bd et ik mehiil 108 drRsdatsted leé?’ddéi@b[* onoPfoa
security key. 9. The apparatus of clause 8, wherein the securlt%)al;ey S

val i dat ed bympleagnichieetiens asdiscissed hamin. THwisagpaperatisg eroegssut

e e e (RS et a3 Eaae] O OTRPA A Kl Bt 7"
di sposed wi tdibrageliBediCian ecaRAM wish eiy) mdighepierdrioptical driveeorsgisiketed) aina

conprises an m_gut portion of the scan chain that is after the TD i nput
froma TAP d4B8dtfated with the scan chain and before the conponent .

2512. The appar at HFwﬂ%«{%éﬂ#@%ia‘?ed M;@h\f&*ﬁﬂ@ E%@iﬁc Fh FfIH;r.‘]‘jﬂi CBviEl@éds 1;“‘3

security key froma bu associ at cker tron.
The appar at usgefieral architedi2ire whd fiemationaétytsditable foe dapleaseriting fsactiondly key

The. appar at (REBEN dRRedioed e ae O ROTHBHB8h GIC PBY Ge R wakeol
ggSi gnal i n HLERONSS H@nsdk! Tl AitePl 160 pRAidSNagehans GreticRanbidrt | on.

10  functionality suitable for implementing one or more of testing system 110,
system under test 120, remote systems configured for performing validation
and/or authentication functions for use in generating control signals as
discussed herein, and the like.

It is contemplated that some of the steps discussed herein as software

15  methods may be implemented within hardware, for example, as circuitry that
cooperates with the processor to perform various method steps. Portions of
the functions/elements described herein may be implemented as a computer
program product wherein computer instructions, when processed by a
computer, adapt the operation of the computer such that the methods and/or

20 techniques described herein are invoked or otherwise provided. Instructions
for invoking the inventive methods may be stored in fixed or removable media,
transmitted via a data stream in a broadcast or other signal bearing medium,
and/or stored within a memory within a computing device operating according
to the instructions.

25 Aspects of various embodiments are specified in the claims. Those and
other aspects of various embodiments are specified in the following numbered
clauses:

1. An apparatus, comprising:
a component configured for association with a scan chain, wherein the

30 component is configured for removing an open-circuit condition from the scan

chain in response to a control signal.



15. The apparatus of clause 14, wherein the conponent is configured for
propagating, toward an aut hentication conponent, an indication that the
conponentwpD0Hcts?398. 16. The apparatus of clause 15, wreraiSRO11i0e0152

aut henti cati on conponent is 5configured for: receiving the indication that
t he conponent is active; generating a challenge val ue; propagati ng
the chal | enge val ue toward an answer conponent configured for generating an
answer val ue using the chall enge val ue; 1¥B eceiving the answer value from

t he answer conponent; and generating the control signal in response

to a determpati Ohd Agdarb® GNGHREe ¥ avHErdis theatdrlpbRénttiSeoffiglre@nge val ue.
17. The apparatus of clause 1, wherein the conponent is disposed within a

Test Access dreating apppessicHt ¢oeditiporin dumsean chaig incesansedotehsecstdn chai n.
1518. The appar ﬁrtoggi Ré cl ause 17, wherein the conponent is disposed before
the Instructi 8. l‘er (IR) of the TAP. 19. A nethod, conpri sing:

recei ving a zont rie gpratusids dagnPoRRsieimifROséddneiccomtion sgnacan chai n; and
20r emovi ng an open-circuit condition fromthe scan chain in response to the

control §i grf@MPriaes aMalHpiEMARCaNdEaHe'si ng: a scan chain; a
conponent  copnfi QufiRdaf ol of BNV A% 8, IRERIEIHE Mdn YL V&6 i€ ABeived

via the scan chain.
5. The apparatus of clause 1, wherein the control signal is the only means
or removing the open-circuit condition from the scan chain.

10 6. The apparatus of clause 1, wherein the component is disposed within
the scan chain.
7. The apparatus of clause 1, wherein the scan chain is a first scan chain,
wherein the component is disposed within the first scan chain, wherein the
component receives the control signal from a second scan chain.

15 8. The apparatus of clause 1, wherein the component receives the control
signal in response to validation of a security key.
9. The apparatus of clause 8, wherein the security key is validated by a
key checker function.
10.  The apparatus of clause 9, wherein the key checker function reads the

20  security key from a portion of the scan chain.
11.  The apparatus of clause 10, wherein the component is disposed within
the scan chain, wherein the portion of the scan chain comprises an input
portion of the scan chain that is after the TDI input from a TAP associated with
the scan chain and before the component.

25 12. The apparatus of clause 9, wherein the key checker function reads the
security key from a buffer associated with the key checker function.
13.  The apparatus of clause 12, wherein the buffer receives the security
key from an input portion of the scan chain or from another scan chain.
14.  The apparatus of clause 1, wherein the component receives the control

30 signal in response to satisfaction of a challenge-based authentication.



25t he scan chain in response to a control signal; and a signal
generator configured for generating the control signal and providing the
control swonralu/tsess8he conponent. Al t hough vari ous enbodiPEEAIS0MMoi@IN2

i ncorporate the teachings of the present invention have been shown and
described in detail herein, those 30skilled in the art can readily devise
many ot her varied enbodinents that still incorporate these teachings. 35
What is clainmed is: 1An apparatus, conpri® ng: a conponent
configured for association with a scan chain, wherein the 5 conponent is

configured f@ rermyhpsaratusOpilatdd ¢4iWhE@iKliHd BmpoRenttideostgite8lad N i N
response to a control signal. 2. The apparatus of claim 1, wherein the

conmponent | Prepagating. éevarskare pettentigation epaposentc antindeatiin thehthen t he scan
chain in res . ond 10control signal. 3. The apparatus of claim
el a8

2, whereint ntrol signal conprises a value froma scan

regi ster. 154 TheTrapasparatis ofclalsd 15 lwhaveat gicnadithentemiondonspervtt is s t he
only neans of renoving the open-circuit condition fromthe scan chain.

5. The aPpar®@iguetd ©aim 1, wherein the scan chain is a first scan chain,
wherein the COWC}BS@i’ViH@ﬁhQ'iﬁ&BQ% mattlf'rﬁé[‘cc%rtﬁgoﬁéﬁlsig afgd chain, wherein the
e ol signal from

20 conponent recelves contr a second 'scan chain. 6. The
appar at us of cl aigenkratiiea ehallérge caloponent receives the control signal in

Vel | dat ed by a keyoRRGRRS PelTEl PBA VAEHEIATd AR sy e ReTIENHunc f on reads
25 the securddnyighfay for §BheRing an Sndpetvdlile BkinghRe Thaledil Alueand
10 receiving the answer value from the answer component; and
generating the control signal in response to a determination that the
answer value is valid for the challenge value.
17.  The apparatus of clause 1, wherein the component is disposed within a
Test Access Port (TAP) configured for controlling access to the scan chain.
15 18. The apparatus of clause 17, wherein the component is disposed before
the Instruction Register (IR) of the TAP.
19. A method, comprising:
receiving a control signal at a component associated with a scan chain;
and
20 removing an open-circuit condition from the scan chain in response to
the control signal.
20.  An apparatus, comprising:
a scan chain;
a component configured for removing an open-circuit condition from
25 the scan chain in response to a control signal; and
a signal generator configured for generating the control signal and
providing the control signal to the component.
Although various embodiments which incorporate the teachings of the
present invention have been shown and described in detail herein, those
30 skilled in the art can readily devise many other varied embodiments that still

incorporate these teachings.



a buffer associated with the key checker function. 7. The apparatus of
claim1, wherein the conponent receives the control 30signal in response to
sat i sf actworroaf15e598hal | enge- based aut henti cati on, wher ePOT/US3@1/040152 t he
conponent is configured for propagating, toward an authentication
conponent, an indication that the conponent is active; and the

aut henti cation conponent is configured for: receiving the indication that

t he conponent is active; 5generating a chal | enge val ue; propagating the
chal | enge val ue toward an answer conponent configured for generating an
answer val uapzMat Rjdirecigal | enge val ue; receiving the answer value fromthe
answer conponent; and generating the control signal in response to a
determ nation that 10the answer value is valid for the chall enge value. 8.

The appar at us of &igh& g\%%@;’rg&@e conmponent is disposed within a Test

Access Port (TAP) trolling access to the scan chain,

wherein the Cormcmedﬂhﬁbﬁeﬁhmugaﬁbobﬁi‘r@tsgo@ubeorh nsthrais¢aroehdre gwheRin (HeR) o
the 15 TAP. 9. A net conprising: receiving a control signal at a
conponenf aSHPQREN IFRNigkrad fr reRIving arn@pgm%rﬁ’dmcagd@ﬁnémim Pean t

condi tion framd Mere¥paAss ifh Bohftol S§RANSE O

2. The apparatus of claim 1, wherein the component is configured for
creating an open-circuit condition in the scan chain in response to a second

10  control signal.

3. The apparatus of claim 2, wherein the second control signal comprises

a value from a scan register.

15 4. The apparatus of claim 1, wherein the control signal is the only means

of removing the open-circuit condition from the scan chain.

5. The apparatus of claim 1, wherein the scan chain is a first scan chain,
wherein the component is disposed within the first scan chain, wherein the

20 component receives the control signal from a second scan chain.

6. The apparatus of claim 1, wherein the component receives the control
signal in response to validation of a security key, wherein the security key is
validated by a key checker function, wherein the key checker function reads
25  the security key from one of:
a portion of the scan chain; and

a buffer associated with the key checker function.

7. The apparatus of claim 1, wherein the component receives the control
30 signal in response to satisfaction of a challenge-based authentication,

wherein:



the control signal. 10. An apparatus, conprising: a scan chain; 25a
conponent configured for renoving an open-circuit condition fromthe scan
chai n i n wogpansessso a control signal; and a Si gnacTgsnenatas?2
configured for generating the control signal and providing the control
signal to the conponent.

36

the component is configured for propagating, toward an authentication
component, an indication that the component is active; and

the authentication component is configured for:

receiving the indication that the component is active;
5 generating a challenge value;

propagating the challenge value toward an answer component

configured for generating an answer value using the challenge value;
receiving the answer value from the answer component; and
generating the control signal in response to a determination that

10 the answer value is valid for the challenge value.

8. The apparatus of claim 1, wherein the component is disposed within a
Test Access Port (TAP) configured for controlling access to the scan chain,

wherein the component is disposed before the Instruction Register (IR) of the

15 TAP.
9. A method, comprising:
receiving a control signal at a component associated with a scan chain;
and
20 removing an open-circuit condition from the scan chain in response to

the control signal.

10.  An apparatus, comprising:
a scan chain;
25 a component configured for removing an open-circuit condition from
the scan chain in response to a control signal; and
a signal generator configured for generating the control signal and

providing the control signal to the component.



