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Issue: Twitter filled with malicious actors carrying out phishing
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Step 808: Similarity Test (Done through Levenshtein Distance)
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Function: deposittoken{address token, uint256 amount)

MethodID: @x338bSdea
[8]: 20BOGAALABANRABABABLANABCSReBTradboBRehE5401082356T2e8ledraehidRY
{11: OO820000200000003008002000000020800000000800080dRIT260T 1772800000

Functions trade(address tokenGet, uint256 amountGef, address tokenGive, uint256 amountGive, uint256
expires, uint256 nonce, address user, uint8 v, bytes32 r, bytes32 s, uint256 amount)

MethodID: 8xBaldblda
[8]: 202000000000000000000008¢58¢08fca06908e6654018235612e01adcaebld81

Funciion: withdrawToken{address token, uint256 amount)

MethodID: Ox9e281ad8
{@]: QBEROANCRAGRAREALARARAAECRACRTCABRELRReRER4H102356T 228 1edcarbRdRY
{11: ORROLRREREBRGRACAGRBABRGRASAGRANACRGRARABAGR3LIScYadehdesBibRd

Figure 37 (Different Methods Used in Smart Contract)

£ 3 O & hitpsyetherdelia comisPRT-ETH ® Main Stheraum Network
G EtherDelta |8 O{peT~ accountz - @R [oedize81s |
[ pevosrr | #41
Wiitat EtherDelts ,\\5“2“48 * 7 1
0.000 0.000 ey
GEPRT -
‘ -~ DETALS  DATA
e
= £DIT
ETH 4060 G000 GAS FEE $0.25
Tepozt ETH d $0.001
AMOUNT + GAS PEE
TOTAL SZQS@@
$1.007

https://etherscan.io/address/0x8d12a197cb00d4747a1fe03395095ce2a5cc6819
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Figure 39 (Collection of Smart Contract Address)
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1} ser deposits £TH int a 2} Depositedd ETH okens are
user walled sddrsas provided ransferred to E:‘fiﬁﬁé}ﬂgﬁ? ¥y
by Exchiange X . Hetwaliet
e, *\"*a ‘
T 3g0s ()
3802 e " Exchange X’s
e Hot Wallet
3808y A
3808z
Exchange X%
ser Wallets
Figure 38A
From To Value
2 10xB4dbh1b94a0304e. . QT OreB87274270a4de8, . / 0.00152183 tther
t1 | Gxbb8bi40261365... N Dx84dbib8dalildde. ., 0.00160583 Ether
. 3805
3807 Figure 38B
From To 3806 Value
OxB4uib1184a0304e Y OxcRB727427T6a4e5... 000152183 Ether
3805
O 208etdda 7838884, .. N {xe2B7274276a4des... 0.01 Ether
H8Edd0adB 78071 N Oxe257274276a4e8... 000366834 Ether
OxBB8OTOE882R2TRY . N Oxe287274276ade5... 0.00424344 Ether
Ox2140eid7hal118, N Oxc2B7274276a4e5... 0.01 Ether
3815
OxfesibBBeiditeld... i Oxc25727427684e8... 76.98811 Ether
Ox0468a80003d0d. .. N Oxe2B7274276ade8.., 0.4884 1838 Ether
Figure 38C
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R Vinlaw
Ox0eaZ7B8B831916248. ., eu‘r Bx2140efd7oal118)), 3.02261009 Ether
3815
Uphit 1 xf}eaﬁ?aﬁsfg’i 6249... 3.02 Ether

OxQea278831216249,, Qxfﬁm #58d418283 4.99811 Ether
3817
Upbit iN OxBea278831816248... § Ether

N
OxUeaZ 7883101 624/ & x??t.eﬁs‘% i5¥teaBhil). 2.0016404 Ether
3821
Uphit 1 QxQeaE?S&SfQ‘? 62489 2.0035304 Ether

mtmemsamsm‘ﬁ AReDE 727 A8 TEaden l 1.99811 Ether
crvrmmrrrrre g 20 OW
< %Qs?&zQSfi’?t;th\) DxDea278831816249, . 2 Ether
\ [ \ .

" A e s w e
e 3827 RW

3825 EW Figure 38D

s T
Froge

BAIFRCE Vihwy

Sxedritnthtntede...

J.07808 Ether
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From 4105 o Value
" o m omm " omm oW — N 0“"‘“““ o, 4107
t4 IC&xeaiagbat}{}&d%&%c - our me&&%?iccﬁgw hd 000851917 Ether
3 oxeafa?bSbledSede, .. aur z?xza mm}anwé?.?}«"‘lf’?’ .00BSOBE3 Ether
2 xeataZoSo0edsedc, . our \th}e?fbﬁcaegumg\( ML 6004 Ether
t1 —
Oxeloh803L8 778865 . N Oxeafa2hShOedbedc. .. 0.02 Ether

Balance on User Wallet is transferred
fo a Relay Wallet having an address of
0X6¢839d (in short)

These two fransfers are used for Withdrawals
or Gas Payments for other User Wallets

Figure 41A (identification of relay wallet)

Frons T Vlue
s 4107
Ox2ad@Zalididsite, N \0x60839d?1 ccBQ 1 6 o 0.006479877945154 Ether
Ixbaco3e8e¥ i, . N Ox60839d71cc8918. .. 0.00648917 Ether
InB7ddcGub SRabs, | N Ox6c838d710c8818, .. {3.0064809 Ether
7 aabh 187053827 ... W Ox60839d71ccB818., .. 0.0064926 Ether
a8 eRigi T . i OxBeB38d71octRG, . (.008488 Ether

Figure 41B (identification of user wallet)

Fram To Value
Ox242eddBabbb7sc... QuY OxRAS838a578d684, .. {.00817883 Ether
......... — 4105 ————___ 4109
|€f> e_af : EE:;_:«:‘; :_> <~ic f N ﬁx&d:!e:id&ahb&?ec f (.00855883 Ether

\\\\ N ot
S s

Figure 42A (identification of withdrawal relay wallet)
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Balance on User Wallet is
From transferred to a Relay Wallet To Value
OxbeTfoBe3ecchds. ., our 8%3&“”*}(’3@/ 4210  0.00321716 Ether
Oxbe7ib8c3scchds... our 13 IR Token £ Ether
- n = ._d. =-_ 4105 4111 :
l(E%a:\??&E&.b&ﬁd?\: e N Dxbe?tb8c3ecchudsB. . 0.004 Ethar
Figure 42B (identification of other relay wallet)
From e Vsl
4214a
Oxcd@al28abtoi14a8, .. DT G IBRINTPIR 8RR, 0.00086 Ether
4214b
OxdZa228a61cfi4a88. . 51333 DxofhRATesIses, 21.184888438824887 Ether
4214c¢
OxcdZ2a228ab1cf14a8., OUT &i}fﬁ COINTR f&}%z‘ THE10320281178312 Ether
4212
{}xd2a228a61 cfida8.. a2aa3iSibassfat.. 0.20215127 Ether

Splitting to 3 other Relay Wallets Wlthdrawa((User Specified Wallet

Figure 42C (DEX: splitting to 3 relay wallets)

3BGSsueRKZ4RZFOLAYEDRT M Pxeziuy VP )
User Deposit Wallet /

Hot Wallets or

Relay Wallet of Upbit

Figure 42D (Upbit Example)
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Suvamary Summary

Addrss ORI Torddv AN G FeeikaBhaedf Address FTROY thhgah TR R Bn XUy KTNF
Hagh 160 THRCBNRERT IbUSSH I IRRRBAT IS ZC R etesliTS Hagh 1680 SEIBOOFERBORARR INRLT2AHO
Transactions Trangachons

o, 2 No. 2

Teansactions Transactions

Tota 48.R7448144 §TC Tt QBF7HETRY RTG

Recaived Heneheed

Firal GRTC Finat 0 BTC

Balance Ealance

Figure 42E

PSS ARTIASAT T IS AR SR PHESELOT 1ORGIF IR dAL A5 TN olIN AR

o

G
: RS RGoRly
HROPRIOEKEAVEHR B umGwuduizk

3TEEY 1 HhgaMDVFKLVZriRPURyXLIyKDNE w

SRLRYRRONTE

TELIFTIAZYK

Figure 42F

Summary

Addrass 14eQRVIAZVRaET T gZzr By R VPQosly

Hash 180 R7aTdadRlER5UToB844 27T DEBORSSIEa 12818
Transactions

MNa. 24351
Trangactions

Totat 410,160.36983373 BTC
Received

Fingt 73855837387 BIC

Balance

Figure 42G
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Figure 42H (Continuation of Figure 42D)

SR SENRINN05 {08238 dn IR AER

User Deposit Wallet
of Figure 42D

48/58 PCT/SG2019/050653

e

Q@ 14cORMVIAZVKaR 7 TgZenByG2intVPQeBLY

Hot Wallet of Upbit

Potential User Wallets of Upbit
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User Wallets

A
Y

A

User Wallets

User Wallets

User Wallets

49/58

/ Validated User Wallets \V'I'ransfers to

N
VUV

~
j

Invalidated User Wallets

User Wallets

User Wallets

User Wallets

User Wallets

NANS
VUV

Figure 43

only User Wallets >
validated
Central
User Wallets
Wallets
e

PCT/SG2019/050653

/Validated Exchange Wallets\

User Wallets

User Wallets

i
W

A

Other Wallets>

Transfers to only

validated Central
Wallets and other

wallets
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- User Specified
Withdrawal Relay Wallet | Withdrawal Wallet
/ Pool of User Wallets \ / Pool of Relay Wallets \

Relay Wallets

Relay Wallets
Relay Wallets

Figure 44

\ 4

Relay Wallets

\.
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[Validated Individual Wallets\
< Individual Wallets >

Transfers with Identified Methods
@ividual WaII(D N
< Individual WaIIeD

@ndividual WaIIeD/ GEX Smart ContracD

Gvalidated Individual WalleD
< individual Wallets

¢ Individual Wallets >

Qdividual WaIIeD
\Clndividual Wallets>/

Transfers with No Identified Methods

Figure 45
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Withdrawal Relay Wallet or User
Specified Withdrawal Wallet

Relay Wallets
Withdrawal Relay Wallet or User
—_—
Relay Wallets Specified Withdrawal Wallet

User or Rela Withdrawal Relay Wallet or User
Wallets Y Relay Wallets g Specified Withdrawal Wallet

\

\

User or Relay Relay Wallet Withdrawal Relay Wallet or User
Wallets clayvarets Specified Withdrawal Wallet

User or Relay

Wallets

Figure 46

SUBSTITUTE SHEET RULE 26



WO 2020/149790

XFRBRANER . CHRRE

NT RNBIING PROCESSES wawmsrrany

53/58 PCT/SG2019/050653

fosLor xRS 00O X X B AR NG SO XA K A G KA L3990 G KA X223 000 00 K 35,0060 B KR X a0 SN E XK AR08 R N XA a0 06 & A 2000w A s d

{  ren_fd { type

Frnmmemeee e

i exchange  |owsllet

i kb et Frm s PN

B D T e

-Operations Renu

PR ——

b Fidepsth | daitistes |

L Y AP A ATV TN

..... ¥ § - Dordvan i

B T L T T TP P

o kdd & Crawd (Bew) Wallet Sraator Addrwess
T.ohdd & Crawl (Hewd Exchange Nallet sddesss
3. add e Wallets With R/S vip .ogy file
40 Sd Pser Wallets vis wtxt file

5. Add Hown-Exchange Wellets adth RS v_ia Jixt File

8. List all Exchangrs

7. Add Esmchange

F. LIst all ¥allet Creaton Addresses
2. pist all DEX

18, &3d DEX

13, List all o¢

1Z. Add RTC

13, List all Exchange-fwned Wellats
14, Add Excharge-Soned Wallet

15, add Exchange-twaed Salled (Bulk}
16, €dit Exchange-tned Waliek

17. LisT all Token Conteact Addeess
12, Add Token Contract Address

18, List 2l Unidentified Mallets

8. Handle unidentified Wallaks

21. Exchange - Token Relationships

33, Exchange » User Wallets

3. User Wallet walidity check {Exchange}
29, User Willet validity theck {Big Tx)

25. List all User Wallets reguirding eavalidation

28. Handle User Wallets paguiring recalidation
37 Flag spaw beesdeast addrasses

2, Flag invelld user wallels

28, Handle falled/stupped runs

38, duir

¥ Choose eption:

Enter required details of |
Exchange Wallet to
crawl

Post Valid User

Wallets to TRDB

Figure 48

Figure 47 (Main menu of wallet crawler system)

Exchange Wallet

address posted to TRDB

if not'vet exist

User Wallet Validity

Check
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HANDLE UNIDENTIFIED WALLETS
Format: {ID) Address [Possibly velated sxchange]
These ere unkeown sddresses which received tokens from addresses gpreviously lsbelled sg uzer wallets.

thooar an unidentified wallet to see more deteils & decide whet te do with it.

R e L S N AR s A 3
{34 | address [ exchanger | # &4 reved from §
fommm-- DD veerymm— o . Frm A, frmmmm e memmm—— {
13993 | exabbuorbee foFFesatTE032¢117114500405683088 | Kraken } A3 |
{ 5625 | 0xon7511boafs38rBarbadballPe247E3F57FbAchE | Bitbey f 478
e B L T R T T 3

Splect wnidentified wallet{did):

Figure 49A (Handle Unidentified Wallets)

Select unidentified wallet{id): 5525

FHEA AR R AR I R R R AR AR TR R R AR T E R A R AR R R R T HE

SELECTED WALLET: B®897511b9af034ctachd4ballbeza783157tbdckbh
Possibly exchange wallet of: Bitbay
Total Number of undque; prev identified User Wallet received from: 479

-~ Breakdown -~
» Bitbhay, #wallets: 478

Show User Wallets in breakdown? {y/ny: ¥

e et B R e Dt et et A e S
exchange | #addresses | addresses
———————————— N ol R I et A T I R o R R e R R T e )
Bitbay 478 Bre3a319fef732ddSaBle16Be6beabtdar1fhi3435

!

| Bx454a5b863714d7668932ab3136T5a37bb11babze
{ Bxa4d1fi8c896FR08c43bosba3bAB141ces51d40a35
{ excfcdZece?d?4e13364422882Fd43eb264eef 2982
{ exd6194361fe5c23a8dobeafFe23dlceTbo6bodade?
{ 8xa468335479c73bb5edc2933cedd7f73091920dbe
{ OBx836e385b2786CCTeT5245cF0AB082bdFF27d5833b
)

B T e L L i e T T O e i A

Figure 49B
Pogsibde actionsy
¥ Yes{y}e Unidentified wallet will he reclassifiad as Exchange wallet.
211 user gallets that seat to this address will rowadn as yalid e sallets,
> Nafny: Unidentified wallet will Be rejected 2t Exchangs wallet.
[IMPORTANT] &1Y prov (dentificd user wallets thHat sent o this Sddeess CORNGT b user wallets.
They will be seok to TRDE and re-snnotated a3 “Non-Exghangs™.
¥ Ho, bk Bser Wallews Valid $nv): Unicdentified wollet will be vejectod s Sxchanges wallet, but User iallets that. seat
o dr sxill valid.
Choose this for special cases,. e.g. whan uridentified wallet is for token sweg.
¥ lewwr(l): ULeave Unldentified wallet in st & K¥w.

Selact this cption 4f Lnwestigation still undee way & decisfon cannat be made yet,

Areept Unidentified Wallat a3 Exchange Wallset? {winfme/i}:

Figure 49C
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Figure 50 (Example of Spam address — ElectrifyAsia)
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Figure 51 (Example of Spam address— blockwell.ai KYC Casper token)
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Tracking Activity Result {ogmt  olliosnz vl 3
% Slacklisi\\§ Vehitslist \9 Exchange 3 DEX \\@\‘Suepiciaus & Sman Sontract “\\ Annotated \éﬁNaTag 0
NN
M e
ortslpns
A
\‘\
W e
wedasrn S

Duddaled

N ===
Il§§ Blacklist 3\% I §:§ i
_ﬂzdzb 33 " e i 9 N
[ | oxdzosdedsnefe29cd1222b33cob1ce0 RS | SFags _
{ 1e87d84802 Hisobi, Bt @
i . . e uobi, Exchange ;
B e indicator #7664732 = = 0X137ad9cA7 7761436045605 74508637 N
%xsrm [ tndicator Details llﬂ.dd to path fifter ] } h2b62e8c5 o8 §§§
- ndicator #A485413 _em "= n R
Money Flow S y pad *\‘
Sent 2.5000ETH | ingicator Detals K [Add to path filter ],l
- . h] P
To 1 Address{es} Nioney Flow TR
Watlertnfo Sent 7.5989ETH
Balance 0.1036 ETH To 1 Addressies)
mount : Balance 5532.1062 £TH
Amountin 33R6003.6523 ETH
Amount Gt 33804715462 ETH
Figure 52 (Before Path filter)
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Figure 53 (After Path filter)
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