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Lili Zhang, Di Zhang, Zaixiang Chen, Yien Yin, and
Huachen Liu
BACKGROUND
Field
[0001] The present disclosure relates to communication technology, and particularly

relates to a method and system for private communication.

Related Art

[0002] A communication application may protect a user's privacy by deleting a message
after the user reads the message. Such an application may automatically delete the message in
order to avoid leaving a historical record, thereby providing users with a safer and more private
communication process. However, the approaches to privacy protection in such communication
applications typically present the same display and processing modes to all users. Unfortunately,
the approaches to privacy protection in these communication applications may not meet the
varying demands of different users or the demands of a single user in different application

scenarios.

SUMMARY
[0003] One embodiment of the present disclosure provides a system for private

communication. During operation, the system may determine a privacy level from a plurality of
privacy levels associated with a private chat function of a communication application. The
private chat function may be configured to transmit and receive private chat messages, and each
privacy level may be associated with visual effects which are different from the visual effects of
other privacy levels. The system may obtain mode configuration information corresponding to
the selected privacy level. The system may then configure the private chat function for the
communication application based on the obtained mode configuration information, and display

the visual effects for the communication application according to the selected privacy level.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] The accompanying drawings described herein are used for further understanding
the present application and constitute a part of the present application, and the schematic

embodiments of the present application and the descriptions thereof are used for interpreting the
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present application, rather than improperly limiting the present application. In which:

[0005] FIG. 1 presents a diagram illustrating an exemplary computing system for private
communication, in accordance with an embodiment.

[0006] FIG. 2 presents a flowchart illustrating an exemplary process for private
communication, in accordance with an embodiment.

[0007] FIG. 3 presents a flowchart illustrating another exemplary process for private
communication, in accordance with an embodiment.

[0008] FIG. 4 presents a schematic diagram illustrating an exemplary private chat
configuration page, in accordance with an embodiment.

[0009] FIG. 5 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a low privacy level with a preview of a secret word icon, in accordance
with an embodiment.

[0010] FIG. 6 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a low privacy level with a preview of a secret word icon plus a number
of new messages indicator, in accordance with an embodiment.

[0011] FIG. 7 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a medium privacy level with a preview of a sunglasses icon, in
accordance with an embodiment.

[0012] FIG. 8 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a medium privacy level with a preview of a sunglasses icon plus a new
message red dot indicator, in accordance with an embodiment.

[0013] FIG. 9 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a high privacy level with a preview of a semitransparent mosaic icon, in
accordance with an embodiment.

[0014] FIG. 10 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a high privacy level with a preview of a semitransparent mosaic icon
and a color change indicating a new message, in accordance with an embodiment.

[0015] FIG. 11 presents a schematic diagram illustrating an exemplary message list page,
in accordance with an embodiment.

[0016] FIG. 12 presents a schematic diagram illustrating an exemplary private chat list
page, in accordance with an embodiment.

[0017] FIG. 13 presents a schematic diagram illustrating an exemplary private chat page,
in accordance with an embodiment.

[0018] FIG. 14 presents a schematic diagram illustrating an exemplary regular chat

window page, in accordance with an embodiment.
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[0019] FIG. 15 presents a schematic diagram illustrating another exemplary function
menu page, in accordance with an embodiment.

[0020] FIG. 16 presents a schematic diagram illustrating an exemplary contact details
page, in accordance with an embodiment.

[0021] FIG. 17 presents a schematic diagram illustrating an exemplary electronic device,
in accordance with an embodiment.

[0022] FIG. 18 presents a schematic diagram illustrating an exemplary private
communication device, in accordance with an embodiment.

[0023] FIG. 19 presents a schematic diagram illustrating an exemplary private
communication device, in accordance with an embodiment of the present application.

[0024] FIG. 20 presents a schematic diagram illustrating an exemplary server, in

accordance with an embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

[0025] The embodiments described in the present disclosure solve the problem of
improving communication privacy by allowing a user to specify a privacy level associated with
private chats. In a private communication system, each privacy level may be associated with
different privacy protection features. An instant messaging application, such as enterprise instant
messaging (EIM) application DingTalk, may allow the user to choose from a low privacy level, a
medium privacy level, or a high privacy level. When the user is using the instant messaging
application, the system may provide private chat information to the user by displaying an icon
that corresponds to the set privacy level. When set to the low privacy level, the system may
display an icon with the word "Secret" to remind the user of the selected privacy level. When the
system receives new messages, the system may display a number near the icon with the word
"Secret” to indicate the number of new messages that are available. When set to the medium
privacy level, the system may display an icon resembling a pair of sunglasses. The system may
also display a red dot near the sunglasses to indicate a new message is available. When set to the
high privacy label, the system may display a semitransparent mosaic icon. The system may
change the color of the semitransparent mosaic icon to indicate that there is a new message
available.

[0026] The user may set the privacy levels for all communication partners, for groups of
communication partners, or for each individual communication partner. The user may also set a
waiting duration that specifies when the system automatically deletes a private chat message. By
allowing the user to customize the privacy level configuration for the private chats, the system

can satisfy the personal requirements of different users.
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Exemplary Computing System For Private Communication

[0027] FIG. 1 presents a diagram illustrating an exemplary computing system 100 for
private communication, in accordance with an embodiment. As illustrated in FIG. 1, a user 102
may be operating a computing device 104 with installed modules that allows user 102 to
participate in instant messaging, view Internet webpages, initiate voice/video phone calls, share
files, and receive e-mails. User 102 may also operate computing device 104 to send and receive
private chat messages. Computing device 104 may be a mobile device such as a mobile phone, a
tablet, a laptop, a desktop computer, or any other type of computing device. User 102 may
represent, for example, a user associated with an organization. Computing device 104 may
communicate with a server 106 over a network 108. Server 106 may represent a server that
performs operations associated with processing private chat messages and/or related software.
For example, some embodiments may include a server that supports a private chat function.
Server 106 may include a storage 110 for storing code for various applications and other data,
such as code for instant messaging software (including modules associated with the private chat
function) and user and message data. Storage 110 may also store code for the modules described
herein, such as code for a configuring module to configure a communication application based on
a user-selected privacy level. Note that server 106 may represent a cluster of machines
supporting functions of a server with private chat capabilities.

[0028] User 112 may operate a client 114, and user 116 may operate a client 118. For
example, user 112 may operate client 114 to connect to server 106 and download instant
messaging software. User 112 may also use client 114 to conduct instant messaging with other
parties, such as user 102. Note that each of clients 114, 118 may be a mobile device such as a
mobile phone, a tablet, a laptop, a desktop computer, or any other type of computing device.

[0029] In some embodiments, a client may send a request for customized executable code
that when installed allows for instant messaging and/or private messaging and/or interacting with
server 106. The client may receive the executable code from server 106 and then install the
executable code to enable instant messaging, private messaging, and other user interaction with
server 106. Further, server 106 may automatically update the executable code. Furthermore, an
application and/or operating system executing on a client may also load modules and/or other
data into memory only when needed, in order to efficiently utilize memory space. The client
may also encrypt communications, such as the private messages, while the communications are
sent across the network. This prevents eavesdropping by third parties not authorized to view the
communications.

[0030] In some embodiments, the system may use rules to generate the visual effects
4
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associated with each of the privacy levels. The system may display different visual effects for
each privacy level according to a respective set of rules for the privacy level. The system may
apply various rules that specify the computations involved in the display of graphical elements
such as the graphical elements described herein. For example, the system may calculate the
graphical modifications, transparency level, or degree of blurriness of a visual element such as an
icon by performing computations based on the properties of the pixels on a display. For
example, the system may apply rules to calculate transparency level or blurring effects or other
visual effects described herein. For example, the system may select and apply rules to compute
the appropriate modifications to achieve a desired or specific outcome, such as an appropriate
visual effect or other effect. The system may also obtain rules specifying different processes
associated with the different privacy levels, and perform the different processes according to the
different rules. In some embodiments, the system may also perform the operations described
herein without the use of rules.

[0031] Note that the techniques discussed in the present disclosure represent an
improvement in various technology areas such as human-machine interaction, user interfaces,

communication security, and digital communications.

Exemplary Process For Private Communication

[0032] FIG. 2 presents a flowchart illustrating an exemplary process for private
communication, in accordance with an embodiment. A computing device operated by a user to
communicate with others may perform the operations of FIG. 2.

[0033] The system (e.g., computing device) may receive user input selecting a privacy
level from a plurality of privacy levels associated with a private chat function of a
communication application (operation 202). The system may configure and use the private chat
function to transmit and receive private chat messages. Each privacy level may be associated
with visual effects which are different from the visual effects of other privacy levels. The system
may also automatically delete private chat messages that have been read by a message recipient.

[0034] The system may obtain mode configuration information corresponding to the
selected privacy level (operation 204). The system may next configure the private chat function
for the communication application based on the obtained mode configuration information
(operation 206). The system may then display the visual effects for the communication
application according to the selected privacy level (operation 208). These operations are
described in greater detail below.

[0035] The system (e.g., computing device) may receive user input selecting a privacy

level from a plurality of privacy levels associated with a private chat function of a
5
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communication application (operation 202). Each privacy level may be associated with visual
effects which are different from the visual effects of other privacy levels. The system may
configure and use the private chat function to transmit and receive private chat messages, and
may automatically delete private chat messages that have been read by the message recipient.

[0036] The communication application may be any application with a communication
function. For example, the communication application may be an instant messaging application
such as the enterprise instant messaging application DingTalk.

[0037] The private chat function may include a “burn after reading” capability. The
system may monitor the read state of a private chat message. When the private chat message
changes from an unread state to a read state, the system may delete the private chat message.
The system may also start a timer with a predetermined duration and delete the corresponding
private chat message upon the timer’s timeout. The system may avoid leaving historical records
by automatically deleting the private chat message, thereby erasing communication traces and
providing reliable privacy and security. In some embodiments, the system may overwrite the
storage locations in a storage device and/or memory locations that hold private chat message data
by writing random data or other types of data to the storage locations and/or memory locations.
In some embodiments, the system may encrypt the private chat messages, such as encrypting the
private chat messages when temporarily storing the message data.

[0038] The system allows a user to specify privacy levels for individual communication
partners, groups of communication partners, or all communication partners. The user may
configure different privacy levels for different communication partners or different groups of
communication partners. The user may also configure a privacy level for all associated
communication partners listed in the communication application. The system may determine the
individual privacy levels configured by the user for different communication partners in the
communication application, and the system may determine the privacy levels configured by the
user for all the communication partners listed in the communication application. The system
thereby allows the user to easily set a privacy level for all communication partners and also to
treat each communication partner differently according to their individual requirements.

[0039] The system may obtain mode configuration information corresponding to the
selected privacy level (operation 204).

[0040] The system and/or administrator may define different privacy levels in advance.
The system may generate corresponding mode configuration information for each privacy level.
When a user selects a privacy level, the system may determine the corresponding mode
configuration information for configuring the communication application based on

predetermined relationships between each privacy level and corresponding mode configuration
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information.

[0041] The system may configure the private chat function for the communication
application based on the obtained mode configuration information (operation 206).

[0042] The system may use the mode configuration information to configure the display
mode of the private chat function. That is, after the system applies different mode configuration
information, the display associated with the private chat function may change correspondingly.
The visual intensity of the display mode may be inversely related to the privacy level. The lower
the privacy level (e.g., relatively less privacy), the more intense (e.g., more noticeable or more
perceptible) the visual perception may become, to allow the user to view and use the displayed
information. As the privacy level increases (e.g., relatively greater privacy), the weaker the
visual perception may become, to diminish the visual perception as much as possible in order to
avoid being conspicuous to other users. This improves the privacy and security when the user
uses the private chat function on the computing device, even if there are other users nearby.

[0043] In some embodiments, a preset function page of the communication application
may include a page entry identifier of the private chat function. A preset function page is a page
(e.g., screen) displayed by the communication application that allows the user to perform or more
functions. The page entry identifier is an identifier (can also be called an indicator) that can be
represented on a page by an icon corresponding to the privacy level selected by the user. When
configuring the communication application based on the mode configuration information, the
system may configure a display element (e.g., visual presentation) of the page entry identifier.
This allows the display element to provide a different visual perception (e.g., different visual
appearance) for a different privacy mode. The preset function page containing the display
element may be at least one of the following pages: a message list page of the communication
application, a regular chat window page of the communication application, a function menu page
associated with the regular chat window page, and a contact details page of the communication
application. The display element may also be included in other preset function pages, and are not
limited to the listed pages.

[0044] The page entry identifier of the private chat function may perform two functions
that include an entry indication function and a message received notification function. The entry
indication function guides a user to enter, through the page entry identifier, the function page
corresponding to the private chat function. By configuring the display element of the page entry
identifier, the system may present a weaker visual perception at a higher privacy mode. At the
higher privacy mode, when other users are viewing the contents displayed on the computing
device, the guiding effect is reduced as much as possible. The message received notification

function informs the user when the system receives a new private chat message.
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[0045] In some embodiments, the system may present a first display element in a
message-receiving-prompting state, and the system may present a second display element in a
non-message-receiving-prompting state. In the message-receiving-prompting state, the system
displays an icon informing the user of the selected privacy level and the system is waiting to
receive a new message. In the non-message-receiving-prompting state, the system receives one
or more messages and informs the user of the availability of new unread messages. By
configuring the display element of the page entry identifier, the system may present a weaker
visual perception for a higher privacy mode. This may prevent other users from becoming aware
of the presence of the private chat message when the other users view the displayed content on
the computing device.

[0046] In some embodiments, the privacy modes may be divided into different privacy
levels such as a low privacy level, a medium privacy level, and a high privacy level. The system
may utilize the schemes described below for the display elements associated with each privacy
level.

[0047] With a predefined low privacy level, the first display element may include a text
icon (e.g., an icon with displayed text) corresponding to a private chat function. A second
display element may include a text icon corresponding to the private chat function with a number
indicating a quantity of new unread messages near the text icon.

[0048] With a predefined medium privacy level, the first display element may include a
graphic icon corresponding to the private chat function. The second display element may include
a graphic icon corresponding to the private chat function with a new unread message indicator
(e.g., visual indicator) near the graphic icon. When displayed, the new unread message indicator
is a signal to the user that there are new unread messages.

[0049] With a predefined high privacy level, the first display element may include a
fuzzy icon displayed with a first color corresponding to the private chat function. The second
display element may include a fuzzy icon displayed with a second color. The color of the fuzzy
icon may change from the first color to the second color to indicate that a new unread message is
available.

[0050] The predetermined waiting duration corresponding to the private chat function
may be configurable. The predetermined waiting duration may be inversely related to the
privacy level. The system may automatically delete any private chat message received by the
private chat function when the reading duration associated with the private chat message for a
corresponding user reaches the predetermined waiting duration. At a higher privacy level, the
system may automatically delete the private chat message after a shorter period of time, thereby

providing improved security and privacy.
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[0051] The system may then display the visual effects for the communication application
according to the selected privacy level (operation 208).

[0052] The communication application allows the user to select a privacy level according
to practical requirements by providing different privacy levels for the private chat function in the
communication application. The private chat function may display different visual output (e.g.
visual effects) and perform different communication processes according to the privacy level

selected by the user, thereby satisfying the user’s personalized requirements.

Another Exemplary Process For Private Communication

[0053] FIG. 3 presents a flowchart illustrating another exemplary process for private
communication, in accordance with an embodiment. A DingTalk client installed on a computing
device may perform the process. As illustrated in FIG. 3, the system may determine a privacy
level of a private chat function according to a detected configuration operation (operation 302).
The system may obtain mode configuration information corresponding to the privacy level
(operation 304). The system may perform a configuration operation associated with the private
chat function (operation 306). The system may perform a notification operation indicating that a
new message is available upon receiving a private chat message (operation 308). The system
may then automatically delete the private chat message (operation 310). These operations are
discussed in greater detail below.

[0054] The system may determine a privacy level of a private chat function according to
a detected configuration operation (operation 302). The private chat function supported by the
DingTalk client allows the user to configure, initiate and participate in a private chat (e.g., secret
chat), and the DingTalk client may provide a private chat configuration page as illustrated in

FIG. 4.

Exemplary Private Chat Configuration Page

[0055] FIG. 4 presents a schematic diagram illustrating an exemplary private chat
configuration page, in accordance with an embodiment. The private chat configuration page may
include a privacy level configuration option 402. For example, the privacy level of the
communication application illustrated in FIG. 4 is set to a low privacy level. Below privacy level
configuration option 402, the system may display text 404, which is “Different icons and
message notifications are provided to meet varying privacy demands,” in order to assist users
with understanding the different privacy levels. The system may also display a switch 406 and a
switch 408. Switch 406 allows the user to choose to hide the private chat. When enabled, the

system conceals private chats on a home page (e.g., home screen) to an icon on a navigation bar.
9



5

10

15

20

25

30

35

WO 2018/052856 PCT/US2017/051007

Switch 408 allows the user to choose to enable password protection, and the system prompts the

user for a security password before allowing the user to access private chat messages.

Exemplary Privacy Level Configuration Pages

[0056] FIG. 5 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a low privacy level with a preview of a secret word icon, in accordance
with an embodiment. After a user selects privacy level configuration option 402, the system may
display the privacy level configuration page as illustrated in FIG. 5. The privacy level
configuration page may include two functional regions. A first functional region 502 may
display function options for choosing from the different privacy levels such as “Low Level,”
“Medium Level,” and “High Level.” Users may select from these different privacy levels. A
second functional region 504 may display a preview 506 corresponding to the selected privacy
level.

[0057] As illustrated in FIG. 3, first functional region 502 may be located at the bottom
portion of the privacy level configuration page, and second functional region 504 may be located
at the top portion of the privacy level configuration page. When a user selects the “Low Level”
function option, the system may display informative text such as “Secret Word Icon + Number of
New Messages Indicator” within second functional region 504. The system may also display a
preview image 506 of the private chat function associated with the “Low Level” function option
within second functional region 504.

[0058] Displayed preview image 506 may include a message-receiving-prompting state
and a non-message-receiving-prompting state. The two states may be represented in an image
that automatically switches between two frames, which the system may display in second
functional region 504 in turn. For example, in a first frame, the system may display preview
image 506 for the message-receiving-prompting state as illustrated in FIG. 5. Preview image 506
indicates the page entry identifier of the private chat function is represented by an icon
containing a word “Secret” 508.

[0059] FIG. 6 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a low privacy level with a preview of a secret word icon plus a number
of new messages indicator, in accordance with an embodiment. In a second frame, the system
may display a preview image 602 for the non-message-receiving-prompting state as illustrated in
FIG. 6. Preview image 602 indicates the page entry identifier of the private chat function is
represented by an icon with the word “Secret” with a number 604 (e.g., representing the number

of new unread messages) displayed nearby.
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[0060] FIG. 7 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a medium privacy level with a preview of a sunglasses icon, in
accordance with an embodiment. When a user selects the “Medium Level” function option, in a
first frame, the system may display a preview image 702 for the message-receiving-prompting
state as illustrated in FIG. 7. Preview image 702 may indicate that the page entry identifier of the
private chat function is represented by a sunglasses icon 704.

[0061] FIG. 8 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a medium privacy level with a preview of a sunglasses icon plus a new
message red dot indicator, in accordance with an embodiment. In a second frame, the system
may display a preview image 802 for the non-message-receiving-prompting state as illustrated in
FIG. 8. Preview image 802 may indicate that the page entry identifier of the private chat
function is represented by a sunglasses icon with a nearby red dot 804 (e.g., indicating that at
least one new unread message is available).

[0062] FIG. 9 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a high privacy level with a preview of a semitransparent mosaic icon, in
accordance with an embodiment. When a user selects the “High Level” function option, in a first
frame, the system may display a preview image 902 for the message-receiving-prompting state as
illustrated in FIG. 9. Preview image 902 may indicate that the page entry identifier of the private
chat function is represented by a semitransparent mosaic icon 904.

[0063] FIG. 10 presents a schematic diagram illustrating an exemplary privacy level
configuration page set to a high privacy level with a preview of a semitransparent mosaic icon
and a color change indicating a new message, in accordance with an embodiment. In a second
frame, the system may display a preview image 1002 for the non-message-receiving-prompting
state as illustrated in FIG. 10. Preview image 1002 may indicate that the page entry identifier of
the private chat function is represented by a semitransparent mosaic icon with a different color
1004. The icon color displayed for the message-receiving-prompting state is different from the
icon color displayed for the non-message-receiving-prompting state. The system may change the
mosaic icon from one color to another to indicate that a new unread message is available.

[0064] The system may obtain mode configuration information corresponding to the
privacy level (operation 304).

[0065] The system may perform a configuration operation associated with the private
chat function (operation 306). The mode configuration information may include the icons as
illustrated in FIG. 5-10. Based on the privacy level selected by the user, the system may
configure a corresponding icon as the display element of the page entry identifier corresponding

to the private chat function in DingTalk.
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[0066] The system may perform a notification operation indicating that a new message is

available upon receiving a private chat message (operation 308).

Exemplary Message List Page

[0067] FIG. 11 presents a schematic diagram illustrating an exemplary message list page,
in accordance with an embodiment. The system may display an icon 1102 representing the page
entry identifier on the left upper corner of the message list page of the DingTalk client. The
system may display icon 1102 with the word “Secret” and an indicator of the number of new
unread messages. Icon 1102 as depicted in FIG. 11 corresponds to the low privacy level.

[0068] As illustrated in FIG. 11, the message list page may include icons indicating entry
points to other functions (e.g., besides the private chat function) that are supported by the
DingTalk client. For example, the message list page may include an icon 1104 indicating an
entry point to a group chat page, and an icon 1106 indicating an entry point to an approval
feature (or other enterprise management functions collaboratively supported by DingTalk). By
centralizing the display of the entry points to the functions, the system facilitates users’ viewing
and management of these functions. By displaying the icon representing the page entry identifier
of the private chat function independently on the upper left corner of the message list page, the
system separates the icon representing the page entry identifier from the icons associated with
other functions. This provides the corresponding private chat with improved privacy and
security. A user may also conveniently use the private chat function by selecting the icon
representing the page entry identifier. In particular, with the low privacy level mode, the system
may easily remind a user of a private chat and/or the privacy mode by configuring the icon
representing the page entry identifier to include the word “Secret.” This provides effective
operational guidance to the user while distinguishing the page entry identifier from the other

functions (e.g., functions other than the private chat function).

Exemplary Private Chat List Page and Exemplary Private Chat Page

[0069] FIG. 12 presents a schematic diagram illustrating an exemplary private chat list
page, in accordance with an embodiment. FIG. 13 presents a schematic diagram illustrating an
exemplary private chat page, in accordance with an embodiment.

[0070] When a user selects the icon representing the page entry identifier illustrated in
FIG. 11, the system may display the private chat list page illustrated in FIG. 12. The private chat
list page may include private chat page entries 1202-1206 associated with multiple
communication partners. Each private chat page entry may include an icon (e.g., such as an icon

1208) indicating an entry point to a private chat page for a communication partner. That is, a
12
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user may click on a private chat page entry to view a private chat page associated with a

communication partner. In the illustrated private chat list page, the system displays a “@” icon

1210 in private chat page entry 1202 for a communication partner named Samuel to indicate that
the user has received a private chat message from Samuel. The user may then view the private
chat page for Samuel as illustrated in FIG. 13 by clicking on private chat page entry 1202 for
Samuel.

[0071] In the private chat list page as illustrated in FIG. 12, the system may prevent other
nearby users from viewing sensitive information by applying mosaic processing to users’ profile
pictures and replacing message preview content with the word “message.” The mosaic
processing replaces the users’ profile pictures and/or names with fuzzy images or graphics so that
other users are unable to view the users’ information. This improves the privacy provided to the
user. In the private chat page as illustrated in FIG. 13, the system may prevent other users from
viewing sensitive data through mosaic processing of a name 1302 and a profile picture 1304 of
the communication partner Samuel. In some embodiments, the system may also display a visual
indicator “2™” 1306 to indicate that the corresponding private chat message will be deleted in two
seconds, in order to prompt the user to read as quickly as possible.

[0072] The medium privacy level provides better concealment and privacy than the low
privacy level. The page entry identifier of the private chat page for the medium privacy level
may be represented on the display (e.g., on a message list page) as an icon resembling a pair of
sunglasses with a red dot indicating a new message is available, as illustrated in FIG. 7-FIG. 8.
In comparison, the icon for the low privacy level includes the word "Secret" with a number
indicating the number of new messages. The medium privacy level provides an improved
concealing effect since the word “Secret” or other related information is not directly displayed
and the red dot does not indicate the number of new messages.

[0073] The high privacy level provides even better concealment and privacy than the
medium privacy level. The page entry identifier of the private chat page for the high privacy
level may be represented on the display (e.g., on a message list page) as a semitransparent mosaic
icon. The system may change the color of the semitransparent mosaic icon to indicate a new
message is available, as illustrated in FIG. 9-FIG. 10. When nearby users view this mosaic icon
quickly, the nearby users almost always ignore the presence of this mosaic icon. Since other
users are likely to pay no attention to the change in color of the mosaic icon, there is a very
strong camouflage effect, thereby ensuring extremely high privacy.

[0074] The system may also display the icon representing the page entry identifier of the

private chat function at other locations besides the location depicted in the message list page of
13
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FIG. 11. For example, the system may also display the icon representing the page entry identifier
on non-private chat pages, such as regular chat pages that do not include the privacy protection

features.

Exemplary Regular Chat Window Page

[0075] FIG. 14 presents a schematic diagram illustrating an exemplary regular chat
window page, in accordance with an embodiment. The regular chat window page is an example
of a non-private chat page (e.g., the chat is not protected with the privacy protection features).
As illustrated in FIG. 14, the system may represent a page entry identifier by displaying an icon

with a word “Secret” 1402 on the bottom right corner of the regular chat window page. The user

may select an icon displayed as “@” 1404 located on the bottom right corner of the regular

chat window page to invoke a function menu page. The function menu page is described below
in greater detail with respect to FIG. 15. In FIG. 14, the user is communicating with Samuel on a
non-private chat page (e.g., regular chat window page), and the user may quickly switch between
the non-private chat page and a private chat page while communicating with Samuel. This

simplifies user operation and improves communication efficiency.

Exemplary Function Menu Page

[0076] FIG. 15 presents a schematic diagram illustrating an exemplary function menu
page, in accordance with an embodiment. The system may display an icon representing a page

entry identifier on a function menu page of a regular chat window page. For example, in the

regular chat window page as illustrated in FIG. 14, the user may select the @ icon 1404 on

the bottom right corner of the page to invoke a function menu page 1502 as illustrated in FIG. 15.
Function menu page 1502 may include multiple predetermined function options, such as photo
1504 and red envelope 1506. As illustrated in FIG. 15, the function menu page may include an
icon with the word "Secret" 1508 representing a page entry identifier of the private chat page.
The system displays the icon with the word "Secret” 1508 when the communication application
is configured to the low privacy level. Further, the display element of the page entry identifier

may change when the privacy level changes.

Exemplary Contact Details Page

[0077] FIG. 16 presents a schematic diagram illustrating an exemplary contact details

page, in accordance with an embodiment. The system may display an icon representing the page
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entry identifier on the contact details page of the communication application. For example, the
lower right corner of the contact details page illustrated in FIG. 16 displays an icon 1602
representing the page entry identifier of the private chat page. The system may change the
display element of the page entry identifier to correspond to changes to the privacy level. For
example, when the system configures the communication application to the low privacy level, the
page entry identifier may be represented by icon 1602, which is displayed with the word “Secret”
as illustrated in FIG. 16.

[0078] The system may automatically delete the private chat message (operation 310).

[0079] DingTalk may monitor the read states of private chat messages received by a
receiving party. When the system changes a private chat message from an unread state to a read
state, DingTalk may start a timer with a predetermined duration and delete the corresponding
private chat message upon the timer’s timeout. For example, on the private chat page illustrated
in FIG. 13, the system may display the remaining duration of the timer near the corresponding
private chat message. As illustrated, the system may display a visual indicator “2"” 1302 to
indicate that the corresponding private chat message will be deleted in two seconds, in order to
prompt the user to read as quickly as possible.

[0080] The predetermined duration of the timer may be a fixed duration. The
predetermined duration of the timer may also depend on the privacy level of the private chat
function. For example, when the privacy level is higher, the system may reduce the
predetermined duration of the timer, so as to delete the corresponding private chat message as
quickly as possible and provide a greater degree of privacy.

[0081] Since the system deletes the private chat message after the predetermined
duration, the system does not leave any indication of the private chat message and
correspondence with the communication partner. The system may perform mosaic processing on
the name and profile picture of the communication partner in the private chat page as illustrated
in FIG. 13. Thus, even if the message recipient takes a screen shot before the private chat
message is deleted, the system may ensure that the privacy of the communication partner is not

violated.

Exemplary Embodiments

[0082] Embodiments of the present disclosure include a system for private
communication. During operation, the system may receive user input selecting a privacy level
from a plurality of privacy levels associated with a private chat function of a communication
application. The private chat function may be configured to transmit and receive private chat

messages, and each privacy level may be associated with visual effects which are different from
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the visual effects of other privacy levels. The system may obtain mode configuration
information corresponding to the selected privacy level. The system may then configure the
private chat function for the communication application based on the obtained mode
configuration information, and display the visual effects for the communication application
according to the selected privacy level.

[0083] In a variation on this embodiment, the system may configure a display mode of
the private chat function with the obtained mode configuration information, in which the visual
intensity of the display mode is inversely related to the privacy level.

[0084] In a variation on this embodiment, configuring the private chat function for the
communication application based on the obtained mode configuration information may include
configuring a display element of a page entry identifier when a preset function page of the
communication application includes the page entry identifier of the private chat function.

[0085] In a further variation, the preset function page is at least one of the following: a
message list page of the communication application, a regular chat window page of the
communication application, a function menu page associated with the regular chat window page,
and a contact details page of the communication application.

[0086] In a further variation, the display element may include a first display element
associated with a message-receiving-prompting state and a second display element associated
with a non-message-receiving-prompting state.

[0087] In a further variation, the first display element associated with a predefined low
privacy level may include a text icon corresponding to the private chat function. The second
display element associated with the predefined low privacy level may include the text icon
corresponding to the private chat function with a number indicating a quantity of new messages
near the text icon. The first display element associated with a predefined medium privacy level
may include a graphic icon corresponding to the private chat function. The second display
element associated with the predefined medium privacy level may include the graphic icon
corresponding to the private chat function with a visual indicator near the graphic icon signaling
that there is at least one new message. The first display element associated with a predefined
high privacy level may include a fuzzy icon displayed with a first color corresponding to the
private chat function. The second display element associated with the predefined high privacy
level may include the fuzzy icon displayed with a second color that signals at least one new
message is available.

[0088] In a variation on this embodiment, the system may perform at least one of
determining a general privacy level configured by the user for all associated communication

partners listed in the communication application, and determining an individual privacy level
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configured by the user for a respective communication partner listed in the communication
application.

[0089] In a variation on this embodiment, configuring the private chat function for the
communication application based on the obtained mode configuration information may include
configuring a waiting duration corresponding to the private chat function, in which the waiting
duration is inversely related to the selected privacy level. Furthermore, any private chat message
received by the private chat function is automatically deleted when a reading duration associated
with the private chat message for a corresponding user reaches the waiting duration.

[0090] In a variation on this embodiment, the system may automatically delete a private
chat message after the private chat message changes from an unread state to a read state.

[0091] In a variation on this embodiment, the plurality of privacy levels includes three

privacy levels comprising a low privacy level, a medium privacy level, and a high privacy level.

Exemplary Electronic Device

[0092] FIG. 17 presents a schematic diagram illustrating an exemplary electronic device
1700, in accordance with an embodiment. Electronic device 1700 may represent a private
communication device. At the hardware level, electronic device 1700 may include a processor
1702, an internal bus 1704, a network interface 1706, random access memory (RAM) 1708, and
nonvolatile memory 1710. The electronic device may include other components for private
communication. Processor 1702 may read a corresponding computer program from nonvolatile

memory 1710 and store the computer program in RAM 1708, and then execute the program.

Exemplary Private Communication Device

[0093] FIG. 18 presents a schematic diagram illustrating an exemplary private
communication device 1800, in accordance with an embodiment. Private communication device
1800 may represent a device with message sending and receiving capabilities. Private
communication device 1800 may include a receiving module 1802, an obtaining module 1804, a
configuring module 1806, and a displaying module 1808.

[0094] Receiving module 1802 may receive user input selecting a privacy level from a
plurality of privacy levels associated with a private chat function of a communication application,
in which the private chat function may be configured to transmit and receive private chat
messages. BEach privacy level may be associated with visual effects which are different from the
visual effects of other privacy levels. The private chat message may be automatically deleted
after the message recipient reads the private chat message.

[0095] Obtaining module 1804 may obtain mode configuration information
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corresponding to the selected privacy level.

[0096] Configuring module 1806 may configure the private chat function for the
communication application based on the obtained mode configuration information.

[0097] Displaying module 1808 may display the visual effects for the communication
application according to the selected privacy level.

[0098] Optionally, the system may use the mode configuration information to configure
the display mode of the private chat function. The visual intensity of the display mode may be
inversely related to the privacy level.

[0099] Optionally, configuring module 1806 may configure the display element of a page
entry identifier when a preset function page of the communication application includes a page
entry identifier of the private chat function.

[00100] Optionally, the preset function page may include at least one of the
following pages: a message list page of the communication application, a regular chat window
page of the communication application, a function menu page associated with the regular chat
window page, and a contact details page of the communication application.

[00101] Optionally, the display element may include a first display element
associated with a message-receiving-prompting state and a second display element associated
with a non-message-receiving-prompting state. In the message-receiving-prompting state, the
system displays an icon informing the user of the selected privacy level and the system is waiting
to receive a new message. In the non-message-receiving-prompting state, the system receives
one or more messages and informs the user of the availability of new unread messages.

[00102] Optionally, the first display element associated with a predefined low
privacy level may include a text icon corresponding to the private chat function. The second
display element associated with the predefined low privacy level may include a text icon
corresponding to the private chat function with a number indicating a quantity of new unread
messages near the text icon.

[00103] The first display element associated with a predefined medium privacy
level may include a graphic icon corresponding to the private chat function. The second display
element associated with the predefined medium privacy level may include a graphic icon
corresponding to the private chat function with a visual indicator near the graphic icon signaling
that there is at least one new unread message.

[00104] The first display element associated with a predefined high privacy level
may include a fuzzy icon displayed with a first color corresponding to the private chat function.
The second display element associated with the predefined high privacy level may include the

fuzzy icon displayed with a second color indicating that a new unread message is available.
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[00105] Optionally, receiving module 1802 may determine the user-specified
privacy levels for individual communication partners, groups of communication partners, or all
communication partners. The system may determine the individual privacy levels configured by
the user for different communication partners listed in the communication application. The user
may configure different privacy levels for different communication partners or different groups
of communication partners. The user may configure a privacy level for all associated
communication partners listed in the communication application.

[00106] Optionally, configuring module 1806 may configure the waiting duration
corresponding to the private chat function. The waiting duration may be inversely related to the
privacy level. The system may automatically delete any private chat message received by the
private chat function when the reading duration associated with the private chat message for a

corresponding user reaches the waiting duration.

Exemplary Private Communication Device

[00107] FIG. 19 presents a schematic diagram illustrating an exemplary private
communication device 1900, in accordance with an embodiment of the present application.
Private communication device 1900 may include a processor 1910, a memory 1920, and a
storage device 1930. Storage 1930 typically stores instructions that can be loaded into memory
1920 and executed by processor 1910 to perform the methods described above. In one
embodiment, the instructions in storage 1930 can implement a receiving module 1932, an
obtaining module 1934, a configuring module 1936, and a displaying module 1938, which can
communicate with each other through various means.

[00108] In some embodiments, modules 1932-1938 can be partially or entirely
implemented in hardware and can be part of processor 1910. Further, in some embodiments, the
private communication device may not include a separate processor and memory. Instead, in
addition to performing their specific tasks, modules 1932-1938, either separately or in concert,
may be part of special-purpose computation engines.

[00109] Storage 1930 stores programs to be executed by processor 1910.
Specifically, storage 1930 stores a program that implements a device for private communication.
During operation, the application program can be loaded from storage 1930 into memory 1920
and executed by processor 1910. As a result, private communication device 1900 can perform
the functions described above. Private communication device 1900 can further include a display
1980, and can be coupled via one or more network interfaces to a network 1982.

[00110] Receiving module 1932 may receive user input selecting a privacy level

from a plurality of privacy levels associated with a private chat function of a communication
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application, in which the private chat function is configured to transmit and receive private chat
messages. Each privacy level may be associated with visual effects which are different from the
visual effects of other privacy levels. A private chat message may be automatically deleted after
the recipient reads the private chat message.

[00111] Obtaining module 1934 may obtain mode configuration information
corresponding to the selected privacy level.

[00112] Configuring module 1936 may configure the private chat function for the
communication application based on the obtained mode configuration information.

[00113] Displaying module 1938 may display the visual effects for the

communication application according to the selected privacy level.

Exemplary Server

[00114] FIG. 20 presents a schematic diagram illustrating an exemplary server, in
accordance with an embodiment of the present application. Server 2000 may include a processor
2010, a memory 2020, and a storage device 2030. Storage 2030 typically stores instructions that
can be loaded into memory 2020 and executed by processor 2010 to perform the methods
described above. In one embodiment, the instructions in storage 2030 can implement a
communication module 2032 and an authentication module 2034, which can communicate with
each other through various means.

[00115] In some embodiments, modules 2032-2034 can be partially or entirely
implemented in hardware and can be part of processor 2010. Further, in some embodiments,
server 2000 may not include a separate processor and memory. Instead, in addition to
performing their specific tasks, modules 2032-2034, either separately or in concert, may be part
of special-purpose computation engines.

[00116] Storage 2030 stores programs to be executed by processor 2010.
Specifically, storage 2030 stores a program that implements a device for non-private and private
communication. During operation, the application program can be loaded from storage 2030 into
memory 2020 and executed by processor 2010. As a result, server 2000 can perform the
functions described above. Server 2000 can further include a display 2080, and can be coupled
via one or more network interfaces to a network 2082.

[00117] Communication module 2032 may perform server functions to facilitate
regular communications and private communications. In some embodiments, communication
module 2032 may forward messages and maintain user profiles. Communication module 2032
may also perform other server functions, such as maintaining code for download by client

devices.
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[00118] Authentication module 2034 may authenticate users when the users log on
to the server.

[00119] The embodiments disclosed herein may be implemented on various
universal or dedicated computer system environments or configurations. For example, the
computer systems may include personal computers, server computers, handheld or portable
devices, tablet-type devices, multiprocessor systems, microprocessor-based systems, set-top
boxes, programmable electronic consumption devices, network PCs, minicomputers, mainframe
computers, distributed computing environments including any of the above systems or devices,
and the like.

[00120] The embodiments disclosed herein may be described within the general
context of computer-executable instructions executed by a computer, such as a program module.
Generally, the program module may include a routine, a program, an object, an assembly, a data
structure and the like for implementing particular tasks or achieving particular abstract data
types. The embodiments disclosed herein may also be implemented in distributed computing
environments, in which tasks are performed by remote processing devices connected via a
communication network. In the distributed computing environments, program modules may be
located in local and remote computer storage media that may include a storage device.

[00121] The data structures and computer instructions described in this detailed
description are typically stored on a computer-readable storage medium, which may be any
device or medium that can store code and/or data for use by a computer system. The computer-
readable storage medium may include, but is not limited to, volatile memory, non-volatile
memory, magnetic and optical storage devices such as disk drives, magnetic tape, CDs (compact
discs), DVDs (digital versatile discs or digital video discs), or other media capable of storing
computer-readable media now known or later developed.

[00122] The methods and processes described in the detailed description section
can be embodied as code and/or data, which can be stored in a computer-readable storage
medium as described above. When a computer system reads and executes the code and/or data
stored on the computer-readable storage medium, the computer system performs the methods and
processes embodied as data structures and code and stored within the computer-readable storage
medium.

[00123] Furthermore, methods and processes described herein can be included in
hardware modules or apparatus. These modules or apparatus may include, but are not limited to,
an application-specific integrated circuit (ASIC) chip, a field-programmable gate array (FPGA),
a dedicated or shared processor that executes a particular software module or a piece of code at a

particular time, and/or other programmable-logic devices now known or later developed. When
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the hardware modules or apparatus are activated, they perform the methods and processes
included within them.

[00124] The above description is presented to enable any person skilled in the art
to make and use the embodiments, and is provided in the context of a particular application and
its requirements. Various modifications to the disclosed embodiments will be readily apparent to
those skilled in the art, and the general principles defined herein may be applied to other
embodiments and applications without departing from the spirit and scope of the present
disclosure. Thus, the present invention is not limited to the embodiments shown, but is to be

accorded the widest scope consistent with the principles and features disclosed herein.
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What Is Claimed Is:

1. A computer-implemented method for private communication, comprising:

obtaining mode configuration information corresponding to a selected privacy level from a
plurality of privacy levels associated with a private chat function of a communication application,
wherein the private chat function is configured to transmit and receive private chat messages, and
each privacy level is associated with visual effects which are different from the visual effects of
other privacy levels;

configuring the private chat function for the communication application based on the
obtained mode configuration information; and

displaying the visual effects for the communication application according to the selected

privacy level.

2. The method of claim 1, further comprising:
configuring a display mode of the private chat function with the obtained mode
configuration information, wherein a visual intensity of the display mode is inversely related to

the privacy level.

3. The method of claim 1, wherein configuring the private chat function for the
communication application based on the obtained mode configuration information further
comprises:

configuring a display element of a page entry identifier when a preset function page of the

communication application includes the page entry identifier of the private chat function.

4, The method of claim 3, wherein the preset function page is at least one of the
following: a message list page of the communication application, a regular chat window page of
the communication application, a function menu page associated with the regular chat window

page, and a contact details page of the communication application.

5. The method of claim 3, wherein the display element comprises a first display
element associated with a message-receiving-prompting state and a second display element

associated with a non-message-receiving-prompting state.

6. The method of claim 5, wherein
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the first display element associated with a predefined low privacy level comprises a text
icon corresponding to the private chat function;

the second display element associated with the predefined low privacy level comprises
the text icon corresponding to the private chat function with a number indicating a quantity of
new messages near the text icon;

the first display element associated with a predefined medium privacy level comprises a
graphic icon corresponding to the private chat function;

the second display element associated with the predefined medium privacy level
comprises the graphic icon corresponding to the private chat function with a visual indicator near
the graphic icon signaling that there is at least one new message;

the first display element associated with a predefined high privacy level comprises a
fuzzy icon displayed with a first color corresponding to the private chat function; and

the second display element associated with the predefined high privacy level comprises

the fuzzy icon displayed with a second color signaling at least one new message is available.

7. The method of claim 1, further comprising:

performing at least one of determining a general privacy level configured by the user for
all associated communication partners listed in the communication application, and

determining an individual privacy level configured by the user for a respective

communication partner listed in the communication application.

8. The method of claim 1, wherein configuring the private chat function for the
communication application based on the obtained mode configuration information comprises:

configuring a waiting duration corresponding to the private chat function, wherein the
waiting duration is inversely related to the selected privacy level, and any private chat message
received by the private chat function is automatically deleted when a reading duration associated

with the private chat message for a corresponding user reaches the waiting duration.

9. The method of claim 1, wherein a respective private chat message is automatically

deleted after the respective private chat message changes from an unread state to a read state.

10. The method of claim 1, wherein the plurality of privacy levels includes three

privacy levels comprising a low privacy level, a medium privacy level, and a high privacy level.

11. A computing system comprising:
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one or more processors; and

a non-transitory computer-readable storage medium coupled to the one or more
processors storing instructions stored that, when executed by the one or more processors, cause
the computing system to perform a method for private communication, the method comprising:

obtaining mode configuration information corresponding to a selected privacy level from
a plurality of privacy levels associated with a private chat function of a communication
application, wherein the private chat function is configured to transmit and receive private chat
messages, and each privacy level is associated with visual effects which are different from the
visual effects of other privacy levels;

configuring the private chat function for the communication application based on the
obtained mode configuration information; and

displaying the visual effects for the communication application according to the selected

privacy level.

12. The system of claim 11, wherein the method further comprises:
configuring a display mode of the private chat function with the obtained mode
configuration information, wherein a visual intensity of the display mode is inversely related to

the privacy level.

13. The system of claim 11, wherein configuring the private chat function for the
communication application based on the obtained mode configuration information further
comprises:

configuring a display element of a page entry identifier when a preset function page of the

communication application includes the page entry identifier of the private chat function.

14. The system of claim 13, wherein the preset function page is at least one of the
following: a message list page of the communication application, a regular chat window page of
the communication application, a function menu page associated with the regular chat window

page, and a contact details page of the communication application.

15. The system of claim 13, wherein the display element comprises a first display
element associated with a message-receiving-prompting state and a second display element

associated with a non-message-receiving-prompting state.

16. The system of claim 15, wherein
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the first display element associated with a predefined low privacy level comprises a text
icon corresponding to the private chat function;

the second display element associated with the predefined low privacy level comprises
the text icon corresponding to the private chat function with a number indicating a quantity of
new messages near the text icon;

the first display element associated with a predefined medium privacy level comprises a
graphic icon corresponding to the private chat function;

the second display element associated with the predefined medium privacy level
comprises the graphic icon corresponding to the private chat function with a visual indicator near
the graphic icon signaling that there is at least one new message;

the first display element associated with a predefined high privacy level comprises a
fuzzy icon displayed with a first color corresponding to the private chat function; and

the second display element associated with the predefined high privacy level comprises

the fuzzy icon displayed with a second color signaling at least one new message is available.

17. The system of claim 11, further comprising:

performing at least one of determining a general privacy level configured by the user for
all associated communication partners listed in the communication application, and

determining an individual privacy level configured by the user for a respective

communication partner listed in the communication application.

18. The system of claim 11, wherein configuring the private chat function for the
communication application based on the obtained mode configuration information comprises:

configuring a waiting duration corresponding to the private chat function, wherein the
waiting duration is inversely related to the selected privacy level, and any private chat message
received by the private chat function is automatically deleted when a reading duration associated

with the private chat message for a corresponding user reaches the waiting duration.

19. A non-transitory computer-readable storage medium storing instructions that when
executed by a computer cause the computer to perform a method for private communication, the
method comprising:

obtaining mode configuration information corresponding to a selected privacy level from
a plurality of privacy levels associated with a private chat function of a communication

application, wherein the private chat function is configured to transmit and receive private chat

26



10

WO 2018/052856 PCT/US2017/051007

messages, and each privacy level is associated with visual effects which are different from the
visual effects of other privacy levels;

configuring the private chat function for the communication application based on the
obtained mode configuration information; and

displaying the visual effects for the communication application according to the selected

privacy level.

20. The non-transitory computer-readable storage medium of claim 19, further
comprising:

configuring a display mode of the private chat function with the obtained mode
configuration information, wherein a visual intensity of the display mode is inversely related to

the privacy level.
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