wo 2015/066334 A1 |[IN I N0F V00000 0 0000 0

(43) International Publication Date

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(10) International Publication Number

WO 2015/066334 A1l

7 May 2015 (07.05.2015) WIPOIPCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 9/32 (2006.01) kind of national protection available): AE, AG, AL, AM,
. L . AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(21) International Application Number: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
PCT/US2014/063165 DO, DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
30 October 2014 (30.10.2014) KZ, IA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
. MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data: . L
61/897,368 30 October 2013 (30102013) Us (84) De51gnated States (unless otherwise indicated, fO}" every
kind of regional protection available): ARIPO (BW, GH,
(71) Applicant: GILBARCO INC. [US/US]; 7300 West GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
Friendly Ave., Greensboro, North Carolina 27410 (US). TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
(72) Tnventors: CARAPELLI, Giovanni; 3618 Fairlane Street, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
High Point, North Carolina 27265 (US). WELCH, Bruce; DK, EE, ES, F1, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
g omit, INO ] >
1408 Riverside Drive, Steinhatchee, Florida 32359 (US) LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, S, 5K,
’ ’ ’ SM, TR), OAPI (BF, BI, CF, CG, CIL, CM, GA, GN, GQ,
(74) Agents: KILLEN, Craig N. et al.; Nelson Mullins Riley & GW, KM, ML, MR, NE, SN, TD, TG).
Scarborough, LLP, Bank of America Corporate Center, Published:

100 North Tryon Street, 42nd Floor, Charlotte, North Car-
olina 28202 (US).

with international search report (Art. 21(3))

(54) Title: CRYPTOGRAPHIC WATERMARKING OF CONTENT IN FUEL DISPENSING ENVIRONMENTS

FIG. 1

162

/—mﬁ

164

CONTENT SECURE DEVICE
———

DISPLAY

COMPONENT

CONTENT RENDERING

A4

I— 106
1

WATERMARKING

YVERIFYING COMPONENT

— 168
/

(57) Abstract: Systems and methods for watermarking content and authenticating watermarked content are provided. Content is
rendered on a display while watermarking information embedded in portions of the content are obtained. The watermarking informa-
tion is verified to authenticate the content. If the content is not authentic, or is not authenticated within a period of time, the content
can be terminated or otherwise blocked from rendering on the display.



