1 BYPASS ROUTI NG TO A MOBI LE DEVI CE [0001] The present invention rel ates
to nobil e communi cati on devices and, nore particularly, to nethods and
apparatus for routing information to such devices over a |local network
connection. 5 [0002] A nobile station typically has access to cellular
radi o frequency bandwi dth offering data transfer speeds in the range of
28.8 kil obits per second to 144 kil obits Ber second. In general, the '
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[0004] A subset.of the mobile stations may be configured to receive unsolicited data
20  over a wireless network from so-called “push” applications.
[0004a] US2002/0198977 discloses a wireless internet terminal that is capable of
connecting to the internet through different paths of a communication network wherein
the paths are switched depending on whether a user is indoors or outdoors. When a user
is indoors, the communication path between the terminal and the internet is provided via
25 anindoor-wired LAN, whereas, when a user is outdoors, the communication path is
provided by an outdoor wireless internet network. A location register is provided for
authenticating the location of the terminal by storing location information for the terminal.
[0005]  Clearly, it would be beneficial to improve the availability of higher bandwidth
connections (for instance, local network connections to standard office computer
30 equipment) to mobile stations, especially for receiving unsolicited data from push
applications.
[0006]  While a server is pushing data out to a mobile data communication device
assumed fo be accessible by a remote connection, a router may determine



applications. [0006] Wiile a server is pushing data out to a nobile data
communi cation device assumed to be accessible by a renote connection, a
router may determne 2 whether the transfer of the data to the nobile data
comuni cation device may be achieved by using another connection. To this
end, it is initially necessary to determ ne when the nobile data
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redirectif\yress: determining an identity of said mobile data communication device from

said destination address; receiving mobile authentication protocol data units from
said mobile data communication device; based on said server authentication
protocol data units and said mobile authentication protocol data units, determining
whether said mobile device server has properly authenticated itself to said mobile
data communication device and whether said mobile data communication device
has properly authenticated itseif to said mobile device server; determining whether
there is an association between said identity and said second network connection;
where said mobile device server has properly authenticated itself to said mobile
data communication device and said mobile data communication device has
properly authenticated itself to said mobile device server and where there is an
association between said identity and said second network connection, redirecting
protocol data units from said mobile device server directed for delivery to said
mobile data communication device over said first network connection to said

mobile data communication device over said second network connection.



protocol data units from said nobile device server directed for delivery to
said nobile data conmmunication device gver said first network connection
to said nobile data conmuni cati on devi ce over said second network
connection. 3 [0008] In accordance with another aspect of the present
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[0009] O PRFaidsgeaveisauthgntieationrrretasol data wiitssand saldmmllemuthenttcaimbne
appar ent {8 S 0085t i, YRR rinBl whethBr 548 RSB 8&cd §¥hEM3E ptrggeri ol I ow ng
authenticated itself fo said mobile data communication device and whether said
mobile data communication device has properly authenticated itself to said mobile
device server; means, responsive to said association determining means and said
authentication determination, for redirecting protocol data units from said mobile
device server directed for delivery to said mobile data communication device over
said first network connection over said second network connection; and a
transmitter for fransmitting protocol data units over said second network
connection.

[0009] Other aspects and features of the present invention will become
apparent to those of ordinary skill in the art upon review of the following
description of specific embodiments of the invention in conjunction with the
accompanying figures. |



description of specific enbodinments of the invention in conjunction with
the acconpanying figures. 4 BRI EF DESERI PTI ON OF THE DRAW NGS [0010] In
the figures which illustrate exanpl e enbodinents of this invention: [0011]
FIG 1 illustrates a comunication network including an enterprise with a
Wi rel ess connection to a nobile data conmuni cation device; [0012] FIG 2

i 11 ustrat @GRIEMDEBORIPTAONADF TFRIPRWINGE | e data comuni cation device
for use in the conmunication network of FIG 1; [0013] FIG 3 illustrates a
comuni cati on network including an enterpri se with a wreless connection
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FIG 4A illustrates packet flow in an authentication sequence between a

nobi | e devj ce._server and a nobil e data conmmuni cati on devi ce, where the
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is initiated by the m)bl I e deV| ce server; [0016] FIG 5 illustrates packet
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including two enterprises, one enterprise with a wireless connection to a
nobi | e data conmuni cati on devi ce

[0014] FIG. 4A illustrates packet flow in an authentication sequence between a
mobile device server and a mobile data communication device, where the
sequence is initiated by a mobile data communication device;

[0019] FIG. 4B illustrates packet flow in an authentication sequence between a
mobile device server and a mobile data communication device, where the
sequence is initiated by the mobile device server;

[0016] FIG. § illustrates packet flow in an interleaved authentication sequence
between a mobile device server and a mobile data communication device, where
the sequence is initiated by the mobile data communication device;

[0017] FIG. 6 illustrates steps of a method of handling, at the bypass router,
packets from the mobile device server to the mobile data communication device
according to an embodiment of the present invention;



and a bypass router, and second enterprise including a second bypass
router, where the bypass routers may cgmmunicate with each other according
to an enbodi nent of the present invention; and [0020] FIG 9 schematically

illustrat ex lary design for the bypass  router of FIG 3 according
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i nstance, N '™ crosoft T™M Exchange Server providing e-mail, cal endar
events and contact details, is connected to a wide area network (WAN, such

as the public Internet) 108 via a firewall or proxy server 106. Miltiple
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an exenpl Whereds Pypassreuiare maweemawinicate witheachegtheeaeemdisgitodnt o one or
ot her of Ie%o%rﬁ%ﬁé@th%@rr%%&ir'f\f'etn\f@ﬁkén&lo' [ 0022] The nobile device 112

may be connecte over a'direct connection. Typically, this
di rect connection is acconplished by placing the nobile device 112 into a
o fit the nobile device 112. The cradle

"cradl e" t sh custom zed t
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di rect comﬂ%@'sﬁé@gﬁgwgm?ﬁ%out t0 ﬁe Srg%%#?ﬂﬁ?%ﬂr]%_e as a
connection cable plugs directly into the nobile device 112. Alternatively,

a local w nection (e.g., using BluetoothTM networki ng technol ogy
or infra\r,\@ggﬁg?l\%ngQMg technol ogy) may be utilized to connect the nobile
device 112 to the PC 120C. [0023] The enterprise 100 may take advant age of

centralized nanagenent services for wireless comunications by installing
a nobi | e [@8¢ilLe illegtrated ind1@. 1, an enterprise 100 includes a local area network

(LAN) 118 with a number of network nodes 120 (such as suitably configured
personal computers--PCs 120A, 120B, 120C) connected to a central enterprise
server 102 via the LAN 118. The enterprise sefver 102, which may, for instance,
be a Microsoft™ Exchange Server providing e-mail, calendar events and contact
details, is connected to a wide area network (WAN, such as the public Internet)
108 via a firewall or proxy server 106. Multiple wireless carrier networks 110X,
110Y, 110Z (collectively or individually 110) operated by wireless carriers also
connect to the WAN 108, as does a relay 107. An exemplary wireless carrier
network 110X of the multiple wireless carrier networks 110 is illustrated as
connected to the WAN 108 via a connection to the relay 107. Mobile
communications devices, such as an exemplary mobile communications device

112, may be connected to one or other of the wireless carrier networks 110.

[0022] The mobile device 112 may be connected to a PC 120C over a direct
connection. Typically, this direct connection is accomplished by placing the mobile
device 112 into a "cradle" (not shown) customized to fit the mobile device 112.
The cradle is generally connected to the PC 120C by way of a standard 9-pin
serial cable connection or a Universal Serial Bus (USB) connection. Often the



a connection via the firewall 106 to the WAN 108. [0024] FIG 2 illustrates
t he handhel d nobi |l e communi cati on devicg 112 including a housing, an input
device (a keyboard 224) and an out put device (a display 226), which is
preferably ull gr.aphic or full color quid Crystal Display LCD)
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vertically, or may take on other sizes and shapes (including clanshell
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comuni cakiconpectopgirIhe vl 106 sdid ywangegconmuni cati ons subsystem 202;
t he keyboard 224 and the display 226, along with other input/output
devices including a set of auxiliary I/O devices 206, a serial port 208, a
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tenporarily loaded into a volatile store, such
device 112, in response to actuation of keys on the keyboard 224 by a user.

[0025]  The housing may be elongated vertically, or may take on other sizes
and shapes (including clamshell housing structures). The keyboard may include a

~mode selection key, or other hardware or software, for switching between text
entry and telephony eniry.

[0026] in addition to the microprocessor 228, other parts of the mobile device
112 are shown schematically in FIG. 2. These include: a communications
subsystem 200; a short-range communications subsystem 202; the keyboard 224
and the display 226, along with other input/output devices including a set of
auxiliary 1/O devices 2086, a serial port 208, a speaker 210 and a microphone 212;
as well as memory devices including a flash memory 216 and a Random Access
Memory (RAM) 218, and various other device subsystems 220. The mobile device
112 is preferably a two-way radio frequency (RF) communication device having
voice and data communication capabilities. In addition, the mobile device 112
preferably has the capability to communicate with other computer systems via the
Internet. '



as the RAM 218. Communi cation signals received by the nobile device may
also be stored to the RAM 218. [0028] Fhe m croprocessor 228, in addition
to its operating systemfunctions, enables execution of software
applicatiﬁm?fflt e bile device 112. A redeterm ned set of _software
appl i cati that VRBIALNGISYSiEE sothware ex Py S MICTORERLesson 298 it e
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nmessages, | t oice mail nessages, appointnents, and task

i temns. Thgggtﬁéggéltﬁ%%@@%s al so preferably capable of sending and
receiving data itens via the wireless carrier network 110. Preferably, the
data itensg managed by the PIMapplication are _seanm essly integrated,
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communi capredeterminee speoff softveatetdpplivgtiorisithat eontralibzgid device beysitiens 200, and
possi bly throggg t he short-_ra_nge communi cati ons subsystem 202. The
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antenna 2 omuni cat1on subsyste al'so 1 ncludes a
pr ocessi ngenaldypass moclulea23@C rday atsal besingtedied mmothe saobild SRYe 438, dusing | ocal
oscillators ) 260. The specifi.c desi gn and j npl enentatiqgn of the
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whi ch t hesgraRareameauies Silldditated dsiPBIRT sbwaRPRIcALR: 256N, ﬁgﬁ:mghsy pehe
comruni cation subsystem 200 of the nobile device 112 may be designed to
oper at e viior nstarcevishperssmal infosmatio ManagecéRBdsaipplication, may be installed

during manufacture. The PIM application is preferably capable of organizing and
managing data items, such as e-mail messages, calendar events, voice mail
messages, appointments, and task items. The PIM application is also preferably
capable of sending and receiving data items via the wireless carrier network 110.
Preferably, the data items managed by the PIM application are seamiessly
integrated, synchronized and updated via the wireless carrier network 110 with the
device user's corresponding data items stored or associated with a host computer

system.

[0029] Communication functions, including data and voice communications,
are performed through the communication subsystem 200, and possibly through
the short-range communications subsystem 202. The communication subsystem
200 includes a receiver 250, a transmitter 252 and one or more antennas,
illustrated as a receive antenna 254 and a transmit antenna 256. In addition, the
communication subsystem 200 also includes a processing module, such as a
digital signal processor (DSP) 258, and local oscillators (LOs) 260. The specific



Packet Radi o Service (GPRS) nobil e data conmmunication networks and al so
designed to operate with any of a varieky of voice conmuni cation networKks,
such as Advanced Mobil e Phone Service (AMPS), Tine Division Miltiple
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Mobi |l e Subscriber ldentify (I1MSI) nunber. [0031] Wen required network
regi stration or activation procedures have been corrpl eted, the nobile

device 11 d'%?’ qT%m%@g g{lba“ Wi rel ess
carrier net I gnal's r ce| %%G&%ﬁgﬁy\n FZ%%R]\??&P%@? net wor k
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the DSP 258 to perform nore conple comruni cat I on functions as
denodul at hetwaiktechastepyndor exampis, rlm Mabitexti networks gmabite tevibes arainsni t t ed

to the w fe%lisetg?ed:& EHeerrlethec}r%rs#ng a R/Io%ltex Access Number (MAN) associated with
each device and in DataTAC™ networks, mobile devices are registered on the

network using a Logical Link identifier (LLI) associated with each device. In GPRS
networks, however, network access is associated with a subscriber or user of a
device. A GPRS device therefore requires a subscriber identity module, commonly
referred to as a Subscriber Identity Module (SIM) card, in order to operateona
GPRS network. Despite identifying a subscriber by SIM, mobile devices within
GSM/GPRS networks are uniquely identified using an International Mobile
Subscriber Identify (IMSI) number.

[0031]  When required network registration or activation procedures have been
completed, the mobile device 112 may send and receive communication signals
over the wireless carrier network 110. Signals received from the wireless carrier
network 110 by the receive antenna 254 are routed to the receiver 250, which
provides for signal amplification, frequency down conversion, filtering, channel

selection, etc., and may also provide analog to digital conversion. Analog-to-digital



processed (e.g., npdulated and encoded) by the DSP 258 and are then.
provided to the transmtter 252 for digital to anal og conversion,
frequency up conversi on, fil teri ng, anplification and transnission to the
wi rel ess carrier {@_Prk 110 vvor ksb via the transmt antenna 256.
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the micr oﬁﬁ@ﬁ@@s&fﬂpm‘mtl%lﬂndrtrmaslon@ﬂh&\l\lﬂeaﬂs&armmwmk 410 éomati vel y

to sone o I | 6. A device user may al so conpose
dat a |tenégm%ﬁ{%3(g tgérngn/ﬁ%gi 3@%@?%59 ng the keyboard 224 and/or sone
ot her auxiliary 1/0O device 206, such as a touchpad, a rocker switch, a

thunb whe or sonme other type of input device. The conposed data itens
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d er al |
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signals for tra SINER enerated by a m crophone 212. Alternative
vo?ce or adaprtve Y@P@WE‘)@?‘@?\"&% aytematis %'@@PBKOI algadthgs iementag in

subsyst empTBY%EPY ?@ be inplemented on the device 1112. In = addition, the

di splay 226 may also be utilized in voice comunication node, for exanple,

to display the identity of a calling party, the duration of a voice call,
all related informti 5] .The short-range
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200 and is input to the microprocessor 228. The received signal is then further
processeq by the microprocessor 228 for an output to the display 226, or
alternatively to some other auxiliary I/0 devices 206. A device user may also
compose data items, such as e-mail messages, using the keyboard 224 and/or
some other auxiliary I/O device 206, such as a touchpad, a rocker switch, a
thumb-wheel, or some other type of input device. The composed data items may
then be transmitted over the wireless carrier network 110 via the communication

subsystem 200.

[0034] In a voice communication mode, overall operation of the device is
substantially similar to the data communication mode, except that received signals
are output to a speaker 210, and signals for transmission are generated by a
microphone 212. Alternative voice or audio I/O subsystems, such as a voice
message recording subsystem, may also be implemented on the device 1112. In
addition, the display 226 may also be utilized in voice communication mode, for
example, to display the identity of a calling party, the duration of a voice call, or -
other voice call related information.



range communi cati ons subsystem may i ncI ude an infrared device and
associated circuits and conponents, @ Bl uet oot hTM communi cati on nodul e
to -provide for comunication with si m rl'y-enabl ed systens and devi ces.
[0036] In FIG_ 1, _the nobile device 112 nay beconme associated with the
ent er pri sd0838] t hibaghottHange cemmuniaalicns Bibsieient 382 enableshi | e devi ce 112
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be the upIdmnbesgmichmet&i/n@mededsarﬁlyfbe%irrmﬁr(ﬂé\ﬁcé@mdr%xdm{ﬂ@ethébi’loﬁo the PC

120C and the downl oadin a Unique Identifier (U D) of the nobile device
server 104aRgefFPMpRLTpeat %Z@@Ltbéyﬁtﬁé" WH?‘F'Bd%é‘Vl'BféaT?ﬁ levigeand apseciated

i dentifier. | &b 112
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U D of theomrbuhieatiervwith mﬂm&-edﬂ;ledsysinMslawhbdevm%. change. [0038] To
provide centralized wrel ess managenent services, the relay 107

establ i shes a conmuni cation path with the nmultiple wireless carrier
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wirel ess pgnpec. network 11 OX has an established comrunication path to

relay 107. [0039] The nobil e device server 104 provides the U D for the
nobi | e device server 104 and the current address of the nobile device
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centrali zmlénluﬁaa@ahemhomfe devied @$2 to €RTPTNM Z00 bAd She dowh@ddivgof Af ter the
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mobile device 112 {e.g., a device identifier may be burned into the mobile device

112). The UID of the mobile device server 104 normally does not change.

[0038] To provide centralized wireless management services, the relay 107
establishes a communication path with the multiple wireless carrier networks 110.
Specifically, the relay 107 may have an established communication path with each
of the wireless carrier networks 110Y, 110Z that is connected to the WAN 108
through a virtual private network (VPN). Further, each wireless carrier network
accessible only over a private line may have a private line to the relay 107. Thus,
for example, the exemplary wireless carrier network 110X has an established
communication path to relay 107.

[0039] The mobile device server 104 provides the UID for the mobile device
server 104 and the current address of the mobile device server 104 to the relay
107.

[0040]  With the described set-up, the mobile device server 104, in conjunction
with the relay 107, may provide centralized management of wireless

communications, as follows. After the mobile device 112 registers (in conventional



whi ch the nobile device 112 is associated. This registration packet is
received by the wreless carrier net k 110X and directed to the rel ay
107 with an identity of the wireless carrier network 110X. On receiving
this registration packet, the relay 107 associates the wireless carrier
network 110X with the device identifier and returns a packet to the nobile

device 11 [ ; { bile
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carrier networks 110 to which a connection has been established.

Al ternati ay, 107 return t packet to the nobile device
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ent er pri s@ataamit’of FIG 3 not found in the enterprise 100 of FIG 1, a

bypass router 316 is provided in the |ink between the nobile device server
104 and the firewall 106. The bypass

[0042] A packet from the enterprise server 102 intended for the mobile device
112 is addressed by the mobile device server 104 to the relay 107 and includes
the device identifier of the mobile device 112. The packet is forwarded to the relay
107 via the firewall 106. On the one hand, if the relay 107 holds an association of
the device identifier with a given wireless carrier network 110, the packet is
forwarded to that wireless carrier network 110. On the other hand, in the absence
of such an association, the intended recipient mobile device 112 may be
considered to be unreachable, i.e., not currently connected to, or registered with,
any of the wireless carrier networks 110 with connections to the relay 107. In such
circumstances, the relay 107 may simply store the packet until the relay 107
becomes aware of an association of the recipient mobile device 112 with one of
the wireless carrier networks 110 to which a connection has been established.
Alternatively, the relay 107 may return the packet to the mobile device server 104
with an indication that the 'mobile device 112 is unreachable. |



router 316 nmay be | oaded with conmputer executable instructions for
executing nethods exenplary of the preifnt I nvention froma conputer
readabl e nedi um 314, which could be a a tape, a chip or a random
access nmenory-containing a file dowl oaded froma renote source.

Simlarly, the PC 120C may be | oaded w th conputer executable instructions
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wireless, for instance, if the PC 120Cis a ljtgﬁpfﬂéﬂ?oﬁmer and is bei ng

used i n ad fie devinfoasiedfmrmeerasmels. squoee SSimiary gsay hefloadade

bypass ro r 906.

b nect eq W qatdbued ekecdiabsAhstyAbas SGt xec Bpo PR RpRlERE 3 M, i i
the vari opsesntir@ntionfranne conbguter reslaBROmeltirh G243whidh cdidd becidigk, a a
transmtter 922A .and a receiver 920A allow communication with the LAN 118,

a transni {4R& 2GYRORATARIPECRGGRSE NLHRN-PeriAINNCh#IA dewnloades f1eM e nobi | e
devi ce seruf e]%hegd a transmtter 922C and a receiver 920C all ow

conmmuni cat1 on the firewall 106. In addition, the processor 906 nay be
connected to a nenory 904. Although FIG 9 shows three different interfaces

tnder st oo B2 AR MARE Bppaie appeckeh pFo ezt toabiC TREE ES%EE@ fout er
géﬁnéit rg[??as%d(té*%rﬁr%tt#%ee ggﬁr%v}%sg?(\%gra M&lghAMtI"wﬂl\ﬁ?%% t?g n?é&l; ewal |
106 al | oosly have a;anmectmrtbetbve«Nm anchmaychanecsstablishedia Wotuatonnect i on
bet ween tBﬁvgt% igl rQWPN})] connectfon to the LAN 118 (via the firewall 106, but

bypassing the relay 108), as is common practice. The connection between the PC

120C and the WAN 108 may be wired, for instance, if the PC 120C is in the user's

home and the enterprise is at the user's workplace. Alternatively, the connection

between the PC 120C and the WAN 108 may be wireless, for instance, if the PC

120C is a laptop computer and is being used in an airport or coffee shop.

[0045] An exemplary design for the bypass router 316 is illustrated in FIG. 9 to
include a processor 906. Connected to the processor 906 are elements to allow
communication with the various elements of the enterprise 300 of FIG. 3. In
particular, a transmitter 922A and a receiver 920A allow communication with the
LAN 118, a transmitter 922B and a receiver 920B allow communication with the
mobile device server 104 and a transmitter 922C and a receiver 920C aliow
communication with the firewalt 106. In addition, the processor 906 may be
connected to a memory 904. Although FIG. 9 shows three different interfaces
(each including a transmitter 922 and a receiver 920), it should be understood by
a person of ordinary skill in the art that the bypass router 316 is more likely to



device 112 in conbination wth the | ocal connection between the PC 120C and
the bypass router 316 nay be utilized igr delivery to the nobile device
112 of packets fromthe nobil e device rver 104 when the nobile device
112 is in the cradle or otherw se provided with a direct connection to the
PC 120C. ThelHdparsingleld\N fderfagshyvits legical consectiens toahe ropkilegeiies seoerer

316 redi r ejiss ”ﬁg@tfﬁ%@ Pﬂ’:ﬁek%@ 1?&23” JaLy 'thg sgﬁyé ?'?eon over the |ocal

connection to irec connec "th the nobil e
device 112. To facilitate such redirection, the PC 120C nmay be provided

wth ab driver, inplenented as conputer executable instructions
(From t he [0348)ut el PVarigh, &16,duechAonnastiex betiaah bR Thd 266 axbthe mobia7]
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bypass router 316 that the direct connection has been establishe As part
of the esmabilestamice sever 164 dihedrypass ooutec 8il Gmedirénts papkeats déstined for the

det er m ne ' tl of th bile device,1 t hat . when

i ndi cat i né“%‘ﬂ%tiééﬁ‘g%Ei%?"%{?ﬁjf’égfé’“ﬁﬁs on “ml'%‘éc@%?(;m%g?%dm% been
est abl i shednhbetiddyRas shalfiobds delvize 1120 TeAtaefitdt 8ucH eddirdctiop! tHdecmalyd e
device 122 with which the direct. connection has been established. The

bypass r oli@%bgppvidediwitha bpassattivendmplemanted ageomputanexectable
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| ocal connection to the PC 120C. In the reverse direction, the bypass
jupction with the bypass driver, directs packets from

{ ﬁgt %b?ﬁ%@é& colhia bypass ivengbinePEu 20 detacle theresfablighngentnf  dieect) ocal
Cona gor oo SAERLARSRIREES, 124 318 oty B RRESTHL Pl I
conf i gur ethetrorecpiveaterempiegt, ficnh thee siobié elevivabl 12, tdéornta localiconneeliat enwi t h
a main rmla) ipla(?h gloe Yhiecr%o%ﬂg dglﬁlljcléi elrveer"%ﬁ?ﬂc;wer{l%?j tlh% by%%\éis%?ﬁfér, instead,
forms a local connection to the bypass router 316. In response to receiving the
request, the bypass driver indicates to the bypass router 316 that the direct
connection has been established. As part of the establishment of the direct
connection, the bypass driver determines the identity of the mobile device 112
such that, when indicating to the bypass router 316 that the direct connection has
been established the bypass driver also indicates the identity of the mobile device
122 with which the direct connection has been established. The bypass router 316
and the PC 120C then form a local connection. Subsequently, packets from the
mobile device server 104 to the mobile device 112 are diverted away from the
connection to the relay onto the local connection to the PC 120C. In the reverse
direction, the bypass router 316, in conjunction with the bypass driver, directs
packets from the mobile device 112 to the mobile device server 104. As such, the
local connection between the bypass router 316 and the bypass driver may be
considered to be bidirectional. | |



[ 0049] Advant ageously, the bypass router 316 may be configured to support
multiple routes across nmultiple renote d local technologies to the nobile
device 112, based on the location of t nobi | e device at a specific point
intime. To this end, the bypass router 316 nmay be configured to maintain
a last-known | ocation of the nobile device 112. Such | ocation knomﬁedge

may be gai t hr L0t e i . £s betvveen t rem)
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bypass router 316 may be installed in the I nk, via the firewal
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with the PC 120C, the nobile device 112 identifies the nobile device
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route from the relay 107 to the mobile device server 104, the bypass router 316
may interpret packets passing between the two elements to determine the state of
the wireless connection to the mobile device 112. When either the local
‘connection or the remote connection is dropped, the bypass router 316 may
continually attempt to deliver a packet to the mobile device 112 using the dropped

connection while routing packets to the working connection.

[0050] As stated hereinbefore, the bypass router 316 may be installed in the
link, via the firewall 106, between the mobile device server 104 and the relay 107.
The bypass router 316 may divert packets over a local connection to the PC 120C
with a direct connection to the mobile device 112 when the mobile device 112 is
directly connected to the PC 120C.

[0051]  Upon forming a direct connection with the PC 120C, the mobile device
112 identifies the mobile device server 104 to which a connection is desired. In
response, the bypass driver initiates the formation of a local connection between
the PC 120C and the bypass router 316. In the event that the mobile device 112 is



open through a nmechanismcalled GCVWP "pings". This mai ntenance may be

conti nued even when all necessary servLﬁfs are determned to be avail abl e
t hrough the | ocal connection. [0052] For® each conventional wreless
(renmote) connection between the nobile device server 104 and the npbile
devi ce 112onpgeeaiptherakay il@é vigea waielessaartigpneimor 140 apingsGEMIGERSct i onal
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device server 104 and the relay 107, the nobile device server. 104 creates

a bi di recCPRIMIEdeVRIWhER R IINECRREATS SoRASeS BTR dpterTiesie he@vallAblas T out or

316 creat g5ofgRtish [&g[émcﬁgﬁnnect ion to the relay 107 via the firewall
106. These c%nnections may, for instance, be inplenented using the known

Transm ssion Control Protocol (TCP). The predeterm ned authentication
sequence en t he bil e device server 104 and the rel 107 ma ake
pl ace evemn tﬁiﬂ—f _ ef‘soé"vfeﬂﬁ?'@ %%?%(r?ﬁpﬁ)mcﬁ%@ @@%%&%@P@%s
through t BevieeREha @4 £ Bl hbBIDYBAES 112U mdbfe heyfeass%nt/érr@égh

authentication protocol packets containing a connection-specific
aut hent i ctpicallylcsgaten@ hidirectional ogrnedtiontthdhe reldy 167 niThe dnahitenderice at i on

sequence. , ter 316 does not .have to be configured
oih e seiel 1P4 an e 2480 3Dz AddHb Ricale Baff Sl Unt 8 5reGe Bl It s ne
cor r espongdith@nésititinédfirinceNVikRin the®AR|es routeh 8 18YPristallcdlihthe fidk My be
configured to maintain a record associati ng each connection to the relay

] . g . C
107 wit h belvagndhenaebilesdevies servesd0diang thpaelaysia7e thr mabile davicaeserven .

[ 0053] A si L fins d ' : i .catl r used to
i Tow @ niodstied aRiffetb A5 tortitciofb BB Bl glF gt
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of the tryue nature of the evice (relay 107 or nobile device 112) with
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t he bypassequancerbeddéen dine mmbilé devicecssséui 04 ant dine relay 107 may take
place even when the bypass router 316 is interposed between the devices
through the configuration of the bypass router 316 to pass through authentication
protocol packets containing a connection-specific authentication key and UID
employed in the predetermined authentication sequence. As such, the bypass
router 316 does not have to be configured with the UID already associated with
the mobile device server 104 and the corresponding authentication key. However,
the bypass router 316 may be configured to maintain a record associating each
connection to the relay 107 with the UID that is associated with the mobile device

server 104.

[0053] A similar (if not identical) authentication protoco! may be used to allow
the mobile device 112 and the mobile device server 104 to authenticate each
other. Ideally, the mobile device server 104 is unaware of the true nature of the
device (relay 107 or mobile device 112) with which the sequence of authentication
packets is being exchanged. Preferably, the exchange of authentication packets

between the mobile device 112 and the mobile device server 104 occurs in a



wi t hout knowi ng the secret key held by the nobile device 112 and the nobile
devi ce server 104. [0054] An exenplary At henti cati on protocol conbines two
runs of the Schnorr identification schene to provide nmutual authentication

for the nobile device 112 and nobil e device server 104. For information on
t he Schnorpanigsipwhichhthiedpase iewer 348£an veribnayeoesshl ayfentisatiohot and S.

1907, °[ oot RHERA g iRl kel e B9 R MEpI TRy 02 afthelfigbie "o YO

i |l ustrat @évice delrier 4. al l ows the nobile device 112 to authenticate itself
to the nobile device server 104. |In particular, the nobile device 112
sel ects a random nunber and determ nes a conmtnment using a naster

encryptio T ' L oe 1l %ﬁ'ﬁb ' t e
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a random ddtextifieatien scrierse talpravide ohdlid! @utfenticatioe fordhelneobiltedeviee 112 (st ep
404A). The bil.e device 112 en uses the receiv chal | epge .. along with
Che. bri gi AR TARIA R BEMEr d 04et of RiarEatopiagine SHuarbHerbiatione 112
then sendschémePseon. Merd28sPDdie ObpadHee aB8'S Varkichd, HARIMRRAY. The

mobil e device server 104 uses the conmtnent, a publi ¢ cryptographic key

associ at eAppligd Crypiegrativi ER{e Press, Neav Yore New dforlartPYhe chal I enge to
aut henticate the nobile device 112. [0056] The second run of the Schnorr
identification scheme, illustrated in FIG 4B allows the nobil e device

server 10fog55]autTienfirse adreof theeddhriotr ideatificitiohescheme fllustrbed INFIER4A cul ar,
the nobil e device server 104 selects a random nunber and determ nes a

commi t nenfllows fhe Mebiledevise Eitoaithenticals itselfto thepmpbile devise seeanidd. 104
th d , ' , , ' ' , bi |
v oo 115 BaTicERE e BRI AoVl 172 Weldbis & Yhfiforh HunhGo e L déBImipER, 01! €
mobi | e degomeniteenarsiigd niastepedOrPlion Koy Thebmobild elevive BEX then skdist hen

Sexer m netie Samaineni e oedb it 0 i ABen) NGB ke o
comm trent g e TaflafibBlepdd 8pisehig IRFEhERAE IO, |
devi ce sedevice 102, (steped @HA)oThamiobiteedevice 112 then uses the received challenge
along with the original random number to determine a proof. The mobile device
112 then sends the proof to the mobile device server 104 (step 406A). The mobile
device server 104 uses the commitment, a.public cryptographic key associated
with the mobile device 112, the proof and the challenge to authenticate the mobile

device 112.

[0056] The second run of the Schnorr identification scheme, illustrated in FIG.
4B allows the mobile device server 104 to authenticate itself to the mobile device
112. In particular, the mobile device server 104 selects a random number and
determines a commitment using the master encryption key. The mobile device
server 104 then sends the commitment to the mobile device 112 (step 402B). The
mobile device 112 selects a random challenge and sends the challenge to the
mobile device server 104 (step 404B). The mobile device server 104 then uses
the received challenge along with the original random number to determine a
proof. The mobile device server 104 then sends the proof to the mobile device
112 (step 406B). The mobile device 112 uses the commitment, a public



chal l enge to authenticate the nobile device server 104. [0057] For econony
of traffic, the two runs nay be interl ed into a four- packet
aut henti cati on sequence illustrated in FIG 5. The nobile device 112

initiates authentication i diately after establishing a link with the
bypass r o&D@mg@Pb!&ﬁ)’Oﬁc’%ﬁ%‘j W(Btgit%% "b%t?){ A SEINPE ﬂgﬂti?eﬁP%fcfl‘%d ther andom
nunber an@haﬁé{gﬁfﬁé\ﬁﬁeﬁéﬁéhﬁ@nﬁ% bURBlsdigdMh4 he master encryption key.

The nobil e device 112 en sends the device commtnent to the npbile
device server 104 (step 502). The nobile device server 104 selects a

random nu an det er m ne .server comm tnment . ysi ng the naster

encrypt | ol UE) " T sBienY S dhg o dhng BERs SR eddnte BiRTe

chal | enge papRetsRINEntidatioR 8bYBEnce MIEIrAEANA FGJ5! The ARHIBISEY 1 £00e to the
nobi | e device 112 (step 504). The nobile device 112 then uses the received

chal | enge iniigiag awthentication imgediately afied eatablishiog a linkdwitle the bypassdeutare

pr oof . Thg gnbile device 112 also selects a server challenge and sends the
devi ce pr 8 "and the server challenge to the nobile device server 104
(step 506). The nobile device server 104 uses the device conmtnent, a
public crf to?raphic key associated with the nobile device 112, the device
proof and &}5@ deviheemoke denige 112 inlieky selecta a randormswimber@ddi ce  112. The

nobi | e deyj V, : . | I ong
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(step 508). T bile device 112 uses the server commtnent, a public
crypt ogr ai?ﬁ?f?: gﬁ%&/ rﬁﬁs%'BEﬁ%FQHCWSPﬁVQFH@‘Hﬁ%Wté f@pdee REnber and4, the server
proof and V. ' ' ' erver
Toa. " [ 005a] S RARE 8 serner Sl RHgh U IR et B ke TRE BRI, een

t he nobidevidesener 104 alsal sefebisl @ ddeice chaemgeand 8éndsmthauservehe i nf or mati on

broper |y CITENT anbete euireci lpTas 16 i FIOBlP AevicerEl s SOf o e 516
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server proof, the server al | enge and the server Conmitnent and may
det er mi ne;a@dgm/nu@bpr tidetermingna dgvice proof. The mobile device 112 also selects a

server challenge and sends the device proof and the server challenge to the
mobile device server 104 (step 506). The mobile device server 104 uses the
device commitment, a public cryptographic key associated with the mobile device
112, the device proof and the device challenge to authenticate the mobile device
112. The mobile device server 104 also uses the received server challenge along
with the original random number to determine a device proof. The mobile device
server 104 then sends the server proof to the mobile device 112 (step 508). The
mobile device 112 uses the server commitment, a public cryptographic key
associated with the mobile device server 104, the server proof and the server

challenge to authenticate the mobile device server 104.

[0059]  The bypass router 316 may record the information sent between the
mobile device 112 and mobile device server 104 and use the information to verify
that the mobile device 112 and mobile device server 104 have properly
authenticated each other. In particular, the bypass router 316 may determine a
server product from authentication factors including the server proof, the server
challenge and the server commitment and may determine a device product from



aut hentication factors including the device proof, the device chall enge and
the device commtnent. |If the server pk?duct does not equal the device
product, the bypass router 316 may consider that the nobile device 112 and
nobi |l e device server 104 have not properly authenticated each other. The
bypass rogtithenicgtiondacters ingrdingdhe devigerypot thavdevicechallengmard #1e packet s

until suc t4 f | cat] Once
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from then{g_?bb' ' ' ' kg 11 lustrated
in FIG 6. heéggyp Sr%&;%ﬁ?{éﬁfng%gﬂ%@%rrt |t3@ﬁéfﬁ?%§)elr?tﬁguéé%§g et (step 602)
sent by t hempigtidneof tHe eiutfendieatien séqence.t he nobil e device 112. The bypass

router 316 may then exam ne the destination address of the packet to
determ ne the device identifier of the nobile device 112 (step 604) to

whi ch t hejoppfet Ofica il b8 davidedeioeidy Béen MliMichasatchdy Higthbbiced mobil e
device 112 is known to be connected via a bypass driver (step 606). If the

bypass r odevice BeevalchOd; hankiew of packetstfeom &)e mobile devicei seavieri 104t thebi | e
device 112 i.s_cpnnec Vi s driyer ecuted at .t he PC 0C, the
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nobi | e desiér%dﬂéi"lék@nf)h@y REIR6S of REh@ING, 8t the IPNRIssGBEter ABNPEEKETS fioAat t he
connection to the nobile device 112 via the relaé 107. [0061] If the

connect i other @obile dapieeserrnildetotne mebile drevies p34 &s Hlpstratediia Filgefelhened to

be the |l o 0 ' : t i .nacket to
The e 198 R R a4 Bablut Efoo tiE SehFRkIng figpinc
connect i odevioe sheverdigdl to the waldleldiediod 412 'khe BYpassiiditdrs3 tohmaly eken cost
connection, the ass router 316 transmits the packet to the re|lay 107

(step 6125%@RWE th_gy hefierhaddress of the paekesifto ﬂ&@ﬁrm’%_éh‘# device _iqﬁl*ﬂiiﬁ@f/ﬁﬁss
connect ed g eBgUBTE (PG BUNBINERTe B T fuIcEScd S dtifthine oy
t o t he relhgthEdthg glemiifiéd A)obile devian ¥t is knmavn thaeonné&ed via a bypass

driver (step 606). If the bypass router 316 determines, for instance, that the

identified mobile device 112 is connected via a bypass driver executed at the PC

120C, the bypass router 316 then determines (step 608) whether the connection

to the mobile device 112 via the bypass router is a lower cost connection that the

connection to the mobile device 112 via the relay 107.

[0061]  If the connection to the mobile device 112 via the bypass router is
determined to be the lower cost connection, the bypass router 316 diveris the
packet to the PC 120C (step 610). If the bypass router 316 determines that the
connection to the mobile device 112 via the relay 107 is the lower cost connection,
the bypass router 316 transmits the packet to the relay 107 (step 612) in a

conventional manner.

[0062]  Additionally, if the bypass router 316 determines (step 606) that the
mobile device 112 is not connected via a bypass driver, the bypass router 316
transmits the packet to the relay 107 (step 612) in a conventional manner.



[ 0063] Notably, the characteristic used to distinguish the connections
(step 608) may be any one or nore metri)%;s, where cost is given as an
exanple netric. Speed and reliability a given connection are other
exanple netrics. Since the connection to the PC 120C at which the bypass
driver is executed in conjunction wth the connection (serial, USB,
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cradl e. Shbat ignthebynassventesi3d6gnay be anniigurasseo thas thy [eeek cennaddiont o
transmt gp‘,ﬂsnw é'..ndi cation to the bypass router 316. Preferably, the
er 3 én

bypass rou Upon receiving such an error indication, reports to the

nobi | e device server 104 the non-delivery of the packet. This assunes that
ice_server. 104 is configured to support _packets being
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know edgea32 ?o where to route a given packet received from the mobile device 112. The
bypass router 316 may initially receive a packet sent by the mobile device 112 to
the mobile device server 104. The bypass router 316 may then transmit the

packet to mobile device server 104.

[0065] A packet sent to the mobile device 112 via the bypass router 316 and
the bypass driver at the PC 120 may be found to be undeliverable, for instance,
when the mobile device 112 has been disconnected from the cradle. Such an
undeliverable status may cause the bypass driver to transmit an error indication to
the bypass router 316. Preferably, the bypass router 316, upon receiving such an
error indication, reports to the mobile device server 104 the non-delivery of the
packet. This assumes that the mobile device server 104 is configured to support
packets being returned in the case of an unreachable mobile device. The mobile
device server 104 may then perform a normal set of non-delivery error handling
procedures, which procedures often include a second attempt to deliver the

packet (a "retry"). The mobile device server 104 is not provided with knowledge



that the packet delivery attenpt was sent via the bypass driver to the
nobil e device 112. [0066] In an anothet.instance, the nobile device 112 is
initially not connected to a PC 120 a is simlarly unreachable via the

w reless carrier networks 110. A packet sent to the nobile device 112 by

t he nobi | dhafeihpqacket daliverpatterpt wiessentvia the bypashipiverstortbateobi®l6 to t he
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the packet to the bypass driver at the PC 102, where the packet is forwarded to

the mobile device 112.

[0067]  Notably, the bypass router 316 may be configured to forward the packet
to the bypass driver upon receiving the "unreachable" indication from the relay
107. However, simplicity of design is maintained by sending the packet all the way
back to the mobile device server 104, as standard mechanisms for doing so
already exist.

[0068]  In the case where the mobile device 112 loses wireless connectivity
(i.e., loses a connection to the wireless network 110X) but maintains connectivity
to the bypass router 316, the bypass router 316 may inform the mobile device
server 104 that the mobile device 112 is connected and available to receive data.
The mobile device server 104 is, ideally, unaware that the connectivity to the
mobile device 112 is via the bypass driver. The end result of this transparency is
delivery of data from the mobile device server 104 to the mobile device 112, and
vice versa, even when wireless connectivity is not available. |
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104 via t relay 107. Therefore, ose packets. that the bypass router 316
i s unabl eggwgr%ﬁ%’é‘ymuﬁ‘ﬁﬂwﬁ‘?@@ ‘I/II%IQSQf?nﬂﬁﬁi“’l'I&\F%SRQPt‘BEII/f orwar ded, by
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.[0070]  When negotiating the use of the direct connection, the mobile device
112 may be required to provide a list of services to contact. The bypass driver
may be capable of determining which of the services, in the provided list of
services, are accessible. For example, the bypass driver may be pre-configured
with a list of accessible services, or a protocol between the mobile device 112 and
the mobile device server 104 may be initiated to test for accessibility through the
bypass driver. Since the bypass driver connects through the bypass router 316 to
the mobile device server 104, the bypass router 316 may not be able to route
certain services such as web client applications or peer-to-peer applications that
the mobile device 112 can normally access when connected to the mobile device
server 104 via the relay 107. Therefore, those packets that the bypass router 316
is unable to route to the mobile device 112 may have to be forwarded, by the
bypass router 316, to the relay 107 for further routing.



bypass router 316, to the relay 107 for further routing. 22 [0071] The
bypass router 316 offers an additi onal égvel of security for packets
rout ed between the nobil e device server®™104 and the nobile device 112 as
conpared to the scenari o wherein packets are routed via the relay 107 and
the wreless network 110. The bypass router 316 nmay operate a unique

hent i . .
the mobi | S20RD AR PPasEoer 1Rl baRGRa R DS S8E TP AARAT ! e
pr ot ocol , rotteddigiassn the ntabileidiceaserver 104 ahd dite hivbilovleivice teyvase 112 and

nobi | e devi ce servyer, 104 have successful ly authenticated each ot her
wi t hout n&RHRAEY XO b??o%qr\?é'oé’@é‘?@{“ p%‘a@@%ﬁ}/%m viagheelaystOyr ad ha ween

the mobl| Qiree<ethvbic 310, TREbYSadloi £ 3 RPMLGTonkidre 4 BRIBAE alife/MERASH
router 316 may al so offer the Serial bypass service to nobile devices that
oper at e uProlgewl aspad of thecpiotawad asee fovoeichaggés\batyeert thehmobidgdevic8073] I n

FIG 7, t ' 00 i.s illustrated with I ts | i th
the ent er A PAICBE Bo0q devie Sy O D itihiaks Prsigcantie B 700 of
FIG 7 notoliter 846 icRantvafifiea i inepild ARvRE ﬁlz%n&nio%nad@grc;éle ef Po4 1 722

Wr el essli; connected to the wirel ess router 722 i's a nobi evice 712 with
W.AN conha¥eisycesssiulppaitheaticaledriach otfertwithaup needingftorknexathe! secréle

The obi | SR Hodh b RERk AR B Diobe B TR ot i s
driver sobémard04built-in and, as such, not need to rely on a physical

serial link to a personal conputer. Essentially, the WLAN becones the
equi val ent of the local connection to the bypass driver and a connection

i nt er nal e | Vi Lval e of the direct
connect i o@gte?? we% hﬁaaﬂs&pﬂg@ﬁeré‘)ﬁ |%v'¥e{r89 %ﬁ?fﬁéenﬁgﬁgﬁgyaﬁoe%}fscs&w#ﬁzo bypass
rout er 31lMabile devices thabyperate fsing Witslets Lbbal M@bWQ\Aﬂ#MhQﬁWLM) t hat
operates jn."dual wreless nodes". The "dual - node" nobile device 712 may
suppor t tt‘?ﬁmgté)%rel ess Wde-Area Network (WAN) connectivity .via one of
the cellular network technol ogi es avail able through the wireless carrier
networks 110 as well as a WLAN connectivity via the wireless router 722.
The cel | UJ0A73]  In FiG. 7, an enterprise 700 is illustrated with many elements in

common with the enterprise 300 of FIG. 3. Among the elements of the enterprise
700 of FIG. 7 not found in the enterprise 300 of FIG. 3 is a wireless router 722.
Wirelessly connected to the wireless router 722 is a mobile device 712 with WLAN
connectivity supported. WLAN connectivity may, for example, be provided
according to IEEE standards such as 802.11b, 802.11a, 802.11g. The mobile
device 712 with WLAN connectivity supported has the bypass driver software
built-in and, as such, not need fo rely on a physical serial link to a persohal
computer. Essentially, the WLAN becomes the equivalent of the local connection
to the bypass driver and a connection internal to the mobile device 112 becomes
the equivalent of the direct connection between the 'bypass driver and the mobile
device. The bypass router 316 can offer a bypass function to the mobile device
712 that operates in "dual wireless modes". The "dual-mode" mobile device 712
may support typical Wireless Wide-Area Network (WWAN) connectivity via one of
the cellular network technologies available through the wireless carrier networks
110 as well as a WLAN connectivity via the wireless router 722. The cellular
network technologies include GSM/GPRS, CDMA/1X Evolution Data Only
(EvDO), or Third Generation Cellular (3G). The bypass router 316 then may offer
the bypass function when the mobile device 712 is connected to the enterprise



net wor k technol ogi es i ncl ude GSM GPRS, CDMA/ 1X Evolution Data Only (EvDO),
or Third Generation Cellular (3G . The pass router 316 then may offer
the bypass function when the nobile de e 712 is connected to the
enterprise 23 700 of FIG 7 via the WAN technol ogy. The W.AN type of
connect i vifi0P ofdylGod via BrasV\ded teahmotagyail betWLAhletype@mueda@tlvmtymmsbed | ocal

connectio onS|dered to,of f heap
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al t hough rohnettivitytmay bd cohbiglegedriy offersd fdr@bPCﬁhd falaercRita tidmefaiobi | e device
712 is connected to the LAN 118 via the wireless router 722 in addition to

bei ng con&BRIAAEAYIC he LAN 118 via a connection to the PC 120C and bei ng
connected to the relay 107 via the wireless network 11 OX. That is, the
bypass router 316 nay be required to sel ect between three connections to
the nobi | (0GIR]i ceAs 1l b¢ BPpidciated Falhough rotflilustiated)ttherey inag 2581fAtoA

il lustrated con I(_a]cte o se enterp 8008. Those el ements of the
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and a wireless router y, the first enterprise server 102A
and the fiR6EC anqdwegrcounecteﬁ]tﬁkhar@aydﬁﬁmﬂr[emneles‘smleauonmbi(])e Tdeti ce

104A,, [ 076 h | enent th d ent 8008
That are & i B g R shay G Rod R e slbetyienifcer boniPdiohaia

ent er pri SheSRiohRE deli@d&12a second bypass router 3168, the first LAN 118A
and a firewall or proxy server 106B, which firewall 1068 is al so connected
to the second bypass router 3168. Additionally, the second enterprise

server 6 conne d to a first

nobi | e de@%ngserIGgljé gﬂ%% #%@%@"&%@b&é?%«b ﬁﬁg?qeg ‘i B3eLRY i s only
W.AN capabhiergisb 860B.aRsR @lbatenité bhthefisSameRsisadudtia vuré Aiusfbiey 104B.
In such a case, the first bypass router 316A may becone the only router

for packelnsluds a fiest LAdbhEBASBNNECteddoiadirstentemriseosmver toRA M firas Bypassievi ce
aog o, PoutGea TN Bha & WirbBSL e sEIRSRANRBRAHY, thy Ardt BriphSd sbivet ™"

used for rou ets
102A and the first bypass router 316A are connected to a first mobile device

server 104A.

[0076]  Similarly, those elements of the second enterprise 800B that are
illustrated include a second LAN 118B connected to a second enterprise server
102B, a second bypass router 316B, the first LAN 118A and a firewall or proxy
server 106B, which firewall 106B is also connected to the second bypass router
316B. Additionally, the second enterprise server 102B and the second bypass
router 316B are connected to a first mobile device server 104A.

[0077]  Consider a mobile device 812 that is only WLAN capable and is
associated with the second mobile device server 104B. In such a case, the first
bypass router 316A may become the only router for packets to the second mobile
device server 104B from the mobile device 812 and in the reverse direction.
Consequently, the relay 107 is never used for routing packets to the WLAN-only
capable mobile device 812.

[0078] By installing the second bypass router 316B behind all corporate
firewalls, it is possible to create a hybrid wireless network cluster based on WLAN



capabl e nobil e device 812. [0078] By installing the second bypass router

316B behind all corporate firewalls, it,is possible to create a hybrid

wirel ess network cluster based on W.AN technol ogy. The first bypass

router 316A and second bypass router 316B can be self-configuring such
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shown via the first LAN I 18A and the second LAN 118B, there is an

al | owance May alspdeapigadiion VAN Bpgoretwosts bytihe snedrlandsusefulpess i lesan

provi de | cost routing and utilization of |andline networking
equi pnment, as well as redundancy in the case of failed network |inks, and
packet traffic |oad bal ancing. Interconnecting bypass routers 316 al so

al l ows pa to, flow across firewalls, .thus extending the range of
connect | viﬁ@@or A 95BBI¢ BYRass %'terdﬁé%?m‘@{;’@f%lt@rewﬁh(l‘BPWJﬁd&%D fai n.
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considered further advantageous'to a ata transrter
al ready bequlersotan, b interoonrectedh rescshicavn via the first-1AN tid @At anditHeossdond
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becones unavail able. [ ] By using explicit acknow edgenents, the bypass
rout er 3164yiPNEnt33s welgseduntdanayondbe ense o falledtnadwotklinies, padipetcket hat
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112 are nfipwackosuviredadld, e extending the range of connectivity for a mobile device
operating outside a corporate domain.

[0080]  Given the capabilities of the bypass router 316, it may be considered
further advantageous to allow for a data transfer that has already begun over a
remote connection to be re-routed to a local connection if a local connection
becomes available or, conversely, to allow for a data transfer to be continued over
a remote connection if a local connection, in use for the initial stages of the data
transfer, becomes unavailable.

[0081] By using explicit acknowledgements, the bypass router 316 (FIG. 3)
may be able to determine whether those packets that have been sent to the
mobile device 112 has been received by the mobile device 112. When packets
sent over a first connection to the mobile device 112 are not acknowledged and
the bypass router 316 receives an indication that the mobile device 112 has
become available over a second connection, the unacknowledged packets may

then be routed to the mobile device 112 through over the second connection.



t he bypass router 316 receives an indication that the nobile device 112 has
becone avail abl e over a second connectigg, t he unacknow edged packets may
then be routed to the nobil e device 112=through over the second connecti on.
25 [0082] Additionally, based on the cost and speed of the newly avail abl e
second connection, it may that |arger quantities of data nmay now be

t f th bi ) e .devi 12 t | tically be t f d
Lo the monrPaleyRodERRshy sesPuER e Gosl Bia Shted B hedba e skote |
| ar ger quaﬂbhinbbﬁ@nﬁtfmﬁ?‘ti@atﬂﬁbge'f'%\ﬁﬁntiﬁ&e@f @étéﬁﬁé@ﬁg\{vgﬁ ﬂvr\?]rgéferreg Gthen the
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bypass rodtéruril iz mobedivitd\isatesssible vig aWetobt highbahdwiddyioce! 112 is
connected to the local network, it is normally very cost effective to
transfer GIPEEHU-the | ocal connection, even when a renpte connection is
si mul t aneously avail able. Such cost effectiveness is often due to the
econom cs of data transm ssion using wireline technology versus wreless
t echnol ogjQ08der Alihough met presented aistpentiot thelpmesentwpekificatioh it shaddde, and

of fer higher, bandw,dth, than, wireless networks. ploiti | ocal
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[0084] Advantageously, when the mobile device 112 is connected to the local
network, it is normally very cost effective to transfer data via the local connection,
even when a remote connection is simultaneously available. Such cost |
effectiveness is often due to the economics of data transmission using wireline
technology versus wireless technology, where wireline networks tend to be
significantly cheaper, and offer higher bandwidth, than wireless networks.
Exploiting local connectivity may provide lower data delivery charges to the user
and may offer high quality data delivery. Therefore, using this local network
connectivity, when available, may provide an overall higher quality product for the

user.

[0085]  Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims



Clainms: 1. A method of routing protocol data units between a nobil e device
server (104; 1046) and a nobile data communi cati on device (112; 712; 812),
said nobile device 5 server for serving information to said nobile data
conmuni cation device, said nobile connunlgablon devi ce capabl e of receiving
said protocol data units over a first rk connection and a second
networ k connection, said nethod conprising: receiving server
authentlcatﬂﬂﬁ"b$otocol data units fromsaid nobile device server, said
server authentication protocol data units directed for delivery over 10
said first network connection, said server protocol data units specifying a
desti nati on fadAmestbpd détarting protgca atalenits betweén aanobilecdeviee skervvar (104;

commnicatl e fr id desti atl eivjn bile

aut henti cat i ﬁgg 388?95%%33 GRIfruny Vﬁeﬂgﬁsfé?dé‘fg) 53 '88 WSk i on
devi ce; pasegdn@n f@ﬁﬁsﬂwﬁgﬁnf@:fmﬁbhhelshid%bbﬁﬁdlé@bﬁmﬂlméﬁbﬂ dévides saﬁdnélﬁled
nobil e authenticati panEG}VOt ocol ,data units, determ ning whet her sai d nobile

device ser FeMMUCaliagiavice capahiefireenidng saisdiretocs! data unite BVerea fiest a
conmuni cat | RiwsiR\CoRBedtit aMIs Q@don%q{éﬂmmtﬁdnﬁ ?l?&r@séi@rm&ﬂbﬁ%h% 321 vice has

properly 20 authenticated itself to said np devi ce server erm ni ng
whet her there ise¢ei¥iagseivaer Ruthentcationpretare date nnits fyomrsdnctmobile devioad

net wor k connect i rLy.e

it hont i cat ed 1 t SaTEy A€ sEe ol BOMERER KhéiGed Mot RO B clver qver
nobi | e #@ta conmsaidcfirsi metwolccaaeciimn, lsakl sEregrgrbipcalldsi® nhits spedfyirigse! f t o
sai d nobil e devicge ver_and where there is an associ ati on between said
identity and sai 3 §@%‘ﬁ’8 qﬁ@ [S%5rk  connection, redirecti ng protocol data

units from said detirmiingsh tRenssl ofesaid ﬁhbbﬂ@&@ﬂé doAimalabaticd devids ﬁ@r‘n%a"fpb' le
data comruni cati on devjce over said first netwdrk connection to said

mobi | e data comm@RP¥IAICRRIESSce over said 30 second network connection. 27
2. The nethod of r&dehling AobM aLkRtitdtiohrblaRsl SRTRAitSRSm L4 Hddidghey m ning

sai d

i5 communication device;
bésed on said server authentication protocol data units and said mobile
authentication protocol data units, determining whether said mobile device
server has properly authenticated itself fo said mobile data communication
device and whether said mobile data communication device has properly

20 authenticated itself to said mobile device server;
determining whether there is an association between said identity and said
second network connection;
where said mobile device server has properly authenticated itself to said
mobile data communication device and said mobile data communication

25 device has properly authenticated itseif to said mobile device server and
where there is an association between said identity and said second network
connection, redirecting protocol data units from said mobile device server
directed for delivery to said mobile data communication device over said first
network connection to said mobile data communication device over said

30 second network connection.



association: receiving an indication that said nobile data comunication
device (112; 712; 812) associated with said identity has forned a device
connection with a 5 second apparatus (120C, 722; 822A); and form ng said
second network connection to said second a paratus. 3. The nethod of claim
1 or claim2, wherein it further conpri sed transmtting said nobile

aut hentication protocol data units to sai d nobile 10 device server (104,
104B); and & aheerinettiodpofsdain &evhereindifurtaet carapiises, pefore delerdming sallit s to
said nmobile gg&ﬁ%ﬂ om*rum cation device (112; 712; 812). 4. The nethod of
any one of cla to 3 wherein said determ ning whether said 15 nobile

devi ce server (10dceiiiyl lﬁmmmnﬂrda\m Aidbe BhiCairuhicafdr dé\ﬂcéfﬁ‘i '7‘??4 le
data conmmuni catlgél)cdewc e# é ; .812) and whet her said nobi

communi cation d&VFLENRE Wik saig 'ﬁ%ﬁ'tméﬁﬁ forned 3 devicy connestor withis | e

devi ce sgrver cog@édr@e?pa%thgqxﬁo@gyzfzagmp\ﬁ ahgom sai d server authentication
protocol data units and said authenti cation protocol data units

whi ch factors acé@ring spid seeentbpetwodenenacton tosaid GesaitbapparstusThe net hod
of claim4 wherein said factors conprise a nobile commtnent sent from
sai d nobil e data comuni cation device (112; 712; 812) to said nobile

devi ce servér (10he meu®) of claiped e clai &, whiegsin ﬁefunthérrcummsied mobi | e devi ce

server to 25 sai ' dat a nmuni cati.on de C and.a nobile oof sent
from sai d nobil eﬂa@w@oﬁ@m@?ia&ﬂ‘e&@%w Rr8 QFGatﬁdwtﬁéo saidineileer ver .
6. The h@et hod of de\lrieégewep(mal ame}SaWaerel n said factors further corrpri se a
server commtneni sent. from said nobil e device server (104; 104B) to said

mobi | e 30 data cHBAMTARING S seiver authentication ppotogaldata anisisi said mebile datse

sent from sai d MB&hhRinicdfb@deGEBYH £F4bog slevi ce to said nobile device
server, and a server proof sent from said’'nobile device server to said

nobi | e data communi cation device. 28 7. The method of any one of clains 1
1648) has iose 15 SRARSTMRL St S £ Sy G ARG i 0 o
devi ce {5112mobile deBee semnd( ket 64B) bas propeby hatheéaticated itself to said mobile data
communication device (112; 712; 812) and whether said mobile data communication
device has properly authenticated itself to said mobile device server comprises
extracting factors from said server authentication protocol data units and said mobile
authentication protocol data units which factors accord to a Schnorr identification
20  scheme.

5. The method of claim 4 wherein said factors comprise a mobile commitment
sent from said mobile data communication device (112; 712; 812) to said mobile
device server (104; 104B), a server challenge sent from said mobile device server to

25  said mobile data communication device, and a mobile proof sent from said mobile
data communication device to said mobile device server.

6. The method of claim 4 or claim 5 wherein said factors further compri.se a
server commitment sent from said mobile device server (104; 104B) to said mobile

30  data communication device (112; 712; 812), a mobile challenge sent from said mobile
data communication device to said mobile device server, and a server proof sent from
said mobile device server to said mobile data communication device.



communi cati on device has properly authenticated itself to said nobile
device server 5 conprises: obtaining a server authentication product from
said server proof, said server challenge, and said server commtnent;
obt ai ning a nobil e devi ce authentication ggg?uct fromsaid nobile proof,
said nobile challenge, and said nobile c I tnment; and 10 conparing said
server authentication product to said device authentication product. 8.
The et hod gt anyhemeethbd of anyrsne of daifs hMie6ewheriein $aid dbtermiring wheter

receiving an_indication of a t ] \qn of said vi.ce connection, bet ween
Cad 16 ccainaBR IRt Tao@bT, ake FsroRdly adlfniated Beifio soi moblls
comuni cat i @ata egMinaAicafidRdevidd (11312)2 8880 GindtviatbtnéridaidRicbile dapf i ty, and
recordi ng an identi tiy ZI sai d second apgar atus as a |l ast-known | ocation of
said gi ven SRBHIYNUCAIRR devisriasi Rrarerlyrauiaenticateditself to sail mebipdevise seryetne
of clainms 2cbpphsegtherein said device connection fornmed with said second
appar at us (1208) by said given nobile data communi cation device (112) is a
direct wire conn@béfmm ap@rver iy thestinatipnoproduetifrar saigteeresrpreef, daidiseesr wire

connection is a WUpiwersa I.al - nection or a 9-pin serial
connection. 11. ﬁ%ﬂéﬁrgtéh%%d %%dgﬁb}egﬁgﬁ'ﬁ'“ﬁ‘?@i nms 2 to 8, wherein said device
connection f or mettaiitd asadhllesdsvmecauipadications plabligt fradZaiBdBile pyoos asaid

nobi | e data comuni.catipn device (120C 712:.812) i§ a wreless

connection. 30 199P{RE Pr@‘?'}gt?da_ Sﬁéjdpﬂt?%f ’VWEV‘@PL aé’ai d wirel ess connection
is any o0 a Bl uebmphiing saideeivep AutRnitaRIreHadliSas sarf RAideAREMicaBBReCt | on
or an infrared conpection. 29 13. The nethod of any one of clains 1 and 3

to 12, wherein sBIQ¥USkt hod conprises, before determ ning said association
receiving an indication that a given nobile data conmuni cati on device

associated wth said identity has fornmed a first device connection with a
first 8. The method of any one of claims 2 to 7, wherein it further comprises:

receiving an indication of a termination of said device connection between said
15 second apparatus (120C; 722; 822A) and said mobile data communication

device (112; 712; 812) associated with said identity; and

recording an identity of said second apparatus as a last-known location of said

given mobile data communication device.

20 9 The method of any one of claims 2 to 8, wherein said device connection
formed with said second apparatus (120C) by said given mobile data communication
device {(112) is a direct wire connection.

10. The method of claim 9, wherein said direct wire connection is a Universal
25  Serial Bus connection or a 9-pin serial connection.

1. The method of any one of claims 2 to 8, where-in said device connection
formed with said second apparatus (112; 722; 822A) by said mobile data
communication device (120C; 712; 812) is a wireless connection.

30
12, The method of claim 11, wherein said wireless connection is any of a

Bluetooth connection, a wireless local area network connection or an infrared
connection. |



5 apparatus; and formng a first network connection to said first

apparatus. 14. The nethod of claim 12, wherein it further conprises:
receiving an indication of a termnation of said first connection between
said 10 first apparatus and said given nobile data comuni cati on devi ce;
and recording an identity of said first 2pparatus as a | ast-known | ocation
of said given nobile data communi cation device. 15. A conputer readable

medi um ( 324)13¢ontTaietheBiod @fBbY Bfie SKEEINIS D lafd GO@e1 2L WhERSA SaidWheheln sai d
code neans, when, gerf r med béga_ processor. (906) in a routing apparatus

(316; 316B) CoEw(s S'sbﬁ?‘lfeﬂe&’ By Spl asEpFiaH@Nt the method of any one of
claims 100 14. Moeiing aHindichtBRRALEH iveh Hdhile BB oMAIRICaRbN Bevitd 2

recei ver (9206) for receiving protocol data units froma no evi ce
server (104; 10asyociated witbrsmid identitydasdoimed ddirst deviemponoedtioorwittea ificsts f or
deliverys over a._f ] rk connection, said protocol data units
specifyi?]g a desaPP%%{hfsg%hggdress; recei ver neans (920A, 920C) for

recei vi ng pr ot océrndisg a fisiinesvdrk eonnediiondo saki firetzpparstati on devi ces; a
processor (906) conprising: nmeans for, in respect of given protocol data
units received fromsaid nobile device server, determning an identity of

a nobi |l e datia. cowawthed oPBlae R CRhéréklit fufthdr c8hgliséd:om sai d destination
address; 30 association determ ning neans for determ ning an association

between said i dERSNINE amindicaliopsha twRinalian ebvrid Bist spnnaftian efwsen said

det erm 1y ng that figiafp SR e i@ %n%lﬁle‘ﬂ’%té %oﬁ'nrnﬁjrﬁf‘a’t%ﬁrdevﬁlé? Heat i cation
protocol data units; nmeans for, N respect of particular protocol data
units received frenerdigg gaiidentithef saidificsh appanatus asa lastrkdewn deeatibn o€ saident i ty

was determned 3 iva‘nrngdquErb%téi?éﬁ]mﬁéaﬂEn@lggiEgss’ determ ning that said
particul ar prototo ata uni s are nobi e att hentication protocol data
units;
15. A computer readable medium (324) containing computer-executable code
15  means, wherein said code means, when performed by a processor (908) in a routing
apparatus (316; 316B), cause said processor to implement the method of any one of

claims 1 to 14.

16. A routing apparatus (316; 316B) comprising:
20 a receiver (920B) for receiving protocol data units from a mobile device server
(104; 104B) of information to mobile data communication devices for delivery
over a first network connection, said protocol data units specifying a
destination address;
receiver means (920A, 920C) for receiving protocol data units from mobile
25 communication devices;
a processor (906) comprising:
means for, in respect of given protocol data units received from said
mobile device server, determining an identity of a mobile data
communication device (112; 712; 812) from said destination address:
30 association determining means for determining an association between
' said identity and a second network connection;
means for determining that said given protocol data units are server
authentication protocol data units;
means for, in respect of particular protocol data units received from
35 said mobile data communication device whose identity was determined



authentication determ nation neans for, based on said server
authentication protocol data units and said nobile authentication 5
protocol data units, determ ning whether said nobile device server has
properly authenticated itself to said nobile data comunication device and
whet her said nobile data comunication de$dce has properly authenticated
itself to said nobile device server; neans, responsive to said association

determ ni ng means and fgmh the d&taﬁ&ﬁcﬂﬁé@dr@@é 'déﬁbrﬁﬁﬁlﬁ%fﬂdi%&io%hm&ﬂér protocol

redirecting protocol data units from sal d nobi | evi ce server directed
for delivery to said #5# VaitsRieanokilsradibentisation pudedat datavenitssai d fir st

network connection OV%rut%'hgatlo%letﬁﬂgﬁnlﬂﬁéﬂf@iéaﬁ?ﬂﬂeﬁéé b &ﬂg sgﬁg ansm tt er

(922A) for transmtting protoco gVer sai g satsh net wor k
connection. 17. A comauthenticationspreiccobdataamjis iasd sgidamobilg authentigationt us

(316; 31£6) accordi n%r&t8c&'u%kﬂr%‘:?s‘, détermining whether said mobile device server has
properly authenticated itself to said mobile data communication device
and whether said mobile data communication device has properly
authenticated itself to said mobile device server:
means, responsive to said association determining means and said

10 authentication determination, for redirecting protocol data units from
said mobile device server directed for delivery to said mobile data
communication device over said first network connection over said
second network connection; and

a transmitter (922A) for transmitting protocol data units over said second
15 network connection.

17. A communications system comprising a routing apparatus (316; 316B)
according fo claim 16.-



