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METHOD AND APPARATUS FOR ENCRYPTING AND DECRYPTING 

PRODUCT INFORMATION 

 

ABSTRACT 

 

The present specification discloses a blockchain-based method and apparatus for 

encrypting and decrypting product information. A producer may encrypt production 

information based on a unique secret code of a product. When a distributor is present, the 

distributor may unidirectionally generate a distribution key according to the unique secret 

code, and the distributor may further generate a distribution information encryption key 

according to the distribution key, encrypt distribution information, and generate a next 

distribution key according to the distribution information encryption key. That is, the product 

information is encrypted by unidirectionally generating keys successively along the chain. 

The production information is encrypted and stored based on characteristics that the unique 

secret code of the product is accessible only to the producer and a buyer and the blockchain is 

tamper-proof and forgery-proof, so that the production information is highly confidential. 
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