;e3e|R,j26TRm] 2 5 J UL 200Z 1 SYSTEM FOR DETECTI NG TAVPEH Eyg{rggglp
+ CAPTURI NG THE TI ME OF THEI R OCCURRENCE FI ELD OF THE | NVENTI ON The presen

i hvention relates to conputer systens and portabl e conputer system and nore
particularly, to systens for protecting such conputer systens fromtheft or

m suse. DESCRI PTI ON OF RELATED ART Personal conputer systens are well known

inthe art. Per er systens have attai ned w despread use for
provi di ng conp M@ﬂ’ﬂmmﬂmm many segménts of today's noder”mm,mm’ﬁn"mmm'm

Per sonal conput cally be defined as a desktop, ng,
or portable m crocdHpléter. Exanpl es of such personal conputer+cystens are
IBMs PC series and IBM s Thinkpad Series. Theft of personal conputers and

personal conputer conponents is becom ng a mayor industry problem As a
result, there has been an ever increasing need to provide security for

conput er syst enSYSUEMFOR DETEOVING'T AAP HREEVENTOANIPCRPFIRENGNd t hef t
thereof. Since nodern congyifTIfyE RMPLMIR GEMAMRRNTEr € generally nore

conpact and nore easily 25 J UL ~04~ 2 transportable, it is even nore
difficult to provide security neasures that prevent unauthorized renoval or
theft thereof. In addition, today, conputer networks are enployed to
provide efficient conputing capabilities throughout a | arge work area.

Exi sting ﬂE?TﬁﬂgﬁNVﬁggﬁﬂﬂﬂrally i ncl ude a nunber of renotely |ocated
conput er systens coupled via a data |link to a server systemor a central
processi ng cerffierprestheinwbiindtlare i sabpukd spsterfsiaid porabin®ngiutdreystem and

| ocati ons has nmade the conputer systens and conputer conponents an even
nore acc : e : r -

ot andar a3t PamiopREST o bl SRl e o Y G ROR PR blidsp
conponent s between various types of conputer systens from various vendors.
The snaller formfactor of conponents such as CPUs, nmenory, and DASD are
popul ar targets, given their portability and high value. A thief could
upgr ade dDEgﬂﬁﬁBﬂgﬁmhéﬁ@BE&mdﬂﬂhéﬂﬁEnsive PCwith stolen parts to create a
hi gh performance and expensive machine. The precise tine of any security

event provi despdripnal stbhifer sybtembatd Well kdvariauhd dry. PEESHRDBGthp@etsyks@s
enforcenent by enabling themto focus their studies of access |ogs and CCTV

tapes to ﬂaqg Q{télhgd %V?(FCSBI%&@ gl Rt Srro'vidlin%l\éo?n%%te% o rW%erangf%reéJ%er?ts tof"{&’ﬁ{:'s
detection swtc
modern society. Personal computers can typically be defined as a desktop, floor standing, or
portable microcomputer. Examples of such personal computer systems are IBM's PC series
and IBM's Thinkpad Series.
Theft of personal computers and personal computer components 1s becoming a major
industry problem. As a result, there has been an ever increasing need to provide security for

computer systems against the unauthorized removal of components and theft thereof. Since

modern computer systems and components are generally more compact and more easily



whi ch can detect when the system cover has been renpbved and c e -
sSsystémto be functionally disabled on subsequent boots until 215 &QQE ZUUZ
successfully enters the appropriate password. This mechani sm adequately
protects the overall system but does not deter theft of conponents within
the system such as DI M, HDDs, and CPUs. A conmon scenari o 5J UL 2002
3 wll find a user discovering that their system has nenory or a HDD

m ssing but with no way of knowi ng wheh precisely the theft took place.
Accordingly, a nunber of methods have been devel oped for guardi ng agai nst

t he unaut hori zed renoval of conputer systenms. One such nethod is the use of
El ectronic Article Surveillance (EAS) tags are wdely used in comrerci al

mar kets for everything fromclothing to Conpact Disks. Wien an itemw th an
EAS tag is carried through a portal, the portal sounds an audible alarmto
notify dwaspqriaplegit ineveampere diffient to pravdeseouipiygacagings et Benent “Bﬁu'gﬁﬂéﬁﬂ‘ded in
conputer systens to provide a notification of when an asset is renoved. EAS
i s an exaabvator tHecheredfogy for retail applications, however it is |ess
effective for protecting assets of a corporation. Enployees may have

oppor tuni ti e%nfaaﬂﬁh%%wﬁgl bREONRHORY a léﬁdrtgg%\(/idég:ﬁﬁélé‘mtcé utif@ssi ng

conponents out though a service, or reusing rts within the buil ding.

A nunber of .ot her nmet hods have been devel oped for guardin ai nst the
inauit hor BRI BIBPRENGR 2 e HOBk a5 UG RS AT L orra R eige &
application serial nunber 08/965, 140 entitled AConputer System for Sending
An Al er mugibtgnaf re@ptaly ocied womputehsystems Coveled vit aSkatadlingdytotacteridn sysBue or @pened @
and assigned to the assignee of the present invention discloses a nmechani sm
to noti fe¥n@al PYSdeSITh@ e The @ didédntlhdtiod TSNy tetnk ViPieatd bocatbrstHagT net

net wor k) when the cover of the conputer systemis renoved through the use

of a tings Wen the cover 1S t nds a

cover -t AR poptiioy S M bolPrlL AR T dp SHASHAE BB RFTCS B ¢
method is that the tinestanp is based on adm nistrator receiving the alert.
G ven t KeMpYies$hipesur e of an Et her net 2 5J UL 2002 4 network the packet
may never be received by the system adm nistrator. Another problemis the

potenti al del Byshdérnioer @dtstiystiriardieition hks inatehed thesichagpehbilibesrngusabdiiy e to
pin-point the tine of the event with accuracy. There are other nethods that

provi de JreeRAbomn® GGk vy t}@@@ Yok e Slerh O SR aRbuARA B EVR dmaller

unaut hori zed access to the dat'a stored in a conputer system For exanple,
g'n q Si' n Egtlpxglg &@?(E:;)f %grpgﬁ!)q?%gvugwg EIZPP%, ItrlQr%or%',s grix(pﬁg%Doe]:re E)Qp?ulgrrtgrsg%pst giv@r\{ %]etiri on
portability and high value. A thief could upgrade a low performance and inexpensive PC with
stolen parts to create a high performance and expensive machine.
The precise time of any security event provides invaluable information to security
personnel and law enforcement by enabling them to focus their studies of access logs and
CCTV tapes to identify the perpetrator. IBM PCs currently carry a tamper detection switch,
which can detect when the system cover has been removed and cause the system to be
functionally disabled on subsequent boots until the user successfully enters the appropriate

password. This mechanism adequately protects the overall system but does not deter theft of

components within the system such as DIMMSs, HDDs, and CPUs. A common scenario



reference, discloses a personal conputer system having securié@SfeHﬂhrZ@UZ
«enabl i ng control over access to data retained in such a system The
personal conputer systemhas a normally closed encl osure and at | east one
erasabl e nmenory el enent for receiving and storing a privil eged access
password (PAP). The PAP is designed to provide protection for the system
owner by protecting the initial programload (IPL) device boot |ist, access
to a password utility. The system further includes at |east one tanper
detection switch nmounted within the enclosure and operatively connected
with the nenory el ement for detecting opening of the enclosure. If the
encl osure cover of the systemis renoved by an unauthorized user, the
tanper detection switch will change states and set the tanper evident bit.
If this o rs, the.systen1mjkL,re uire the PAP t entered before the
user canwgﬁﬁ’é&a Y discoygering that ‘?‘hﬁgﬁﬂﬁ"qsén%?ry Rh#wr - THENG ﬁ‘ét "%‘gt%’?‘é?ﬁaﬁoar d
must be repl aced. However, the systemof the ' 156 patent has a

di sadvanefdgewiimg whert priebisely itheethefh toakiptdeet he cover was renoved i s not
recorded It is therefore desirable to provide a conputer systemt hat

provi des a nmeaRleddmplyt & nasber FifdtodsHadé BechliRvdlbpea rdifg dpdihyt the eaches
are detected. The nmechani sm shoul d wor k 25 J UL 2002 -s rn conjunction

wi th tanper .detection hani sns_that are standard i,n nan ersonal_..
conput or CAPUREHES erfila AP ET PR hEuih ARIRCI R R BY pRELEAE Arict

i ndependent, to protect against a thief disabling or altering the event. In
a pr ef er PemeillanesdiEded tagstage widely wed dyeqremensislmgrkgts fpre@‘&rﬁbr@gﬁiwnad@témg e
fashi on. The present invention addresses such a need. SUMVARY OF THE

| NVENTI QY @erpdctl Digkst Windh ausipge tvithfantHreS ppésetied thyqighiagsortal, ey gortad

di scl osed a systemfor nonitoring tanper events in a conputer system The
conput er i . gﬁﬁ.g&gpr' ?mgr i.me

cl ock ( a%%%@%ﬁ%%“ﬁé?@?%?%ﬁfﬁ@t one tém@?ﬁé§e% Si Sﬁéﬁéﬁo('r)mthe
conput er system. The tanper RTC includes_.a tiner for indicating the tine of
a tanper e’@é?é*iiﬁg]é‘hﬁorﬁp‘ﬁiﬁﬁé@é% (i Proxisie @dhofifipation of hen gn pset i teg one
tanper event signal. The managenent device issues a command to the tanper
RTC nmeans to BitSas anekellentrrechnblogh oractall epplicabors, hewmper ites keng effebhige for
managenent device al so generates a network packet which includes the tine

of the tarRRENEUSREs FAGoFRMARN! FenplSedPmby RafekPpoftthiflesSts Heft @M ni strat or

of the network in response to the tanper event. The present invention in a
preferre dinent is directed to a er.s e i t ability
to funct%é’ﬁgfq?%?, sdlé’Fg%fenéorW% S‘r?a§st%agg?ég‘gggénegtst%%llg%en@. ﬂ%ﬁ ‘t;ea%\er real
time clock (RTC) circuit is operatively connected with logic to store the
dat e andreUsig pafts Yrthaybgbuddings occurs. In a preferred embodi ment, the
tanper event could be as sinple as a toggle switch being activated when a
cover on the éompuberiof sthet mthiods herbeaddevilvped fompuirdingsagairentheoul d al so
send network alerts when the cover is renoved. According to another aspect

of the PLESRMiZeRYSGRSIaPBE cdnliffi@ systel ONbAREmBleSY, %mehpapﬁmemanogehag t anper
events in a conputer system the  conputer system being on a network; the

meai o e ouRbe s, Pkt B AR Bt SR O e R F S B ey S

interface between a shared data path and a | ocal bus; a tanper real tinme

cl ock ( RPGjennp sipvercefigicklysten Has PeencRpensd@ #id gssigapdforfhe agsigneg of thene t anper
event signal originating fromthe conputer systemand |latching the at | east
one t anperessntdidntibadsdlosganmachaairpen ne i systeheadnanisentoRWaGhirean&woric| udi ng
nmeans for retaining the tine of the tanper event; and a nmanagenent device
coupl ed " it hi stem
ho manag o JouegR) sapddthe e SHE! AThy Wb I RTBI MU = 5T
L 2002 - ;Sa si.gnal and di an alert ck to the LAN adapter neans
based updiF thet Adiimestigip. oBen Hihsares dy EmovBf e Hihestet sHEWRE FHET B0PYRG ¢ he
time of the tanper event; the alert packet being obtained by issuing a
command tanpdieignahivdhe mt@oneatminisithtor.eilihe disedyantrige do tngymsthotl enthatthient er nal
to the conputer system , According to a further aspect of the present

i nvent i ofimesRHELs Ibasddr Vi dagisBatdy fdc8MnzQhe ATBMI GRfeh e lofdiRfiture Ve EtHefhe
conput er system the system conprising: :



a systemreal time clock (RTC) circuit; a tanper RTC circuit ﬂbﬁ d{¢gi2@@@
.at least one tanper event signal originating fromthe conputer system
wherein the tanper RTC circuit can be stopped by the at |east one tanper
event signal; neans for checking the tanper RTC circuit to determ ne

whet her a tanper event has occurred; neans for |ocking the conputer system
if a tanper event has occurred; neans ;or obtaining tinmestanp information
fromthe tanper RTC circuit if a tanper event has occurred; and neans for
resynchroni zing the tanper RTC circuit to the system RTC circuit. According
to a still further aspect of the present invention, there is provided a

nmet hod for nonitoring tanper events in a conputer system the conputer
system bei ng on a network, the method conprising the steps of: (a)
providing a tanper real time_ clock (RTC) neans for. receiving at |east one
tanper eYdwerksthg pagket gy neyes be Hﬁcﬁ’de‘ilb}ﬁgﬁé&é% RO m@rs@ grablemm te
tanper RTC neans for receiving the at | east one tanper event signal; (c)

r ecei vi ntheabtentalsielays éntesemp i the netmtorls ivgnict resulisgn being migatle Gnpinipeint deput er
systemin the tanper RTC neans and the mangenent device; (d) retaining a

time of LBE oFBRRIEntSYiRccllagpal i n the tanper RTC means; (e) obtaining the
time of the tanper event signal by the managenent device upon command to

t he tanper RTC.neans; , (f enerating ,a,net work. ket by the na nt
device, the n e Bﬁ%&%ﬁtﬁ”f’ﬁ%{hﬂﬁ?fﬁ%# hoé’at BT Ctb&a@ﬂg'nfg%ﬁlépasggﬁtﬁt‘gﬁqggnal :
and (g) transmtting the network packet to a system adm nistrator of the
net wor k &yl prewgnd nsautherizetl ecceamoshe date storesl igagbmputep systemn. (For exgoplesUBRI EF
DESCRI PTI ON OF THE DRAWNGS Figure 1 is a perspective view of a personal

conput er PREROSIYRY) 54, Bivged By BRtaksAnaRM i PréfdhShadntion ahé iRboeRehdrein byyst em
Figure 2 is an expl oded perspective view of certain elenents of the

per sonal ter Ei i i : i :
ol cot r orEIRan e peidies asfHoMat bolddfleb Sl R fE Rty Buei BabiifB conprol gyer
illustrating certain_relationships agong thaose el enents. Figure ﬁ shows a
bl ock di agFantestadstingin & 8%l 1dre PERENY SPIBRIST SYSBRHISEA 1SMARY gur es 1
and 2 Figure 4 is a sunplified block diagramof a systemin accordance with
t he pr eselosed enclosure and at least one erasable memory element for receiving and storing a

privileged access password (PAP). The PAP is designed to provide protection for the system
owner by protecting the initial program load (IPL) device boot list, access to a password
utility. The system further includes at least one tamper detection switch mounted within the
enclosure and operatively connected with the memory element for detecting opening of the
enclosure.

If the enclosure cover of the system is removed by an unauthorized user, the tamper
detection switch will change states and set the tamper evident bit. If this occurs, the system
will require the PAP to be entered before the user can enter access data. If the PAP 1s not
known, then the system board must be replaced. However, the system of the '156 patent has a
disadvantage in that the time in which the cover was removed 1s not recorded

It is therefore desirable to provide a computer system that provides a mechanism to

accurately record the time when security breaches are detected. The mechanism should work



invention. Figure 5 is a block diagramof the managenent appli Qa5 gUJ_ 2002
specific integrated circuit (ASIC) utilized in the systemof Figure 4
Figure 6 is a block diagramof the tanper RTC circuit utilized in Figure 4
Figure 7 illustrates the type of packet that could be sent by managenent
ASIC of Figure 5 Figure 8 illustrates a-person carrying a conputer system
t hr ough portal s of a roomof building 1~igma 9 is a flow di agr am of

operation Q rdan e (o]

pEscr pri o BN SERTIBRE SREAG: HetndstfuP YRR 0% sl 1 Bal BEkDI, o
t o a syst emoaipitarsidtests.f drhenmuhhmsmngusttaarasmeftweneemtclscorrﬁgaraﬂmhandﬁpenmltng
S e G R FSS Bl 0 PSR LSS £ 05
context of & RaieRbudRR ﬂe@@fﬁé&fh @eéturé &sﬁr@ﬁu"['h@ RNt 1nV@r’itld?1U§1d%%§'ésf§u61@ta' ons
to the preferred enbodinent will be readily apparent to those skille

the art andieehe generic princi pI es herein may be applied to other

enbodi ments. Thus, the present invention is not intended to be limted to

t he enbodi nent shovvn but is to be accorded the w dest scope consistent with
t he principles and featur es s siM ARY (DEITHEWIN\FEN@I@Nng now nor e

particularly to the a a_ caonput er nbod t he
present inventi or*9°8T % ﬁ?ﬁ/ﬁt% é’é S’Pta‘InV?‘ti%f}}?é‘T b’yd‘? écﬁo?fga(‘ﬁ‘sém gorl ).
As nenti onefofifigithm mstlhe SRR &R stdR. MRe SNSute s BREPH G £deliosipl ay
nonitor 11, keyboard 12, nouse 14, and printer or plotter (not shown). The

conput er 10ThesSysigAnesRRIEEes 6 tmn@trWEIWGWO%@T&)%eawwleﬁh recepshabREPe0 a
hub 34. Th d t
u %aﬁgér"\&fe%t g%ﬂél. t{r@rﬁ at?%_c%ﬁ@ﬁteﬁ%? LAetThel; hﬁﬁgur i 5nd‘lﬂcl¥g Ofimet R§'

mechani smusetd to tra wreferring to conputer 10
has a coverindiSatiity thh tinge &f almogpeatyvent andihenanagerbert dmmcerfox:mopxen@tths atdepst a
chassis 19 in deflnln ded vol ume for

oot car 1 sty Sl TR 2Ene S EFir KU T rSmahF & I AP RIS g

and st ori ngneingitd abtatatha.tinké of @R 1er 68 Anpkr EVase The MReRgHRhent AeicaRIsAL ed
on a mufti layer planar 20 or notherboard which i s nounted on the chassis

19 and pr o8ca@tes arpeiverk Backsl which; inglufiss thettupe o M BT RN CBRPSRENIS of
the conput Q{etv@@rk' packdi el ngs&é}%em&rfiﬁ&ttdrfdf% ARV lar}elsgegmgéﬂtgfth% g&@%{ event.

associ ated el enents as floppy disk drives, various t access
st or age 2 5 J Uhe poet mventlon in a preferred embodiment is directed to a computer

system which has the ability to functionally detect and store the time of a tamper event.
A tamper real time clock (RTC) circuit is operatively connected with logic to store the
date and time of an event as it occurs. In a preferred embodiment, the tamper event could
be as simple as a toggle switch being activated when a cover on the computer system is
removed. The computer system could also send network alerts when the cover is
removed.

According to another aspect of the present invention, there is provided a system
for monitoring tamper events in a computer system, the computer system being on a
network; the system comprising:

a LAN adapter means;, the LAN adapter means including a media access
controller, the media access controller for providing an interface between a shared data
path and a local bus;

a tamper real time clock (RTC) means coupled to a system bus for receiving at
least one tamper event signal originating from the computer system and latching the at
least one tamper signal based upon a tamper event, the tamper RTC means including
means for retaining the time of the tamper event; and

a management device coupled between a local bus and the system bus within the

computer system; the management device for receiving the at least one tamper event



8 devices, accessory adapter cards or boards, and the |like. As i d
nore fully hereinafter, provisions are nade in the planar 20 fgggﬂnlﬁ-Zﬁﬁz
passage of inpud/output signals to and fromthe operating conponents of the
m croconputer. The system 10 has a power supply 17, a power button 21, also
herein referred to as switch 21. In the-pdtustrated form the chassis 19
defines a pair of upper bays 26, 28 and a | ower bay 29. One of the upper
bays 26 is adapted tq.receiyv ripheral, drives of a first size uch as
Chose knowi Se! aEserdig 110 eRckeh t Gediu e et SastilincliE of BafidiGe
drives of aa@péf &reBiltihd ket pRUeNindRidthgTRe RN AF it )andied kb, kivalert Qrrkdts
adapted to receive another drive. One floppy disk drive is 1ndicated at 27

in Fi gur es beingmbtainedpidispuying a cempipa lethedempen Rl ¢ eeensiccess storage devi ce
(DASD) capabl e of TIMYA a3 di k t i nd using the

di skette to recei“\//%?&gttﬁcl)érrggrg?loﬁ 5255’%@?‘5 gg?‘galatgq?és&gﬁ néérgﬁ'%ﬁkhom. One CD
ROM drive is indidabalingto 8furthar &Spgetrofshelprasmht thvantor, sheae rsgnovided e speeinum
di rect access st@ra e device ca abl e O{S‘ regei vthn%{g coﬁr)}gact. di sc inserted
there into "§ht#°Q ?W%?WB%?V&B S0 AGETPYET SN AR SYSYENBPANPY known. (ne
hard di sk drive iassyi;t@ﬂli@@]ttﬁﬂe lbclBRTO) ditc@if e 2 and is a fixed nmedi um direct
access storage device ca%abl.e of storing and delivering data as is.

general Iy known Priaepet BT etiEauitnigr £¢rsivaligdleleast ransttamaer oy epth &lgpgl ey tgipating
i nventi on, 0 i i er
I nvent | tFors W YpuRdr S ?@El%iﬂ e thrﬂg&%ﬁ'ﬁ %lag,cQE dhse Q%;%gmthgggﬁg%k

system 10 may nerit reviéw Referring to Figure ere 1s
di agr am of camepanporstntsgmelt er systemillustrating the vari ous conponents

of the computer system such.as.the s 10 . cor.dance W th the present
Cventi on i nel udty® QUIGHARE LilErRYeTCi Pk by AERERER g b fetiiE sREETF on
of the 2 tas dcddrted2002 9 pl anar 20 to the |1 O expansi on connectors and

ot her hardware of the personal conputer system Connected to the planar 20

i s the system CPUNGHS firdeddagthesompyisr expism adamper e¢nthaseceryet o a hi gh

speed CPU host bygefid foPoblalrteg SHREGMPCRAFEMaAGH Gronh RS Bimsté rend chuache
menory 46 are al so connected to the host bus 42. The first core logic

chi pset 44 tampérayest s we¢rored; ewht rol unit, a L2 cache controller and a

peri pheral conpo it i Tk C r yunit is
fiu-further conn gﬁ{ﬁelgi kcgor @%&gf({)&{agﬁqg& E%Jrr]n 0 ?nkgggcelgcjsmﬁr% %‘{@&%&%‘&Af gj.cublj‘h e RAM
menory 48 is conpoasediind toaatibriurtikreaspearmif therprbsbre Snvehtien ) ey i providedbl er

i ncl udes the Locgi c, for. mappi ng addresses to and froméhe mcro roceﬁs.or 40
to parti cul BFDF LI mARitasAg) ABPrreNen[SID BRI IPioT St (1Re BYBPYES WEFm P5U8I ed
to the L2 cachgtwBiDme m&hod Bempridisd theQte@s 6hi pset 44 can be, for exanple, a
Triton VX chip which is sold by Intel Corporation. The PCl bridge within

chi pset 44 provi d®s an PFO@Rg gclempet (iak Hmerfdoqkodal Cpipgangofop repeyipgoat lsast 50.
Connect ed tReihgpdPCleYfnal is a second core chipset 52 and a plurality of

(b) providing a management device coupled to the tamper RTC means for
receiving the at least one tamper event signal,

(c) receiving at least one tamper event s}gnal originating from the computer
system in the tamper RTC means and the mangement device;

(d) retaining a time of the tamper event signal in the tamper RTC means;

(e) obtaining the time of the tamper event signal by the management device
upon command to the tamper RTC means;

() generating a network packet by the management device, the network
packet including the time of the tamper event signal; and

(g) transmitting the network packet to a system administrator of the

network in response to the tamper event signal.



PCl expansion connectors 54 for receiving PCl bus conpatible peripheral
.cards. One such peripheral card is a video controller 56. The%ﬂﬁd@@}L qug)
controller 56 includes video nmenory and is coupled to the nonitor or VI
di splay termnal 11. The chipset 52 can be, for exanple, a PlII1X4 chip which
is also sold by Intel Corporation. The chipset 52 contains a bus control
and timng unit, a plurality of tinmers, an interrupt controller, a direct
access menmory (DMA) unit, nonvolatile &MOS RAM also herein referred to as
NVRAM a CMOS real -tinme clock (RTC), an System Managenent (SM bus
controller, a PCI/ISA bridge, flash nenory interface, power nanagenent
| ogi ¢ and 25 J UL 2002 ,0 an integrated drive electronics (IDE)
controller. The PCII1SA bridge provides an interface between the PCl bus 50
and an optional feature or expansi on bus such as the Industry Standard
Ar chi techiIEF(DEﬁ&REB@IQQ OEO"BJEJDBAWING% | SA bus 58 are a plurality of
| SA expansi on connectors 60 for receiving | SA adapter cards (not shown).
The | DE cont rBigufd 1 [ropdrefRstiveviedwof a peisandimomputef et bedyiagihad indbeticht fidog e
devi ces such as the fixed disk drive 31 and CD-ROM drive 30. The system
real -ti ' e ' of day cal culations and the NVRAM i s used
"EAR P4t éﬁ@?eg%ﬁﬂernygg? y

to store systemco 0 a. That is, the NVNRAM w || contain val ues
whi ch describg. t he present configuration t he stem 10. For exanpl e,
NVRAM 55 cont IEHE 7 R o sHBlade PSBRA iR iret i sEEhity polbpermel gompute

di skette, the list of IPL devices set by a user and the sequence to be used
for a paefifigudedrinploding aovhanes, aoyer, heelestpaneshanicalizyt access storagendevede and
menory, time, date, etc. Furthernore, these data are stored in NVRAM

whenever , 3la5Re6dad af®Nfus @R dePRinYeRAbAIRIpsSAththpaBoeUMrhéiis at i on/ setup, is
execut ed. The purpose of the configuration/setup programis to store val ues

h izing.th fi [ f th M, A hed
5271 o a 11 asniifD? S Slobtia gp o RiE bRy o H ksl R R 5

is for changing the system 10 between various power states (e.g., off,
st andby, Feuessp, aisiidpend and normal operating states). The present invention
w Il operate in any of these power states. Accordingly, the description

that foll ows ®iddre bes a negNER Sick diagpanef a Sysate in {euplaack wah tiepresShtbus 58
is a nufti-function 10 controller 68 such as, fox exanple, a National

Sem condygkRio PC87307. The 10O controller 68 contains.a variety of 10
adapters 2 5J UL 2002 11 and other conponents such as the diskette

Dt 10 Sl SUTRLRk R L S SRR
di skette (ASIC) utilized 1n the system of Figure 4.
Figure 6 is a block diagram of the tamper RTC circuit utilized in Figure 4.
Figure 7 illustrates the type of packet that could be sent by management ASIC of
Figure 5
Figure 8 illustrates a person carrying a computer system through portals of a room ot
butlding,

Iiguie 9 1s a flow diagram of operation of the system 1n accordance with the present

mvention

DETAILED DESCRIPTION OF THE INVENTION



drive 27. The serial adapter 72 has an external port connecterg8 gjor
,attachment of external devices such as a nodem (not shown). #%h ‘j L~u2092
adapter 74 has an external port connector 80 for attachnment of external
devi ces such as printers (not shown). The keyboard controller 76 is the
interface for the keyboard 12 and the nouse 14. A LAN adapter or subsystem
94 can be coupled to either the PCl bus 50 or the | SA bus 58 for all ow ng
system 10 to comunicate with a LAN vifa a connection or link 36 to hub 34
(Fig. 1). The LAN adapter is supplied with auxiliary power (ALTXS) fromthe
power supply 17 when the system 10 is off. The LAN adapter can be, for
exanpl e, an | BM Auto ALERT-ON LAN token ring adapter. A planar SM Bus 64 is
coupled to the PCl bus 50 and | SA bus 58 via chipset 52. The planar SM Bus
64 is an additional 10O bus in system 10 and is_used as_a |ocal bus to
support sl ow sla@éuessetrmwmomrela%sr%wteﬁh%ndr@gﬁhe@qu AQIHErIRE tAmper pyratyin
Logic 92 which will be described later is coupled to SMbus 64. RFID (Radio
Fr equency datiepiobdéssimgisystah. BRPRIMwARg desceptsan 16 pupkmted tocenable oBboBordidy and an
RF interface. In a preferred enbodi nent, the RFID EEPROM 90 is a dual

ported nogsval @l b g RO Add %g%@ﬁbeﬂﬂoﬁ%ﬁ?% &Egigg%%i; e 'c?xﬁtgzgio% atepC) and

Radi o Frequency Intertace. € non-vol atl I nc s asset

i nformation such ag.serial nunbers and cade.revigion jor, the stem. The
RFI D EEpmleaéwn@@&ﬁa%quganwscS’r@ﬁwas mogtcations o e E‘T%@&’E‘h"%@‘/}%& %% t he
SM bus 64 or through the RF interface which connects to antenna 120. 2 5
J U L 2002adily appaiest toltkosprskiled in fhaaetrand dine genetie pandiplesihéreinanayaict appligd tch
particular reference to the system bl ock diagram of Figure 3, it is to be

under st 0Qfh@ lerftdBinfinksS et the PresetfIvenabh Brhottitéied @) boNBittd@ithet 1S
‘contenpl ated that the apparatus and nethods in accordance with the present

poar . For aigr SRoph B b o B B e ieh e bl Bl A

processor, Cyrix 586-P75 processor or Advanced M cro Devices 586 processor
or by anyfe@iﬂf?élde%b?%bﬁémm croprocessor. The m croconputer system 10 is
shown with 16 negabytes of systemnenory 48. It is understood that

addi ti onal nenRéfgrrignobembretpattixalutiyab de asompptyapedrhwihgs,n dongpute sPstby
installing additional or higher-density nenory nodul es. For purposes of

il lustrat ér%ﬁ@%r he fé%@?rﬁmﬁ@én s WEB AR Akt %ggﬁn'y BRGoadt 10%@&@9@&0 t'he

16 negabyte nfiguration. Referring o Figure | eis
shown the | ocal .conputer system 10 ong,wWith a perspective view of sone
Form of LARNETE BRRER 600, SEGRIRIET Samay ket i B ERERbY g Car s on may
be established through electrically conductive connections, through fiber
optical |kaykeardtl@g; maute §4npndipretener phettes (nat shewm) drveicpwpyter &) is gpnpeatest to a
manners. Such a link is indicated in Figure 1 at 36. The network may be a

t oken- ri ngetweikvisyr dabld 362 vhidhie bBinetell o4 kub 84. Thewstwhikasnld bens tije Eihéner, K.

Each of the conputers nmay be a "personal
Token Ring, ATM, or other mechanism used to transmit data.

Now referring to Figure 2, the computer 10 has a cover 15 which is a decorative outer
member which cooperates with a chassis 19 in defining an enclosed, shielded volume for
receiving electrically powered data processing and storage components for processing and
storing digital data. At least certain of these components are mounted on a multi layer planar
20 or motherboard which is mounted on the chassis 19 and provides a means for electrically

interconnecting the components of the computer 10 including those identified above and such

other associated elements as floppy disk drives, various forms of direct access storage



conputer” as defined herein. Alternatively, the renote conput o] h N
may be sone conputer having capabilities other than those asé?E%éﬂJLeigbé

to a "personal conputer”, and possibly beyond those capabilities. Wiile the
term"renote” is used with reference to the conputer systemthrough which
the LAN station | ocal conputer system 10 accesses BIOS, that termis used
in the sense of indicating separation,grather than in the sense of
indicating a 2 5J UL 2002 13 | arge physical distance between the
systens. In fact, such system may be physically adjacent in sone network
arrangenments. The present invention is directed to a conmputer system which
has the ability to functionally detect and record the tinme of a tanper

event . The triggering events are tanper events detected by the conputer
system a preferred enbodi nent r event could be sinple as a
t oggl e s&f‘f‘%eﬁ zbchsﬁﬁrya?gif’PR?ﬁ?aéﬂs r}e‘f‘?% ‘%@\%’% ?‘Stpﬂglt nghoé? nputer is
renoved. The conputer system could al so includes a tanper detectlon switch
nount ed hgreinpfen, peovisians esumadaindthe planart 30/l8r theqgpriae oEBpW/euipet signgisctouni t to
retain the time of the tanper event, The personal conputer could also send

network ah@frb (b eReritiy @AWRheAS of BEBYSdcoRPRecONPUL er System can al so be
coupled to a renote conputer via a data communi cation |ink. A managenent

tanper real UG SABR ORI Dodty REIP1H Yl G ARG éﬁ%lsw}%etgdl&)ﬁ%nﬁa L qbtai n

and send the t BVENt As e ne rk-ale tion

| BM has introduced personal conputer systens with Radio Freq

| dent i fi eWtshal (rbpillustated dorgyphe #welm#n?@é R8It ype%é?svez ’tzﬁé“ﬂé'r sonal
conputer to detect the renoval of the systemfroman office or building.

G ven a bawdrdang@owi t h port aDse af the uppdrdays Meissylsptediovrerivppargibenl dhvevugh
the el ectromagnetic field of the portal registers an event The RF signal is

operati V%'sttc‘s%F(LI%ﬂ Mihidye |1é19{vﬁ ak 8.9 BRI NG hllE TR RherBEs BN tolibei e
preferred enbodinent when the tanper events are operatively connected to

| ogic that conta du ate e RTC. .This du cate RTC

he?ei nr gf &Y (gl& 4 @grﬁgt Séze[)éﬁﬁ‘%ears alé% %@ﬁ/{ %?(‘{?g ag& g'ﬁé%l‘ﬁer tbaf" T H pg%#s‘?é?ﬁeﬁﬂec but
can be stop by a tanper event 2 5 JUL 2002 14 The hardware real tine
TGk | 3 Spoer daen P rsylipeIikidrse i ngicalei ARITekIB81oR ArBE Jo ARG AN e ng
present. The tanper RTC is setup by Power On Self Test (POST) or a network

adm ni st maddaum daeanscsse soydpe e oot ZaASD) capable dfbeceBysd £ sk inSetedrthdry  of
the timer setup is limted by requiring a user to enter a Privilege Access

Passwor d {BARY ukRp 96 RsBAERS Seceive WG ahdBelfbs HATL & RAVRIISEnORn. B Lshecks

the to ensure the vari ous tanper

ROM drive is indicated at 30 in Figures 1 and 2 and 1s a removable medium direct access
storage device capable of receiving a compact disc inserted there into and using the disc to
deliver data as 1s generally known. One hard disk drive is indicated at 31 in Figure 2 and 1s a
fixed medium direct access storage device capable of storing and delivering data as 1s
generally known

Prior to relating the above structure to the present invention, a summary of the
operation 1n general of the personal computer system 10 may merit review Refernng to
Figure 3, there 1s shown a block diagram of a personal computer system illustrating the
various components of the computer system such as the system 10 in accordance with the

present invention, including components mounted on the planar 20 and the connection of the



indicators are clear. If a tanper has occurred, it then pronp %ithﬁ u@ﬁb
for a PAP. The systemw ||l not continue to boot or enter setu nIJ IL 2

PAP is entered. |If POST checks the duplicate RTC and no events have
occurred, it will check synchronization between the system RTC and
duplicate RTC. POST is designed to either correct the duplicate RTC or
provi de an error code dependi ng on the network. A system and nethod in
accordance with the present inventior provides for recording the date and
time of the tanper event withili the system such that security personnel
can focus their investigation nost effectively. A preferred enbodi nent of
the present invention will now be described with reference to Figures 3 and
4. Figure 4 is a sunplified block diagramof a system 90 m accordance with
the present invention. The systemincludes a LAN adapter 94. The LAN

adapt er 94ndr29|to thesiQeexpenlion gannesters@od pthet hardwargadtheprysonpkcopteroU ser ves
as an interface between a shared data path (e.g., nedia independent

i nt er f acgsteM. | QoriéEres td 8 glalas} Z0Ms B sRmlCRU 2 psocesop 10, vificlisscobfectdie MAC

100 performs a nunber of functions involved mthe transm ssion and

reception o at a. packet ar, .ex e i t ransn sslo ta,
the MAC (Tl&?h&g%%ﬁ@ﬁésge %hépl&i'f)g[ Qusﬂgtgqt;ugﬁéjﬁ#e %Oépﬁ)ﬁico&lag Sgla?;@é %Q%%C%gddr ess
and error detection fields Conversely, duri n%rt he reception of a packet,

t he MAC mewmoni 4wars alspicernected tpthethost tisd2. The Iiry corelogio gpset 44 dngledasAs
address checking and error detection. In addition, the MAC 100 typically
per f or mememepdiongbaLn dillGache cbngblictland agetipkerilrcafipohért tterovmiect (RETF har ed
path and perforns preanbl e generationlrenoval as well as bit

transm sgg sl | - fiQr 57
%{}%N "[glggxg%dér goptidt Flhﬁ\gr e BnReed B Bl aRdorR Bcdeld flenBéP

‘chip. The I ncludes a nedia 1 ndependent i1nterface

the
(N111] i i I | bus between the C 100 and a physical | ayer 102.
The. phy<tHATD 13, dhe RO metors Ab S raer s e mon msmeRaoLtiss. 1heY v
conpliant | EEE 802.3u M| for connection to MACS. The |EEE 802.3u MI is a
speci f i caemory whtrellegmnuaickidasithe pegie fnr orappugi agdtresses taand emithemicieproéessémg of
a 101100 Mops Ethernet Media Access Controller to the underlying physical

| ayer 1020 tolhetiaiIréadlof RAWA481 Dke é@hacm@tlari@@wmi:@wd t6 @ik Bcahbul |y
i ntegrated device supporting 10 and 100 Md/s CSMA/ CD Et hernet applications.

The physj [ ?llopjgé/er | 02 receives parallel data fromthe M1 |ocal bus and
converts i o serial data for transm ssion over cable 36. The physi cal

| ayer 102 is al sQ responsible for ve shapi ng. and_pr ovi des .anal og _vo] t ages
to cable 3 6. %&%ﬁ%ﬁ@@ﬁdﬁéﬁ? bg,Jor SZHP aﬁgalrtorb‘%%f%mw if mﬁegf/émeh
Seances Systens 1890 chip. The physical layer 102 also in a preferred
enbodi me@orportiond dbe RO dbridggwithmtohapset Aigprovivs anhinteaface beteeemtiie hogalibypod s
The first purpose is to determne the capabilities of the hub 34. A second
propose hgd 4 PCRBUES0.1 S8nriebd WWVhe PAAME 50 i £Secb] §d26 chipsoR e af@ ATty A

Finally, a third purpose of the physical |ayer 102 is to establish a
connecti gay expansion connectors 54 for receiving PCI bus compatible peripheral cards. One such
peripheral card is a video controller 56. The video controller 56 includes video memory and
is coupled to the monitor or video display terminal 11. The chipset 52 can be, for example, a
PIIX4 chip which is also sold by Intel Corporation.
The chipset 52 contains a bus control and timung unit, a plurality of timers, an
mterrupt controller, a direct access memory (DMA) unit, nonvolatile CMOS RAM, also

herein referred to as NVRAM, a CMOS real-time clock (RTC), an System Management

(SM) bus controller, a PCI/ISA bridge, flash memory interface, power management logic and



with the renote conputer 34 using the highest performance co C eonnon
.t echnol ogy 25J UL 2002 ,6 A managenent application spec?ﬂ?p *ﬂpggzgpgd

circuit (ASIC) 160 is coupled between the M1 bus 63 and the SM bus 64.
Referring now to Figure 5 what is shown is a block diagram of one

enbodi ment of the management ASIC 160. The managenent ASIC 160 includes a
M1 interface 1602 for receiving and sendlng data froma RX FIFO 1604 and
TX FLFO 1606 The FIFO s 1604 and | 606'%re control | ed by FIFO controller
1608. The FIFO controller 1608 in turn is coupled to a mcrocontroller 1618
and NVRAM st orage 161 2. The NVRAM storage 1612 incl udes the packet header

i nforn~ation. The managenent ASIC 160 also includes a SMinterface 16l 4

W uch receives data fromthe SM bus 64. The functionality of the nmanagenent
ASIC 160 will be de~cnbed in nore detail later in the specification.

Ref er nngaranpsEgnatedditvexlectrohics fIDEqoatrodaaThd POEISA oadge(fiivilescrr iaterflacd 40 i s

al so provi ded which communi cates with the managenent ASIC | 60 via the SM

bus 64. Jhged AR ?’CI 'BIQS@?Qd hﬁ o@(!lo'iﬁl Fegﬂl?é Sk xbAnsForPRst BEY aslthe IhAuskgep pover

on the tanper RIC even onputer | oses power. The tanper Ccircuit

140 al so_[ ecei,ves [ n nals, .Int r events
are a covepdardmyeh eBF‘B QS%%P eForngstedo \'ﬂe%abb %&??B@ﬂﬁ} Af n the
speci fication). However, one of ordlnary skill in the art wll readlly

r econgi ngxpangion cmuhetprstéﬂofés regetvingi§éradapiencarde et shawr)gdbe IpHeontsgtser RTC
circuit 140. Figure 6 is a block diagramof the tanper RTC circuit 140 The
t anper RifovidéOfdrid teheBmentITDETohipaeblt 3Geagk devideslichys RIThge @RidrASI3¢ 160

or by a power on reset signal to gam access to the tanmper RTC circuit 140.
The syst qigﬁ_ 170 conrnuntates nth a real tinme clock 178 and a
| at ch 18%1 SI%‘bpéﬁn‘f%%?receives t anper event signals 132 and 134 via
receivers 172 and 174 through a | og circuit 17 Ul 2002 ,7
Accor di ngly widf SYHemTetiune ¢ogk ’él“lsﬁ‘ﬁf timgf day ?Q}bl%tl%’ﬂaﬂ theNVBAY 1% anmer
event signal 132 or a RF tanper event signal 134, the contents of RTC 178
ar e tr ansfedrto shresydtehecahfignration datal hat iFthe NVRANE withcdntain vatetwhi8h can
then be read by software via the SM bus interface 170. In addition, when a

LAN LeasBodoABDEE prsicftel-REEaMibY o MB3ERIR. AS! GatBib, NVRARES HiiMes 2

request to tanper RTC CIrCUIt 140 to obtain the tine stanp. In response to

a request Jfor-. a t| C 16 C.140 nds t he
cont ant s osfieiipaialbing B Rms oF PR AL SEE e L OB  Eiif B B
managenment ASIC 1 60. Referring back to Figure 4, the nanagenent ASI C 160
recei vesaidiesequence irhsarsed fogaaartionkas preagemetiodABetype 0bdigpleyi thagmoupt e
function of the MAC 100 to send alert packets to the physical |ayer 102
When an ef@sinong ditiesdstelcdic. aBurtherivie] thesendaer ars isgoal in NEZRAM avhevet anper
signal 134 the managenent ASIC 160 creates an event packet and sends a

predefi n?ﬂecfﬁ‘?@ étR) g)rééiﬁ{l{xe Qﬁ&q{g"cghﬁ%t dridi i setdpDistdrcuRE S e Ifiﬁi% SEkpdinent

of the present ent| € nmanagene ASI C 160 obt ai ns estanp for
the event gur %mnps%tulpspsrgérggl is to store values characterizing the configuration of the system

to NVRAM. Attached to core 52 1s a flash memory (FM) module or chip 66.

Power management circuitry 52 is for changing the system 10 between various power
states (e.g., off, standby, sleep, suspend and normal operating states). The present invention
wall operate in any of these power states. Accordingly, the description that follows will be
independent of power state.

Coupled to the ISA bus 58 is a multi-function IO controller 68 such as, for example, a

National Semiconductor PC87307. The IO controller 68 contains-a variety of IO adapters



command to the tanper RTC circuit 140 on the SM bus 64. The n%r’fﬁg}thanﬂ@gl C
adds the tinestanp to the packet and generates a network packet A network
packet 200 is illustrated by Figure 6 Refcrrng nowto Figure 7, the network
packet 200 conprises a header section 202 and a data section 204. The
header section 202 contains ma preferred enbodi nent, ntenet, UDP, and MAC
headers. The data section 204 ma prefgryred enbodi nent conprises the type
of event, tinestanp, and universal unique identification (L1U D) The

ti mestanp provides the critical information for determ ning when a tanper
event has occurred 25J UL 2002 18 Referring back to Figure 4, the LAN
adapter 94 further includes a connector 110 such as a RJ45 connector which
is the physical interface between the adapter 94 and cable 36. An
alternative odi nent to LA ap cou d be, .for ex l.e, AN
connect orar!Siro gﬁﬁ@é’f’?‘ﬁhs%}?g (S*é?ﬁ Pﬁb"&l‘j‘?‘r%)eﬁer@ a%?éergltzahﬁ‘?ra@gp dﬁmﬁral
connector could also include all the sanme connections and conponents as the
adapt er 9and keybemtdicontoniler e Therdiskd® adaptePHYmiowides thaymerfaco 2o theulisketie
conbined into a signal chip The connection to Managenent i ASIC | 60 coul d

be M1 bugri@ 270t isefi¥RAafier #2'Ras 4o Sddrhil portRBhiteior 8P FéraMtabliméiRGPEEME]  he
Managenent ASIC 160 into he single chip MAC and physi cal Iayer As has

been before.nenti.oned rst, t f ta eve coul d

connect eddetvbcef ﬁ'é"hcar‘?af‘s@f’@enﬁ 1(n°§ ﬁléo‘%@nﬁ@f? & PmﬁFlﬁade %: P S h?al ecmr 'n

Fi gure 4, oggle switch 130 is connected to chassis 19 .in a manner such

t hat WnenSQ fpé afieshapent of ¢xterpalalgvices Bieh jap pEntersdnefshowah el hedipybeard gpntiollen 30 s

cl osed Wien the cover 15 is renoved the toggle switch | 30 changes position
i ndi cat i ngp6 ishtke tmartice Fashdlesbodrd MAwad tiembine 1dover tanper signal 132 The
cover tanper signal 132 is connected to the tanper RTC 140, which results

In a tanper RT i I lhqak. ~1
500011 d type og%?ﬁsé?ﬁ%"&%%?b te&‘ﬁ%f M&ﬁf’ﬁ’ 4 fller MR SREEISA

1) LI 11d1l OL11 | ~1.O~V |1 . 111 1

11111 St r aP¥s sy aﬁ@lﬂs SR 199 cor&aww eMl&l 7 P?‘&Bﬁiif@“f"%"fl i m%s]?i]ﬁqé#{ubl
poi ials 130 anti 132 v~hlch arc totaled In a building or room'|~hc portal
130 and | 38&Fignit Thedda¥ adapterds bupphied mathdugdiaryareavet $8UXM Enmtthe power~ | | k

h1 JI"1ZOM 90 mthe conmputer detects the pl cscncc of the field, It sends a

| Zh t anpeguppl@BivhdBthels§stafl 10NPUE. The LANPRIapRT CarChd, €tiekarhfleOan TEMAuto U L
2002 19 (Fig. 4), which results in the tanper RTC Circuit 140 | atchi ng or

arper RTECEOREAYGOE e diBieF 06 ana synchroni zed

A planar SM Bus 64 1s coupled to the PCI bus 50 and ISA bus 58 via chipset 52.
The planar SM Bus 64 is an additional IO bus in system 10 and is used as a local bus to
support slow speed peripheral devices that reside on the planar board. Logic 92 which will
be described later is coupled to SM bus 64.

RFID (Radio Frequency Identification) EEPROM 90 is also coupled to the SM Bus
64 and an RF interface. In a preferred embodiment, the RFID EEPROM 90 i1s a dual ported
non-volatile memory element with both a digital serial (I12C) and Radio Frequency interface.
The non-volatile EEPROM includes asset information such as serial numbers and code
revision for the system. The RFID EEPROM can be updated through a digital interface that

connects to the SM bus 64 or through the RF interface which connects to antenna 120.



by power on self test (POST) via the SM bus 64. Progranmm ng t C er
1s handl ed by system POSTBI OS during systeminitialization a% |\'B3bsgﬁn2

i ndependent. In addition, in a preferred enbodi nent the progranm ng

requi res use of Privilege access password (PAP) to ensure a system
adm ni strator only change val ues. Wen one of the tanper events occur to
system 12, the tanper RTC circuit 140 is triggered to latch or hold the
current value of the RTC 178. The tanper RTC circuit 140 is backed up by
battery 142. Fig. 9 is a flow diagram of the operation of the system Wen
the systemis turned on, via step 150, Power On Self Test (POST) checks the
tanper RTC circuit 140 to determne if a tanper event has occurred, via
step 152. If there are no tanper events the system RTC 52 (Figure 3) and
the duplicate RTC 140 are synchroni zed, via step 150. If a tanper event
occurred, theWhileg® preshbinverdionyis teseribebhateinplenythopariedargeferengt tatheng need
to enter PAP, via step 156 and waits for a password, via step 156. After a

passWor dsysenelbéd @dgRATE IERY BOREs RUeeBSerb@od afMhE baRkpt dflihedd¥Biiptivh WhickTC
circuit I'40 After the acceSs it then resets receivers 172 and 174, via step

164 and nj t i Ik i .t 140
Ui e ot epolouF SR R &loriiited Bl e HphiHls and muchRock HE ol ARREE Bl i bl
present invention provides a conputer system which has the ability to

f unct i oni@venpionarayche usad) withoshey hardevarg epailigprafionsefiibe Plaparioandh ot erexaigle ng
events are tanper events which can be detected by the conputer 25J UL
Z002 Zo thysysteth ptatesops@taild &é ag ifneldtentiom, prodessor ADyres S8RTE pooessor dre as
sinple as a toggle switch being activated when the cover of the personal

comput er s ERUGD 'Demﬁ g%ﬁf&:@%ox\iﬂ W lofheR sREBlEniceshesRad ment i ncl udes

‘a tanper detection swtc nte t he encl osure "and operatively
connected with a logic unit to retain the. ti of, the tanper event,. e
per sonal conputerqr oglpb‘FeéFEt‘?‘BdSéﬁﬂl?Mﬁlfl W&a%?%%tisﬁgg%?‘?{n%We‘lﬁt Epvvhen
the cover is renoved. The conputer system can al so be coupled to a renote
conput eriswinderatodd that edditionsl ozemiony can bekintercongeqsed: awremesqﬂtﬁfglndﬁlm 3(tRTCO)
circuit is operatively connected with logic to obtain and send the tine of

t he evenins@fingaidditidhal di€higRérvddnkityinembry bdies Jlor pligpopesaseiistiativebhlyon has
been described in accordance with the enbodi mrents shown, one of ordinary

skill in t. wi Ll read] .y e i gkt ons to
the e nbo%llg :irl)geﬁ ?lét Bha ltltO K (l)ss(geqéllé%da‘? ":agl%gé rg\/\r/%ﬁ }tge%el%\?mﬁ {g%f)ﬁtgtwﬁegné}g icrﬁélg%]ﬁ scope

of the present_invention. For exanpl.e, one c U|E nodi fy the system RTC such
that upon det &4rHRS Brekindigipmpe oo bl eyt LApRAvE
could be transferred to a non-vol atile nenory, the contents could then be
read by pafpestveviewod some fgeneltAMSItehiGdt thoolgh habsd, mewblich kfegizst em RTC t o
obtain the tinme stanp if the RTC had an SM bus interface. In addition, the

RTC coul gorRin@Micateor AT bOsktatilRRed/Bldtiph leRcIRANY YordaWti velonh&:tishe tRrolITEHEUS
events. In addition to the time stanp, the source of the event would al so

be stor edb AGPRLA elion TRINATPEE! S8R RolP%: REHBSarier Suck R 12T Y

indicated in Figure 1 at 36. The network may be a token-ring network or an Ethernet
network, or other known type of network. Each of the computers may be a "personal
computer” as defined herein. Alternatively, the remote computer on the LAN may be some
computer having capabilities other than those ascribed herein to a "personal computer", and
possibly beyond those capabilities. While the term "remote" is used with reference to the
computer system through which the LAN station local computer system 10 accesses BIOS,

that term 1s used in the sense of indicating separation, rather than in the sense of indicating a



departing fromthe spirit and scope of the appended cl ai ns. 252tJEUE %ﬂ[}z
12002 -21 CLAIMS What is clainmed is: 1. A systemfor nonitoring tanpe

events in a conputer system the conputer system being on a network; the
system conprising: a tanper real tinme clock (RTC) neans for receiving at

| east one tanper event signal originating fromthe conputer system the
tanper RTC neans including a tinmer for_ indicating the tine of a tanper
event; and a managenent device for r et®i vi ng the at | east one tanper event
signal; the mangenent device issuing a conmmand to the tanmper RTC neans to
obtain the tinme of the at | east one tanper event, the managenent device
generating a network packet including the tine of the tanper event and
sending the network packet to a system adm nistrator of the network in
response to the at |east one tanper event signal, wherein the nonitoring
syst em i largephysical distancethetweeemthe systemps te fact, suchmyystesymew he physiqally adiacettier ei n
the nmeans for receiving conprises a real time clock (RTC) circuit. 3. The

syst em ofn sohid ietkorkh@iafidinddle neans for receiving conprises a system
realtime clock (RTC) including a nonvolatile nenory for retaining the

tanper event. 1fs prtt SBhEm Qb {leﬁ%o%gﬁsﬂ?t%@?gf@ﬁﬁlﬁim@%ﬂ i gna

conpri ses a cove anper sighat. wherein the

t anper eyent signal conprises a radjo frequency%{?anper. signal. 6. The
syst em ofunetignaly felgaiend;recordh thertimgofgy tagpergysat “dgdrigeeriggsyruisaredampere

stanp. 7. The systemof claim2 wherein the tanper RTC circuit conprises:
at | east eene detweidigrthesansuténystemc dn wipnefersed antpelimentethe tangakentgolldt ch
means for receiving the tanper event signal fromthe at |east one receiver

means; pe asithpté ds aztggv\%le 'sa/gtclfil b%iﬁ@ bettvabld whenGhe ERERI the pers 65 bdhP@tepissi gnal

fromthe | at ch"nmeans ereby the " RTC transfers tinmestanp information to the

| at ch means en. the RIC receive he. signal, fromthe. |atcgh neans;, and an

i nterf acéer?@’\é\ﬁ's T}’%Fmﬁ?‘ft%rvﬁyﬁtﬁmt%ﬁdﬁg?Palﬁgwg?ﬁa Bape: et?cgloaﬁ?’vht&é&ogg 5 the
real tinmestanp information. 8. The system of claim7 which further includes
an adapt siithirethe snelosynt enil epsrativelyreanegstaderith @ logicenit tenetamtbe timgf die neans

for providing tanper event information to the network. 9. A system for

moni t or i BgnfeaePgkt. events in a conputer system the conputer system being on
a network; the system conprising: a LAN adapter neans; the LAN adapter

means i ncl udi Flﬂte gﬁggxgdg@%rgﬁ&%séou‘f&’ﬂhé ol %gmdrﬁﬁleﬁ@‘hég%gecﬁgra%? uéx%'d'. er for

providing an in ween a share ata path an s; a tanper

real ti m%hcl ock RTC? nean oupled,to a system bus .for, receiving,.at
e computer system can also be coupled to a remote computer via a data communication

link. A management tamper real time clock (RTC) 1s operatively connected with logic to
obtain and send the time of the event as part of the network alert.

In addition IBM has introduced personal computer systems with Radio Frequency
Identification (RFID) technology. The RFID technology enables the personal computer to
detect the removal of the system from an office or building. Given a building with portals at
exits, the system when passing through the electromagnetic field of the portal registers an
event The RI' signal 1s operatively coupled with logic to retamn the time of the event.

In the preferred embodiment when the tamper events are operatively connected to
logic that contains a duplicate of the system's RTC. Thus duplicate RTC herein referred to as

a tamper RTC contains a shadow of the system RTC but can be stopped by a tamper event.
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| atching the at | east one tanper signal based upon a tanper event, the
tanper RTC neans including nmeans for retaining the tinme of the tanper
event; and a managenent devi ce coupl ed between a | ocal bus and the system
bus within the conputer system the nmanagenent device for receiving the at
| east one tanper event signal and sendiang an al ert packet to the LAN
adapter neans based upon the at | east one tanper event, the alert packet
including the tine of the tanper event; the alert packet being obtained by
issuing a command to the tanper RTC neans; wherein the nonitoring systemis
internal to the conputer system 10 The system of claim9 wherein the alert
packet includes tinestanp information. 11. The system of claim9 wherein
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means for | ocking conputer system1f ‘a tanper event has occurred; neans
for obtaining tinesta information fromthe tanper RTC circuit_jf a tanper
event hadidie i"é&,leaégﬁarﬁélélﬁgf ha@wce@%éﬁh@mrﬁmgg t{“hléseﬁ SrpdriIRTE G skt t o
the system RTC circuit. 15. The system of claim 14, wherein the neans for
checki ngwilbngtrooasucstopovedsr emrer sethip uhgbthe PREST entefed. ITPOSS yhd¢okmtlof dupliame 14,
wherein the means for obtaining further conprising: nmeans for requesting a
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tanper real tine clock (RTC) nmeans for receiving at | east one tanper event
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for receiving the at |east one tanper event signal; (c) receiving at |east
one t anpgfoviite fidr ré¢gdiak tiy dgé mad {img of temurhper evortpuitien tisygtten suoh tthe t anper
RTC neans and the mangenent device; (d) retaining a tinme of the tanper

event si 9&%&5&6%%@6%%%&%@& m@ﬁ%atiéanex(n%lt éﬂ%@\'fewng the time of the

t anper event e managene vice upon ‘conmand to the tanper RTC
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shared data path (e.g., media independent interface (MII) (described below) and a PCI bus 50
or ISA bus 58 The MAC 100 performs a number of functions involved 1n the transmission
and reception of data packets. For example, during the transmission of data, the MAC 100
assembles the data to be transmitted into a packet with address and error detection fields

Conversely, during the reception of a packet, the MAC 100 disassembles the packet and
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mn o p Sexnd@@Systems 1890 chip. The physical layer 102 also in a preferred embodiment includes
auto-negotiation logic which has three main purposes The first purpose 1s to determine the
capabilities of the hub 34. A second purpose is to advertise its own capabilities to the remote

computer 34. Finally, a third purpose of the physical layer 102 1s to establish a connection

with the remote computer 34 using the highest performance common connection technology



10! 9$10965& ()- 10\ 10\ 10\ & 7!10% & ()- & 5"10% & () - &3! 10% &

e 0% Osatma )- (0)- 25 L 2002
10! &' 109B& () - &Y" 1096& () - &109B& () - 1096& () -"1096& () -s1096& () - emdEnb@
10! 9#! 1096& () - &

10968 () - MLOYBE () - &YL09B& () - &F" 1096& () - &&! 1096& () - : . dEnb@

10! LO! 1096& ()-LF. 109®& ()-9, - #1096& 16 - 9)

1096& ()-' s109B& () - 9V 09B& () - 2@BCRxMHC 10! 9$10% & ()- 105 105

105" 9#109%& ()- F7!109%& ()-L5! 1096& ()- 2! 1096& () - RT +dEnbC

10! &F"10% & ()- LI10% & ()-& 10% & ()-&s!10% & ()- & 10% & () -

109% & () -: EJEMbC 10'L, # 10% & ()-9 "10% & ()-910% & ()-9l z

109% & ()- & #10% & ()- &2"10% & ()- WdEmbC 10! OL! 109 & ()- Y.

"109% & () - 9, , POvEEAgeineh) difSHicatidr) SpeCifit G ate)l-circed (ASIE)& 60)is Coupt&dotwh@

10! $10%3& ()- 10" 10"
10" 59" 10fed(Dbuk |63 HW1Ee $)1 SRlEN/SRetboring 2HHAY F@g\(rb‘l&hat 19 RGovHO R a BISAVEK () - F

1 10 ()-1] "TOWXE ()- 100C& ()- "TOUCK ()10 ()- 1" s" &#S888$zXI<C 10

,,12(()35&,10% Sw /op one eml&)dlment c;'f:l}?e(yf%g@nent ASI Cl ?6/6361%16( %anaéé}n%%%ﬁé 166i 3’

mcludes a MII interface 1602 for receiving and sending data from a RX FIFO 1604 and TX
FIFO 1606 The FIFQ’s 1604 and 1606 are controlled by FIFO controller 1608. The FIFO
controller 1608 in turn is coupled to a microcontroller 1618 and NVRAM storage 1612. The
NVRAM storage 1612 includes the packet header information. The management ASIC 160
also includes a SM interface 1614 which receives data from the SM bus 64. The functionality
of the management ASIC 160 will be described in more detail later in the specification.
Referring ag_ain to Figure 4, a tamper real time clock (RTC) circuit 140 is also

provided which communicates with the management ASIC 160 via the SM bus 64. The
tamper RTC 140 is also coupled to a battery 142 to keep power on the tamper RTC even if the
computer loses power. The tamper RTC circuit 140 also receives tamper event signals. In this
example, the tamper events are a cover tamper or an RF tamper (which will be described later
in the specification). However, one of ordinary skill in the art will readily reconginze that

other types of tamper events could trigger the tamper RTC circuit 140.

Figure 6 1s a block diagram of the tamper RTC circuit 140 The tamper RTC 140
includes a SM bus interface 170 used by management ASIC 160 or by a power on reset
signal to gain access to the tamper RTC circuit 140. The system bus interface 170
communicates with a real time clock 178 and a latch 180 The latch 180 receives tamper

event signals 132 and 134 via receivers 172 and 174 through a logic circuit 176.
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Accordingly when the tamper RTC circuit 140 receives either a cover tamper event
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signal 132 or a RF tamper event signal 134, the contents of RTC 178 are transferred and held
in latch 180. The time stamp for latch 180 can then be read by software via the SM bus
interface 170. In addition, when a LAN Leash tamper is detected by management ASIC 160, it
then drives a request to tamper RTC circuit 140 to obtain the time stamp. In response to a
request for a time stamp from management ASIC 160, RTC 140 sends the contents for RTC

178 to SM bus interface 170, over the SM bus 64 to management ASIC 160.

Referring back to Figure 4, the management ASIC 160 receives the cover tamper
signal. The management ASCI 160 duplicates the function of the MAC 100 to send alert
packets to the physic—zal l—ayer 102 Wht-an an event occurs such as a cover tamper signal 132 or
an RF tamper signal 134 the management ASIC 160 creates an event packet and sends a
predefined message to a system administrator. In the preferred embodiment of the present
mnvention, the management ASIC 160 obtains a timestamp for the event packet by 1ssuing a
command to the tamper RTC circuit 140 on the SM bus 64. The management ASIC adds the
timestamp to the packet and generates a network packet A network packet 200 is 1llustrated
by Figure 6

Referring now to Figure 7, the network packet 200 comprises a header section 202
and a data section 204. The header section 202 contains n a preferred embodiment, internet,
UDP, and MAC headers. The data section 204 in a preferred embodiment comprises the type

of event, timestamp, and umversal unique 1dentification (UUID) The timestamp provides the

critical information for determining when a tamper event has occurred
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" 21 109 s)a RIGH0MRNEterFwhith URthé physical interface between the adapter 94 and cable 36. An

10 10s9" AQMUE e eibodidisfit {0 thd L AN &iapler 97 IR BEBardfle, a LAN connector or
connection embedded or integrated on the planar 20. The LAN connector could also include
all the same connections and components as the adapter 94. In addition, the MAC 100 and
Physical layer 102 could be combined into a signal chip The connection to Management
ASIC 160 could be MII bus or other type of bus. Finally, another option is combining the
Management ASIC 160 into the single chip MAC and physical layer.

As has been before mentioned, a first type of tamper event could be a switch
connected to the chassis of the computer. In this embodiment, as seen in Figure 4, a toggle
switch 130 1s connected to chassis 19 in a manner such that when the cover 15 1s used to
enclose the unit the toggle switch 130 is closed When the cover 15 is removed the toggle
switch 130 changes position indicating the cover has been removed on the cover tamper
signal 132 The cover tamper signal 132 1s connected to the tamper RTC 140, which results
mn a tamper RTC 140 latching or holding the current value of the clock.

A sccond type of tamper event 1s when a computer 1s removed {rom a building or
room  Now relerring to Figure 8, which illustrates a person 128 carrying machine 12 through
pottals 130 and 132 which arc located n a butldig or room  "The portal 130 and 132 emit a

contnuous R1" {ield 134 and 136. When the RFID EEPROM 90 1n the computer deteets the

presence of the field, it sends a RIF tamper signal 134 to an input of tamper RTC circuit 140



Y&l 1096& ()-11096& ()- "1096& ()- fnt1096& ()- "109%6& ()- @ 10988 JUL 2002
AB[ BBBCXCdEbC 10

9% #109B& () -f#1096& () - &9! MLOYBE () - & 1096& () - &' 1096& () - &

1096& () - xCC- DDDEI EJEbC 10

* 83109%6& () -LO10%%& ()-L."109%6& ()-9S, m 10%& () -

9&*1 1096&' ()-9' "1096& () - | EEFj FkFI FnF{JFbC 10 ° Y1096& () - $3109%6& ()-F 105
105 105' 9, #1096& () - L7! 10%3&' ()- LS5 1096& () - FF/ GGG<HQHJEbC 10
8L1096& ()- &' 1096& ()- & 109& ()-&y! 1096& () - 9-

1096& () -! 109%& () - Q—lHHLI | JAJAELC 10 " 9%

1096& () - Oy##1096& ()- 99! 7" 1096& ()-9 1096& ()-& ! 1096& () - 9y

1096& ()-"~JJIK KKLNLdEBC 10 " L93! 1096& ()-L0"1096& ()- & - 109B& ()-

“oora (b bR B Bair ot Rt Mo e o
109%& () - M@%NNO\/O:IEbC 10 "1099& ()-"109%0& ()-1"10%& ()-!109%& ()-
1 109%& (} o & () - VOOPWPPPQMELC 10 " Y¥910%d& () , #1090& () - '1099& ()-
10907& () -1"10%& ()-, 109%& ()- QUQQQUIRRRIEDLC 10

In a preferred embodiment, the tamper RTC circuit 140 is initialized and synchronized

by power on self test (POST) via the SM bus 64. Programming of the counter is handled by
system POST/BIOS during system initialization and is OS independent. In addition, in a
preferred embodiment the programming requures use of Privilege access password (PAP) to

ensure a system administrator only change values. When one of the tamper events occur to

system 12, the tamper RTC circuit 140 is triggered to latch or hold the current value of the
RTC 178. The tamper RTC circuit 140 is backed up by battery 142.

Fig. 9 is a flow diagram of the operation of the system. When the system is turned on,
via step 150, Power On Self Test (POST) checks the tamper RTC circuit 140 to determine 1f a
tamper event has occurred, via step 152. If there are no tamper events the system RTC 52
(Figure 3) and the duplicate RTC 140 are synchronized, via step 150. If a tamper event
occurred, then POST locks the system and displays a message indicating need to enter PAP,
via step 156 and waits for a password, via step 156. After a password 1s entered POST
provides access to timestamp information in RTC circuit 140 After the access it then resets
receivers 172 and 174, via step 164 and resynchronizes system RTC circuit 52 to the tamper
RTC circuit 140 via step 158.

Accordingly, a system and method 1n accordance with the present invention provides
a computer system, which has the ability to functionally detect and record the time of a

tamper event The triggering events are tamper events which can be detected by the computer



“2Y"1094°& ()-0Y"1096°& ()-Y. 109& ()-, 1096& ()-)3"10%& ()-'
10907& () - RPSSSSTTTTLC 10 1 109%& () - S#Y109%%& ()-Z 10T 10T 10T9

10967& () - F7Z"10967& () -5y 1096T& ()- Ti TT' UUU(VAEbC 10 ~ &109B& () -

"1096& ()-S'109%B& ()- "109B& ()- 109%B& ()- (VAMMVHWAW XdEbC 10

25 JUL 2002

s! 109%68& () -
* &%

10968 () - Of #109B& ()- &&! "109B& ()-& "109B& ()-& ! 109B& () -y1l09B& () - . XXX;

YYY@dEbC 10 "L3Z"10%& ()-LO

"10968& ()-9. 10958& ()-9f, 1096& () - 9&* 120006& () - & #109%6& ()- @ZZR S[ T[U d[ g[ b

C 10 "110% & ()-#10% & ()-m 105 105

105" 9" 1096& () -L74"109%& ()-LS5 ! 109%& ()-g[[[3\\\ D] dEbC 10
081 109% & ()-97"10% & ()- 9!10% & ()- S10% & ()-

8&810% & ()- &' 10% & ()-D]]] P *"dEbC 10

L9 109 & ()-Lf#! 1096 & ()-&&! 10% & ()-L10% & ()-9 10% & () - of

10% & () system. I'a prefe€d embodiment, the tamper event could be as simple as a toggle switch
Y 310% & ()- 0s! 109 & ()- ."10% & ()-"S, 1 10% & ()-9&*109% & ()-L' ' 10% & ()-"

Haaaaab Qaﬁga&@aie%mé bovett ép%@e&t}na:ﬁ cdiflputer is removed.

The computer system in a preferred embodiment includes a tamper detection switch

mounted within the enclosure and operatively connected with a logic unit to retain the time of

the tamper event. The personal computer in a preferred embodiment also sends network alerts

when the cover is removed. The computer system can also be coupled to a remote computer

via a data communication link. A tamper real time clock (RTC) circuit is operatively

connected with logic to obtain and send the time of the event as part of the network alert.

Although the present invention has been described in accordance with the

embodiments shown, one of ordinary skill in the art will readily recognize that there could be

variations to the embodiments and those variations would be within the spirit and scope of

the present invention. For example, one could modify the system RTC such that upon

detection of the tamper event the contents of the system RTC could be transferred to a

non-volatile memory, the contents could then be read by software. The management ASIC

160 could also read the system RTC to obtain the time stamp if the RTC had an SM bus

interface. In addition, the RTC could provide numerous non-volatile memory devices to store

numerous events. In addition to the time stamp, the source of the event would also be stored

Accordingly, many modifications may be made by one of ordinary skill m the art without

departing from the spirit and scope of the appended claims.
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signal originating from the computer system; the tamper RTC means including a timer for

indicating the time of a tamper event; and

a management device for receiving the at least one tamper event signal; the
mangement device issuing a command to the tamper RTC means to obtain the time of the
at least one tamper event, the management device generating a network packet including
the time of the tamper event and sending the network packet to a system administrator of
the network in response to the at least one tamper event signal, wherein the monitoring

system is internal to the computer system.

2. The system of claim 1 wherein the means for receiving comprises a real time
clock (RTC) circuit.

3. The system of claim 1 wherein the means for receiving comprises a system real-

time clock (RTC) including a nonvolatile memory for retaining the tamper event.

4. The system of claim 1 wherein the tamper event signal comprises a cover tamper
signal.
5. The system of claim 1 wherein the tamper event signal comprises a radio

frequency tamper signal.

0. The system of claim 1 wherein the time of a tamper event comprises a time
stamp.
7. The system of claim 2 wherein the tamper RTC circuit comprises:

at least one receiver means for receiving a tamper event signal,
a latch means for receiving the tamper event signal from the at least one receiver

means;
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timestamp information.

8. The system of claim 7 which further includes an adapter means coupled to the
management device, and the adapter means for providing tamper event information to the

network.

9. A system for monitoring tamper events in a computer system, the computer
system being on a network; the system comprising:

a LAN adapter means; the LAN adapter means including a media access
controller, the media access controller for providing an interface between a shared data
path and a local bus;

a tamper real time clock (RTC) means coupled to a system bus for receiving at
least one tamper event signal originating from the computer system and latching the at
least one tamper signal based upon a tamper event, the tamper RTC means including
means for retaining the time of the tamper event; and

a management device coupled between a local bus and the system bus within the
computer system; the management device for receiving the at least one tamper event
signal and sending an alert packet to the LAN adapter means based upon the at least one
tamper event, the alert packet including the time of the tamper event; the alert packet
being obtained by issuing a command to the tamper RTC means;

wherein the monitoring system is internal to the computer system.

10 The system of claim 9 wherein the alert packet includes timestamp information.
11. The system of claim 9 wherein the tamper event signal comprises a cover tamper
signal.

12. The system of claim 9 wherein the tamper event signal comprises a radio

frequency tamper signal.
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a tamper RTC circuit for receiving at least one tamper event signal originating
from the computer system, wherein the tamper RTC circuit can be stopped by the at least
one tamper event signal;

means for checking the tamper RTC circuit to determine whether a tamper event
has occurred;

means for locking the computer system if a tamper event has occurred;

means for obtaining timestamp information from the tamper RTC circuit if a
tamper event has occurred; and

means for resynchronizing the tamper RTC circuit to the system RTC circuit.

15. The system of claim 14, wherein the means for checking comprises a power on
self test (POST).
16. The system of clam 14, wherein the means for obtaining further comprising:

means for requesting a user to enter a privilege access password (PAP); and
means for verifying the entered PAP prior to providing the timestamp

information.

17. A method for monitoring tamper events in a computer system, the computer
system being on a network, the method comprising the steps of:

(a) providing a tamper real time clock (RTC) means for receiving at least
one tamper event signal,

(b) providing a management device coupled to the tamper RTC means for
receiving the at least one tamper event signal;

(c) receiving at least one tamper event signal originating from the computer
system in the tamper RTC means and the mangement device;

(d) retaining a time of the tamper event signal in the tamper RTC means;

(e) obtaining the time of the tamper event signal by the management device

upon command to the tamper RTC means;
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