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By “device” we mean, broadly, any apparatus that can
'be used to facilitate product transactlons (typically with
a card). This includes ATM’s, EFTPOS terminals, draft |
capture térﬁinals,-éard accepteré, contactless card

20 readers, optical readers, laser readers, ticket readers,
boarding pass feadefs, coupon readers, imprinters, and
“virtual” devices (eg for reading “wallets”).

The use of apparatus such as cards and/or devices for
facilitating product transactions is ubiquitous. Note that
{v) 25 by the term “product” we mean the application that the card
and/or device associated with the product is arranged to
facilitate. There are a large_number of such producté and
a potential for many more. They include (but are not
limited to): _

30 >1. ~Payment products - e.g. credit, charge, debit,
étOred value, purchasing, payphone, calling, and account
billing products.

2. Loyalty products - e.g., airline fregquent flier,
p:oduct coupon, retailer discount»and customer freguency

35 products.
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15 The management of card- and/or device—relatéd
products, as well as the associated message data, is
. complex. Ahy product usually requires.the involvement of a
number of different participants. In a credit card
product, for example, the participants involved will
20 usually include the following: ‘
1. Card Issuer. This may be an entity such as a
bank that issues and/or subsequently manages a card
for facilitéting the credit product, to a cardholder.
Note that the caxd issuéf may ouﬁsource-certain

A) 25 functions to third parties (e.g., card manufacturing

£~

to a card-manufacturing bureau, to specifications
provided by the card issuer);
2. ' Cardholder. This is usually the person holdiﬁg
the card. Note that the cardholder may be an
30 inanimate object such as a motor vehicle, or a
' corporation who assigns the card to a pbsition oxr
function. » _ |
3. Transaction Acquirer. This méy be an entity such
as a bank that typically (but not exclusively) |
s installs and/or subseguently manages a device that

accepts cards to facilitate a credit product
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transaction to the transaction acguirer via the
device. The card accepter in the case of a credit
20 .card may be a retail merchant.
In addition to the above, particularly in the case of
credit cards, a_“scheme_operétor” participant may also be
involved. Product transactions may be routed via a scheme

operator from the device or transaction acguirer to the

-
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25 card issuer for approval and/or processing of the product
~ transaction. Examples of scheme Qpeiators include VISA®
and MASTERCARD®.
| The transaction acquirer may need to authorise the
product transaction with the card issuer, before the
30 transaction is approved. Authorisation for the transaction
may be,sought.on—line directly from the card issuer, via a
scheme operator (where a scheme is involved) or a third
party (“stand in”).
‘ The transaction acquirer will need to clear and settle
.35 the prodﬁct transaction with the card issuer, as well as

provide the product transaction to the card issuer so it
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pays a fee to the transaction acquirer, who. in turn usually
(?' : pays a fee to the card issuei“(as well as the scheme
o4 operator or third party, if applicable). In some cases,
15 the cardholder wili also pay a fee to_thé card issuer
and/or card accepter. Alternately, the flow of fees
_ between the various participants may be reversed in some
cases. _
Othér types of products than'credit‘cards may include
.20 variations on the above, but they will be substantially
similar.' For loyalty programs, for example,Aa bureau may
‘be involved for the calculation of loyalty points.
‘ Management of such products and the relationships
between the participants involved is complex. Any
1 25 .management system(s) must be able to carry out a large
number of processes and manage information enabling the
management of the product and relationships. For'example,v

"the management system(s) must be able to:

1. make dec1sxons and conduct processes based on
30 product transaction content;
' 2. route product transactions to and from devices

and other participants; , |
3. obtain and maintain information on card holders,
card accepters and other participants;
35 ' 4._ suppdrt cryptographic processing (messages may be
encrypted) . | »
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product .- therefore have a number of problems. Flrstly, as discussed
| above, they are not readlly adaptable to support
51gn1f1cant changes in the product
20 Secondly, if a card or device 15 lost or damaged and
requires replacement, it can be a complex matter to obtain
all the necessary information to reissue the card or re-
éstablish the device. - This is particularly the case where
a cafd.and/or device may be associated ﬁith more than one
(} 25 product (e.g., a credit card product and a loyalty scheme
| product supported by the same card and/or device).
Information may have to be obtained from a. number of
different entities in order to reissue the card and/or re-
establish the device.
30 The presently available management systems limit the
‘ﬂextent by which cards associated with different products
can bé implemented (multi-product cards). Likewise, the
presently available management systéms also limit the
extent to which. devices. supporting different prqducts can

be established (multi—product devices). . The more products

L
N

that there are associated with a card and/or device, the
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10 The present management systemszofteh result,in product‘
-'éperating errors and delays‘iﬁ completing transactions,
-particularly where the product is one of a multiple-product
~ system. The present multiple-product systems generally
V arise by the addition of a further product to an already
15 existing card/device based product. The management system
| is amended or added to to cope with the further product.
‘ For example,‘where the further product includes a loyalty
' séhéme, presently transaction information from the primary
préduct, (e.g,;credit,card product) will undergo further
20 processing to establish data associated with the loyalty
product. Primary participants in this system are the
managers of the credit card product (e.g. transaction
acquirer and card issuer for the credit card product). To
enable the loyalty product the primary participants provide
{) 2 further separate processing. ‘Por example, the transaction
acquirer and the card issuer may‘be a bank. The bank is
responsible for processing a transaction it receives from
devices associated with the credit card product. As well
as transactions associated with the credit card product, in
30 a separate process (usually carried out in batch) the bank
must determine which of the credit product transactions are.
associated with card holders who belong to the loyalty
scheme. The data from those transactions is then used to

calculate loyalty points. Loyalty points are often

e
th

calculated by a separate bureau which receives the relevant

transaction data from the bank. The loyalty points may
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envi ronmen
) "This system can result in errors and delays. For

example, it may take weeks or even months for loyalty
points to be credited toja card holders account. In some
cases, loyalty'points may not be allocated at all.

20 Further, redemption of loyalty points 1s done as a
totally separate process, which is-also slow and reguires
effort by the card holder.

In such a system there is no real control of the

- loyalty product by the«loyalty product manager. Further,

Q) 25 there is no product as such on the card or device. The
caﬁd and device system have been constructed to support the
primary product (e.g. the credit card product) and ‘
operation of the further product is done “behind the
scenes”. There is no information in the transaction for

30 the loyalty product manager. Separate “batch prooessing"
must be provided by the transaction acguirer. '

The present “card processing environment” can be
considered either a single role environment (where all
product transactlons are “on us”) or a dual role

35 environment (where at least some product transactions are

“off us”y. In the case of a single role environment, the
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act,Lo n
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acquirer may be seperate. It should be noted that there might be nultiple
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4 * separate product manager patticipant, such as described
above, the product manager is an indirect participant.

10 Indirect éarticipants rely on the participants:in the
single role or dual role'environment to provide them with

' the information necessary for them to manage_the produét.

They are not directly involved in the “card processing
environment”. The raw data provided in the transaction is
15 not usable by the further indirect participant. Further
. processing must be provided by a separate process. _
The preseht applicants -have identified the possibility
of é furfher role being involved in the card prodessing
environment to faciiitate the management of card device-

20 based prbducts, particularly where multiple products are to
be supported by cards and/or devices. The applicants have
termed this third role a “product owner”. The product
bwner is an entity who cah be considered to “own” a product

- associated with the card and/or device. The product owner
} may be responsible for the management of the'product.in
isolation of other card and/or device management
reguirements (i.e., the§ may not be responsible for the
issuing or'management of cards, nor the establishment or

management of devices). As some of the previous functions

)
o

of the card issuer may be transferred to the product.ownerﬁv
-the applicants have re-named the previous card issuer role

as “card manager”. Likewise, as some of the previous

functions of the franéaétion acquirer may be transferred to

the product owner, the applicants have re-named the

(V3 )
in

previous transaction acquirer role as “device manager”.
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15 a2 device management means which enables a device

manager participaht to perform a device management role
alone, without managing products associated with the card
and without managing cards; and |
a product management means, which enables a product
20 owner participant to perform a product management role
élone, without managing cards and without managing devices,
whereby.all three roles can be performed by separate
entities. A .
The terms “card’, “device” and “product” have the
{) 25 definitions which are given above, as amplified as follows:
‘The “card” includes any means which enables representation
of a relationship between a card holder and a card manager.
In the simplest terms, it may include merely an
identification number or account number. It is a guarantee
30 that the card holder is enabled to carry out the product
transaction. It may ‘include a token or electronic wallet
which is utilisable over a computer network such as the
Internet, from a card holder’s PC.
similarly, a “device” is anything capable of
35 representing abrelationship between a device manager

(transaction atquirer) and a card acceptor (merchant). It



transaction.lt may include a token or electronic wallet which,i
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over a conputer network such as the Internet,froma card hol aefiAUGD(Z_DﬂB
Simlarly,a "device" is anything capable of representing a relationship
bet ween a mamo'manager (transactl on acquiéer) and a card RCT 00100123
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may be a “virtual” dev1ce accessible v1a a Web page on the

Tnternet for example.

The addition of a product’ owner role to the single or
dUal'environment, preferably creates a “fripa:tite '
environment”, where there may be three roles required to
facilitate the management of card and/or dev1ce associated

products

1. . the management of cards being carried out by the
card manager.

2. The management of devices, being carried out by

the device manager.

3. The management of a prodﬁct being carried out by
the product owner. ‘ ) ,

Note that all these roles-may in some circumstances be
carried out by the same participant, i.e. operating each“of

the device management means, product management means and

card management means.

Each of the product management means, card management
means‘and device management means preferably includes a
software module controlling a processiﬁg means to
facilitate the product owner, card manager and device
manager roles.

The system preferably furthér comprises a messageA

management means which is arranged to manage the routing of

.message data between cards, devices and the card, device

and product ménagement system. In a preferred embodiment,
the message managément~means includes a software module
which can coﬁtrol a processing means to control the routing
of message data. Note that'by message data is'meant'any
data including transaction data, that needs to be routed
within the system. Preferably, each participant in the
system is provided with a message management mOdule. For
example, where the card manager, product owner and device
manager are separate entities, each of the entities will

have a message management means to control the routing of

utilisable
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means, product . pppagenenl, aeans apdy eagdporapnagensihefeaden datitaafi dme
product managenent” nmeans, card mana enenF means and devi ce managenent. neans

pref er abl ys i néhuglesidentsof yivag eprRdUFE CYREFOPPFRg CAPFIdCesiHY ™ 5 to
facilitate the progucl: Qunstogaces Ma3ees -aad devhcactanageiminiqead The
Bt y"7UT T he

system preferal conprises a nmessage nanagenment neans which is
?Lr angeg '(tjo _mahag@egvheermmdi@gropaﬁ’éé§é@ém§at &DHe CREEN 3R Hevi ces and
e card, devi¢ EQALGE HBNAgeNBRhrI¥Sem Lry Refeiue: amng ment the
nmessage rranagéﬁ%ﬁ? Frgéns rnclu eg a sof t‘ﬁrle@rmdul e wme?h can control a
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ont ties w11 e REe SR A Do R e T B e The Tt ra el
\_J products managed by the product ‘owner participant.
The'product management>means may also store card

15 holder identification data, identifying card holders
holding cards having products managed by the product owner
participént, and card acceptoi identification daﬁa, |
identifying ca:d-acéeptors having devices supporting
producté managed by the pioduct‘owner participant.

20 : Preferably, the card management means is .arranged to
store product owner identification data identifyingvproduct
owner participants responsible foi managing products
associated with cards managed by the card manager

= participant. The card management means may also store card
-éw) . 25 holder identification data, identifying card holders
holding cards managed by the card managed participant.

Preferably, each of the management means also stores

links to the management means of other participants.

In each management means, a database may store the

30 reQuired data. | _
Note that in each case identification data may not be
the actual identity of the entity. For example, the
product owner may not need necessarily to have the name of

the card holder who has a product of the product owner. It

may be sufficient to have an ID number, without knowing the

L
(&4

actual name of the card holder. It may only be necessary
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(i} cardholder. The relationship with the cardholder need not

be direct. It could be by way of a card manager. What the

15 product owner requires in the relationship with the
cardholder is the right type of pfoduct data to enable
maﬁagement.of the product. This can be any data that the
product owner reguires from the cardholder, as-well as any
data that the préduct owner provides to the cérdholder. It

 20 may be a productbtrénsaction, the name and address of the.
cardholder, a card application for a product, a unique
identifier of the ca:d (e.g.,”.a card number) and
cardholder, or any other information.

- Any product owner must have a relationship with a card

~
"
J

N

2s accepter. The relationship with the card acceptor need not
be direct. It could be by way of a device manager. What
the product owner requires in the relationship with the
cafd accepter is the right type of product data to enable
management of the_product. This can be any data that the
30 pfoduct owner reqﬁires from the card accepter, as well as
any data that the product owner provides to the card
accepter. It may be a product transaction, the name and
address of the card accepter, a device application for a

product, a unique identifier of the device (e.g., a device

G
n

number) and card accepter, or any other information.
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The relationship with the card accepter and the -
céfdholder may be implemented dYnamicaily.» That is, the

relationship may occur only when the card accepter and

" cardholder come to-operate-the product ‘e.g., the product

may be loaded by the card acceptor and cardholder at any
time.. o -

To manage the cardholder (referred to by the product
owner as the “product-holder”) relationship, data such as
the identity of the_cardholder will usuélly be required by
the product owner. The identity need not be an actual
identity_but may merely be an identification number. 1In
somé cases even identity information may not be necessary
i.e., it may be’enough.for the product owner to receive |

transaction data indicating that there is a card holder.

- Again, the relatiohship with the cardholder may be indirect

and any information on the cardholder-could be provided by

. other parties in the system e.g., a card manager.

To manage the card accepter (referred to-by the

product owner as- the “product éccepter”) relationship, data

. such as the identity of the card accepter will usually be

réquired by the prodﬁct owner. The identity need not be an
actual identity but may merely be an identification number.
In some cases even idehtity’information may not be
necessary i.e., it may sufficient merely to receive
transaction information from the card acceptor so that the
product owner is aware that there is a card“acceptor.
Rgain, the relationship.wifh the card accepter may ber
indirect and any information on the card accepter could be
provided-by other parties in the system e.g., a aevice .
manager. |

Separation out of product management from other
aspects of card management provides a number of advantéges.
Any card and/or device product can be managed separately
from all other aspects of the card- and/or device-related
environment. Thus, the role of the product owner 1is

simplified (management of the product only), such that the



| AUG 2003': WO 00151070 for the card manager to know the2atbtAll§ 20g@ntity
of the <card holder.In many cases a card holder- will not wish to provide
their identity to nore.entities than necessary.. The present srsten1enab|es
“products W oo ovi ded to a card holdery wi hout the car dPREARAVORYi ng
~-necessarily to provide his identity to a product owner. Usually,it wll be
required thapredectapdnfinagefsdhave BR SEPG&FFEeMtity - xR & &/ hol der
and that thec}ng%ESVErﬁﬁ'éﬂeéﬁdhﬁgﬁaégm_@ﬁﬁ:U@E tdenki bhol- theicaad -
.acceptor. Ot her than this,actual 1dentities do not necessarily need to be
provi ded to a@gubraer tpasvPePPantheARYPEPEHGEL oRREr MIRC @R s in
‘relationshipyuith ~argholder Lhe pel ati-gnghipwhih the Lardhol der need
not be'dire%%%%teggafs ge Ey mgy of a card nanagef;mﬁat thenbroduct owner
_requires 5 n mawagerat FonsWbponi-t Ahehpredrdlsl @ér ai PrORRGY GIMnNgEpe TIT
" product dat bi : egen t.Re proguct ,Thks (can he any, data t hat
t he producta%%gggfééqgj?ggégrgﬁl%ﬁg£gar§ﬁoﬁdeeg,gs wel | as aﬁ%pdzta t hat
the product bwneitprovhees,tehehe theshobdeéd. be e pecystodquoter of
transaction, d Ss - he I I dsggﬁg g for
a product, a %ﬁ?qg@?éggtﬁgﬁgﬁgéf ?ﬁéagan?ggeg g%?lgg%ﬁr%g%r) n érffa&&&fd
car dhol der, oonapyneetetoi héorbaki bn. mAnNRgpr bbectindwrera et deapeized to
rel ati onshi p_w a_car t relationshi ' t C or
need not the Brese TEecSaTATY Bneis, SR ERCRR e AR G
acceptor -i s &hé/pkghHeviypemnahapgendutt uwdakdatedenabltdenandgemeltty ofchhéree. -
product. Thi s..can_be_ _any dat hat_-h r Cct r.r ires fr e _card

Septor,as WEFFeaGthAy GAPASERaP<t RE™Sr SHicheSunEr BT AEe o"Fhb S d

eptor. |t oapdubeeca pywodact twargact con, teeinammaaradexdditestssagfed heo

card acceptor,a deyi application for .a, product,a unique identifier of
“the devi ce(eappgoaév%g’g %g%SPfagﬁdcglgrl(ﬁ’ §c8§€tc%rdtdr any other information.

15 Preferably, the card management means manages aspects
of the card-related environment that aré associated with
"the card manager. The card manager management system(s)
should preferably be able to uniquely identify each card it
manages, maintain data reiating to that card, and share

20 such data‘with»préduct owners and device managers.

Preferably the device management means manages aspects

of the device-related environment that are associated with
the device manager. The device manager management

system(s) should preferably be able to uniquely identify

>

™

—
[
th

each device it manages, maintain data relating to that
device, and share such data with product owners and card
managers. ' _

With the management system(s) of the present
invention,_therefore, an entity that wishes to be involved
30 in any one aspect of the tripartite céfd environment
conceived by the'applicant (product management, card
management and device management) will reguire only the
appropriate part of the system which relates to management
of the éspect of the environment that they are responsible

35 for, together with the message management means, enabling
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is,the relationshipnmay occur only when the card accepter and cara@ *der
conme to owereusee?he product eg.,the praduyci trayu be | oaded ﬁ ALY g

~acceptor and cardhol der at an tlne To manage the cardholder referred to
by the produ@@mﬁmﬁeﬁaﬁéOﬂﬁebe%V%ﬁﬁthﬂdﬂaéﬁg?mﬁ@FaﬁMﬁﬁﬂ%ﬁ)Qﬁa SitEHs the

ddentity of theseacdhohdget whhlsysusahly-Baneaquired by the product:
owner. The identity need not be-an actual identity but may nerely be an

i dentification nuffber pradyehecERsss EQENSKABREEYy TWFOFPIAR® el not be

necessary | rb&u%@y1991§89999050ErﬁﬂeaﬂﬁOqﬂgtd@ﬁ@¥'ﬂééﬁé“*“k@béé@@&ﬁ§t|0n
data i ndi cat there 1s a cardhol der. Again,the relatlonshlp with the

car dhol der rraszebprpdapte@@mh@ %9ar‘~ﬁﬁoﬁﬁa9| on 20/ &vh & Sidhivl Wertul d be
provided by .. quct application on the card) through the product

management means in a tripartite environment,.thus avoiding
the need for that entityvto also have a card and/or device
management means. |
10 Thls serves to lllustrate an important aspect of the
present lnventlon. In the prior art systems discussed in
the preamble where a thifd party operates a product such as
(}. a loyalty scheme as a secondary product receiving data from
’ a system which has been.designed to operate a primary
15 product, the loyalty product owner is not really a party to
| the management system at all; The prior art environment is
dual role ox siﬁgle role environment, and the third party
depends upon the parties to the primary paoduct for any
information, transactional information and to make any
20 amendments to the produét. Where the product is on the
éard or in the device, it is the primary participants who
must make amendments to the product application. |
In the present invention, the product owner is

-preferably able to affect control over the-produCt. For

™

i

- - 25 example, where the product application exist either on a
device or on a card (such as a smart card) or on both, the
product owner may be able to download an updated
application via tﬁe management system, perhaps without any
intervention of any of the other management participants in

30 the system. Traneaction data created in relation to the
product may be routed to the product owner via the message |
'mahagement means of the other participants in the system,
without processing by the management modules of the other
participants. The management system of the present

35 invention, therefore, preferably facilitates enabling the

product holder to communicate directly with the product



ot her parties‘in the system eg.,a card nmanager. To nanage th:,e a&ﬁ ;
acceptor(referred to by the product owner as the "product ac it G)ZmB

rel ati onshi p,data such as the identity of the card acceptor_w,l Iy be
requi red WP 4038 oduct owner. The i-denti-tysneed not be an é%ﬁhﬁbmﬁﬁgﬁtity

but may nmerely be an identificatiqn nunber. 1n sone cases even identity
i nformation fa§- not Co@UtnePESTARTHCR 1t Thiy RUPFYCTeRf Rbr EPFEESSr ecei ve

transaction infermatiion frem tthe eactiwaeceptmiisocihabttbe poaduch ewaer is
aware that there is a ard*a%geptor. %ﬁg{n,the relationship with the card

acceptor mayPBeCfndftedy andiary PRFd H%ﬁ??ﬁFtﬁ%océ?dna_cngSFtéﬁu!d be
provi ded by ehbelvear tineghien e rskstteraied.- PolevbeesiBpagero18eperation -
out of product managenent from ot her aspect.s of card nmanagenent provides a. -
nunber of3 adfaHta§8&eNAny card and/ or device product can be managed

seperately from alib-tolher vaspeat maefaddimarsy andm/ of derbeganekakiedn
environnent. Thus,the role of the product owner is sinplified (managenent
of the prOduEPeoﬁF?F§@6hlpﬁﬁptﬂﬁéf the replacement of cards and deVices

that have been lost, stolen, damaged, destroyed, - re-
'assigned.or the like becomes much Simplef.‘ A card or

10 device may incl@de a number of pfoducts which are known by
the manageﬁent system(s) of.the card managér and the device
manager, which also maintains non-product specific data.

»(i} The management systemis) of the card manager and device
manager may also maintain product specific data provided by

15 each product owner, or may maintain links to each product
owner’s management system such that this product-specific
data can be obtéined. ~In this way, a card manager or
device manager may;obfain data from the management '
system(s) of pfoduct'owneis that, together with data

200 maintained on their own management system, will enable a
card or device to be reconstructed and replaced.

The provision.aﬁd management of multi-prbduct’cards

and devices becomes simpler with a management system in

accordance with the present invention. If a product'owner

-"Fﬂ\q\\ .
S/

25 wishes to deploy a product onto a card or device, all they
need do is obtain the product management system and message
management package, and establish a relationship with a
card manager“and device manéger for that product. 'The card
manager can then assist the product owner to deploy the

36 product on their cards; and the device manager can assist
the product owner to deploy the-product on their devices.
Once the product is operational, the device manager and

_ card manager can configure their management systems td
manage transactions facilitated by the product. For

35 example, the device manager’s management system may route

product transactions received from their devices directly
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a1 e & LR o odu and Manager Tnegcient, SeLes) & Lo dniauely
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detalls to certain entltles. With the present 1nventlon,
all that ‘the product mgnagement system requires is
10 sufficient information to be ablé to manage the product.
The persdnal identity of a cafdholder may not be required.
. Such aspects can be left to the card manager. If the card
(} manager is a reputable bank, therefore, foi example, the
product owner may “trust” the bank to ensure the bona fides
15 of the cardholder, and thus would not_require this
information themselves. _This is advantageouslfor the
cardholder as it‘limits the number of entities that require
detailed personal informétion; but still enables the
cardholder to obtain access to multiple products, thus
200 protecting personal privacy. If the prbduct owner must
cbmmunicate with the cardholder, this can be achieved
through the card manager who can link the unique identifier
of the cardholder maintained by ‘the product owner with the
"} personal information of the product owner, and then
25 communicate directly with the latter. |
Customer service is also facilitated by the system of
the present invention. The cardholder may need only a
single contact (usually the card manager) if a product is
not operating to satisfaction. A cardhbldér complains to
30 the card manager who may be able to process the complaint
| themselves or who will be 'able to pass it on straight away
to the product owner (or other relevant party) via the
management system. The cardholder does not require multiple

contacts corresponding to each one of the multiple
35 products.



and device managenent will be incain: tic i+:] er and car%l 1t Mﬁégﬂﬂ:}e, one
aspect the apps w2-~t~t r~rc ut managenent, card ma.nc enent and device

mar r auenegio gg/db7ol require. only the systfg1mhfch rel ates pCTARUNAGRIEN
tr_e enrircnnment that the, are: responsibte G t''hi th ne sa(3 T na’

end)ent mea: s, enabl migagkrentiniystien Jf Yehe prdent finvtRrichation to t
2 1 AUG 2003 WO 00!5107.0 15 - PElI' VAUOONOL23 conmunj cati ons bet ween. the
managenent sYSEERE 2GR YA EHS SMGAGIECS MeRnS it rth ter RS FBR: en card

and/ or dev1CnanBtediel igystieapldiirorftamaal dhaaider tiasksinAspests of
serves to illustrate an.._ inpartant aspect. of t cot application on. the
card) througReBRE. 1§r EFFICLENAGSHETL AL (e f&d $brSehavYaRentit,, to

managemeni NRaRui@s! AHike RHOTaph SR GintC vgsad dds 4 hhodupast yyrpehat es
a product such as product caner, for exanple; thus nangggs t he rodjuct may,
he updat ed (EPErgte 2 PXOF&EF IV IBIMGRIG theNeriadfetile: a desdndry

product . receipy¥iBgndat & fdrQim M W ChQahiRe LMl 51191%1:0&{&%" ¥1dughyrol e,
or singe the managenent sv's.t the p in.ormation, transact rtite

envi ronnent , NEKEs C&v BRI g R dvheleSigmdthedealawy £x5dr¥nal1syshenpEesr art

envi ronme enyi-;eBERALy anthdhe: (¥ 10 HJaudeo t he Hiid R ys Produet. for any
nlormati on and to makeé 20 "anendnents to the' uroduct. W the carder in the

device, 1% isherefops maopisa ixiliak Padwsermide make amehdrBatent andhe
‘ the management system and may convert the data being
received by the management system into a form which is
€j§ usable by thé product owners external system. - Modules may
also interface to legacy systems, so that the management
15 system of the present invenﬁion ié able to fit in with
existing systems. |
The present invention further provides a product
management sYétem, comprising a product management means
which enables a product owner parﬁicipant to perform a
20 product management role alone, without managing cards and
without managing devices, wherein the system is arranged to
facilitate the product owner participant to directly affect
control of a produét associated with a card or device.
- By “facilitéte" is meant that the system gives a
ém} © 25 mechanism by which data can be communicated directly
between the product holder and the product associated with

the card or device. The product may be on the card or on

the device in the sense that software is resting on the
card or deviée relating to the product. The card or device

30 may be considered in terms of “real estate” e.g. the smart
card may include a number of storage locétions which the
card manager can “let” to product owners. The card manager
will provide a “key” to enable the product owner to have
access to a secure location on the card and the product

35 owner could in fact provide their own key to preventl

interferénce with the product on the card. This cannot be



device or on a card (such as a. smart card) or. on both, tIZe"e&fasGr[ﬂﬂﬁé’ wher e
t he product ~application exist either on preferably able to affect contra?

over the product. F in the present invention any of the ot n nt
partici paWOs00/540% rel ation to the duct ewner -via rhe nessaggﬁ.”gg’@?@ggants
in. the s st ants, The managenent, system of the present rebly facilitates
enabl i ng t he9onE B PEESFIC W%%t»tﬁﬁsge PIRYeEs st a%ﬂ&@%ﬁhﬂ%’éﬁ? of

oduct nmay bepkouked pRfoe@uiMpliderreqiir €OMBYING COdLd dhavssey €% . devivkth t
t he product ?'l AUG 2%3 Od 5; 107D PCTI AUCO 00123 ., eg..,to gﬂ% .
| nf or mat | on BADRAEZpPEI0ES o BG4 Ul VT oTHERi Bh F LTS pPBHREE. Thi s
cannot be dopgnkRr,t laﬁrprrdaqlrégagttﬂy prddid€. party-operator who is: ot
directlyh involved in the prior art dual _role or single role environment.

Further,with a maR&GemERS s i dMaH L of Yareer WP AV HRS p? eS2ht

i nvention, t hgahagkaceenly Hertarids anh devi cesrd hadn AgeeeReefieans which
| ost, st ol en, damaged, destroyed,re assigned or the |ike becones nuch _
si npl er. A caf@abileded C@ LRI HPE M N b tProetePER vihi CRE@r e known

by the nmanagghBAlesvsieMcde Af1dde GAIthoBNagska gyt beode¥t €eassociated
manager, whi. ch al So mai ntai ns non-product specific, device. The nanagenent .

systen(s) of Wifd @acdYfafdge ™ HiP He a2 FEPAGEPVHESS al so nmai ntai n product

speci ficgata provided, Ry HAch RrOduUCt OPRLERnOF PRYvIBLST Al fetibks to each
product owner's nanaerrent system such that this product-specific datda can

be obt ai ned. PRPENERREY S et aRRTLDY dIPELCAERABRICHRYT OBEAPA data
fromthe mn%%h%men%}ﬁiﬂwé)d@stiﬁ qsé&‘fégé’ﬂ‘;lg%m@é%g%f:aﬁeg%'hﬁérfbkﬁ gdata

a
Akntai ned on their own management systemwl| e a card or
Vi ce to be desimss marsgrinerndrebpl akede . THECPPBYI BROATARE RBEAEYERENt of

'nUIti'prOduc%égﬂE¥§ted with a card and without managing cards.

15 A The présent invention further provides a card, device
and product management system, including a plurality of |
service-processingbmeans, each service processing means
enabling a participant to the system to cérry out at least
one of card, device and product management, and a message

20 nmnagément means provided to each participant in the system
and arranged to act as a communications interface routing
message data between each 6f the service processing means
and between cards and devices, to enable a network of

o service processing means and a plurality of participants to

e,
L
bz

25 interface to carry out card, device and product management.
The seivice processing means preferably include card
~ management means, device management means and product
managemént means, as discussed above.
The present invention further provides a cafd, device
30 and product management system including a network
comprising a plurality of nodes, each node comprising a
service processing means enabling a sysfem participant to
carry out at least one of card, device and product
management, and a message mahagement means arranged to act

35 as a communications interface routing message data between



and devi ces beconmes- sinpler with::: managenent systemin accg’ gancg with _
the present. invention: If a product owner -managenent package; ndl s20HB1 i sh
a relationship with a card nanager and devi ce manager for that product. The
card manag®P %&M0%hen assi st the product- @gner to depl oy t WECHASKI23n
their cards, and t he _devi ce nanager can assist the product owner to plo

t he product d.et?ﬁﬁYlﬁ%v?E%%gs%éﬁﬁ%T?ﬁpir% u%?c?sngﬁ%rﬁF oREFWeERe Ze
manager and aoed dderaheger can configure their managenent systens to manage
transactions facil,jtated by the product.For . exanple, .the device nanager's
nmanagement vsystemfﬁlﬁ ]?B%?%“t 1nvent oy ‘fr?l?%ﬁsfgg?Ybﬁﬁsr%c@?’GB&df ©Pém t hei r
devi ces direatdnadidg Ay @90Hev IR 4 0Ed I37oict ©, 0Bbmb A1 CEESENEO SAddd pl e
products., th o_1he' product owner's nmpnagenent system and the manacer
s’ rranagerk‘rentolﬁyfief%’rﬁ%% POl UerP3kt 11 | $RT Y ECHPRN huhber CRT PR PRESTERAY
require nmanagerenia sy Shemginany chanoe: i e sy essnlet ai bsmpdyissad,; by the
cardhol der... The securiéy and privacy. aspects O the systemof t~ present
invention are al sd® Pt CIARARISS RAFEM Sgedhis. TeIRETOPHer S0ar B2 BREART

rel uctant ton@neieudBplersonatadetapdsatcertain entities, Wth the
present invention, all that the product nanagenment systemrequires i to
suf ficient informdtiOWieF BRENAGHT P25 Hiebriife TRTPr DHRke THeT pBRESFANT

i dentity of acsarchol fer s@yepotnde 400 404 Mft%f)}@fﬂ%efggogﬁoh f(c):?: to

the card manager. if the nmanager is a reputable bank, t e, -
exanmpl e, proddARTHNetOMBYy @G ust" the bank to ensure the bona fides oder,

anda nd thus-woul d :ptoq&dt dhal r'}?&rif@iﬁérﬁtﬁ,’“- éé%&ﬁs%ﬁ@f%gctth%g
sona pers'onal' information ut still enabl'es- t'he persona
i'nf or mat i on GFRRARSPRRERT RuRRRCT wrRl atREnAIRRE S 0F cehéycakdh. the | ay

ostort'. T Serti£erdsnsh N9l S oo ACtnd USUA cOGhaPROL AL 08§ 015301t e S8y d
manager who t hensel ves or who :
: 15 management participant and product manager participant may
be separaté entities. '
The present invention further provides a method of
managing products, comprising the steps'of defining a
product manager participant, responsible for the management
20 of products alone, .without managing.cards ahd without
managing devices, and facilitating the product manager
participant to directly affect control of a prbducﬁ
associated with a card of device. - |

The present invention further provides a method of

N
N’

25 managing cards, comprising the steps of defining a card
manager participant whose role is to perform management of
-cards alone, without managing products associated with a
card énd without managing deﬁices.

The present invention further provides a method of

30 managing devices, comprising the steps of defining a device
manager participant whose role is to perform management of
devices alone{ without managing products associated with a
card and without managing cards.

The present invention further provides a generic
35; system for the management of cards, devices and_producﬁs,

the system including a card management modﬁle,'a device



to the product owner managenent This 17 informthe product 0\/\@2{]3' :
advant ageous for the . the product owner nust .holder, this Ais 2903
Ier

-achi‘eved PCTi AUDQ 00123 card manager why can.17n} the un_i: i dent )
car dhol derwOo®@FSH8 aned by the product own2by-the system orﬁﬁ%{lﬁi@g%er).

if product i satisfaction cardbo  conplains able to proces he compl ai nt
abl e to pass W%néﬂ?‘%qqtai’bqﬂu%ﬁﬁ%@nt Tor't Ty ™ éug?OdﬁggEk 2f,
AUG 2003 '4 QA0 Wiy sk mnagersid rststermed wieh acsesthenvention

al so Preferably includes interface neans to interface t@e managgrarg t system

Wi th exter nal®TsaRk %l R e i e e S hrefterat § Priee fh the
form of sof t e FOGH Ry ch drie Bl niad faRenDUSIOREs ARAULES” which
operate a processing means to interface with a desifed. external system For
exanpl e, a’pr GHRICIOMIEE heSERa T ealdi 1 Ha vy eyt i ]ES%CJ( l’&@i?gﬁafﬁei r own
“external system{od AHOGRSSANG ARRciSndt 2 product. A business nodul e
therefore provides a |line: between ~the external ,ég/stem and, t

n

| h
nmana. aenent syst enfT&iREFRAY c FREreN tHeY dit 3P Hed ?%‘E@F@eﬂnﬂfﬁf’ﬁg

nManao. ese. Nt Sygt £ Ot nd U BIWY GRbdiSl e UsdDbEndInd hen MhREUBE rovABKS
external system Mdules may also Interface to Iega(gg systens, so that the
managenent Sy2ES GHFDIMAnRISH oSGl FHVRFRII | QT abT @AY 6L fRenpHeR R -

exi sting \gyst&sse; Jiife PrHSEY dwentian. { HEhdieEs Provirles geReeduChystem
managenent system~conprising a }, roduct managenent. : neans whi ch enabl es
a pr.odu. ;. ctPraviwherlpaky | ¢epkaned ot pefael b a2 tor bR chaRasaaRereEneirol e

al Opgm ;hgﬂ %%nggit@&vféégsaﬁ@dp%a@% TBN20H 5P Hevbrespienain nihpe r
%Té ofgentities can-becoﬁe involved in a networked system.
The system of this aspect of the bresent invention may
15 include any or all of the features of the aspects discussed
above. '
| The present invention further provides a card, device
and product arrangemént} including a computing system
having storage locations for reteiving a plﬁrality of
20 product applications, and security means enabling selective
access to the.storage locations for a plﬁrality of product
owners, whereby the product owners may separately-access
and manage their products stored at the storage locations.
P _ : The storage locations for receiving the product
e 25 - applications may be mounted on the cards themselves eg:
where the cards are smart cards, or may be mounted on
devices or shared between cards and devices. The storage
locations can be considered in terms of “real estate” as
discussed above, and a card or device manager can “let” the
30 real estate to product owners so that they can run their
products using the arrangement. The security means may
comprise g key, preferably in the form of any token which
‘enables the product owner access to the storage location (a
token may be any identifier, eg PIN). Security means may

35 also be provided to prevent the card or device manager from



facilitate the product owner participant no directly affect control of a
product associated with a card or device. By "facilitate" 9s] rmUEGﬂZﬂﬂ&]at
t he systen1gives a mechani sm by which data can be comunicated di-rectly
bet ween t FEOBYVSHWIRt hol der and the productogssoci ated wi th PREAULP/AIZS
devi ce. The product may be on the_card or on the device in the sense that
sof t war e iS'r%%??ﬁﬁlﬁé EhBECALFUSRTIBFHOGR FrelNGHy & & MR PP olRER L TR, car d
or device mayomee cOBsShder Bdenn i enns tof tH=@alprRHIAL Qwifth-. the smart card
may i nclude a nurrbl% of ?‘t or a%e | ocations which the card nmanager can "let"
to product. owners. TRESchPEtnkASgEL YR PJrGRTIOTE MesA 1ot dhabheurhed. on

product ownerti® baresageesshet BeditRGUr _%dtoﬁf%,i ¥ quéé\?eﬁaéﬁséﬂﬁeff-gein
product owner could in fact provide their own'key to prevent interference

with the proditd SPPHESEaPYSTRMNs €&nAGY e distributed withimp ghayu S

20f1 3 WO 4015 difube PCIAYORL OO 23 done by present nultiple product
arrangenents,. wherein. -prinary processing is required by a card manager
or devi ce nmanager bEr®r&2§dpr 88U CeoRREr PSRN CES aF HasEERSnHobht Bhewner , can

manage the producdnt Thevehesen! 1 Lnyeatoarhyr LR MALLSARH b cara,
managenent systemincludi ng a card managenent ans which enables a card
manager parti®3pert 20dpRFPERAT amEaRd SREREgSYSHET dire adamdanahontth the
managi ng ﬁew;s:@esceab@?pésﬁse&sl efeehbggrfe%@%fte&rwe%\@i%%ﬁ. -9&3’4% 4 _above.
managenent systemincludihg a device managenment neans ehi ch enables a -
devi ce managefn§redi ckpanuseoopestichnpa systieve fmmridgarerss ridke product -
al one, wi t hout,anagh g tsca >La i-L.h rd.a | u nagi ng
. ds. The proesent inv%ﬁ%ﬁgﬁeféft-ﬁggggr g\%ﬁg‘gfgttaag?ﬁ_ ,C%é\%nog%%a%?qp%éo%cgge
agenent systemeaclodrihgoa-plurality of service processing means, each

service processinopfeen?e8nanh! 08vAnRAGECIRAhd Qold IR Y SLATLL 05 SRTY L P
15 become apparent from the following description of an
‘embodiment thereof, by way of example only, with reference
to the accompanying drawings, in which:
Fig. 1 is a schematic diagram of a present card-
related environment; ' .  |
20 Fig. 2 is a schematic diagram of a card-related
environment facilitated by the card management system of
the present invention; ' '
Fig. 3 is a block diagram of a system architectu?e of
_} ‘ a card management system in accordance with an embodiment

25 of the present invention;

/vm»\

Fig. 4 is a schematic diagram giving an example of an
overall linked system including entities running a
plurality of card management systems in accordance with
embodiments of the présent invention, for managing

30 transactions for multiple product cards;

Fig. 5 is an illustration of application of a
management system in accordance with an embodiment of the
present invention;

- Fig. 6 is a schematic diagram illustrating processing
35 of a compouﬁd transaction in a management system in

accordance with an embodiment of the présent invention:



one of card, device and product nmanagenent, and nessage managgnent neans
provided to each participant in the systemand arranged to . dt Al 2003
communi cations interface routing nessage data between each of the .service
processi ngorgesngroand bet ween cards and deyikces,to enable aPREMLIL/R0ZS . .
. service processing neans ans a plurality of participants to interface to
carry out card, de¥ige andspeocudtemznayeiiergyam hicl besviaelps cce¥®d iy neans

Db LR R CMIBURIL IR 8 BRI B, P
further providesceoedadcdeviich and embediicte manaf enent PEySEM INTRALHTY a
netuork compr1sing. a Phuial Yol iles. ROl e, SOIBELOLNG gy Service
of card, devi gepandaptoduabwmiragetenta ,sad-ta cresd agel hasrae née mareggrsent
arranged to acl 23 30U ONG MG A5E LN | 19, LFSPAPS Hfa betveen
. Fig. 9 is a schematicidiagram illustrating a process
for'delefing ah application from a smart card utilising a
management systém in éccorﬁance with an embodiment of the
10 presént invention. ‘ | | |
Figure 1 shows the current environment for management
- of card products. . 7
(:} The environment-intludes.a card issuer 1. The card
issuer is responsible for iséuing and managing a-éard 2

15 (perhaps by way of a separate card-manufacturing bureau) to
a cardholder 3. ‘The card issuer may be a bank or other
financial institution that wishes to issue'cardholders
cards having a credit card product, for example. The caxrd
issuer wounld require details of the identity of the '

20 . cardholder, address, credit rating, etc.

‘ The environment also includes a transaction acquirer
4. The transaction acguirer is responsible'for deploying
and managing devices 5 (perhaps by way of a third party

) distributor) to a card accgpter 6. The transaction

25 acquirer may be a bank or other organisation that wishes to

deploy devices to card accepters who support a credit card

. product, for example. The transaction acquirér would
require details of the identity of the card accepter,
address, bank account details, etc.

30 " Traditionhally, dedicated computer systems are used to
manage the card product in the current environment. These
systems are subject to the problems discussed in'thé
preamble of this specificétion. ‘

| Referring to figure 2, a modified environment is shown
35 which is facilitated by the card management system in a

preferred embodiment of the present invention. In addition
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each node and between cards and devices. The not manage n? t i t
devices_ and prod c , conprising the steps ni ng a tripartite envi r onnen
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products al ongsspbhBOBl e MBBECmAN2gEmBNY - oZNEsEBRAs0bRIL ARV e & JMchdaci | e
tat .ng the product gat? er t invention further Provides a nethod of di :i

th a aresént 7H/entf r tRef BF‘SW‘&B%aé PrefRgtaguRROr 2§ePYp &R S C@lq‘rﬁant

wh se role i ¥ tandPether qeimbe=5_ @Berb&odubboéhnaﬁnﬁg'8919€¥b§§%n§y%ie
present inven on further ro-,Tides a of ,0 nenaci a e devices,. comr_s

nu the step. Be prefugtpesihe PaPERErpanPer~hs| B8E r@ﬁ@onseblﬁeﬁkurm
ni aanagemnen- totgfeﬁ/ §s@é@ﬂ§ oW thesEaﬁanaﬂan&le’@&eéUé&élééﬁﬂ%hét‘E af=ipcard
and wi t hout _ nmana g cards, pies ?at, \Wean ion fu=her provides a
aene.ria 35 9 i

?h%aﬁﬁﬁaﬁéﬁﬁﬁﬁtoFeéﬁFaég geohcas ampgupnodects system
i nc iudijog &dﬁﬂ@hﬂ@néﬂﬁagnEnHDQHb§oy§ng QﬁdLméﬁ§g¥E§08é§}é§Z1 A

product owner needs only information on a card, dQV1ce;~
cardholder and card accepter that is required to operate
(i} : the product. The product owner 7 will have relationships
with card accepters and card holders who support the
15 product. ' |
The product owner, card manager, and device manager
functions may be carried out by one or more entities, which
may in turn perform one of more functions. In this way, -
mahy scenarios are supported. For example, one entity'méy
20 only perform the product owner function, another entity may
' perform the card manager and product owner function, a
third entity may'pérform all three functions, whilst'a

final entity may perform only the device management
. function. ' ' | _
<1} 25 The architecture of the management system in
accordance with an embodiment of the present invention is
illustrated sdhematically in figure 3. The managemént
System comprises a message management module 10, card
management module 11, device management'module 12, and

30 product management module 13.

The message management module which is arranged to
receive message-data (e.g., from devipes) and forward the
message data onto the appropriate service management module
11, 12, 13. Similarly, it can receive messége data from

35 the management module 11, 12, 13 and forward them out of

the system or to other management modules.
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" nodul e, which can be. used separately and netwoo ed with h Q to s
to carry out card managenent, rice nmanagenent’'..i. and ' ‘
p, 1, oduotwo-snarri@enent al one, and networ kss-t h ot her sim | BETAVEE ¢ o

facili-tate car device ‘and groduct nanx Preferably, any acquires the
necessary modul e BReRnef nf %nmﬁBEGﬁ@?‘Fhéystﬁ?em%gPieﬁaﬁﬁgnge? devi ce

manager, or fﬁﬂE@@énQﬁﬂ@QefﬁaﬁnénéﬁlégOﬁaﬁégéﬁéutabk theds regader en is
ned to faci ards, devices and_ﬁroducts_is a Any numher of
[

nove/ concept.
entities carmM¥yerdpBenhvBPIRYe 1é'n@?ﬁb?ﬁ%d(§§¥l°§y§P8ﬁB8PePﬁi?o &ct  of

the present.ifyeQﬁ&O?rBHQcisi@ﬁkHQécE*maﬁageﬁehttﬁ@d@l%piB)T-, ...~u.e
iany or. all of the features:aspects ~i s~ d ring storage |, ocations, f.Lr

, g
receiving a plurafhe 8ppFPBatisAsCORRELEBEUPTEYOREEASL CeRYBEPRG Saltostd &%

the storage {pcat{Qpsef Qhqf1B5ubakhb¥udhtePtREUELNGWIGDAN T yWiRIRIddhe
product owne and manage their produc The storage- |ocations access

| ocati ons t hepriveett 22rapplFEaeF oRsSHRFSBeNABANPEIOREN OLhBOLEr G2 IR ves

_where the 93159&%5% gggﬁg bg wepalacahi9Renmantbatea BLider & Gahagdmdty he
mount ed aril’s an EVICG . The store ‘terns of areal esvate" as _discussed

‘above, .and syeaed 10 pegprdeseat ¥ifd EFSdHé?SSWﬁeF§V§8tFQBrodJ%F% usi ng
t he arr‘ﬂpgeggsgﬁggélﬁgdhggs gggﬁ?ﬁ@bgktbﬁsﬁbﬁsfﬁh@ﬂ%& % stekeam arhited-

enabl es the product owner acc . to the storage |location !a en nay, be any
i dentifier,, eye ReNpoSEenti BYSHEANENNRYIEr BPOFLEEE Iito SPESIEAC tHE TP or

dgvice nanaggéqﬁﬁggh%%téulGfggoéga%glgwl§%g§omay support the technical
(:) : implementation of the MULTOS card platform, support an
interface to a legacy database system, support transaction
15 processing specific to a particular-pfoduct; or manage
transactions feéeived from a pérticular device.
Each of the card 11, device 12 and product management
13 modules {(the service modules) include relational
databases and prdcessiné means to provide the following:
20

Product Management Module

1. Provide products for card holders (Card holder product
tc Product owner) and Card Acceptors (in the form of a Card

Acceptor product to a Product Acceptor).

pr
; y
\'sw""

25 2. Establishment of products“within Card Managexr/Device
Manager constraints. '
3. Process product transactions. '
.4. management of relationships with suppliers, Card
. holders/Card acceptors and Card Managers/Device'managers.
30 5. Supports management of product life cycle (iﬁcluding
product data and applications) and the management of
supported device/card relationships per Product (including
the relationships with Card Managers and Device Managers).
6. Manage caid products and related information. ‘
35 7. Product specifications. Specifies card and device

applications, compatible card and device platforms,



accessing- a particular product, owner" a stor once it has been

PCTI AUOO' 00123 -c,te- that the St orage | ocations need not bé ﬁnﬁygegyggl
t."e cards oth:: vices, b?ut- my be I bcated el sewhere i :u.L e- svst m
or may be b s@s1iohLt ed Wi t hi n nput er €S The card, devPCHAUAVENLI on i S
preferably inplenented within a de cc- an pr duds ?ni I acenent System 10
rec . ~C7 agpe{@tls‘edontemrrso senaidvéievhdeed. parémetise sofarsuclata syst em’
owner managegg@l r stcrace location uses and adv'an a’ accordance
wi.th t ion usse& as)o cil it;ates the produ application stored at the
coy apa, ar ' nt8.f r ofradvetf GiE!MJ,Gms;h:gpﬁiescgl pt&bat bonah ipsalk eitmeemt

t hereof , by ‘é@ff% rer® %uc Qly with reference to the a: conpa- n.y; na
~dra xrin s a s éhera ,.nvitonment; i n - which : gram of a present

.ar rdis a § e d’rtqductd|p&g:ammér$/©oreﬁ1gura’onmnt facilitated by the
card managemi%t syst.em

SZ' . Stemarchitecture
01 a carc~ ena. g marH fcc%ér:uac% g%%%l ge%f a%@’%ﬁ@ﬁfsag Y*he .:resent
i fventiorr; ild.CaCéx4l Mmra(c‘g&mﬁnd daemcaenga@geerjanfonmedmy:st eMﬁltiple
i ncl udi ng pI iru ssnC are

~ f
‘~vi on ansact i oﬁisn}a@rat 5 ﬁrﬁn drﬁ%?a%enp—slrﬁaYSSPEpgﬁ |tPIr§d?ﬁ’: ion of a

ntanagen}en.ﬂZSySEamMS1umxanﬂBﬁB from the card management module for
' 100 card holders using the product. |
13. Device management links. Iinks to or data from the
f§ » device management module for card acceptors supporting the
(;“ product.
14. Transaction data may be»required to be mirrored for
15 reconstruction. |

15. Card/device appllcatlon.

16. Application provision. Dynamlc downloadlng of
applications to cards.

20 Device Management Module

1. Establish and manage devices used by card acceptors.
2. Establishment of devices at card acceptor ldéations.
3. Deployment of products from product owners,
éﬁi 4. Management of relationships with suppliers, card
- 25 acceptors and product owners.
S. Ordering of devices from vendors.
6. Maintenance and management of device inﬁentories and

devices installed (including data & applications on
devices). '

30 :7.‘ Management of supported product relationships per
device (including the relationships with the product
owners). }

8. Device specification data. To define device
maintenance/management processes - prov1des details about

35 capacity for appllcatlons, etc.
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reconstruction process Uilising manageitent Diica tion downidad to a smart
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utilising a nmana I nvent1 on, . ating a process snart card
utilising deameﬁamacagueagsamlinmmnmumzfqmmﬁ @ﬁvecmodiahent of the

way C a Sepglal g atd HRQUEACLULT .0 eay) s dnel 0t B0 ThenGard i ssuer

i nsti utlon €S toissue _ cdr i den y cq "- The

enV|ronhenﬂlalsbevmcbu@esdactrapgiuqaﬁnqnxuukxnkea dﬁnbdect address cred
car dhol der

b d
car hol o L S0SRE LI 800 LR SO Loy SRkl and
The transabhtoﬁoﬁ demiice aecondammmbuonaﬂrﬂdesse@t@Erleasb tands are

acanpternmA QU|re details address, bank cocoon
aln aineéd.

'12. Card acceptor data e.g. conduct details, full title,
10 demographic information, etc. :
13. Card acceptor/Device reletionships. Multiple device
(i} ' may be linked fto same card acceptor.
14. .Card acceptor establishment e.g. through manual data
entry, electronic file impor;.» | |
15 15. Card aceeptor communicatiens. Statements, etc.
16. Application distribution. Keep track and distribute
applications to devices and card applications to be
distributed,to smart cards.
17. Device ﬁfilisation ﬁrovidesbdevice maneger‘with tools
20 to specify the data to be included on the device.

18. Device update reconfiguration update and reconfigure

device.
19. General devxce/card acceptor management Fees,
é) ' ' management, reports. -
25
Card Management Module
1. Issue and menage cards used by card holders. )
2. Issuing of cards to card holders'(includiﬁg re-
lssulng/reconstructlon) |
30 3. Deployment of products from product owners.
4. Management of relationships with Suppliers, Caxd
holders and Product owners.
5. Ordering of cards from vendors.
- 6. Management of card stock and cards issued (including

35 data and applications on card)
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a cards a pegduebdowdebe RGGardhA demant A deyive the0cOY er at e
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-Functions may be:-carri. mones or Tno>re entities, v.h~ ~nofe functions.
In this F.T8#AFChuddnddngsamsthelipgadret®@ft product owner function
9. Card/card holder relationships (relationship links

required for many to many relationships between cards and
10 card holders. Multiple card holders may.be linked to the
séme group (e.g. family cards)'—-multiple cards'to same .
(} card holder (company, corporation cards).
' 10. Card specification daté, card platform issued, memory
.. capacity, types of memory, for>capécity of applications.

15 11. .Card parameters/configuration data - for card
production/updating/reconstructipn processes. Specify how
card memory space is used and data/applicatiéns doﬁnloaded
onto card and defines general"Card'issuer specific
configuration of the-card data (this does not include

20 product specific data/applications.

12. Personalisation data for card

production/reconétruction piocesses specifies the card
N holder data provided on the card, which may be number of
o cardholder data. '

25 13. Primary card certificates/keys (cryptography)

14. Card product applications/links - maintains links to
product manager to enable reconstruction of card.

15. Card holder establishment, through manual data entry,
electronic file import, etc. _

30 16. Card holder cémmunications e.g. event dates/time dates

such as card issuance.
17. cCard production/issuance provides tools for card
manager to specify data to be included on cards and provide
for unique ID of card. . .

35 18. Cafd‘updating/reconstruction ~ facility to update

reconstruct specified card or range of cards - may require
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,they HRY. 1SUPPQfdnd @@%@&55 Ind @dt £ELod LM £d thstiedh the
|an ementationof l[It~Te T' T, T card platform . support an interface to a

| eeacy dattgFgsse s%lﬁéws}s’%@i)%rmoql%%actl on. 1 proce.-s sill sei'Ct.o
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external systems devices and cards.

4. Cryptographic processing of data, including
authentication. ‘_ , ,
. 5. Logging of billable events and support for activity
20 based and generic fees.. '
6. Production of standard and ad hoc reports.
7. Administration of systems, including installation,
) configurations, access control, monitoring, recovering and
é;} arch1v1ng
25 8. Compllance with generally accepted standards,

performance and operational criteria, including
localisation of implementation.-
9, Manage and route messages to/from interconnected
systems, devices and cards. '
30 10. Manage communications to/from individuals and
- organisations (e.g. customer inguiries, letters).
11. Produce information representiﬁg fees.
12. Perform system administration tasks (e.g. installing
and uninstalling configuring, performance monitoring,

35 logging, notifying users, detecting and analyéing
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and na nage devices used by card acceptors.: tabl .ee:h nent 1la nrenanc
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16. Capturing transactlons and wrltlng them to a log sheet
(i} ‘ for reconcmllatlon,raudltlng, etc.
17. Transaction splitting. Some transactions received may
be compound transactions (same transaction applies to
15 multiple products or applications) and are reguired to be
~ split inte two or more atomic transactions - transactions
‘ must be routed as early in the transaction chain as
p0531ble to ensure highest data privacy p0581ble.
For a partlcular operator of the management system in
20 accordance with the present lnventlon, ‘they may have one,
two or all of the three management modules 11, 12, 13,
dependlng upon their funetlon as an entity in the

environment. Referring to figure 4, for example, entity

) PN
t E

one is an organisation that wishes to provide and run

25 certain products. 2All they require of the system is the
foundation module and the product management module, as
well as any busmness modules that may be needed in order to
support particular bu51ness functionality. Entlty two is a
card and device manager, whilst entity three is a card

30 manager, device manager and aleo a product owner.

Each of the management systems of entity one, entity
two and entity three may be connected to. support various
products. For example, a product owner may establish a
commercial‘relafionship with entity one and/or entity two

35 as the card manager and/or device manager for their

particular product.
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A ' present invention. Two participants are 1llustrated

Participant “A” is a bank or other financial institution
that operates a credit card product. They run a management
15 system in accordance with the present invention, includipg
'message management modulé'ZO, card management module 21,
device management module 22 and product management module
>23. Business management module a 24 and business
management module b 25 are also provided. ParthLpant A
20 .not bnly manages the credit card product using product
management module 23, but also manages devices 26 and cards
27, utilising device management module 22 and card
management module 21, respectively.
Participant “B” is an airline which owns a loyalty
25 product. They have a system in accordance with the present
invention comprising a message management module 28, a
product management madule 29, business managemeﬁt module ¢
30 and a loyalty system application 31. . The loyalty system
application 31 is an application designed specifically for
30 participant B, for processing its loyalty system .
transactions. ,
Card holder 32 possesses a card 27 which‘supports both
the credit card'product of participant A and the loyalty
- product of participant B. '
35 Card holder 32 purchases goods from card acceptor 33.

In order to pay for the goods the cardholder uses the
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esses specifi7_holde r cardho.d, er data. 1. .. Spec | »
downl oaged CRcHRe 1§ S SpasdNEn agemant IFO@lbleé’%%m%rm&wm&udﬁemaga d.

t v 15. Cangnogérene moauili Mentoutdd- {@%5@4&1@@9@% at&ncr?é e&é&f@éc
il.e |nport etc. 30 16. Card hol.der C C~II7El1l

cat's: tol. (FARAEsmEns FRdgdec 22 | Shmrfevige mmqmﬁrbﬁmdulen r_
M’ ncoer’ t@etpeRihek YRAERUGSMANL QWata relates to a transaction which

is associated with their credit card product and also with
the 1oyalty product of participant B. The device
management module 22 operates to break down the transaction
10 data iﬂto message data for the participant B and also
. message data for the product management module.23'of'
(ﬁ} participant 2. Messége data for the pﬁoauct management
- module 23 is routed via the message management means 20 to
the-product management module 23. The credit transaction
15 is an “on us” transaction-and the product management module
23 determines that the participant A is also the card
manager 21. Appropriate transaction informatidn may be
provided to the card management module 21 via the message
management module 20 and aléo to an externalicrédit card
20 processing syétem-34 after having been converted by
business module a 24 into an appropriate (different) form
required for the credit card processing external system 34.
The System 34 may be a legacy system which was already in
i} place at participant A before installation of the
- 25 management system of the present invention.
‘ _The'meSsage data intended for the participant B is
first of all routed by business management module b 25, for
appropriate cryptographic conversion. Participant B
requires that this cryptographic processing be carried out
30 for security purposes. After processing by the business
management module b 25, the encrypted message data is
transmitted via the nessage managemenf module 20 to the
message management module 28 of participant B. Message
management module 28 passes on the message data to product
35 management module 29. The product management module 29

calculates loyalty points, for example. In this partlcular
X .
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gﬁ?trol, physi'cal security . ) : : .
. A compound transaction is a single transaction which

applies to multiple applications managed by the same or
different processing systems/management systems of the .

15 present invention. For instance, a credit product
transacfion with an attadhed loyalty product may generate
one transaction bétween smart card and device; however, the
atomic trénsacﬁions for the credit product and the loyalty
product may be routed to different systems. Compound »

20 transactions occur each time multiple applications'generate
a compound transaction during the interaction between smart
card and devices.

Figure 6 illustrates the transaction flow for a

Paiat
l“mm’J

compound transaction. The steps involved are described in
25 detail below.
1. During an interaction between smart card 40 and device
41, multiple applications generate a compound transaction.
2. Periodically the device dials into the Device
Management 42 to uplcad all transactions, which are logged
30 by the Meésage Management module 43 of the Device
Management 42.
3. The Device Management 42 applies pre-defined rules to
the logged transactions. A compound transaction rule
.generates multiple atomic transactions destined for
35 multiple management systems in accordance with the present

invention or legacy systems.
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transactions in the device prior to a periodic batch
transmission to the Device Maﬁagement. . |

15 The process of recreating smart cards may become
necessary when cardholders advise the card issuer that the
smart cardsiare loéﬁ or‘étolén. The recreation of the
smart card involves blocking the iost/stolen card, o
accumulating the applications and data from the'Card

20 Management system, and personalising a new smart card.

The Card Management may only recreate the smart card’s
appllcatlons and data for which thD Card Management has
received explicit permission. from the cardholder. The

L cardholder is responsible for recreating private data. For

25 instance, cryptographic keys may only be obtained by the
cardholder or by the Card Management with eﬁplicit
permission from the cardholder, possible through a reguest
to fhe Product Managément module which may request the
cardholder kéys for an application from the'CA.

30 Figures 7 illustrates the transaction flow for the
- recreation of a smart card. The steps involved are
described in detail below.

- The steps of the transaction flow may be described as
~ follows: - " '
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permissive card data (should the card data not.re51de
™~ within the Card Management module) from one or more Product
(j} - Management modules 53 and/or one or more legacy systems 54
referred to in the card applicétioh references.

15 4. The Product Management modules(s)v53 and/or legacy
system(s) 54 review the perm1551ons, may reguest the
appropriate: data from other sources, e.g. CA, update the
appropriate databases with the new card number and transmit

the applications and possibly the card data to the Card
20 Management module 352.

5. The Card Management module 52 generates a

personalisation file with all the assimilated applications

and data. The personalisatioﬁ file may be'ptocessed in the
éj} form of a report by an independent card personallsatlon

25 machine 55 and the card 56 submitted to the cardholder 50.
Variations: |
1. The card Management may regquest a smart card or a
range of smart cards to be reconstructed, e.g. the expiry
date is printed on the card face. | ‘ ‘

30 ‘ One of the major advantages 0f the management system
in accordance with the present inventioﬁ is that it enables
dynamic loading and unloading of product applications from
smart cafds'and/or devices after issuance of the smart card
or installation of the device..

35 " The dynamic application load transfers an application

to a smart card or device, to ensure that new applications
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device 61, the device offers the smart card 60 an

via th

15 application that is not resident on the smart card 60.
fa) The smart card 60 may verify that the application
may legally reside on the card manager’s card (e. g.
ascertaining that .an agreement is in place between card
manager and device manager for this application).

20 2. The_dardholder agrees to load the application onto the
smart card -60, the smart card 60 requests the device 61 to
provide the application for the .smart card 60 to load into
its memory. ' v :

f:}‘ - 3. The device dials into the Device Management 62 of the
) 25 management system of the present invention.
4. The Device Management 62 sends an application request
to the Product Menagement 63.
(a) Should the smart card 60 and device 61 not be
able to ascertain the legality of the application on the

30 smart card 60, the verification may be required between
Device Management 62 and Card Management 64, prior to the
application request being submitted to the Product
Management 63. Also, if the application has a value
associated with the application, the Device Management 62

35 may ascertain that the smart card 60 has not been blocked.
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20 ‘The.Dynamic Appiication Load for devices may be facilitated
in a. similar mannér with the instruction for the load
originating either from the device, the Device Management

- module or the Product Management module.

/ﬁxi D\v
e’

Note that the device management 62, product management
25 63 and card management 64 may belong to the same entity or

separate entities.

Variations

Other possibilities'for application loads to smart
.30 cards are: V ‘ ‘
1. The cardholder requests by phone that the application
be loaded onto the smart card, e.g. the next time the smart
card is on-line for another transaction. The Product |
Management will schedule the load and request the Device
.35 Management to provide the device with the application upon

reguest, e.g. when the smart card is on-line.
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ons, nmay reue ¢n-lheesropeh ahetdate fapgrhiataterons domcdsg eaygbeCA, update -
, faciliﬁated off-line when the smart cards interact with the.
devices.
3. The Card Management instructs the Device.Managemént to
15 load applications-onto a range of smart cards either:
(a) the next timevthe smart cards are on-~line for a
transaction; | |
(b) by pre-loading fhe application onto devices for !
off-line application loading. | '
20 Other possibilities for application loads to devices are:
1. The device requests on-line that an appliéation be
loaded, e.g. to process a transaction with a smart Card
which holds an unknownvapplication. The Device Management.
o ' requests the applicétion from one or more Product
} 25 Manégemént modules. The application is loaded onto the
device in a similar fashion to the smart card application
load. Once the application is installed in the device, the
transaction with the smart card may proceed. ,
2. The Device Management reguests the device applications
30 from the Product Management module(s) and transfers the
applications to a range/all devices for installation during
the next interaction with the devices.
3. The Product Management requests the Device Management
to provide the devices with4applications during the next
35 interaction.with the devices.
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ascertaini pg thathearageheldetdant egreescd¢eptiaad the application on -0

Smart: card 60 r i ‘
.10 ﬁ?ﬁ#?? t{¥i£§¥}§€eg the transaction flow for an _
unload transaction. The steps involved are described in
(i} detail below. - V

The steps of the transaction flow to facilitate
application unloading from smait cards may be described as
15  follows: -
1. The Card Management 72 may request the Device
Management 73 to delete an application from a range of
smart cards managed‘by the Card Management 73,
(a) the next time the device 71 in on-line for a
20 transaction with one of the smart -cards 70 within the
range; ,
(b)broadcast the request to the devices-71 the next

time the devices 71 are on-line for an interaction with the

Pl

™ Device Management 73 such that the unload request may be

- 25 communicated to the smart card 70 off-line during a
transaction interaction ({(this mode may be necessary if the
Card Management 71 discontinues the support of the
application or-avcardholder abuses the application).
2. During the interaction between smart cafd.70 and

30 devices 71. |

{(a) and the device has to dial—in to the Device

Management 73 to complete the transaction, the Device
Management 73 may reQuest thé device 71 to communicate the
unload reguest to the smart card 70 as part.of the response

35 to the device 71. The device 71 discontinues the

communication with.the Device Management 73, completes the
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products. |’ =Manhag. e ransmt Card' Manacenent 64 Product
Managenment C---, Télesmmrlmrrlcrrd%mﬁmcammh Ghboadsfouctieoncekcmayhbe | 0oa the

Devi ce Nhna%%ﬁgﬁitated in a similar manner with the instruction for
(i) the load originating either from the dev1ce, the Device
Management module or the Prbdﬁct Management module.
15 Other pOSSlbllltleS for appllcatlon unloads to smart
~ cards and/or devices are:
v 1. The Product Management may regquest the Device
' Management to unload an‘application-from all smart cards
and/or all devices, e. g. a discontinued application
20 2. The smart card may delete the appllcatlon from its
memory after a single use of the appllcatlon, e.g. 51ngle
use coupons.
3. .The device may request the smart card to délete the
{t} application from its memory after a single use of the
25" application, e.g. single use coupons.
4. The Device Management may requést the device that an
application that is no longer supported by the bevice
Management be deleted from the device’s memory. ‘
Implemeﬁtation of a management system in accordance
30 with the presént invention can enable methods of operating
and making available products that are not presently
practical. '
For example, card ménagers and device mahagers
operating the system may publish a set of “standards” for
35 _comp;iance with their systems. Product owners complying

with those standards could then offer products for use with
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a product management means, including processing

facilities to enable a product owner participant to perform

15 a pfoduct management role aione, without managing cards and
without managing devicés, the product management means,
device management means and card management means being
arranged so that each of the card management role, device
management'role and product management role can be carried

20 out separately from each other by separate entities, each
entlty being enabled to carry out one of ‘the roles only,
w1thout having to carry out any of the other of the roles.

2. A system in accordance w1th clalm 1 further

comprlslng a message management means arranged to manage

~
L

- 25 the routing of message data between cards, devices and a
card, device and broduct management system.
3. A system in accordance with claim 2, wherein the
message management means is also arranged to act as a
communication’s interface'routing message data between the
30 . card management means, device management means and product
management means.
4. A system in accordance with claim 2 or claim 3,
the message management means also being arranged to manage
 the routing of message data to external systems. ,
35 5. A system in accordance with any one of claims 2

to 4, wherein each one of the card management  means, device
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7. A system in accordance with claim 6, wherein the
10 control of the product involves loaaing data to the
product.
. ‘ ‘ 8. A system in accordance with claim 6 or claim 7,
(i} wherein the control-iﬁvolveS’the product management means
receiving data from the product via the system.

15 9. A system in‘accordance with éiaim 8, wherein the
data is transaction data.

10. A system in accofdance'with any one of claims 6
to 9, wherein the control involves the product management
means doWnloading pfoduct applications directly to a card

20 or device. '

11. A system in accordance with any one of claims 6
to 10, wherein the system is arranged so that data
associated with the produét and provided to the product

.éi} management meaﬁs,or to the card or device'from-the product
- 25 management means may.bé routed via the message managemeﬁt
means of other entities participating in the system.
S 12. A system in accordance with anj one of thé
'preceding claims, wheréin the card management means is
arranged to store product owner iaentificatibn data,

30 identifying product owner participants responsible for
managing products associated with cards managed by the card
manager participant.

13. A system in accordance with any one of the
preéeding claims, wherein the device management means is

35 arranged to store product owner identification data,
identifying product owner participants responsible for
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a card nanagenené role al W t hout. managi ng produc asSoci at ed
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product  man- agenpak £ §RANa SpaEhudi AllnaBERLRESLBle! a16hel,- LWikhBuLO enable a
p(??uct owner participant -to tier form
managing cards and without managing deviceg, wherein the

system is arranged to facilitate the product owner
15 participant to directly affect control of a product
associated with a.card or device,‘where the product owner
part1c1pant 1s responsible for product management only and
is not respon51b1e for managing cards or managing devices.
16. ‘A system in accordance with claim 15, wherein the
20 control of the product involves loading data to thé
product. ) _
17. A system in accordance with claim 15 of claim 16,
wherein the control involves the product management means
. _ receiving. data from the product.
{} 25 18.. A system in accordance witn claim 17, wherein the
data is transaction data. |
19. A system in accdrdance_ﬁith any one of claims 15,
16 or 17, Wherein the control involves the product
management means downloading product applications to a card’
30 or device.
20. A system in accordance with any one of claims 15
to 20, wherein the product management means is arranged to
- store card manager identification data identifying card

managers managing cards supporting products managed by the
35 product owner participant.
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product and o the product nmanagenment neans or to the card or

device froyg,4he geoduet 2mdn i E@gaﬁbtentmaﬁﬁ@f@néw bantouted weastie
nmessage management neans of other entities participating in the system

12-. A sysififaddhentaCo@@ans ewrdvidey anre! eafcH hpartriededintg dlrai e,
wherein the card nanagenent neans is arranged to store! product owner
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for managi ng pr oducts. associated with cards- managed by the card
‘ routing message data between each of the service processing
module and between cards and devices, to enable a network
of service processing module and a plurality of
participants to interface to carry out card, device and

. product management.

23. A generic card, device_and product management
system including a network comprising a'pluralitylof nodes,
each node comﬁrising a service:processing'module enabling a
systenf participant to carry out at least one of card,
device and product management, and a Jneesage management
module arranged to act as a communications interface
routing message data between the service processing modules

of each node and between cards and devices.



manager participant. D. A systemin accordance:,-,ith any oneof t
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par:ticipant.. AMENDED, s§hEeRT i Aawlotddndsd editth -aranageeent, csysiesin: .,
accordance with claim 19, wti~her ein. the card. managenent neans is
arranged 22 to 25, wherein the service processing modules include a
product . management module which enables a product owner
participant to perform a product management role alone,

without managing cards and without managing devices.

27. A method of managing cards, devices and
products, comprising the steps of providing a tripartite
. environment for card management, the card management

tripartite environment comprising;

a card manager participant responsible for managing

non-product specific card operations;

a device manager participant responsible for
managing devices for accepting cards and for carrying out

product transactions; and -
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Wi t hout - managi ng~devi ces. systemin accordance  wi th any one = or. clains
manager participgnt, device manager participant and
product manager particiﬁant roles to be carried out

separately from each other.-

29. A method in accordance with claim 28,
comprising the ;tep‘of enabling the system to facilitate
the product manager participant to have direct access to
a product in ordér to directly affect control of a

product associated with a card or device.

30. A method in accordance with claim 29,
comprising the step of enabling the product owner

participant to load data onto the product.

31. ;A method in accorddnce with claim 29 or :¢claim
30, comprising the step bof enabling the product owner

participant to receive data from the product.



wherein the service processing: nodules include a. product managenent
»nmodul e. which' enabl €s a. product owner participant,' to perffrn1
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managi ng devi ces. 27 nethod of nmanagi ng4gcards, devices. and products,
conprising., the steps of providing a tripartite environment for card

product -

management ., the card, managenent tripartite environment conprising card
manager participgat rgSRRRHJY 1h 0L RARGING NPNeR! edHGH SPECT {iherednd

oper ati ons;

dtvic:e:s fehcagéent iBgteandscandnf gatgarryi ng out
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managenent of product-rel ated aspects of the. card.

a. device manager participant responsible for mana.ging

t he devi ce manag®gs . pakt m&ghent , imardcortanagenerith panyi ongantf andlaims
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- separately 29ontot ¥}, otdmwprrsingarthed ngtew iei theeprratdechanaybaEnt
roles alone. nmethod in conrrising the further accordance with-claim27,

product transactions;

envi ronnent, wherein
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cardH. ] manager participant, device.: manager participant. a product

manager par®¥cPpBhESrol es to be carried out
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tem- to- facplitate: rqduct nager .par.tiicgihan:t to have direct
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managi ng prpductsipaanpricei nditrketly affect control of a product

associated with a card or device.

35. A method in accordance with claim 34, including
the step of providing the facility to enable the product

owner participant to load data to the product.

36. A method in accordance with claim 34 or claim
35, including the step of providing the facility to
enable the 'product. manager participant to receive data

from the product on the card or device.

37. A method in accordance with c¢laim 36, wherein

‘the data i1s transaction data.

38. A method in accordance with any one of claims

34 to 37, including the step or providing the facility to

separately from each other.

owner participant to [oad data

enabl ing. the product owner participant to

recei ve datgahhg@ihli € cafioducing 2wltAUE20fEBadBnd2. dhrididod andn.
accordance with claim3:1. wherein . 3.. A nethod in accordance with any

A



steps o providi hg product nmanager participant., responsible B?r t he.

. managenent of products alone, without.... nmanaging cards an JAAHBuﬂm3
~managi ng devices, andl:1 providing; the facility, for the product.

‘manager participant directly: affect coggrol of a product_associated with a
card or device. A nethod!.' .l in accordance with claim 34, including the
step of providing the facility to enable the product owner participant ‘to
load data t@naﬂﬁep@yyugrodh@@tBwﬂerlPaé%qgagaaﬁetovw$whf$aa”P§oéue& claim
| uding the step of providing the facility. to enable the produc

nmanager . . pagbpliehpabhst @or acelye dat deviik@m the product on the card or
~devi ce. 3 i . Anethod- in accordance ::wt: c]..aim36, wherein. the data
is transaction data. 3.8. A nethod in a_ ccordance with. any one of clains
-1f t. includi'ng9. pra,,|dang,thedévmné|t¥uﬁb | p4bHu2301 49rangbhenthe
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care or deviweludand, adexdrgsuiaing svspendbet iagr argenantlo¢aicl ewé nfora
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product appteeaivéng, and.pl ity n@énspgmﬂﬂqu;Qﬁ@k&ﬁﬁ@@@@%ces@nﬁo t he-
menory |ocations for a pld. raLllty " of product owners., 'hereby the
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at:-the ne | pcat i s 40. . A ard eV|c and product! arr in
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nount ed on car ard evi ce and roduct arrangenent._ _in ccor dance
with clai mB%° Paaln %Eﬁgﬁhé¥ég SFﬁe nenn& %%3§|on§9are 5§6%I § 1L

mount ed. - 08roblgcdexkeesy A42t aln}g&glaggaQﬁ%%%e and’ _product

‘arrangenent 1 n accordance wth ¢ ti %herein the.
security means conprises tokens operatlng as keys to enable a.cce to the_

menory | ocationsgoK cardcageyi ceaadfddr ot Srsan@enedirilgeneht in
accordance with any one of- cl'aim39 to 42; i ncl udi ng product nanaenent
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are prov1ded mounted on cards
41. A -card, device and product arrangement iIin
accordance with claim 39 or claim 40, wherein the memory

locations are provided mounted on the devices.

42. A card device and product arrangement in
accordance with claim 39, 40 or 41, wherein the security
means éomprises tokens operating as keys to enable access

to the memory locatiomns.

43. A card, device and product arrangement in

~ accordance with any one‘of claims 39 to 42, including a
product management system in accordance with any one of
claims 15 to 20 to .enable management of product by a

product owner.



44.. A-card, device and product- arrangenent in accordance with any,, one
~of claims. 39, to 42, including a card., device and product ngnagement
systemin accordance wth any one of clainms | to 15, to enabl Wmt
of the arrangenent. ., . 50 . A
44. A card, device and product arrangement in
accordance with any one of claims 39 to 42, including a
card, device and product management system in accordance

with any one of claims 1 to 15, to enable mahagement of

the arrangement.



