
WO 00151070' status which might not be a- card but which may provide. CAR,
DEVICE; PRODUCT AND PRODUCT MANAGEMENT SYSTEM The present invention relates
to a system for managing products associated with cards and devices, for
example,  5 payment, loyalty, identification, access, insurance,
information and transportation. products ; By "card" we :mean., broadly,
any apparatus that can used to facilitate- product transactions (typically
with a. card- accepting device). This includes magnetic-striped 10 cards,
smart cards, "virtual" cards ("wallets"'.) , m'e'mory  card-s,
microprocessor cards,, contactless card', optical laser card.., embossed
cards, tickets, boarding passe;, coupons, and printed cards. It also
include; any 15 boarding pass readers, coupon readers, impr inters, and
readers, opti cal!' readers, laser readers.,, ticket reader's, tune
terminals, card accepters, contact less c ard) . This includes ATMs EFTPOS
terminals, By "device"' we mean,, broadly, any apparatus that can  used to
facilitate product ;transactions (typically with Similar functionalty r
reading ,; 'wallets" ) y the term. "product" we mean the application that
the card use of apparatus such as cards and./or devices facilitating
product transactions' is ubiquitous. Not that and/or.. device associated
with the product is arranged  ate. There are a large number of such
products and They, include (hut are not Loyalty products airline frequent
flier discount. and customer frequency . Payment products - 21 AUG 2U 3
PCT/AU00/00123 credit, charge, debit, stored value, purchasing, pavphone,
calling, and. account WO 00/51070 2 1 AUG 200.3 PCT/AU00/09123 ; products
e.g..,. license, ID, passport and electronic s  products  mobile phone,
device an nature products. building;, computer, security access products.
ealth, motor vehicle, and general insurance 'products. 



Information products e. g. , medical, health.,, personal, computer, motor'
vehicle service and portable  information file product's. 110 Transport
ticketing products - e.g., airline ticket and boarding pass, rapid transit
ticket tine, car  park, par king meter and to! l road transport products 15
se products are often but not exclusively card  products, as well as the
associated message data,  complex. Any product usually requires the
involvement  number of different participants. In a credit. card  product,:
for example, the participants involved will usually, include the following
Card Issuer. This may be an entity such a bank that issues and/or
subsequently manages a car. for facilitating credit.. product, to a.
cardhol Note that the card issuer may outsource certain `z coons to' third'
parties and manufacturing . card-mane actually au, to specifications
provided.' by the card issue Cardholder This is usually the person holding
card holder may be an a motor vehicle, or a the card to a position or
unction.. Transaction Acquirer. This may be an entity such as a bank that
35 installs and/or subsequent y manages a device -hat  accepts cards to
facilitate a credit product 21 AUG 2003: WO 00/51070 PCT/AU00/001 3
section, to a card accepter. The transaction quirer is typically
responsible for the management transactions initiating fom these devices
routing, at product transactions received from a sent to the-devices; the
,,routing of product  transactions to processors to facilitate the approval
product . transactions} . The may in some cases be, the same entity as the'
card issuer (e c , where the same bank ) 0 transaction!. Note that ource
certain functions 



product transaction suit switching bureau, to spec IS transaction. acquirer
transaction acquirer may; third parties (a. to a transaction Card Accepter.
This is-usually the participant accepting the card and presenting the
product  transaction to the transaction acquirer via the  device. The card
accepter in the case of a credit rd may is .a retail merchant.  in addition
credit cards, a "Scheme operator" participant may involved. Product
transactions may be routed ,Fie a scheme  operator from the= device or
transaction acquirer to the 25 card issuer for approval and/or processing
of the product  transaction- Examples of scheme operators include VISAS and
MASTERCARD . The transaction acquirer may need to authorise the  product
transaction with the card issuer, before the transaction is approved.
Authorisation for the transaction may be sought on-line directly from the
card issuer, via a scheme operator (where a scheme is involved) or a third
party ("stand in") . transaction acquirer, will need to clear and settle
the product transaction with the-card issues, as well as  provide. the
product transaction to the. card issuer so it WO 00/5107 21, AUG 2003,
PCT/AU00/00123 can processed. In credit card transactions, this can be done
in a number of ways. Where the transaction acquires and the card issuer are
are the same participant, it can be settled and provided for processing
directly with the card issuer (an "on us" product transaction). Where the
transaction acquirer and the card issuer are different participants, it can
be settled and provided for processing bilateral interchange agreement or
via a scheme operator (where a scheme is involved) interchange arrangement
( "off us"),  In a credit card system, the card accepter usually pays a fee
to the transaction acquirer who in turn usually pays a fee to the card
issuer (as well as the scheme operator or third party; if applicable} In
some cases, the cardholder will also pay a fee to the card issuer and/or
card accepter.~Alternately, the flow of fees  between the various
participants may be reversed in some, cases.  Other types of products than
credit cards may include 



variations on the above, but they will be substantially similar. For
loyalty programs, for example, a bureau may be involved for the calculation
of loyalty points.  Management of such products and the relationships
between the participants involved is complex. Any management system(s) must
be able to carry out a large number of processes and manage information
enabling the management of the product and relationships. For example, the
management system(s) must be able to:  1. make decisions and conduct
processes based on product transaction content; 2. route product
transactions to and from devices and other participants; 3. obtain and
maintain information on card holders, card accepters and other
participants; 4. support cryptographic processing (messages may be
encrypted).                 2 1 AUG 2U WO 00/51070 PCT/AU00/00123 The
implementation of any product may necessa-rily involve negotiations between
various entities involved to an the product operating parameters and data
that  will be required. A management system(s) will then be signed to
operate the product, including devices and processing systems for pressing
t h necessar'y' product. transactions and other data. Such dedicated
systems easily lend themselves in alteration or adaptation to operation.
of- additional 10 For example, a product scheme and product packs overlap,
such as where a VISA or MASTERCARD credit. 3 ' product issued by one nark
se tied to a package of pros c in a confined locality 



stralia or the American Express/ American 15 Airlines/Hilton Hotels scheme
in North America)! . Present card and/or device product management systems
have a number of problems. Firstly, as discussed above, they are not
readily adaptable to support significant changes in the product.   20
5econdly, if a card or device is lost or damaged and. requires replacement,
it can be a complex matter to obtain all the necessary information to
reissue the card or re- establish the device. This is particularly the case
where a card and/or device may be associated with more than one product
(e.g.,  a credit card product and a loyalty scheme product supported by the
same card and/or device). Information may have to be obtained from a number
of different entities in order to reissue the card and/or re- establish the
device. The presently available management systems limit the extent by
which cards associated with different products can be implemented
(multi-product cards). Likewise, the presently available management systems
also limit extent to supporting different products can  be established
(multi-product devices)..The more products that there are associated with a
card and/or device, the         21 AUG 2003 WO 00/51070 more negotiation.
is required between the different participants and the more complex the
management system(s) required. One of the major benefits of smart cards
which is often touted is their ability to support many different  products
on a single card. A cardholder may therefore only need to carry one or two
cards that support all the products that they may require. The present
management systems stand in the way of the implementation of multi  product
cards, as well as multi-product devices.   The present management systems
often result in product operating errors and delays in completing
transactions, particularly where the product is one of a multiple-product
system. The present multiple-product systems generally arise by the
addition of a further product to an already existing card/device based
product. The management system is amended or added to cope with the further
product. 



For example where the further product includes a loyalty scheme, presently
transaction information from the primary product, (e.g credit card product)
will undergo further processing to establish data associated with the
loyalty product. Primary participants in this system are the managers  of
the credit card product (e.g transaction acquirer and card issuer for the
credit card product. To enable the loyalty product the primary participants
provide further separate processing. For example, the transaction acquirer
and the card issuer may be a bank. The bank is  responsible for processing
a transaction it receives from  devices associated with the credit card
product. As well as transactions associated with the credit card product,
in  a separate process (usually carried out in batch) the bank  must
determine which of the credit product transactions are associated with card
holders who belong to the loyalty scheme. The data from those transactions
is then used to calculate loyalty points. Loyalty points are often
calculated by a separate bureau which receives the relevant transaction
data from the bank. The loyalty points may



1 AUG 2003 WO 41!53074 PCT/AU00/00123  then be passed on to the loyalty
product manager. The transaction data processed by the transaction acquirer
will include the same data whether the transaction is associated with the
loyalty scheme or not. The transaction acquirer: (or other entity
processing the transactions) must first of all "match up" the transaction
data with the loyalty scheme  (which may be by identifying the card holder
the transaction is associated with determining whether or not that card
holder is a member of the loyalty scheme) and then pass only the relevant
transactions onto the loyalty product manager for bureau). In the present
systems therefore, the transaction must go past the transaction acquirer
first for primary processing before it is passed  on for further processing
to enable implementation of the loyalty product. This complicates
processing.  This system can result in errors and delays. For  example, it
may take weeks or even months for loyalty points to be credited to a card
holders account. In some cases, loyalty points may not be allocated at all.
Further, redemption of loyalty points is done as a  totally separate
process, which is also slow and requires effort by the card holder.  In
such a system there is no real control of the loyalty product  by the
loyalty product manager. Further  there is no product as such on the card
or device. The card and device system have been constructed to support the
primary product (e.g the credit card product) and operation of the further
product is done "behind the scenes". There is no information in the
transaction for the loyalty product manager. Separate "batch processing"
must be provided by the transaction acquirer. The present "card processing
environment" can be considered either a single role environment (where all
product transactions are "on us") or a dual role environment (where at
least some product transactions are "off us"). In the case of a single role
environment, the       



21 AUG 2003 WO, 00/51070 PCT/AU00/00123 card er is also he transaction In
the case of a dual role environment,the card issuer and transaction
acquirer may be seperate. It should be noted that there might be multiple
participants carrying out a particular role (ie,multiple card issuers and
multiple transaction acquirers within a dual role environment).   Where a
further product is involved being managed by a  separate product manager is
an indirect participant. Indirect participants rely on the participants in
the                single role or dual environment to provide them with
the information  necessary for them to manage the product They are not
directly invloved in the "card processing environment". functions of the
transaction. a Lire matt he transferred, as .card menaces Likewise , as
some of. the previous  sable by the further  easing, must be provided
present app? ice  furtherrole L e1i1 e environment to facilitate the
management of card device the product owner,the applicants have re-named
the previous transaction acquirer role as "device manager". its ha v  



involved  Further process.  peas? possibility  card process-'no the 7-
management of ca Gina-a cwner"' The who can be considered to "own" a
product card and/or device.. The product owner management of the product in
cilia/or no device management  Ilia} 'o t he responsible o  where multiple
products  2' 1' ,vi an. PCT/AU00/00123 WO 00,1511 070i Note that a product
may be implemented as a product appliocation on a card,on a device,or
distriburted on  both  card and the device.Smart cards in particular
facilitate the provision of product applications on the card.The management
syustem of the present invention,however, although particularly appropriate
for the smart card environment may also be implemented to manage products
which may not be on the card or on the device. The present invention
provides a card device and product management system,including a card
management means which enables a   card manager participant to perform a
card management role alone,without managing products associated with a card
and without managing devices; a device management means which enables a
device manager participant to perform a  device management role
alone,without managing products associated with the card and without
managing cards and a product management means,which enables a product owner
participant to perform a product management role alone,without managing
cards and without managing devices, whereby all three roles can be
performed by seperate  entities. The terms "card","device" and "product"
have  the definitions which are given above, as amplified as follows: The
"card" includes any means which enables representation  of a relationship
between a card holder and a card manager. In the simplest terms,it may
include merely an identification number or account number.It is a guarantee
that the   card holder is enabled to carry out the product 



transaction.It may include a token or electronic wallet which is utilisable
over  a computer network such as the Internet,from a card holder's PC.
Similarly,a "device" is anything capable of representing a relationship
between a device manager (transaction acquirer) and a card acceptor
(merchant).It                                                  .    2 1I
AUG, 2003' 



WO, 070  may be a "virtual" device accessible via a Web page on the
Internet,for example. The addition of a product owner role to the single or
dual environment preferably treates a "tripartite environment",whre there
may be three roles required  to facilitate the management of card and/or
device-associated products: 1.the management of cards being carried out by
card manager. 2.The management of devices,being carried out by the device
manager. 3. The management of a product being carried out by the product
owner. Note that all these roles may in some circumstances be carried out
by the same participant,ie.operating each of the device management
means,product management means and card management means. Each of the
product management means,card management means and device management means
preferably includes a  software module controlling a processing  means to
facilitate the product owner,card manager and device manager roles. The
system preferably further comprises a message management means which is
arranged to manage the routing of message data between cards,devices and
the card,device and product management system.In a preferred embodiment the
message management means includes a software module which can control a
processing means to control the routing of message data.Note that by
message data is meant any data including transaction data,that needs to be
routed  withinn the system.Prefereably each participant in the system is
provided with a message management module.For example,where the card
manager,product owner and device manager are seperate entitiees,each of the
entities will have a message management means to control the routing of



message data within the system ,ie.between the management  means and the
cards and devices. Preferab;y,the device management means include storage
means for storing product owner identification data,identifying product
owner participants responsible for managing products associated with
devices managed by the device manager participant,and card acceptor
identification data,identifying card acceptors using devices managed by the
device manager participant. Preferably,the product management means
includes storage means arranged to store card manager identification  data
identifying card managers managing cards supporting products managed by the
product owner participant. The product management means may also store
caard holder identification data,identifying caard holders holding cards
having products managedd byt he product owner participant,and card acceptor
identification data, identifying card acceptors having devices supproting
products managed buyt he product owner participant. Preferably,the card
management means is arranged to store product owner identification data
identifying product owner participants responsible for managing products
associated with cards managed by the card manager participant.The card
management means may also store card holder identification data
,identifying card holders holding cards managed byt he card managed
participant. Preferably,each of the management means also stores links to
the management means of other participants. In each management means,a a
database may store the  required data.  





I AUG' 2003': WO 00151070  for the card manager to know the actual identity
of the  card holder.In many cases a card holder will not wish to  provide
their identity to more entities than necessary. The present system enables
products to  be provided to a  card holder wihout the card holder having
necessarily to provide his identity to a product owner. Usually,it will be
required that the card managers have an actual identity of the card holder
and that the device managers have an actual identity of the card
acceptor.Other than this,actual identities do not necessarily need to be
provided to any other participant. Any product owner must have a
relationship with a  cardholder.the relationship with the cardholder need
not  be direct.It could be by way of a card manager.What the product owner
requires in the relationship with the cardholder is the right type of
product data to enable management of the product.This can be any data that
the product owner requires from the cardholdeer,as well as any data that
the product owner provides to the cardholder.It may be a product
transaction,the name and address of the cardholdeer,a card application for
a product,a unique identifier of the card(eg.a card number)and
cardholder,or any other information. Any product owner must have a
relationship with a card acceptor.The relationship with the card acceptor
need not be direct.It could be by  way of  a relationship with the card
acceptor is the right type of product data to enable management of the
product.This can be any data that hte product owner requires from the card
acceptor,as well as any data that the product owner provides to the card
acceptor.It may  be a product transaction,the name and  addresss of the
card acceptor,a device application for a  product,a unique identifier of
the device(eg. a device number) and card acceptor or any other information.



~                                    "NO O0/SI8701  The relationship with
the card acceptor and the cardholder may be implemented dynamically.That
is,the  relationshipmay occur only when the card accepter and cardholder
come to operate the product eg.,the product mayu be loaded by the card
acceptor and cardholder at any time. To manage  the cardholder(referred to
by the product owner as the "product-holder") relationship,data such as the
identity of the cardholdeer will ususally be required by the product
owner.The identity need not be an actual  identity but may merely be an
identification number.In some cases even identity information may not be
necessary ie. it may be enough for the product owner to receive transaction
data indicating that there is a cardholder. Again,the relationship with the
cardholder may be indirect and any information on the cardholder could be
provided by 



other parties in the system eg.,a card manager. To manage the card
acceptor(referred to by the product owner as the "product acceptor")
relationship,data such as the identity of the card acceptor will usually be
required by the product owner.The identity need not be an actual identity
but may merely be an identification number. In sone cases even identity
information may not be  necessary ie.,it may sufficient merely to receive
transaction information from the card acceptor so that the product owner is
aware that there is a card acceptor. Again,the relationship with the card
acceptor may be indirect and any information on the card acceptor could be
provided by other parties in the system eg. a device manager. Seperation
out of product management from other  aspects of card management provides a
number of advantages. Any card and/or device product can be managed
seperately  from all other aspects of the card and /or device-related
environment.Thus,the role of the product owner is  simplified (management
of the product only)such that the                                    



2 1' AUG 2003: WO 00/51070 rice product owner - need not be concerned with,
for e-xan',D2 e,  the provision and, management of cards and -- devices
required to support their. product. This also results n less effort on the
part of ..art managers and device managers to support the rc ? ac s of. a
product owner. example , a chain of rest-aurants may wish to manage loyalty
scheme, wh=ere they would be the product owner. the loyalty scheme . Their
product management system. would  only need' t b able to manacle the
information required to cots of card'. restaurant c PGT1AUOO/00123 managers
that agree to pry> uct. _d managementt means ma cage aspects elate d a card
manager.:.- The vice manageme  as aspects of b card manager preferably be
maintain he a with produ and manager management System(s) e to uniquely
identi elating to that card, and share owners:~and device manager  e
management means manages environment that are associated should Hpreerab
each device many es,. Tt  device:~ic1 share~ sac, i[l a 1 a e v h thv
I['ianacertmnt their loyalty scheme., 



and device management will be incain:  tic i+:j er and card therefore, one
aspect  the apps w 2-~t~t r~-rc u t management, card ma.nc ement and device
marrauement)_ will require. only the system which relates to ma.naGemen
tr_e emrircnment that the, are: responsible G'_t''hi th me sa(3 T na
emJ)ent mea: s, enabling  1 to uniiqu-_,I-y- -;,dent if  ate relation to t
2 1 AUG 2003 WO 00!5107.O 15 - PEI'VAUOONO123 communications between. the
management systems of different entities in a tripartite ens=iron:en card
and/or dev1C:. product in. isolation from al the other tasks. Aspects of
serves to illustrate an.. important aspect of t cot application on. the
card) through the. product management means the need. for that hentit,, to
management mean 10 In the prior a systems discussed in third party operates
a product such as product caner, for example, thus manages the rodjuct may,
he updated (e:;'g  , . a new version of the lty scheme as a secondary
product receiving data from m which has be  cr educt, the loyalty dual role
or singe the management sv's.t the p in.ormation, transact rtite
environment, thus avoiding t owner is not really a part  11. The prior art
environme environment, and the third par  to the primary product. for any
n1ormation and to make 20 amendments to the' uroduct. We_ the carder in the
device, it is the -primary participants who. must make amendments to the 



device or on a card (such as a. smart card) or. on both, the example, where
the product application exist either on preferably able to affect contra?
over the product. F in the present invention any of the other management
participants in 0 relation to the duct owner via rhe message  participants
in. the s st ants. The management system of the present rebly facilitates
enabling the _ t.em. Transac without . processing management means of
oduct may be routed  product holder . to communicate directly Ct.~'v with t
the product 7 1 AUG 2Q'03 WQ OOI5:1O7D PCTIAUOOI00123 .,  eg.,to put
information on the product or to receive information from the product.This
cannot be done in the prior art by a third party operator who is ot
directlyh involved in the prior art dual role or single role environment.
Further,with a management system in accordance with the present
invention,the replacement of cards and devices that have been
lost,stolen,damaged,destroyed,re assigned or the like becomes much
simpler.A card or device may include a number of products which are known
by the management system(s) of the card manager and the device
manager,which also maintains non-product specific device. The management
system(s) of the card manager and device manager may also maintain product
specific data provided by each product owner,or may maintain links to each
product owner's manaement system such that this product-specific  datda can
be obtained.In this way,a card manager or device manager may obtain data
from the management system(s) of product owners that,together with data
maintained on their own management system,will enable a         card or
device to be reconstructed  and replaced. The provision and management of
multi-product cards 



and devices becomes simpler with::: management system in accordance with
the present. invention. If a product owner management package,and establish
a relationship with a  card manager and device manager for that product.The
card manager can then assist the product owner to deploy the product on
their cards,and the device manager can assist  the product owner to ploy
the product on. their devices. Once-the product is operational, the device
manager and  card manager can  configure their management systems to manage
transactions facilitated by the product.For  example, the device manager's
management system may route        product transactions received from their
devices directly 2 1 AUG 2003'. WO 40/51137.0: to obtain access to multiple
products., thus to the' product owner's management system, and the manacer
s' management system -m polder as it limits the number c entities that
require management system of any chance of address details advised. by the
cardholder.. The security and privacy. aspects Of the system of t  present
invention are also particularly advantageous.  Cardholders are often
reluctant to give too many personal details to certain entities, With the
present invention, all that the product management system requires i to
sufficient information to bb _ able  to manage the produc The personal
identity of a cardholder may not be required Such aspects can be left to
the card manager. if the  manager is a reputable bank, therefore,-for
example, product owner may "trust" the bank to ensure the bona fides oder,
anda nd thus-would : t  cardholder not reauz.ze~.I"'i1s 25 protecting
persona pers'onal' information, but still enables- the  personal
information of the product owner, and communicate directly with. the lay
s'ort'. r service is single contact (usual not operating to. 30 the card
manager who themselves or who 



to the product owner management This 17 inform the product owners'
advantageous for the .  the product owner must .holder, this can be
achieved PCTiAUDO/00123 card manager why can 17n} the un_i:gue identifier
cardholder' main taned by the product own by the system  only a mane.cer)
if product i satisfaction cardbo  complains able to process nhe complaint
able to pass it on straight away contacts corresponding  35 products.. 2f,
AUG 2003 '4 O 00 J51070  The.management system of the; present invention
also Preferably includes interface means to interface the management system
with external systems.This interface means is preferably provided in the
form of software modules which the applicant terms "business modules" which
operate a processing means to interface with a desired external system.For
example,a product owner may already  have or may wish to design their own
external system for processing aspects of a product.A business module
therefore provides a line: between ~the external system and  the
mana.aement system, and may convert the data being  received hr the
manao.ese.nt system onto a form which is  usable by the nroduct owners
external system. Modules may also interface to legacy systems, so that the
management sy's, em of the present invention is able to fit in with
existing systems. The present invention further provides a product
management system, comprising a }, roduct management. : means which enables
a pr.odu.;.ct- owner participant to perform a  product management role
alone,without managing cards and without managing devices,wherein the
system is arranged to     



facilitate the product owner participant no directly affect control of a
product associated with a card or device.  By  "facilitate" is meant that
the system gives a mechanism by which data can be communicated directly
between the product holder and the product associated with the card or
device.The product may be on the card or on the device in the sense that
software is resting on the card or device relating to the product.The card
or device may be considered in terms of "real  estate" eg. the smart card
may include a number of storage locations which the card manager can "let"
to product owners.The card manager will provide a "key" to enable the
product owner to have access to a secure location on the card and the
product owner could in fact provide their own key to prevent interference
with the product on the card.This cannot be                   2 1 AU S
20fl3 WO 4015:IO7.b PCTIAUOQIOO 23 done by present multiple product
arrangements,. wherein.  primary processing is required by a card manager
or device manager before a product owner,such as a loyalty points owner,can
manage the product. The present invention further provides a card
management system,including a card management means which enables a card
manager participant to perform a card management role alone,without
managing devices. The present invention furhter provides a device
management system,including a device management means ehich enables a
device manager participant to perform a device management role
alone,without managing products associated with a card and without managing
cards. The present invention further provides a card,device and product
management system,including a plurality of service processing means,each
service processing means enabling a participant to the system to carry out
at least 



one of card,device and product management,and message management means
provided to each participant in the system and arranged to act as a
communications interface routing message data between each of the service
processing means and between cards and devices,to enable a network of
service processing means ans a plurality of participants to  interface to
carry out card,device and product management. The service processing means
preferably include card management means,device management means and
product management means, as discussed above. The present invention
further provides a card,device and product management system iincluding a
network comprising a plurality of nodes,each node comprising a  service
processing means enabling  a system participant to carry out at least one
of card,device and product management ,and a message management means
arranged to act as a communications interface routing message data between
~                          



WO.OW51070 2 1 A06 2tU3i PCTIAU{10IO0123 the service prrocessing means of
each node and between cards  and devices. The not manage menacing cards,
devices_ and prod` c , comprising the steps ni ng a tripartite environment
for card management, card manaaemest tri:parti.te environment comprising;
Onr;  usce manager. i0 dev ces for a .oeptinc s actions; and m C... .~
G'''ent of a o.Gui responsible for managing. r carrying out product enz i
on nt, where-in the devise manager participant, 1} management pa- dcipant
and product manager participant mad,-. Lv se a at? anti The present
invention further provides a rret od nine spor~si'we w oar the management,
products alone, without manic n :,s n u  and mana,ging aevicesa.nd facile
tat .ng the product ma.ager t invention further Provides a method of di  :i
th a aresent invention further provides a,;metra_ad ma iag:er par i.cipant
wh se role is to Perform man-='_ -menrit i thout managing devices. The
present invent on further pro-,Tides a of ,0 menaci a e devices,. com r_s
nu the step. of d ?' niri a mesa e participant w~h,Iose role t c, perform
miaanagemen-t of v s alone, w -host managing products associated k=ip card
and without_ managing cards. he pies ?at. Wean ion fu=her provides a
aene.ria 35 s s e fo_ the management of Cards, devices and products system
i nc iuding a card management module, a _ de L-ice WO 001511371 



2 1 41 AUG. 2O P T'/AUOOI00l 3 management module. and a product management
module, which  can be. used separately and netwoo ed with each other to s
to carry out card management,  rice management'..i. and
p,1,oduot.:~management alone, and network with other similar svs ems to
facilitate car device and product many Preferably, any acquires the
necessary module depending on whether they  are card manager, . device
manager, or product manager) and 10 ocof particularl their rego rer en  is
ned to faci ards, devices and products is a nove7 concept. Any number  of
entities can become involved in a networked sYs  system of this aspect of
the present invention mad,` include C~. c., s.i the a.sp7. ~-, :...~u.e
iany or. all of the features aspects ~i s~ d ring storage locations fLr
receiving a plurali  applications, and security means enabling access to
the storage locations for a plurality of. product owne_.r7, whereby the
product owne and manage their produc The storage- locations access
locations theproduct 2 applications may-be mounted- on the cards themselves
where the cards are smart be wen locations can be comsidere C s, or may he
mounted arils and devices. The store  terms of areal esvate" as discussed
above, .and a card 10 real. estate to product owners so t products using
the arr-angeme comprise key, preferably in the form of any token which-
enables the product owner access. to the storage location !a en may, be any
identifier,,eg. PIN) Security means may,., provided to prevent the card or
device manager from 21 AUIG 2003E WO OW 51070 



accessing- a particular product, owner" a stor once it has been
PCTIAUOO/00123 -c,te- that the Storage locations need not be mountedit! n
t. e cards o th :: vices, b?ut- may be l bcated elsewhere i :u.L e- svst m,
or may be distributed within  mputer Sva t eS The card, device invention is
preferably implemented within a de cc- and pr duds ?nilacement System 1O
rec :_ ~C7 aspects' o the: o sent inven Indeed., the use of such a system
owner management ci thei.r stcrace location uses and adv'an a  accordance
with t  ion discussed a~)o  cil it;ates the produ application stored at the
coy apa,ar`nt from, the follswi:-ii-g description o- an crab invent
thereof, by way or. e>-ample only, with reference to the a: compa- n.y; na
dra xrin s a s chera  ate ,.nvironment;  i n - which : gram of a present
ar_rd is a ;s ,e a ti c diagram of a c en:vir-onment facilitated by the
card management system .  is c.;.blpv ,: _ag? am o` a SZ':Stem architecture
01 a carc~ r ena.geme in accordance with an. erabo.dment of the :resent
ifventiorr; is Ca X54.-herC'ta~..ic- diagr  C} `era linked systeI?
including p.l iru .~.ty of card: mGUnaa,emvnt. " O mcnt st t;e n essnC are
~vion ansacti ons for mu-,ltinle prod~uct c F ig. 5 is an.illu =ration of a
mtanagem-en.t system in accorda.n 



i venti.c i;. Fig 6 is a schematic die sen invent? nq an ex-av ~Le of an
-unnin.a a  ccerdance with r. menacing I AUG 2003; etc. l0 oresen~ invent;
cn..  in accordance k'ithan embodiment. ore 1 shows the current environment
for management:  r issuing an environment a card issuer 1. The card
reconstruction process Utilising management Dlica tion downidad to a smart
cf. card products": cards having a credit ward- product, for example. Tb  m
in accordance with the-pr the present invention; illustrating an rd
utilising a management nt invention, and illustrating a process  smart card
utilising a chematic diagram  an application from h an embodiment of the
way c a separate: card-manufactur7 n:q bureau) rdhclder 3. The card issuer
nodal institution that wishes to issue _ car.dhol identity cquirer "- The
environment also includes a transaction acquire= ca dholder, address, credi
cardholder, transactibn: acquirer is responsible for de''='3 oyi k'  and
managing devices 5 (perhaps by way of a thi-,  utor) to a card: accepter G.
The transaction 0  em in accordance w  a bank or other o to card
acanpternwl require details address, bank cocoon  



30 Twad? tiona:li.y manage the card or  are subtect  preamble of thi
_erring to 35 which is ,fa _ilitat creferro mbodimen  transact managing a
card 2 PCT/AUOO/00123 r would  the card accepter, computer systems are used
to urrent environment. These wish support a credit card 21 AUG' 2003' WO
O0tS107 , - 24 PC iAU00i0012'3' to the card Iriana.aer 1 (the -renamed card
issuer) cud device menacel renamed t ansa t'ion ecgt ? 1 there is a f
ur`her entity, product owner. res ons -Lble r ;2 anace e i asoe4.ts of the
environment oarticulor:' product supp..orted by the c only responsible  the
product,"- The, othe-_ aspects of the not soecifical-; v to nor rr:ana_-;i
a cards a product owner: nec cardholder and A device, t o O U e r a t e
oduc - owner is not responsible er and device environment that are  such as
ss?uine and pr oduc .. The o:roduct owner ? will have i elati"onshps with -
card accepters, and. card holders who support the The product own
-Functions may be:-carri m ones or Tno>re entities, v.h~i  more functions.
In this F. owner function, anothe n.aaer and product owner function, 



third` ent-.Lty ma ,-,-- lforai all Lhree functions, whilst a final entity
may per=orr. only.: the device management  fun t" on. cs-trate"d
schematically in . f'i7ure 3.. The manaaorneen t arch_t.ecture of the
management system in want e with an embodiment of the present ..Tenn'? onn
tem c moris a Iressauc meta o menu r odule 10 ra zr r_s7 m:er t edu1 11:,
device management. rzmodul.e ?-2, and  message =management module which is
ran'o receive 7 essage-data (e..g , from -d-;nices) and forward he  71
ssace data L )n.to the an:propri.at.e service ma' aemont 7 fl1 dt.'" Sir:
1ail~4, it can receive messesg from  uatU _ 35 ne Thanes :emenC mode U 11,
1 '',. 13 arnd forward them out t inanac~ rl n t modu t i sy stem cc t nth
r Iltana meat Il ode I AUG, 200.3. WO 0O!S1O70 . functionality that enables
mtanaoernent of cards, (card manauemont module 11), , 6e:vices" (d:evice
management module 31 a;lc products ('pr.oduct mans ern-ent module system in
accordance w; h the p resent :i.nventio . The  cons:t c 1nts  10 business
modu yes trctvide e%tens'ions and/or title  rtlW,et a ~al~ti~ c~.~lar
business ne e d o~ one or zri .~re &n' PCTJAUOO/00123 h of the rnanasenent
system modules inclu The sy5te;ri also clomoni s s one or more business
modules  par Y i. -paring i.n a: card  r equiremen.ts . For examp e, .
,they may. support transactions z ~c i ed: `tom a. narticu?.ar d
implementationofIIt~le T'T.TCS' card platform, . support an  interface to a
l eeacv database: system, support transaction. 1 proce.-s sill s e i'C t.o
& parti.cula'r product, or manage  Tice 12 and product mat agerrment.
modules; include vela ti ona inn means to provide the _ollor' n to Pr duct
owner) and Card nc e;: t:or fin -.h-- form odudt Acceofor) ablishment of
products -v ithi.n Card Mane  Manaseo. const.rai.nts.  a1la'gement system i
n order to s-u.rport spec i fi c using mina. `Ttt''rll I e L`n.sh s with
'suppl -ocess product transactions 



Card. acceptors and "Card r:;~I t v,r`hevice ITI n ` Support S ma.nag :Il;
..nt of product I? .i_-c cycle nc_iu.d'ing product data. andlanry11cationsj
sup y C d 7 ce;' Cad relationships per Product t 1nncb ud.ing the e
ationships with. Card Managers and De Tie Manage Product sp.ec:iicati ons.
anage card 3pr;oducts andi related in ormat.ion.  ward' and ,de-.rice plat
crms, 21 AUG 2L103 WO 00151070 PC I/AU00!00123 ationships e.g.
relationships between dif ran: products. pares ? ?~ 1 con i gura tron .
Product 10. Primary p rsoduct cart f cite r cr vptouraphy 11. Card Manac~er
and Device- Ma :acerr informati on. Mu  card managers and device manager,
may support product to or data from the card management modlile -for  10
card '"--l d:rrs us i ng. t^e product. P roduc t Irarsa merit links. Links
14. Transact-ion :dad. may he required. to he mirror 1.5 taco 15.
Ca.-,d,'dev ice andtlication. . 16.. r acrement- TIod J a c.inq Establish
and ma naqe devices used by card acceptors. tabi.:i.ee:h ment  1a nrenanc
and. m ,.iag. me 'ice of device invenua es and :dari.n ot:_det; from
vendors rs a.nd' product Owner-s.: odu o t owners. PiiarageemeI of
relationships:wit T supu 1 ~r'cr" card, n1czmtent v c inst. X3.7. d (i nc?
adiniq data & applications  dev 30 7 Nan,coement dovice ii.ncludinq ow n e
r s  Device spe ,i: nuance/managemen pro esse - Loy:  card acceptor 1.oca
35 ca.pa .itv for at clicatl 



WO 00 51.07L I AUG 2003 ?CT/AUOQ700123 parameters configuration data
required for vice installation reconstruction processes.. Defines device
manager specific configuration of device =data.  10. Primary device
certificates, keys - cryptography.  11. Device product:applications, ?inks.
Product applications may be::manag. ed by the transaction processor but
for-device  12. Card acceptor data e4.a. conduct details, fu main 10
demographic information, 13. C may be linked no same card acceptor.. 1,.
15, Card acceptor com ounications.... Statements, etc. aoo7 a c.cep rapt ec
4ronic tion dihtr t .ion. Keep track; and distribute  ens to devices and
card applications t distributed to smart cards utilisation provides. d.e_vi
ce manager with too 20 to specifv the data : tc be included non the de 25
update .reconfi gurati on...undane- and reconfigure Card Manacement Meddle
1, issue and manage holders and Product owners. 4. Management of re7
aUien.4nips with Suppliers 3D 3. Deployment of product:s from product
owners.. 2. Issuing of cards to card:  issuing/ construction 1 Ordering of
cards from vendors, Management of bard stock and cards issued (including
data. and apalicdti ens on nerd 21 AUG 2 3 WO 0/5147.0'' ma amement o+
.suppeyrted product relationships per card he rela ionsrips with the
product own be capered and maintained by the card. ides Data. All card ho
lder related date is module e,.;. card ho dyers name, contact details
demographic i n.%orriation, market  motes required for 



many t 10 card. ho same group card holder 10. Card s holder rely c many
Multiple ca  _ =amily c a company, co, ra  specification da ionships ( r e
la tionshi_p _1 in elationships between cards and es O L7 memory, f prod
:ct1 on!u;sdat card memory sea onto card and d configuration 20 product
cards)  pl.ard ac i tv cers;%confiaurationd  ing/re:ronstruction ~ z RGT/A
U00/00123 M. s s sued.,. memory app! 7 icat ions or  oCess, used and :
data/app! i f...lsl =-S acne the card  data/app J CM1on onst uct~on ar
esses specifi7 holde r cardho.d,er data. 1. _3 .. Spec i f ~, hot.-. ons
downloaded  ecii.1_o  product mana)a_ r to -enable reconstruction of ca, d.
t v  15. Card odder e t a shimient,_ th-rouch manual data en electronic
il.e import, etc. 30 16. Card hol.der C'C~II7EI1'1.. t.lon.s a. y.. erenL
cat`s; t1.LT1e Ca s Such as card iscuan~ 1 i . Card product i~ n  r_ I/
ma'ncoer' to spec for unrpue wD oy c 



35 18. rd.  usd:atin7 r reconstr_,act specified -- ar: w...- ranrge of data
to _e ~ncluded on Lard: axed provide fi A'G2 wo OOO/5107fl _ '
P.CTIAVOO/OO123 the need for regular "reco cili iozis' with card fri
on-11n,e en.vironment. 19. General card managemen d holder requirement
(determining reports, etc' participants related requr.remerzts tia_ees pa
~ab~e, eT`e w ab funct: ;. o Me s sao e management T 1odlul  1C? 1. servi,
0 and business modules.  tares formatting, routing and logging transactions
/mes:sa yntoC raph_c _procesu_ng: of data, includes nc 15 and twee,-- the
connected management sy, t ms as  t tern systems devices and cards. ng and
receiving o transactions; messages whir, ion. yo: Bing of billable e.rents'
any support for act vi generic - ees odaction ofl''tstand-ar_d and o syste
sy.: including. installation, configu :rations, access contr.?ol,.. monito
ina, recov'eringg arch Compliance with genera ~_Z' acc of f~ standa.rds,..
localisati :n of implement. "an ;e and route messages t . '_ rc n
intercormec t o tome , 6e- -, ' ce s an cG rt 3 10. ,,, ,.aae
communicaterons to Mfr.. t 7i'i ? u a7ii cry isa.ti or.s (a. q customer
inquiries, lett ~ ... I,'.roduce informtatI on represent.nc 12. Per orm
system administration , tends (e..g. ins ailing  and un nstallin onfig in
{j; z>e.rborma.nce monitoring, 3? logging;, not1 = n ser detecting and
analysing WO 00151070 2 1 AUG, 29B, PTTAU00100123.1 anomalies, backing up
and restoring, archiving and retrieving . 13. ' . god t appropriate access:
control, physical security  



and cryptographic Processing :{e. c authentication, encryption 14 . Record
and review~ e cu r nt and historical state of the system (e. g. for audit-
purposes 15. C an forms t of tr-).e service modu 10 system:  Capturing
tran-sac tions and writing reconciliation,, auditing,,-- etc. 11 rai s ~:"
an splitting a Sores `raI sact ons r T~ ed compound. transactions (same
tram  roducts or apo1ecatzonsj a split_ into two or more atom, transactions
- transactions must he routed as earl in'' t :cr possible.  the msnacement
0 ecce o nce with the Present then in v comment., .fern i nc to ticur , ,
for example,  one is an organisation that wishes to orc vid 23 c'e.rtain
raducts... .. 1 they reguire or. the F-'stem i_s the foundation o Ito u _ '
-c n d t e p= `du t ri a. axn 'n?t mode ~ , Well. as any business modul
Uhen_ may be needed. scpucr _ I ticula rbusin ss ,unc_,..:c) n _1 y Entity
two is card and device rn anacer,, r_ ?. t tity three s _. rd  3O man.acer,
dev_Lcs. manager anci also a p.roducct. owner. the rio a' 7Ill ili One,
entity t ~.l. it two and entity three Xi1a~.. be connected s `o u nort
various ero ucts . F r example-, a produot...owner may establi commercial r
e I a onsh p ~a tt~ entity one. and/ar' en  r i mania: er for their WO
0015107-01 + provided from gin. operation~ Qn,- a cardhcld:er1 who requires
an available  pr-oduct ma-y seek the product from the n-roduct owner. The
10 c a rdhoi !dL r tails that the card maanag eroduo t can then. be entered
on the card 'holders :ar_d. an illustration x`..amtl' e con.iJ_oura %-ion
the use of manacement systeTP in accordance with the  illustrated  present
invention. Two c7,artid:.pant: are 



cica.. err s .. bar r other: financial institution system , 10 accordance
messace management _m that oovrares a credit They run a, zranacement
Invention, incIu:di ice management module 22 and product management' module
23. Business maraeement module a 34 and busi. ee:ss using product  o
'menaces dew is  27 utilising de.- ite msanayement module manacement
moduli` nest o r v. mansr management rn dine an:d cart t:_G1_~3ct::t b 1,3
an airline ttiI1ich. owns a 1.C?; t-v 25 product. They have siness
manacemen module c  30 as cc7aJ v' stem p lic on a . The loyalty syste_m
is an app 1 c t? I'i designed sp c a 1. `v' for  an i ca t? n 31 30
participant , for ;pyocessinc its -_OZr2t-Y system ransact- i or. :em In
accordance with the pi: sen invention com 12 s1.n a message ma.naoemen.
Module rrod~u~ of par softy appl cat on !der could in fact  evice to
request 2 1 AUG 2003 -. 1 CTIAU00/00T23 product, details that may be red
fired, (ir --hey cannot holder `2 posseses a a d whi h suppc.rts cot i the
credi card produc of marticipar t- and. the loyal holder 322 pure cases
goods from card accept.  35 in order to pay re also L vi ed Part-' Cir t.
WO 0:0/5107b 21 AUG, 2203 PC T'14UOO/00123: credit card product on the card
27' via device 26. Message - data .~ generated! 1dv the- device is
transferred directly.  to _he- message management module 20 parti pang A.
~1 e s Se .~.. a ~ manacemer" module 20 r ate the message data to the devic



mana aement modu,f e 22 " The dev cs man&,~Tement Module determines that
messy product and also with  'I'he de aTice maz acement module 22 operate S
to break down the transact ionn  t0 data into message data for the
parti~cipant S and -s C? measace: data for t . prod ct management :nodule
23 of Dart. c'.upant A. Message data f r the product management message
ma:_lauement means mil? to the product management moduli The c--edit
'Lransaction is an "on, us" transaction an' trhe produCt manaag. me-nt
module ermines that - tie pa rti _pan t A is also the card manau r 2'1 ,.
Appropriate transaction information m, `.. be  provided to the card
management module ?I via the messy 2r' pr o4 e , sung s_ stelm 3 `. after?
hav e into ari.:appropriate (different) at `? .on of the  ventio'i..  the
participant St of all routed by business management module 30 appropriate
cryptographic con,,, regn- r.e, .._hat. th cryptographic proce sis rz
an~a~ge e t mods: le or. security ocrp.osos  message da transmitted via th
message ma `emer1L m dun 2:0 management I odl e .22 q. The Droduc t
management miodul message management module n" Mtges  manacement module 28
pas es on the message data to p:roduct -or. cyami After processing by the 2
1 AUG 200 3 WO OW51070 PCTIAU00100123 case, paiti ci ant 3 has a se ,arat
loyalty roduct syy'stem  31 that needs to he a Jda wed with the loyalty
points. Further messa:oe data generate module 29 and -including the.
loyalty point in ommar on coil v e t_ d v a a mass m 'na.samont module c 30
to a  ~rcp ato format .for the toy v point system and pass e d o the lo~'
altprint system "3l via the message manaue:t.e:_nt module 10 sys.t.:em
example o the. util.t.y c~ the maar~agemex t p r. 



compound transactions compound transa the handling simile transaction which
ed;by the same or.  different nrocessi. .g svstems/manageme--_t S7, SL
em's, ran.~aCtion `w1.--!:: an attached lotralty product may Generate c nee
~? a sac ion between smart car.Whf and device; how.sver, the .  ato ic:
transaction.s for the cre6it_ product and the '.royalty  prooduuc_ may be
route<d to different s Ts ms. Compound 20 tsarsaction occur each time
multz.pl applications Fe._erate. a compound transaction daring card ar.d.
dGvic 56 1ilustratr.es the transaction flow for a  compound. transaction.
The steps involve,_`, are. described 2,1 detail below. Donna an 1- I:lt''.e
ac io l between smart.: card 40 and device: iple appllacat ors general a
compound 3zansactior,... r ?. ally U le 2L .`1 `e d ia_ .. into 4.h 1)x 1.
a  nacer;ent 42 to upload a.:..., I _1.'vn 30 by the P asag:: Punaoe-ent
module 4 of the Device manageme The Device I'4a. nauement .2 ap-_2ies T r
Apia ru  the logged transactions. ccmo u..d _ans,action rul generates rlul
ipL atomic: transactions de tine  manaceme "7t a -erns lie ord.:nce wi th .
the pre"S'ent legacy  _nvention or WO O0/51.0701 vise :ianagemect 42
transmits sue atomic altered smart card urther -ice Iaananeme it may o:
tbor all.y ansmit an advice to one or micro Car-d, Mjanacement systems to
advise ether possibilities 1. ,ultiole applications -r)erat-inq
concurrently may 10 venerate an _;':i:tom_4c- transaction  tr ansactions
occur'..  sormiound transaction may, be divided into its atomic or 'Co a
periodic batch transmission to Lh Device Manacement. ocess of recreating
smart cards may become 0 I'-;anagsrac,nt sy tem, and personalising a new
smart ca accumulating the app<liaati:ons and data from the Card smart cards
are lost or stolen. The recreation of  smart card involves blocking ,the
lost/stolen card , necessary when cardholders adei:se the card ? ssue'r
that the  .rd. Management ma:y 



only recreate t e smart Car'''  ,, anti cati.on.s and data for which the
Card I1 agemn h  permission from the cardholder. The cardholder or by the
Card Nanaae',ma: with explicit~ ransact.ons to one- or more Produc-
Manacement modules, 4 rdti.~ld r is resnonsib { e fir recreating private
data. For 5 instance,. cryptographic keys may only be obtained by the 21 A
G, 2043' PCT/AUOO/00123 St the t F ;ures . illustrates the transaction flow
for the permission from the cardholder,. possi h7 e7 ~through Ii a .I
request; t-'` 'r) u t I' a'naine:ment. module rd`s :ld r key- f o.r. an
application '', from the recreation, cf: a smart  7 detail below. The steps
of-..-the transa "t 1.~i_. flow may be descried 21 AU G 2003 WO tl01.51O7O
cardholder from. th.e card f suer. des ;.red: permission The card issue S
PCT/AUUO/00123 uesr.s a smart card recreation and provides card issuer 51
with instructs the- Card Management module previous care.:end schedule the
ruction proce and requests a smart card reconstruction., Card Management 52
generates a new card number, assimilates the c:srdhclder data, the card.
applications 10 references and requests the applications and possibly the r
missive card data (should the card data not reside thin the Card.
Management mode. :) from one or more Product Management modules 53 and/or
one or more legacy systems 54,  referred to in the card. arplica.ti o
references. Product Management modul  sirstern(vii 54 r  review the per"'mr
ons, may reque t. the sropri ate data from other sources, e. g. CA, update 



appropriate databases with the acw card number arid. the apelicat i ons and
possibly the card data to the The Card. Management  personalisation. file w
he processed in th -d merson.alisation, to the cardholder 50... Variations.
1. The card Manaam range of .sma date is printed on the card 3.0 One of the
ma` in accordance with; dynamic: loading and on smart cards anal/or- d
advantages '. the management system esentintention is that it enabi or
installation. of: the her unlatch. apury i'c :.ti'ons  act applications fro
issuance of the smart dynamic application. 1cra ....tyansTer-s an
application qi smart card : r. cevic.e, to ensure that new applications:.
11! AUG" 010 PCTIAU00/00I23 may be loaded onto smart cards after the cards
have b WO 00.f31l070; issued, and loaded c :tc the de-vices after they have
been  installed, The application load transaction. occurs upon  request,
the recuest may be issued by the management system  modules or by the
cardholder or. card acceptor. ure 8 illustrates one of the ows for an
applic,ation. load transact The stars involved in Uh. this =ariation
detail below. rar:saction  Smart car  cribed: in en of tht ra sa o 1! flow
to facilitate follows may, legally resid the offers the smart card 6;0>
ascertaining that manager ,D' dam? agrees to load the application on -o
Smart: card 60 requests the device 6 



r th.e smart card: 60 to load _,Ln De ice M.anaaemenz 6 and Card Vanageoent
64, prior  applioation request hefts submitted to the Product mariegemen ..
5t,". tem,i of -L- he present invent.ion.  itacement 6'. sends an
application requ  or loading onto smart cards Inn d During the interaction
between, smart card 60 and on the. card man ge r s c i an agreement is in
... ace between ca-=l -7 ce.:Imanage: for.-this application) The device
dials into the :De-trice Management 62 o oduc', i' 21: G`eme ~t Should the
s : z t card DO ar ,?_ d vice Ca not t 7t~ smart card 60, the- verification
ri 'v be required between Nanacement. 63.. lso, f the h  a= value ass~v~
ateo v:_-'-_h the app icatLon, t:~~~ D_~:vi:ce TM9axiaqemcnt .,_ may
ascertain that the smart care :iUO has riot bean.- b 2.1 AU G 2003 WO
00:51070 pcTIA: U OO/00r23 5 The Product 4anag Trent: 63 provides the-
requested applice The vice .13na-geme_ 1 6~ provides the re ues a
plica,i.on to t-he device 6.1  device 64;1 discontinues the on-l~ ne link
to the Device Management the repute  smart card 60 1(3 9. S r may sernd..an
advice of the successful memory. L t  jC) ,dl to t1 l-le de-, - L '-e rn,
.a. fox batch upload-.. ~..t_1 the !4e 3cement.. 62 for distrLbotios to the
requesting  This advice - may be necessary for mission  Management 64 may
not reawre the advice. The De-.vi critical aeplicatiiob, whilst other
products. or Car I=Manag.emen t 62 m transmit Card' Manacement 64  Product
Management C---, a similar manner.: with the instruction -Lcr the. loa the
Device Manacemena  



Managemen module . Note that the dell ce management 62, product management
module or the Pro originating either from t. 53 an-': card manage-m-en- 64,
may s ~~a e entit1 Variations 30 cards  ' i l i t ,. u o x 3) v. t n 1. a s
rdh.o..de?re xuests by phi ne that the -' I.ae for another trap act,ion.
The Product amrent will ~h e the -load and request the Devi ueSt, u. ] n
the smart card` s wn.-line Management to pr ji'de the de _o ,vi-h the
applica- cn upon::. WO 00/51070 oduc t Manaane tent ar-r AUG T'
CT-7AU00/011123 ::  agreement with the oement to . roe d. all the: sir=art
cards ioanac~fed rd Nlanagement with cn application, P:roduct:
Marta'ooement instructs the. Devi ia:ria.oemen t i,` with the, application
upon. r e. .. when t he smart cards are nest on-line (b) provide a-1 l 10"
Nana;e e: t tr c"' app. li.cat.on the next time 1:h:e devices Inc, such
that the application loading may be off-line when. the smart cards interact
with the rd Management instructs the : vice i ailagement  I oad . -nI i
cations onto a range oT . smart ca rds either the rie_ t -times tree: smart
arils are on-line C -S t: fat an.. appl? rata aded, e. c. t o 3 ores a t 7
3P. S. n with a smart car which holds an unknown ap plica.oioi. The De'Vic
L:any:t _ITt ii_t the ap pLicati` n from one, or more Product 25 Management
modules The application. is loaded onto the  dev ce in a similar ras_rs~ol
tc t.h:-e smart card application  load_ Once t.il aupl ai.iun S installed
in the t? the  i~ t.rci? a C u ..th the smart car" may Device Managerr.ent
request ; the 3U f.z m she- Product MM:anageraan.t module (s) and
transfers: the Device Management  ors durinQ the net 2f AU G 200.3 WO:
00/51070 



PCTIAU00/00123 dvnarti.c application unloadii deletes an app ication  gram
a sr,a _r-c: cazC' 7On ux device ,.~, to ensure that ions na:y be
-.unloaded iron smart cards after have' been sued, and unloaded ' romi the
devices after  5 they' have been ins a1 ed The appl_icatio ",Mina
ansaction maw occur automatically coupons , or upon r:equest,, the re-quest
it  mozlules c.. the non _ system of the  or b,, the __ardhctlde or cal-la'
accepto-r. li(? ?.u'ur.~ 1.1.~_;l traces Th ' Ira nsact on glow fo an
unload ~~a.nsaction.:: The steps involved are descr"abed, Ln. tail below. s
of the transaction flow to facilitate a~. 1.LC~tion unloading from smart.
cards may he described as  f ollo w.'s: 1 ... %e C rd anaC;emeo ~~ I[ l _
re-',!es. the t lnaC'ement "3 to delete an. appllcatl.on froir, a ran smart
cars managed by _ the Card Na sapeme n:  newt .time the device 71 in
on-line - for  20 t ~"ansa c'tion wit' `n'~ c th = sitar=" ranee devi c~e=
1 l the iiei,  time the devrces 7 are on-line for an. int ~3ev 1'' a
soeitleZ t. . 1 S. ch that. . F unload ', 7 equ st m r' Lie
comt'Si1'.lnicated to the smart ::and in... t-line d`-,,)7a nc a i" < a.C
Jon h mo ae TLm t' h n GC Sarry _i. tTie  i 1 o t  noes the support
cardbc.:.der ahus-sth.e application) . n'Lorac ion between smu rt cared 701
andd co 1 oe J ce h tc c,om -1 p e-e the cazr anic; ..ion ~~ ith. --he e-
Tic Iva r a men coma l etvs the 2' 1 AUG 2003: : WO OO'5iO7.O
PCTIAUOO/OOI23' transaction, and ct21TrC1un1:c'ate t!`1ei un. load request
to the the smart card 710 (b) communicates the broadcasted unload re uest-
to smart card -70..  The smart card 70 del -~-es . the a z licit vla_. %C n
memory with an optional advice to the device 71. tat the  



application ahs been deleted:: The advice may be uploaded Device I
ansreTt:}iit: 73 during the ne>:t Interact .o?`., 3Ol  which may be
transmitted: to t   yam e atlor Unload *or- devices may  and the in a simi"
r" manner wJ ?.. the instruct-o? for` 1! j the load orisinati'ho ..._th er.
from the device,, the. Devi ce Management modul  cares and/cr the Device
Management to unload an appl.icatir n. from all smart 1. The Product
t7knaeeirent may oque  cation . :ter a single use of the aural ica app?
ic..aticn, e.g :single use cca r possib  nor.S. device ma aop.ication
rom.._i.ts memory after a single. use Device Eahageme It m apolica Lion
that Manaceem:en  Im lenient present practical.  rrancoe e t system in
accord i.on. can ens; ].e methods of opal ati_ ng: ~r. e-xarnp j e, cart
managers and device manage wi , th': se standards could ::hen, o.`f:: ,-
OIL ct u- 1v_ t T o eratinc the System May publish a set of " tared rds" i
....  compliance with their systems. Product owners complying from longer
supported tile. Devi.  from the devi'ce's inonior. 21 AUG 2 O3'l WO
00,1510-70 1 the cards. and devices man.aged,:  vice ma ,ages. The;re would
be no n  negotiations to establish  



lationship between the. product- owner, essence. his rodeo to comply .- ith
the manager, who wouldin turn cake th any complex  4h e. menaces and
merely have to PCT/AUOO/00123 rd manager and andards and th rd manager and
devico Tern already fully comp" i 10 offered or use with, the syssterrs:..
appreciated: by. persons skilled in the ar b ma  variations ar1.d :y
.modifications may that. _ numerous T a spirit or S ca e fl.. The ores
embodimen  considered_ in al" .. spects as PCT/AUQ:0100123  Received 25
May, 2001 a wherein. the: message.. management means. is also :~ arrainoed
to act as a  communication's interface r.:outilng message data. between
the- card management means, device management means and product- management
mean-s. 4 . A system in accordance with claim 2-or claim 3,  the message
management means also being arranged to manage;  the routing of message
data; to e .ternal systems. A system in accordahce with any one of claims 2
wherein each one of the: card management means, device 42  2 1 AUG 2Q.a3
THE CLAIMS DEFINING THE INVENT ON ARE AS FOLLOWS': A card;'!. device: and
product management system,  including a card !,management means including
processing 5 facilities to enable a card manager participant to per-for i
a card management role al.ozre, . without managing products  associated
with a, card and Without managing devices; a device management means;
including processing  facilities to enable a device: ma aager. participant
to 10 pexform..a device manage.Yen.t:role alone", without managing.
products associated with, the card and without managing  cards; and a
product man-agement mean's including -processing f .ci l.ities to enable a
product owner participant to tier form 



I card, device and 1 pz: oduc IT anaC1' I , t pro u,at management, role:
alone, without managing cards and without managing C1e ices- the product
management means,,  device management" means and: card..management means
being  arranged so that each of. the card management role, device
management role and product management role can be cc "riedl  out
separately from each. other by separate entities, each  entity being
enabled to carry, out one of the roles only,  without. having to carry
out:: any of the other of the roles 2 . A system in accordance tiYitkn
claim, 1, further  comprising a message management means arranged. to
manage 2 the routing of message data b?t:W'een. cards, d.~?''i~~ces a2 A
system in accordance with claim AMENDED SHEET  IPEA/AU PCT/k IOQJoo123
Received 25 M ay 200 1  2 1 AUG 2E Q.3 43 management means and product
management means isprovided;i  with- an associated message- management
means. A system in accordance.. with any one; of:: the preceding claims,;
wherein the. system is arranged: so that 5 the Product management means is
arranged to facilitate the:  product owner participant to directly affect
control of a  product associated with a card or device, without
intervention of any, of the of the~ participants . 7. A system in
accordance ,with claim 6 wherein the  10'' control.. of the product
involves loading: data to the  product. A system in accordance with claim
6: or-claim 7, wherein. the control involves the product management means
receiving - data from the product via the system. 15 is transactibn data.
110-. A system ins accordance with any one of claims 6 S stern in
accordance with claim 8 wherein the' to 9 wherein the' control involves the
product. management means do%,.mloadinq prod  or device. 11 . A system in,
accordance wherein the system is al ranged so that data associated with the
product and provided to the product  management means or to the card or
device from: the product 25 m ilagemr;ent means may be routed via the
message management  means of other entities participating in the system.
12-. A system in ~ accordancewi'th any one! of the  preceding claims,,
wherein the card management means is  arranged to store! product owner
identification data, 30 identifying product o;7e:r participants responsible
for  managing products. associated with cards- managed by the card  



manager participant. D. A system in accordance:,-,ith any one of the
preceding claizlts- wherein the: devi.ce management means is  35 arranged
to store product owner identification data, identifying product owner
participants responsible for AMENDED SHEET  i EA!'AU PCT/ACJO0/00123:
Received 25: Many 2001 1 AU' 20.81 managing products; associated with
devices managed by the  deri~--e manager participant, and card accepter
identification data, identifying card accepters using  devices managed by
the device manager participant. S. 14.:. A system in accordance .w,,ith any
one of the  preceding claims;; wher-ein the product management means is
arranged to store card manager identification)data identi f ring card '
I'inanagex s managing cards supporting  products, managed !by the product
owner participant. 10- 15. A product management system, comprising a
product  management means which. enables a ::product owner participant:  to
perform a product management role alone,. without  managing cards and
without- managing devices, wherein the product. 15 participant to directly
affect control of a product  associated with a card or d.evi.ce, where the
product owner  partcipant is responsible. :for product management only and
is not responsible for managing cards or managing devices.: tem in
accordance with claim I5, wherein the system in accordance w.rTith claim 15
or claim 116, 25 control: of the product involves loadinc data to the
wnarein the control involvess the produc:t management means..  receiving
data from the: product . data is transaction data system ~.7 acco?dance.ith
claim 17, wherein th-e. 20. A system in accordance with any one of claims
115  to 20, wherein the product. management means is arranged too: or
device is arranged to facilitate the product owner 19-. A system in
accordance,with any one of claims 115, 16 or 17, wherein the. control i
involves the product  mannagement means downloading product applications to
a card sto card manager identification data identifying card managers
managing- cards supporting products managed by the:  product owner
par:ticipant.. AMENDED, SHE 2T ALA w2.LJ3 45 card -management, system in:.,
accordance with  claim 19, wti~her ein. the card. management means is
arranged 



store product ow%mer identLfication ddt product owner participants
responsible plurality of service identifying for. products associated with
cards managed by the: card manager  participant. generic card, device. and
product computing management system, including processing modules,.. each
s-ervice-- processing module: enabling  a,partic:ipant t.o the system to
carry out at least: one of.  card, de:Tic'e and, product management and a
message manag ment module- provided each participant in the. system and.
arranged, to act as a. camunicat_ions interface  routing message data
between- each of the service:: processingi iii module and between. cards
and' devices.; enable a network  service processing module and a plurality
to carry out car participants interface product management ;.  23. A
generic card, devi manacling evince and: and product management. system
including a_ network comprising a plurality of nodes each node comprising a
service processing module: enabling! system part-i.c pant to carry .. out
at least one of car del=ice and product. management, an message.management
module arranae:d to act as a c:ommunications interface  routing message.
data between the service processing modules each,. node: and between cards
and devices. 21 AUG 2 V 4 2, 111. A system :in accordance with claim 22 or
claim  23, wherein the service processing module include. a: device
management module which. enables a device: manager  participant to perform
a, device. management role alone,  without -managing products associated
with a card and  without managing cards. 25. A system -in accordance with
claim. the service processing module. including a card management  module
which enables a card manager participant to perform  a card management
role: alone,; without managing -products  associated with acard: and
without- managing~devices. system in accordance with any one : or. claims 



wherein the service processing: modules include a. product management
module. which' enables a. product owner  participant, to perform a
product_- management role alone,  without managing cards and. without
managing devices. 27 method of managing_ cards, devices. and products,
comprising., the steps of providing a tripartite  environment for card
management., the card, management  tripartite environment comprising card
manager participant responsible for managing non-product specific ca di
operations; a. device manager participant responsible for  mnana.ging
dtvic:e:s for accepting cards and for carrying out  product transactions;
and 2 1 AW`I ;2003 a product manager participant, responsible for the:.
management of product-related aspects of the card.  environment, wherein
the device manager participant, card.  management participant and ' .
pr.odti!ct manager participant  may be separate entities .. each operating
separately from  the! other and. carrying out their separate management
roles alone. method in comrrising the further accordance with claim 27,
of!; providing computer svs:tem including modules enabl:i~ng each of: they
cardH. ] manager participant, device.: manager participant. a product
manager participant roles to be carried out  separately from each other., A
method in. accordance with. claim comprising the step of enablirig the
system - to- facilitate: roduct manager par.tiicihan:t to have direct
access t product in order to directl~j affect control of uroduct. ass
ociated with a card- or device. 30~. A method in accordance with claim 29,.
compris i tq the step enabi.ing the product owner participant to load data
onto the : produc. t . 31, A method: in accordance with claim 29 or
cla-imp, 30 J. comnrising of enabling. the product owner participant to
receive data from tie : product.. 2 1 AUG 20fO3' 48 32.. A method : in.
accordance with claim 3:1. wherein . 3.. A method in accordance with any
one of claims compri'Sing the step .:of the product owner participant
downloading a product application to,, a card  or device. method_ of
managing products, comprising the 



steps o providihg product manager participant., responsible for the.
management of products alone, without....  managing cards and without
managing devices, andl:1  providing; the facility, for the product..
manager participant directly: affect control of a product associated with a
card or device. A method!.'.l in accordance with claim 34, including the
step of providing the facility to enable the product  owner participant to
load data to the product. A method' in accordance ::with claim 3:4 or claim
luding the step of providing the facility to enable the product
manager..parti''cipant to receive data  from the product on the card or
device. 3 i . A method- in accordance ::wit: c]..aim 36, wherein. the data
is transaction data. 3.8. A method in a_ccordance with. any one of claims
-1f t. includi'nc; pro;;iding the facility to I 411 ?301 49 enable the
product- owner par-tlJcipant to d'ow,vnload. product. applications to a
care or device. card, device and: ii product arrangement, including: a
computing system- having! memory locations for receiving. a plurality of
product applications, and. security means enabling selective access to the-
memory  locations for a pld.ra]Iity ' of product owners., 'hereby the
product: owners may separately access and manage their  products stored
at:-the memory locations. 40. A. card,'device and product! arrangement ins
accordance with claim 39, wherein the memory. locations  are provided
mounted on cards. 41. A card, device and product arrangement in  accordance
with claim 39 ordain-40, wherein the memory  locations are provided
mounted. .on. the devices:. 42'. A c_ardi;il device and' product
arrangement in accordance with claim 3-0, 40 or 4.1, ti%7herein the.
security means comprises tokens operating as keys to enable a.cce  to the_
memory locations. K card, device and product arrangement in.  ,I
accordance with any one of claim 39 to 42:, including product manaement
system in accordance with any one claims 1.5 enable management of product
product owNner . 50 1' AUK 20 03 



44.. A card, device and product- arrangement in  accordance with any,, one
of claims. 39, to 42, including a  card., device and product management
system in accordance  with any one of claims l to 15, to enable management
of  the arrangement.., 


