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ENGLISH TRANSLATION FOR PCT/JP96/02154
SPECIFICATION

Data Transformation Apparatus and Data Transformation

Method

Technical Field

The present invention relates to a data
transformation apparatus and a data transformation method
for encryption, decryption of input data and data
diffusion in order to protect digital information of
communication.

Background Art

As a conventional data transformation method for
encryption, "FEAL-8 Algorithm" (Fast data Encipherment
ALgorithm-8) is disclosed by Miyaguchi et al. (Miyaguchi,
Shiraishi, and Shimizu, "FEAL-8 Encipherment Algorithm"
NTT Practical Research Report vol. 39, No. 4/5, 1988).

Fig. 29 is a partial diagram of the above "FEAL-
8" encipherment algorithm.

In the figure, 1001 and 1002 denote input data of
two sequences, 1003 and 1004 denote output data of two
sequences, and 1005, 1006, 1007 and 1008 denote
intermediate data. 1011, 1012, 1013 and 1014

respectively show a first key parameter, a second key
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parameter, a third key parameter and a fourth key
parameter. Each of 1021, 1022, 1023 and 1024 shows sub-
transformation unit of each transforming stage. Each
sub-transformation unit includes each of nonlinear

transformers 1031, 1032, 1033, 1034 and each of XOR

(exclusive OR) circuits 1041, 1042, 1043, 1044.

An operation will be explained hereinafter. The
input data 1001 and 1002 of two sequences are received at
the sub-transformation unit 1021 of a first stage to be
transformed into new data, that is, the intermediate data
1005 and 1006 of two sequences. The intermediate data is
input to the sub-transformation unit 1022 of a second
stage to be transformed into new data, that is, the
intermediate data 1007 and 1008. The above operation is
repeated eight times in total, and the output data 1003
and 1004 of two sequences are output as the last
transformation result from the sub-transformation unit of
an eighth stage.

An opefation of the sub-transformation unit 1021
of the first stage will be explained for one example of
the above sub-transformation units.

The sub-transformation unit 1021 receives the
input data 1001 and 1002 of two sequences and outputs the
intermediate data 1005 and 1006 of two seqﬁences. As

described in detail in the above Practical Research
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Report, the second input data, that is, the input data
1002, is divided into byte by byte and the divided data
is XORed with the key parameter. And arithmetic addition
is repeated to the data and the divided data is united

again. This nonlinear transforming operation are

performed in the nonlinear transformer 1031. The

transformed data is XORed with the first input data 1001.
The XORed result is output from the first stage as the
second intermediate data 1006. On the other hand, the
second input data 1002 is output as the first
intermediate data 1005 without any transformation.

In the second sub-transformation unit 1022, data
is processed as.well as in the above procedure and the
intermediate data of the second stage is obtained. 1In
the same way, in this example, the processes of eight
stages are performed in total. As the result, output
data 1003 and 1004 are obtained.

The conventional data transformation apparatus is
configured as described above. The transférmed data is
output only after the nonlinear transformation is
completed in one stage of the sub-transformation unit,
and is input to the sub-transformation unit of the next
stage. Namely, each sub-transformation is performed
sequentially and it takes time to perform a whole

procedure.
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The present invention is provided to solve the

above problem. The object of the invention is to perform
a plurality of sub-transformations in parallel to
increase an processing speed of data transformation such
as encryption, decryption and data diffusion.
Disclosure of the Invention

" The data transformation apparatus of the present
invention inputs two arbitrary pieces of data of A input
data and B input data to a first unit of the apparatus.
A first nonlinear transformation of A input data is
performed using a first key parameter and the transformed
data is XORed with B input data. The XORed result is
output as B intermediate data. B input data is also
output as A intermediate data without any transformation.
In a next unit, a second nonlinear transformation of A
intermediate data is performed using a second key
parameter and the transformed data is XORed with B
intermediate data. The XORed result is output as next B
intermediate data. B intermediate data output from thé
first unit is output as next A intermediate data without
any transformation. The above two units are connected in
a cascade and the last A intermediate data and the last B
intermediate data are output as transformation result of
the data transformation apparatus.

Further, in the above basic configuration of the
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apparatus, a set of a first nonlinear transformer and an
XOR circuit located between an input side of the first
nonlinear transformation and an input side of the second
nonlinear transformation is defined as a first sub-
transformation unit. Another set of a second nonlinear
transformer and an XOR circuit located between the input
Side of the second nonlinear transformation and the input
side of the first nonlinear transformation of the next
stage is aefined as a second sub-transformation unit.
Otherwise, a set of the XOR circuit and the second
nonlinear transformer located between an output side of
the first nonlinear transformation and an output side of
the second nonlinear transformation is defined as the
first sub-transformation unit. Another set of the XOR
circuit and the first nonlinear transformer located
between the output side of the second nonlinear
transformation and the output side of the first nonlinear
transformation of the next stage is defined as the second
sub-transformation unit. Regardless of the definition, a
necessary number of the above first sub-transformation
units and the second sub-transformation units are
alternately connected in a cascade. From the last stage,
A intermediate data and B intermediate data output from
either of the first and the second sub-transformation

units is output as the transformation result of the
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Further, the nonlinear transformer of each sub-
transformation unit has a nest configuration of the basic
configuration of data transformation apparatus.

Accofding to a data transformation method of the

present invention, two arbitrary pieces of data of A

'input data and B input data are input. B input data is

output as a first A intermediate data at a first step. A
nonlinear transformation of A input data is performed
using a first key parameter. The transformed data is
XORed with B input data and the XORed result is output as-
a first B intermediate data at a second step. At a third
step, the first B intermediate data is input and output
as a second A intermediate data. The first A
intermediate data is input and a nonlinear transformation
of the A intermediate data is performed using a second
key parameter. The transformed data is XORed with the
first B intermediate data and the XORed result is output
as a second B intermediate data at a fourth step. The
above steps are repeated from the first step to the
fourth step. The above second step or the fourth step
should be placed at the last step of the transformation
method and the last A intermediate data and the last B
intermediate data are output as the transformation result

of the whole procedure.
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In the above method, an operation order may be
changed, that is, a nonlinear transformation and an XOR
operation may be altered. The method still have
effective steps as the above.
Further, in the above basic configuration of the

apparatus, a set of the first nonlinear transformer and

the XOR circuit located between the input side of the

first nonlinear transformation and the input side of the
second nonlinear transformation is defined as the first
sub-transformation unit. Another set of the second
nonlinear transformer and the XOR circuit located between
the input side of the second nonlinear transformation and
the input side of the first nohlinear transformatidn of
the next stage is defined as the second sub-
transformation unit. Otherwise, a set of the XOR circuit
and the second nonlinear transformer located between the
output side of the first nonlinear transformation and the
output side of the second nonlinear transformation is
defined as the first sub-transformation unit. Another
set of XOR circuit and the first nonlinear transformer
located between the output side of the second nonlinear
transformation and the output side of the first nonlinear
transformation of the next stage is defined as the second
sub-transformation unit. Regardless of the definition, a

necessary number of the above first sub-transformation
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units and the second sub-transformation units are
alternately connected in a cascade. A data selecting
unit is provided to the input side of the first sub-
transformation unit and a data holding unit is also
provided to the output side of either of the first and
the second sub-transformation units. At the beginning of
Ehe data transformation, the data selecting unit selects
one of two arbitrary pieces of data of A input data and B
input data. After selecting one input data, the data
selecting unit is connected with the data holding unit to
form a feedback loop so as to select the output of the
data holding unit. The selected data is transformed to
be finally output from either of the first and the second
sub-transformation units and is stored in the data
holding unit. Then, A inﬁermediate data and B
intermediate data are output from the data holding unit
as the transformation result of the apparatus.

Further, in the above basic configuration of the
data transformation apparatus, the two arbitrary pieces
of data of A input data and B. input data include the same
number of digits of data. Either of a set of the first
nonlinear transformer and the XOR circuit located between
the input side of the first nonlinear transformation and
the input side of the second nonlinear transformation and

a set of the second nonlinear transformer and the XOR



10

156

20

25

9

- circuit located between the output side of the second

nonlinear transformation and the output side of the first
nonlinear transformation is defined as a sub-
transformation unit. A necessary number of the sub-
transformation units are connected. The data selecting

unit is provided to each of the two input sides of A

“input data and B input data of the first sub-

transformation unit. The data holding unit is provided
to each of the two output sides of A output data and B
output data of the last sub-transformation unit. As a
first step of the data transformation procedure, the data
selecting units select A input data and B input data,
respectively. After selecting the input data, the data
selecting unit is connected with the data holding unit to
form the feedback loop so as to select the output of the
data holding unit. The selected data is transformed and,
finally, the data holding unit outputs A intermediate
data and B intermediate data as the transformation
result.

Further, in the first or the second nonlinear
transformation, A input data is divided into Al input
data including some digits of A input data and A2 input
data including the other digits of A input data. The key
parameter is also divided by an arbitrary number of

digits into "n" number of divided key parameters, from a
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first divided key parameter to an n-th divided key
parameter. In a first internal sub-transformation unit,
an internal nonlinear transformation of Al input data,
that is, one of the divided A input data, is performed
using the first divided key parameter. The transformed
data is XORed with the A2 input data and the XORed result
is output as first A2 internal intermediate data. A2
input data is output as first Al internal intermediate
data without any transformation. The first Al internal
intermediate data output from the first internal sub-
transformation unit is input to a second internal sub-
transformation unit as Al input data. An internal
nonlinear transformétion of the first Al internal
intermediate data is perfcrmed using the second divided
key parameter. The first A2 internal intermediate data,
input as A2 input data, is XORed with the transformed
first Al internal intermediate data. The XORed result is
output as second A2 internal intermediate data and the
first A2 internal intermediate data is output as second
Al internal intermediate data without any transformation.
The above first internal sub-transformation unit and the
second internal sub—transﬁormation unit are alternately
connected "n" times. An internal data selecting unit is
provided to the input side of the first internal sub-

transformation unit and an internal data holding unit is
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provided to either of the output sides of the first and
the second internal sub-transformation units. The
internal data selecting unit selects Al input data and A2
input data. After selecting the input data, the internal
data selecting unit is connected with the internal data

holding unit to form the feedback loop so as to select

--the output of the internal data holding unit. The

selected data is transformed and, finally, Al internal
intermediate data and A2 internal intermediate data is
output from the internal data holding unit as the
transformed A output data.

Further, in the nonlinear transformation of each
sub~transformation unit, A input data is divided into Al
input data including some digits of A input data and A2
input data including the other digits of A input data.
The key parameter is also divided by an arbitrary number
of digits into "n" number of divided key parameters, from
a first divided key parameter to an n-th divided key
parameter. In the first internal sub-transformation
unit, an internal nonlinear transformation of Al input
data, that is, one of the divided A input data, is
performed using the first divided key parameter. The
transformed data is output as first A2 internal
intermediate data. Al input data is XORed with the A2

input data and the XORed result is output as first Al
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internal intermediate data. In the second internal sub-
transformation unit, an internal nonlinear transformation
of the first Al internal intermediate data, output from

the first internal sub-transformation unit and input as

Al input data, is performed using the second divided key

parameter. The transformed data is output as second A2

'internal intermediate data. An XOR operation of the

first Al internal intermediate data and the first A2
internal intermediate data is performed as Al input data
and A2 input data. The XORed result is output as second
A2 internal intermediate data and the first A2 internal
intermediate data is output as second Al internal
intermediate data. The above first internal sub-
transformation unit and the second internal sub-
transformation unit are alternately connected "n" times.
The internal data selecting unit is provided to each of
the input sides of the first internal sub-transformation
unit and the internal data holding unit is provided to
either of the output sides of the first and the second
internal sub-transformation units. The internal data
selecting unit selects Al input data and A2 input data.
After selecting the input data, the internal data
selecting unit is connected with the internal data
holding unit to form the feedback loop so as to select

the output of the internal data holding unit. The
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selected data is transformed and, finally, Al internal
intermediate data and A2 internal intermediate data are
output from the internal data holding unit as the
transformed A output data.
Further, in both of the above two kinds of

modification of the data transformation apparatus, when A

-input data is divided into two pieces of divided input

data having the same number of digits, only the first
internal sub-transformation unit is connected necessary
number of times.

Further, the first internal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected necessary number of times. The
internal data selecting unit is provided to the input
side of the first internal sub-transformation unit and
the internal data holding unit is provided to the output
side of either of the first and the second internal sub-
transformation units. As a first step of the data
transformation, the internal data selecting unit selecté
Bl input data and B2 input data. After selecting the
input data, the internal data selecting unit is connected
with the internal data holding unit to form the féedback
loop so as to select the output of the internal data
holding unit. Thé selected data is transformed and,

finally, Bl internal intermediate data and B2 internal
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intermediate data are output from the internal data
holding unit as the transformed B output data.

Further, in the above configuration, when B input
data is divided into two divided input data having the
same number of digits, only the first internal sub-

transformation unit is connected necessary number of

times.

Further, in the data transformation apparatus,
the sub-transformation units are connected even number of
times. The data selecting unit is provided to the input
side of the first sub-transformation unit and the data
hélding unit is provided to the output side of the last
sub-transformation unit. A key parameter supply unit is.
also provided to the above configuration. As a first
step of the data transformation, the data selecting unit
selects two arbitrary pieces of data of A input data and
B input data. After selecting the input data, the data
selecting unit is connected with the data holding unit to
form the feedback loop so as to select the output of the
data holding unit. The data transformation apparatus
repeatedly transforms the selected data using the key
parameters, each of which is supplied by the key
parameter supply unit to each of the sub-transformation
units. The data holding unit finally outputs A

intermediate data and B intermediate data as the



¢ g e et T wmTieA iR

10

15

20

25

eet Has Been Replaced

’ T

Further, in the above configuration, at least one

transformation result.

of the nonlinear transformefs is X" circuit on Galois
Field. |

Further, the above X" circuit on Galois Field is
formed by a normal basis.

Further, in the above configuration, at least one
part of the nonlinear transformer is a Read Only Memory.

Further, in the above configuration, at least one
part of the nonlinear transformer is a Random Access
Memory.

Further, in the above configuration, at least one
part of the nonlinear transformer is a Logic Circiut.

Further, a data transformer including two logic
circuits is provided to at least one of A input and B
input. Each of the above two logic circuits may be
either of two XOR circuits and AND circuit and OR
circuits. A input data or B input data is divided into
two pieces of divided data having an arbitrary number of
digits such as AA data and AB data. The key parameter is

divided into two divided key parametérs, A transformation

' key parameter and B transformation key parameter. A

first AND/OR operation of AA data and A transformation
key parameter is performed. The first ANDed/ORed result

is first XORed with the AB data and the first XORed

THIS SHEET HAS BEEN
REPLACED
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result is output as the transformation result of AB data.
The first XORed result is second ANDed/ORed with B
transformation key parameter. A second XOR operation of
the second ANDed/ORed result and AA data is performed and
the second XORed result is output as the transformation

result of AA data. The transformed AA data and the

"transformed AB data are output to the next stage as A

input data or B input data.
Brief Description of the Drawings

Fig. 1 is a block diagram showing a configuration
of a data transformation apparatus according to
Embodiment 1, Fig. 2 shows one example of a nonlinear
transformer, Fig. 3 is a block diagram showing a
configuration of a data transformation apparatus
according to Embodiment 2, Fig. 4 shows that the data
transformation apparatus of the first embodiment is
logically identical with the data transformation
apparatus of the second embodiment, Fig. 5 shows another
example of a date transformation apparatus of the same
configuration with the data transformation apparatus of
the first or the second embodiment, Fig. 6 shows a part
of a basic configuration and a nonlinear transformer of a
sub-transformation unit of a data transformation
apparatus of-Embodiment 3, Fig. 7 shows a whole cascaded

configuration of the data transformation apparatus of the
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third embodiment, Fig. 8 shows transformation procedure
of the apparatus of Fig. 7, Fig. 9 shows the
transformation procedure of the apparatus of Fig. 7, Fig.
10 shows the transformation procedure of the apparatus of
Fig. 7, Fig. 11 shows a part of a basic configuration and

a nonlinear transformer of a sub-transformation unit of a

'data transformation apparatus of Embodiment 4, Fig. 12

shows a part of cascaded sub-transformation units and a
data transformation procedure of the data transformation
apparatus of the fourth embodiment, Fig. 13 shows a basic
configuration and a nonlinear transformer of the sub-
transformation unit of a data transformation apparatus of
Embodiment 5, Fig. 14 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 6, Fig. 15 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 7, Fig. 16 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 8, Fig. 17 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 9, Fig. 18 shows a configuration of an
external nonlinear transformer of a data transformation
apparatus of Embodiment 9, Fig. 19 shows a configuration
of an internal nonlinear transformer of an internal

nonlinear transformer of a data transformation apparatus
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of Embodiment 9, Fig. 20 shows an example of nonlinear
elements (substitution table) of the internal nonlinear
transformer of the data transformation apparatus of the
ninth embodiment, Fig. 21 shows an example of nonlinear
elements (substitution table) of the internal nonlinear
transformer of the data transformation apparatus of the
ninth embodiment, Fig. 22 shows an example of nonlinear
elements of the internal nonlinear transformer of Fig. 19
formed by a normal basis of X" circuit on the Galois
Field, Fig. 23 is a block diagram showing a configuration
of a data transformation apparatus of Embodiment 10, Fig.
24 shows a detailed configuration of the data transformer
of Fig. 24, Fig. 25 is a block diagram showing another
data transformation apparatus of Embodiment 11, Fig. 26
shows each feature of eleven embodiments from the first
embodiment to the eleventh embodiment, Fig. 27 shows an
application example of the data transformation apparatus
of the invention, Fig. 28 shows an application example of
the data transformation apparatus of the invention, and
Fig. 29 shows a configuration of a conventional data

transformation apparatus.

Best Mode for Carrying out the Invention

Embodiment 1.

In a field of information processing, encryption

THIS SHEET HAS Rira |
REPLACED
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and decryption has been drawing the attention in order to
keep security of data or security of communication
between the persons. It is important for encryption and
decryption to process data at a high speed and to reduce
possibility of cryptanalysis.
_ As for one of well-known encryption method, input
aata is nonlinearly transformed using a key parameter.
So called differential probability shows strength of
cipher. It can be said that the cipher is strong when
differential probability is small. According to Document
1l: Provable Security Against Differential Cryptanalysis,
by Kaisa Nyberg, Lars Ramkilde Knudsen, Journal of
Cryptology vol. 8, No. 1 (1995), on encryption of data by
a cascade of a plurality of sub-transformations, if
differential probability of nonlinear transformation is
"p", the following is proved.
(1) If there are more than three stages of sub-
transformations, the differential probability as a whble
apparatus is less than 2p? when nonlinear transformation
is performed in the system where the value of output data
is determined one by one corresponding to the input data.

In the above statement, the wvalue of output data
is determined one by one corresponding to the input data
means the following. When input data X has one of values

of 0 - 255 and output data Y has one of values of 0 -
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255, a particular value of output data Y corresponding to
a particular input data X is previously determined as a
pair of input data and output data. For example, when
the value of input data X is 8, the value of the output
data Y is always 125.

In the algorithm shown in Fig. 29, if each of the

‘differential probabilities of the nonlinear transformers

1031, 1032 and 1033 is "p", the differential probability
of the whole algorithm of Fig. 29 becomes less than 2p?.

The conventional art of FEAL Algorithm belongs to
a type of algorithms shown in Fig. 29. 1In this FEAL
Algorithm, the differential probability "p" is 1 in
nonlinear transformation of each sub-transformation
process, thus the differential probability of the whole
algorithm becomes less. than 2 according to the above
statement. This proves nothing about strength of cipher.

Fig. 2 shows one example of conventional
nonlinear transformer.

.In the figure, 151 denotes an XOR circuit of the
nonlinear transformer, 152 denotes a Galois Field inverse
circuit. This nonlinear transformer outputs "0" on
feceiving input 0. n shows bit size of input/output
data. When the nonlinear transformer of Fig. 2 is used,
it is known that the differential probability "p" becomes

p = 2/2" (where "n" is an odd number), or p = 4/2" (where
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"n" is an even number). -

However, the circuit scale of the Galois Field
inverse circuit 152 becomes large when the input data
size is large.

According to the present invention, a

configuration described below also satisfies the above

-statement (1), which is proved in Document 2: "On

Provable Security of Block Ciphers against Differential
and Linear Cryptanalysis", (Mitsuru Matsui, Text for the
18th symposium on Information Theory and Its
Applications, October 24 - 27, 1995). The document 2
shows that this invention provides stronger ciphers than
the configuration of (1) because 2p? in the above
statement (1) can be reduced to p? even if the nonlinear
transformation process is the same as in Fig. 29.

In this embodiment, the data transformation
apparatus will be explained, which includes the sub-
transformation unit where the differential probability
"p" is small and data can be transformed at a high speed.

Fig. 1 shows a configquration of the data
transformation apparatus of the present embodiment.

In the figure, 101 and 102 denote A input data
and B input data, respectively. 103 and 104 denote A
output data and B output data of the last stage, which is

data transformation result. 105 - 108 denote
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intermediate data, and 111 - 114 denote key paraméters
for encryption. 121 - 124 denote sub-~transformation
units from the first stage to the n-th stage, including
nonlinear transformers 131 - 134 for the first to the n-
th stages, and XOR circuits 141 - 144.

An operation of the data transformation apparatus

‘of the above configuration will be explained hereinafter.

Here, the lengths of two input data are identical. In
the data transformation process, it takes time to perform
nonlinear transformation. Time required by an XOR
operation is short enough to be ignored compared with the
nonlinear transformation.

In Fig. 1, a first nonlinear transformation of
6ne of the inputs, A input data 101, is performed using
the first key parameter 111 at the XOR circuit 151 and at
the Galois Field inverse circuit 152, both of which are
shown in Fig. 2. Transformed result 109 is XORed with
another input, B input data 102 and the XORed result is
output to the next stage as B intermediate data 106 (S2).
On the other hand, B input data 102 is output to the next
stage without any transformation as the first A
intermediate data 105 (Sl1l). A second nonlinear
transformation of A intermediate data 105 is performed
and the transformed result is XORed with B intermediate

data 106 to output B intermediate data 108 (S4). B
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intermediate data 106 is output to the next stage as A
intermediate data 107 without any transformation (S3).
In the above operation procedure, the operation of the
second nonlinear transformer 132 is performed in parallel
with the first nonlinear transformation.

In both of the sub-transformation units of odd-

‘numbered stage and even-numbered stage, nonlinear

transformations are performed almost in parallel as
described above, which enables high speed data
transformation.

In the above explanation of the embodiment, the
lengths of two input data are identical. In another
case, where the lengths of two input data are different,
for example, when A input data includes ni bits and B
input data includes n: bits (n1 > nz), the following is
proved.

(2) If there are more than three stages of sub-
transformations, the differential probability of a whole
apparatus becomes less than p? when nonlinear
transformation is performed in the system where the value
of output data is determined one by one corresponding to
the input data.

Accordingly, in the configuration of Fig. 1, when
the lengths of the two input data are different, even

though the differential probability "p" of each sub-
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transformation unit is the same as the above case, the
data transformation apparatus can be configured where the
differential probability "p" of a whole apparatus is
guaranteed to be less than p?. As for inputs to the XOR
circuit of the above apparatus, two data with different

lengths are input. An excess bits of data ((ni1 - n2)

'bits) of A input data is excluded with the XOR operation.

Only the same number of bits as B input data (n2 bits) of
A input data is XORed with B input data. In.another way
of operation, for example, (ni1 - n2) bits of constants can
be concatenated to B input data and B input data with the
concatenated part is XORed with A input data. Further,
the key parémeter is supplied appropriately corresponding
to the length of data to be processed when A input data
and B input data have different data lengths.

The hardware configuration is aforementioned in
this embodiment. It is also possible to perform.a
nonlinear transformation and an XOR operation using
software. And the data transformation apparatus can
perform an operation of odd-numbered stage and another
operation of even-numbered stage in parallel, which is as
effective as the above.

Embodiment 2.
Another configuration of a high speed nonlinear

transformation, which is a main discussing point of the



10

15

20

25

25
present invention, will be explainéd in the following.

In this embodiment, a location of the XOR circuit
is altered in each sub-transformation unit. Fig. 3 shows
a block diagram of this configuration. In the figure,
161 - 164 denote the first to the fourth sub-

transformation units. Key parameters 111 - 114,

nonlinear transformers 132 - 135, and XOR circuits 141 -

144 are the same elements as ones of the first embodiment
shown in Fig. 1. Internal connections of the sub-
transformation units 161 - 164 are different from the
sub-transformation units 121 - 124 of Fig. 1. .

In the data transformation apparatus where
elements are connected as described above, the
differential probability of a whole apparatus becomes
less than p?, which is smaller than 2p? as stated in (1),
and the apparatus can generate strong cipher.

As for A input data 101 and B input data 102
input to the first sub-transformation unit 161, A input
data 101 is nonlinearly transformed using the first key
parameter 111 at the nonlinear transformer 132, and the
transformed result is output as B intermediate data 106
of the first stage (S12). A input data 101 is XORed with
B input data 102 at the XOR circuit 141, and the XORed
result is output as A intermediate data 105 of the first

stage (S1l1).
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A intermediate data 105 output from the first
sub-transformation unit 161, is input to the second sub-
transformation unit 162. A intermediate data is
nonlinearly transformed using the second key parameter
112 at the nonlinear transformer 133, and the transformed

result is output as B intermediate data 108 of the second

ﬂstage (S14). A intermediate data 105 of the first stage

and B intermediate data 106 are XORed at the XOR circuit
142, and the XORed result is output as A intermediate
data 107 of the second stage (S13).

The above first and second sub-transformation
units are alternately connected. The last stage may be
either of the first and the second sub-transformation
units as well as the first embodiment.

In the data transformation apparatus connected as
described above, the differential probability.of a whole
épparatus becomes less than p? according to Document 2,
which was explained in the first embodiment. As for
operation speed of the circuit, the XOR operation is much
faster than the nonlinear transformation. The nonlinear
transformation of the first stage and the second stage
are thus performed almost in parallel, which increases
the processing speed of the data transformation apparatus

as a whole.

In the following, it will be explained referring
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to Fig. 4 that the configuration of Fig. 1 is
substantially the same as the configuration of Fig. 3.
In Fig. 4, 121 - 124 show the sub-transformation
units of Fig. 1. 161 - 164 show the sub-transformation
units of Fig. 3. Both of the sub-transformation units of

Fig. 1 and the sub-transformation units of Fig. 3 are

‘included in the configuration of Fig. 4. The difference

between Fig. 1 and Fig. 3 is which part of the circuit is
defined as a sub-transformation unit. Namely, in Fig. 1,
the elements between the input side of the first
nonlinear transformer 131 and the input side of the
second nonlinear transformer 132 (the first nonlinear
transformer 131 and the XOR circuit 141) are defined as
the first sub-transformation unit 121. And the elements
between the input side of the second nonlinear
transformer 132 and the input side of the next first
nonlinear transformer 133 (the second nonlinear
transformer 132 and the XOR circuit 142) are defined as
the second sub-transformation unit 122. 1In Fig. 3, the
elements between the output side of the first nonlinear
transformer 131 and the output side of the second
nonlinear transformer 132 (the XOR circuit 141 and the
second nonlinear transformer 132) are defined as the
first sub-transformation unit 161. And the elements

between the output side of the second nonlinear
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transformer 132 and the output side 6f the next first

‘nonlinear transformer 133 (the XOR circuit 142 and the

first nonlinear transformer 133) are defined as the
second sub-transformation unit 162.
Fig. 5 shows a configuration of another example

of the data transformation apparatus, which is

" substantially the same as the configurations of Fig. 1

and Fig. 3.
In Fig. 5, the XOR circuits 141 - 145 are
connected in a cascade. That is, the XOR circuits are

connected so that the output data from the XOR circuit

" becomes one of the input data of the next XOR circuit.

The nonlinear transformers 131, 133, 135 are connected
with the odd-numbered XOR circuits 141, 143, 145,
respectively. The nonlinear transformers 132, 134, 136
are connected with the even-numbered XOR circuits 142,
144, respectively.

The data transformation apparatus configured as
shown in Fig. 5 is able to process data at a high speed-
because operations of the first and the second nonlinear
transformers 131 and 132, 133 and 134, or 135 and 156 are
performed almost in parallel as well as the data
transformation apparatus configured as shown in Figs. 1
and 3.

Enmbodiment 3.



10

15

20

25

29
As described in Embodiment 1, in the nonlinear
transformer of Fig. 2, when the input/output data size
becomes large, the circuit scale also becomes large. 1In
this embodiment, the data transformation apparatus is
configured as a nest tolmake a compact data

transformation apparatus using a small-sized nonlinear

transformer (e.g., an inverse element circuit).

The FEAL algorithm of the conventional art does
not enough generate strong ciphers because the
differential probability "p" is large.

In this embodiment, a small-sized nonlinear
transformer is used, which makes the circuit scale small
and also reduces the differential probability of a whole
circuit.

Fig. 6 shows the sub-transformation unit and the
nonlinear transformer located inside of the sub-
transformation unit.

In Fig. 6, "a" shows the sub-transformation unit
of the first stage, 221 shows the external sub-
transformation unit, and 231 shows the external nonlinear
transformer of it. "b" shows a detailed configuration of
the above external nonlinear transformer 231. An
internal division unit 351 divides A input data 101 into
two pieces of data, Al input data 301 and A2 input data

302. 303 - 308 denote internal intermediate data and 311
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- 313 denote divided key parameters of the key parameter
111. An internal unite unit 352 unites the internal
intermediate data 303 and the internal intermediate data
304. 321 and 322 show internal sub-transformation units,
331 - 333 show internal nonlinear transformers, and 341 -

343 show internal XOR circuits. A key parameter supply

unit 158 divides the key parameter 111.

For example, in the algorithm shown in Fig. 6,
when the internal nonlinear transformers 331, 332 and 333
having differential probability "p" are used, the
differential probability of the external nonlinear
transformer 231 becomes less than p?. Accordingly, the
differential probability of the algorithm which includes
more than three stages of the external sub-transformation
units 221 becomes less than (p?)? = p°.
| Fig. 7 shows a whole configuration of the sub-
transformation unit where four stages of the external
sub-transformation units shown as "a" of Fig. 6. are
connected and each of the external sub-transformation
units includes the nonlinear transformers shown as "b" of
Fig. 6 having three stages of the internal sub-
transformation units.

In the figure, only representative elements are
indicated by reference numerals: the external sub-

transformation units 221 ~ 224, the external nonlinear
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transformers 231 - 234, the XOR circuits 141 - 144 of the
external sub-transformation unit, the internal sub-
transformation units 321 - 323, the internal nonlinear
transformers 331 - 336 of the first and the second
external nonlinear transformers 231 and 232.

Figs. 8 - 10 show sequential data transforming

“procedure of the data transformation apparatus configured

as shown in Fig. 7.

In the following, an operation of the external
nonlinear transformer 231 will be explained referring to
Fig. 6.

The internal division unit 351 divides A input
data 101 received at the external sub-transformation unit
221 by an arbitrary number of digits into two pieces of
data, Al input data 301 and A2 input data 302. The key
parameter supply unit 158 divides the key parameter 111
by an arbitrary number of-digits into "n" number of
divided key parameters. The key parameter supply unit
158 supplies the divided key parameters as the first
divided key parameter 311 to the n-th divided key
parameter 313. In the first internal sub-transformation
unit 321, an internal nonlinear transformation of Al
input data 101, the divided data of A input data 101, is
performed using the first divided key parameter 311. The

transformed data is XORed with the A2 input data 302 and
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the XORed result is output as the first A2 internal
intermediate data 306. The A2 input data is output as
the first Al internal intermediate data 305 without any
transformation.
" The first Al internal intermediate data 305 of

the first internal sub-transformation unit 321 is input

to the second internal sub-transformation unit 322 as Al

input. An internal nonlinear transformation of the first
Al internal intermediate data 305 is performed using the
second divided key parameter 312. The transformed data
is XORed with the A2 input data, that is, the first A2
internal intermediate data 306. The XORed result is
output as the second A2 internal intermediate data 308
and the first A2 internal infermediate data 306 is output
as the second Al internal intermediate data 307 without
any transformation. The above first internal sub-
transformation unit and the above second internal sub-
transformation unit are alternately connected up to "n"
stages. Al internal intermediate data 303 and the A2
internal intermediate data 304 of the last stage are
united by the internal unite unit 352 and the result is
output as the transformation result 109.

An operation of the data transformation apparatus
of Fig. 7 confiqured as described above will be explained

hereinafter.
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In the first cycle, both A input data 101 and B
input data 102 are input and processed as shown in Fig.
8. It takes time to perform a nonlinear transformation,
so that most of time period required by the first cycle
is consumed by the operations of the internal nonlinear

transformers 331, 332 of the external sub-transformation

Junit 221 and the internal nonlinear transformers 334, 335

of the external sub-transformation unit 222. Namely,
data is supplied inside of the data transformation
apparatus in the first cycle as shown by the bold line in
Fig. 8 and the operations are performed in the internal
nonlinear transformers 331, 332, 334 and 335.

In the next cycle, the operations are performed
as shown in Fig. 9. Namely, most of time period of the
second cyéle is éonsumed by the internal nonlinear
transformer 333 of the first external sub-transformation
unit 221, the internal nonlinear transformer 336 of the
second external sub-transformation unit 222, the internal
nonlinear transformer 337 of the third external sub-
transformation unit 223, and the internal nonlinear
transformer 391 of the fourth external sub-transformation
ﬁnit 224. 1In the figure, the bold broken line shows
transmission of the data of the A input side.

In the next cycle, the operatiops are performed

as shown in Fig. 10. Namely, most of time period of this
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cycle is consumed by the other internal nonlinear
transformers 338, 339 and 392, 393 of the third and the
fourth external sub-transformation units 223 and 224.
The operations of the whole data transformation procedure
is completed by these three cycles. 1In the conventional

system, data is transformed sequentially, that is, the

nonlinear transformation of each stage is started after

the nonlinear transformation of the previous stage has
been finished. In this conventional data tranéformation
case, the conventional data transformation procedure
requires 12 cycles. Namely, the data transformation
apparatus of this embodiment can process data about four
times as high speed as the conventional data
transformation apparatus.

| In the data transformation apparatus of this
embodiment, a nonlinear transformer of Embodiment 1 is
used for the nonlinear transformers 331 - 393, having a
nest configuration in the internal sub-transformation
units. A nonlinear transformer of Embodiment 2, which is
also configured as a nest, can be used as well. The same
effect can be obtained as the above nonlinear transformer
of Embodiment 1.
Embodiment 4.

In this embodiment, a small-sized nonlinear

transformer is applied to the nonlinear transformer in

———‘”-__.’_,___—-—-—-——l-:—‘- FEERT N
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the conventional sub-transformation unit.

Fig. 11 shows the_sub—transformation unit and the
detailed configuration of the nonlinear transformer
inside of the sub-transformation unit.

In Fig. 11, "a" shows the sub-transformation unit

of the first stage. 421 denotes an external sub-

‘transformation unit and 431 denotes an external nonlinear

transformer. In Fig. 11, "b" shows a detailed
configuration of the external nonlinear transformer 431,
551 shows an internal division unit and 501 - 508 denote
input data. 511 - 513 denote divided key parameters of
the key parameter 111. 552 shows an internal unite unit,
521 - 523 show internal sub-transformation units, 531 -
533 show internal nonlinear transformers, and 541 - 543
denote XOR circuits.

In algorithm shown in Fig. 11, when the internal
nonlinear transformers 531, 532, 533 have the
differential probability "p", the differential
probability of the external nonlinear transformer 431 is
less than p?. Accordingly, when the algorithm includes
more than three stages of the external sub-transformation
unit 421, the differential probability of the algorithm
becomes less than 2(p?)? = 2p*.

In Fig. 12, "a" shows a general configuration of

the sub-transformation unit, where two stages of the
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external sub-transformation units shown as "a" in Fig. 11
are connected. The internal sub-transformation unit
having three stages shown as “b" in Fig. 11 is used for
the nonlinear transformer of each external sub-
transformation unit. Fig. 12 also shows sequential data

transforming procedure of the data transformation

apparatus configured as "a".

In the figure, only representative elements are
indicated by reference numerals: external sub-

transformation units 421 and 422, XOR circuits 441 and

442 of the external sub-transformation units, internal

sub~-transformation units 521, 522 and 523, and internal
nonlinear transformers 531 - 536 inside of the first and
the second internal sub-transformation units. The other
elements are not indicated by the reference numerals.

In the following, an operation of the data
transformation apparatus configured as described above
will be explained.

In the first cycle, A input data 101 and B input
data 102 are input and processed as shown as "b" of Fig.
12. It takes time to process data in the internal
nonlinear transformers 531 and 532 of the external sub-
transformation unit 421. Namely, in the first cycle, the
data is processed in the internal nonlinear transformers

531 and 532 and A input data and B input data are
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transmitted as shown by the bold line in "b" of Fig. 12.
In the next cycle, the data is further processed
as shown in "c" of Fig. 12. It takes time to process
data in the internal nonlinear transformer 533 of the
external sub-transformation unit 421 and the internal

ponlinear transformer 534 of the second external sub-

-transformation unit 422. The bold broken line shows data

transmission of the A input side.

In the next cycle, the data is further processed
as shown in "d" of Fig. 12. It takes time to process
data in the other internal nonlinear transformers 535 and
536 of the second external sub-transformation unit 422.
The operations of the whole data transformation procedure
is completed by these three cycles. In the conventional
system, data is transformed sequentially, that is, the
nonlinear transformation of each stage is started after
the nonlinear transformation of the previous stage has
been finished. In the conventional example, the
conventional data transformation procedure requires six
cycles. The data transformation apparatus of this
embodiment completes the data transformation by three
cycles, which means a high speed operation can be
realized.

In the above embodiment, the nonlinear

transformer shown in Embodiment 1 is used inside of the
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sub-transformation unit having a nest configuration. The
nonlinear transformer shown in Embodiment 2 can be also
used for a nest configuration in the same way, which
attains the same effect.
Embodiment 5.

Another data transformation apparatus, where a

nonlinear transformer, being a basic element of the

configuration of the present invention, is applied to a
nonlinear transformer inside of the conventional sub-
transformation unit.

Fig. 13 shows a configuration of this data
transformation apparatus and the nonlinear transformer
inside of the sub-transformation unit.

In Fig. 13, "a" shows a genefal configuration,
621 - 624 denote external sub-transformation units, 631 -
634 denote external nonlinear transformers inside of the
external sub-transformation units, and 641 - 644 and 741
- 744 denote XOR circuits. 601, 602, 701, 702 denote Al,
B1l, A2, B2 input data, respectively. 603, 604, 703, 704
denote output data after transformation. 605 - 608, 705
- 708 denote intermediate data. In Fig. 13, "b" shows a
detailed configuration of the external nonlinear
transformer 631. 651, 751 are data after nonlinear
transformation, 775 - 778 denote internal intermediate

data, and 711 - 713 denote divided key parameters of the
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key parameter 111. 721 - 723 denote internal sub-
transformation units, 731 - 733 denote internal nonlinear
transformers, and 761 - 763 denote XOR cigcuits.
The data transformation apparatus of Fig. 13
inputs four arbitrary pieces of data, Al input data, A2

input data, Bl input data, and B2 input data. 1In each

sub-transformation process, a nonlinear transformation

and an XOR operation are performed each of between Al
input data and Bl input data, and between A2 input data
and B2 input data. Transformed result is output as Bl
intermediate data and B2 intermediate data. Bl input
data and B2 input data become Al intermediate data and A2
intermediate data without any transformation.

An operation of the above data transformation
apparatus is the same way as the data transformation
apparatuses of Embodiments 3 and 4, which is described
above in detail, and is not explained here. The data
transformation apparatus of this embodiment improves an
operating speed of the apparatus.

Embodiment 6.

In this embodiment, the first sub-transformation
unit 121 and the second sub-transformation unit 122 are
paired as a basic operation unit. The data
transformation process in Embodiment 1, which was

performed by the plural first sub-transformation units
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121 and the plural second sub-transformation units 122
alternately connected, is performed by repeating the
operation of the above basic operation unit. Namely, one
operation unit is configured by the first sub-
transformation unit 121 and the second sub-transformation

unit 122, the operations of which can be performed

‘repeatedly. At the end of the operation performed by

this operation unit, the output from the second sub-
transformation unit is stored and is supplied as the next
input data to the first sub-transformation unit. The
operation of the operation unit can be thus repeated,
which reduces the scale of the hardware.

Fig. 14 is a block diagram showing the above
configuration. In the figure, 121 and 122 show the.first
and the second sub-transformation units, respectively.
111 and 112 show the first and the second key parameters.
The nonlinear transformers 131 and 132, XOR circuits 141
and 142 are the same as ones of Fig. 1 of Embodiment 1.
153 denotes a control unit, 154 denotes a repeating unit,
156a and 156b are data selecting units, 157a and 157b are
data holding units, and 158 denotes a key parameter
supply unit.

The following is an operation of the above data
transformation apparatus.

Arbitrary A input data 101 and B input data 102
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are input to the first sub-transformation unit 121 via
the data selecting units 156a and 156b. Next, A
intermediate data 105 and B intermediate data 106 are
input to the second sub-transformation unit 122. The
operation of the first and the second sub-transformation

units are the same as ones of Embodiment 1. The key

parameter supply unit 158 supplies parameters, being

suitable to each of the first and the second sub-
transformation units, to the nonlinear transformers of
the first and the second sub-transformation units for
repeating process, which will be explained below. A
intermediate data 107 and B intermediate data 108 output
from the second sub~transformation unit 122 are input to
the data holding units 157a and 157b. The data are then
transmitted to the data selecting units 156a and 156b
through the repeating unit 154, and thus input to the
first sub-transformation unit 121 as A input data and B
input data. Then, the above process is repeated to
finally output A output data 103 and B input data 104.
The data transformation apparatus of this
embodiment can transform data at a high speed as well as
Embodiment 1. The number of the sub-transformation units
is decreased, which reduces the scale of the apparatus.
In the above embodiment, a set of one stage of

the first sub-transformation unit 121 and one stage of
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the second sub-transformation unit 122 is defined as.a
basic operation unit for repeating. In another way, one
set of the first sub-transformation unit and the second
sub-transformation unit is connected necessary number of
times and may be defined as an operation unit for
;epeating.

In a configuration of Fig. 14, a set of the first
sub-transformation unit and the second sub-transformation
unit is defined as a unit for connecting in a cascade.
The data transformation apparatus thus always includes an
even number of sub-transformation units. Thus, proper
transformation can be done even if A input data and B
input data have different numbers of digits of the data.
For example, A input data having 7 digits and B input
data having 9 digits are used. The key parameter supply
unit 158 supplies the key parameter 111 for 7 digits data
to the nonlinear transformer 131 and the key parameter
supply unit 158 supplies the key parameter 112 for 9
digits data to the nonlinear transformer 132. The A
input data 101 of 7.digits is nonlinearly transformed at
the nonlinear transformer 131 using the key parameter 111
for 7 digits into B intermediate data 106 of 7 digits and
thus is output as A intermediate data 107. This A
intermediate data 107 is transmitted through the data

holding unit 157a and the data selecting unit 156a, and
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becomes A input data again. In this way, there should be
an even number of the sub-transformation units so that
the A input data having 7 digits is always transformed
using the key parameter 111 for 7 digits. If there are
an odd number of the sub-transformation units in the
nonlinear transformer 131, data of 7 digits and data of 9
digits are nonlinearly transformed alternately.

An odd number of the sub-transformation units can
be connected in a cascade if the key parameter supply
unit 158 can alternately supply the key parameter for 7
digits data and the key parameter for 9 digits data (this
case is not shown in the figure).

Embodiment 7.

In this embodiment, the process performed by the
data transformation apparatus of Embodiment 2, which is
configured by plural first sub-transformation units 161
and plural second sub-transformation units 162
alternately connected, is now performed by repeating
operatidn of the basic operation unit.of one first sub-
transformation unit and one second sub-transformation
unit. Namely, a feedback loop is formed as described in
Embodiment 6, so that A intermediate data and B
intermediate data is returned to the data selecting unit
of the inputting side to be processed again. Thus, the

circuit scale can be reduced.
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Fig. 15 is a block diagram showing the above

configuration. In the figure, 125, 126 show the first

sub-transformation unit and the second sub-transformation

unit, respectively. 111, 112 show the first and the
second key parameter, respectively.' The nonlinear

transformers 132 - 133, XOR circuits 141 - 142 are the

same as ones in Fig. 3 of Embodiment 2. The control unit

153, the repeating unit 154, the data selecting units
156a, 156b, the data holding units 157a, 157b, and the
key parameter supply unit 158 are the same as ones in
Embodiment 6.

The following will be an operation of the data
transformation apparatus configured as described above.

Arbitrary A input data 101 and B input data 102
are input to the first sub-transformation unit 125 via
the data selecting units 156a, 156b. Next, A
intermediate data 105 and B intermediate data 106 are

input to the second sub-transformation unit 126. The

operations of the first and the second sub-transformation

units are the same as in Embodiment 2. The key
parameter, which is to be supplied to the first and the
second sub—transformation units corresponding to the
repeating process described below, is supplied to the
nonlinear transformers of the first and the second sub-

transformation units by the key parameter supply unit
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158. A intermediate data 107 and B intermediate data 108
output from the second sub-transformation unit 126 are
transmitted through the data holding units 157a, 157b,
the data selecting units 156a, 156b of the repeating unit
154 to be input to the first sub-transformation unit 125

as A input data and B input data, respectively. After

-the_above repeating process, A output data 103 and B

output data 104 is finally output.

The data transformation can be performed at a
high speed by the above configuration because of the same
reason as Embodiment 2, further, the number of sub-
transformation units can be decreased, and the circuit
scale can be reduced.

In the above explanation of the operation, one
stage of the first sub-transformation unit 125 and one
stage of the second sub-transformation unit 126 are
connected in a cascade to form the operation unit for
repeating. In another way, the first sub-transformation
unit 125 and the second sub-transformation unit 126 are
paired and a necessary number of stages are connected in
a cascade to form the operation unit for repeating, which
is the same as in Embodiment 6. For another example,
though a detailed configuration of which is not shown in
the figure and an operation of which is not specified

here, an even number of stages of the external sub-
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transformation units of Embodiment 4 or 5 can be replaced
by the operation unit for repeating as well as Embodiment
6 or 7. In this example, the number of the external sub-
transformation units can be decreased without reducing
the operation speed. Further, in this case, when the
qperation unit for repeating consists of an even number
bf external sub-transformation units, a high speed
operation can be performed as can be understood by the
explanation of Embodiment 4.

The data selecting unit and the data holding unit
of Embodiment 6 or 7 are provided as a pair to form a
feedback loop. Though a detailed configuration is not
shown in the figure and an operation is not specified
here, this feedback loop can be applied to the internal
sub-transformation units of Embodiments 3 - 5. Namely,
an internal data selecting unit is provided inside of or
after the internal division units 351 or 551 of the
external nonlinear transformer shown in Figs. 6 and 11
for selecting input data. An internal data holding unit
is provided inside of or before the internal unite units
352 or 552, The feedback loop can be thus formed
including these internal data selecting unit and the
internal data holding unit. In another way, the data
selecting unit can be provided before the external

nonlinear transformer of Fig. 13 for selecting input
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data. The data holding unit can be provided after the
external nonlinear transformer. The feedback loop is
formed including the data selecting unit and the data
holding unit. 1In this way, the circuit scale of the
internal sub-transformation unit can be reduced without

reducing the operation speed.

Embodiment 8

In this embodiment, the process described in
Embodiment 1, which was performed by the plural sub-
transformation units 121 - 124, is performed by repeating
the basic operation unit for repeating. In this
explanation of the embodiment, arbitrary A input data 101
and B input data 102 have identical digits of data. When
the numbers of digits of A input data 101 and B input
data 102 are identical, the number of sub-transformation
units for repeating does not always have to be an even
number. The arbitrary number of stages, thus, can be
connected to form the feedback loob.

Fig. 16 is a block diagram showing the above
configuration. To facilitate the explanation of the
operation, the configuration includes only one stage of
the sub-transformation unit and it forms the feedback
loop in Fig. 16.

In the figqure, 121 denotes the sub-transformation

unit. The first key parameter 111, the nonlinear
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transformer 131, the XOR circuit 141, the repeating unit
154, the data selecting units 156a, 156b, the data
holding units 157a, 157b, and the key parameter supply
unit 158 are the same element as ones in the other
embodiments.

The following is an operation of the data

transformation apparatus configured above.

Arbitrary A input data 101 and B input data 102
are input to the sub-transformation unit 121 via the data
selecting units 156a, 156b. The operation of the sub-
transformation unit 121 is the same as Embodiment 1. The
key paraméter is supplied to the noniinear transformer of
the sub-transformation unit by the key parameter supply
unit 158 corresponding to the repeating process described
below. A intermediate data 105 and B intermediate data
106, output from the sub-transformation unit 121, are
input to the sub-transformation unit 121 as A input data
and B input data, respectively, by the repeating unit
154. Hereafter, the above process is repeated to finally
output A output data 103 and B output data 104.

By the above configuration, the number of
nonlinear transformers can be.decreased and the scale of
the apparatus also can be reduced.

In the above explanation of the embodiment, the

operation unit for repeating includes only one stage of
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the sub-transformation unit 121. It is possible that the
operation unit for repeating iﬁcludes plural stages of
the sub-transformation units connected in a cascade. The
operation speed cannot be decreased and the scale of the
apparatus can be reduced.

In another way, the sub-transformation unit can

be replaced by the sub-transformation unit of the data

transforﬁation apparatus specified in Embodiment 2.

Further, this embodiment can be applied to the
internal sub-transformation unit of Embodiments 3 - 5 as
well as Embodiments 6 and 7, though a detailed
configuration of this case is not shown in the figure and
an operation is not specified here.

Embodiment 9.

In the present embodiment, a small-sized
nonlinear transformer is applied to a nonlinear
transformer of a conventional sub-transformation unit.

Fig. 17 shows a configuration of a data
transformation apparatus of the present embodiment.

Fig. 18 is a block diagram showing a. |
configuration of an external nonlinear transformer 831
{and 832 - 838) shown in Fig. 17.

Fig. 19 is a block diagram showing a
configuration of an internal nonlinear transformer 931

(and 932, 933) shown in Fig. 18.
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In this embodiment, it is assumed that the key
parameter 811 has 32 X 3 = 96 bits, the length of the key
parameter 811a.+ the key parameter 811b + the key
parameter 8116 is 32 bits, the length of the key
parameter 811d + the key parameter 8lle + the key

parameter 811f is 32 bits, and the length of the key

-parameter 811g + the key parameter 811h + the key

parameter 811i is 32 bits. The key parameter 8lla has 16
bits, the key parameter 811lb has 7 bits, and the key
parameter 8llc has 9 bits.

Figs. 20 and 21 are substitution tables S7 and S9
in case that the nonlinear transformers 951, 952a, and
952b shown in Fig. 19 are realized by a ROM (Read Only
Memory) or a RAM (Random Access Memory). For example, in
the substitution table S§7, when data X = 0 is input, data
Y = 85 is output. When data X = 1 is input, data Y = 95
is output. Further, when X = 128 is input, Y = 42 is
output. In case of the substitution table S9, the
operation is the same as S7. When data X = 0, 1,

511 is input, Y = 341, 310, ..., 170 is output.

The above substitution table S7 is configured as
described below.

When the root is assumed to be "a" for seven-
degree irreducible polynomial

X'+ x5+ xP+x2+1 =0,
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and input basis is assumed to be a normal basis
(o, o2, of, of, oS, o2, ot}
and output basis is assumed to be a normal basis
{0(32, o, 0!2, 0(64’ 0(15’ o, 0{8}.
X' is expressed by "input X", which is the element of GF

(Galois Field) (27), according to the above basis. XY is

XORed (exclusive ORed) with 55h (hexadecimal number) and

output. The above input and output are shown in the
table of Fig. 20 by decimal number. In this table, the
left side of the input/output data shows LSB (least
significant bit).

Also, the above substitution table S9 is
configured by the following.

When the root is assumed to be "o" for nine-
degree irreducible polynomial

X+ P+ X"+ P+ x+x2+1 =0,
and input basis is assumed to be a normal basis

{Ol, 0(2’ 0(4, 0(8’ 0(16’ 0(32, 0(64, 0{128, uZSG}
and output basis is assumed to be a normal basis

(a4, o, o, 0(8, o258, 0!2, 0(129, o2, ot}.
X® is expressed by "input X", which is the element of GF
(Galois Field) (2%, according to the above basis. X® is
X0ORed (exclusive ORed) with 155h (hexadecimal number) and
output. The above input and output are shown in the

table of Fig. 21 by decimal number. In this table, the
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left side of the input/output data shows LSB (least
significant bit).
The Galois Field is represented by vector using
polynomial basis, or normal basis.
Typically, vector is represented using polynomial

basis. For example, when a primitive element of GF(2") is

assumed to be "o", an arbitrary element of GF(2") is

represented by vector using polynomial basis {1, o, o?,
ceey O},

It is an advantage of the polynomial basis that
addition of elements on GF(2") is performed by addition
(XOR operation) by each bit. Namely, when this operation
is performed by hardware, "m" number of XOR circuits of 2
inputs can be applied. 1In case of representation by
vector using polynomial basis, however, it is difficult
to perform multiplication by hardware compared with
addition. It is generally implimented by a ROM to
perform multiplication.

For another typical basis, normal basis is used
for representing vector. The normal basis is a set
consisting of a root "o" of m-degree primitive polynomial
and its conjugate elements, and is described as
{ o uz, u4, ...azl-z, az'-l }.

It is very easy to perform a square operation

using a normal basis, which is the most advantageous
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point of using a normal basis. When an arbitrary element
of GF(2™) is squared, it is performed by shifting the
vector representation of the arbitrary element to the
right cyclically. In case of the above square operation
being performed by hardware, it is realized only by re-

connecting the lines of the bits. The above advantage of

-}epresenting vector by normal basis enables to perform X"

circuit for an arbitrary element X by smaller scale of
hardware than a case of representing vector by normal
basis. An inverse element (X™!) circuit can be also
assumed to be X" circuit. .Namely, an inverse element X!
of an arbitrary element X on GF(2") equals X2, and it
can be processed in X" circuit by treating as n = 2® - 2.
For an example of the above hardware, the case of the 6th
less significant bit (out 5) is shown in Fig. 22 when it
is implemented by a logical circuit assuming that 7 input
bits of the above substitution table S7 are {in 0, in 1,
in 2, in 3, in 4, in 5, in 6} and that 7 output bits are
{fout 0, out 1, out 2, out 3, out 4, out 5, out 6}.

The operation of the data transformation
apparatus configured és shown in Figs. 17 - 19 can be
clearly understood by the description of the former
embodiments, therefore, the operation is not explained
here in detail.

Embodiment 10.

bOTHIS 5
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In the present embodiment, a data transformation
apparatus will be explained, a circuit scale of which is
a little increased and which generates stronger cipher.
Fig. 23 shows a configuration of the data
transformation apparatus of the present embodiment.

The apparatus of the embodiment further includes

—data transformers FL1 - FL10 in the data transformation

apparatus of Embodiment 9.

Fig. 24 shows a detailed configuration of the
data transformer FL1 971 (- FL10 980).

Each of data transformers FL1 - FL10 includes an
AND circuit 97la, an OR circuit 971b and XOR circuits
971c, 971d. A key parameter KL1 has 32 bits, which is
divided into key parameters KLla and KLlb by a key
parameter supply unit (this is not illustrated). For
example, the key parameter KLl is divided into the key
parameter KLla of 16 bits and the key parameter KL1lb of
16 bits. 1In the figure, each of the AND circuit 971a and
the OR circuit 971b can be either of AND circuit or OR
circuit. Both can be OR circuits.

The following is an operation of the above data
transformation apparatus.

The data transformer 971 includes two XOR
circuits 971c, 971d and the first and the second logical

circuits, both of which are two AND circuits, two OR
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circuits, or AND and OR circuits. The data transformer
971 is provided to either or both of the A input side
or/and B input side of the first sub-transformation unit.
A input data (or B input data) is divided by an
arbitrary number of digits into two pieces of data, AA

data and AB data. The key parameter is divided into A

-transformation key parameter 98la and B transformation

key parameter 981lb, each of which corresponds to the
divided piece of data. A first AND/OR operation of the
AA data and A transformation key parameter 98la is
performed in the first logical circuit. The XOR circuit
971c XORs the first ANDed/ORed result with the AB data to
output the first XORed result. This first XORed result
is output as output data after transformation of the AB
data. The second logical circuit performs AND/OR
operation of the first XORed result and B transformation
key parameter to output the second ANDed/ORed result.
The XOR circuit 971d XORs the second ANDed/ORed result
and the AA data to output the second XORed result. This
second XORed result is output as output data after
transformation of AA data. The above output data after
transformation of AA data and the output data after
transformation of AB data aré united to output to the
next stage as A output data (or B output data).

The newly provided data transformers FL1 - FL10
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are linear functions, output of which varies according to
the value of the key parameter. These transformers do
not increase differential probability and enable the data
transformation apparatus to improve its resistance
against other cryptanalysises excepting differential
cryptanalysis. The operation of the nonlinear
fransformation has already explained in the former
embodiments, and will not be described here.

The data transformers FL1 - FL10 do not always
need to be configured as shown in Fig. 23. For example,
the data transformers FL1, FL3, FL5, FL7, FL9 can be
inserted in one side of A sequence (left side in the
figure) and B sequence (right side in the figure). 1In
another way, the data transformers can be provided in
either of the first and the second sub-transformation
units of the pair in one side or both sides of A sequence
or/and B sequence.

Embodiment 11.

In embodiments 9 and 10, the nonlinear
transformers, being a basic element of the data
transformation apparatus of the present invention, are
nested in the nonlinear transformer of the conventional
sub-transformation unit. In the present embodiment,
nonlinear transformers, being a basic element of the data.

transformation apparatus of the invention, are nested in



10

15

20

25

57
the nonlinear transformer of the sub-transformation unit,
being a basic element of the data transformation
apparatus of the present invention. As shown in Fig. 25,
the present embodiment is a modified data transformation
apparatus of Embodiment 10, some elements of which are

Qifferently arranged in the apparatus. As the operation

-of the data transformation apparatus has been explained

in the former embodiments, it islnot described here in
detail. Each location of the data transformer FL1 - FL10
does not always need to be placed as shown in the figure
as well as Embodiment 10. Even with such a different
location, the apparatus can work effectively as well.

Fig. 26 is a table showing each characteristics
of Embodiments 1 - 11.

In rows, Embodiments 1, 2, 4, and 5 are
respectively shown, and in columns, Embodiments 3, 6, 7,
8, 9, 10, and 11, are shown for combining with each of
the above Embodiments 1, 2, 4, and 5. The rows for
Embodiments 1 and 2 respectively show characteristics of
their sub-transformation units. 1In Fig. 26, the sub-
transformation unit of Embodiment 1, configured as shown
in Fig. 1, is called type 1 . The sub-transformation
unit of Embodiment 2, configured as shown in Fig. 3, is
called type 2. Embodiment 3 has a nest configuration of

the external sub-transformation unit and the internal
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sub-transformation unit. The sub-transformation units of
Figs. 1 and 3, without having nest configurations, are
defined as the external sub-transformation units in Fig.
26. In Fig. 26, number of figure parenthésized by ()
indicates which figure the configuration is shown in.
For example, (Fig. 1) indicates the sub-transformation
unit type 1 is shown in Fig. 1. (Fig. 6) indicates
Embodiment 3 is shown in Fig. 6, which includes the
external sub—transformation unit of type 1 and the
intefnal sub-transformation unit of type 1. Plural
elements'parenthesized by {} indicates either one of the
plural elements can be chosen optionally. In Embodiment
3, for example, either of the sub-transformation units of
type 1 and type 2 is applicable to the internal sub-
transformation unit. It can be clearly understood by the
figure that any characteristics of Embodiments 1, 2, 4,
and 5 can be combined with any characteristics of
Embodiments 3, 6, 7, 8, 10 and 10. The data
transformation apparatus of the present invention can be
configured not only by combination of characteristics
shown in Fig. 26, but can be also configured by
combination of these characteristics with other
characteristics, which are not shown in Fig. 26. The
data transformation apparatus can be configured not only

by combination of characteristics, but also configured by
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each characteristic of each Embodiment.

The following shows application examples of the
data transformation apparatus according to the present
invention.

Fig. 27 illustrates a personal computer or a work
§Fation, where the data transformation apparatus of the
invention is applied.

The data transformation apparatus 60 includes a
display unit 61, a keyboard 62, a mouse 63, a mouse-pad
64, a system unit 65, and a compact disk drive 100.

In the data transformation apparatus of the
invention, for example, data is input from the compact
disk drive 100, data is transmitted to the system unit
65, and is displayed on the display unit 61 as shown in
Fig. 27. On the other hand, the data transformation
apparatus outputs the data displayed on the display unit
61 to the compact disk drive 100. The data
transformation apparatus also transforms data and
transmits the information via lines (not illustrated).
However, the application of the data transformation
apparatus of the invention is not limited to the personal
computer or the work station shown in Fig. 27. The data
transformation apparatus can be configured in various
ways, for example, a video player can be included instead

of the compact disk drive 100 as an inputting device.
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For another example, data can be input from the network.
Data can be received either in analog or in digital.
In Fig. 27, the data transformation apparatus of
the invention is shown as an independent existence. The
data transformation apparatus can be impiemented inside

of the units such as a printer 66, a scanner 68, or a

”facsimile unit 69 as shown in Fig. 28. For another

example, the data transformation apparatus of the
invention can be implemented as a part of a system board
of a television camera, a measuring machine, the
computer, etc. For a further application example, each
of the equipments shown in Fig. 28 is connected via LAN
(Local Area Network) to mutually transmit the encoded
information, which is not illustrated in Fig. 28. The
encoded information can be.transmitted/received via WAN

{(Wide Area Network) such as ISDN.

Industrial Applicability

As has been described, in the data transformétion
apparatus according to the present invention, the sub-
transformation unit is configured to partially process
input data in parallel, which enables the apparatus to

have small differential probability and to perform a high

- speed data transformation. The data transformation

apparatus can be effectively applied to an encryptor for



61
the information processing apparatus or the data
communication.

Further, in the data transformation apparatus of
the invention, feedback loop is provided for repeating
the operation of the same elements in the circuit.
Therefore, the apparatus can be applicable to an
dencryptor with a reduced circuit scale and with high

speed performance.
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Claims
1. A data transformation apparatus for transforming
two arbitrary pieces of data of A input data (101) and B
input data (102) comprising:
a configuration for perforﬁing a first nonlinear

transformation of the A input data using a first key

parameter (111), outputting a transformed result,

performing an XOR operation of the transformed result and
B input data to output an XORed result as B intermediate
data, and outputting B input data as A intermediate data
without any transformation,

a configuration for operating a second nonlinear
transformation of the A intermediate daté using a second
key parameter, outputting a transformed result,
performing an XOR operation of the transformed result and
the B intermediate data to output an XORed result as next
B intermediate data, and outputting the B intermediate
data as A intermediate data without any transformation,
and

wherein the above two configurations are
connected in a cascade to output last A intermediate data
and B intermediate data as output data (103 and 104)
after transformation.

2. The data transformation apparatus of claim 1,

comprising either one of:

I
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a configuration of a first sub-transformation

unit (121) and a second sub-transformation unit (122),

wherein the first sub-transformation unit
includes a first nonlinear transformer (131) and
an XOR circuit (141) located between an input
side of the first nonlinear transformation and an
input side of the second nonlinear
transformation,

wherein the second sub-transformation
unit includes a second nonlinear transformer
(132) and an XOR circuit (142) located between an
input side of the second nonlinear transformation
and an input side of a next first nonlinear
transformation; and

a configuration of a first sub-transformation

unit (161) and a second sub-transformation unit (162),

wherein the first sub-transformation unit
includes the XOR circuit (141) and the second
nonlinear transformer (132) located between an
output side of the first nonlinear transformation
and an output side of the second nonlinear
transformation, and

wherein the second sub-transformation
unit includes the XOR circuit (142) and a first

nonlinear transfopmer (133) located between an

W
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output side of the second nonlinear

64

transformation and an output side of the next

first nonlinear transformation;

wherein the first sub-transformation unit (121 or
161) and the second sub-transformation unit (122 or 162)

are alternately connected necessary number of times from

a first stage to a last stage, and

wherein the sub-transformation unit of the last
stage, being either of the first sub-transformation unit
and the second sub-transformation unit, outputs A
intermediate data and B intermediate data as output data
after transformation.
3. The data transformation apparatus of claim 2,

wherein on the first or the second nonlinear
transformation, A input data (101), input to the sub-
transformation unit (221), is divided by an arbitrary
number of digits into Al input data (301) for inputting
to Al input side and A2 input data (302) for inputting to
A2 input side, and the key parameter (111) is divided by
an arbitrary number of digits into a first to an n-th
divided key parameters (311 - 313):; and

a first internal sub-transformation unit (321)
for performing an internal nonlinear transformation of Al
input data (301), being a division of the A input data

(101), using a first divided key parameter, outputting a
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transformed result, performing an XOR operation of the

65

transformed result and the A2 input data (302),
outputting an XORed result as a first A2 internal
intermediate data (306), and outputting the A2 input data
(302) as a first Al internal intermediate data (305)
without any transformation; and

a second internal sub-transformation unit (322)
for performing an internal nonlinear transformation 6f
the Al intermediate data (305) as Al input data usinq the
second divided key parameter (312), outputting a
transformed result, operating an XOR of the transformed
result and the first A2.internal intermediate data (306)
as A2 input data, outputting an XORed result as a second
A2 internal intermediate data (308), and outputting the
first A2 internal intermediate data (308) as a second Al
internal intermediate data (307) without any
transformation;

wherein the first internal sub-transformation
unit (321) and the second internal sub-transformation
unit (322) are alternately connected "n" times from.a
first stage to a last stage, and

wherein Al internal intermediate data (303) and
A2 internal intermediate data (304) are output from the
last stage as a transformation result.

4. The data transformation apparatus of claim 2,

Wy
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wherein on the nonlinear transformation of each

66

sub-transformation unit, A input data, input to the sub-
transformation unit (221), is divided by an arbitrary
number of digits into Al_input data and A2 input data,
and the key parameter is divided by an arbitrary number

of digits into a first to an n-th divided key parameters;

and

a first internal sub-transformation unit for
performing an internal nonlinear transformation of Al
input data, being a division of the A input data, using a
first divided key parameter, outputting a transformed
result as a first A2 internal intermediate data,
operating an XOR of the Al input data and the A2 input
data; and outputting an XORed result as a first Al
internal intermediate data; and

a second internal sub-transformation unit for
performing an intérnal nonlinear transformation of the
first Al internal intermediate data, output from the

first internal sub-transformation unit as Al input data,

using the second divided key parameter, outputting a

transformed result as a second A2 internal intermediate
data, operating an XOR of the first Al internal
intermediate data and the first A2 internal intermediate
data as the Al input data and the A2 input data, and

outputting an XORed result as a second Al internal

o s )
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wherein the first internal sub-transformation

intermediate data:;

unit and the second internal sub-transformation unit are
alternately connected "n" times from a first stage to a

last stage, and

wherein Al internal intermediate data and A2

'internal intermediate data output from the last stage are

united as a transformation result.

5. | A data transformation apparatus for transforming
two arbitrary pieces of data of A input data (10l1) and B
input data (102) comprising,

a sub-transformation unit (421) for performing a
nonlinear transformation of the B input data (102) using
a first key parameter (111), outputting a_transformed
result (451), operating an XOR of the transformed result
and fhe A input data (101) to output an XORed result as B
intermediate data (462), and outputting the B input data
(102) as A intermediate data (461) without any
transformation;

wherein the sub-transformation units, for
inputting the A intermediate data and the B intermediate
data as A input data and B input data to be transformed
by each key parameter, are connected necessary times from
a first stage to a last stage;

wherein A intermediate data and B intermediate

I e
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data are output from the last stage as a transformation

68

result;

wherein on a nonlinear transformation in each
sub-transformation unit (421), the sub-transformation
unit includes a plurality of internal sub-transformation

units (521 - 523), B input data input to the internal

sub-transformation unit (521) is divided by an arbitrary

number of digits into Bl input data (501) and B2 input
data (502), and the key parameter (111l) is divided by an
arbitrary number of digits into a first divided key
parameter to an n-th divided key parameter (511 - 523);

a first internal sub-transformation unit (521)
for performing a first internal nonlinear transformation
of the Bl input data (501), being a division of the B
input data (102), using the first divided key parameter
(511) outputting a transformed result, operating an XOR
of the transformed result and the B2 input data (502) to
output an XORed result as a first B2 internal
intermediate data (506}, and outputting the B2 input data
(502) as a first Bl internal intermediate data(505);

a second internal sub-transformation unit (522)
for performing an internal nonlinear transformation of
the first Bl internal intermediate data, output from the
first internal sub-transformation unit (521) as Bl input

data, using the second divided key parameter (512)
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outputting a transformed result, operating an XOR of the

transformed result and the first B2 internal intermediate
data (506) as B2 input data to output an XORed result as
the second B2 internal intermediate data (508), and
outputting the first B2 internal intermediate data (506)
as a second Bl internal intermediate data (507) without
ény transformation;

wherein the first internal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected n times from a first stage to a
last stage; and

wherein the Bl internal intermediate data (503)
and the B2 internal intermediate data (504) are output
from the last stage as a transformation result (451).
6. The data transformation apparatus of claim 5,

wherein each internal sub-transformation unit
performs an internal nonlinear transformation of the Bl
input data to output a transformed result as the B2
internal intermediate data, operating an XOR of the B2
input data and the Bl input data to output an XORed
result as the Bl internal intermediate data so that an
XOR bperation is performed at a different location.
7. The data transformation apparatus of claim 5 or 6
for transforming four arbitrary pieces of data of Al

input data (601), A2 input data (701), Bl input data
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(602), and B2 input data (702),
wherein on each sub-transformation, a nonlinear
transformation and an XOR are performed between Al input
data and Bl input data and between A2 input data and B2
input data to respectively output Bl intermediate data

{606) and B2 intermediate data (706), and the Bl input

data and the B2 input data are output as Al intermediate

data (605) and A2 intermediate data (705) without any
transformation.
8. The data transformation apparatus of claim 1 or
5, wherein A input data and B input data, A intermediate
data and B intermediate data are respectively divided
into pieces of data so that each of the divided data has
equal number of digits in both A and B.
9. A data transformation method for transforming two
arbitrary pieces of data of A input data and B input
data, the method comprising:

1st step (S1) of outputting the B input data as a
first A intermediate data without any transformation:

2nd step (S2) of performing a.nonlinear
transformation of the A input data using a first key
parameter, outputting a transformed result, operating an
XOR of the transformed result and the B input data to
output an XORed result as a first B intermediate data;

3rd step (S3) of inputting the first B

g
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intermediate data to output as a second A intermediate
data without any transformation;
4th step (S4) of performing a nonlinear
transformation of the first A intermediate data using a
second key parameter to the first A intermediate data,

outputting a transformed result, operating an XOR of the

transformed result and the first B intermediate data to

output an XORed result as a second B intermediate data;
and
| wherein the steps are repeated from the first to
the fourth (S1 - S4), and a last step, being either of
the second and the fourth steps, outputs A intermediate
data and B intermediate data és a transformation result.
10. A data transformation method for transforming two
arbitrafy pieces of data of A input data and B input
data, the method comprising:

1st step (S11) of operating an XOR of the A input
data and the B input data to output an XORed result as a
first A intermediate data;

2nd step (S12) of performing a nonlinear
transformation of the A input data using a first key
parameter to output a transformed result as a first B
intermediate data:

3rd step (S13) of operating an XOR of the first A

intermediate data and the first B intermediate data to

* C L M S *
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output ah XORed result as a second A intermediate data;
4th step (S14) of performing a nonlinear
transformation of the first A intermediate data using a
second key parameter to output a transformed result as a
second B intermediate data;

wherein the steps are repeated from the first to

wfhe fourth (S11 - S14), and a last step, being eithe: of

the second and the fourth step, outputs A intermediate
data and B intermediate data as a transformation result.
11. The data transformation apparatus of claim 1,
comprising either one of:
a configuration of a first sub-transformation
unit (121} énd a second sub-transformation unit (122):
wherein the first sub-transformation unit
includes a first nonlinear transformer (131) and
an XOR circuit (141) located between an input
side of the first nonlinear transformation and an
input side of the second nonlinear
transformation; and
wherein the second sub-transformation
unit includes a second nonlinear transformer
(132) and an XOR circuit (142) located between an
input side of the second nonlinear transformation
and a next first nonlinear transformation, and

a configuration of a first sub-transformation

I
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unit (161) and a second sub-transformation unit (162):

13

wherein the first sub-transformation unit

includes the XOR circuit (141) and the second

nonlinear transformer (132) located between an

output side of the first nonlinear transformation

and an output side of the second nonlinear

transformation; and

wherein the second sub-transformation

unit includes the XOR circuit (142) and a first

nonlinear transformer (133) located between an

output side of the second nonlinear

transformation and an output side of a next first

nonlinear transformation, and

wherein the first sub-transformation unit and the
second sub-transformation unit are alternately connected
necessary number of times from a first stage to a last
stage,

the data transformation apparatus further
comprising:

a data selecting unit (156a and 156b) provided to
an input side of the first sub-transformation unit,

a data holding unit (157a and 157b) provided to
an output side of last stage of either of the first and
second sub-transformation units, and

a key parameter supply unit (158);
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wherein, at first, the data selecting unit (156a
and 157a) selects and inputs two arbitrary pieces of data
of A input data and B input data, and after selecting and
inputting the A input data and the B input data, the data

selecting unit is set to select and input output data

from the data holding unit (157a and 157b) so as to form

a feedback loop;
wherein the data transformation apparatus repeats

transformation of data necessary number of times, the key

. parameter supply unit (158) supplies key parameter to

each sub-transformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a
and 157b) outputs A intermediate data and B intermediate
data as a transformation result.

12. The data transformation apparatus of claim 1 for
transforming two arbitrary pieces of data of A input data
and B input data, both of which having the same number of
digits, comprising either one of:

a sub-transformation unit including a first
nonlinear transformer (131) and an XOR circuit (141)
located between the input.side of the first nonlinear
transformation and the input side of the second nonlinear
transformation; and

a sub-transformation unit including an XOR

circuit (141) and a second nonlinear transformer (132)
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located between the output side of the first nonlinear

75

transformation and the output side of the second
nonlinear transformation;

wherein a necessary number of the sub-
transformation units are connected,

the data transformation apparatus further

comprising:

a data selecting unit (156a and 156b) provided to
the input side of a first sub-transformation unit,

a data holding'unit (157a and 157b) provided to
the output side of a last sub-transformation unit, and

a key parameter supply unit (158);

wherein, at first, the data selecting unit (156a'
and 156b) selects and inputs the A input data and the B
input data, after selecting and inputting A input data
and B input data, the data selecting unit is set to
select and input output data from the data holding unit
(157a and 157b) so as to form a feedback loop; and

wherein the data transformation apparatus repeats
transformation of data necessary number of times, the key
parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, aﬁd at last, the data holding unit (157a
and 157b) outputs A intermedaite data and B intermediate

data as a transformation result.
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- 13. The data transformation apparatus of claim 2:

wherein A input data is divided by an a¥bitrary
number of digits into Al input data and A2 input data,
and the key parameter is divided by an arbitrary number
of digits into a first to an n-th divided key parameters;
_ a first internal sub-transformation unit for
berforming an internal nonlinear transformation of the Al
input data, a division of fhe A input data, using the
first divided key parameter, outputting a transformed
result, operating an XOR of the transformed result and
the A2 input déta to output an XOR result as a first A2
internal intermediate data, and outputting the A2 input
data as a first Al internal intermediate data without any
transformation; and

a second internal sub-transformation unit for
inputting the first Al internal intermediate data output
from the first internal sub-transformation unit as Al
input data, performing an internal nonlinear
transformation of the first Al internal intermediate data
using the second divided key parameter, outputting a
transformed result, operating an XOR of the transformed
result and the first A2 internal intermediate data as A2
input data to output an XOR ed as a second A2 internal
intermediate data, and outputting the first A2 internal

intermediate data as a second Al internal intermediate
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data without any transformation;

wherein the first internal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected "n" times from a first stage to a
last stage,

wherein the sub-transformation unit further

includes:

an internal data selecting unit provided to the
input side of the first internal sub-transformation uniﬁ,

aﬁ internal data holding unit provided to the
output side of either of the first and the second
internal sub-transformation units, and

an internal key parameter supply unit;

wherein, at first, the internal data selecting
unit selects and inputs the Al input data and the A2
input data, after selecting and inputting Al input data
and A2 input data, the internal data selecting unit is
set to select and input output data from the internal
data holding unit so as to form a feedback loop; and

wherein the sub-transformation unit repeats
internal transformation of data necessary number of
times, the internél key parameter supply unit supplies
the divided key parameter to each internal sub-
transformation unit corresponding to repeated

transformation, and at last, the internal data holding
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unit outputs Al intermedaite data and A2 intermediate
data as A output data after transformation.
14. The data transformation apparatus of claim 2:
wherein A input data is divided by an arbitrary
number of digits into Al input data and A2 input data,

and the key parameter is divided by an arbitrary number

-6f digits into a first to an n-th divided key parameters;

wherein the sub-transformation unit further
includes:

a first internal sub-transformation unit for
inputting Al input data, a division of the A input data,
performing an internal nonlinear transformation of the Al
input data using the first divided key parameter,

outputting a transformed result as a first A2 internal

intermediate data, operating an XOR of the Al input data

and A2 input data to output an XORed as a first Al
internal intermediate data; and

a second internal sub-transformation unit for
inputting the first Al internal intermediate data output
from the first internal sub-transformation unit as Al
input data, performing an internal nonlinear
transformation of the first Al internal intermediate data
using the second divided key parameter, outputting a
transformed result as a second A2 internal intermediate

data, operating an XOR of the first Al internal
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intermediate data and the A2 internal intermediate data
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as Al input data and A2 input data, and outputting an

XORed result as a second Al internal intermediate data;
wherein the first internal sub-transformation

unit and the second internal sub-transformation unit are

alternately connected n times from a first stage to a

last stage,

wherein the sub-transformation unit further
includes:

an internal data selecting unit provided to.the
input side of the first internal sub-transformation unit,

an internal data holding unit provided to the
output side of either of the first and the second
internal sub-transformation units, and

an internal key parameter supply unit;

wherein, at first, the internal data selecting
unit selects and inputs the Al input data and the A2
input data, after selecting and inputting Al input data
and A2 input data, the internal data selecting unit is
set to select and input output data from the data holding
unit so as to form a feedback loop;

wherein the sub-transformation unit repeats
internal transformation of data necessary number of
times, the internal key parameter supply unit supplies

the divided key parameter to each sub-transformation unit
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corresponding to repeated transformation, and at last,

80

the internal data holding unit outputs Al intermedaite

data and A2 intermediate data as A output data after

transformation.
15. The data transformation apparatus of claim 13 or
14, wherein A input data, to be input to the

nonlinear transformation of each sub-transformation unit,
is divided into two pieces of data, both of which having
identical number of digits; and |

wherein a necessary number of the first internal
sub-transformation units are connected.
16. The data transformation apparatus of claim 5 or
6,

wherein the first internal sub-transformation
unit and the second internal sub—transformatibn unit are
alternately connected necessary number of times from a
first stage to a last stage,

wherein the sub-transformation unit further
includes:

an internal data selecting unit provided to the
input side of the first stage of the first internal sub-
transformation unit;

an internal data holding unit provided to the
output side of either of the first and the second

internal sub-transformation units; and
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an internal key parameter supply unit;

81

wherein, at first, the internal data selecting
unit selects and inputs the Bl input data and the B2
input data, after selecting and inputting Bl input data
and B2 input data, the internal data selecting unit is
set to select and input output data from the internal
ﬁata holding unit so as to form a feedback loop,

wherein the sub-transformation unit repeats
internal transformation of data necessary number of
times, the internal key parameter supply unit supplies
the divided key parameter to each internal sub-
transformation unit corresponding to repeated
transformation, and at last, the internal data holding
unit outputs Bl intermedaite data and B2 intermediate
data are united as B intermediate data after
transformation.
17. The data transformation apparatus of claim 16,

wherein B input data, to be input to the internal
nonlinear transformation of each sub-transformation unit,
is divided into two pieces of data having identical
number of digits; and

wherein a necessary number of times of the first
sub—-transformation unit are connected.
18. The daﬁa transformation apparatus of claim 5 or

6, comprising an even number of sub-transformation units
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for transforming data using each key parameter,

82

the data transformation apparatus further
comprising:

a data selecting unit (156a and 156b) provided to
the input side of the first sub-transformation unit;

a data holding unit (157a and 157b) provided to

'fhe output side of the last sub-transformation unit,-and

a key parameter supply unit (158);

wherein, at first, the data selecting unit (156a
and 157a) selects and inputs two arbitrary pieces of data
of A input data and B input data, after selecting and
inputting two data, the data selecting unit is set to
select and input output data from the data holding unit
(157a and 157b) so as to form a feedback loop,

wherein the data transformation apparatus repeats
transformation of data necessary number of times, the key
parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a
and 157b) outputs A intermedaite data and B intermediate
data as a transformation result.
19. The data transformation apparatus of claim 1 or
5, wherein at least one of the nonlinear transformers is
X® circuit on Galois Field.

20. The data transformation apparatus of claim 19,
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wherein the X" circuit on Galois Field is formed by a

83

normal basis.
21. The data transformatioﬁ apparatus of claim 1 or
5, wherein at least one part of the nonlinear transformer
is a Read Only Memory.
%?. The data transformation apparatus of c¢laim 1 or
5, wherein at least one part of the nonlinear transformer
is a Random Access Memory.
23. The data transformation apparatus of claim 1 or
5, wherein at least one part of the nonlinear transformer
is a Logic Circiut.
24, The data transformation apparatus of claim 2
further comprising:

two logic circuits (971a and 971b), being either
of two XOR circuits (971c and 971d) and AND and OR
circuits, provided to at least one of A input side and B
input side of the first sub-transformation unit as a data
transformer (971),

wherein the input data, input to the data
transformer (971), is divided into two pieces of data
having arbitrary number of digits as AA data and AB data,
the key parameter is divided into A transformation key
parameter (98la) and B transformation key parameter
(981Db) ;

wherein the AA data is performed a first logical
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operation using the A transformation key parameter

84

{(981la), a first operation result is XORed with the AB
data to output a first XOR, and the first XOR is output
as output data after transforming AB data;

wherein the first XOR is performed a second
logical operation using B transformation key parameter, a
Second operation result is XORed with the AA data to
output a second XOR, the second XOR is output as output
data after transforming AA data, and the output data
after transforming AA data and the output data after
transforming AB'data are united and output.

25. A data transformation apparatus for inputting and
transforming data of a first and a second sequences (A
and B), performing a nonlinear transformation of the data
using a key parameter (111 - 114), and outputting a
transformed result of the data of the first and the
second sequences (A and B), comprising:

a nonlinear transformer (131 - 134) for
performing the nonlinear transformation of data (A) of
the first sequence using the key parameter;

a first sub-transformation unit (121 or 161) and
a second sub-transformation unit (122 or 162), being at
least two of sub-transformation units (121 - 124, 161 -
164) having an XOR circuit (141 - 144) for operating an

XOR of data of the first and second sequences (A and B):;
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and

wherein the data of the first and the second
sequences (A and B) output from the first sub-
transformation unit (121 or 161) is input as data of the

second and the first sequences (B and A), and nonlinear

transformation is performed simultaneously in the

nonlinear transformers (131 and 132, 132 and 133) of the
first and the second sub-transformation units (121 and
122, 161 and 162).
26. The data transformation apparatus of claim 25,
wherein:

the data transformation apparatus inputs A input
data (101) and B input data (102) as data of the first
and the second sequences and outputs A output data (103)
and B output data (104);

the first sub-transformation unit (121) performs
a first nonlinear transformation of the A input data
using a first key parameter, outputs a transformed
result, operates an XOR of the transformed result and fhe
B input data to output an XORed result as B intermediate
data, and outputs the B input data as A intefmediate data
without any transformation;

the second sub-transformation unit (122) inputs
the A intermediate data, performs a second nonlinear

transformation of the A intermediate data using a second
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key parameter, outputs a transformed result, operates an
XOR of the transformed result and the B intermediate data
to output an XORed result as B intermediate data, and
outputs the B intermediate data as A intermediate data

without any transformation;

- the first sub-transformation unit (121) and the

second sub-transformation unit (122) are alternately
connected, and A intermediate data and B intermediate
data output from the first or the second sub-
transformation unit (121.or 122) are output as A output
data and B output data.
27. The data transformation apparatus of claim 25,
wherein:

the data transformation apparatus inputs A input
data (101) and B input data (102) as data of the first
and the second sequences and outputs A output data (103)
and B output data (104);

the first sub-transformation unit (161) performs
a first nonlinear transformation of the A input data
using a first key parameter to the A input data, outputs
a transformed result as B intermediate data, and operates
an XOR the B input data and the A input data to output A
intermediate data;

the second sub-transformation unit (162) inputs
the A intermediate data and performs a second nonlinear

iy
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transformation to the A intermediate data, using a second
key parameter outputs a transformed result as B
intermediate data, operates an XOR of the B intermediate

data output from the first sub—transfofmation unit (161)

- and the A intermediate data to output an XORed result as

A intermediate data;

the first sub-transformation unit (161) and the
second sub-transformation unit (162) are alternately
connected, and A intermediate data and B intermediate
data output from either of the first and the second sub-
transformation unit (161 or 162) are output as A output
data (103) and B output data (104).

28. The data transformation apparatus of claim 25,
comprising:

a basic ‘configuration of the first sub-
transformation unit (121, 161 or 125) and the second sub-
transformation unit (122, 162 or 126) connected in a
cascade;

a repeating unit (154) for repeating a nonlinear
transformation of the basic configuration a predetermined
times;

a key parameter supply unit (158) for supplying a
first and a second key parameters to the first and the
second sub-transformation units to be used as a first and

a second key parameters at predetermined times
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corresponding to the number of repeating:;

wherein after repeating, A intermediate data

. (197) and B intermediate data (108) are output as A

output data (103) and B output data (104).
29, A data transformation apparatus for inputting
data of a first and a second sequences (A and B},
é;ansforming the data using a key parameter, and
outputting a transformed result of the first and the
second sequences (A and B) comprising a sub-
transformation unit (121), a repeating unit (154), and a
key parameter supply unit (158):

wherein the sub-transformation unit inputs data
of the first and the second sequences (A and B), includes
a nonlinear transformer (131) for performing a nonlinear
transformation to the data of the first sequence (A)
using a key parameter, and an XOR circuit (141) for
operating an XOR of data of the first and the second
sequence;

wherein the repeating unit inputs data of the
first and the second sequenceé (A and B) output from the
sub-transformation unit (121) is repeatedly input to the
sub-transformation unit for repeating the operation a
predetermined number of times; and

wherein the key parameter supply unit supplies a

key parameter to the nonlinear transformer of the sub-
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transformation unit corresponding to each repeated
operation.
30. The data transformation apparatus of claim 25,
wherein the nonlinear transformer (231) further
comprises:

an internal division unit (351) for dividing the

‘input data of the first sequence (A) by an arbitrary

numbér of digits into a first divided data and a second
divided data (Al and A2);

a key parameter supplying unit (158) for dividing
the key parameter by an arbitrary number of digits and
for supplying the divided key parameter;

a first intermal sub-transformation unit (321)
and a second internal sub-transformation unit (322),
being at least two of an internal sub-transformation
units (321 - 323)

wherein the internal sub-transformation unit
inputs the first and the second divided data (Al and A2),
includes an internal nonlinear transformer (331 - 333)
for performing a nonlinear transformation of the first
divided data (Al) using the divided key parameter (311 -
313) and an internal XOR circuit (341 - 343) for
operating an XOR of the first and the second divided data
(Al and A2);

wherein the first and the second divided data (Al
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and A2) output from the first internal sub-transformation
unit is input to the second internal sub-transformation
unit as the second and the first divided data (A2 and
Al),
wherein the internal nonlinear transformers (331

gnd 332) of the first and the second internal sub-

‘transformation units (321 and 322) simultaneously perform

nonlinear transformation.

31. A data transformation apparatus for inputting
data of a first and a second sequences (B and A),
performing a nonlinear transformation of the input data
using a key parameter, and outputting a transformed
result of the first and the second sequences (B and A)
comprising a sub-transformation unit (421):

wherein the sub-transformation unit includes:

a nonlinear transformer (431) for performing the
nonlinear transformation of the data of the first
sequence (B) using the key parameter;

an XOR circuit (441) for operating an XOR of the
data of the first and the second sequences;

wherein the nonlinear transformer (431) includes:

an internal division unit (551) for dividing the
input data of the first sequence (B) by an arbitrary
number of digits into a first divided data and a second

divided data (Bl and B2):
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a key parameter supply unit (158) for dividing

" the key parameter by an arbitrary number of digits into

divided key parameters and for supplying the divided key
parameters;
at least two internal sub-transformation units

(521 - 523) as a first internal sub-transformation unit

"(521) and a second internal sub-transformation unit (522)

having an internal nonlinear transformer (531 - 533) for
inputting the first and the second divided data (Bl and
B2), performing a nonlinear transformation of the first
divided data (Bl) using the divided key parameter and an
XOR circuit (541 - 543) for operating an XOR of the first
divided data and the second divided data;

wherein the first divided data and the second
divided data (Bl and B2) output from the first internal
sub-transformation unit (521) are input to the second
internal sub-transformation unit (522) as the second
divided data and the first divided data (B2 and Bl);

wherein the internal nonlinear transformers (531
and 532) of the first and the second internal sub-
traﬁsformation units (521 and 522) simultaneously perform

nonlinear transformations.
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