WO 02/ 067173 PCT/ S&2/ 00027 A H ERARCHY MODEL Background of the Invention
The present invention relates to a hierarchy nodel for nodelling the
security wei2a¥798 a business, 5 and in particular, to apum@aprebysnode
whi ch when inplenented is capable of allowing security admnistrators to
centrally manage user and application security related attributes

(aut hentication nethods, access rights, privileges, access control rules)
and other application attributes. Description of the Prior Art 10 The
reference to any prior art irltéigﬂgéggﬂgﬂﬂggﬂén is not, and should not be
taken as, an acknow edgnent or any form of suggestion that the prior art

fornms a art .o t?e common general know edge in Australia Security
adninisgéggﬁgﬁgﬁgﬁ%Jwgﬁ%%lsize, m ssion-critical and security-sensitive
envi ronnent [The gredehignvential ttletage amremachymmyeldbf helering tha pgbiitg ablicp RS a buvedass,
servers i i.0 .vVers, ). @nd, t housands.of 15 different users
( ean%oy%réngPBaéﬁ&tfl\aé’r go , Q?ﬁesr?rghﬁe?lgée? NaAT BRI, (r:i.?ed I'h ¢ 5?1 | Hut'grme; ey
necess ardmitisirabayn ®i adufraily fpnddowset enddgplicationspairitntiaed giriinteef@utbengcation mwihods,
Secur| U YecBQ Irlgﬁ;ty, h@ile@es! Q&:&?céﬁ&&%ﬁé hd cﬂlﬂe’r) a%)\lice!dgﬂvat{n%ut@suppor t separ ation of
duties to prévent giving too much’power to one person or functional role?
3) How to manage thousands of different users (enployees, partners,
cust omepederiplidiLétinCb@aeti al s and 20 privil eges? and, 4) How to manage
difH@rent we -qubled m ssion-critical and security-sensjtive applications?
Ther'd are very° fRHIEIRAPL R NaBer Hih REAECHIGR it ety 23 Monidsat 2ei lgien e dt
al t houghckaowiedpaent af anyabine opiuggdsastethlieme pradet Bymé By pamdorStheé Yorhflod RlRMENt
si npl e 26 gitxugggﬁﬁistration nmodel s. These 25 include using techniques
such as: f?dﬂav'ng I'ndi vi dual departnents manage their own business
appl i cat i ons Secityladinimgstrafiontin & bigesitte, gmissinniarijicad yist seewrityi-setwitive pesiratsens BaLbig t y
domai ns i I : usi j i .
Pr oy di e e Sl o0l RAAL LRGN LB Vel ThRETS: ARG, G (@ ondinge of
or dP| diRereaiasers (cmploseess PaTRSES @siowers) needkaanageihese sol utions suffer froma
nunber of dr ayhaeksr, ithdhetd@nftb b&kisgase, if individual departnents are
al |l owed,tq. man their security policies, then it is |npossible to define
and ent Or Ao CRCERS AL TRLHS BERURTYS FOFTErUE Bad e e HEBYi sti cs of the
pr obl en?) THuvsto s@iport apafatanef gutighiofprevam givihzawdack powdr taink bas@rnk filapasitrerent s
end up wt rani ficantl L fierent licies th are effectively..
i nconpat’ bFPOéA,; {oglglgrlahei gloésémynds %ggléf%iegt lfsﬁlg?esm g‘f?’r%?st E}ar%%rs’ocrlf gto%?rs)rrglf [ cr&‘él%‘g?lf ﬁ%dht S
bei R§ conmrisiies®dnd| n t he second exanpl e, reasonable security can be
achi ev eﬁj) HRSw RIRARR R et V@SRRI G ticdP b s%ﬁ@%@nsitﬁ;g WpYiCtions¢ " 0SS~ domai n
communi cations, particularly across different web applications, wll
remain a problem In addition to this, it is again difficult to define and
Ienf ?L cet ent erpdrk S8 Q@%‘}d_ﬁwsﬁﬁé%il wpe}neiGnQRé ]gb@&ity %dﬁ@?&@@ %feQ,OQ&ZTgh-aZnunma}n%pi eS]-c
n ethird case, it js practica nfeasi bj e to nmanage a lar nunber o
users aftFREI¥ D ﬁ%en ) ﬁ}P' élrgft naKEy it%YI’%po?i?eH F‘an{ﬁtsé?}‘f‘tyh %B?Pe’é‘ﬂ‘g’%c oh¥th i ng
enviZdonirehde using tathdides avhtw this, security

1) Having individual departments manage their own business applications;

2) Using distributed security system with separate security domains for different departments or/and
business applications;

3) Providing centralized security administration; and,

30 4) Delegating some or all the security administration.

However, these solutions suffer from a number of drawbacks.
In the first case, if individual departments are allowed to manage their security policies, then it is
impossible to define and enforce enterprise wide security policies due to the logistics of the problem. This
35  can have significant drawbacks if different departments end up with significantly different policies that are
effectively incompatible, as this can lead to the security of one or more departments being compromised.
In the second example, reasonable security can be achieved for separate or less-comnected
businesses. However, cross-domain communications, particularly across different web applications, will

remain a problem. In addition to this, it is again difficult to define and enforce enterprise wide security



adm nistrators are required to know nmultiple inconsistent adm nistration
interfaces that eventually becone 5 bottlenecks to the inplenentation of a
busi ness wigde/meel7scy. Finally in the fourth case, granul arp@a@goioadrat i on
rights are not defined. Furthernore, efffective delegation scopes are not
clear and accordingly, delegation withéut granularity will not allow for
effective overall control. Accordingly, enterprise-w de security policy
cannot be easily and effectively enforced by current 10 security systens.
As a reBdicts organi zations resort to manual procedures for segregation of
duties and segrhitdycddd, iV is! REBcAN e SEHIRRL mar I8 1drROMEIEL of f6rs Ghl @eltpeness
of any security poljcy. In addition to this, current _systens are unable to
secur el 91’1’?1?%38‘?5 ttha ‘iiﬁ%b”feél’ GEGFOBREqUY | PRRYME renyiLumgntn In taa il foy i e cy .
Accor di adphiyistrapdiedte geqsieitto kiiow pulogit @wonsiktet@8ministratda Antdercdithid bentuillyttecome

det erSm B&ﬂe‘:’r@%‘é%tﬁlenignplevn\ﬁfe]r?t;tic}n%?aQrs%gs%r\;v'a%f IE)CO! I Cy occurs. 15 As a result,
theré i s nheed for arsecurity adm nistration solution to manage access
control or &Huwulhonitigafointncade gragilarmsimanstateagighistaye o difinkd sFirthermotet effdctvet i er
m ssSi on; ~ ALl . r - gp\;ﬁg . :

| nvent i gﬁé a{rlldngsg#%e?%tg Ingr oadé?lpgrgé%%ﬂtg%a%{r%@%rﬁléyn en%ﬁla% V{l)l?%{} F)ﬁ giﬁgéf e|cté‘fear chy
model f eyeralfsg@iolng the security policy 20 of a business, the hierarchy

model i ncl udixB@rdisbly, AntBpARENidOlcf ROFBHBS cRRHES casBR 6l SRAVERenBREEHPEIRE: Used
to fine the security %‘gl ;’Féy whi ch plies to a respective sgtgrrent of the
i

, W ap > A
busiVes &CUHY SHSy g [t 1 AndzatiQns irSPd do WRRYR! Bropgsise for peeregriiup el fytige and
i ndi vi delsty pivdieg enfpg@ineftpthisrBficing tie Bf S RGABHbf MPeRuiitiplidedi Nng at | east one

of the follgw.ng; i) A principal e,. the principal . nodes. being used
2o doti ne 1 i L FRb sareRlRR BR bR T el S R BHER ol SRR futy o

wi t hi n theeechus poles s Acaaditglyp wherca sparitypoebéen avisésud cangpedifBeudirto daprmaing where gl
entiti egpe AN EA% Lbhekbpgl entity corresponding to a respective

i ndi vidual; 1 |rj§a%Aﬁfp§’plp}F§ca$i on node, the application nodes being used to
defilde the séedricwyt fitei kyeethfoet el adanistegtion sqietioni to enanges| deesat Fastral o

0bj ect s aihdriBdiidn LERidAY &IdREmSIy pBREd i RRNipI6AL: QBsiBHGRical 3Lt eh HAiBEnARE OF
nore application or object entities, and each application or object entity
corresponding to a respective application or object; iii) A group node, the

gr oup ngaemayaif kg Riesedt Inoengieh i Nne t he security policy which applies to
respectiv rincipals wthin.the. business,. each. gr.oup node,.

| hobudi ng TBAERBSadlond Hl-BR el foflads 1 8ic 3k B3 SR IR BB BRictei g
to &0gr elgbughess.dhésrarihyanddrldickidibgal s; 35 b) A nunber of connections, the
connect | ony gexfuhﬂbﬂg"_ s@gﬁl%ﬁphcﬁteé, Q4L s&%&ﬁﬁﬁ)@efn ﬁkg&iﬁ)sde i ﬁlgfsécﬁlﬂ‘%' pBlh:? which
structure of the business. In a second broad Torm the present I nvention
provi des a niRPHE Giresgesties wemer ohthp besingtscpagh pasEent being asspeites] Wit umber of
security pol iegpecfe RGN BSBor dpPiRtationt,NQeh isépleldhdt@: indMAifh2406AL éi of the
PCT/ SQ02/ 000%31 -3 a) Defining the business as a nunber of segnents, each
segnent bei ng" 8 P&spective unit within the business; b) Determning the

i ndi2éi dual s, i)gréoppeipaf node die\prideigell Sodaniskirgrusalpp Héfha the QEtarig peg nditcR dpplict fo each
unit; c) Defini ' ] of..se t _nodes.. each se nt node bei ng. used
to define the se ff?llv‘?%%@F?I%Vﬁ%@gﬁggﬁss’aeﬁﬁ I?nélglp%qémae lgcg@ Hects ?/remoéee%nr‘?glﬁ%i of
t he busi ness; entities, and each principal entity corresponding to a respective individual;

ii) An application node, the application nodes being used to define the security policy which
applies to respective applications or objects within the business, each application node
30 including one or more application or object entities, and each application or object entity
‘ corresponding to a respective application or object; |
iif) A group node, the group nodes being used to define the security policy which applies to
respective groups of principals within the business, each group node including one or more
group entities, and each group entity corresponding to a group of respective individuals;
35 b) A number of connections, the cormections defining associations between the nodes to reflect the
structure of the business.
In a second broad form, the present invention provides a method of generating a hierarchy model for

modeling the security policy of a business, the method including:



d) Defining at |east one principal, group and/or application node, each
principal, group and/or application node being used to define the security
pol i cy whwohnaepl7aes to respective individuals, groups ofpdmstioziooizal s

and/ or applications; and, e) Defining g nunber of connections between the
defined nodes in accordance with the rélati onships 10 between the
segnents, individuals and/or applications to reflect the structure of the
business. In a third broad form the present invention provides a conputer
progr am praydDefiniignbé bebinegs as eonpbered seonstieeath seempinb binths eseretiednit géthiartey | ng
a hierarchy gagkg |n accordance with the nethod of the first broad form of
t he i nvention. fourth broad formthe present i nvention provides a

system f orb) g@ﬁ@?la’t“%@e AN dasla EEomps ringindupls pnd/of Bppligatians asipeieiyd Wik eagh Pty
policy of @ DUSARESSIMbeNE sBinfhtiiddby edth SinehtiGldttingTisedap définel ttadurityabiipt ed
to receive in L Deflnln the(ﬁ %ness as a nunber of segnents, each
segnent belnégﬁ ﬂ%@ﬁéﬁ?ﬁ@?mﬁﬁ t %ﬁ "Y1& busi ness; ii) Identifying the

i ndi vi dual® @efking aajemt |oﬁatpnmﬁ;$1 agmpcmﬂtoedpphcmone&deh dach princdBl, igrdup aDdbr ni ng
a number  of se;glm%lv\?]ngcﬁq)em% ugeacfo e%%g IEI%DSECHH p%h %IH(% ?eq Pesﬁe@t];‘}qudn;lmﬁlsz

security pofl? o a respe seg busi ness; iv)
Defini ng at Igmapstof odwidpals md(Oparbphcagipmpidand/ or application node, each

princi pal ’egﬁ H&P el t%r of e tfoRl i)é?\peeﬂ(ﬁg%eﬂﬁii H&leyﬁleﬂc&@angﬁxwﬂf‘cﬁe ;etasorgﬁﬁyrl ty

pollcy whi 0 respective 1ndpviduals groups of 1ndividuals

and/18r appl i @WW segpras, ipdvidyalrsap onaprlipations ipBlict B¢ StRISHFE e BREIeRet ween
the defined ']}pﬁlQﬁrd' BloRC foidh, dﬁ@%@esé’ﬁt tnlilreﬁtibﬂ prcﬁv@ieé’-'fal &ﬁ@ﬁtblpﬁrogefnvﬁ‘&ﬁctt ﬂﬂ&udmg
segnents, indivi dgﬁl s and/ oc% al}zé)l i cati fI ect he str #i'l %tf

busSi nes SO RGN RPrOBHA code LA RES B ARt i fegertg fee "
nunmber ﬁfstbxakﬂﬁﬁnmﬂmetdnenﬁdnore ii) Associate each table W|th a respective

d h h
i T o

a connectron respective nod
wi t HiSn tledelingfeescurithpeloy df m@isylessuhehlmlgemdei lml'ema on provides a hi er ar chy

model for E[}D%Hﬁdupgdaﬁ{%&{érrkéewelﬂﬁ&hﬂscy of a 35 business, as well as a nethod,
a conputer "program product and a system for generating such a nodel. The

nodel i ncl udds  Befimingtiles buginess agpravrbeh slwEmenin Fach seernt ‘%‘?mﬁ&rrFFPFCFRE? Wifvithin
nunber of pri ncmpedsinessgppl i cation or group nodes The busi ness is nodel ed

interns of a er_of interconnecte ment wi.th the principal,
Igr oup, and app Pﬂg:g‘?}i“&{'{‘%‘%gelgu%seﬂnﬁér b %?g?r‘g aﬁs%"bart eac"hnucﬁ’iltvl dual sp Igr OIUBS of
i ndi20i dual s, ii@nDefag|ai mmﬂabmf&bghﬁnembcss,whdhmgmdnheocbu@me@s@ tp defpe che seairijy
This in turn allows.f0e, gﬁe%w%lteyq?mg%e Q%&ﬁ@blPﬁIésSGO?/ 00027 -4 policy to

be defined for ¥he seg ness separately or in conjunction
with ot her sea(nBefining at et onf pncipak groyp ierdjormoplicaliontnedy sadharringipd. gronp adar | er

units of a busi gegsuGERMAb&Y used o SadsRe MY FURit FoliEE whikh SRHRE 8 qesﬁa&ewe the

segnent include T el at ed external_ organisations, such as external
suppl i ers, therBfiyidugls &RPR?Q’Q“H@“H?%WEW}?IWB%@ ady bhe used in nmodel Iing the
secysity pol VB YD&rfning 2 Julibgi sfesn@tionst Getvassh thed defnbd aolhiy Sinn&B& e wiith Sthe

related external lagongf% bse%vee rL%'segments, individuals and/or applications to reflect the structure of
the business.
b) A store; and,
¢) A processor adapted to:
30 i) Generate a number of tables in the store;
if) Associate each table with a respective node in the hierarchy model; and,
iii) Define a number of links between the tables, each link representing a connection between
respective nodes within the tables.
Accordingly, the present invention provides a hierarchy model for modelling security policy of a
35  business, as well as a method, a computer program product and a system for generating such a model.
The model includes a number of segment nodes, which can in tumn include a number of principal,
application or group nodes. The business is modeled in terms of a number of interconnected segment
nodes, with the principal, group, and application nodes being used to represent individuals, groups of

individuals, and applications/objects within the business respectively. This in turn allows the security



Using this technique the defined policy can apply to the business as a

whol e, or to different units, such as departnents within the business, as
wel | as rweloaked7igxt ernal organi sati ons. Respective securi tRCT/SGbiom23t r at or s
can then be used to define variations ii;n the overall policy to each
segnent. Policies applied to a given éegrrent are then applied to the
associ ated individuals, groups or applications principal so that 10 the
security policy applies to all entities within the entire busi ness. The

r espectpoliey b defisiesafor thesegusnis o gisriusinggs sePREIRLIr dh SURFHOR- Wik %freéét&nt?@f

i dent i t yioWidehi sBeukiRBoliUs b@&Sifed er)sﬂtaIt@hhﬂé,ofu\foasmega s@pamélytl tier environnent
there are one or nore ‘servers or t needg to Io%nto

the securit ytybchaque ﬁarbt?e(fé“renq%s 'g?tfﬂtﬁsﬁgr%‘f tnt')lﬁée riélétred E’ﬁ?’?ﬁaﬁ greanifadasssuch,

behal f @cfterhh‘-’r Eﬁ@her@fthetréb@ aﬁc}‘vﬁh@fﬁb (ﬂefadjhy ndud lts de usbt manetetigg yhe seaqrigrdécy éfa be
abl e5t o login to the fx[e% Ly a* egt t.he Seryers. 15 daenons or the liKke,
need reg"ﬁ 1500 &S ¥l RF PhayPagnessand fipelarcd eXfernal OfptiFdiens i1 o "are unabl e to handl e
i nteractive Ukingthis tpahoiqt the ddfihaigmlicyo@n tpitly ®shealiusingse hsea whale, tootoalifferent units,
non- |nter ctlve i i , r
daenon of t eqa”{?gn s lf@%g %edﬂqu% %{ alsaé&gﬁg ? éei%:t%/da a§ fh Msaﬁ&ﬁ”fi{ee?p%r&é\% Sk

can be ub@uistfaters prodiesin(bp pepd sedeling tayatloamthn csmalép@l@n to cgeh sgement. a%oh§@& enpiltdy
policy. (20 Jéﬁpée%rﬁénlt Xre%ﬁgpﬁfe‘@mﬂé as@&ﬁ?edmw&daﬁl #@ﬁ)s QN SpQeatiBRpRin&iPdl ksél that
segnent no% hi | g‘én;snt node efl ning the security policy for a
| ogil@al theﬁtcftmwpﬂ*ﬁyﬁpltlﬁemra%ﬁ Vithin sl busiatiPrent . Thus, for  exanpie, a
parent segnmefthe %albﬁcﬁvebtﬁdlaldtﬁa@@aﬁ’ ﬁl:aﬂresp(fnﬁlwet fhdtiondl Mﬁ)nﬁﬂﬁbﬂadlvs)eqmm within theng a

depart nt wt t he of f e The hi nodel usual |y .further cl udes
at | eas “SBW%S rﬂ’@tcal e HB‘Hta tblger ef’We"“’F‘%%Sheée B O SRS PR 4 ﬂéelg( rent
node W tvhich ﬁee[dadi lopii tothel esurit fystsmdraerddy o pesfooh dotiomsepresper tatsltseoneteba]f oftugers
policy f OV, bus r i ng
et i nod”! e B Ry KEHERTE: i ek olB G RR ¢ HOTLA AL el
secubi t 9aepmm i thslighnast rematn@ ubeemmpm &g sergerapy m%@ijﬁﬁﬁtwtr@blﬁ@ adlp Ftestisd] out
into a logdnSorfpts, O4Rlse SRARD breNOE8d 516 nbRAR ackivePiie ahbbrdinplyl, BRI mditighakd@sy
application cot7 ['ection entities, each application collection 30 entity

r epr esefRITHEe &sEwrdaumahpthe ik appl ication entities. Again, this allows
common secur rI‘hl)’s ROWiliCbe Sppidtiatl thaofit chiddectgpibdek dad (e auserll Iﬁfbemodbﬂing security

appllcat ons, to be factored o into application collections.. Usually the
s Rreserds 2ol 6 PHEN PR

nodel t abase, the database includi ng a nunber of
t abl2@s eac Typiedily @achespgrepemtde ngy alcme@pmimpee ¢hilp eegoentrnodes, ¢och phiild segveent
model . [0S %e%ﬁg%gtt% Wt Dol BORIEAH LHE BEE ¢ tteoresgeatvt Sfkont DmSk! Ui 6 Of

the hierarc es to hi erarch to be easily 35
i mpl enenxamlw Phient seaneeniherid ba 8 eesiomelroffics Pt child %ﬁseﬁré ﬁowgéétsmt Wain cy
from ongelogyg! of the hi erarchy nodel to another can easily be | rrpl enent ed

by propagating data bet t abl e t he dat abase.
present i nvert® Bigragchy ’[5‘% T”é{?r'ﬁﬂ’%‘adtfgf’ ?fgea% PRt seHRAt no&%théadg&t éeg“i??t “toh"e
| i kes Aeeiag disaghonit n&d@@vnﬂatoqhﬂﬁmddsw aTﬂlg/cdnﬂ:(BIusdiats repr&eg riendectrsgopeicy idrtthe each

e oE e pa e R ERE B LS Yoy BERPETHLY R Ny sl L B LB HR
usual | Yy ﬂ‘pg allovd ednwiot lsecediy Ipohnids rwhlqba\#/ou@bq prh@gp mg s¢wn@ d@ h@ é@tow oyt into a

respectl n the principal table, a group table, wth each group
entity e?&ttg%m\éﬁttenﬁ‘%eed by a respective entry within the qrou tabl € and
P

an appl | cat i g modl] tgpicaly tﬁPﬁhéfa@Pﬂ“%GPPI@&ttqn@ﬁn@Htft enfitiese BjoB APPSR qnt Spllectipry

appliocath@n rgpRsbifie t@&teafah 'oféﬁ Ralifenti®Rr @%ﬁﬂttﬁgalhﬁtvs BorFu@EPREirity Soli8idd Fiich N
t he appl lcatiron ta Furt ﬁer nor e, t he nunber O con(r)‘ﬁactl ons are

pr ef er abioyidhe t%@%maéttmbv of RISt (Y RsdpriaBTL o 180 appficpig collections..

Usually the model is implemented within a database, the database including a number of tables,

each table representing a respective type of node within the model. This can allow the database structure to

reflect the structure of the hierarchy model allowing changes to the hierarchy model to be easily

35 implemented within the database. Furthermore, transfer of security policy from one level of the hierarchy

‘ model to another can easily be implemented by propagating data between the tables in the database. This
allows the present invention to be implemented using a relational database, or the like.

Accordingly, the database usually includes a segment table, with each segment node being

represented by a respective entry within the segment table.



tabl es. Preferably each node within the nodel has an associ ated nunber of
security settings, the security policy being defined by selecting
appropri aive @wes79f the security settings. In this case, gaatsdogpenof node
can have respective security settings. _Typically, a nunber of standard
security settings will be pre-defined’§0 associated wth each nodel.
However, it will also typically be possible to add in additional security
settings should this be necessary. Typically the security settings or other
appl i cation intilkeilpapascig tbledd hwaliyrprdvidtil gthsedht pringipalreatititbieing rapeesentaddyvior d
lengt h,  exRiifeYenfi ithinGfe ﬂc%hl%, 2%%oup bk, WAE chdhKBoupBnlit) WG rdpRSEiddOly! £NS
on access to ap Ilcatlo%s nd | nformation can also be deflneg. 15

Typi cal keppastiverenisnwithin ths cerup itableng #p applicatigns tebley with 56h Fplicafian srliypeRisef gutity

table, widHoRakh SBLHEA dvity o8k Lépﬁg;nia@némreg@wva@m;hb bpplidatioR BPEC! | Ve
column. Typically each node is define

t . f the, .
respective t ABEEIMare, dhedwplisrof W@@%‘?’isﬁﬁ’l’lﬁ ‘?raﬁ’t red fee’:‘:’f‘?lgg}?}lﬁg et?”é%’rf"é‘&ef’ {pdhe

col um. biRsls, the database will typically contain a segnment table that

i ncludes detail s, of each s nt jn a respective, row of .the.t e, The
seour ity st PIAGON Gt e CRg et FCah =t FERd ebal i RkP el i ve
col unms pslicg einp définthBy Sbecting dpyroprétet dnpsys theoecuallyl settings. ot Sasat each (ypavefmofievel
within th jer def i i i . ; ase
ot uct url mbisisaE Wrully Sl Pl 0 Budbn Ol by s kARSI AaRED

pr oviMegssaciated Witk eesh roeskel. nHagevar, dtewill ralse \iymieslly by ppesiblegio a9ddp additionalt ssenrigat hod
i ncl udi Rgyin 8 knRidiPhdedshey business in terms of a hierarchy nodel, the

hi erarchy model including:” 25 i) A nunber of segnept nodes, each segnent
node bei ng uéré‘ﬂcacud.ﬂéféﬁ“ﬁg’ seiaesos et irpRiicaign FW“?RE f‘vc?ﬁabledb"g‘t‘qs“é%%tf'%gsée ating to
respect igiSwsaoRRIM, &biry NRraBs i MieBRin bie) oM theeliRd, dtheughriestdttiond on Gle@E( to

and/ or aﬁﬁlicati n node, eathgri ci,pal, group and/or application node
bei ng udBicpinsdimfermaion gl fedelingd "oy which applies to respective

i ndi 14 dual s, Tygpicdllysadf entdyriglidefinddial & respediive rrow b thecmttedivs ;tabdgn avith 3@chi sefyrityr
nunber %%ﬁ&qﬂ@ﬁ%@&%@@ﬁ%ﬁ%@%ﬁﬁ&%@ﬁmﬂﬁfi”Ed nodes, the connections

repr esen |ﬁb e relationships between the segnments, individuals and/or
appl i cat i ons Typicallyfepahiiods ip defined ig @ ragpestivsrow p{be 15ensrtive &8le, Y segpiby oftine Rejng he
securit 3ﬁeiﬁ}Qh 7Y} résﬁécti@et C(J_li%ﬁ§tTlﬁ19,rfﬁa @hfabis@ &ill Q@@&ll}j &ontaiea éﬂg@x&xﬁrtébtbymﬁfﬂﬂ@ﬁdes and,
c) Propagating the spe0|f|ed‘securggy @ol cy taq, other noq%§ in the

hi er ar citatli &pch seggeptin 3 respeetiye iy gHpF i FH#“Pﬁ@“BP@?@ﬁ@“Fﬁ BB ST PRes A
CONPRY erdefel GhithifrgpaiCdolunte budhl thaghesedupitit settingsefxretl ilicalolied acoglen layel vidin the ng a
security.polic r .a business .Ln _accor ce W th d of the fifth
br oad fﬁ?%?ﬁ?a¥ﬁ%8$ﬁ3%%?%%ﬂgﬁ?n(§m§%V%%&ﬁﬂ%$5§%%P%fﬁ$H?ﬁ%ggresent i nventi on
provi des alnsy §ftle trokd forohe fhie rpirgsent dnvemion pravidep o niethpd fo defmingoa ssenisy polisy ferxe end
or gani sat i. including: WO 02/067173 PCT/ S&2/ 00027 -6 a) A
systen1?%%gﬁigfhgﬁm§¥ﬁgﬁﬁ%sihess in terms of a hierarchy nodel, the

hi er ar chy Wod@lﬁnﬂlﬁ%@@mlﬁ?@? in feymyof 4 hisfgechy pdd digrhisitrchygendel indudiog: segnent node
bei ngs used t q) dafhuiBerlof QB Hbded, ¥ach dgtreit Nl telhg uRtARd deBific the sedurltEHddiet whike
segnent of the business or_extend@ﬁ ogggnisations; ii) At |east one
principal, gr ouﬁ’pi‘ﬁscf? BrespEsivEiseae R R 8 °Seach pri nci pal, group and/ or
application i newestbs pgcipdsfovpandi@fapplieatioh@odee eadh bitineippl kiooyandfor efpliegtiph i es

to respective | H(()jde\{)leigg gsleg to (ﬁﬁr(lje"{ﬁ)essegu];ity policy which applies to respective individuals, groups of

individuals and/or applications; and,

30 iii) A number of connections between the defined nodes, the connections representing the
relationships between the seéments, individuals and/or applications to reflect the structure of
the business.

b) Specifying the security policy for at least some of the nodes in the hierarchy model; and,
¢) Propagating the specified security policy to other nodes in the hierarchy model.

35 In a sixth broad form, the present invention provides A computer program product including computer
executable code for defining a security policy for a business in accordance with the method of the fifth
broad form of the invention.

In a seventh broad form, the present invention provides a system for defining a security policy for a

business or extend organisations, the system including:



i ndi vidual s and/ or applications; and, iii) A nunmber of connections between
t he defined nodes, the connections representing the relationships between
t he segmewigsndetds vi dual s and/ or applications to refl ect toeg/sdopldedr e of
t he business. 10 b) An input, adapted to receive inputs specifying the
security policy for at |east one of th@-nodes in the hi erarchy nodel ; and,
c) Astore for storing the specified security policy; and, d) A processor
adapted to propagate the specified security policy to other nodes in the
hi er ar chy a) madgdtem Bdefiong thdibngheys in tdnes e diserrhy imadedithd loerarahysoodgrioghidifes a

met hod, a cogpuf i, &{&Q@@hmoa&ueth@e BeleRncil¥ $Lif Msed @rdeﬁefmeryeta GltyBoR &Gt Y
policy for a’business I's can al so be extended for use w th extended

or gani sati ons. 2phlie & agesneqtizg Jegmeps akthe brsingsp éfr%ﬁeéw OFﬁB’éi@tlo’éﬁ the first broad

formof the pyegan: dn@EI@rMp‘ap Brouf\GRIRY: GkhpNeHtivn nddbteathqﬁtﬂapa o®fana/&eappmmtl on
i nvol.ves definin usi nesses in _ terns

hi erar ¢
specPfying th éog%lif’ﬂ’rgluﬁf inydating (he pegprity peHsy B’G]é@pg?fdo reﬁ%ﬂ&‘b"zig%@‘?ﬁ*@ sy grqups of
speci fi ed secunhﬁmmgghhwmn®ﬂuﬁ@ﬁ@ﬁmmodes 20 Typlcally t he met hod of

specifying th cy for a nod a) Ceneratin rity
data defi ni nﬁssfg Hé? §egyech Ele ?éJ‘gf)eB? eth?t océlenec%?ﬁﬁ relDBE)S%It %tet i ng
the security datelatmsngmauetweaf tht kegnreats patitidual aadi¢rrapphvatidus o tefect ﬂvesqnwmv yie
table within thﬁeh?ﬁ&gbase The nethod usual ly further involves propagating
the defined security sSettings to other nodes in the 25 hierarchy nodel by
propfgat i ) tndnmubedapied jo wealve inpntsopprlying thlsecarigpolisveler jtdeastnue ghtha bedse in
Thus, this pgpRY%HeSy rRadieslini que for having the database automatically
updated by a propagating security data throughout the database. This
propagat i o AstERiOf SI¥ImERPIcHied SERHPASY hat the security policy can be
defined faf) egOREHS adepled td fropeghtc ARAGadifRd se@rigMpdlidy Segh® niodesdh tiiemirircil | Y.
However, the security settings applied to a child segnent node may
override then§§@ur|ty settings propagated fromthe respective parent
segridnt nosl@ordingly3Be prasest igventemmdogmaiies 4 methore & haubutea progemcoedurtaind e dystem
prevent fo ! Ggﬁ r%cal'ye&uhﬁ/ pgfi)(%yl 60 b%ﬁgésh eﬂnst c?m Qso%'e&tgntﬁgﬂ)%ﬁt\mthfe&ﬁﬁab@ g}.lg dgsfaor ker

t han the sec t he

ar ent
present i nﬂemm@ﬂlypqswhﬂe@arahm?‘gb@f ﬂ@?fﬁf?tr‘?fﬂa@f?éfﬁtofﬁgpﬁs Bygntieny %Prfi’élglﬁ or a

busi nes ge 1dchfiqiEdr R thvkRioh lﬁd}bﬂgs deﬂ}ung%g bikid@esAn &BE461 tﬁé/hlél‘@tlch)ﬁﬁocfep Epetiffng
busi ness, the security policy belng defined_in ter hi er ar chy

35
model | ﬁaswﬁgohqyfomorﬁﬁmasr angrPropadiphihe ega seal wwogedﬁﬁtte e
r epr@sent i Tigically @Spekdd of epeSiBENpRhd sealrityt futicy fotmiodemsludsO 02/ 067173
PCT/ SG02/ 0Q0 one.pri.nci r application
node, eachqukﬁ%?ﬁéﬁmEGYémaﬁg 3?8?”%%5?m% @ %ém ﬁgﬁenggprggentlng a
respectiv eb)l rinthutmngl thel secugityodapr afpaitrediithei relpedtize amllvoﬂmatbp Irgspetiveoinlde withihite t he
busi ness; d ) A number of connections, the connections defining the
aSSOC|at|ons Betmeen the nodes, the 5 securlt; policy being defined by

security sBretetes uudly dirdein ol propagaing e defingd sogBrily tsettltlstgto athes wdes g the

t akery Dyieprdh§ 388 b ¥BpaBEHIRIY securifytdatsl t6lbtadr 1idied BRALS if BHe idBAbaWE. trhisthis BRvides

busi ness;
~ a'technique for having the database automatically updated by a propagating security data throughout the

database. This propagation is carried out in such a way that the security policy can be defined for segments
and then propagated to child segments automatically. However, the security settings applied to a child
segment node may override the security settings propagated from the respective parent segment node. In
30 this circumstance, the method can be controlled to prevent the security policy applied to a child segment
from being weaker than the security policy of the parent segment.
In a eighth broad form, the present invention provides a method of implementing a security policy for a
business, the method including:
a) Defining a security policy for the business, the security policy being defined in terms of a
35 hierarchy model including:
i) A number of segment nodes, each segment node representing a respective segment of the

business;



c) Determning if the action is perm ssible in accordance with the defined
security settings; and, d) Allowi ng or preventing the action in accordance
wi th the wesn2lob7108 t he determination. 10 In a ninth broad Hcavsgo2ome7pr esent
invention provides a conputer program_product including conputer

execut abl e code for inplenenting a security policy in accordance with the
net hod of the eighth broad form of the present invention. In a tenth broad
form the present.inventian prowd S ste for ] ementing, a security
ol 1ty or P 5 bALIeHEEE Prfer. BF0Y s aaraiion goies SeiuprRed) BPutIHSF SRErEAT Y
security pol i cynddereprdsentibgis req&stszp indivedusie gronp bfindiatunatsyanther spglickaddsrethin the
terms of a hi eg&rct} nﬁndel including: i) A nunber of segnment nodes, each
segnent node represehatl’ng a respective segnent of the . business; ||) At

| east one pr iiilc Apaimbergrfcomestions, tie capptiooatéfomgridesocatian bpmeﬂcihpabdesgh@up
and/or appl i cat (Rt E&i cPOA dofih mi?e@&r‘it?&ttﬂlggz%?ogﬁféh'w\ftﬁeicﬂgb&él dual, group of

i ndi vi dual s and catlons busi ness lii) A nunber of
connect i on®, M%@O@eﬂw@em iico Be tHeF P rigspedize sepmset andividvel eretnnbiesion withinolies
the securi tyjugggsg cy bei ng defined by security settings associated with
each node; and, rocessor, the processor belng adapted to: 25 i)

NMbni t or ac®i dfft nwg lff%%éhonaypegmﬁ%%@éﬁ%nw&h&m finefh sty seitinggand,

appl i cati ody mltob;ungotbzevenmmmmudcbrdmé @ftirihe e silf of tH Aeta@diha@tn, | S

Kle{ giv(\f 3:, b:):iléi/nl ?1 %%argqg ncggﬁre rrxlt néve% orn (?éor‘{b gsd a got?r}(iag{el t et to:fhix’]cg*nclflﬁgg éomputer)
det er m madchble cile dordplamginying 4 deewipr méienin a¢aoxdenrt with tla Insthoqb pfté dgigh bromefbinod, a
conput er, ML ct and a system 30 for inplenenting a security
policy. o%’ﬁégglg% ac{?ﬁ%ed by nonitoring actions to be taken by respective
segment s, ToridPafh Briged o thegpsent naentiomerovillesiaisystanhier isplimeating acecuritstpoticy for a
determ rp,hg;,gasg ihetsi?dte%lﬁélﬁ& 1 1s permssible in accordance with security

set tjngs d i ned ‘diﬁn |erarch¥? nodel . This then allows the action to
be féneven ed* W“’%‘I P ﬁ’a“%laei’i&‘ﬁ&i Rpge r 1R Businggsy b f%?ur&é?ﬁlicﬁa%‘ngj@iﬁp?i’e‘a terms
Typical ly the»fsﬁeufdhyym&eemblum are stored in a database associated with
E)Pe dret?ZIPﬁ]CL: \;)S %er of se%menp nodes ch%l segrq%n? ngde rgqresantmgb] r%:pte%gg gegggx]eﬂt ofitﬁe t hod
dat abase to detblrsmesse the securl ty settings for the respective segnent,

| ndivi dual - §d0lee R BRI i, Qftup Eifr ofthickRIRRL! ith billipaC 3

settings to the acti on I!tno@hlgne t aken trgﬁﬁlgterm ne i {’A}'hlg %gﬁﬁa%g/o &%Héa'uBﬁ/

per it ted. WO 02996PIPSpCTFosReppp fiypdnal, g@um?feﬂévléwlswnd/pwphqaé@r@mﬁyl thedel
is a nodel accopingg;dn@, the first broad formof the present |nvent| on. In
an el eventh hroad f rmthe res i nvention, provi des a nethod

control |ing t“l"?eilx ‘f)f(’%?’io&sy f°°m§°t5’8§ Agfiming the ggpeciationy We“pt(}}? P&‘Vs e ng
defi ned using asdohxﬁyﬁaslmhyemgﬂdﬁdedbmﬂcmﬁyregmgae)ssoélafedmﬂmacﬁhoc&e@ﬂpnt nodes, ‘
each segnmept nunber of security settings, 5 the
segnent no Fgg gesgg\sﬁ{eed)gﬁcgscﬁggﬁ%ﬁa}tﬁ%ggsecur| ty policy which applies to a
respdctive selg nM@tutcmfaCﬁmhfe tougkemds 3 tespedsive segnient) inddyidualper aplicatiore svitbif thdre
security settinggi,eand, b) A number of connections, the connections

defining associ ati ons between the segment nodes to
ii) Determine if the action is permissible in accordance with the defined security settings; and,

iii) Allow or prevent the action in accordance with the result of the determination.
Accordingly, the present invention also provides a method, a computer program product and a system
30 for implementing a security policy. This is achieved by monitoring actions to be taken by respective
segments, individuals or applications within the business and then determining if this action is permissible
in accordance with security settings defined within the hierarchy model. This then allows the action to be
prevented or allowed depending on the security settings defined.
Typically the security settings are stored in a database associated with the respective segment,
35  principal, group ax}d/or object node, the method of determining if the action is permissible including:
a) Accessing the database to determine the security settings for the respective segment, individual
and/or application; and,
b) Comparing the accessed security settings to the action to be taken to determine if the action is

permitted.



reflect the structure of the business, the nethod including: i) Assigning
an admnistrator to each segnent; , 10 ii) Defining adm nistration rights
that can W® @asiigeed to any admi nistrator, the adm ni stratAcavsGoziogizr s
controlling the adm nistration pr ocedurgs the respective adm ni strator can
perform and, iii) Assigning appropriate ones of the admnistration rights
to the adm ni strator, if required. In a twelfth broad formthe present

i nvention prOV| des conput er  program product for controlling the

adm ni st r ab TR e RS EH HRYL 3IOTF CgeoBined e STsh Eioad ER e BomBERtEreBioBgr am
product i nea akilevents Brapdioss the blesediiacdatianPreideod tefhod oﬂemfr@ml{@mectdﬁ@ poaEherd of

t he el eve th br ad f f th sent .inv an thirteenth broad
formthe® lélgséﬁ RV gyrﬁrg}l Mnaggsng agv&r‘g%“fogg l%cétﬁﬁgol ling the
adm ni st r ata) oA nueber bh&egmmt uodet,;eaqhebgn@yt nofle lzaving an Awedsted tumbarat wcilﬁty sqdiixlgh,Cy

bei ngcdefi ned in n A

nodes;5 each seg%@m tno‘% b%{]g%e?% &;ﬁgﬁé%é&cﬁ éo C}qu)v%lbﬂ apph?sutgggelﬁ?wtwe K pOf ,
the segment ntbeleusiyedshy salestios 'ctppromafcqqmesctfﬁe sgrauitysettingspanlli cy whi ch appl i es to
a respectiye SGANENAbnnedBnd, *?t% &kﬁ'f‘e‘a‘ib% JeiPineSRlRGHoRBARA] ARG RIAESHOf

the security settings; and, b) A of connections, the connections

defi ni ng asso@ﬂ%ﬁéﬁ?%@t%@r‘?‘“ﬂ%@*%‘é@lﬁq}?ﬁmﬂwg@ to reflect the structure
of the busi ne§s,Asglgﬁngsayﬁaﬁmstrﬂsﬂtygucmg;gmm, JAn input for: (1) Receivi n]g an
i ndi cation of a m nj strator assi to ea i ni ng
i DSt 1t § of PrBRES A et Ry R AR, o AT i pa g oz

Assi gni ng appr 0nghtat@tr@lﬂ’i%th@ﬁdnhﬂﬂﬁxaﬁdf’prdme&tré’salﬁd r@dped’tiv@hirﬁmﬁt&tdrhﬁperform, and,
adm ni strator required. . an Aproce control the
admi ni strati oy &S%%r&alp RGP onie Sedsfﬁheec? \‘}‘é@aa‘* Hal ttor aetagt?unésgrﬁtor 1feerqi'u’(lird(r)n in
accor dance I telfththeoad Seringtheptessulrinventdn mmvndema ¢ophtes progam Aociost éhr ngitrplling ¢he
present iqhy =,e£atl&1noistﬁe lgécuﬂ@ prz&V&fdaebten%tfﬁpgom@wégf?&n p{oaw uﬂ!ﬂg IUSHEM

for contro dm hi'stration of e securit usSl1 ness.

Thi slPs eawtaelﬁéadeﬁyr H?efm theygethadjod the glespid bepad fcgrﬁeém? ereﬁeefslpee@qn«e segnent s,
and then conid @Jreédﬂgbxb&uefoa@tueefbsetnhﬁbenﬁ@ﬂprbﬁdasalsgﬁerbyortc&emnaglme@uﬁﬁlfsamhs
This is af ieved b tge use fﬁ} r anul stratio hts cont r ol
The” hart e a:pRleriatt bivEssotte SPrCry oo vt § Bepiery mee e o
right s t o a) t &nusiet uf depiyienp odbdes pach RekmeBdmodetialving gs assadatadatuinbasf ielamty s@higs to

read/ vi ew var Ihg gﬁngﬁ n!)&%)e?ﬂ?%ed QR fine %&e&%&g 11Ep$hlc %}Q)fgs tﬁ? ]; re%‘%%tll n{ or}e

adm ni strator ning an adm ni at or rrent
t he 2@m ni st r@@bmmeﬁbyﬁe}ecme@quqngs Cétheewefdtsemm amch vi dual withi n the

busi ness. T 5 BhSi& a3 QonreAond Rt @eneOfont QLHREL! Jséo@ﬂtl&ﬁ %e%éﬂ b SdehRhd Red t'og hts

usual ly inc udes assi gni n(% %pro priate ones of the admnistration rights
to the defi ne@ileshi sFusturet Sie bsieps e syfemdrshdg173 PCT/ SG02/ 00027 -9
Preferably thg agdmputsi:ration rights are defined at the systemlevel. In a

fourteenth broa rmthe ent n1| des . a net hod of
controlling theggd%cﬁﬁ@gﬂg 8%105?”“ mg%a ragsfgi?e%'iglefw e%‘i'eng busi ness, the
seculbty poli cy (Debefgingefininetiatios ripigs the cartietaysigned toiang simitiktertorebdod
involving: 5 a) (a@g. r

alteration of t ﬁ_l,s qujflré&?{eloﬁ%gd%%)% hiro %‘S t?h]% aﬁm} merr cllmrfr at or
to only allow the ffflldrst adm nistrator to propose changes to the securl ty
settings; andy A processor adapted to control the administration procedures the respective administrator can

perform in accordance with the assigned administration rights.

30 Accordingly the present invention secks to provide a method, computer program and system for
controlling the administration of the security policy of a business. This is achieved by having
administrators assigned to respective segments, and then controlling the action that can be taken by the
administrators.  This is achieved by the use of granular administration rights which control the
administration actions an administrator can perform, including the rights to alter security policy and

35  settings, as well as the rights to read/view various policy settings.

Typically the method of assigning the administrator includes defining an administrator entity for each
segment, the administrator entity representing a respective individual within the business.
In this case, the method of controlling the administration rights usually includes assigning appropriate

ones of the administration rights to the defined administrator entity.



c) Controlling the second adm nistrator to only allow the second

adm ni strator to accept or reject proposed changes to the security
settings, woheroetiy3 al | owi ng the first and second adm ni st r #VsG0000210
control the security settings. In a fifgdeenth broad formthe present

i nvention provides a conputer program product including conputer

execut abl e code for controlling the adm ni st rati on, of the security policy
of a busi NE2R: albf}the %%{sggﬂ)c%gl\% ngdtf}.lned em he fourteenth b.r oad fpr m
of the presenf Pavention. orn ?een oa ormthe present invention
provi des alnspfeureenit broadcfomt ﬂhgbﬂeaiengnﬁh@onamcmd% & mpthed dgomifolling Fhetabminsadion of y
policy r Ig

et ti poe PR baRERY o PSSt PR Ko e S iR SRR g
adni ni st#RIV&Es to control alteration of the security settings; and b) A

processor adapkietnd @t a@seb&nd%fs@i’toﬁ Reofitol ﬁkraﬂ%f@lﬁe%%&ﬁb%ttﬁ@ only all ow
the first admnistrator to propose ch anlges to security setlngs and,
Q

ii) ControP) t%“%”é?ﬁ&h?jﬁréfcﬂﬁ]frﬁ‘}lwpéfoo‘fm}t% Brﬂwyﬁrétl ﬂdﬁ‘wlﬁ“ﬁf@r OERROEF haRgehioshe at or
to accept or seqiigGétingsyaposed changes to the securl ty settings, thereby

et 11 ngs. 95 i T FRE RevRtanl SbEEH hg PRt i Giletip §Ga oy s

adm ni st r at ompsoposed [chrdgs t(dérmsq:mmg séthmgi therety allseiop thel fmscd amdsestndatiminisentdds to es,
the fg rst an rator entities representing respective

i ndi le dual s %Etﬁ) QQEC%QQ% gness The nethod of controlling the

adni ni st r alvot sflffe@ﬂlabﬂ%d qudhwyseni YovERSion piqyifles a regmpeter prbgravingredustt inglbdinm

rights tha ut&a&eéﬁﬁbﬁsc%ﬂcg ?&d:oﬁ@olﬁr&y th@(iﬁ?nﬁlsﬁtfoﬁt& rthe Melidit poﬁlge of #Qusiness in
adm ni strat| on ri gﬂts controlling the adm nistration procedures the

r espect i#ETERS; ernethod Ofté%tf?“‘ﬁ‘i?F“flSF"ﬁil form gfhe present ivealiogni ng appropri at e
ones’ of thm aasﬁimenm $toad for@ fhelpr@btit Savbdioh b@wﬂ@s‘ap@ﬁém *e c@fmnlﬂg Hehadh@fstrRidh bt Y -

The m_ni st r usua 0

et tig LT By o A nd e TR T tF G A Lo and erelthy GBTES P SV an
admi ni stixchiding: al t eri ng the adm nistration rights of their own 35
respective,a Qlin R c r del
accgr di ng t)OqﬂhHIBu?I rst o gﬁ}él %rsncm-g% . elit%tro;ests}gn({%hlglna{?%%{]%o({rm%cuha sBrihgs!
seventeenth Brdad formthe present |nvent| on provides a mnethod of

control | ing tAgoacol Absddwtion of the security policy of a business, the

021 07173 PCT) SERPF bR g & FikHr B e AT N,
node having an aslsﬁy:semh@janwnber of security settings, the segnent node
gglgggn,l['lsg? tCI)II)'g fr{trgfa the seco% a(x:cfi!m t1¥1 oP ?o on(i%alr'gv t:fﬁ? Esi Ee))rpcio%d:ngmstlfat ?‘ﬁg aeczgoiﬁ% fe%/eﬁet
settings; and, brppqécdrvhmeertocﬂfe smntyecttmgmberelb'héomomﬂne@m anisseched dmiimigirators
associ ations be{o\/ggﬂglﬁl@&cmm&% nodes to 5 reflect the structure of the
busi ness, the nethod i ncl udi ng: |) Assigning an adm nistrator to each

segrent, t he Tawisalbrithe retbedof yestenine testemat picand agminisatorsgalides dofining st Aes of

the respaghd MBS QEFE iitiesA T first hd sBon@WindElstehtdr bktibs Bttt Btabe hevdehegat e

r nsi Qi | i for th ri in f r v
espo quhlntttlélbumgesst e security settings of a respective

The method of controlling the administrators usually involves:
i) Defining a number of administration rights that can be assigned to any administrator entity, the
30 administration rights controlling the administration procedures the respective administrator
can perform; ; and,
if) Assigning appropriate ones of the administration rights to the respective administrator entity.
The administration rights are usually selected ones of the security settings and wherein the
administration rights are selected to prevent an administrator altering the administration rights of their own
35  respective administrator entity.
Typically the hierarchy model is a model according to the first broad form of the present invention.
In a seventeenth broad form the present invention provides a method of controlling the administration

of the security policy of a business, the security policy being defined using a hierarchy model including:



segnent to a second admnistrator. 10 In an eighteenth broad formthe
present invention provides a conputer program product including conputer
execut abl wocede7178r control ling the adm ni stration of the rEEGRDY2PO! i CYy
of a business in accordance with the_ggthod of the seventeenth broad form
of the present invention. In a nineteenth formthe present invention
provides a.systemfor controlling the adm nistration of the security

policy of usi ness, the securit olicy.being defined ysi a_.hi erarchy
model i ncl PG PRt a5EmR ool Ak Do iR o AEh Mgt e HEIE R ng
an associ at edhersagrivat nodf baoued tb defge tieiseny sty polidyevtschgneies toraockpediied segmersefl t o
define the s ri. i i | i ive segnent of the
busi ness by 2%1 él%:l%“i}é?lgpggfﬁg&rﬁégé}f%? %tgg%ggﬁg?ge?‘ﬁgy%gﬁlggﬁdy settings; and, b) A
nunber of Worhewtliconsconhdvtons.ohneameaing ddhing assoriziosolsitwden dressepratnimedes tihe

segnent  nodeSere0 ind &hiihe be thdasiidst Wl dMcndalg, busi ness, the system
1) A for an ad

i ncluding: 20 An 1 nput_ for assigning mnistrator to each segnent,

t he adni ni st dat OFSigYER Y Fdeiniyaier kb eachfspgmanh dhes admjpisteajor heingj pgpensifle fgyethe
respective segnmepirity @flgs drink rdlpdRiRGS: f aafdapted to allow a first

adm nistrator_ to _del egate responsihility for the securit settjngs of a
eobect i ve SdbBHNEGE B GUEBRES et PO oIy BT CaIY Y oL e e

del egati ng respegsididd seyond slinictesr. 25 a) Determining if the admi nistration
the S condmathonn i 6Tkt Bsnsdulfh REVEEE et frogm g tEnERELE 1O
adni ni stepmputanexeigphlescofio fort deatralggothel addimistratonrefttbe stcority grotiess pba dutiess e
admi ni Sta%%&da&dg v;iéhglrétmeftﬁ%ﬁ o% tnce%ei/énfegﬂth 31%5]3 b Hr tﬁéfﬁésent%x{tg y al I owi ng the

second adm nistrator to performsone or a unction of the first. 30 In a
twent i et h Bragtertdenth fermbe ppseafdpientionparyided p systeanforiecstrellingstht ebinigptratyom i e i ng

a Secur isturi§ ek a bisRbRRIVebunily F31i8Rseizidbied BN hierkrh diRENAGhdiddc! udi ng:  a)
Caus#?ng th§ secur.i t%/f serverdto enerate R_‘Pl_ndl cation of each action taken
on the seclritt S‘/J‘@S‘i"s SRRnHIPIe; Fh Sprsat §?‘§ HEE Mssopiated RuRRehof serl et mes.
action; and, tie)sefhar nadg biifpasseli tgidéfak lthe ssdugtygdlidyndiichabplizfio a3Bspbdiivasegineni oy
first broad ftﬁ)rm.t he rfastent i nv.ention R ovi q,gs a Qorﬁouter pr ogram pr oduct
. . e business by selécting appropriate ones of the securjty Seitiiios? ar . .

i ncludi ng computer Kecut apire reode T or “Honi tor né a Security systemin
accor dancebwit hurblve ofrednhestionsf the henneationst defiting afyp@atigng batween fthet sgment @gdentto

i nvention. | qef@cttt}méfuégﬁgggﬁg&g% Sg,ggnmnglgg;ngr esent invention provides a
system for monitoring a security sySteminplenenting a security server,

the st em cdhpfp dipriglor sapiening Baminstpioniosagpsegnms the adpinisgpionpeingygtponsizle
recei ving an i ngh gakdcity ehtingasHheacdbdine {-alkeM a0 the security system b) A
processor for.,digitally signing the indication; .and, c) A store for storing
P i o tal |0 sParbasPaiREat B AGctAIPRETYS ' ARolectunt iy an ettty
provi des a net hetlingcdnpespetivepeggpnainaacdndadsysdetor.f or nonitoring 5 a
security syst LS 1 =\ st ord pg. an indication, such as an

audi t Iog,){(ﬁ)téccg%%‘gﬁlaﬁcé% idglg.l?l?%rgsﬁogﬁbg\%&ﬁfg@%aken by the security system

t herdby al HoRetryminive if dhei administraticarvights foe ttefinst smmeigirator allow aespensiditie to bahe

net hod usual lggep Gl i3l SecsldQhihinBudihieaddi gi tal Iy signed indication in a table,
each digital Isy Signed indication being stored in a resgecti ve portion of
t he table. b) Selecting some or all of the administration fights for the second administrator to correspond to the

administration right for the first administrator, thereby allowing the second administrator to
perform some or all function of the first.

30 In a twentieth broad form the present invention provides a method of monitoring a security system
implementing a security server, the method including:

a) Causing the security server to generate an indication of each action taken on the security system;
~ b) Digitally signing the indication of each action; and,
c) Storing the digitally signed indication.

35 In a twenty first broad form the present invention provides a computer program product including
computer executable code for monitoring a security system in accordance with the method of the twentieth
broad form of the present invention.

In a twenty second broad form the present invention provides a system for monitoring a security

system implementing a security server, the system comprising:



Typically the security server is adapted to generate an authorisation or
rejection indication in response 10 to a request to performan action, and
wher ei n th@mmg further includes causing the security SermyRto2io0027
generate an indication of each aut horlfatl on or rejection. Digital
signature ensures the integrity of the Stored informtion. Preferably the
store is located renptely. to the security system on a dedicated system
such as one or nore dedi cated servers. This ensures the security of the
stored i nfapr Aairpsirfor re®ivinees indicatifingf each ectigp ek quyhesgaiity@sed on above

model of f q;jSA%ch@s%rlfbxta{gda@xrﬁgmg&ﬁélh&&uawamentI cation, authorization and
adm ni stration functions he security systemallows security

adni ni st r & ofrstoreforgiering feidigitalhigmetindieairt. and appl i cation security-rel at ed
attri but esaccaitniignhd @agehaﬂven@inrw@meé 5 ti6thod SorfAHE PREMAS, and dyﬁﬁﬁii for @ﬁﬁt&ﬂﬁg‘ ds
or X509 certificat ri.%,hiaz, RLivi |.eqges and.access tgl d L{

i s achi é@@aﬂ%ﬁyst%ﬁg aghipyep By staring Any pqiealons Sush RAR A% ?g’éeﬁfﬁ P &t IOB%E’aBeed
t 0 accessicae taeaowuhe se(amtbeﬁalm‘ thefebyaallosiig. theldvaordGakse tulsd dejermsingdveen lateesiptonds
to the ers.or a I cat.i y i d

cont rof T reeSd yRRRY aR Aot AeRlly Sphel Dndigfolfl | FES A AREF Spea

Dr awi ng$disatiog ksinpiteredin atrbseecpvmwm of thgwhlei on wi |l now be described with

reference d@whﬂﬁm@&-&{w&% {quap%ﬁ 1S AW IS authdisMoh SHejeltiod Wdkatlon! i rédponse

schemati c agram of a network root segment including a security server
accohdi thp teauestttﬁ SeirBLe petionnyerthesh: themgihedefunther dnclpdes-qauting theoseqyriiy feaysr to
ShOWhngg&rﬁﬁtegﬁﬁﬁtch@ﬂﬁfh&ﬂa&ﬁ%&ﬁiﬁnSﬁ%ﬁd’tiohy system of Figure 1F Fi gurze 31is
a schematic diagram of one of the secur serv in, Fi gur e

i ure e 15k SEBR P Or GEE RSP L g o e BRI i
present td iy ettt Bysidnt ik @edicated s@staig rsedinsiobr natkeateditatainetvan. Jhaphsvealthaiser

interfats:eecur(tGJtlt}legre&m%rrpw%ohcy server of Figure 3, when defining the
security p of ey of *@ nt node; Figure 6 is a screen shot taken fromthe

gr aphi cal Am;endmglm @c fsca;elety (sBtgm) based enhaboysolpdsl oy ¢ dacilipf to cRityligecauentighiion,

def i ni ngyh HLa Rk laNd éa%gmaaén RAndfohd) @hmém%em%ﬁo@ Qi y e?drdnﬁstﬁto%% 88 Rai Ot
taken fromthe graphical user interface of

server
Fi gur e 3w@naghayerged; spphggtion secyityadaed P‘BWP@S%%"‘@H“"&%%‘I mefa?qSoéuc Uétlﬁ‘ﬁslwé?ﬂis
Pescr [ p]ﬂh@ﬂncq;asskvbﬁiﬁ Br &fsey E&ﬁi’o&@@%ﬁhﬁ‘?@ivﬂeg‘éﬁl aﬂz&aaaé €n@bls allesyﬂﬁﬂsrh@wvé@w e

or inplenmenting the present inven n_Fi
097 0671 P S T Mstelt GrteTings Syl PERCrhAFTHTE & BNt m e Thts
net v2ir k sécunith seer ksparis tohiee users er apalicatiets Wy rdferofig @ thrusliciesad accés cortdl migbyy  t he
comuni gtggdﬂt%%anggw%r 1 could range froma snmall Ethernet LAN (local area

net wor k) "WAN (wi de area network) which is forned froma
nunber of netvvorks distributed throughout the world. 5 Coupled to the

netvvorkﬁlefﬁesal%m?{heqfrawﬁg end stations 2, which allow users to access
the nefwor € services_or infornmatjon cagntai ned t hereon. The
end stations#$ "ﬁﬁ?!ﬂ%%f thy presest W@flon%‘toﬁ’b‘?eedebﬁr;gﬁde‘g’éhﬁ reacsstodhR 2CETPARERE be
connect agwings, ihenieilet work 1 using either wired or wirel ess connections, as
wi Il be appreciated b I Sons s led.in the
'og on seour P LG e aheie JRayerthrs it s tsirad gl oS st G Beppe |
10 nor e tideteadnt inlg@itiony.

Figure 2 is a schematic diagram showing the functionality of the security system of Figure 1;

Figure 3 is a schematic diagram of one of the security servers shown in Figure 2
30 Figure 4 is a schematic diagram of a hierarchy model according to the present invention;
Figure 5 is a screen shot taken from the graphical user interface (GUI) of the policy server of
Figure 3, when defining the security policy of a segment node;
Figure 6 is a screen shot taken from the graphical user interface (GUI) of the policy server of
Figure 3, when defining the privileges of a principal; and,
35 Figure 7 is a screen shot taken from the graphical user interface (GUI) of the policy server of

Figure 3, when defining the access rights to an application.

Detailed Description of the Preferred Embodiments

An example of a system suitable for implementing the present invention is shown in Figure 1. As



Al so coupled to the network 1 is a web server 4 which is used to provide
facilities such as a web site on the Internet 5, which is coupled to the
net wor k lwoagsfi@esn. I n general, access to the Internet 5 pcg/sagnbie! | ed
using an appropriate firewall. In addlf on to the user end stations 2
coupled to the network 1, access to the network can also be 15 achieved in
a nunber of different ways. Thus for exanple, the network 1 could be
accessed using end_ stations 8 which are coupled to the Lnterng{ea via the
| nt er neshomdherystea inphgessh spupunipations pety ol |‘W‘ée‘3f°m§cthee’§?ma BHsPsSy ed
from mmckﬁdxww&bﬁﬁhmmnmsﬁm cdld 15146 romS stnal\iiheiet IARRGo0rINAd2 retlvoi)Pi | e

Bt oved bt SAR TS RoRie Bt o ot BBt ot oy ads 6F PR R R

connect itervorita the Internet 5. In either of these cases, this wi II al I ow 20
renote users t.s.. of e t of
the o1t oo, PeTade farkRats 3nhbf YRy @Saiﬁ.%ffoﬁéér%@%ﬁéﬁ%ﬁ%&s@% Wil
be |imi metuomcandgsmflﬂmngwcsm ne“mammnecomﬂnqdﬁher@ﬁd Toe end;statiens 2, may &k akyolgephof t
w1 be.appe ?%CQJSan s&ﬂaﬁ Qﬁcﬁ%sby%rﬁl&tetdht@ B0 bAL | ORiRg Bithe? ik @r RIS
conmuni cat1 ons sys Wil "be in a simlar manner. 5 An application
server GOflnSC“E‘PSo%VdBHe%Rﬁreélﬂe@)h)’ﬂ?é%@?@k@ﬁ e ®nd station 2 to access various
appl i cations In &gl 18 peRtde iRsIBg S katBHity, /a deburidy %meﬁieﬁlstpaw&iedi Lowviihee wsafbsd af the
end tatlo go access dat abases connected to the network 1. The

func or‘i‘é’me&?ﬂ to¥he security system3 is shown in nore detail in Figure 3.
As shown, thealsoseaikd tb yhesemoﬂ« 1 isclebl e ger & vihidhiiCysed erprevideXBkilitiwhiucinad swets ed
to defin a ge i.C t es n 0] e S

or ovi dedt s TSl Yaveis (B LB oy gp B AL 08 P B MBI B il °
server 2®m0§edusedan¢p@r0@oﬂ¢ﬁlgmlb and noni tor the status of the other servers
20, 23. The ‘irPéHditﬁH ik Q8 Ha S%GIQ Zchou};lmo e néflork ?Qcce?seto ﬂ%@le%rk%gﬁ)w.@o b

nore detail in Figure 2. As shown the servers typi caq@/ i ncl ude a network

i nt eb¥ acehicvad @ awmghsr ofcdiffsent Agys g &7 Fetmnts e oot uoruld e aoTaid dhae Fis K
i nt er f 2GRt R Yhikh aleSoupledtté!thb HEQHDb 85k th@In&rdéf Dﬁﬂ&l’&m’reb 1&va md Aaerﬁalﬁramcéb&‘s vi a

b 11. t/ t devi jcally.
o ovi dedeu B Aty oF Hor AEoE ErBR el B Al bR Ator SO A PR mobie
i nfor rratphmﬂ dra e tO@I’bbﬁplﬂd‘ vithch mbdeai riedhxé caen atdees ®ekiueiathieveé by dinlirg, into the
Accor di ngthfk dfrgct%y;_ Qﬁab%%{ ecéoﬁﬁegtgont\&h e ﬁ%ﬁ@t 9 fInteRI%f §th1é/sg Ea%esztgls vsgﬁ)’ al}%)%v(s may

be any formo &<s] ng as a persona mput ef,

| i ke20 wihgnadte ysers.coeif asghfrné@ﬂﬂw ta@@m daméomﬁlwate{f\eut 9% ﬂ@@éﬁv@, tp W@Sﬁtﬂh@@ﬁtworm S
is typigally achieved by having the processor 12 execute applications
software WD 02/067173 PCT/ SG02/ 00027 -13 generated in cordance with the
present i nverts &P theetespriplon; il o imitedy @ 1dpssrbing the e P? o theeepd gtpltons @, 23

26 bei ngltmgr&hwbel aApprEdiget at Accedsisihdhe er@Detipse, ot theHile bitfRBicaRDELRIEM 9
serversgﬁ)g 216 are shown, it will be realized that the invention my
be i npl ?ﬁ*&a“ 2%yl e server, or on a larger number of servers

di st25 but ed @inofyglitajyipn damrﬁjusngroudedt foealloivr cuarysdfathe @ad sBtidhQgy ae®sssyrzions t he

policy S %ﬁ{onégnd D&atad %er@erg% ﬁé{de‘éﬁr?m?)@/ tﬁelu @llggf fle Ergps@a'hgn Qﬁ‘ﬁ‘aﬁé%& (gl?abasgg.'e

access s ver I'ncl'udes an aut henti cation daenon an authorizatlon
daenon 28wegieido te ngidiktl- daenon  29. The service server 26 inplenments a

confi gur e/ MORiLE Glnckohalihiicf meq&%@ts@ﬁerﬁ 9 iTRH3ivh O meR1cR M POHES. tAChoRh RS
servers 20, 23, as _required. aenonsse%msdég2 24, 25, 29 are inplenented

wi t hin tSFfémﬁrs?}?:'%rs‘%%‘fdﬁs 3 poligy S@chFé 2? Sl it ¥ R etirifyypoligy fopthe bysiness, fin
addi 30 Oncde@ sthérD3 iQRENdA Esr\apleditingiBe defifed BRIGNERINES wailst ARrvideadOdr 23®s,usaml ch

's ali % c?brnggure and monitor the status of the other servers 20, 23.

The configuration of each of the servers 20, 23, 26 is shown in more detail in Figure 2. As shown,
the servets typically include a network interface card 10 for coupling the server to the network 1. The
network interface card 10 is in turn coupled to a processor 12 and a memory 13 via a bus 11. An

35  input/output device (WO device) 14 is also typically provided, usually in the form of a keyboard and
monitor to allow information to be entered and obtained from the security server 3.

Accordingly, it will be appreciated that each of the servers 20, 23, 26 may be any form of

processing system, such as a personal computer, or the like, which is configured in accordance with the

present invention. This is typically achieved by having the processor 12 execute applications software



code for inplenenting a nunber of APIs. The APl library code will form part
of the applications software executed by the processors 12 of each of the
servers 2®0 367129, such that each of the servers 20, 23, ptaidasnoecess to
a respective APl layer 30, although fO{ sinplicity only a single APl |ayer
is shown in Figure 2. In this exanple, ihe API | ayer includes a crypto-AP
31 that is coupled to a key database 32 and a 15 crypto library 33. The
key database 32 and the crypto |library 33 store the keys and rul es which

al | ow t Igeneratsd étpepfrdanprewitieth presenpigventian wieh regylty hefyasiionalibeefte servery Log3 of

Cr ypt 09hg By asAhdviidh $ighsé 2\Th a&%x@w RMdt @l@éie Jeparﬁs)mees A0h €3, 36 br¥ SHown 2@ will 3,

26 to a user database 35, and ase 36 as shown. The_user

dat abas & 384e4 Tgh g HIGHGRE ermBRENAGH ar § HTYEG BAER RO OHES O enres
users Ofdlshbﬂecﬁgl&IaﬂymeIﬁzﬂzﬁﬁlg@ﬁh&&ﬁﬁmm%S (or IDs) and passvvor ds, as WI II be

expl ained in et al I ow. 2 ar dat ase

usedaslto storgg"t‘@sh%S &y r‘éef/g%fnclépﬂeé b‘l?é?y aegm dy? ﬁegmgg

23, 26 dekisnavand itclhedes anrapthememton déenlon @4, Aﬁ’lautﬁﬂnzlasomaawrc@d artdcnncaumtpdaenome
servers 20, 23.. 26 r ' tain
ogs. 1 odor Hegist SreRafinsihelh Bnglie bt 20 4nEh BhuRah e 6 coh QBT 8
coupl e tothersemmi(? glreefewiridt or 27 to a store of config files 40 which are

used to conf 'rﬂéleia%mm%l%cw 'z§ hg%&rlmsme’%ueh%thxnhﬁ‘e pr&.%sseén& 'of':ﬂ?ﬂ: ﬁﬁpe&% t@dr0
envi ronnent Accordi ngly, | ayer 1S use an interface between the

ser Vi s 2033, 263, Inzédlfmro tﬂﬁé ekcé;ﬁervera%oa%%éé lr@éemftnﬁéncw;s%ysr 39 pyhigh {p adrary gl
user dat.aRasempemerkinga Rahiiet ¥f At allR @1 Brary b Wil Gorfitpar Of BSappBiadods RefiwONf i g

fil t 4 t f th t t
 nvent i %%e%wqowc’ﬁ%évﬁ‘ﬁés%%ggef?aséaf SRR R T e

securi t yiceysd empdctyp aPhles 30,altenflofocémplice only b biyglp &P1 layer istshain in Bigurd@f | ned
for an entir ﬁ%%gka%gp%e t}ie'A'h? g&%ﬁd&dgsa toe.ggml tﬁagmoﬁg?o%we; Yo Bk '3§Xndfat he

securi ty system he access serv determ ne
eachlpossgplollibrans®r Tk keshéatabeng 32 ead thoerepto libiey 33 atoroiie keve eedbsmles whiph glloptibe

respect igY§ oH$Clervelk®d; 23TRHIR imb1Oherf YRR Brms R biyBloaptyer s may onl y be provi ded
with rights to access certain enterprise 35 fesources provjded by the

networ k syst énegistHuAP34ris BRYAT) te coupedieservem a0 ptq LY fatakashi> WE’CPOBW t he
appl i catghiehase Feds\eBdwib, Tt@rusétsd&ta&fse Si)iﬁﬁsddfto 'Estbf% Mfﬁlﬂﬁfdgﬁﬂm@.‘éﬁh lofrtak @ot@xﬁlat he
dat abase seryer iser s,  Acc

necessar§PT Yot Sﬁséénéé'é%‘?g “%%P%’F ?02? {) g" dd’ Ss%)f & P BeR fgl’fmé eac‘%ez detaﬂ bel%w

i ndi2Q dsahilayly, daspolivieddtabas 366s iped mistoge the sedwite policief tﬂa@umsa'slscmm mesg?@s

t hat ea 67173 PCT/ S@2/ 00027 -14 The exact nmanner in
whi ch a%gszg?igﬁlngg?%%%% 39[ vary. Accordi 222 the user may be asked to
provi de a usérlopARB37dfprogideide P@:‘P@@%%ﬁ’fé@o BaI8iot log stare38cihe logtior bringysed a

dynani cg} nﬁﬁ@aﬁa"‘@fgg recBfdin@t feF acc@é&“t@) aRl kRl mndh dags A!pqiemofowd&r o tddpBaner al
the identification grocess i.s perforned when the u Eergglre ts to a%ccgss

for exarfpHfgureimeniitid? Rhstaw b erntig fiss 4q Wi HFLA? f f; Serygr 3¢

ti me2s a pMibulpeperiting ynvigaddint (WA) contained in the web server 4, or an
Application Secur.it ASA ontained in.the applicat.i

will prompt 2°RE%RE rté?gp L}?g' Eﬁg i'f Embémeerrfg‘fedbeertlvf'ee1El thepsgwﬁgztougg% Fdent |kf¥ er

i S ent erdeigbakey32, e coper libgdry Bheheelrsdr d;tabatse 8% i prdifodatabese 36 te tagatest ¥ pldhe o

t he W5A the network 1. Upon receipt of the user identifier, the
WSA or %kg\??%t& gorvvard the user identifier to the access 10 server 23
which will O@pr@tl@ qf theequriyaysten th;:cqr@qg,@ﬂe_ present invention will now be described.

30 In general, as outlined above, the security system 3 operates to enforce a security policy which is

defined for an entire business.

In order to implement such a security policy, the security system 3 uses the access server 23 to be
able to determine for each possible user of the end stations 2 the various access rights the respective user
has. Thus, for example, certain users may only be provided with rights to access certain enterprise

35 resources provided by the network system. Thus for example, use of the applications contained on the
applications server 6, or use of some of the information available on the database server 7, may be limited
for some users.

Accordingly, it is necessary for the access server 23 to be able to identify each user individually, as

well as to be able to determine the access privileges that each user has.



The access server 23 of the security server will then access the user

dat abase 35 to determne if the entered user identifier is valid. Thus,
for exanp® 02iob7i7Ble user identifier is a user nane and assuaVsdoedomecr et
password, the access server will checkyjhat the entered password
corresponds to the entered user nane, allowing the identity of the user to
be confirmed. 15 Once the identity of the user has been confirnmed, the user
is logged on_to the syste this st t he access server

assign a randBhi*eeJIEuhs 1 gl"PQaP?‘Fé 1§ 183@“ YA o OB ?ﬁ%’ S&F" maéﬁ’c?gsﬁeﬂl % has
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WBA and t ASA to control the user's access to applications or information
st or ed |1W@ﬁ@Te§é?‘9eW§AAPYA§AVF‘th?Bet‘T"F Will be appreciated fromthis that it
is therefore w&ces&@roymteesdiledenmf,ftmwsaehfxsaem fokwdrl) éhe @pe idestifiat fo@iSacsd he
respective i Vi e s_can be achieved by using the policy

serv f?fv%?g’t“ﬁéi“gﬁg%eéaﬁettg %@éﬁ{ﬂ?ed‘ﬁq“? 5 define a global security policy for
t he entire bTatmess savegahoizthd seomity derVemlﬁehenta@eacﬂm wualatabrss 35S tb deermoleiiftie
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li ke, de for the en |re usi ness organi zation
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of di ffedqlg‘ﬂhgtggg%ﬁyg'mdgéﬁggg&nﬁn&gruct ure generally includes segnent
nodes, pri nci nodes, %tqrou nodes, and_  applicatiaons nodes. The segment
e

node® are us C‘bt?e ity ftheyserdps ﬁ’e(?’é?onfl’é“eﬂ’é]f’? ‘f‘?&r igloggrdiop i PoPriep Rt thig age,
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nodes, zp%{w d%bag@e group, nodes, zero or one application nodes, and zero
or nore ‘se odes. If a first segment node contains a second segnent

node20 t he se&mﬁth!ﬁégﬁ’é‘ﬁi‘ apiryed ieachdimesn aphon is to & dket dher YSAr ASA Wl ergnBat
in that jddesdBhai8Swhith RillSHBI fEesh 28 h@rizatith dadoh hd BetdriiBe fﬂtlﬁesabtuﬁﬁgdlﬁﬂﬁble I'n

this case, WD 02/067173 PCT/ S&)2/ 000 -15 t t se

second oulinghr scapeet ﬂaua%f%%mfssp%‘a@%iﬂs %ﬂ&d‘c@ti‘o& gg’ﬁa"iﬂgﬁf’ uﬁrﬁ%frﬁp r‘,??% ASH? p,
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The hierarchy structure generally includes segment nodes, principal nodes, group nodes, and

applications nodes. The segment nodes are used by the policy officer to define security policies for
different segments within the business. In general, a segment is taken to be a logical unit within the
business, which is responsible for, or at least capable of, organising and administrating respective users,
35  groups or applications.
Each segment node may contain zero or one principal nodes, zero or one group nodes, zero or one
application nodes, and zero or more segment nodes.
If a first segment node contains a second segment node, the second segment node is sometimes

referred to as a sub-segment, in that it relates to a smaller logical unit within the first segment. In this case,



contain one or nore application entities, whilst each application entity
may contain one or nore object entities. In this regard, the object
entities weyo2hg7apy formof data object within the networlkp@ysimoand
accordingly, the application entities ﬁ. ich are typically formed from one
or nore object entities) may correspond to software applications utilised
by the systemshown in Fig. 1. 15 In use, the policy officer therefore
defines the security policy for a business by defining security policies
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pri v20 eges f okn exmeploof sotlr astrgetongis shown infFigsd. G, &, G3, &4 which in turn
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30 As mentioned above, each segment can include zero or one principal nodes which allow the access

(

privileges of individuals to be set. In this example, the segments 62, 65 are each shown as having a
respective principle node 71, 72. Typically other segments will include a respective principle node,
although this has not been shown for clarity purposes. .
The individuals, whose access privileges are defined by the principal nodes, are shown for
35  example, at P1, P2, P3, P4, Thus, as shown it is possible for each principal node to specify the access
privileges for a number of principal entities.
A number of group nodes 73, 74, 75 are also shown. Again, each segment will only have zero or
one group nodes. The group nodes are used to set access privileges for one or more group entities G1, G2,

G3, G4 which in turn specify the access privileges of one or more principal entities. Thus, a principal



Accordingly, the policy officer uses the structure of the segnent, group,
principal and application nodes to nodel the business structure. As

ment i onedwabwe7178 he segnent nodes 61, 62, 63, 64 are usedanyngmmgsent
different portions of the business. T'@lcally, each segnent node is an

i ndependent unit, which is capable of adm nistering its 15 own
applications and users, and which. accordingly can function autononously
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units tW&%mVJe@Pn%wW?%ea?tﬁ@ﬂe@ﬁ GlepHPioRifits, or the like, within
t he busi nessThid fob SxabROIf BO %ﬁﬁdﬂdaeerﬁltgamosvﬁpre@hts ah indﬁ)fduzil R0 &St nSddplybed N

uni t vmthln the hierarch ,) t he org . t hose  of the
ext er naft Bt b‘ﬁ‘?ﬂa‘iya’infiﬁﬁ%an%gb theg Plé @HC‘B{EWBW% %ﬁ”ﬁ%? § STRPLRLY,

par t ner ghickbetifiest datess @RAes foh@n&@lg;tﬂlﬁndﬂ()‘dﬁﬁag@ﬂ ent@pwhiGlY spe€iBes avdebsqpnividiges

chi | Sﬁgnent nodes of the segnent nodes 61, 64 typically form separate

di vi 8i o™ MR’ n t he departnents, which are therefore not necessarily
present in &iniladpsesmbEhofsappcaitrommiedh§l,133e8s g rmenshonndrash obghicieBicludisiah do
not | nCl‘l %1‘ %P¥ q:ll(y.tlog eﬁtﬁgmnt ?&2 Ai’bﬁ\’? V%Q n[& ilcattlgi? nécﬁg gl%m:secﬂ R)d(%%l‘lg i]hee a@éss
correspon er t1ons of busi such a subsidiary

busi nesBenntSﬁelFﬁ foiBe ety ¢aﬁors@gheénwhlﬁbm8cesed a@eve C@?cons@omagv apigptivnespftvare,
depar t NeN Sl dofeb® ob RRLsySHD Sk HoWnby ROHIRE erdiiibd 01, 1R win@HRskea8hd pRcalls | ned
to c rrespond with individuals within the conpany or in external entities.
In t i seii%d4 each individual is represented by a respective principal
entity, Ww thaeagsdingiprtiepiigalffi@ntide the b@ichge SIB0LEANE Grond,tgiinsipdl @sp@plidatien
prlnC|paI ect entities, which represent different

obj ect s® ‘%ﬁﬁ‘%ﬁﬂﬁ?ﬂ%?m%ﬁ¥@ﬁﬁfiues which represent different applications,
are a5500|atedmmmmwdd®pedemmqﬂmmh$®n6bﬁhﬁkmgmw®®r@nwaﬂﬂm@mnpmmm@pé of
the buSkgaS.AESTRESHY, RhSLAMARbE it diGhd¥Berlnt LAIE WHRAKPAbabIPIF IR ing G OUP
and app Ication n e rel ationshi bet ween t hese
nodd§ cawn Berlicdiens msicqsczra and whigh eererdingly ap fungtgn aufongmousiy indsaendent of fe othere

policy %&ﬁrnoaéa maébvwg@;s R a%@ﬁﬁhtfoﬁ|unﬂtk&%1caﬂl§‘%&fe§@ﬁ&to(cﬁfgrém dephrtBx@Ip e Of
whi ch is shown in gure 5 osalgitedthls pr Fi ure5

is assol‘}’l‘eat"’étﬁm\fwli‘etl?‘l‘“f‘ﬁ% Ihisialsg posgiRte At sqmmess ‘3933%“"5%?%&8@ 'é”étr"\'}g igrgrchy; 5

t hat asafkhet withitl e Wig@nigdtioh be tings bMiB6 sxtérfal dehninmidnslesd. Bpplidte clidmerd dné ofhet i Cy
server 20.can reate entries in the policy database so that the hierarchy
structuﬂguf¥rhu‘%haticalIy reflected by the schema of the policy database
36. 20n or der I thisicasel thavegrment tridss 65 ffe 6pEBi wychdert dabddisrem@s npdee pllitfessgmenhagdber  of
predefi BE G iRl ﬁfform LdpGrhid qiv@gm@wﬁﬁgamgpa;ﬁm@ whidh BYe kREdrR@hot héRdsrily Bre€HhOUP
tabl e and ar"application table. Accord g% a WO 02/ 067173 PCT/ SGD2/ 00027
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a paraneter or nuherical value) to set field so that it represents a
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exanpl e, the segnent table mF ﬁx ll ude_ such fiel ds 3 al[i)gssword gxspl rtX
dur at i Oﬁm application nodes, then a model of the relationships between these nodes can be constructed using the

policy server 20. In particular, the policy server 20 provides a graphical user interface (GUI), an example

B

of which is shown in Figure 5, to aid this process.
The GUI shown in Figure 5 is associated with the poﬁcy database 36 by the policy server 20 so
35  that as the structure of the business is defined using the GUI, the policy server 20 can create entries in the
policy database so that the hierarchy structure is automatically reflected by the schema of the policy
database 36.
In order to implement this, the policy database 36 includes a number of predefined tables,

includiﬁg a segment table, a principal table, a group table and an application table. Accordingly, a



"password | ength", "password warning", "password age", and the |ike. An
exanple of this structure is shown in Table 1 below Table 1 Segnent
Passwor d opi2fog7i7asswor d Length Password Password Age Durpgitisgv2déoni ng 15
Accordingly, by entering data into the fields, this allows certain
characteristics of users passwords o1 be def| ned at the segnent |evel,
wll be explained in nore detail below The database tables typically

i nclude default fields that allow a policy officer to define a security
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nodes 120, 122, 123, 125 which are u 135 to define the security policy
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business by simply entering data representative of the respective segment.

An example of this is shown in Figure 5. This example is based on a fictional company XYZ,
which includes offices in the USA and Asia.
25 As shown in Figure 5, the GUI includes a structure view 100, which shows the structure of the
hierarchy which has so far been defined, and an editor screen 101 which is used to define the nodes and
entities contained within the structure, as well as to edit policies for the defined structire nodes and entities.
Accordingly as shown in Figure 5 the policy officer has defined a root segment node 110, which
represents the company XYZ.
30 The root segment node has two child segment nodes which have been defined, namely a USA
office 111 and an Asia region 112, the latter of which has a further child segment node, namely a corporate
segment node 114, as shown.
Each of the root segment node 110, the USA segment node 111, the Asia region segment node 112
and the corporate segment node 114 include respective principal nodes 120, 122, 123, 125 which are used
35

to define the security policy for respective individuals within these respective segments.



XYZ Conpany USA O fice Asia Region Corporate The policy server 20 then
uses this information to generate the structure view 100, as shown in 15
Figure 5 whsozalkoms in the table 2 above, the segnent tabl ecdefdmmsozal | t he
policy fields that are associated w thcethe segment nodes. As would be
appreci ated by a person skilled in the"art, these fields are predefined by
t he prograns, although they can be adjusted by the policy officer if
required. As the system adm nistrator defines the USA office segnent node
111, the useri ggddition iy this, thrapptsesmentnodp 510, thp sia regiop ssegicridiofe | Ryvpd g pysegsgie
segment se@dat nbd114bY irRluperegittive lidufinsded B | ASTY6 PrhiAAGUEK Gbingtdbe st fbil didups | S
defined hetween the USA Ofice entry and the correspondi ng XYZ Conpany in

t he seg thvfd&%f'e. This is achieved by having a uni que segnent |ID for each
segment in t Rnatlgbhespphmdorhande g3 dcpddsertiankihappbitations dntityt 128, dnat8lecertificate

i ndi cat i_ng. t I en n 0 in_.JTabl.e 3,
ani on SR AEATER op S5 Bl B SRRINEE huERTA R oy R oy B 20° o
Segnent | D Paksaranti¢rpd fapge woeadh Bodgiand/eapiaentityovithin thaietarchis dafined nsingd¥&pdioyrpany
110 USA i . i i 11 ; ate 114 112 Thus, for
exanpl e,S%%é&%éi%%%%g%aﬁgégﬁgﬁ%%gﬁﬁf:lﬁ%é%ggg?%bg&réegrrent | D of the XYZ
segnent nodelhph 2§ the USAr &fige if Befinsf anmscetpiidodenan enptdrge erfey yiitbegeaderimthe node
i's the Rementtaé. THRGpPRANEIOE ihe SoghEhiQA1DGHEA 4B B ShineilRARA0e heerr deBinSBATBA!
node.. Sim.| arl } t}e XYZ segnment node does not include a segnent IDin the
pareft POROBP T 2% ndi cating that it is the root segnent node. This
process is then repeated for each of the nodes of the business hierarchy,
so that all the nodes of the hi erarcﬁiqazre entered in the policy database
in an appropriate one of the tables. s, as would be appreciated by a
per son | Skgthdned i n t hResgrdrd EdparypdlasspyrddabgipasBas8®ordii | | i ndassderdaAgesegent
table, |a principal 1gpl&, @ group table and & H&Iication table. As the
hierar¢hy nmodel is defined, thils is reflected by links hetween entries in
the tafPeZ Gempanwnce is reflectdd by the dat hbase schenn| In order tao
def i ne | {USAORiee ycture  the user lwould utilize the edit sdreen 101__Inlits

def aul ﬁ&éﬁ%ﬂbe—_w_pmwdes_a_mm window 140__and
pol i cy LWHOMEE 141, bnd —a registiry window 142 1n 10 additionto thi an

-~
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J
add buttonl 43, an edit button 144, a delete button 145, a save button 146,
and a cancel Thbpblicpnertet 20alied vyoesaitis thefetmation to generated the keuctuseeviewmadod, s ftowada an
addi o%%“e de into the structure, the user need sinply click on the add
but t'on . The user will then be pronpted to enter the type of node which
is to be added shewihinrhe tetHe 2 gbqvecthe pegment table defines all the policy fields that are associated

with the segment nodes. As would be appreciated by a person skilled in the art, these fields are predefined

by the programs, although they can be adjusted by the policy officer if required.
As the system administrator defines the USA office segment node 111, the user will also define
20 that this is related to XYZ company segment node 110, by a parent-child relationship. Accordingly, a link
is defined between the USA Office entry and the corresponding XYZ Company in the ségment table.
This is achieved by having a unique segment ID for each segment in the table, and having a parent
ID column in the table, indicating the segment ID of any parent segments, as shown in Table 3, which
shows a restricted portion of the segment table.
25
Table3
Segment Segment ID Parent ID Password Expiry | Password Length

Duration

XYZ Company 110

USA Office 111 110
Asia Region 112 110
Corporate 114 112

Thus, for example, the USA office segment node includes the segment ID of the XYZ segment
node in the Parent ID column, thus indicating the XYZ segment node is the parent of the USA Office



15 Once the type of node has been determ ned, the user will be pronpted for
additional information, which is used to uniquely define the node, and
this i ncl wder/bhig3requi renments for a nane, which nust be prentSEo@od2mt 0 a
name field 148 and a brief description;gf the node which nust be entered
into a description field 149. Once this has been done, the user can access
the policy w ndow 141 to define the policies for the 20 respective node.
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the parent node of the USA Office segment and accordingly, if the inherit box 1514 is checked, the policy
implemented by the USA office segment node will be identical to that implemented by the XYZ Company
root segment node.

In this case, the data entered into the policy fields of the USA segment node, will be obtained

30  directly from the respective XYZ company entry in the segment table of the policy database.

The policy server also includes a turn on maker checker field 151, which is used to activate a
maker checker procedure which will be explained below, a password lock out field 161, which is used to
lock out a user if they enter an incorrect password a predetermined number of times, and a password
restrxctlon field 152.

35 The password restriction field 152 allows the system administrator to define restrictions on the
password, such as a password expiry duration 153, a character requirement for the password 154, a warning
towards password expiry 155, a password age 156, a special character field 157, and a remember password

section 158. In addition to this, an access time restriction 159, and an access location restriction location
160 are also defined.
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rmatlon which forms part of the home banking

applications entity. Accordingly, the user “Bob” is given access privileges under the home banking

applications entity.

In use, this is achieved by setting an access privilege for the principal entity “Bob” for the home

banking and banking backend applications entities defined in the applications table within the policy
database, as shown by the ticks 178, 179.

A memberships screen 176 is used to define which groups the user belongs to.

‘A policy screen 177 (not shown in detail) is used to define user speciﬁc policy,‘ and will therefore

set out the security settings which apply to the respective user. Again by default, an inherit option is

available to allow the user to simply inherit policy settings from other entities or nodes. Alternatively, the
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As will be appreciated by persons skilled in the art the information required for the application

35 management may be entered manually by hand, or through other methods e.g. uploaded, or alternately may

be obtained by inheritance of information entered elsewhere within the GUI system. As a further

alternative, software can be adapted to automatically add selected information, such as the name and
description within the respective fields, as the software is installed on the network.

Accordingly, a policy officer, when presented with the GUI, can utilize the GUI to define the
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The access server 23 w111 then use the authentication daemon 24 to access the user database 35, via

the registry API 34, to ensure the password and user name are valid. Assuming this to be the case, the
access server 23 will cause the WSA or ASA to allow the user to have access to the network in accordance
with the access privileges defined for that user.

35 Once this has been achieved, all subsequent operations that require security clearance must also be
checked. As described above, this is achieved by having the access server 23 assign a session ID to each
user whom is logged on to the network. Whenever an action is to be taken, the access server 23 will cause
the authorization daemon 25 to access the policy database 36, via the registry API 34, to determine if the

particular action is allowable. This check is performed by checking the policy settings for the respective



Finally, the security admnistrators are in charge of adm nistering the
security policy, application access perm ssions, user credentials, and
privil egewo @tostss is typically achieved by providing at Heazo2ome7
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associ ated child nodes. 20 In general, with the security admnistrators in
charge of security within their own respective segnent, the security

admi ni stpeitwsing thersession 8 foddaptify thhuser, pid @dwmé\ﬂ@rascesﬁela[blt?érto Getbiming if thbpation wi | |
di ffer fgduldRaabhwadm ni strator of each segrrent Accordi ngly, the

adm ni strators _ are assigned different ts at different segnents, the
rights assi giietie BetoRgs 6‘%’P"§’/d’ttm ipdiepties Oaﬂi‘lsc‘ﬁ trasErrpd uitherthe 8\934 HePAjagh.
Thus, i mpﬁr%ateabtﬁMﬂlseXa%ﬁﬂ{ﬂﬁt reSpohiel § trafs@idll ichuéin@ Y WisAt dr SN td"B¥velethe user
asso&n attai( V\ilE htave certain rights for the USA 25 office segnent node,
wher €as &8 < ?dfaféqnent security officer maybe placed in charge of the
Asi a region "lmegthmt disvosien hh fdctrised o@sie, setting of Isé&eﬁtyslﬁﬂhblf lbyya @i‘li&y @ﬂ‘i’ceﬁ/\lfoH
typi cal | ver .t Asi

adni ni Sp%ﬁ%{‘ grnst a{lcgel}#ﬁ?ca on% of g'u 1n8%se%léessu?sg 1fent se&g&soxrfgll g‘ ﬁ,&ﬁhc ac%lngﬁl{a%?]b set
and chaﬁg@ctsftfdhﬁ mgrltqo@)tstemyln Q@erﬁlu déuiBninisRatipnt retvmwmg\ané\mfamdlgtthd SOty
Travers t r to
Ui v (t B Gy it SE e Qul IAKELS Bal 18 Sk ORI Gy FRHE B SO BY gl

det &% snb‘f‘?erEi%éYStenGBFré‘t‘teV iem{( OVW: Right to view (t he details of) object 35

Segment Cont r QYctspifiy, it Qﬂltnaltt@ déHne 8 hehste beldpinmaatidh furRHeHs MRl Rlicy (ﬁ‘ﬁgrs

segnent structcg {) appl i cati on nodes and sub-ségmerit nodés)
Pri nci pAfeBKeP P{sﬁ%ecurﬂ BYBORr eat ef del et ef modi fy user

Cbj ect Contro Iméxsmcy officgrhire inchanpe aff dfitiag tt ea!crmgl p&l;cy@&rjtm&ltlﬁémuaﬁdsoﬁmme
ErCIT/n g%g é e&ﬁ@vgx&oy %}g,?slec%gﬁr Cgﬁﬁoa sE’e\,\% mC Q :[)f gogtroqp in he generata 0D o% the audlt
Pri ndi péileﬂeset (PRS): Right to reset user passvvor d

Admi ni strat OIFEﬁﬁ‘}b lﬂ%(s@t!%h‘)y ad&r@ﬁ%toﬁs%@ﬂ%ﬂr@e{ &*aﬁzﬂ@s&nﬁg{ﬂs @éc%{y%)f?gy, %)é)hcatlon

AdmnlstratorForce AFR) t to force administrator to a
Adni ni sPTstRERESong Amsyredwgmami B““f‘]é%eé’tat%srﬁ ﬁiPE?FlFYa%CblPVBééé’W@% lea#9n¢ oned

above, e@ﬁﬂy&ﬂﬁluﬁdnﬁtyr a6 FhdAi @@ﬁ@t OlitlC AR setSH@ ddpinihir BLRE FespdMELIR T Seurity
setti ngs,. ve se t?ﬁioci]léfg any nodes such as group

r. S
nodes, pf ifih meﬁgﬁpecﬁ%%sg%m%’? (%g a(%flfs %%t sub- 10 segnent nodes,
whi @0 fal | wi lgenaral, hveithr ths peotity edmedxymaerst in cl-:hmevbsepuﬂth@vmdrgthbls ogn\téspecih@e t he
securit Xe&%m ﬁllle §Jc{1 Q&rﬁmﬁ rp Ste gl%w‘?lg +vtl¥ lnﬁl?er& %\%rL ?odalte ollj'i? l1‘ch eﬁ‘é‘ Iﬁg fe the
security adninistrators wou ica e PRI AP 5t i on
rights Wcﬁﬁ‘nnfa‘imm\@f £l SS@@P&? [ lAyccéi@lellthq P@@lmﬁtraﬁw eﬂqaﬂﬁg@eﬂ r@ff@@c wights yat
policy wieRhite tssﬁlﬂﬁi?stasm%ﬂﬁ Eﬁﬁéjorﬁ}htﬁyse Abiks w&%@éﬁ&%d?&'tﬂen%v%d LAl S

such as PCN, PEN, ~ or her simlar rrghts, which allowthemtd control
15 the ARWeELTRIS §ififsherewring pdoppisteatns mns op awspdiated eith i bATereertpa righsfos the USA

Fur ier oific€seginki@ nbdegilicdeatls SdogHaeiffeidt {BRitBEHELH: nhy bSliteMinSThirgl ik Mifregfl for

each Se%’e%?n@ﬁt rodf a5 echse, the first security officer will typically have no rights over the Asia region

segment node.

Examples of administration rights implemented are as follows:

Policy(POL): “Right to set and change security policy

30 Audit(AUD): Right to review audit logs
Traverse(TRA): Right to traverse the hierarchy
SegmentView(SVW): Right to view (the details of) segment
PrincipalView(PYW): Right to view (the details of) user
ObjectView(OVW): Right to view (the details of) object

35 SegmentControl(SCN): Right to create/delete/modify administrator

and segment structure (User, Group,

application nodes and sub-segment nodes)
PrincipalControl(PCN); Right to create/delete/modify user
ObjectControl(OCN): Right to create/delete/modify object




As a result, a security adm nistrator nmay have far greater adm nistration
rights in one segnent than another. It will be appreciated fromthis that
the righted®@etihe security adm nistrators nust be set at pgdies@egoRnt node
| evel , using the policy editor GU, to allowdifferent rights to be
provided for different 20 security ad@#nistrators in each segnent. As a
result of this system the overall security policy of the business can be
mai nt ai ned by the policy officer, whilst allowing the security applied to
an individual to bmincibaR@EEPEN):a respaqgﬁtw@ensme/mgdbteyuseradm nistrator, as
necessary. The poljcy offi Wil | a% %/) have .t he I’I%ht to overturn any
action taken by ar&—é@%@-@“‘ 25 adni gﬁggtf B5 usef ehans PpSSEitar . the pol i cy
of ficer is provi detinvibdlResat(PRSPt i on whi Ribhtad degphvaset hgswoydchr oni sation of the

Seourity polt <Y |1 kuhbeRSRBRARGICS. kil BabllBliRGwoL OO0 Ol NOLY.

this can be used t rmsecuril Cy Is in place
across the entire AdminigfratosFor@(ARRN owi nlyghthefoadﬁfirmmsfmkam dfar pasgyterds f or each
security admi ni st I akghidRuSatAigl! | V. COBUAOLLEdmidiltabr pREGYENLS

adm ni strators being able either accidentally, or i ntentl onally, to ' -

interfere with the security policy 30 of the business, or access

privileges ofadnekivied u@dvs chdh sQ4uRiBY adBRAGRRE &numupbﬂﬁane& qler%ﬁb\ylsel@nga of Wetrher
control, such powerful m ni stration rlghts argms ect to security

f eat ur e WRITFBEF ARSI %P° S AP P BTOHhTUes PEICE Wiy ‘Zita%@‘cﬁk?nélg Py at

| east( t wegnse@tntides, whlaldﬁﬂmtﬁmﬁlﬁtrﬁp&tﬂ(@segme‘rﬁspectI ve segnent. In this case,
any one of t f’ﬁ v?e\e/e(::ruﬁl tn\élgadlran{] r%‘éc%{l .4 numstrators o ’I\J/méaerel;fuﬁ rr“:rolﬂa%s "Ithus forI ght
to pr opose changes SeCUI’I |cy, a Secona secur

adm ni stexzbmde, the sehurdy mkamuld itsgnl'rqallsomt)bem‘sm ttlweP@IL gninisication m@m whlch
changes ans‘saméesg@w hiliafoP o SRBHY WeXseafY RS} A me S080KT ARl g GoANGE

in policy can on I eved hisis rst pr opose e first

securi t yYrigaHy Anly thaIi Behtsaeh HREAN AT PENeer O&PY sipdargighisnihichsaiewthem to control
ad(rjn 1155 Stk PHodss privil e@@ﬁdndéﬁ@&@zﬂéﬂtlﬂ& Wiln ﬁéﬁt?lleﬁ i ndl VI dual gaVI ng t hte ri ]ght to
nodi securi c re i nventjqon .a | es a system for
oogt ng st dintin®Ree s el ired B be st EEtdui i O
- 25 Thi SAsiaesattju seaeit) adsinisgatbheaydiach far giwwahmﬁﬁtxatmdnngﬂts ih Snd sﬁgﬁneﬂiarwnbﬂibm t he
security syst

y Sy I?({r}l?‘f( %]i)gre(%?t%? ﬁ&g E}ngﬁlg! {he lngﬁg ??b e%%cu?i%%%cﬁmﬁﬁxa%o?s ml?s?% get

action that i's In-t
oper at i opgmeahndsle leweh ueivg the tWhWaQﬂ!tPFgGUh éo sl é’rffelt@@trﬁmbﬁefntbs proyu@ﬁ ﬁashi(fenelt

aut hgnt |Sg@5{yqd|amﬁﬁgqam§%gg{ge§@gdton daenons 24 25 call the audlt daenon.
whenever an action is in progress. Accord ,.each 5 tine

aut hori zat i o> bFesyholis szfm e el a@anwo Weofa&laﬁ giness 54 'emmaafélﬁ%by thgi s
fact is pE)E@CHfﬂ&ﬂ vlstta@wigttht becOii® APlied B dnindivigual fo@8 thdngdl Hyaatl’e@ectﬁmec@wh t
daenon 29 store an indication of the nature of the request (i. what
action v%é@“?sga‘alégﬁ%?af)mafnd whet her the action was authorized (i.e. whet her a
proceed or iThaidolity ofespovild @erwendly deveethatright foyovednen aaC esisn sake by a@B3ecurity

I nf t r abl e
a5 hon RoLRRe LI ARalk A5l Ao ASERideS b b e LR Al OE (Rdchuol Blch

wri tt en of thesequhty neliel for #lbigemend In@des Wiithiny therbupiness.c Aedorsinghs thisrean be pesd an@sura ate

at whi Chyd BEniffh Qi pEULY Esqulaégr&h%ssgﬁé)éﬁtﬂ%sme@ egrity protecti On of the
audit log, and allows the audit _ daenon 29 to access the audit ‘ﬁ@t abl e at

a later date Bl oméfrerﬁdﬁénsgeﬁwt%f?rrﬁécha%m qdgtisiator, toghe tighily ‘fOBF ¢ this
parti culpadves hdin@istralofebetigdblt eiﬂﬁg adcmbﬁtaly;wnmrohﬂm 16 dtdrRerdgittsth@seeditPpolic
arch%ved th a furthervggg fa s(#ugg e bein ng 15 provi ded during t%e
proc Hséli‘frsseo%aé%eﬁsrfi“t of gyt °TSeBEUS i gnature wil |l i ncl ude
encoded i nf dh pedei Ipraviig arfathegednie, sudlvpeverof adatdisteis dghtardabjeanda woeity t he
log was fcali:uerg‘ Ea%gd m;rléép heacel‘ %n&&' s will

This system operates by assigning at least two security administrators to a respective segment. In

this case, any one of the security administrators with a POL Maker right has the right to propose changes to
35  security policy, whereas a second security administrator with a POL Checker right only has the right to
confirm changes proposed by the first security administrator. Accordingly, a change in policy can only be
achieved if this is first proposed by the first security administrator and then confirmed by the second
security administrator, thereby preventing one single individual having the right to modify security policy.

The present invention also provides a system for logging actions taken by users of the system.



occur either after a predeterm ned anount of tinme, such as one hour, or
after a predeterm ned nunber of actions have been recorded and the | og
file is fweldazobm7addition to this, the |og store 38 coul d Hma/dGeabed on a
dedi cat ed secure server, thereby furthﬁr 20 preventing the | ogs being
tanpered wth. Thus, the present inven P6n operates to enforce enterprise
security policies effectively by: a) Defining security policies, user

privileges and obj ect perm ssions based on a segnented hi erarchy nodel of
users, (hisigpshigyed vsippibe ewditidesmen 2, whiduielecat¢dovithin thessPunitiswstemBon usaithe audili ch

My CONgh&iondd opdaredds floskd Edh bieh B! iS hkenWRING A SudiABPhLbIE AlthOBS dore §§1 d
sub-segnments. The segnented hierarchy is closely mrrors a conp

exi sting or géfﬁrquaﬁqa@frv cgp e aqhisre byﬂwg& fhp Ssla%racfeinﬁ@wn% S%‘é‘d’ﬁé‘??ta“%?t}cé@ﬁéﬁ@ls to
an or ganimeihatih Geteinan tmaﬂ th® auchtma&manhatenmw@etldnt@n%@@ pAdcgﬁIden&cl@-nd

b) Th t d d {. t
b SegrRen Tt BB G ROV Y P EAT e ATaen TR GEBITERed Poe ¢
par ent sedindaion &Jh—a&ﬁgﬂ’e Ettgstaulmyrk@\aedlf dagon 2Bwillastondn iBdigtibh 6fthe nadide GNthé he
gbgg:: dlhﬁgd &st Bg?gx)ev rraé I% E%e%lueﬁta crri} %qéegrgfdefz}ec (I)r;[ v%assagt loJrIizleé Yl aep\g/{éethe}/a\g)\nro%&h%ral .
i medi atimlibjt rwognms gﬁadat@d)bwﬂlﬂﬁceess segnENt s and | t s subor di nat ed segnents.
c) Users and Iﬂﬁhxg%r? regg@mg efch q&fén\w&lb sk nﬁ@&m&ﬁg% fb @591@% Tecmei‘h@r e

autonmatically su security policy speci segne

wher ¥ t fiesgrdayill bey élgit%dlgnes@efsye ltrlﬁ arigercipieitaaudiplog taple; ‘Elﬂ’cPéfﬂi%HO“b)f ﬂSé@wn@ y

Pol i cy @hihbC@Kish thé'&&i@n a&drr@nﬁqarswld@ymégﬁﬂyrptateeuorﬁsimﬂermﬁ gt R4 sllowseMd RAWed by
Security Auditors. X ‘rjP anulzi\ cesy control of security
dif gs'%ﬂ o5

S ni SRR deren il pér ¢ Ao EEming Fitft Aare Ry pyer
practi c%rf&npdamuqm&kscnbn ke Segregation of Duty and Least Pr| vi ege a)

Security adm.ni st tor are _sear e gtors | hrough
Che use of o ie arirThe e3P s SRR Shard B B0 ST Bl R0 R

i nt k¥ apewided mupag the quécass, to seewr bacyritaddfitd srerdt ol bis ugeattuhewbohqhmp adidedr ,
Whi | ST imaiahloBue ik Bludhd: BF RiSnd ko6Erdell Snd Rkl 108 %é’&éatedb)TKQ@ﬁWthlrs Wil
Admi nistrators are defined at segnent |evel cah be assi to very

gr anul aroccus gifheR PRy a Frodefprmyineg pRgunt gk tine sudh e Oafb]@f% or gfteg p pséeterrmrte? npr@bqr@i}

O ficer ,actﬁﬂ§wvbbéénwdﬂdé@dhd@ﬁ%g$ﬂ£idlﬁlmy Adm ni strator functions are
differentiat [ om eac h Adm trators are assigned to
i freront i ghedlied By Be dr g ahlode opndn s dicfale® ey o8 BRI B hose
ri ghaGs, pvdvemMg&méogseqngmlﬁpbra‘dmﬂxt heir job. Access Matrix can ensure that
Policy and Audit will not assigned to those security adm nistrators who
have other administration rights. 10 d) The scope of the assigned

admi ni st rat i gy, ihyhrresent vdniier apetdtes to enfotce seigmusetseontiey peliocids efectichlsi by st r at or

i s definedyanslahig se%Hx@t%Siic&é‘txééi pRPEHIR g ob@&tpéﬁmlﬂﬁs%ieéfoﬁ %%eéﬁ‘leﬁt@@iﬁ%ra{cﬁf

Policy ri ght cannot nodify security policies. f) Adm nistrator wt

Del egat i on QFPQdEhPT users, grawns g applisatiqns oy segment dsran grinainisigtion g, phich @abfcﬁ@ft of
admias strat orwsersflhalc@ma)nosg&ts:@@pﬁoaﬁ@&) Ml st velnents. MEhelsé@th®d hierakheisGloadly ed
or antor has. g ERE @doTRY & FEi e ARy RARFEE: S PESEPE GagRb e Rber  ul
adm ni st r at| annorgagllaa;tlsmd@amhde&'elantahnmgmts@bvnlap@hat&nmmum subj ected to
Maker - eI.rhe (gé%ﬂltltﬁrg%)hca/ chh d%ﬁlg:%pttoo%&ﬁe?ﬁ febe? O%E%égm%gtqg\}%?k si68 tgrm%llt claé on,

al | m)dlfl ation-re
inherit the security policy from its parent segment. Sub-segments may override its parent’s policy.

30 On the other hand, parent segments can synchronize its security policy within all subordinated
segments. The change of security policy at a segment can immediately be enforced to whole
segments and its subordinated segments.

c) Users and objects are defined within the segmented hierarchy. They are automatically subjected to
the security policy specified at the segment where they are defined. ‘

35 d) The security policy is defined by Security Policy Officers, used and enforced by Security
Administrators, reviewed by Security Auditors.

To provide granular access control of security administration with built-in support for the best
industrial ‘security practices & principals like Segregation of Duty and Least Privilege.

a) Security administrators are segregated from system administrators through the use of different



adm nistrator's rights will be marked as either Miker or Checker. Only the
Maker can submt requests, which nust be approved by respective Checker
bef ore t hwooes7gegnent perforns the 20 action. Mker - ChaxkesGoeonir ol
policy can be configurable to turn on qr off at segnent level. h) Users are
only assigned to the roles of those ap Pircations and objects, to which they
are required to access. The present invention defines Miutually Excl usive
Role Group (MERG) to ensure that a wuser at any tine can assune at nost one
rol e within &iNEREatqn)intEaces I8 pedigilarg secidn adhinidiyators wiet thé nolisy silitpsswhilst the

applications Syﬁe@mgﬁaags@ythgm@& conditions. 25 For exanple, assune
that w thdraw cash needs to be dg\ﬁg controlled by two roles: Submtter and

Approver and SCRBBHACREEEatoR) 3 dPERA chsremsabiavel aF aRbe HETEIRT Ca SRy AP e
The fol | ow ngdmimatidnirights 4 bt o tsve.e t hat the Approver is not the Submtter

R N T

3 5s y st em deffiomeghclv athérdyl rightsh tdmiirSstia@ts droadsiggedanl difRrdht m&m diffafent keméndd. €

i.e. Approv t n. may. be assi rol es
because of sﬁrgﬁf L\;?Iebgrﬁ gﬁ éss1§ g Accor%htsg}vxwﬁ) 1 reqﬁlrlrgé; g)ﬁtthe1r g\cce(ﬁ#cgg‘é‘k‘?“t 0
provi de a secBivie fataltphif it Avditi vol oot zssignedrik those sdeerity @drlm}smcir@ 6%d Rdve other

PCT/ SQ02/ ooo%gmmsggnonﬂgﬁs CLAIMS: 1) A hierarchy nodel for nodelling the
secu ]ré)gty poI icy of busi ness, the hierarchy nodel including: a) A nunber

of seynent n&é}%gcop%%the seigied REmHSIRIoD SEHY ISdglétsd fothejgspmerts where thissadginistptor

policy whi Ch1S@ﬂﬂéd&81t§@b@dlhﬁ&ge§hén\;ge segnent of the business, each segnent
bei ng asso ted Wi h a nu resgl gl%l ve | ndividual s and/ or

applicatio s dg’é‘BWa ‘t‘tq%?d’g“yrfﬁ? t aah g qeﬁ’é’&p‘%ﬁ? of the follow ng:

i) A princh pa%ldnmodm;or t\mh mlegmzb;pabptzmd:eﬁ daBgang plansecd etllo ofl @fsthae riphte tsaﬁwi ty
policy which t Lve in t.he busin

princi pal noég‘%ﬁﬁ‘a&% g%ﬁtépga(rﬁtlater 8 revo e %tssh encf ’%‘T fm o d grafee, E‘F‘fﬁ caise

pri nd pal entéct segmortierspok dienights thatether g;g}wdras greltqdn@ntmadeaay andir@euisivelyAn

appl i cati ofy R9Ges fopewaRRbdbiaktA5h Héiﬁ’s‘%% &SRR ﬁQ\tsdchfx b@s%b}eaﬁx 3 %ﬁéﬂ ty

policy which applies to respective ap&lcatlons or Objects wt

busi ness, e a(ﬁlfe‘ﬁﬂp‘Fan'%h o segmant wherscths ek %ﬁ‘é‘e’bﬁ’(’nﬁﬁrlé oy 3| edificpting-relpted

obj ect entit Iaﬁﬁunsﬁditﬁk sﬁ‘ﬁgﬂﬂs ﬁiﬂmel Bakddo e@her WYLBE br @lﬁEieE YOnlf B eI aEnt 0 a
respectl ve agé) 111

0 ect 0 the rou es being
used to defi nequ’?S ICQ ‘i‘§7 J[?B‘ioi’égfyvﬁﬁ%p&?’iwgﬁglf&gs e %09’ B’t li’e\‘/tgm@sr%ﬁps
of &0 nci pal sctwntMakwr-Clwkémﬁ&nmml,cy emdh cgifigugbla wdernion ot dfthit Etgmemeevelr nor e
group entigi COl+
eapect i vedi o R qap 2kl QUR AR drink,QpAERARANI Afbobilo Rudh AdParPisguiea o
defi ni ng assé%qeﬁit T%Efe%ﬁéttlﬂ)@éwlltqﬁénqqd‘é@@ﬂv ExelusivecRaele Grvap (MERGY toumenro fhat de

busi ness. 2) uhr a8y 86 bk 8REE bt nRECRE HidinliQa #ERIGN 1, Wherein each segnent
node may | S]C IDyQa?nng rS]eegrggl;ltlorLDgfe])u%yhvl&nlicllclin business applications is supported by parameter-conditions.
25 For example, assume that withdraw cash needs to be duly controlled by two roles: Submitter and
Approver and two methods:
Withdraw_Cash_Submit and Withdraw_Cash_Approve. The following
condition will ensure that the Approver is not the Submitter of same
transaction:
30 <Approver,
Withdraw_Cash_Approve,

(Submitter !=ROLE_HOLDER) >

(Here the Submitter is input parameter while ROLE HOLDER is
35 system-defined variable that is set to the current holder of the role i.e.
Approver. Note that same person may be assigned to these two roles

because of small team sizes.)

Accordingly, the present invention seeks to provide a security administration framework for large-



20 segnent nodes, each child segnent node defining the security policy for
a logical unit within the respective parent segnent. 3) A hierarchy nodel
accor di ngwoo2mkai7sn 2, wherein the hi erarchy nodel further RaTedGod@s02at | east
one root segnment node, the root seg node being a segnent node with no
parent nodes. 4) A hierarchy nodel according to any of the preceding
clainms, wherein the nodel further includes 25 application collection
entities, each application collection entity representing a collection of
appl i catPBALABMSi ties. 5) A hierarchy model according to any of the

precedi ng AhiekitRy mydeefoenBddihg mdﬁhtyipsmymsph BisRRispe Nibrbddhymodal ifkdddadgase, the

dat abase i cIudl nunber .of t b es t abl ent i ctive
b of et TRl PR ingEy oif feegieora AT Boité Woed o e B8 bRl SOREY o m
5, the dat ab@gphesitbalresgectige gmeag et bﬁ@bksewchlsegmmtehemg msseddtdl withegumatbbr sfode
i er o chy. nogoro s SpaSRREC b, Sticalont boh Redeif SEHTRARLER Bt By Bt 4
princi pal tafslleyingnd wherein each principal entity is represented by a
respective entr i I rding
to any of cl Qu n%p%ﬂcwf el %p%&}?aalﬁcglgéeb%%?sﬁ”? ﬁ%ﬁrﬁtﬂérsgcﬁ%t% % Wﬁﬁlﬁ ap'jh‘é g%r ein
35 each group d&ffppatiye inélvwmﬁléhusw%ae%&rﬁ@m ing léwtdﬂlgzomrmqne Rrineirglr oup
table. 9) A hi ehftieshd B@ﬂshno@ﬁp@ﬁglc&gesmdﬁgw epf%spsdnaé iﬁﬁmﬂudlo 7, the database
|nclﬁd|ng a pl|%¥$ n ta % Ilcatlo obj ect _entit and
applilcat i on Boltk oRBAPGe tg‘ ° 38t ‘r‘i?j‘oP §’r‘i‘§é‘8e I?"etgep%eif T, BOlGH ¢
the applicati omppl&blte.remtloélaﬂﬁﬁélﬁbﬁs BC'BBJ&E&K)%MO@? busn%s k@c)h 4pph¢ae‘5ramdey
nre’ ¢ apr osent el sior? B Bectiol Br Sriect BN dob I MR Gon 45 FRANSELY O
?ﬁdel chOLdingmn@maﬂ&%@;;fh@dazgmédg?gmnﬁ&ht; mh$£e|n each node mn;h|n

e node e r r
policy belngﬁﬁé?%ﬁgggﬁgése %g?|ag%£”pg6§§fgkg Xeﬁ%;g@ﬂ%ﬁmhﬁgﬁggg LE #
settlPngs. 12) ACHPEVaEHP HoHesp c‘&‘gﬁﬂdihﬁ@“%“%?s% each BrorR n‘%‘l@“ﬁ“‘%’éﬁ@ﬁdbwpmon
any of claims Srdu edidies, 0h@éaCh frolity cOdsponding tcﬁbegfrd,u@@drehﬂactare mesiaeas; i ve row

of the respective table, each sec settin el n ined, within a
Cespect | vé) oBI TR O?ﬁym/?\ctm%ﬂﬁ e RS anint 8Pt bt e phct Moieted e 1o
wher ei n eachsttuyipe offheibodi@shias respective 10 security settlngs 14) A

b Y BB PN i o, 1o 5, AOPRRALD.S ATn BB e
mand§i ng tstEmeatBesiss, @@@dcldépﬁwat nadp slefipies thadeopitumliey, foas)logkahmetr ‘am%enodel

for nDde|k&@gmLQﬁm§@§%ﬁ$&y policy of a bu5|ness substantially as
her ei nbefore described. 15 16) A ngethod gener at i % a hierarchy nodel

for nodé 4 hgrarchemedsd aecprdipe fotisimyg. wherein g eﬁ‘éfé‘% moglg) tiprddes ot fsast pRFi ARk a)
Def i ni ng tskgenelﬂumaet&&oasegﬁheﬂuﬁbﬁfen@fa ssgagﬁfamﬁé:mﬂexaimreﬁﬁga@nt bei gg ia
respectlve ni usi I’l r.m ni.n Ivi.aua
oroe oY % Hrtah ok cfing 5 R B probe L SHE P OF mieddl bt s 50
c) DRéfini ragpl&atxmrcb@ctmm‘ engiggg it applevdism, cobatidn ediympndsentioglecdiedtingofirg@tation
define the security policy

5) A hierarchy model according to any of the preceding claims, wherein the model is implemented within

a database, the database including a number of tables, each table representing a respective type of node
within the model.
30 6) A hierarchy model according to claim 5, the database including a segment table, and wherein each
segment node is represented by a respective entry within the segment table.
7) A hierarchy model according to claim 5 or claim 6, the database including a principal table, and
wherein each principal entity is represented by a respective entry within the principal table.
8) A hierarchy model according to any of claims 5 to 7, the database including a group table, and wherein
35 each group entity is represented by a respective entry within the group table.
9) A hierarchy model according to any of claims 4 to 7, the database including a application table, each
application entity, object entity and application collection entity being represented by a respective entry

in the application table,



whi ch applies to a respective segnent of the business; d) Defining at | east
one principal, group and/or application node, each principal, group and/or
appl i cati wo 2odei7bei ng used to define the security policy resdozappiies to
respective individuals, groups of i nd%%\ll\edual s and/ or applications; and, 25
e) Defining a nunber of connecti ons b en the defined nodes in accordance
with the relationships between the segnents, individuals and/or
applications to reflect the structure of the business. 17) A nethod

accor di M) 4 Bicsrcky imads! a¢crwingelorisy of wheitres P iy SYhgTeHgthe aPmber RS- COB)CHAF 98T pal

entities, r@ﬁ&&tWHyﬂﬁkmkW@ﬂgﬂuﬁéé np@étragsspondl ng to a respective individual;

b) one or npre application or ct enltles nd, eah Lication

obj ect &hth Hragehy P“@g%ﬁ??(i’fdﬁ’é ' &Y T PFeg Jig% VRS %ﬁ‘g 'g éetl 1C%asand,
c) One OI’ aﬁﬁﬁsﬁc@é@ﬂtﬁn&ﬂbf fcowrty setiifds, eiRCRci@ityopylice béing Yefinet E}e&]@ah@lapgolbrﬂtea
grou respgg}t " ividuals; 18) A nethod according to claim16 or

cl ai 17 RS ﬁecflﬂéf Hod further includes: a) Generating a database,

t he dat az:)aﬁs bietaghp gnofidracepadifg wrolam idymien dependabbesyy a”mlb,ims 3% W) whssiochet i ng
each tabl (oo csgt% aim
T3, wher oiti foieRdaE R 3EpLaife FURE X reRR bt i TR O BRERRE b dnd e
a respect i Widingarrespgeting eipn.t he segnent table; b) Each pr| nC| pal entity as a
respect hyey ﬁia;awly%adbﬂ &c&hﬁg 6 bl PRbr LA €, wHedeinESH ok QB Rod Mak Tréé%e%ﬁv@
respective entry within the group table; and, WO 02/ 067173 PCT/ S&2/ 00027
-30 1(9) EacEUHPSFTeSt i on enti ty, object entity and/or application collection
entity ap /ahlé@ﬁ:ajaﬁiouélac@nﬁﬁgyto iafly ofttheeprégihg Claits OWherdbéaeh se%ﬂl)znt/@oﬂi’ﬁ%ﬁdhﬂﬂto a

according to c n th t hod. f ur t her. l ves d

Rt S A e e S A TR A S S

21) A nmef)hodieodchyemeatehforngodalling elreasecthyy polibg| of s besinasst suhdtdxmalblsashMmbnfom‘ or e
descri bed.  22) A method according to any of clains 16 to 21, wherein the
hi erarchy nodel 'is a nodel accordi ng any of claims 1 to 15. 23)-A
conpdt el6)pk methetheimeariting aihivedrendl imogel do pndelting g escuiity Bolisy pf dbjisiaess cdbomethest

gener at i NQp@dites rar chy nodel in accor dance with the nethod of any of

clainms 16 to_2 %4 Acorrng#) ram roduct according to Cltﬁig

the conput®r &%&% PEREt @ HEPH P! SteBFEs B KENTHREE & FeSRERA 4B &1 d‘i"hm
25) A conput aismmssogr am pr oduct | ncI ud| ng, conputer executabl e program code
for gener gt a. scri bed.
O N TR B (e e L U LR R R
pol iZy of @ Da’@nmgessqmliehef segmenhn@psamhyemnteiodﬁ Pritieudédtg defiie ﬂﬂwequnpmohcy
adapted to r@ﬁﬁhxlgmmeu e%pechoe HEldnlirRQ phdifesbuSi ness as a number of
segnents, each segnent bel ng fespective unit within the business; ||)

| denti fyi ) PrEningal ipdas @naml OFOURPIN{OE APRLIGHiON AR At BARCRRl §TuR CRY/BR ¢ -

20 iii) Defi giphgatidn RHEIRIMg AfcdS6 BEMRB the REAAE, poBACHNIGELHERA o AAKEIVESddGIBEd to

fin h ri
de e the Sgr%gps c;[f};ldlwduals and/or applications; and,

25 e) Defining a number of connections between the defined nodes in accordance with the relationships
between the segments, individuals and/or applications to reflect the structure of the business.
17) A method according to claim 16, the method further involving defining:
a) principal entities, each principal entity corresponding to a respective individual;
b) one or more application or object entities, and each application or object entity corresponding to a
30 respective application or object; and,
_¢) one or more group entities, and each group entify corresponding to a group of respective
individuals;
18) A method according to claim 16 or claim 17, wherein the method further includes:
a) Generaltin{c;r a database, the database being formed from a number of tables; and,
35 b) Associating each table with a respective type of node.
19) A method according to claim 18, wherein the method further includes defining:
a) Each segment node as a respective entry within the segment table;
b) Each principal entity as a respective entry within the principal table;
¢) Each group entity as a respective entry within the group table; and,



policy which applies to a respective segnent of the business; iv) Defining
at | east one principal, group and/or application node, each principal,
group andwaro2/0appBi cati on node being used to define the sexavidog/opnli cy
whi ch applies to respective indivi duaéﬁ,_ groups of individuals and/or
applications; and, 25 v) Defining a nuihber of connections between the
defined nodes in accordance with the relationships between the segnents,

i ndi vidual s and/ or_applications to reflect the s;ructure of the business.

b) A stored Ead apglce onpefnggfeglggc,t enita piden 2pRjicatis colieclesn ATty 38 @ ZPPRIETSIH

tables in thqleablgrc@uonlmb)e Assom ate each table with a respective node in the

hi erarc del ;. and Def i ne er.o e es
each i %) goé’pﬁl@ge?‘ff?rﬂ‘ﬁg & c?@ﬁ’ﬁelgt Bﬁelgé{%&tﬁod rﬁé@ﬁ &Vfaveévﬁg%%%ﬁ f’%e
tabl es. 27jonfsctys by dafingdinkh tatyvetentrleainthedleswher ei n i nput is adapt ed to
al l ow t o, defi.ne: i principal entity
cor r\<,a§sp02)d‘Sd {hf)é Ofage?eé%tln ath le%?Ch?L]dBel S‘% rﬁg%eﬁ%lle{nb&gmﬁ%@gppl i cation or
obj ect éﬂlAtme&@d a@mdhrgag anyapfplldinat 6 ior21ovhert) te hiceandhy mpdd dy ¢ wesbedpdigete a
respectivey; 29%1&19@“00& or- object; and, c) one or nore group entities, and
each group éntity.corresponding to a group of respective individuals;

02/ 0671 23) Perss prapgopgroducsinclyding gemplien expquizble dresramycade o |ggnerine hlmha n

the prOcesﬁ&fel1h%ccfois!faﬁd%@shtl1&lﬁiﬁﬁ€ﬂﬁﬂof&y@ﬁélhﬁ@lmolzl Each segnent node as a

resp ctlve entry within the se entity as a
Faplbt 1AFEA SR e aEn PO FETHIEE (afm i B Oy CERuP PR B s o
respecti Vecoﬁij)htéxyrealﬂablbhﬁdlhﬂﬂe group table; and, 5 iv) Each application

ity, d/ |
gm 'r;y izg)b{\ﬁgr%% egltp'ré atma}()r;rod o 5 ﬁl&ﬂnéz%j%tpkt%“ex%@ &E&E@g%%ﬁ% lfc%réer%fatn?%é gg&eﬁ}' ve
wher ei n thmodptmbﬂa&@lﬂyaﬁlerbmbetfbredesmpt ed to define the nunber of
connect igNng 519;4@9%&' gén@lgnﬁg Qifl%em@&gvxﬁaa ﬁ,ptn;adaﬁng ra]et R6urkPRIIRS -of 3Dhusifess Vi €M

according to any 9, the systemfurther including a

di splaay, ahi@faﬂﬁﬁéfﬂ%ehmflh@ng 10 pr ocessor is adapted to display icons to the
user of thg madgp&atéﬁmlﬁ@pr esentl ng segnment nodes, applicati on
nodes, group noéﬁ princi th temb adapt.ed to

the user to e IEE‘F?SF? & gfe ?gs’ﬁgﬁﬁe%ﬁ%etél‘l%oafre?géﬁ%wt

arrangi ng segnemibbmsﬁmsfss on the di spI ay; ii) ldentify the individuals and/ or

appl i cati ons nzsl%grﬁ fﬁ%% Hiuggﬂd/o? %%ﬂ%ﬁ&ns%ysoagtgmﬁ{ di6h > appl ication,

group and pri e 1rcons ont and, i11) Define relative
i nt e2@onnect |ndnEeibmg/\?eeumhermef Wﬁnﬁ@dﬂeﬁcﬁd‘ésse@}lﬂampweﬁ’@ usgsleto gafine thepsePyrigk t he

respective i Conﬁohc?gv)ncl’e‘ap?)ﬁ%tt@ ErIefs&Etwg@&‘ﬂfeﬁto'f A vikiddker ar chy nodel
substantially as hereinbefore described wt eference to the acconpanying

drawi ngs. 20 32Wpetming atdeasy e PHPARFhETIUB 28HSF @Pﬂ‘iﬁ“ﬁ pAde.zgch Ryingipal, grpRp WJOF em
generating a hi ghpastiby noBdetingaddr @b dfind Ghe security policy which applies to respective

individuals, groups of individuals and/or applications; and,

25 v) Defining a number of connections between the defined nodes in accordance with the
relationships between the segments, individuals and/or applications to reflect the structure of
the business.

b) A store; and,
¢) A processor adapted to:
30 i) Generate a number of tables in the store;
ii) Associate each table with a respective node in the hierarchy model; and,
iii) Define a number of links between the tables, each link representing a connection between
respective nodes within the tables.
27) A system according to claim 26, wherein input is adapted to allow the user to define:

35 a) principal entities, each principal entity corresponding to a respective individual;

b) one or more application or object entities, and each application or object entity corresponding to a
respective application or object; and,
¢) one or more group entities, and each group entity corresponding to a group of respective

individuals;



any of clainms 1 to 15. 33) A nmethod of defining a security policy for a
busi ness, the nethod including: a) Defining the business in terns of a

hi er ar chywigo@gl7178 he hi erarchy nodel including: i) A nunbgctadcossarrent
nodes, each segnment node being used to 1g_efi ne the security policy which 25
applies to a respective segnent of the business; ii) At |east one
principal, group and/or application node, each principal, group and/or
application node being used to define the security policy which applies to
r espect £V PREPGEatiedo C%ﬁ“b?(?pg’h%?mﬂ‘FﬁHFe\W"Hlﬁﬂr@e%&Ht"dﬁo 491Fi cat i ons; and,

iii) A nunbep dacicephathodensabejesenrntynaihdahd Rederd@gRs, the connections
representi ng. aLionshi ps. between. the se i ndi vi dual s and/ or

L 30 rel | . S,
appl i cati onsit Bfaf’lblfrf”é‘@gle e 2% ‘iﬁfP(%?tUF EnthW“H’t“ﬁlée P&a@?ﬁg"@@e b) Specifying the
security pol liiy \Eatlogrogt entigas b resntive@fitryt withinthdgsupi tibld; asd, hi er ar chy nodel ; and,
c) Propagatin e ecjfl ri Licy to other naodes in the
hi er gr chy Mot gIéagﬁﬁpﬁﬁgﬁ%%ﬁ%’d%ggéég?t@%@%f g)péfa}alfn?ﬁ’ %%%loﬁﬁrcé%g%?sna FREUNT 8y chy
nodel is a nodehthaeedicdtiongpbleo any of claims 1 35 to 15. 35) A method
accor di QQA st{%wc%r ) % o clﬁih??@vﬁéreha%éi?r@&e@sof E&gfglqﬁetr qg%tegfto qgffn'e %entglr&bpre%

. f
business’in terns of a hierarchy nodel 1nc S generating a hierarchy
nodel in gewseligantedefipingliphsbetramiraticnn heigplesf clains 16 to 22. WO

02/ 067138 Azt @edt AR08 tny 0f32aidH26 6 20BhNIslerd G BEChdMeHiteO GdpilyBnd Rher¥ii @R
depelgdent on cl ai g‘%ﬁa\,\%er ei.n the net hod of defj nj n% the securit

y
set ti'ngs REFSHOTD A io0q§ oCRHEPRL gy ER hg 19 depresertiag seamery adedur i ty
settings fapplichtid dodspeotp Malen asteprirapsl, nobigs, the Ryt Bng dapted BUllbl hed@bBtoas
part of th(% re_especti ve entry within the respective table within the 5
dat abase. % "A nmethod according to claim 36, wherein the nethod further
i nvol ves pr opadtinnthe bismesial b neubes efsegnienty, by sairginggegnieot ictnk ex thedishday; i N t he

hi er ar chy nogel i ~UEL LY. datast 0.0 Mo cjes in
t he dat abas eﬁé%%ﬁﬁ%%@?ﬁ%ﬁﬂﬂ%gﬁ%ﬂ%ﬁ%ﬁdﬁ 58%1@%%,1 b e%%? N egkggcaﬁrgllgé[;ﬂ

set thongs appl i eaplication, FATA 41d sersinshirodeisens opthy disalay; 8%kr ri de the security

settings propgakied rddioatdeniREns Chivdd RAlERNtd SRBNANRAFahe &) toAink®lehod
of defining a secur. t%?rgol icy for a business substantially as hereinbefore

descri bed. 40) "RPEEXHEEr program product incl uding conputer executabl e
code f oBl)defystamnier gancsaing b hicsarghp nodel sibgtantially & hsdeinBtsre devciited aithl efe@car tife t he
met hod of . | 33 to 40. 41) A conputer program product according
to clai mzfg&}sélp%{yén d?)er‘{mffs'corrputer readabl e nedium 15 42) A conputer program
pr oddct 3Dk pysdinrgeasdingigtagy obgleios 2aky H. the destefrogenefetirigrsi higarehysiawlghdceopdipmto cy
for a bushpeshisupetigntially as hereinbefore described. 43) A system for
defm ng_a securijt i r busi ness or extended organi sations, the

syst em Phc} Behofe defgj?lg:&‘c%ﬁff??y ie3ofer 2hupipsss ity moed yditgss in ternms of a
hi er ar chy ayoDefining! thebusin€ss af iy ofDBiebrchy 184 ddL the Gieratchy Aol oRENET segment
o R SR 5 A0 SR LR L I B BBl i D 20
ii) 28t |east onepligsiorokgpadtive spzmeng ofthebwimesappl i cati on node, each princi pal,
group and/ or iiﬁ%lléagtaotng 81ri'ncipa1, group and/or application node, each principal, group and/or application
node being used to define the security policy which applies to respective individuals, groups of
individuals and/or applications; and,
iif) A number of comnections between the defined nodes, the connections representing the
30 relationships between the segments, individuals and/or applicati;)ns to reflect the structure of
the business.
b) Specifying the security policy for at least some of the nodes in the hierarchy model; and,
c) Propagating the specified security policy to other nodes in the hierarchy model.
34) A method according to claim 33, wherein the hierarchy model is a model according to any of claims 1
35 to 15.
35) A method according to claim 33 or claim 34, wherein the method of defining the business in terms of a
hierarchy model includes generating a hierarchy model in accordance with the method of any of claims
16 to 22.



node being used to define the security policy which applies to respective

i ndi viduals, groups of individuals and/or applications; and, iii) A nunber
of connecwicongehes ween t he defined nodes, the connecti ons rEapwGRen2TNg t he
25 rel ati onshi ps between the segnents,3individuals and/ or applications to
reflect the structure of the business:“b) An input, adapted to receive

i nputs specifying the security policy for at | east one of the nodes in the
hierarché model ; and, c) A store for storing the specified security policy;

)

and, 3030)A mepdaweding ta g o ven frrewisgmne aﬂ‘ﬁéoas‘b‘@&fl“? the anedhed of dafiping dlisi cy
to ot her rg@@{@ig,sbtﬂngsh@[amogg@ag&y nodel . 44) A system according to claim43,

Wnerelnth stem for fining the busjiness in terns of hi er ar chy

nodel , c'«ﬁ @y %efaé‘n%%‘f“éhg g‘ﬁﬁ“@“‘ﬂ%“&l‘?ﬁs fg’Ft ETeﬁ?eﬁ%VC%?ef %}%82. 45) A system

accor di ng B) 0 Inplitfihd1ihé 4ecuiityedatalR RRAGE B r@Pectite dnb@Stithtl Bé PsRBiveidd @ithin tiee

systgm IS adg%t ed to 35 receive inputs specifying the security policy for
as

t one ?he nodes in the hierarchy nodel by receiving security
dat a deB7)n mgthekmuorilihy tosdirh i3 H.gehefedrthd hehaddwpheciniares podegatitgibe {@Eficcdessdty

bei ng ada : ' r jve. entr
wi thin h%%@g%sé‘g%t%‘%@g&%a SRR bt 3B AR PAE Lol I RBRRRL i 1Y
PCT/ SR02/ 0bodebase.33 46) A system according to clai m45, when dependent on

cl ai m 29gy \aRHEd Recbldfg r{@emﬂgd WhiB8 thd gambﬂs%ﬁmg@arpgmtalcﬂ@d §ePBef RbdNRA
sectirlty settln s to other nodes in the hicerarchy nodel by propagating the

secdVity RYEEdRGe seHiy Sqtt}nﬁwapa@ﬁﬁﬁr%th? FRSREFEYe AHEH BN 1998 A system f or
def i ni ng9)aa seBod ¢ﬂdyfnm£§agéwnwohay ﬂawmm&smuﬁ&fawuslhaleinyefas dBEHRd. nbef ore

GoSCT) 005 K2 LSS b ASGOTRRNLDS, HBLRES, 2l oL 10

Def i ni ng abusxecsummboprqamdelmgntlﬁeanethdd&fhu&fdams% tolHe. security policy being
def i ”ed4i ”AE&ﬁedEE ,%Bgr B et 3G ﬁréé)&aﬁhmb Q614 8 Db 'u szélbi%%%@f segnent
nodes, e e representing a respectlv 10
busildes §2) A |09mmzter progem rspreciindlybingramputereserpiablp dedsriorgspning asicuity ndige for@ach

princi pal ,buﬁﬁ&yﬁbﬁﬂﬁéWas%%inb&&%'d&EhbeH‘Ode representing a respective
i ndi vi dua group of .individuals and/or appli cgtl ons, wthin the business;

and, iify SRR T PASRL  § pstoesd R faep g PR fhgsistig including:
associ ati a)s Ab@sttemmdéﬁﬂﬁlglmdﬁsnesi iﬂeemi&aslmmytmbdagm Kiyratoky mgileriedtudnge by

security set tg' QR I at egl%o\gles chc &5 hen@ﬁéjcfe ’be1 u I\@{c') d{eplll‘eltﬁ'egse?u%fyﬁ%[}ﬁ wquc%

taken by ar spec‘fmve & icatron w
busi2@ess; c) Deippliesiors mgedtive Sdgmelacf ﬂl@busmsss pleqxrnné@wmaelsatlnnsaccor dance with
the defi ned CALL LY, V, i ion
in accor dancgﬁv‘d& tléhagttongﬁélgéﬂ&g %ﬁ)r a@%ﬁ%&éﬂ%[@ gﬁﬁmﬁgﬁ %S\Ip aH&oJaE@CfQ&&
accordi ng to clueigheirs HSWH@fl@"lnﬁﬂ{éﬁ@ll%‘éeﬂ}cmw’wpihwo reﬁpea’@reu%\adqalﬁa Zueveidance
with the net hodndlaauagrmd/gjapgll@hm a§é3 to 39. 50) A nethod according to claim
48 or cl ai m 4¢ el n the securit sett?fn%i A:f tored in a database

HE ppds:

associ at ed Wl‘“gl‘(X e ‘?re%fpg’(’?f“?c\}%nsslée hithe d r O RY FBFes e die
nod&5 t he met haelathsid@sttetwebmnihagegments, individuals and/or applications to reflect the structure of

the business.
b) An input, adapted to receive inputs specifying the security policy for at least one of the nodes in
the hierarchy model; and,
c) A store for storing the specified security policy; and,
30 - d) A processor adapted to propagate the specified security policy to other nodes in the hierarchy
model.
44) A system according to claim 43, wherein the system for defining the business in terms of a hierarchy
model, includes a system according to any of claims 26 to 32. .
45) A system according to claim 44, when dependent on at least claim 28, wherein the system is adapted to
35 receive inputs specifying the security policy for at least one of the nodes in the hierarchy model by
receiving security data defining security settings for the respective node, the processor being adapted to

input the security data as part of the respective entry within the respective table within the database.



if the action is permssible including: 25 a) Accessing the database to
determ ne the security settings for the respective segnent, i ndividual
and/ or applg @akt@s; and, b) Conparing the accessed securi tpersRickiotd@@s to the
action to be taken to determine if theactionis permtted. 51) A nethod
according to any of clainms 48 to 50, wnerein the hierarchy nodel is a nodel
according to 30 any of clains 1 to 15. 52) A nmethod of inplenenting a
securitX policy for a business substantially as hereinbefore described. 53)
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Al l ow or prevent the action in accordance with the result o

det er ni nat i oPPsingss: 58) A system according to claim57, wherein the system
for dfefi lnicngeter&aﬁmgirmy aqtioh is@ymiiRbldilchiugicdeiisthe Gefided @m&;adanﬁags?:@ﬁ,di ng to
any of cl aj A3 to 47. 59) A system accor.ding t aim57 or claim58,
Aher oi n_t A Sy iint e et B SRAGE b B ofh e pabline i g e

act 20n 49 AHwethadesenrdivgid cleire #&iwhetehshesequityi policysie tdfinerlyis aagoelagtefwithdie niethotler ns
of security. dald.st9fe@d in a store, and wherein the processor is adapted
to: 20 a) Alcess the store to determne the security data for the

respect $Q e Begerbeacording & elpignud oraakdn g, Whespt the aecigti setings, arpgtorehiradataheset he
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permtted. 60) A system for inplenmenting a security policy for a business
subst ant i éﬁtgilzcé{%“‘ﬁé‘?”é‘fsﬁ f‘lﬁ]’lgﬂlgescri bed with

25 a) Accessing the database to determine the security settings for the respective segment, individual
and/or application; and,
b) Comparing the accessed security settings to the action to be taken to determine if the action is
permitted. '
51) A method according to any of claims 48 to 50, wherein the hierarchy model is a model according to
30 any of claims 1 to 15.
52) A method of implementing a security policy for a business substantially as hereinbefore described.
53) A computer program product including computer executable code for implementing a security policy
in accordance with the method of any of claims 48 to 52.
54) A computer program according to claim 53 stored on a computer readable medium.
35  55) A computer program product including computer executable code for implementing a security policy
for a business substantially as hereinbefore described.
56) A system for implementing a security policy for a business, the security policy being defined in terms
of a hierarchy model, the hierarchy model including:

57) A system for implementing a security policy for a business, the system including:



reference to the acconpanyi ng drawi ngs. 25 61) A nethod of controlling the
adm nistration of the security policy of a business, the security policy
bei ng def woet/0d3i78g a hi erarchy nodel including: a) A nunmraT/sdozsenrent
nodes, each segment node having an assgﬁlated nunber of security settings,
t he segnent node being used to define e security policy which applies to
a respective segnent of the business by selecting appropriate ones of the
security settings; and, 30 b) A nunber of connection, the connections

def i ni ng a@sdcaen &ﬁéeiis@tg\@eseﬂwwh%@ﬁ@ﬁbusmet&e gegurity palicy being frlined ip fremeir e

of the bu5|n%§§mmg@@”ﬁ&gh@gumﬂ§ludlng i) Assigning an admnistrator to
each segnment; ii) Defining admnistration rh%hts that can be assigned to

any admi ni st .1>at%rmm’eqsé>f SEIR Sqdps cprreean AYE TRRSTETGR 12 HEpottie seement of the
adm ni strati on pkaeedures the respective adm ni strator can perform and,

35 1id) Assigni appropri.afe ones of ] Ni ratl ights to.the
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entity for each, se ggﬂ&, the adm nistrator entity representing a respective
i ndi vidual within the business. WD 02/067173 PCT/ S@2/ 00027 -35 63) A

met hod accor dindy nugbes|of conngionsyfhsrceimections defiming dlep associationsrbgiwepmn e mpdes, the

admi ni stration g} lik in ofndt he

admi_ni stration rl&%gént%&%%gﬁggdﬁi%ﬁﬂg%ﬁ?n?gfﬁg?%?%@ﬁg??ﬁ@&%%a A et hod
accdidi ng WoAﬂF%Pﬁ?%ﬁmpﬁﬁﬁﬁ%Pﬁnﬁ%@mﬁHﬁ1nlstratlon rights are defined at the
system | evel jpoutionitoh@ctfap e Qlkeh g aafdEpettive tsgieh) Andivigal 8r bySplibdtith tw@dintBe t he
segnent where t@e adm nistrator is defined and 5 its subordi nate segnents.
65) A method of “&8fitr ol 1ing the adninistration of the security policy of a
busi ness subsi) abétéraric yf thesactidveis pérmizeiblo incebednacei iithdhe dhcdAcaidtypettings; gd,0gr am
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busi ness, program p i nc I'ng co er execut abl e code
for Ider &) mswgmt %@rm et b7, aripreithe sygers fos defining SFWHB’BmhﬁWi)Or the besingtstivs

progran1pr@ggggmgﬁ@@md&ggfagn@uﬁbmn66 stored on a conputer readable medium
68) A canputer program product for controlling the adm nistration of the

security’ b%wv%vn 6‘?"0%11“5 d% Flaigs a7 ok pipay %ﬁqf”’?‘%{F‘Pﬁh Sé/stﬁé rPRBER 6 BodEs¥iPhdde 69)
A system f@pre&ﬁﬂﬂigrthﬂ dctlﬂgtotblaﬁaka.ﬁil’ﬂnm whdrbifl tieQecufify stthifgsSECAbTinéd/in i@k 6Fscairity
busi ness, ‘ Hgl%%zgg hm&nﬂw5nP%§Q% q§flqed usi ng a hierarchy node
including $S%§ { ¥ K Fo0es ach 'segnent node havi ng an
asséﬁiated@nqu®$ﬂ@ﬁkme@udw@ymse®¢mngyydmaﬁ@:@egﬂammvmSQEEMEuﬁgKMdemdbo
define the sg@thkMéﬁgllcy whi ch applies to a respectlve segment of the
busi ness by sel ect' ng approprlate ones of the security settings; and, b) A
nunber of BokieEpetingfhs acqepred soEiEE 1B s 2eHon idrp RGBSR HEiReHon ISRSEwiEsn t he
segnent ¢ Ai tehrDfor idiPlefBhtlng 6 keduh§ pShdyUsitabuenedd subdiitillySh RESIBbefdr) @os&ribed RIlh
|nclud|ng An input for; é} .Receiving an indication of an adm ni strator
assi gned tﬁegﬁﬁﬂpgﬁﬁﬁﬁﬁ?mwﬁﬁ ®) Defining adm nistration rights; and,

(3) 2Assi6gna n@ﬂ&ﬁpﬁ“@mtﬂoﬂihg tten@minddtratidneofaltbndetiirist paticy ofa bugiess tHeQseduhiey policy

adm ni str ab deﬁned us1r%ua{ ﬁxeergrbhy model including:

a) A number of segment nodes, each segment node having an associated number of security settings,

the segment node being used to define the security policy which applies to a respective segment of
the business by selecting appropriate ones of the security settings; and,
30 b) A number of connection, the connections defining associations between the segment nodes to
reflect the structure of the business, the method including:
i) Assigning an administrator to each segment;
ii) Defining administration rights that can be assigned to any administrator, the administration
rights controlling the administration procedures the respective administrator can perform; and,
35 iii) Assigning appropriate ones of the admiﬁistration rights to the administrator, if required.
62) A method according to claim 61, wherein the method of assigning the administrator includes defining
an administrator entity for each segment, the administrator entity repfesenting a respective individual

within the business.



25 and, ii) A processor adapted to control the adm nistration procedures
the respective admnistrator can performin accordance with the defined
adm ni st reta @merizght s. 70) A system for controlling the addmwiGRoai27on of
the security policy of a business subsiantially as hereinbefore described
with reference to the acconpanying draw ngs. 30 71) A nmethod of controlling
the adm nistration of the security policy of a business, the security
policy e[ n fin d usi n ecuri.t .. the nethod |nvol
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segnent nodes to reflect the structure of busi ness, and Wherein t
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each segnent j) 2)6211139)%9\ rret hod for controlli ng t he securi ty policy of a

busi ness substanti aI er ei nhef ore. escri beg A con;[%hlrt er program
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70) A system for controlling the administration of the security policy of a business substantially as

hereinbefore described with reference to the accompanying drawings.
30 71) A method of controlling the administration of the security policy of a business, the security policy
being defined using security settings, the method involving:
a) Assigning first and second administrators to control alteration of the security settings;
b) Controlling the first administrator to only allow the first administrator to propose changes to the
security settings; and,
35 . ¢) Controlling the second administrator to only allow the second administrator to accept or reject
proposed changes to the security settings, thereby allowing the first and second administrators to

control the security settings.



and b) A processor adapted to: i) Control the first admnistrator to only
allow the first adm nistrator to propose changes to the 30 security
settings; wan/o67i73 Control the second administrator to onlpCTaddemdhe
second adm ni strator to accept or rej e%g proposed changes to the security
settings, thereby allowng the first and second adm nistrators to control
the security settings. 80) A system for controlli ng the adm ni stration of
t he securlty policy of €u3|ness substantially as_ 35 hereinhefore
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admidfi str abqnzg‘ﬂeﬁfled using security settings, the system including:

a) An input for assigning first and second administrators to control alteration of the security settings;
and
b) A processor adapted to:
i) Control the first administrator to only allow the first administrator to propose changes to the
30 security settings; and,

ii) Control the second administrator to only allow the second administrator to accept or reject
proposed changes to the security settings, thereby allowing the first and second administrators
to control the security settings.

80) A system for controlling the administration of the security policy of a business substantially as
35 hereinbefore described with reference to the accompanying drawings.
81) A method of controlling the administration of the security policy of a business, the security policy

being defined using a hierarchy model including:



the security policy of a business in accordance with the nethod of any of
clains 81 to 86. 30 88) A conputer program product according to claim87
stored onwa @eapuser readabl e nedium 89) A conputer progrravV§BoMoy

i ncluding conputer executable code forsgontrolling the adm nistration of
the security policy of a business subs%antially as herei nbefore descri bed.
90) A systemfor controlling the adm nistration of the security policy of a

busi ness, the security policy being defjned using.a hierarc nodel .
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monitoring a Security system tantially as hereinbefore described. 97) A
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96. 98) A conputer program product including conputer executable code for
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her ei nbef ob)e SArsimgisbiador 29 9) thdadyisittesivi Hghtsfontht erondgd@ainieator tb tyrresptmtl @mhahi ch
i npl enents a security server, t stem ¢ L Sing. An 4 nput. for

Fecei ving. an TRAEAITIIRBT oo et Bk 4 hdne oA Wil 12 o
A pr2fcessor frerfordi grinteak illof ingtdnmgthelfiesst.i ndi cati on; and, c¢) A store for
storing gkne glfld g Laﬁtrahgﬁn&lg daRehisEr i onOdt: the Q&Lﬁtﬁ pUS! 6M BEGRET Gt iR bl M

99, wherein the store is located renptely to the security systemon ~ one or

nor e dedi chgraabedyedessribed.

87) A computer program product including computer executable code for controlling the administration of

the security policy of a business in accordance with the method of any of claims 81 to 86.

30  88) A computer program product according to claim 87 stored on a computer readable medium.

89) A computer program product including computer executable code for controlling the administration of
the security policy of a business subsfantially as hereinbefore described.

90) A system for controlling the administration of the security policy of a business, the security policy
being defined using a hierarchy model including:

35 a) A number of segment nodes, each segment node having an associated number of security settings,
the segment node being used to define the security policy which applies to a respective segment of
the business by selecting appropriate ones of the security settings; and,

b) A number of connections, the connections defining associations between the segment nodes to

reflect the structure of the business, the system including:



101) A system according to claim99 or claim 100, wherein the processor is
adapted to store the 30 digitally signed indication in a table, each

di gi tal | yweiogted73 ndi cati on being stored in a respective PporSGImRT the
table. 102) A system according to any _clainms 99 to 101, wherein security
server forns part of the system and Wherein the security server conprises
a security processor adapted to generate an authorisation or rejection
indication in response to a request to performan action. 35 103) A system

U
for nonitori Ry A" S@BLPY %Sv@wgém@tfsgtﬁrafﬁteﬁ% spgmexy theedminigyatrobeinegepensithed.

for the security settings of the respective segment; and,

ii) A processor adapted to allow a first administrator to delegate responsibility for the security
settings of a respective segment to a second administrator,
5 91) A system for controlling the administration of the security policy of a business substantially as
hereinbefore described.
92) A method of monitoring a security system which implements a security server, the method including:
a) Causing the security server to generate an indication of each action taken on the security system;
b) Digitally signing the indication of each action; and,

10 ¢) Storing the digitally signed indication.

93) A method according to claim 92, wherein the method includes storing the digitally signed indication in
a table, each digitally signed indication being stored in a respective portion of the table.

94) A method according to claim 93, wherein the table is located remotely to the security system on ore or
more dedicated systems.

15  95) A method according to claim 92, wherein the security server is adapted to generate an authorisation or
rejection indication in response to a request to perform an action, and wherein the method further
includes causing the security server to generate an indication of each authorisation or rejection.

96) A method of monitoring a security system substantially as hereinbefore described.
97) A computer program product including computer executable code for monitoring a security system in

20 accordance with the method of any of claims 92 to 96.

98) A computer program product including computer executablé code for monitoring a the each action
taken on the security system substantially as hereinbefore described.

99) A system for monitoring a security system which implements a security server, the system comprising:
a) An input for receiving an indication of each action taken on the security system;

25 b) A processor for digitally signing the indication; and,
¢) A store for storing the digitally signed indication.

. 100) A system according to claim 99, wherein the store is located remotely to the security system on
one or more dedicated systems
101) A system according to claim 99 or claim 100, wherein the processor is adapted to store the

30 digitally signed indication in a table, each digitally signed indication being stored in a respective
portion of the table.

102) A system according to any of claims 99 to 101, wherein security server forms part of the system,
and wherein the security server comprises a security processor adapted to generate an authorisation or
rejection indication in response to a request to perform an action.

35 103) A system for monitoring a security system substantially as hereinbefore described.



