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[0002] This application claims the benefit of U.8, Provisional Application
No. 80/686,050, filed June 1, 2005, the contents of which are hetein incorporated
by reference.

‘Field of the Invention

{0003] Embodiments of the invention relate generally to the processing of
messages, such as e-mall messages, and more specifically fo systems and
methods for conirolling the application of security encoding fechniques (e.g.
encryption, signing) to messages being sent by users of compuiing devices
(including, for example, mobile devices).

Background of the Invention

[0004] Electronic mail ("e-mail”) messages may be generally encoded
using one of a number of known protocols to facilitate secure message
communication. The Secure Muliiple Internet Mail Extensions ("S/MIME")
protocol, for example, relies on public and private encryption keys to provide
confidentiality and integrity, and on a Public Key Infrastructure (PK!) o
communicate information that provides authentication and authorization. Data



using certificates. O her known standards and protocols may be enployed to
facilitate secure nessage communi cation, such as Pretty Good PrivacyTM
(POP) and variants of PGP such as QpenPGP, for exanple. It is understood
that as conpared to S/M Me-based systens, PGP-based systens also utilize
publ i ¢ andWOgPIsId 28 encrypti on keys to provide confi de‘gr/ﬁ?’%%ﬂ?‘ip%f‘ﬁﬂ
integrity, although the authenticity of public keys used in the encoding
of PGP nmessages are validated in a different manner. [0005] Wen a user
wi shes to send a nessage to be encrypted (e.g. using S/M M or PGP),
nmessage data will be encrypted using the public key of a private

key/ public key pair associated with theZi-ntended recipient of the nessage,
such that the encrypted nessage data can only be subsequently decrypted by
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private key/public key pair assoclated with the intended recipient of the message,

such that the encrypted message data can only be subsequently decrypted by

the corresponding private key of the same pair supposedly possessed only by

the recipient. In some implementations, a session key is encrypied/decrypted,

rather than the message itseif. When a user wishes to send a message that is to

be digitally signed (e.g. using S/MIME or PGP, a digest generated from the

message will be encoded using the private key of a private key/public key pair

associated with the user (i.e. the sender of the message in this exampie) to

produce a digital signature, such that the signature can only be successfully

verified using the corresponding public key of the same pair.

[0006] Afier a user composes a message and before it is sent, the user
can fypically decide what encoding, if any, is to be appfied to the message. For
example, the user may choose to encrypt the message without signing, to sign
the message without encrypting, to both encrypt and sign the message, or to
send the message unencrypted and unsighed. Some known messaging
applications may be adapted to analyze certain data and suggest a security
encoding for messages to the user. For example, the messaging application



t he messagi ng application may be configured to track the security encodi ng
applied to previous nessages sent by the user to particular recipients, and
suggest to the user that the same security encodi ng should be applied to
the conposed nessage if the nessage is intended to be sent to one or nore
of those VEAPWI&RTS. In any event, the user is free tRETEN 8B ht desired
security encoding for any given nessage that he or she conposes. Brief
Description of the Drawings [0007] For a better understandi ng of

enbodi ments of the systens and nethods described herein, and to show nore
clearly how they may be carried into effect, reference will be made, by
way of exanple, to the acconpanyi ng dT%mﬁngs in which: FIG | is a block
di agram of a nobile device in one exanple inplenentation; FIG 2 is a block
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sendi ng nessages. This can

Brief Description of the Drawinds

[0007]) For a better understanding of embodiments of the systems and
methods described herein, and to show more clearly how they may be carried

into effect, reference will he made, by way of example, to the accompanying
drawings in which:

FIG. 1 is a block diagram of 2 mobile device in one example implementation;

FiG. 2 is a block diagram of a communication subsystem component of the
mobile device of FIG. 1,

FIG. 3 is a block diagram of a node of a wireless nstwork;

FIG. 4 is a block diagram illustrating components of a host system in one
example configuration; and

FIG. 5 is a flowchart fllustrating steps in a method of determining a security
encoding o be applied to outgoing messages in one embodiment.

Detailed Description

[0008] Embodiments described hersin relate generally to systems and
methods in which a security encoding to be applied to messages can be



enhance usability of the conputing device by nmaking the process of sending
nmessages nore efficient, which can be particul arly advant ageous when the
conputing device is a nobile device. [0009] In one broad aspect, there is
provi ded a nmethod of determning a security encoding to be applied to a
message beVRGI®EA$27by a user of a conputing device, tHAORINEdnprising
the steps of: identifying a nessage to be sent to at |east one recipient;
determ ning, at the conputing device, whether a general nessage encodi ng
configuration setting thereon is set to a value that indicates that the
security encoding to be applied to the identified nessage is to be
establ i shed by a policy engine; where4he general nmessage encodi ng
configuration setting on the conputing device is set to a value t hat
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computing device, the method comprising the steps of; identifying a message to
be sent to at least one recipient; determining, at the computing device, whether a
general message encoding configuration sefting thereon is set {o a value that
indicates that the security enceding to be applied {o the identified message is to
be established by a policy engine; where the general message éncoding
configuration setting on the computing device is set to a value that indicates that
the security encoding to be applied to the identified message is fo be established
by the policy engine, determining the securlty encoding to be applied to the
identified message by querying the policy engine for the security encoding fo be
applied to the identified message; applying the determined security encoding to
the identified message; and transmitting the ideniified message to which the
security encoding has been applied to the at least one recipient.

[0010] in another broad aspect, there is provided a system for determining
a security encoding to be applied {o a message being sent by a user of a
computing device, wherein the system comprises a policy engine connected {o
the computing device, and wherein the steps of an embodiment of a method as
described herein are performed by the system,



[0013] Sone enbodi ments of the systens and net hods described herein nake
reference to a nobile device. A nobile device is a two-way comruni cation
device with advanced data comruni cati on capabilities having the capability
to conmunicate with other conputer systens. A nobile device may al so
include tWO2%HHEHFity for voice comunications. DepePfel/qdoBHiiteed
functionality provided by a nobile device, it nmay be referred to as a data
nmessagi ng device, a two-way pager, a cellular telephone with data
nmessagi ng capabilities, a wireless Internet appliance, or a data

comruni cation device (wth or without tel ephony capabilities). A nobile
devi ce communi cates with other devicesbt-hrough a network of transceiver
stations. [0014] To aid the reader in understanding the structure of a

nobi | e devj and how it cenmuni es with other ,device reference is
mmde to Fi BT e hBiRne STBPgHREY. heraley RgOne: & implsnaned it ek
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control s t ke ien pldp-RRAIEdINBaRInsRPekEmp@evi ce 100. Conmuni cation
functions, including data and voi ce communi cations, are performed through
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from and sénds “nmessages to a wreless network I'n this exanp

i npl ement aif 8¢ debdi halowlevi ce 100, cormmuni cation subsystem 104 is
configured in accordance with the G obal WO 2006/ 128273 PCT/ CA2005/ 001664
-6 System 18913obi | eSoHaAMPHTERE ¢Fdar)sysiamsakbrgthadsdlescripedihereer vi ces

(GPRS) standavaiere Ihe, GUERRS ks RSRRRINBAL b3 Wserhparldibigyand 11 s

expected that these standards w be superse eve nhanced
Data GSM Esviceonite adviERGR)atarmdnununieatier cagmbillties Tevingotheucdedility is

chat ¢ ney werpren ORGSRl SvblamcBoR R UREEs ol albanuds Ve
her ei n, andhé capability ddrowideecommunications. Depending on the functionality provided
by a mobile device, it may be referred {o as a data messaging device, a two-way
pager, a cellular telephone with data messaging capabilities, a wireless Internst
appliance, or a data communication device (with or without telephony

capabilities). A mobile device communicates with other devices through a
network of {ransceiver stations.

[0014] To aid the reader in understanding the structure of a mobile device
and how it communicates with other devices, reference is made to FIGS. 1
through 3.

{0015} Referring first to FIG. 1, a block diagram of a mobile device in one

example implementation is shown generally as 100. Mobile device 100
comprises a number of components, the controling component being
microprocessor 102. Microprocessor 102 controls the overall operation of mobile
device 100. Communication functions, including data and voice communications,
are performed through communication subsystem 104,  Communication
subsystem 104 receives messages from and sends messages to a wireless
network 200, In this example implementation of mobile device 100,
communication subsystem 104 is configured In accordance with the Global



under stood by persons skilled in the art that the invention is intended to
use any other suitable standards that are developed in the future. The
wireless link connecting conmunication subsystem 104 with network 200
represents one or nore different Radi o Frequency (RF) channels, operating
accordi ng W& WeFi2¥ddl protocol s specified for GSM GPRFEUMiIAT 4t ons. Wth
newer network protocols, these channels are capable of supporting both
circuit switched voice comrunications and packet sw tched data

comuni cations. [0016] Although the wireless network associated with nobile
device 100 is a GSM GPRS w rel ess netagrk in one exanple inplenmentation of
nobi | e device 100, other wrel ess netWworks may al so be associated with
nobi |l e device 100 in variant inplenentations. Different types of wreless

net wor ks tggsfteﬁﬁ%rt?\ﬁobife”é\l?mﬁ’\ idai6h e Ha B | Paclal RagRNELRell I el ess

net wor ks, ce-centric rel ess network ual - nbde networks that can
support bot®PRE) stendamtsdThe GIIBRNS sdtclensnadvenk is beed woddwidesinddt isbase

stations. ' - ' t jmdied to,
Code D1vi stk D SRR e PEbiRbe SubSniEpun il Bherdeh 08R
lneL wor ks (%Mréimironmdnabﬁ?eﬁ aaddumirmmaéMdbhé waf@mmmitﬂmnéﬁ?(wmet w:)r Iés
| ke EDGE So ol der e .es ,of. ta-.centric t wor ks j.ncl ude
t he Mobi tem-r%iﬁ?mé{%g? SaHE %ﬂgqﬁéﬁ Q?&@ﬁeﬂ%u%gd? ek@f%%?. W es of
?ngg voit caaa@rstmiiamtigg\tﬂ@ tlﬁ@ah?@ﬁdfﬁ tjehgtipdedaazlrr?_@aﬁiereigpmﬁti \!(Qﬁli_g:}\l/%!)ﬂ bSYS': ens
net works | i and Tj ne, Oj vision tiple Acces syst ens.
(0017] "M cPBRs stosdd PaBOmR T ichp 2ek Bt eHVATHPp i TS SE LR such
as a Randogi®ecRfabesRnYakdEANbt LRO delbBpBd TBRE ¥ullds, THe NiRksdlfhk VO
2006/ 128273 PCT/ CA2005/ 001664 -7 auxiliary input/output (110) subsystem
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wher eas ot peptoseipsyracdios fiery GHNAGRRS communications.  With newer network
protocols, these channels are capable of supporting both circuit switched voice

communications and packet switched data communications.

[0016] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be
employed include, for example, data-centric wireless networks, voice-centric
wireless networks, and dual-mode networks that can support both voice and data
communications over the same physical base stations. Combined dual-mode
networks include, but are not limited to, Code Division Multiple Access (CDMA)
or CDIMAZ000 hetworks, GSM/GPRS networks (as mentioned above), and future
third-generation (3G) networks like EDGE and UMTS. Some older examples of
data-centric networks include the Mobitex™ Radio Network and the DataTAC™
Radio Network. Examples of older voice-centric data networks include Personal

Communication Systems (PCS) networks like GSM and Time Division Muftiple
Access (TDMA) systems.

{0017} Mictoprocessor 102 also interacts with additional subsystems such
as & Random Access Memory (RAM) 106, flash memory 108, display 110,



"resident" or on-device functions. By way of exanple, display 110 and
keyboard 116 may be used for both comruni cation-rel ated functions, such as
entering a text nmessage for transm ssion over network 200, and

devi ce-resident functions such as a calculator or task list. Operatin
syst em sof WRMS/3%EH by ni croprocessor 102 is typi cal PGTEABPERIGH o
persistent store such as flash nenory 108, which may alternatively be a
read-only nmenory (ROM) or simlar storage elenent (not shown). Those
skilled in the art will appreciate that the operating system specific
device applications, or parts thereof, may be tenporarily |loaded into a
vol atil e store such as RAM 106. [0019}7|\7’bb| | e device 100 may send and
recei ve comunication signals over network 200 after required network
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[0019] Mohile device 100 may send and receive communication signals
over network 200 afier required network registration or activation procedures
have been completed. Network access is associated with a subscriber or user of
a mobile device 100. To ideniify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM" card 126 to be inserted in a SIM interface
128 in order to communicate with a network. SIM 126 is one type of a
conventional “smart card” used to identify a subscriber of mobile device 100 and
to personalize the mobile device 100, among other things. Without SIM 128,
mobile device 100 is not fully operational for communication with network 200.
By inserting SIM 126 info SIM interface 128, a subscriber can access all
subscribed services. Services could include: web browsing and messaging such
as e-mail, voice mail, Short Message Service (SMS), and Muliimedia Messaging
Services (MMS). Moare advanced services may ‘include: point of sale, field
service and sales force automation. SIM 126 includes a processor and memory
for storing information. Once SIM 126 is inserted in SIM interface 128, it is



addi ti onal subscriber information for a nobile device.as well, including
dat ebook (or calendar) information and recent call information. [0020]
Mobi | e device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or nore rechargeable batteries 130.
Battery i nWHI8¢E82/82 is coupled to a regulator (not sheWR}IVUHIEH assists
battery 130 in providing power V+ to nobile device 100. Although current
technol ogy nakes use of a battery, future technol ogi es such as mcro fuel
cells may provide the power to nobile device 100. [0021] M croprocessor
102, in addition to its operating syst%n1functions, enabl es execution of
softmare applications on nobile devicé®I00. A set of applications that
control basic device operations, including data and voice comunication
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[0021] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile davice 100, A set of
applications that contro! basic device operations, including data and voice
communication applications, will normally be installed on mobile device 100
during fts manufacture. Another application that may be loaded onto mobile
device 100 would be a personal information manager (PIM). A PIM has
functionality to organize and manage data items of interest to & subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and
task items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile davice
subscriber's corresponding data ltems stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile
device 100 with respect to such items. This can be particularly advantageous

where the host computer system is the mobile device subscriber's office
compuier system.



100 and may provi de enhanced on-devi ce functions, conmmunication-related
functions, or both. For exanple, secure comruni cation applications may
enable electronic commerce functions and other such financial transactions
to be perfornmed using nobile device 100. [0023] Serial port 114 enables a
subscri ber MO'8&2855 ef er ences through an external devPeECH0EBLhar e
application and extends the capabilities of nobile device 100 by providing
for information or software downl oads to nobile device 100 other than

t hrough a wirel ess comuni cati on network, The alternate download path nmay,
for exanple, be used to |oad an encryption key onto nobile device 100
through a direct and thus reliable and % ust ed connection to provi de

secure devi ce conmuni cation. [0024] Short-range comruni cati ons subsystem
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100 other than through a wireless communication network, The alternate
download path may, for example, be used fo load an encryption key onto mobile
device 100 through a direct and thus reliable and trusted connection to provide

secure device communication.

[0024] Short-range communications subsystem 122  provides for.
communication between mobile device 100 and different systems or devices,
without the use of network 200. For example, subsystem 122 may include an
infrared device and associaled circuits and components for short-range
communication. Exafnples of short range communication would include
standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by JEEE.

[0025] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication
subsystem 104 and input to microprocessor 102, Microprocessor 102 will then
process the received signal for output to display 110 or alternatively o auxiliary
O subsystem 112. A subscriber may also compose data items, such as e-mail
messages, for example, using keyboard 116 in conjunction with display 110 and
possibly auxiliary /O subsystem 112. Auxiliary subsystem 112 may include



be transmitted over network 200 through communi cation subsystem 104. [0026]
For voi ce conmuni cations, the overall operation of nobile device 100 is
substantially simlar, except that the received signals would be output to
speaker 118, and S|gnals for transm ssion woul d be generated by m crophone
120. Al't er We2P¥&2823 ce or audio 1/ 0 subsyst ems, such a&TCABI¥WIdkssage
recordi ng subsystem nay al so be inplenented on nobile device 100. Although
voi ce or audio signal output is acconplished primarily through speaker 118,
di splay 110 nmay al so be used to provide additional information such as the
identity of a calling party, duration of a voice call, or other voice cal
related information. [0027] ReferringWow to FIG 2, a block di agram of

t he conmuni cati on subsystem conponent 104 of FIG 1 is shown.
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identity of a caEImg party, duration of a voice call, or other volce call related
information.
[0e27] Referring now to FIG. 2, a block diagram of the communication

subsystem component 104 of FIG. 1 is shown. Communication subsystem 104
comprises a receiver 150, a transmitter 152, one or more embedded or internal
antenna elements 154, 156, Local Oscillators (LOs) 158, and a processing
module such as a Digital Signhal Processor (DSP) 160.

[0028] The particular design of communication subsystem 104 i.s
dependent upon the network 200 in which mobile device 100 is intended to
operate, thus it should be understood that the design illustrated in FIG. 2 setves
only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such commaon receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital (A/D) conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to
be performed in DSP 160. In a similar manner, signals fo be fransmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)



“'signals, but also provides for receiver and transmtter control. For
exanple, the gains applied to comrunication signals in receiver 150 and
transmtter 152 may be adaptively controlled through automatic gain
control algorithnms inplenmented in DSP 160. (0029] The wireless |link

bet ween noMiQ ¥@EHée 100 and a network 200 may cont aPRTEAYHEII1Hr e
different channels, typically different RF channels, and associated
protocol s used between nobil e device 100 and network 200. A RF channel is
a limted resource that nust be conserved, typically due to limts in
overall bandwi dth and limted battery power of nobile device 100. [0030]
When nobile device 100 is fully operat1bhal transmtter 152 is typically
keyed or turned on only when it is sending to network 200 and is otherw se
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[0030] When mobile device 100 is fully operational, transmitter 152 is
typically keyed or tumed on only when il is sending to network 200 and is
otherwise turned off to conserve resources. Similarly, receiver 150 is periodically
turned off to conserve power until it is needed to recsive signals or information (if
at all) during desighated time periods.

[0031] Referring now to FIG. 3, a block diagram of a node of a wireless
network is shown as 202. In practice, network 200 comprises one or more nodes
202. Mobile device 100 communicates with a node 202 within wireless network
200. in the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Mobile (GSM) technologies. Node 202 includes a base station controller (BSC)
204 with an associated iower station 208, a Packet Control Unit (PCU) 208
added for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN)
218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant fo be an exhaustive list of the components of every



[0032] In a GSM network, MSC 210 is coupled to BSC 204 and to a landline
network, such as a Public Switched Tel ephone Network (PSTN) 222 to satisfy
circuit switched requirenents. The connection through PCU 208, SGSN 216
and GGSN 218 to the public or private network (mternet% 224 (also referred
to herein YE&P@?P33as a shared network infrastructure¥ T’Gﬁ?‘)@%@ﬂﬂﬁé the data
path for GPRS capable nobile devices. In a GSM network extended with GPRS
capabilities, BSC 204 al so contains a Packet Control Unit (PCU) 208 that
connects to SGSN 216 to control segmentation, radio channel allocation and
to satisfy packet switched requirements. To track nobile device |ocation
and availability for both circuit sw 12hed and packet switched nmanagement ,
HLR 212 is shared between MSC 210 and SGSN 216. Access to VLR 214 is

controlled 1 t at.i i fo ran i station.
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availability for both circuit swﬁched and packet switched management, HLR 212
is shared between MSC 210 and SGSN 216, Access 1o VLR 214 is conirolied by

MSC 210.

[0033] Station 206 is a fixed transceiver station. Station 206 and BSC 204
together form the fixed transéeiver equipment. The fixed transceiver equipment
provides wireless network coverage for a particular coverage area commonly
referred to as a “cell”. The fixed transceiver equipment transimits communication
signals to and receives communication signals from mobile devices within its cell
via station 206. The fixed transceiver equipment normally performs such
functions as modulation and possibly encoding and/or encryption of signals to be
transmitted to the mobile device in accordance with particular, usually
predetermined, communication protocols and parameters, under control of its
controller. The fixed transceiver equipment similarly demodulates and possibly
decodes and decrypts, if necessary, any communication signals recsived from
mobile device 100 within its cell. Communication profocols and parameters may
vary between different nodes. For example, one node may employ a different
modulation scheme and operate at different frequencies than other nodes.



212 also contains location information for each regi stered nobile device
and can be queried to determne the current |ocation of a nobile device.
MSC 210 is responsible for a group of location areas and stores the data
of the nobile devices currently in its area of responsibility in VLR 214.
Further VLROZIN/E$EH contains information on nobile dBVVERYYWASare
visiting other networks. The information in VLR 214 includes part of the
per manent nobile device data transmtted fromHLR 212 to VLR 214 for
faster access. By noving additional information froma renmote HLR 212 node
to VLR 214, the anount of traffic between these nodes can be reduced so
that voice and data services can be ”ﬂaovided Wi th faster response tines
and at the sanme tinme requiring | ess use of conputing resources. [0035]
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[0035] SGS8N 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210
have similar responsibilities within wireless network 200 by keeping track of the
location of each mobile device 100. SGSN 216 also performs security functions
and access control for data fraffic on network 200. GGSN 218 provides
internetworking connections with external packet switched networks and
connects {0 one of more SGSN's 216 via an internet Protocol (IP) backbone
network operated within the network 200. During normal operations, a given
mobile device 100 must perform a "GPRS Aftach” to acquire an [P address and
fo access data services. This requirement is not present in circuit switched vaoice
channels as Integrated Services Digital Network (ISDN) addresses are used for
routing incoming and outgoing calls. Currently, all GPRS capable networks use -
private, dynamically assigned IP addresses, thus requiring a DHCP server 220
connected fo the GGSN 218. There are many mechanisms for dynamic [P
assignment, including using a combination of a Remote Authentication Dial-In
User Service (RADIUS) server and DHCP server, Once the GPRS Attach is



PCU 208, and SGSN 216 to an Access Point Node (APN) within GGSN 218. The
APN represents a |ogical end of an IP tunnel that can either access direct
I nternet conpatible services or private network connections. The APN al so
represents a security mechani smfor network 200, insofar as each nobile
devi ce 10VORY84128d3 assi gned to one or nore APNs and nbbl/fa2geiiieds 100
cannot exchange data without first performng a GPRS Attach to an APN t hat
it has been authorized to use. The APN may be considered to be simlar to
an Internet domain nanme such as "nyconnection.wreless.cont. [0036] Once
the GPRS Attach is conplete, a tunnel i%ﬁ created and all traffic is
exchanged within standard | P packets us hg any protocol that can be
supported in | P packets. This includes tunneling nethods such as |IF over IP
as in the ' I ; ' -t h, Virtual
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depi cted &OMAIR ARMESUSH ag, GyREANActioh Mrsleahtem”a user of nobile device 100
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supported in IP packets. This includes tunneling methods such as IP over IP as
in the case with some IPSecurity (IPsec) connections used with Virtual Private
Networks (VPN). These tunnels are also referred to as Packet Data Protocol
(PDP) Contexts and there are a limited number of these available in the network
200. To maximize use of the PDP Contexts, network 200 will run an idle timer for
each PDP Context to determine if there is a lack of activity. When a mohile
device 100 is not using its PDP Context, the PDP Context can be deallocated

and the _IP address returned to the IP address pool managed by DHCP server
220.

[0037] Referring now to FIG. 4, a block diagram illustrating components of
a host system in one example configuration is shown. Host system 250 will
typically be a corporate office or other local area network (LAN), but may instead
be & home office computer or some other private system, for exa.mple, in variant
implementations. in this example shown in FIG. 4, host system 250 is depicted
as a LAN of an organization to which a user of mobile device 100 belongs.

[0038] LAN 250 comprises a number of network components connected to
each other by LAN connections 260. For instance, a user's desktop computing
device (“desktop computer”) 262a with an accompanying cradle 264 for the



user's nobile device 100 is situated on LAN 250. Cradle 264 for nobile
device 100 may be coupled to conputer 262a by a serial or a Universal
Serial Bus (USB) connection, for exanple. Qther user conputers 262b are
al so situated on LAN 250, and each nay or may not be equi pped with an
acconpanyi W§ 94d$283 264 for a nobile device. Cradl e 284§ Y{t%t es t he

| oading of information (e.g. PlIMdata, private symmetric encryption keys
to facilitate secure communi cati ons between nobile device 100 and LAN 250)
from user conputer 262a to nobile device 100, and may be particularly
useful for bulk information updates often perfornmed in initializing nobile
device 100 for use. The information dtdwnl oaded to nobile device 100 may
include S/IMME certificates or PGP keys used in the exchange of nessages.

The proce of d nf t.ion a ' Kk nput 262
[o0t e et it sofis B0’ 9 GBLARY ' LANGE0? e, 24 7 MR deRt or 2028
synchr oni aeblmay t{eOG@.&iled to Wohipubs %Eéebﬁtemdm)brp@@mw%k%ris&&um the art
t hat user uter a 262b | cal b% %so connect eg t o ot her
o oher n(USBT Rebtecin e R TERL Ihen iRt Peless 262b Bk ERBAIGREY dhi o o
subset of |pg} p8h kancpeaapﬂ@@t& by hﬁNb@%auﬁtfpedsMQv\an 'chd?hﬁiany‘ﬁwd Bfadgase of

exposition, and it understoo %?ﬁ persons skilled in the art that
€

LAN 250 wi26# f@b@pmpb&e da‘aw &iafle 2hinsiitates thppioaging ?fdnﬁqfivag%mgi n FIG
4, for th'FﬁMe gpbﬁua@@@;en&wéwm@{ SQSWﬂélﬁt%{e)/sec‘d@\'c@rﬁﬁluﬁﬁ*}éti&?@rese”t a

smal l er part of a larger network he organi zation, and may

conpri se mﬂW%@@mohﬂ@rﬁWW@nﬂ@ and §O)afr@@n'@€é%ﬂ Gomutzﬁ"ﬁ@ﬁeﬁ@t mebil ogi es
t han t hat bile
e L34 SRR 0 SR nRIRl el o O il SHR Eper®
net wor k 2Q@&rfonmhed is irdlisdidingeholniekdévidea 480 faratser ehe2fbrisaidn dewaloadedi ce
provi der networ. t I Vi provi ded
through orl8 18 b ""?%39@?‘533)[ 'H8‘PHE%WE G@gerﬁo@'t *?QE’ kg3 eBRn 3 D 250
may oper at@cchange e hioadaged. | Trba\@kdacass qudmx\micmlmgeunfcﬂﬁlétion [frﬁﬂﬂé]usbris a
vari ant ntatign conprise er not
Shon]  t o Feskian batnbis 2EER o T Beraten e FORBy e be fsed 0y
2006/ 128273 ggq;%wmﬁhoome t .
[0039] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also connacted to other peripheral devices
not explicity shown in FIG. 4. Furthermore, only a subset of network
components of LAN 250 are shown in FIG. 4 for ease of exposition, and it will be
understood by persons skilled in the art that LAN 250 will comprise additional
components not explicitly shown in FIG, 4, for this example configuration. More
generally, LAN 250 may represent a smaller part of a larger network [not shown]
of the organization, and may comprise different components and/or be arranged
in different topologies than that shown in the example of FIG. 4.

[0040] In this example, mobile device 100 communicates with LAN 250

through a node 202 of wireless network 200 and a shared network infrastructure

224 such as a service provider network or the public Internet. Access to LAN

250 may be provided through one or more routers [not shown], and computing '
devices of LAN 250 may operate from behind a firewall or proxy server 266.

[0041] In a variant implementation, LAN 250 comprises a wireless VPN
router [not shown] to facilitate data exchange between the LAN 250 and mobile



"-16 device 100. The concept of a wireless VPN router is newin the wireless
industry and inplies that a VPN connection can be established directly
through a specific wreless network to nobile device 100. The possibility
of using a wreless VPN router has only recently been avail able and could
be used wWheR 2828y I nternet Protocol (IP) Version eP{WPVEYMEE%¥E ves into
| P-based wirel ess networks. This new protocol will provide enough IP
addresses to dedicate an I P address to every nobile device, making it
possible to push information to a nobile device at any tine. An advantage
of using a wreless VPN router is that it could be an off-the- shelf VPN
conponent, not requiring a separate wi 18ress gateway and separate wreless
infrastructure to be used. A VPN connection would preferably be a

Tr ansrrit Ssi @?wi@ém?m.ovh@?ohm of ém)égb /PN 46N s HOR AR BIERk %dé)srfg UtDE.) /1P
connection . iver ssages direc .0 nobi | e devi ce | is
vari ant |M%@W§F§%Qﬁmgm%%g§ Eisi‘lﬁb(g?ﬁ%’dd'ﬁﬂﬂYéh@%‘P agyreriii | e

devi ce 100wRsless Metviatk ky momEQieVRE 0. ATHE pESIBIIFUMRINPE BilledsADPg50-  Such
messages may originate fromany of a nunber of sSources. For Instance, a
message meSPURIVIESHERrasenRtly besn availshleeand ewid be sorputen i Pbwinteiet LAN
250, from } &l j LNofs_ ; t i r.el ess

et or k200 et ST VoripaS (e s R SR Ui 0 RS ther PO Py

conput i ng Becst valt pravide edendic i edgusises ¢6 dedivdiengn |Reartigesto wieryt he

shared net i St i thr . appl.i cation
servi ce pr}oﬁﬁbg%rd %?{&%P@ag@bﬂ%ﬁ%%ﬁé% 1(21@93&?2@8@5%{&%%&%ﬁ?f&eyﬁg%é@%pI e.

[ 0043] Mestisge Aveasani®Bsot yaing alwielest\dP M sottke isphiati byult niees | afighd.or t he
exchange o rticularly e-mail messages i thin the organi zation
and 0\g/er %%%?gﬁgggﬁh%‘g%ﬂgr 'ﬁé{i rﬁgpégg &%‘?&ﬁfatez‘%‘&‘%eﬁ%g\#e 2y randysenasate

or gani Iziat i wﬁretelagtinfrd(ijms{cbﬁerto% uged.t oA s o@ﬂded&t&ﬂmﬁ%&ld@@ﬁeﬁ%? BeSa 068

typi ca oci.at.e user nt nage ssage server )
o ey SPARTHEIEE kit BroREh GREE e HRET Liad e Bringd UORPyar - 1 1
some i npl egemisaitionns deliviY t85 MnsBa¥ges AFBESH Mubid Béﬁcé‘ﬁ@@%%%iﬁﬁﬁﬁﬁ 268.

Message serve|r 26? may al so be WO 2006/ 123273 PCT/ CA2005/ 00
implementation:

[0042] Messages intended for a user of mobile device 100 are initially
received by a message server 268 of LAN 250. Such messages may originate
from any of a number of sources. For instance, a message may have been sent
by a sender from a computer 282b within LAN 250, from a different mobile device
[not shown] connected to wireless network 200 or to a different wireless network,
or from a different computing device or other device capable of sending
messages, via the shared network infrastructure 224, and possibly through an
application service provider (ASP) or Internet service provider (ISP), for example,

[0043] ~ Message server 268 typically écts as the primary interface for the
exchange of messages, particularly e-mail messages, within the organization and
over the shared network infrastructure 224, Each user in the orgaﬁization that
has been setup o send and receive messages is typically assoclated with g &ser
account managed by message server 268. One example of a message server
268 is a Microsoft Exchange™ Server. In some implementations, LAN 250 may
comprise mulliple message servers 268. Message server 268 may also be



-17- adapted to provide additional functions beyond nessage nanagenent,

I ncl udi ng the nanagenent of data associated with calendars and task |ists,
for exanple. 10044] Wen nessages are received by nmessage server 268, they
are typically stored in a nessage store [not explicitly shown], from which
messages WARROHE28bsequently retrieved and delivered Pol/taBpEINIgmr

I nstance, an e-nmail <client application operating on a user's conputer 262a
may request the e-mail nessages associated with that user's account stored
on nessage server 268. These nessages would then typically be retrieved
from message server 268 and stored locally on conputer 262a. [0045] Wen
operating nobile device 10D, the user*ﬁﬁy wi sh to have e- mail nessages
retrieved for delivery to the handheld. An e-nmil client appllcation

operating Q i ' also re messages associ d

Che “user: SR ibrRlG bRy T BoR Pl FirseRi RRROR REn Mol

conf i gur ed th¢ erenagembyit difiatal sesockited with taRAdard & ta‘slo lists [fos&kahple! n
accordance with an organization's information technology (IT) policy) to

make this fooddist atWﬁw mssayEsi o rcelvied twsmessage%@m@rme@ diedy Bedl time

t I f t. |
|k enont atVEREY SO § A1 SRSeI80rS (oL ASeRNet rﬁﬂaﬁvv@?mme%%ﬁgéss and

nessages adghelss edbé‘a@@@hw edtlibad AndreBiefed €0 VEER, 1P8 RERnadt AMBLLGR! | Y
redirected to nobile device 100 as they are received by nessage server

268. [0046]clent pRRiCATioN CReTARY Ny & |USEES @emwtﬁro%@%dﬁabﬁem e &-ranil
message- relrﬁé@éagegta%seaémewltmtlLfseésvacesuﬁioé%o@adoﬁ%&ggg@ nf%zlaé'\' 250,

a nunber of wi rel ess conmuni cati ons support conponents e provided.
In this exaHiftse MegHesasmcald Hen tWi*E%WéEsretﬂﬁYﬁdﬁi&ﬁ’ame@ﬁwaswp@ris&:ambonents

management S&*‘?@&Zﬁ%@%ﬁ@ﬂ%@%’% Spoci 11 cal I L?LV?QZ”ELSpor”fS?i?et he
TRnagenEnt 80483200y SHikl A n BN BRES 86! (Bf kA 1BRgeRd o0 Y
server ZGWaWameW@'@dﬁmd%mwén tizs'ﬁamﬂ*refd)ef-\usedarl diemxbappimlaw:inen i f,
and how  qperating on mobile device 100 may also request messages associated with the
user's account from message server 268. The e-mail client may be configured
(eit_her by the user or by an administrator, possibly in accordance with an
"organization’s information technology (IT) policy) to make this request at the
direction of the user, at some pre-tefined time interval, or upon the ocourrence of
some pre-defined event. In some implementations, mobile device 100 is
assigned its own e-mail address, and messages addressed specifically to mobile
device 100 are automatically redirected to mobile device 100 as they are
received by message server 268.

[0046] To facllitate the wireless communication of messages and
message-retaled data between moblle device 100 and components of LAN 250,
a number of wireless communications support components 270 may be provided.
In this example implementation, wireless communications support components
270 comprise a message management server 272, for example. Message
management setver 272 is used to specifically provide support for the
management of messages, such as e-mail messages, that are to be handled by
mobile devices. Generally, while messages are still stored on message server
268, message management server 272 can be used to contral when, if, and how



WO 2006/ 128273 PCT/ CA2005/ 001664 -18 nessages shoul d be sent to nobile
devi ce 100. Message nmanagenent server 272 also facilitates the handling of
messages conposed on nobile device 100, which are sent to nessage server
268 for subsequent delivery. [0047] For exanple, nessage nmanagenent server
272 may: nOEIPE128He  user's "nmail box" (e.g. the messalfel/SAWPEHEEoci at ed
with the user's account on nessage server 268) for new e-mail nessages;
apply user-definable filters to new nessages to determine if and how t he
nmessages Wi ll be relayed to the wuser's nobile device 100; conpress and
encrypt new nessages (e.g. using an encryption technique such as Data
Encryption Standard (DES) or Triple DEBE}- and push themto nobile device
100 via the shared network infrastructure 224 and wi rel ess network 200;

and receiv 0S on bi | e, device,, 100 (e.g. encrypted using
Triple DES?’%%@?%%?"@%%&%@% St 3'0801@05%35%% ggemepl se5verat t he
conposed m23Rages faclitates it dasdlinghatmédvgeviconpaBEe @h mbSida¥gcLRhgi nat ed
fromthe user's corépﬁg{oer%%?ma and -route the conposed nessages to

1 r .
message serVif FES 0 E\Q@rﬁﬁ‘@@@%&f‘]’r@ﬁ?ﬁwﬂtﬁ%ﬁhi es or restrictions
associ ated &‘Hj messages tha}t are to be sent fromand/or received by
mobi | e devi 00 can” b P nBGSFRWyMaBGIYRENEATYH 414 Bayr monitacther dance

with | T polisess mathoxniencest PisEmRoanR: oSRRAGETAN, RETLEFs é}@ounmgase ey
i ncl ude whet her nobil e device 100 Tay receive encrypted and/or Signed
messages, MTASREMSERET RS JAr RBY eiMPdanessiseshapplyutsgoidatinahls ditgestomust  be
encrypted aad/ i e i r sagges sent
from nobil e dqﬂegg%%ﬁagg{éﬁgwgeﬁf%@ﬁt h%qg(g%g%es-ag%%ivﬁgg]%cge[%%ad@r s, for
exanpl e. [ 6§203 Mabds lsviceaHil sewresseand en@ypt nay rabssagbe (@dapsiag dno

provide otdae t : ,Ons, CE?; onl shi ertai age
i nformation o.{ypg@g-téﬁ{mdfg%&%‘o? i[)oa:\tiééI g'ﬂéa"ﬂgn b%ﬁfb:%’g)(%ﬁa%ﬁé@%@ ored on
nessage se@drpiEbghem tonmbblie dadue d6010H the-eharedangiverk inrestratiressage i s
initially rgtri [ vice 100 from nessage, server, 268, nessage
manage rre%t aglg r@/@%g%g&l\%@f? 208; afd fedeive Mmessages composed on mcﬁaila device J
100 {e.9. encrypted using Triple DES), decrypt and decompress the composed
messages, re-format the composed messages if desired so that they will appear
to have originated from the user's computer 262a, and re-route the composed

messages {0 message server 268 for de!ivefy.

[0048] Certain properties or restrictions associated with messages that are
to be sent from and/or received by mobile device 100 can be defined (e.g. by an
administrator in accordance with IT policy) and enforced by message
management server 272. These may include whether mobile device 100 tmay
receive encrypted andlor signed messages, minimum encryption key sizes,
whether outgoing messages must be encrypted and/or signed, and whether
copies of all secure messages sent ffom mobile device 100 are to be sent to a
pre-defined copy address, for example.

[00497 Message management server 272 may also be adapted to provide
other control functions, such as only pushing certain message information or pre-
defined portions (e.g. “blocks™ of a message stored on message server 268 fo
mobile device 100. For example, when a message is initially retrieved by mobile
device 100 from message server 268, message management server 272 is
adapted to push only the first part of a message to mobile device 100, with the



adapted to push only the first part of a message to nobile device 100, with
the WO 2006/ 128273 PCT/ CA2005/ 001664 -19 part being of a pre-defined size
(e.g. 2 KB). The user can then request nore of the nessage, to be
delivered in simlar-sized bl ocks by nessage nmanagenent server 272 to
mobi | e devWO2MBE327Hossi bly up to a maxi num pre- def i nebCHedWayW166d| ze.

[ 0060] Accordingly, nmessage managenent server 272 facilitates better
control over the type of data and the ampbunt of data that is comruni cated
to nmobile device 100, and can help to mnimze potential waste of

bandwi dth or other resources. [0051] It _w |l be understood by persons
skilled in the art that nessage nmanagenent server 272 need not be

i npl enented on a separate physical server in LAN 250 or other network. For

exanpl e, somardseidy bf prré-asféﬁéwﬁ%é %@gg@?@%@é&%@%éﬁ&@%& fRpagePTen

server 272 may be Integrated with 'nessagé server or SO server
in LAN 250. ii9fsraerie be Arlivesed invaimiteosized stooks! ity plessages seyegemeagement

servers 272gcRadriot7e wh [aNEVE- 1Y ' P j re a,large number
of nobile devices neeﬁwtbge Eg"‘é%gggﬁ%ﬁ?w ﬁﬁgﬁyﬁ@%%gﬁﬁ%ﬁ W@ﬁg@e
described hé&48i.n, certificates are used in the processing of encoded
nmessages, such as e-nmail nessages, that are encrypted and/or signed. Wile

Si npl e Mai | [99%0sfer feeyrdiogly, (SMEBYe RECSEANdtasevsr 272Maciiéd PargoSe

Foromt ot " Py BEL e A LB 82 Y BB Bet oS v
(SIMME), amehilsi devicd 100cand MEn fiedd Q6 Ghininfey poteriiis sk bhsan%mﬂiw@i cation

of encoded es (i.e. in secure nessaging applications).
enabl es end%&j%ﬁoﬁé?%enti cation and confidentiality, and provi des data

integrity a ivacy,fromthe, ti an originator of a nmessage sends a
message un:tlg?ﬂ]t i's ge%'gggeed” ﬂ?fsﬁ%gdg%?ef%@sn%@@g@ fheceithat meseagst her
enbodi ment s ménagiesatt sbedr B2 abad net he imsibABARGIS A8dpAERL SRS BBYPE
enpl oyed to.facjJi e cur e, message communi cation, such as Preity
I dt Al n%bac} Stﬁ E % t h tty Good
Privacy' " ( l‘gl or other network. For example, some or all of the functions
assoclated with message management server 272 may be integrated with
message server 268, or some other server in LAN 250, Furthermore, LAN 250
may comprise multiple message management servers 272, particularly in variant
implementations where a large number of mobile devices need to be supported.

[0052] In some embodiments described herein, certificates are used in the
processing of encoded messages, such as e-mail messages, that are encrypted
and/or signed. While Simple Matil Transfer Protocol (SMTP), RFC822 headers,
and Multipurpose [nternet Mail Extensions (MIME) body parts may be used to
define the format of a typical e-mail message not requiring  encoding,
Secure/MIME (S/MIME), a version of the MIME profocol, may be used in the
communication of encoded messages (i.e. in secure messaging applications).
' S/MIME enables end-to-end authentication and confidentiality, and provides data
integrity and privacy from the time an originator of a message sends a message
until it is decoded and read by the message recipient. In other embodiments of
described herein, other standards and protocols may be employed to facilitate
secure message communication, such as Pretty Good Privacy™ (PGP} and

variants of PGP such as OpenPGP, for example. It will be understood that



variants of PG such as OpenPGP, for exanple. It will be understood that WO
2006/ 128273 PCT/ CA2005/ 001664 -20 where reference is generally nade to
"PGP" herein, the termis intended to enconpass any of a nunber of variant
i mpl enent ati ons based on the nore general PGP schene. BéOOSB Secur e
messagi ng PiOYHEBPSIsuch as SIM ME and PGP-based pr ot BeBf-42%e¥yetdn public
and private encryption keys to provide confidentiality and integrity. Data
encoded using a private key of a private key/public key pair can only be
decoded using the corresponding public key of the pair, and vice-versa. It
is intended that private key information never be made public, whereas
public key information is shared. [00%f]- For exanple, if a sender W shes
to send a nessage to a recipient in encrypted form the recipi ent s public

the roci pi tros reeRbs T ERReRATuphle K0 ar, (e ie JRELF iECr B o qucs.

one-tine sesisgoompasayanys ofj enanmberd ofinvdritsie thlomennreibiPbabde dOthe dhord

nmessage, typicall a_symetric encryption technique (e g. Triple
DES). The s %’%qrﬂ‘r,y%gfc&m?hen encrypt ed using the recipient's public key
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of nessagesyLapiimatBh M &ipsg- [0055] As a further exanple, a sender may
sign a nmessage using a digifal signature, Adigital signature is a di gest
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t he di git al eB¢RypigtiuipEM othet negrpmsag@hw%rem is used to encrypt a message, which
can then be decrypted only using the recipient's private key. Alternatively, in
some encoding techniques, a one-time session key is generated and used to
encrypt the body of a message, typically with a symmetric encryption technigue
(e.g. Triple DES). The session key is then 'encrypted using the recipient’s public
key (e.g. with a public key encryption algorithm such as RSA), which can then be
decrypted only using the recipient’s private key. The decrypted session key can
then be used to decrypt the message body. The message header may be used
fo specify the particular encryption scheme that must be used fo decrypt the
message. Other encryption techniques based on public key cryptography may
be used in variant implementations. However, in each of these cases, only the
recipient's private key may be used to facilitate successful decryption of the
message, and in this way, the confidentiality of messages can be maintained.

[0055] As a further example, a sender may sign a message using a digital
signature, A digital signature is a digest of the message (e.g. a hash of the
message) encoded using the sender’s private key, which can then be appended
fo the outgoing message. To verify the digital signature of the message when
received, the recipient uses the same technique as the sender (e.g. using the
same standard hash algorithm) to obtain a digest of the received message. The



received, the recipient uses the sane technique as the sender (e.g. using
the sanme standard hash algorithn) to obtain a digest of the received
nmessage. The CVO 2006/ 128273 PCT/ CA2005/ 001664 21 recipient al so uses the
sender's public key to decode the digital signature, in order to obtain
what shoul WOREYA2¥EE chi ng di gest for the recei ved nessBglCA0p5/00i44¢ di gest s
of the received nessage do not match, this suggests that either the
nmessage content was changed during transport and/or the message did not
originate fromthe sender whose public key was used for verification.
Digital signature algorithnms are designed in such a way that only sonmeone
with know edge of the sender's privalté'Rey should be able to encode a
signature that the recipient will decode correctly using the sender's

public key.gg ﬁ?ér?f usdd the Vgél‘\cgéf'sn&ltﬁicq{e@' foabeédc%nﬂ'kualﬁgé!ns n%rhﬂt@rewe}% 4

aut henti cat' o e sen er and nessage ‘i ntegrl
[0056] An ewfdeﬂétdolaEystat s&mpldabea]mmr@dlgss’gfwdhe orcebedhmessagept €d  and

signed. In gl i f €, erations
i s validat et o é\%’t | ca & n‘fésk&gé) ﬂﬁ@l&%‘g#i %‘%Sa‘&i“gq%g%ls s&h&ﬁ%@lﬁ{gﬁ? i ssued
by a certi rheesast@ aumtlan’r weg oﬁi‘@ﬁged Cﬁ&rrhgfirarmpest andiou diesl rhassayé hidaitiggat e t he
associ ation__ bet hei r b|IC d es al | rovi des
S Tever of it oM e SofRCHiPRs ryBlR ek o Lied Nr BT ER e o Digied
Certificat aﬁgmxut@lwgormﬁms r@'tel ossighaltin dure aetvialf ihaatahhh @otiRoneWvith
certlflcate co nts plc for tteﬁl a accordance  wth an accepted
standard (e E piivate spw shavld heyaple i PQCQﬂeg?ﬁQI“F‘Wreéhﬁjned by
the certi f'fh@tl%c@'férﬁ%!! Hzéco&éJQe“r?dctzymsE@Dﬁ#éaﬁfaewmn@ keft R@Bréfgaé by used,

which is like a certificate in that it contains public information
i ncl udi ng avgifping @ Cﬂda@aiélﬂaaturﬁfrbﬂﬁwamumermﬁ@h%vth@rsa@er@ndm@ageum i ke

S/I'M ME certjykd 8Sn b@ﬂ’(ﬁrﬁ@fﬂ&d PGP keys are not generally issued by a
certificate agfrﬁ%rlty, and the level of trust in the authenticity of a PGP

{(ﬁg ; ﬁlto'h gﬁlt It%qsis?qgl r & é@%dr?feﬂ staaétn ag/ b }éﬁ[grsrgtegargghé& dd’rft{otrggéc ﬂé&hed for
protocol s t §pd @grqeg fIa%lMiMﬁt ’Qﬁléﬁ&iﬂﬂl‘élclw of public keys used in these operations
is validated using certificates. A certificate is a_digital document issued by a
certificate authotity (CA). Certificates are used to authenticate the association
between users and their public keys, and essentially, provides a level of trust in
the authenticity of the users’ public keys. Certificates contain information about
the certificate holder, with certificate contents typically formatted in accordance
with an accepted standard {e.g. X.509). The certificates are typically digitafiy
signed by the certificate authority,

[0057] in PGP-based systems, a PGP key is used, which is like a
certificate in that it contains public information including a public key and
information on the key holder or owner. Unlike S/MIME certificates, however,
PGP keys are not generally issued by a certificate authority, and the fevel of trust
in the authenticity of a PGP key typically requires verifying that a trusted
individual has vouched for the authenticity of a given PGP key. |

[0058] Standard e-mail security protocols typically facilitate secure
message {ransmission between non-mobile computing devices (e.g. computers
262a, 262b of FIG. 4; remote deskiop devices). In order that signed messages
received from senders may be read from mobile device 100 and that encrypted



message transm ssion between non-nobile conputing devices (e, g. conputers
262a, 262b of FIG 4; renote desktop devices). In order that signed
nmessages received fromsenders may be read from nobil e device 100 and that
encrypted WD 2006/ 128273 PCT/ CA2005/ 001664 -22 nessages be sent from
mobi | e devV@&M0@%27hobi | e device 100 is adapted to st dHdCHRIBTIEkeys (e.g.
in SIMME certificates, PG keys) of other individuals. Keys stored on a
user's conputer 262a Wil l typically be downl oaded from conputer '.62a to
nobi | e devi ce 100 through cradle 264, for exanple. 0059] Mobile device 100
may al so be adapted to store the p[%gqte key of he public key/private key
pair associated with the user, so tfhat the user of nobile levice 100 can
si gn out goi ng nessages conposed on nobil e device 100, and Jecrypt nessages

sent to hbgs @rbeea@@tﬁ@ﬁﬁﬁowuetdbvtdému@:s@dobﬁe@'ébiobelol@eyadgﬁt@d td bigy@t e key may
be downl oaded to nobile device 100 fromthe use nputer a62a through
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the comybely g9%uahd apidier dexd %i% b%h%w%lgg%é{fﬁ@g?dcgnpf'e ) ne

identity and one netho or accessin ages uters 262a,
262b can’ﬁﬂﬂfalmpiﬁemelv&ecmfhml@btcm!@ia% fmamgle from a number - of sources,
for storage on uters 262a, 262b and/or nobile devices (e.g. nobile

devi ce 108?9] Thes &abiptdevicestad rseyielsgshbaragaptad tpstosatie pevaje keedifcat ed for
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286 useaéf%&\?%‘fgﬂ? ?aﬂ%eyé‘gg%fc%ﬁ%‘ﬂe T fEivte fg’é%ttw M@ [ 0061]

Certifi casiemechrtté eo rieBps mmbsué gsvitseved sformm AR5 iaieEhard84 by a

user conput eJ 262a, exanpl e, to be downl oaded to nobil e device
ne identity and one me’cho Or accessing messages.

(0060] " User computers 262a, 262b can obtain S/MIME certificates and
PGP keys from a number of sources, for storage on computers 262a, 262h
and/or mobile devices (e.g. mobile device 100). These certificate sources may
be private (e.g. dedicated for use within an organization) or public, may reside
locally or remotely, and may be accessible from within an organization’s private
network or through the Internet, for example. In the example shown in FIG. 4,
muitiple PKI servers 280 associated with the organization reside on LAN 250,
PKl servers 280 include a CA server 282 for issuing S/MIME certificates, an
LDAP server 284 used to search for and download S/MIME certificaies and/or
PGP keys (e.g. for individuals within the organization), and an OCSP server 286
used to verify the revocation status of S/MIME certificates.

foo61] Ceriificates and/or PGP keys may be retrieved from LDAP server
284 by a user computer 262a, for example, to be downloaded to mobile device
100 via cradie 264, However, in a variant implementation, LDAP server 284 may
be accessed directly (i.e. “over the air" in this context) by mobile device 100, and
mobile device 100 may search for and retrieve individual certificates and PGP
keys through a mobile data server 288. Similarly, mobile data server 288 may be



100 via cradle 264. However, in a variant inplenmentation, LDAP server 284
may be accessed directly (i.e. "over the air" in this context) by nobile
device 100, and nobile device 100 may search for and retrieve individual
certificates and PGP keys through a nobile data server 288. Simlarly,

nmobi | e dat ¥G¥PGEF27288 may be WO 2006/ 128273 PCT/ CA2008f H0488#0016623 adapt ed
to allow nobile device 100 to directly query OCSP server 286 to verify the
revocation status of SIMMe certificates. [0062] In variant

i npl ement ati ons, only selected PKI servers 280 may be nade accessible to
nobi |l e devices (e.g. allowing certificates to be downl oaded only froma
user's conputer 262a, 262b, while al -&&i-ng the revocation status of
certificates to be checked from nobi l e device 100). [0063] In variant

i npl enent a tain PKl ser S y be de accessible only to
nobi | e dev"igtgacebggqé @?\%P&P l?éieﬁfﬁ’retfo@uq Q&ggr‘%’?fyag’ e8$VPdshio varlfy| T

adm ni st raﬂrnrrev@m;snl@tatus of BCAMEdaigRaast h an | T policy, for exanple.

[ 0064] Ot her sources of certificates and PGP keys [not shown] may i nclude

a Wndows (o862} f i camevanamm@ér@érﬁatt@@bh@rseﬁ@&w ‘f‘-"i@%"ewefré j?@b%%f Fey store
on or out5|d§eLAN 250, .and smart cards, for exa east one

embodi ment Ta4e GEPRESPIE A Mbliegirvicesi @h dllawinane TEWtea o b%r@“@ﬁﬂm‘ddnent s of
the syst engn m@nﬂatmawé kdrobahses

provi ded b%/ 3\1% a PGP aﬁfﬁverr saa e?‘%/g,gm evgl“mgéeﬁm%%%érggﬁrojtl on.
This i s ont§rtidiatestodmphecked fipay mahiie denierli®Bnt s, the policy engine nmay be
i mpl ement e&) i.n. sonme other device or construct other than a PGP Universal
Server, 0881 pe dpperiset implementaiinnsecertain Iﬁﬁioswensg&ﬁmy tehaadPGP

(e. 9. in agecalM:MEoROlth Serv 90 is
adapt ed to COI’?TYUI’II ca? Wotﬁl@gdé@%grrégg%%q(fég c‘grrptngéé( 85 g% Yand the
user's nob?N & adwinisrater, gossiiglp invaccordmes agih mnﬁ'a;@mp,ribrsmmﬁe 272), and may
be further adapted to encrypt nessages and enforce conpliance of security
requi rement®8dd t h r ddpettsoutsesnel satibisatesi ad SE@P kyyst [reotusiewnibaggd on

policies epbRiblSWhhdWs MMificate or key store, another secure certificate or key store
on or outside LAN 250, and smart cards, for example.

[0065] in at least one embodiment, a policy engine 290 resides in LAN
250, In some embodiments of the systems and methods described herein, the
policy engine 290 is provided by way of a PGP Universal Server developed by
PGP Corporation. This is only one example. In variant embodiments, the policy
engine may be implemented in some other device or construct other than a PGP

Universal Server, and may be apphed in the context of protocols other than PGP
{e.g. in an S/MIME policy engine).

[0066] A PGP Universal Server 290 is adapted to communicate with a
user's deskiop computer (e.g. 262a) and the user's mobile device (e.g. 100 via
message management server 272), and may be further adapted to encrypt
messages and enforce compliance of security requirements with respect fo
messages being sent by the user, based on policies established by an
administrator, for example. The placement of PGP Universal Server 290 in LAN
250 as shown in FIG. 4 is provided by way of example only, and other
placements and configurations are possible. Depending on the placement of the
PGP Universal Server 290 and the particular configuration of LAN 250 in Which



admi ni strator, for exanple. The placenent of PGP Universal Server 290 in
LAN 250 as shown in FIG 4 is provided by way of exanple only, and ot her

pl acenents and configurations are possible. Dependi ng on the placenent of
the PGP Universal Server 290 and the particular configuration of LAN 250

i n whi ch WYQ0@2428273 PCT/ CA2005/ 001664 - 24 PGP Uni VeFSardiesdr 290 may
be enpl oyed, the |l evel of control over processed nessages that are subject
to security encoding, and in particular, over nessages being sent by a
user, may vary. [0067] For exanple, PGP Universal Server 290 may be adapted
to directly process all outgoing nmessages (i.e. nmessages being sent by the
user fromthe wuser's desktop conputer;2#obile device, or other conputing

device to one or nore intended recipients), where it will make decisions
on which ne cr and/ or si if at all, in accordance with
policies defi egfnb Eﬂgeﬁé 99@%@@%&3%&%%2@@1@5 coolnliayer prbdegséche

admi ni st r at enessbbe@ @< YUt &% S 88} %i' sent by the
user to a parti c%l ar doni nﬁj%r pert%t‘z?hg’dﬁ” ﬁ@g‘% g@u BEPYYS to be

encrypted arm®¥ YHEAY 816G MEVaEr exanpl e, the PGP Uni versal Server 290
may itself ei:ngr{pt and sign the nessage before transm ssion.
Alternativell§98the . Geeexample,. PERAMigTsal Searerditithey beladepted tanJebﬂ?yat ion

290) hremﬁs32%?‘3%&’%’2@%““@%%9@ [ RS et i e B e e
user's conplseny %W@ecomdetbeﬁm!leed@m tar ather ypnpatity sledgibe ttbeonaBsSsage
pap. Uni ver s SaEReed336eieAth. [0Ee Bk Wi nide et s o0 tich e aves il |
gol icy ggg eeﬁn@rvpﬂ@mdiaﬂssmdf e& ladly trrracdsmﬂamthg Q{eﬁaﬂeswmté’@%#me P!

erver e i date, and ot herw se manage
PGP keys, aWYegg@q‘%qt}Y%r Sgé’r?cféﬂher%ﬁﬁ‘f‘l@trﬁw éi%ﬁ@@%éﬁt&%akegs
are required msmmtﬁﬁl be senchy Ple @RFAOk pa?ﬂlcgﬂﬁr qﬁ%ﬁﬁ‘@?ﬁ rt%@ge[&ﬁ |

versa

requested b & g t hrough a PGP client catio
Server 290 ?P%/'Gétl 8§(§“ 5 'isd‘é beSCawpist a*ﬂ%?’ﬂﬂ%@/éﬁlﬂg GP for examp!e the PGP

Universal Server 280 may itself encrypt and sign the message before
transmission.  Alternatively, the .user (e.g. through a PGP-enabled client
application on the user's computing device that communicates with PGP
Universal Server 200) may dowﬁfoad policy data from the PGP Universal Server
280 to the user's computing de_vice, and be directed fo encrypt and sign the
message before iransmission, based on the policy data obtained.

[0068] Accordingly, PGP Universal Server 290 provides the ability fo
enforce centralized policy based on domains and other mechanisms.

{0069} The PGP Universal Server 290 may also be adapted fo store,
validate, and otherwise manage PGP keys, and to retrieve PGP keys from
remote key stores when the keys are required to encode (e.g. encrypt and/or
sign) messages, Where requested by a user {(e.g. through a PGP client

application), PGP Universal Server 290 may also provide stored or retrieved
PGP keys to the user as needed.

(0070} By adopting the use of a policy engine such as that implemented by
a PGP Universal Server 290 as described herein by way of example, much of the
burden associated with processing secure messages {(e.y. e-mall), and in



PGP keys to the user as needed. [0070] By adopting the use of a policy
engi ne such as that inplenented by a PGP Universal Server 290 as descri bed
herein by way of exanple, nuch of the burden associated with processing
secure nmessages (e.g. e-mail), and in WO 2006/ 128273 PCT/ CA2005/ 001664 -25
particular?“MWWﬁuﬂ%giding what nessages are to be sent PGEEHEYPI%MG what
security encodi ng should apply on a case-by-case basis, can be transferred
to the policy engine. [0071] In a typical known system when a user sends
a nessage froma conputing device such as a desktop computer or nobile
device, for exanple, the nessage may bhe signed and/or encrypted at the
user's option. Sone users wll prefer'3§T sel ect a specific security
encodi ng for nmessages that they conpose (e.g. they will want to decide

whet her to EﬁﬂﬂHfap.ewﬁﬁs eﬁ@%ﬁt%%séﬁégsa@ W ﬁeh%en{"éﬁéigggf_ gﬁ&%&% the

message, or both sign an t he age) on a mes y- message
basi s. [ 0072§ciFily ehesding ehould appiy bt &t case-ifiecese basie- oan be dtansferresl toot her

nmessagi ng aa@db@ﬁ,ieﬂ '?ner esi ding and executing on the computing device may
be configure 0 suggeSt a security encoding for outgoing nessages based

it ' i ' . E le, if th
ool eat ton T SE winibce! pEER Shda 3TER (HRo L 98! BOME @ e BO8 TR L o1 o
1;1 orvvard'l'_ n?ma@m devit:evem?{a?adaiktepsagm?mmv'tnmwh 'éyﬂew'e_e,tei‘oveﬂathgi_eth% usgr_,
t he a | catl on._nma u eS 0 e use e.,securi encodl ng., use I N
the PP o ieRaad My N SERYe aiels” But Bl Adhe bpr S SRELY e T RaRe Buhy * al
a further exsfapke seiebt heporifesaguriy sp@dirgpfdrancsanREARaBiHGCedhpide Cache,

whi ch store data that fracks, particular security encodings that have been
Res0ci at ot dpentey il ek s deiish ahetboy i Spe e casepPace P ICagR e y

encodi ng wasnassagde \Bedyihe Meiaded W AN sigh HRS TRBR/pt %@n@sﬁbé}“bﬁra _
recipient), the application may suggest to the user that the Sane security
encodi ng be NRBIRPYrNessadBdagSent nessage is sent to the same recipient,

as identified fromdata is stored in the recipient o
[0072] Furthermore, an application (e.g. an e-mail client or other

messaging application) residing and executing on the computing device may be
configured to suggest a security éncoding for outgoing messages based on one
or more security encoding selection algorithms. For example, if the application
determines that a message to be sent is a “reply” message or a “forward”
message derived from a message previously received by the user, the
application may suggest fo the user that the security encoding used in the
originat message should also be applied to the message 1o be sent. As a further
example, if the messaging application manages a recipient cache, which stores
data that fracks particular security encodings that have been associated with
specific recipients (e.g. it can track which security encoding was used when the
user last sent a message to a particular recipient), the application may suggest to
the user that the same security encoding be used when a subsequent message
is sent to the same recipient, as identified from data is stored in the recipient
cache. The application may also be configured fo apply some default security
encoding (e.g. PGP - [Encrypt Oh!y]) whenever a security encoding cannot be
determined basad on these or other selection algorithms that may be applied.

[0073] In contrast to known systems, in systems that provide for a policy
engine such as a PGP Universal Server 290, the need for users fo manually



~cache. The application may al so be configured to apply sone default
security encoding (e.g. PGP - [Encrypt Only]) whenever a security encoding
cannot be determ ned based on these or other selection algorithns that may
be applied. }0073] In contrast to known systens, in systens that provide
for a poli P 208 Hé such as a PGP Universal Server 29BCT/EARORYMAHS4f or users
to manual |y CVO 2006/ 128273 PCT/ CA2005/ 001664 -26 deci de what security
encodi ng should be applied to a given nessage may be elimnated. [0074]
Enbodi ments of systens and net hods descri bed herein permt users to defer
to the encoding policies as defined at a policy engine, such as the PGP
Uni versal Server in one exanple, in th&making of encoding-rel ated

deci sions. [0075] A general nmessage encodi ng configuration setting, which

may al so f . e %Bal fault" setting, is configurable

t hr ough an%ﬁ{ﬂ% @é%fg%éﬁgﬁ%ﬁced‘% o ﬁ@'?/'le@et.so FRNCTSECERREP 6Y bR set to
a val ue t halimimatedat es that the security encoding to be applied to a
nmessage sent fromthe conputing device is to be established by the policy

engi ne. WidP@74he gelettmldimests agesyersagidigl nRIMGIIUESILAR B8kt g_%rrhﬁ? set to
this val ue, the agé}llfﬂat&‘l on wi.l | rFI, on the policy engine to dictate the
security erlt®SE RFFeqtn Pefdredng gp “ééﬁ/aﬁﬁ%%%jga%%ﬁ?“ﬁfyr%m%ﬁ@chaﬁﬁmi ng
devi ce. [OGFBP Univers eBéiosh ielne WhSHS! ind &% S C
configuratipn,setting is set Ito a val ugﬁﬁgtgﬁﬁ%ﬁdﬁtﬁgﬁdm%;ﬂg%ri ty

encodi ng t &4 Wpplied to a nmessage sent fromthe conputing device is to

be establi y the policy engine, the security encoding would no |onger
be determ ﬁ%ﬁ ac %ﬁﬁ%é’”%sﬁﬁeé%é@ﬂgiwﬂ@lﬁ@w peftiag| winich oreyadigor i t hm
(e.g. encodig@feratbRias HPGRLANEHAKSMiE GEL n.data in a
reci pient cache) as the security eﬁé(%tgfgﬁg]{b%g%unedéﬁg&fﬁaﬁgwng?\gi ne
will take gefsgesisrutingotsvige. | Fhigseting cambe diebtm, vahleethet tritkcagengizal
message engadisBeyrité @RES i ts] ' t val ue that indicates
that the securi ty. gnC_Odc?h%ﬁ{%@Qpa%H tb Bk sy sén? 1i8m e EEmpliing ubics

is to be’established by the policy engine. Where the general message encoding

configuration setting is set to this value, the application will rely on the palicy

engine to dictate the security encoding requirements for any message sent from
the computing device.

[0076] In one embodiment, where the general message encoding
configuration setfing is set to a value that indicates that the security encoding to
be applied to a message sent from the computing device is o be established by
the policy engine, the security encoding would no longer be determined in
accordance with a security encoding selection algerithm (e.g. encodings based
on a previously received message or on data in a recipient cache) as the security
encodings defined by the policy engine will take precedence.

[0077] [n another embodiment, where the general message encoding
configuration setting is set to a value that indicates that the security encoding fo
be applied to a message sent from the computing device is to be established by
the policy engine, a user is not permitted to override the security encoding that is
to be applied to a message with some other user-selected security encoding, as
the security encodings defined by the policy engine will take precedence.
Furthermore, where the general message encoding configuration setting is set to



be applied to a nessage sent fromthe conputing device is to be established
by the policy engine, a user is not permtted to override the security
encoding that is to be applied to a nessage with sone ot her user-selected
security encoding, as the security encodi ngs defined by the policy engine
will take Pe¥&dRACe. Furthernore, where the general ReESAYE®ABddi ng
configuration setting is set to WD 20061128273 PCT/ CA2005/ 001664 -27 a
val ue that indicates that the security encoding to be applied to a nessage
sent fromthe conputing device is to be established by the policy engine,
the user nmay not be pronpted about any gifficulties in processing the
nmessage (e.g. when encryption keys canfér be found for a reci pient), as
resolution of these problens would also be deferred to the policy engine.

[ 0078] Conc I : i ts

T ow 2 Now eadptet IR EE et HTR Uit} Biocdil M1RSa e et |
choose to stamplthe soowmpiting r@@vg:edar’mtt;p eﬁeb&mhng mOthecpels:yasngimaatthemeby t he
policy engi i ted to
confirm secﬂﬁ?Y 68’”96 F%tgﬁ é{g{tag %%t?%g %ﬁfré%es\%ﬂ%ntﬂsiﬁ%s%%é gég 8‘3 Thi s
may nake theenqmypimesi@yefcasmtcbaﬁguad\émckerbc@aﬁhmesmln%mbf ﬂ‘nEe@ptdtﬂier%GV S
perspective 79] .If the user wishes to retain nmanual
control over %ﬂf‘@ﬂg} %?ffﬁfrﬁd?%h‘@ﬁﬂ(ﬂﬁ J‘%{P% to be applied to nessages that
he or shes and/ to re t vate th |cat|o of one or nore
security enc ?% sel eCYER tuﬁ%c?ﬁ Ome tﬁggggtu%o RERg e %ﬁ’éj"‘(}%ﬂtﬁe of

t hg. gener aIh aimshaqmeme(b.ﬂaeﬂ’gsmﬂfw mud@tcbbb@ pr@\lﬁcﬁéd ,Wehere tlﬁélas%r’fwn c%i%ge not

i ndi cate that the secu enco to be appli the identifie
nmessage i s t %@p@s?%p&%eﬁe%’ Racqslng E?/‘Cé%g g'mﬁtﬁd@ﬂé he pofigERgiRe, t he
val ue of t he(eg@neeaGPRESRISalCTH06H) Nshd ABEA ﬁ@fﬁé'ﬁ?@nﬁ%ﬂtﬂo%nfif@%elf%ﬂ ead be
set to define sope specific default security encoding (e. rypt

only]), for NS, hehare,dn he used wheyeReria fﬁ@%@&@é eﬂaadmgmake the
confi gur ati ogrezetd bge gahé&aéa%égéagteefs%gﬁér 'ﬂ:BR'P &?fefrsg% e%'hbé

enbodi ment. [ 0080] Referring to "owe ting S eps in
a et hod of more efficient.

[0079] If the user wishes to retain manual control over which security
encodings are to be applied to messages that he or she sends, andfor to re-
aciivate the application of one or more security encoding selection algorithms,
the user may change the value of the general message encoding configuration
setting to one that does not indicate that the security encoding to be applied to
the identifled message is to be established by the policy engine. In one
embodiment, the value of the general message encoding configuration setting
may instead be set to define some specific default security encoding (e.g. PGP
[Encrypt only]), for example. The value of the general message encoding
configuration setting may also be set through IT Policy in a variant embodiment,

[0080] Referring to FIG. 5, a flowchart Mustrating steps in a method of
determining a security encoding to be applied fo oufgoing messages in one
embodiment is shown generally as 300, Further details with respect to various -
steps of method 300 and with respect to features that may be employed in
variant embodiments have been discussed earlier in this specification.



determining a security encoding to be applied to outgoing nessages in one
enbodi nent is shown generally as 300, Further details with respect to

vari ous steps of method 300 and with respect to features that nay be
enployed in variant enbodi nents have been discussed earlier in this

speci f i cat WORLOAE$23H06/ 128273 PCT/ CA2005/ 001664 -28 [XHfI8G)2RPEENce i s
made in nmethod 300 to outgoi ng nessages, which are in general, nessages
conposed by a user that are in the process of being sent froma conputing
device to one or nore recipients. The conputing device may be a desktop
conputer (which may, for instance, include a | aptop conputer or sone other
conputing device that a nobile device %ay synchronize with), a nobile
device, or some other device that can conmunicate with a policy engine

(e.g. PGP Ardver sal E L. typically
be i npl emﬁd in gé%éé\j%g tg%g tlglnﬁle??%%g%’o yﬁytgﬂngﬁ%es%% gt%f %‘J‘ 8&i ce
(i.e. not indenee, Imesaagbenemmeeled)by eheser dingitudrierig ttmbapmrc:ess; pEbihy sebhtit may
nevert hel

d 0082 At | 1
Comel 11 P s fin Helg SR ST gl TR SOMBLNG B8P PE MM beat i ng
and resi digega @eskide cemmIéd @gquﬁma?EforThﬁaﬁ-@@ ihelatié @niapRYyy cdgp@Br er mai | or

ot her nessagi ng . applicat| anot her a I|c tion coupled to or otherw se
i nt egr at ecﬁcga%%heﬁ&@mﬁm dRvicH H’@? ICgopI2Y CNEBPTZe. Withhi add- on

conponent REENG Sk, tdﬁ%ofr%%thé# &{@wéélﬂfatt'caﬁ%bh{rﬁmmcélé WIPE pefidiengig! | cati on
programed tosé)erformsuch st endi ng on the conflguratlon of the

par ti cul arlegy t@/ Eirsapingsiver E%Q‘rﬁff @pé). of hﬁﬁﬂ’i@ﬂ espOenll tyicalbr bor ned by
the poli CWn@%&ﬂe@QH@ SQT[&@ rér'ﬂ@t lH&Hfédnﬂorﬂefﬁ'ecéb d;LLQﬂBS&e\GE ?teegﬁo%‘lo a

nmessage to be sent to at |east reC| pi ent entrfie
conput i ng Aty dmpjaosapd on sf,h@p:omtmgtdmcajettsehf)mmédﬂwhenaverthaiegener al

nmessage er]%g‘(a q‘gtqecg}{‘gﬁg?{ %g@%s@d\t‘bpy at the conputing device is set to a

val ue that | ca ecuri ‘encoding to be applied to the

identifi eotoggglsage g 1Lt RBTS bRARN SRER oPethdPBbE YarE M fFmed by an

application executing and residing on the computing device. The application may
be an e-mail or other messaging application, another application coupled to or
otherwise integrated with the e-mail or other messaging application {(e.g. an add-
on component providing the requisite functionality), or some other application
programmed to perform such steps. Depending on the configuration of the
particular system embodiment, some steps of method 300 may be performed by
the policy engine coupled to the computing device.

[eoaz] At step 310, a message to be sent to at least one recipient is
identified at the computing device.

[0084] At step 320, it is determined whether a general message encoding
configuration setting at the computing device is set to a vailue that indicates that
the security encoding to be applied fo the identified message is to be established
by a policy engine.

[0085] In one embodiment, the general message encoding conﬂguratio'n
setting is identified as a "Global Default” setting on the computing device, which
can be configured by a user, or possibly through an {T Policy. For example, in a



[ 0085] In one enbodi nent, the general nessage encoding configuration
setting is identified as a "G obal Default"” setting on the conputing
device, which can be configured by a user, or possibly through an IT
Policy. For exanple, in a WD 2006/128273 PCT/ CA2005/ 001664 -29 |ist of
confi gur at P&0%&2837hgs, the user may set the "d obal DBEHGAIMSYd¢H | ng
associated with the encodi ng of outgoing nessages as follows: d obal
Default: [PGP Universal Default] (Novice Mdde) In this particul ar

i npl enentation, by setting "G obal Default” to "[PGP Universal Default]
(Novice Mdde)", this indicates that the application nust defer to the
security encoding policies of the pol+2¥-engine (e.g. the PGP Universal
Server) to determ ne the appropriate encoding for an outgoi ng nessage. In

one enbodinment, en the "G obal Default" is set | his way, security
encodi ng glrﬁegitqo\gﬂgg@ﬁg@iq 5 HAf %I@aﬁﬁ%ﬁ“ﬁ/ (S@%?telﬁeé@”ﬁp%ﬁ?mﬂ%
suggest a seeodihied wimrtﬁ@‘éinﬁgdmg)bfdutp@hgbﬁe@l@@bé@grfolm:the user woul d not
be pronpted or permitted to nmanually select a security encoding. On the

other hand, if the "GlsiaDIRRfiBUIHCEP UnderhR eiset (Nevis®MRdal her val ue that
does not specifically indicate that the security encoding is to be

est abl i shedn byis th2esdemdri i6wIEReEt B ,Sﬁéfcgb j o i i -
Encrypt] Ogﬁglggﬁm D_efrellﬁ?pt: A P(’;‘F‘n Si gr’:ﬁzgnd@l%ﬁglr%@ﬁotr&qg@fbgpwggﬁul t:
[PGP - EncifiguldniNavicsr Modehp fiis trdigaies - thelpitg Apelicetipn rwst defeute the

encodi ng s i B @ ot I Bhdi Okl ity
ncodi ng ooty ShoplETHOIIES ol fRfct BhuRd (480 POR HESSaPedEhthe |
recei ved nelIgin®rthgn agatapriete encedingi éoit atachigoingintessroe ur tenonyal ue of

the "d ob : " i e S | t rity
encodi ng ﬁeﬂ%ﬁghﬁﬁiﬁ%{ E%é;g%g?élr %‘%rf\%@ 19? tc?%t twgg% J'\s’% ’eg%l%w aef‘g‘gﬁﬁﬁ hms, in
t hi s enbodis®getion algorithing thet wadlsh sonellyt bmteliidf Gporetd ssedyestta sacaitgori t hns
ot her than | ' i i n variant .
ipl crent atsaao GRL PPk 2BIE, BnT e B BT KO he PRt peuts
encodi ng to manually select a security encoding. On the other hand, if the “Global Default”

has been set to some other value that does not specifically indicate that the

security encoding is to be established by the policy engine, such as:

e.9. Global Default: [PGP ~Encrypt] or
Glohal Default: PGP ~ Sign and Encrypt] or
Global Default: [PGF‘ ~ Encrypt Only] or
Global Default: [plain text],

the security encoding selection algorithms may be relied upon to suggest a
security encoding for a particular message (e.g. encodings based on a previously
received message or on data in a recipient cache), and the current value of the
“Global Default” setting may be used to suggest a default security encoding when
onhe cannot be determined from these selection algorithms, in this embodiment.
it will be undersiood that different selection algorithms other than those described
herein may be employed in variant implementations. '

{0086] In a variant embodiment, the general message encoding
configuration setting may alternatively be provided as an “on/off’ or other
Boolean or multi-state flag, such that when the value of the setting is “on”, this



configuration setting may alternatively be provided as an "on/off' or other
Bool ean or nmulti-state flag, such that when the value of the setting is
"on", this WD 2006/ 128273 PCT/ CA2005/ 001664 -30 would indicate that the
security encoding to be applied to the identified nmessage is to be

est abl i sheWOH{1REhol i cy engine. In one exanple, the W%VG@mﬁwmémbenera
nmessage encodi ng configuration setting nay be set as follows: PGP Universa
Server Encoding Override: [on) [0087] Were the general nessage encodi ng
configuration setting on the conputing device is set to a value that
indicates that the security encoding to be applied to the identified
message is to be established by the po3d€y engine, at step 330, the
security encoding to be applied to the identified message is determ ned by

qgquerying the ppli,c e for .that security encoding., [0088] In one system
embodi ment | QIUR‘@' %t‘?dilhﬁg h(eesegun@ EF‘SJH h&rﬁﬂﬂy?g t%?%idﬁg'?f mﬁ*é%@ges,

wher e requig e eﬁaiﬂ%hé@lbzﬁﬁb ﬁbhd}ﬁ@lg@wpmtéme%%lgemel@met&IEF? bngi

application residin e uting device nmay query th engine
and downl oH¥S58¢¢ 89‘9 QacquﬁﬁHﬁt‘ﬁ@ Sﬁgﬁgd'?e%h@ﬁﬁfea& Blesier mi ne t he

appropriate security encoding for the identified nessage. For exanple, the

downl oaded policy data rrg’ 2’(&!“6%’?@ I Berver ﬁ@§§dm0tf@ﬂ’5% denit to particular

identified &8@1& Eﬁto be encoded in a manner specific to those

respect i vel i ns. VAPIhs99neealymessagederibaceaniigoration seiting mmtha ndi cat e

that nmessagempuley Halisd Rt Ba‘fatldé’Wa@fndi% ikt 88 iébé%alr gPér%cog{rfgefp%

encoded in a nanner specific to those respective s
mechani sns 2PB§hin m@e'ﬁ‘?nﬁﬂeﬁf Beepdoss scier be establishati by thelpotitesngmg, he

enpl oyed. I empadi ane transmtted via
t Lrg );;ol i c%%ﬁg’}aﬂe%%%ﬂﬂéu rect F{? per%o%ﬁ@ heyﬁigzg%'imdewsﬁﬁ% 'Fe.g.
encryption detaiphinnd by geryiny thef polisy sagee fmhﬁeésec&mty ersbdidgn thi s case,

policy data Qﬁlﬁl cally stored |ocal to and accessible by the policy engine
i s queried[@&Het er nhﬂnfenﬁ Rysterpembpdingng Hecendatingefecpdemgyftn agor

| dent 11 ed ofis90f mdoB90Y, ier SIRAI BR-ABHL RO BSEHS LLYoS Eod o i s

applied to
tme case, the application residing on the computing device may query the policy

engine and download policy data from the policy engine to determine the
appropriate security enceding for the identified message. For example, the
downicaded poiicy data may indicate that messages to be sent to patticular
identified domalins are to be encoded in a manner specific to those respective
domains, Alternatively, the downloaded policy data may indicate that messages
perfaining to particular identified subjects are to be encoded in a manner specific
to those respective subjects. Other mechanisms to implement different security
encoding policies may be employed.

[0089] in another system embodiment, messages are transmitted via the
policy engine, which directly performs the necessary encoding {(e.g. encryption
andfor signing) of messages where required. In this case, policy data typically
stored local to and accessible by the policy engine is queried to de’termme the
appropriate security encoding for the identified message.

[0020] At step 340, the determined security encoding is applied to the
message identified at step 310. This step may be performed at the computing



“message identified at step 310. This step may be performed at the conputing

WO 2006/ 128273 PCT/ CA200i / 001663 -31 device or by the policy engine,
dependi ng on the configuration of the particular system enbodiment. [0091]
As noted in this specification, in exenplary enbodinents, the step of

appl yi ng aw&ee1242J3 encodi ng to a nessage entails one BEHOYBIMHW ng:
encrypting the nessage, signing the nessage, encrypting and signing the
nmessage, and neither encrypting nor signing the nessage. [0092] At step
350, the message to which the security encoding is applied at step 340 is
transmtted to the at |east one recipient in known manner. [0093] It wll"
be understood that the features descri bedtrerein may also be applied in
systens facilitating secure nessage transm ssion enploying different

othor than'a. By ur e polfl syt BRsRinal i o Ro Ror Bt Ebtiner v

enforces spegiéiem @nsedimeas (i.e. whether a nmessage is to be encrypted
and/ or signed) for mnessages being sent by a user. [0094] The steps of the
net hods descr i[pgri]her ei As mBiedbia this@pedifidation, ireesenplabl embofiivents the step
instructions stored,on conputer-readabl e nedia, which m i.nclu .
transni ssi on- Pf RPPHE £ SE&I%]E“PR NP n\Fe At M?ﬁ‘s?%?s eﬂgaé{ﬁ gi%gf{}ﬁgd%ﬁgwwg.
regard to a nWipRbfy MELAMEERN Ssighfyeler mdssage! Enbgptinglemat ity the
persons skilled 1'n t%e art tha other variants and nodifications may be
made without desegRn@Nd nYer RECYRHRENCION PR NS FPERIAYN as defined in the
cl ai ms appended hereto. -32- Clains: 1. A nethod of determninhg a sequrity
encoding to bd08%4l i ed fbsiEPADDs Hife MBS t°§@HFhf‘-*P§)ﬁ‘?%‘tm& ?W"@&)Wﬁﬁ%
devi ce, the nmetihod, SARMMAGALS 15 8PEa8 one el hiykigvdm@BRsage to be
sent to at |east oOne recipient; determning, at the client conputing

devi ce, whet hgpggspPener @lyifBaAd8rstood that the features described herein may also be
applied in systems facilitating secure message transmission employing different
encoding technigques other than PGP, and/or where a policy engine or server
other than a PGP Universal Server is employed, which dictates and/or enforces
specific encodings (i.e. whether a message is to be encrypted and/or signed) for
messages being sent by a user.

[ooe4] The steps of the methods described herein may be provided as
executable software instructions stored on computer-readanle media, which may
include fransmission-type media.

[0095] The invention has been described with regard to a number o
embodiments. However, it will be understood by persons skilled in the art tha
other variants and modifications may be made without departing from the scope¢
of the invention as defined in the claims appended hereto.



encodi ng configuration setting thereon is set to a value that indicates
that the security encoding to be applied to the identified nessage is to
be established by a policy engine, wherein the general nessage encodi ng
configuration setting on the client conputing device is set to any one of
a value that indicates that the security encoding to be applied to the
identified nessage is to be established by the policy engine or a value
that does not indicate that the securitg2encoding to be applied to the
identified nmessage is to be established by the policy engine; if the
gener al negisges-encodi ng configuration setting on the conputing device is
set to the™value that indicates that the security encoding to be applied to
the identified nessage is to be established by the policy engine,

det er m ni ngd. Almeethed o deteymining disegutity drsodingl tb de applietiéo adeessagedstingessage

the T aent PralfolEdBh GRAMORH IS Be AR b BISHE 8 steRedh nh ot ne.
identified messrigatifydigta migssngatd bé Bent foeatilesstionkirecipispgsage to which the
security encodi ngehas been a& Iled to the at | east one recipient. 2. The

met hod of cl ai nfigterminciah the, %PPWUBH%F’%'C%‘W%%V%Seﬁe@émeﬁag%mte
fromthe Cbh@%tfun@%ﬂﬁﬁﬁdr%rﬂ@&hﬁ&thé’reoﬂ_ Resdtb E%hﬂ-f th‘éi ﬁfid'iﬂaéesofhaﬂﬁt’%' m 2, ==

wherein th ICy engine Is Inplenmented In a Privacy' P
Uni ver sal sewdv enqodimgéo hetansphied)to theydeniii edfme?mgpnet;eble sgtablishatshy aurt her

Che T dent PP Ssfle direrP i e Beflef mckaBB ElibbdibaRrfo LAl Sl Ro PRt ¢
general neskergeoaipdidy devicens sgitodnywne & valat thatdndicates ¢hatlthesecurityput i ng

device is not set to the, val ue that di cates .that the .securi encodi ng
to'be_app BBrod60 1B pREHRY o Ba delige aneas 5 be ERGRISHEEPG{E RISV pol oy

engi ne. 5. ghbhRe R NRIuOthaRBBeO N6t Fhf:llc‘é'te?ltﬂéft?tﬁe éébu?ltyé dd?ﬂ;[to%&fﬁﬁblﬁdrt the
step of det &r mi ni ng the security enco e appliedTo the i1dentified

message |nth&alcienhftﬁ;h@@swqwsdob@cﬁﬁtahlg,%hleagwdhengow@tgmean algorithmif the
general messagey tﬁ@@g%apm(ég@édeggﬁ@c}du?d]c&rﬁ Jur Pt of HEBSmBOmRL | N9

device is not set
device is set to the value that indicates that the security encoding to be applied to

the identified message is to be established by the policy engine, determining the

security encoding to be applied to the identified message by querying the policy

engine for the security encoding to be applied to the identified message;
applying the determined security encoding fo the identified message; and
fransmitting the identified message to which the security encoding has

been applied to the at least one recipient.

2. The method of claim 1, wherein the policy engine resides on a device remote

from the client computing device.

3. The method of claim 1 or claim 2, wherein the policy engine is implemented in a
Pretty Good Privacy ‘PGP’ Universal Server.

4. The method of any one of the preceding claims, further comprising the step of
determining the security encoding to be applied to the identified message from a

user-selected security encoding if the general message encoding configuration



val ue that indicates that the security encoding to be applied to the
identified nessage is to be established by the policy engine. 6. The

met hod of claimb5, wherein the identified nessage is derived froma

nmessage previously received at the client conputing device, and wherein the
security encoding selection algorithmrequires that the security encodi ng
to be applied to the identified nessage is the sane as the security
encoding applied to the nessage previoggly received at the client
conmputing device. 7. The nethod of claim5, wherein the security encoding

sel ection g{eg@@i&rnnb c'[i@ﬁ%chg;g{te Hovk %@géﬂ' thdthEVGRAIitAS: iheicfﬁt%satﬁﬁﬂ thgd to

the identi message be m ne ts)ase on an identity of the at |east
one reci pi eacurifpeénoedidgtabempalied tactheiidentifiedonessagle iFkebeestedtisidd By one

of clains t furt her conprising the step of determ ning the security
encodi ng tﬁ“%@‘)‘ﬁ%p‘%ﬂ%ﬁ?-to the identified nessage in accordance with a

specific security encoding configured as a default security encoding at
the client copputing device if _the ner.a ssage .encqdi n configuration
Setti ng. on5: KBS AGtBRH OESMGa0S RGCATHT 4o Berurber cathprgng st dhat

I ndi cates yBamiidifg BREsEdurity éﬁ@db%q:ﬂ) &@aBﬁlieﬂ%'th@%érﬁifiéams%gé if i ed
message is to be established by the policy engine. -34- 9. The nmethod of
any one of aceerdpnes with@gsesusityvencoging eglectidnealgpiithin hghegenerakmessagey

di f i at i i i X : i h
message; s 2apfo EAERrelTsORaT BTG BIE il diceBRELSIe 12, o,
encrypt i ngvaleke thhigntiegtesithantbesagaritykhcoding todtehaspliedl tathe ieatiftdd t he

precedi ng cl ai ns, ., wherei e C ting device 1is: a desktop conputer or a
mobi | e devi”?;e'e'?saﬂﬁ.'smg %ﬁ%ﬁb&%ngggtﬁ'ﬁl@%ﬁ%ﬁpﬁ'ﬁleupon which a plurality of
instructions are stored, the instructions for causing a conmputer systemto

performa nethod of determ ning a securi t_]y encoding to be applied to a
message beBngheemathed efclaim & waateir Bipidentiiedieessaoais darlped®M 8 any one of

clainms 1 t?né]s%agéﬁa%\ﬁblféfﬂ%\feﬁratqﬁé it UoRthAing eVlce! ¥nd WA © be

applied to a e
security encoding selection algorithm requires that the security encoding to be

applied to the identified message is the same as the security encoding applied to

the message previously received at the client computing device.

7. The method of claim 5, wherein the security encoding selection algorithm
requires that the security encoding to be applied to the identified message be
determined based on an identity of the at least one recipient andfor data in a

recipient cache.

8. The method of any one of claims 1 to 3, further comprising the step of
determining the security encoding to be applied to the identified message in
accordance with a specific security encoding configured as a default security
encoding at the client computing device if the general message encoding
configuration setting on the client computing device is not set to a value that
indicates that the security encoding to be applied to the identified message is to

be established by the policy engine.



being sent froma client conputing device, wherein the system conprises a
policy engine connected to the client conputing device, and wherein the
systemis arranged to performthe steps of the nmethod as clained in any
one of clainms 1 to 10. 13. The system of claim 12, wherein the applying
and transmtting steps of the nethod of claim1 are perfornmed by the
policy engine.
-34-

9. The method of any one of the preceding claims, wherein the applying of a

security encoding for the identified message comprises one of: encrypting the

message; signing the message; encrypting and signing the message; neither

encrypting nor signing the message.

10. The method of any one of the preceding claims, wherein the computing device

is: a desktop computer or a mobile device.

11. A computer-readable medium upon which a plurality of instructions are stored,
the instructions for causing a computer system to perform a method of
determining a security encoding to be applied to a message being sent from a

client computing device as claimed in any one of claims 1 to 10.

12. A system for determining a security encoding to be applied to a message
being sent from a client computing device, wherein the system comprises a policy
engine connected to the client computing device, and wherein the system is
arranged to perform the steps of the method as claimed in any one of claims 1 to
10.

13. The system of claim 12, wherein the applying and transmitting steps of the

method of claim 1 are performed by the policy engine.



