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A service provider (carrier) or an e\:nterprise may have reasons to limit the list of
people that a user may communicate with. Users may also need to place restriction on
who they receive media from such as blocking the dating group during office hours or
parents wanting to restrict the targets that their children may contact.

There is a need, therefore, for mechanisms to selectively restrict inbound and/or

outbound media communication for users in a group wireless communication network.

SUMMARY
The disclosed embodiments provide novel and improved methods and apparatus
for restricting media communication in a wireless communication network. In one
aspect, the method provides for restricting media communication in a wireless
communication network includes receiving an indication from an originator for setting
up a media communication session with at least one target, applying at least one media

communication restriction, and sending a request for setting up the media
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FIG 4 illustrates a i'fagram for establishing a
fromghe debibal desclipionafthedncldioents set Sorénbelow:
[0010] FIG. 1 illustrates a group communications system;
[0011] FIG. 2 illustrates how several communication devices interact with a group

communication server;

[0012] FIG. 3 illustrates one embodiment for an infrastructure for implementing various
disclosed embodiments; and

[0013] FIG. 4 illustrates a flow diagram for establishing a restricted media

communication session.

DETAILED DESCRIPTION
[0014] Before several embodiments are explained in detail, it is to be understood that
the scope of the invention should not be limited to the details of the construction and the

arrangement of the components set forth in the following description or illustrated in the
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service provider's network 1116.11’%?%185 and 1 E‘?Q%g%nmz 18
copRerieko; tg@ SR Provadar 3 naekedidstesservioemedes (RDENkEtisough service

j connectijvity t oup .
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begetlpsatedowitle rerRYE withstaltese stiom@s) 190at e, and nul | or

i nac{ i tate. I.n the acti or conpected state, a k
act ?}/E’X‘fq?egfcﬁacsem% 3?81?6 P s{\éﬁ HeReth sgvseal states, e.g., active or

. copdectedcstpalt doithabDstaedadd BulBor QMacBRCstate. In the active or connected

state, a active traffic channel exists between the participating CD and the BS or BSC,
and either side may send data. In the dormant state, no active traffic channel exists
between the participating CD and the BSC, but a point-to-point protocol (PPP) link is
maintained between the participating CD and the PDSN. In the null or inactive state,
there is no active traffic channel between the participating CD and the BSC, and no PPP
link is maintained between the participating CD and the PDSN.

Each one of CDs 104 and 106 may request packet data sessions. As part of
establishing a packet data session, each CD may be assigned an IP address. Each CD

may perform a registration process to notify group communication server 102 of the
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may i nput her desire to a CD 202, 204, 206 to initiate

mere &Rsunincend enbedinengthe gser may first invite the target users(s) before

starting to communicate media, by pushing an “invite” or a PTT button on a CD.

In FIG. 2, when CD 202 has permission to transmit media to other members of
the group, CD 202 is known as the originator and may transmit media over an
established channel. When CD 202 is designated as the originator, the remaining
participants, CD 204 and CD 206, may not be permitted to transmit media to the group.
Accordingly, CD 204 and CD 206 are designated as targets. As described above, CDs
202, 204, and 206 are connected to group communication server 208, using at least one
channel. In one embodiment, channels 210, 212, and 214 may include a session
initiation protocol (SIP) channel, a media-signaling channel, and a media traffic

channel.
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At BS/BSC 304, the reverse link signal is received by an antenna 350, routed
through a duplexer 352, and provided to a receiver unit (RCVR) 354. Alternatively, the

antenna may be part of the wireless operator network, and the connection between the
antenna and the BS/BSC may be routed through the Internet. BS/BSC 304 may receive
media information and alert messages from communication device 306. Receiver unit
354 conditions (e.g., filters, amplifies, down converts, and digitizes) the received signal
and provides samples. A demodulator (DEMOD) 356 receives and processes (e.g.,

despreads, decovers, and pilot demodulates) the samples to provide recovered symbols.
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[0028] At communication device 306, the forward link signal is received by antenna

320, routed through duplexer 318, and provided to a receiver unit 322. Receiver unit
322 conditions (e.g., down converts, filters, amplifies, quadrature modulates, and
digitizes) the received signal and provides samples. The samples are processed (e.g.,
despreaded, decovered, and pilot demodulated) by a demodulator 324 to provide
symbols, and the symbols are further processed (e.g., decoded and checked) by a receive
data processor 326 to recover the data and messages transmitted on the forward link.
The recovered data is provided to a data sink 328, and the recovered messages may be

provided to controller 330. Controller 330 may include instructions for receiving and
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d) ~by. [ .d
refiHGHE ACEHisPIAEC R R bRt Aufidel B8 "By e rorvitiar ol define for
cath &iséres OMREESH thatcarres’sRseV b4y ifn %J‘Hg{ @orﬁinﬂhitc%% s wed.
ed fo controlleér

the recovered nessages nay be provi
Uspndevebssiricsione pro3 sty thepbility: Farcrach msdrrto clefinn sdditional limitations

RVl P ndi informtio receivin nd i
T RS I T —
leod repiribitians.omrmuni cation traffic, determ ning the

restriction inposed on the originator and/or the
t ar get ff.eri dia, transmtting nedia to a

03] 2 Ao el Bl BTG Fup i gt ety o DeriGd e
the originator to deliver nedia. [0029] A service

[0032]  provi der Aldd®W -erdmmanicetidreispilowed bamoaraquitdlele. KDLOWY may

be' T¥rr n\é@b{égﬁﬁ“ﬂ? tolimt the list of people that a

user cate with., Users may al so need to
pl ace restriction on who they receive nedia from such
[0033] as bl ockiAd-@We AdAVANG gr compmutichtieh & falloR el AHISrefiired, i.c.

' ' h h h
AROREATVATS e 1ot beSibrdien by s DY S 110 el

[0034] . DENY - communication is not allowed

[0035] As a default, communication may be allowed between all users in all domains,
which may be viewed as an implicit “ALLOW all” entry as the first item in the carrier-

level restriction list, enabling communication between all endpoints.

[0036] Call restrictions may be applied as two independent ordered lists — one defined
by the carrier and the other defined by each user. The ordering of the list may imply
that the restriction entries at the end of the list override the entries at the beginning of



contact. [0030] In one enbodi nent, nedia comruni cation
restrictions are configurable by both the carrier and
woOheosuser19 anong ot her entities capabl e of def Parmg2004/033014
medi a communi cation restriction. In one enbodi nent,
the carrier has the ultimategauthority over some or
all restrictions. Carrier-level restrictions provide
the ability for the carrier to define for each user a
thathiset br agdion.acalrier-leyelysesiridiipne miy hovermde ¢e user-configured
n%%ﬁggngcation is allowed. User-level restrictions
prOV|Bé the ability for each user to define additiona
limtations on the conmunicati on between the user and
[0037] t he $atswediofresiseion edby maydpesifitdne of dre follpwingdivo types:
restrictions. [003 ] one enbodi nent, nedi a
[003g]  COMUAI CANIQR WeBhinnfiidA03 vl HEciBR Bk dufis@s: [ 0032]
ALLOW - communi cation 1s allowe %ut not required,
i.e. ALLCNVn%¥ be overridden by a DENY [ 0033]
[0039]  ALLOW ALWAYE.QW copmmpiniication grthinsa sroupdematind r equir ed,
i.e. ALLOWALWAYS nay not be overridden by a DENY

[0o40] [0034] DEEXY c6afMIthER WiR aisﬁedi‘i:i’cf usk hawed [0035] As

a default, comunication may be all owed between all

users in ?&i omai ns, which may be yiewed as an

i mpl i ci t ypuaicgion Within & gauR (91830 t om i n t he

carrierlevel restriction |ist, enabling comunication

[0042] bet ween alALVEAYSOARTOW[ (@3file) Cabhmuahtio twillnSa n@¢cifie user
g |ied as two i ndependent ordered lists - one defined
a @gﬁhe carrier and the other defined by each user. The
ordering of the list may inply that the restriction

[0043] entries aAIIWIAYSNALOOW lieqhirstcotteii¢agion twithie kfdup Hodain.
the beginning of 8 the list. In addition, carrier-|evel

restrictions may override the usetr.-confiqured . .

fooad] | 22t FPE s fiing Bty pormirfionibiie . Filier Pchrtsh S dntiigtiongymay be
appledi foy then@igihatdine ub@! ddavdsd @ntyo Foy RRssoidDaR81a chbmtMtations
communi cation wWth a specific user address [0039]

tafficoshe omsinatos st Testiclipisnmay degprnlisdowrerdh poond thepaget list

SFR TP GAL hfiaoblinfhi SRR Lduest! SELAARH, 37 Snd A0 kst may be an
communi cation W thin a*group donmarn

ad-hoc group address, a chat-room address, or a user address. If a closed group address

[0041]

or closed chat-room address is specified, the restrictions may be applied to the group

address only, and not to the members of the group.

[0045] In one embodiment, media restriction entries has the following syntax:
[0046] <token to_match, type, level, direction>

[0047] where:

[0048] token_to_match = {user address, domain, or all (specified by the literal ‘*”)}
[0049] type = {DENY, ALLOW, or ALLOW_ALWAYS}

[0050] level = {carrier or user}

[0051] direction = {inbound or outbound}



[0042] ALVWAYS ALLOW (require) conmunication with a
specific user address [0043] ALWAYS ALLOW (require)
woansaesaat i on within a group domain. [0044] FBCT/US2004/033014

i ncom ng nedia communications traffic, the target's

restrictions may be appliedS}o the originator's user

address only. For out goi ng redi a comruni cati ons

traffic, the originator's restrictions nay be applied
[0052] on e%hn endonyaint s spreificdr gethel toben spandteh, dbe idometeis compared

i BoomhurciBin SFaicRohERs 1 RtaERe 1 ifipbed f 48 omain
pGHSH 6the gRuptaddiegs. BRidREEWRs tHefrestribli6rs g@é1ﬁb&lly%ﬂ@f@§§ single
or closed chat-room address i s ECIer t he

domeain ot etdpmn@ aﬁﬁ)ﬂllﬁf itgspbidenraing. (Veengr wigh addiensds apegifieg as the
gnd 14! %tlatél{ e & gPQ:ﬁ&{e % &Hlﬁ)al%rclog th OtﬂéIS% t&J] u88€ address to
%0 C? res rICtIO entrres has nhe

de‘t&hhﬁwfmlgsr@mhax;mthwm < token_to_match, type,
IeveI di rection> [0047] where: [0048] token_to_match

[0053] | i t e aoﬁnera- gf%lergﬁﬁﬁt%g?mn:?%r})p € corﬁg&@sﬁiﬁl %ﬂ? gluger s{llgscnptlon and
cBhEOWRGAMPIduliB B dureti@l ofthe ea@bsciitionr Uski@ével bAlOFesirictions

direction = {inbound or outbound}[0052] Wien a donain
mpy; bg serfigiredkbytheter tiaRaeption Aatlquser RERIoRbE ﬁntlcépatlon is that
ortion of each address to
%9@@%‘%%8 &x%lgﬁ%edﬁgﬁiegﬂfn t he donmain portion of
t he group address This allows the restriction to

[0054] spechitre &amr—é@aalr eashyichions dgfiec Mmtaben%wetbmwhm@n@per-level
regtéé:ggl% § b% @HHQIHR ﬂe}%dt })Née&atrﬁ%rul%sﬂe user dﬂd‘g dehvered to the

uFe D ﬁﬁora@ab prividetie entifiguneatisaer usddees sestrivtiont er m ne
if there is an exact match. [0053] Carrier-|evel

0059 LU ERF PR RsRRSAI A et D5l PR AR s or e
medinatdrauitationesdud $esdeps. | 0OutbbeRd -dléﬂvae |res¢ﬁ?dtions placed on the
restrictions rmy be confi %ur ed by the user via an
onsgnatenag applied afgeg okthemiti ﬁséepaﬁf efisaomspunicatipn sgtup. nbound
r t ange
TSR AP SIS, SRR ESHE it ARBHL gy
cdrimfiuhiatiticansver (GIAISH isdtiealptiug € edreact bachatatget. ct | ons may
be further defined, the carrier-level restrictions are
del | G erﬁbodslﬁgnt outbound media communication restrictions are applied on

[0056]
outgoing calls only. Provided the carrier-level restrictions do not change frequently and
the carrier-level restrictions have already been delivered to the user’s CD, outbound
restrictions are applied on the user’s CD. Applying the outbound restrictions on the
user’s CD prior to each media communication origination eliminates the need to send a
media communication setup request to the GCS for a media communication that cannot
be established due to outbound restrictions. By eliminating these messages prior to
using infrastructure resources to send a media communication setup request, a savings
in the load on the infrastructure is gained, e. g, eliminating a single media
communication setup request may result in a savings of a minimum of four GCS

messages sent on the overhead channels and traffic channel.



[0057]

[0058]

[0059]

[0060]

user's CDin order to provide the configuration of

user-level restriction. [0055] Carrier-|level and
wagers/Besiel nedia restrictions may be applied PATIUS2004/033014

areas of the nedia communication setup process.

Qut bound nedi a restrictions fj aced on the originator

are applied at one of the initial steps of nedia

co ni cation,. set ugl. I nbound mnedi a communi cati on

rest 19 %HEO%HPQ% edﬂb%‘égﬁeﬁtha?t@@ﬁ agr apPHpP PR énfomtiemcalls only.
Stle€ g eIk bt | r bk i g
cont aclt%eac ﬂ%@gg@ hd[a 8%6 Iﬁrgqg%n;r?yé E%lb\%lﬂr%g %ﬁ St%gn‘% Bser-level

resiricbionmon thed$eaver ownn everytipdatervestld iadd isipnificanteloadd itRCsystem.
n_eut gai ng .cal | nly.. Provided the carrier-Ievel
ThERA A G Rl st be ool hina werS €D onty. Tris
rézaly inGthe hédab a%%§'ta'll' (EHoRAS atPH AL RELY laz%?aalﬂ%%ﬁﬂég&fsdon the
to the user's , out bound restrictions are applied on

uses GJ3erlys CD. Appl yi ng the outbound restrictions on
the user's CD prior to each nedia comuni cation

or i gABBkMN chlrieMiVal @Sstlidtnd & di i
com’ruglﬁfggg]gn Set up requ{e{{s%tn t(gptﬂ%éé (%chr%rrn% rer%:éll farget being
cerrateth elominates théaced tnsertd beneki abhinshedtioh antianncement to the

ound r.estrictions. .By elipnating these nessages . .
B B oA Rhlgini PG PR e e e St T o dnepund restritions
levidi alicNHEMRAL I cB@idilng SRYLE Shessfbes PHOPIS vsthelfastructure
| oad on the infrastructure is gained, €. g,
IeEPYTRESHASERh2 gorsmugicatioreginguatsmenhinessaon sseingpin the loeston the
: [t 1N ' of g _m ni num of .four .GCS .
nfRUERY a8 SRERAD, 7 g 8] Shglh Gilenty Fppmunication
argioanceeient fhaly 0&alt]in larsacings efrh adhifRft of tLGTSRAEEbes sent on the
reﬁ]iet ri Etl og\s}igare pplied on . incomng calls only. Since
oygtheag sapne tyafaq ¢happel originalion MEF@ESs r equent | y,
del i elili g an,dé?tori ng user-level restrictions on the
ser vift Gg%ﬂseé\&i 1) apdh gy Frov coramupigatiangserver €665) meselayor role
it 0 ' -] e restrict.ions
B i e R O
alf bmglfmeﬁ lblbth ampinier ahd uéérribvm]mh dreoapshliod tabctlglki rdﬁllkiﬂa&f[igsocg prior to
vel, ca restrictions on t user's only. 58]
SeR@BEJ%’%&"“@EP’PF%HQﬁ MR Tepeest 9 @F.@ﬁ% &he Pﬂéeti(zselﬁﬁﬂ@?t]wns for
edcB t£86thré aFEIRY RMNACSONHAE st} gg?ﬁe&z{l&t%é }{éﬁ%cﬁgﬁéjalte?applied

send a medi'a conmuni cafion announ targe
wheyy the commmugiceibemamiountantmt rdaghes tlartaget’ b EDe st abl i shed
due to inbound restrictions |evied against the user.
By dflGridnidiustraes hosecene fyaggeblighingr regrictsd maedia communication

[ re resqurces to send a.conmnunication )
5 BROHELY:Sk SURMORER R, RO S e it
presses the PTT button on his or her CD, as shown in step 402, the originator’s CD

applies the outbound restrictions to all targets specified in the communication request,
as shown in step 404. The targets may be specified by either users addresses and/or
predefined group addresses. In order to specify a restriction against a predefined group,
the domain portion of the group address is specified in the <token to match> field of
the restriction entries. In one embodiment, only the group address is checked against
the restrictions, and each member in the group’s membership list may not be checked

against the restrictions.



[0061]

[0062]

[0063]

[0064]

infrastructure may be recognized. Elimnating a single
medi a comuni cati on announcenent nmay result in a

weavisrnges1of a m ni mrum of two GCS nessages sent POW/USE®4/033014

over head channels and traffic channel origination
messages. [0059] Both the usgr's CD and the group
comruni cation server (GCS) may play a role in the
enfoifenent of medi a communi cation restrictions. The

rest i &S SHEMARISSEP dlstests eRre AtnEoEe regidetionst thetirdeny rmedia
e I
8ir B4 S AL 153 P Al fFbe s
nbﬁnﬁem&)rdmy CH'rthc aser hea/lblwed&s bbmﬂiunﬂfa&a \ﬁ/ﬂli aB @@ Bets specified in
t ar get, are a | e the user

the E%t %i ‘i?il TB‘H?S% H%S%%Eﬂ thed5Gimena regonal dispatcher
ﬂ 0

I m v

cxpasds alm @dsaéwp@scmindndu inghd wouese s tist ofasesr dinog tHeOarget list

n mhodi ter, the o |nat r ects a nE
" oR R AE o ool Ineh b BEAEASHRY (P8 GF Ui otomal digpatcher
vehReshit ThStaeget 46Pdoet H6r Rl tﬁé'lhfélinb%r ﬁlﬁiﬁlfble%etcgﬁt}ﬁe After
e

out bound restrictions to all tangnfs speci fi
theoraginmak éﬁpéﬁqhereq@ref@s the scaglniswwithin gheeppetified limdt, the regional

e sers.addresse
B o Ao EA8 Srsbihelt! Bl Eh o7 bt of BREGT g e
GES @sthe regﬁonah dagacm tverifigy thatethe og isOW iR, thé b}ﬁcﬂ%ﬂ@aﬂlclpauon
g¥%& t he ﬂroup address is specified in the
ligtiop etC@ lmech the B HCpptigmiEmit g ppicheeprexeended.¢he GGS or the
c
régiaglﬁlalaﬁg%% %%1{6@ :h%)}so%l%‘ﬂg%fll%%gng é—i%%f € ﬁ%dtl%ng & (%a%g target to the
Ogﬂoapfsuﬁﬁnﬂ@mshapﬂmmmhnﬂwp4ﬂ81 be checked agai nst the
restrictions.11 [0061] If the originator's CD detects
one t |cat
cat ol e ran S tptpef R AdRled 45 TRt HIRAGE PREDA: e
cahgtotdeds withouti thosa:cthngéﬁs éelmg contactedgiTie GAS érhBe tipRinal @spatcher

B Y H SRR G LY G4 thecpoll ﬁ{qgng%q Fuspime thgeqpl is ro-
estfbIkAR] BHeFaet 8 cﬁl@ Qésﬁ‘i@iong 'afeogé}ﬁf% ﬂc@sﬂle CBPﬁﬁlﬁl?caﬁ&? is still

Upon receiving the call reque
deneeg, Méargéﬁlspatmmctedmmd& any closed groups included
in the request to a |ist of users. Once the t ar get
list
the BEoor PraE ARSI AR hoFoHRRE o B RR ol wnit
(MeVyesing itlst redoesi target Hste emtithe HeCSrenitier &qunal dispdtcHe® kends out
he cal | After. the di spat ch erifies

e iniicemetRiia ohin o gL Al frerhit efrbierd Grasmi. when

a target’s CDt receives the call announcement, the target’s CD applies the user-level

inbound restrictions to the originator’s user address, as shown in step 412, to determine
if media communication is allowed. If communication is allowed, the target’s CD
acknowledges the call announcement, as shown in step 414, accepting the call.
Otherwise, if communication is not allowed, the target’s CD acknowledges the call

announcement by rejecting the call.

Upon receipt of one or more acknowledgements accepting the call, the GCS or
the regional dispatcher sends a “floor grant” message to the originator’s CD, as shown

in step 416, indicating the communication with one or more targets has been



di spatcher |l ocates all of the target users. Based on

the nunber of |ocated targets, the GCS or the regiona
wdizeaseher verifies that the call is wthin tRET/US2004/033014

specified participation limt for the call type. If

the participation limt has ppot been exceeded, the GCS

or the regional dispatcher applies the inbound

cartier-level restrictions for eachtarget to the

R b HEpls i ol S8 beoEramisaio the SHeipaiarss shown in step

419062] If one or nore targets are not allowed to

communi cate with the originator, the call proceeds

wi t hout those targets belng contacted The GCS or the
(00651 {'c g7 Gnane FRORLEETHE DTes for P Lyragiresrietnasnibeiyaedinicpminiuication

ré%tnétﬂaﬁ c6Rtiguration :yﬁgﬂrrﬁay lﬁ)‘f%fl%{w sk REadgel | 1s re

established the tfarget's ca ri Clions are

applied, and_if the communi catlon is still denied, the

[0066] targét i sAndPERYntTavTigiParafmihe. uge00b3Fl Tthet @oSflists tiigh an
ALQ&DW” WA§§?%§%?{011%? h%%%ﬁjetrtlwee, yocoder and nedia

control wunit Juced target list, and

the GCS or the regional dispatcher sends out cal |
[0067]  annotincendatALL &9 gptugtionnthet epnflie, witlh aaDENIargicsionrut the
cglﬁgrlree uced target list. \Wen a target s CDt receives
e call announcenent, the target's CD applies the
user-level inbound restrictions to the ori ginator's

[0068] s er Imnerfr eskodiments hasvier-lemelstestpicdi, are apjoldefirst B‘@rttn‘g from the

(o) allo mmuni catjon i s
oA, ORTAO o0 LR B R ol BOTHEY BRIh™h &y
speoifes ACRBEN or @ifil Sl0siids in $he BestldionARE BN E&ntek}ﬁua ed Ifa
i f conmmuni cation is not all owed

a O herw se,
%k@é‘tanseneb thet KPS RIALEAY oAl WA isunwsharihe ta}ner level all
regei of one_ or

oS54 bl o0 e DRI IPE Rl 8 P
ALé@WS meafounid stpthe cireier leesipihe asérflbwad Fesgictiohs areRBSREE td @termine
i he or ﬁ\ sCD as shown in step 416, indicating
! F%eée &rﬁﬁtﬁ R GRihehsreRidies 2 DRATE Pbﬂlgte%dsqus&slf@eemlzoccurs
ore &itiad lal e 1o dr RYELERSLIIENS, HR é}g&ﬁtﬁa}g}g g?&‘?e!at 51% 8 call is

the originator, as shown in stép 4
diment, prior to applying restrictions, the rredl a
comruni cati on restriction configuration system may not

RN T S e e

restlglctlon at the carrier |evel

[0070] or each target entry in the call setup request,

[0071] For each carrier-level restriction entry with direction field set to “outbound,”
[0072] If target entry matches carrier-level restriction “token_to_match” field,
[0073] If the type field is set to ALLOW_ALWAYS,

[0074] Proceed to next target nntry

[0075] Else if the type field is set to DENY,

[0076] Exit algorithm and return “call denied”

[0077] Else (the type field is set to ALLOW)



[0067] An ALLOWrestriction that conflicts with a
DENY restriction at the carrier level. [0068] In one
wenhsdsesnt , carrier-level restrictions are appCirad2004/033014

first, starting fromthe last entry in the restriction
l'ist and proceeding until thgye is a match on an entry
that specifies a DENY or until all entries in the
resteiction |ist have been evaluated. If a match on an
ent r& Wﬁ%ﬁé&'@ restriction £nirpwithAliregiorsficld setdo femtheundrie
carrier level, all other restrictions against that

[0079] addr ERtargat altiygﬁstbleai.uséxtleaelﬁadtﬁaio@noladﬁ_&nh{aychtﬁaa
specifies ALLOWis found at the carrier 1evel, the

user v rictio re checked to determine if
[0080] thereh?1 %’5’ ﬁf{ sgrio & v’\eﬁtry that specifies a DENY for
that address. If a match occurs on either a
[0081] car r Eait-algovithm end mturs &call denédd”’DENY, the al gorithmis
aborted and the call is denied. [0069] In one
[oog2] embogigent, for outbound nmedia communication traffic:
[ 007 For each target entry in the call setup
request 0071] For each carrier-level restriction
[0083]  ent r rageechtodireaens user-Fevell restdetiontentryout bound, " [ 0072]
If target entry matches carrier-level restriction
[0084] "t OK®fhck&d 1dBeiYar t&ltf%» [0073] If the type field is
set to ALLOW AL [[0074] Proceed to next target
[0085] nntré %0075] El se |f the type field is set to DENY,
[ 007 } Exit algorithmand return "call denied" [0077]
El se (the type field is set to ALLON 13 [0078] For
[0086] eachPusesd togratiodseairidrdévedreseittioy eirf.h direction field
set to "outbound” [0079] If target entry mat ches

user vl ol tr t|on t oken .t e Q080
[0087] the %)/IS ! Pou iy g e?m{"&uﬂfﬂ&o?_ga I'fc c, Etiliet }oglp g rlthm is
extfiodlcedadnthie G(cs;l I deni ed" [0082] Else [0083] Proceed to
previ ous user-level restriction entry [0084] Proceed

[0078]

[0088] to nﬁc)frt ea% égner-l%velersthc:)‘u 85<Jntry w1ﬁ1 direction field set to “inbound”
[0089] If originator’s address matches carrier-level restriction “token to_match”

[0090] If the type field is set to ALLOW or ALLOW _ALWAYS

[0091] Exit algorithm and return “call allowed” (call announcement is sent)

[0092] Else (the type field is set to DENY)

[0093] Exit algorithm and return “call denied” (call announcement is not sent)

[0094] Else

[0095] Proceed to previous carrier-level restriction entry.

[0096] When the call announcement is received at the user’s CD the following

algorithm is enforced:
[0097] For each user-level restriction entry with direction field set to “inbound”

[0098] If originator’s address matches user-level restriction “token_to_match” field



[0099]
[0100]
[0101]
[0102]
[0103]

[0104]

[0105]

[0106]

[0107]

[0086] Proceed to previous carrier-level restriction

entry. [0087] For inbound nedia conmunication traffic,
woheosfoaédiowi ng al gorithmis enforced on the GCBCT[US2®S)33014

For each carrier-level restriction entry with

direction field set to "inboynd" [0089] If

originator's address matches carrier-|level restriction

"token to _match" [0090] If the type field is set to

ALLOW tBe tymeifold iasAyDENY91] Exit al gorithm and return

"“call allowed" (call announcenent is sent) [0092] Else

(t he HyReuckitieh dnd niatciodEY) [0093] Exit al gorithm
and return "call denied" (call announcenent is not

sent 36@%30094] El se [0095] Proceed to previous
carrier-level restriction entry. [0096] Wen the call
announcenent is received at the user's CD the

fol | Préceed @l gevibusurei-Rvelntaricwsh erti@097] For each
user-level restriction entry with direction field set

to "inhound:, [0098] |f. i.gi nat,or's address mat ches

user {Ef(g\?ggon@eréta?(?%e}l%ncaa{%%ﬁ% o_match" fieldl4 [0099]

If the type field is set to DENY [0100] Exit al gorithm
and Métewr additedal cdefiguraion BYolk] ofEtestricliof? arePaddeded the above

B R S, S S P Bl o sl e 1evel of
c@ﬂ?'u‘rét%ahd&@ Mg ena tHeOBarkiy &dve] @hd MBS tiskC idveNStha @ forcement
added to the above al giorlthm which may result iIn

)

algguthm sabe erndifiadds dedl oviflothe intemsediage liach | evel of
configuration added between the carrier |evel and the

user Caftielievel R&HRMHAE &R gt - Lf .
to deal with the inter nggjiyga% e [ séflsl.m% 10%131?&6@%{0 i carrier

Pewisioreng systear. Theearfienprovisioning systemds fésponstble i the datribution

kpterface into.the carfi rovisionin S The .
o 8ol e P iR SR B U 67l B mpacte
bylithé chitigel OUs@flevel @estiddtions imdyE¥E lcofi®Sired Qltsihgrh‘il fn@rtab& on the
GCS conmponents and the CDs that are 1npacted by the
usgAngP:  Uderuspeisepllovet tq spgciisreptiptions tadatinggter user address or

dBhig afhe %?irg{lﬁﬁ& %Bplticgﬁon on the user’s CD may verify the user-level

restrictions do not attempt to override or contradict the carrier-level restrictions for that

USser.

In order for changes to the carrier-level restrictions for a particular user to be
applied to a group communication involving the user in a timely fashion, the carrier
notifies the GCS that changes have occurred. This may be done through two
mechanisms. First, the carrier writes the new restrictions to a user and/or group
database. If the user is not registered, the user’s new restrictions are loaded upon the
next registration. Second, the carrier notifies a home dispatcher (HD) that the user’s
restrictions have changed. The HD determines if the user is registered within the local
carrier network. If the user is registered, the HD notifies the regional dispatcher (RD)

that the uer’s call restrictions need to be reloaded from the user and/or group database.

Carrier-level restrictions may also be distributed to a user’s CD via the

application configuration access protocol (ACAP) provisioning interface. The user’ CD



user's CD. The user is allowed to specify restrictions

relating to user address or domains. The configuration
wappisiosetip on on the user's CD may verify the uperAiSeoel33014

restrictions do not attenpt to override or contradict

the carrier-level restrictiops for that user. [0106]

In order for changes to the carrier-level restrictions

r articular user to be applied to a group
ig élﬁ%@?d ©at Pe TeSIGIon wlaten ere geailable ypon; themyxtf wgisiraion of the

&&eaﬁ&&ﬁél%gﬁl:afs}gm ?eﬂ %C 4 hat changes have

océurred rough two mechani sns.

First the carrier vvrltesthe new restrictions to a
[0108] yser Thaes of sighl édu fhecrrt woriseunderstand¢hatuformgtiomand signals may be

SRSy 5550 A ST BRS FlHor campt

datli; nfstr&alo&s omenadtids dafoeihetior, sighals|its, 5ihdls &hd Ships that may be
strlctlon have changed. The HD determnes if the

o oighaYidhe boa FAes RIS HBEAF repipsenied byevalisess, currents,
ARG e BRI IR AL, e o o

combimaiicn therewf.need to be rel oaded fromthe user and/or
group database. [0107] Carrier-level restrictions may

[0109] al so g di$lddiP l&}o%ijd tffﬁﬂ?etr '“%32) ec %&%l et \hﬁ apn p lus‘%raa ve r1og1cal

configur all on access proto provi sront i
tilovker hrandeles, Thecuitse rand Calgbrithen vedps f deeribdiatn I’tﬁmlnectlon with the

e T
shﬁé‘vaﬁc o rdbﬁﬂ‘rme{tlgﬂé) 8F vbapsers fcl%h I lluktFaté hesis aig&er&ﬁﬂgéilblhty of

understand that information an i gnal's
hardyraes emt saftwese.ngriany ilbfstrativeasdngonents, lnioékfse nexdtiles, circuits, and
r ot ocol

3 S 20 RN B SERk e ARLF goRo Sty Whetnermen

fayotdadIRy i@ nghpldmhdiSed Bathafard ®r ' RHMatN agsbnll ¥ N tharticular
t he above description may be represented by voltages,

appliqatipn and deségn ¢Q§lﬁ’ﬁ@m§tlm@0wd\ﬁélst e Wﬁgﬁ]étsyitelﬁl élkdkzd@rtlsans may

L8 e AR o RAAL 0 B 0 Bl sopicsion,

butisich émplementtom i eidibit shblild noabé ﬁiﬂ@piekddth%tcé@éiﬁ%ﬁ departure from
%eegcl cal | ocks, .nodules, circuits, and al gorithm steps

eP§ phe PresEt MHEEHPDN with the enbodi ments di scl osed
herein may be inpl emented as el ectroni c hardware,

[0110] conpdhervasidlt \ilu@rative logkhl BRIckNMoEle)Ohdl chiuitd @adcki¥ed in
illustrate this_ interchangeability of har dwar e and

ceppectien #ithithe ephedimentssdipciosed dicrmprprdre implesnenteds or performed
windy! general 'pﬁﬁ)lébé %roc%%r, a digital signal processor (DSP), an application

specific integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or fransistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described
herein. A general-purpose processor may be a microprocessor, but, in the alternative,
the processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e.g., a combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more microprocessors in conjunction with a DSP core, or any

other such configuration.



[0111]

[0112]

steps have been descri bed above generally in terns of
their functionality. Wether such functionality is
wonpisasentp ed as hardware or software depends upomuSk®4/033014
particul ar application and design constraints inposed
on the overall system Skillgd artisans may inplenent
the described functionality in varying ways for each
ul ar application, but such inplenmentation

parti
deci gﬁ% n¥eRh | @ MSthode of lgariiua dascaibed ains icpgnegtion with the
t r
o SR R ARRE DY eph DBt ERE i B8  software
mmidld @@putaah By provésser, desca ich@biniation oft tiectnod N Avdolftwatd1grodule
enbod%ﬁgnt closed gﬁreln S% i mpl ement ed_or
5y {5 Qe g35701Y 9 EER§Mamemory,
EHPRONI (RER6§S ﬁ%[ste(rp%ard kK2R Eém%ﬂ@&sﬁ PEEDLI F@)M or any other
|nte rated Circuit (ASI C), a field progranmmab
terapamediom kadver inghe glrtaﬁmaﬂxlemplang snorac@\m@hum is coupled to

dlscrete r, transi stor di.scr.et e hardwar

i eEAd, SRhGpRine BRSS! ShrttFifonblies Bkt Ao tigntormation

t®ahd soragk g C Th GRS al68SEH b @6 shRsg) Medifim may be integral to the
eneral-gurpose processor may be a n102;§yocessor

PERseSsor.-n Thmprogesser pagd theetorpgrempdiveeme resiveyintam ABIC. The ASIC
n&&f}gg@% It macelrl %rﬁﬁr?ais ?1? glgégtg%l%@rf%%he rrycgs[s)grc q’@pt;l ﬁ{gﬁ{g’g dnedium

n&y resideonstdisvadte ompénentﬂm utusesrgexdﬁmlc es, e.g., a
conbination of a DSP and a nicroprocessor a plurality

0 on] THE ARLAGESR RF fo ERTosBl MBATinifnf S B RRGELR] Shabl any person

smied irgtheadri omdle §10dstlthe fiesens ﬁmu@ﬁ ¥ afisi@@ddfcations to these
rithmdescribed in connection with the enbodi nents

eppp e@m%@arﬂﬁ& (ki FPadly appareppindthege skillsdt inythenarhagngwthee generic

phﬁm |er§1 g!:elfﬁg%f B féﬁﬂ&ﬂa G fé:g?ttobgth@r BﬁlgBﬁ? ﬁ-ﬁeﬂ{s eoré, nar‘?l instant

meﬂsagmgl seevice pr ahy @herabwuel_)ess Wmﬁﬁmﬂycatlﬁﬁ@m%fm&ywﬂhout
EEPE isters, a.hard dis a renovabl e

me :
dgpagiing 'értrig?a@%m& SCORP %tth%}n‘%ﬁl% of &y Hrcapesami éfpvightion is not
it e td e fik@edtd the '@Hlb@&ﬁﬁﬁﬁ{s%ﬁé’wﬁ 'hQIre 78R B YckSrded the widest
coupl ed to the processor, such that e processor ca
sapa chonsistentwith dhe fpriopiplearradwovel faamfrear distlosed hergint hé‘he word
rnatlve t he storage .ne

“ > med]
PgBes, Wl SrebBieior b din Smipices L eSarlintstinee, or

111d§&at$dndf ags dmwduﬁ@mswgd H&reinhsaRxAphIGry’ T@ﬁoﬁ&&sm to be
reside in a user termnal. In the alternative,

conshuedasgireizngd ohadvenseerys ofeithen embodiments.



may reside as discrete conponents in a user termnal.

[0112] The description of the disclosed enbodi nents is
wonresiodesddt o enabl e any person skilled in the BCT/US2004/033014

make or use the present invention. Various

nodi fications to these enbodifvents may be readily

apparent to those skilled in the art, and the generic

princi ples defined herein nmay be applied to other

enbodi nents, e.g., in an i ® messaging service or

any general wreless data communication applications,

W t hout departing fromthe spirit or scope of the

i nvedti onA Tmmh,odt Her prestsietitg i mediat | amrhsnicadioni i € Ad&reless

to be.lbm theigqgodlnents shown herein but is
CPYBRREEDP Bﬂi’ﬁ?W REPOTURIGHRE  consi stent with the

Pri ngédivaisg Almdeated frfnﬁ% a%lsﬁf Qe?ﬁﬁ’gr gﬁ?ﬁﬁieﬁla cbiftnunication
word "exenplary" is used u5|ve y nto mean

se%@ﬂWﬁgatdgaSbweéﬁmbl e, | nst ance, or i |l ust ratl on. "
Y SBROHETE M B e E R S oSG Y 1S

advap¢Rigoy Se@ieﬁf foB tsbigihg RIpRE A& %o&ﬁu@kﬁh&fslflthe Rriginator is

thod for restricting nmedia comunication in a

aiipved odwave giegiatormynigetine wilythe targes. net hod conpri si ng:
receiving an indication froman originator for setting
up a nedia communi cation session with at |east one
targét; affpe ymetgmhtofl daist 1pnehoreidi gaid apPlME At 1168t one media

restriction, §5¥ sendln a reguest for setting E
CORBEURLCR R RSt n eludase applinsatbr loast a‘PI}eov@H QU@d media
chaMRniBHbPres@ldndi cation with the target. 2. The

met hod of claim11l, wherein said applying at | east one
medi a communi cation restriction |ncludes appl yi ng at

| east, one utb ni. catl strlctlon .

The Ret hod %fmqﬁ%(?r#gcqa%éréy rely; @1 ﬁ’r“?gg aty¢l eaFte8§? media
cehtuiRdich CREMYAGIE ainkRided eeﬁip‘l}l'lﬁé' an leﬂs‘%l Weles cARBL VA9 media

at | east one carrier-level nedia comuni cation
corpRupicatigmigstrigtionrhe met hod of clai m2, wherein said

appl yi ng at | east one nmedia comruni cation restriction

i ncludes applying at | east one user-level nedia

4. The method of claim 2, wherein said applying at least one media

communication restriction includes applying at least one user-level media

communication restriction.

5. A computer-readable medium embodying codes for implementing a
. method for restricting media communication in a wireless communication network, the
method comprising:
receiving an indication from an originator for setting up a media communication
session with at least one target;
applying at least one media communication restriction; and
sending a request for setting up the media communication if the originator is

allowed to have media communication with the target.



conmuni cation restriction. 5. A conputer-readable

medi um enbodyi ng codes for inplenmenting a , nethod for
woestsrsetip ng medi a conmuni cation in a w rel essPCT/US2004/033014

conmuni cati on network, the nethod conpri sing:

recei ving an indication fro? an originator for setting

up a nmedi a conmuni cation se §i on wth at | east one

target; applying at |east one nedia communi cation

rest6.i cti'tmg nzediing exfdélagn &, rebprent saidrapplyitg aiglaagt bhe media

nmedi a conmuni cali on.i he orjginator,is allowed to .
SR R Cinchule® PR #tarlgat. Bacg ooy media

coBRlAoAn B4tatdB>, Wherein said applying at |east one
medi a communi cation restriction includes applying at

| east one out bound medi a conmuni cation restriction. 7.

The di um of claim wherein said.applyin | east .

one. fredi oML AL Iatty &% oo ofrid AP RS =Cope PG medie
c@hmbgiesioroNestfistidn eihclugye! appbih@ SONMEAsNI 684 | dirier-level media

restriction. 8 The nmediumof claim®6, wherein said

CEPHIYCHPTIFESITIEY one medi a communi cation restriction
i ncl udes applying at |east one user-level nedia
conmuni cation restriction. 9. An apparatus for
rest8.icti e medivan cofneiaim agt wheteinnsaid wpplBiresat least one media
comruni cati on netmo[khgﬁonprising: nmeans for receiving

COIAMPRIGRIECE | BRCHYm Helules giRBbBE ¥ leastt iORg gerlevel Tedia

coBALA ST MALERId. On session with at | east one target;
means for applying at | east one nmedia conmunication

restriction; and neans for sending a request for

settjng up_the di a. communi.cation if the orjginator .

s ol oweli™t APHIE oy HoTiSHG T ede; SomipKq 1 4 wireloss
cérm@ffcatickOnet¥HiIR, pssatgss of claim 9, wherein said

means for applying at |east one nedia conmunication

r est Ficansi B4 eeriVinges dwation diomy ppy|oyighgtart for sgling gipea media
HIBRIRShREish GRARTHLG Bht Pgdest ri cti on.
means for applying at least one media communication restriction; and
means for sending a request for setting up the media communication if the

originator is allowed to have media communication with the target.

10.  The apparatus of claim 9, wherein said means for applying at least one
media communication restriction includes means for applying at least one outbound

media communication restriction.

11.  The method of claim 10, wherein said means for applying at least one
media communication restriction includes means for applying at least one carrier-level

media communication restriction.

12.  The method of claim 10, wherein said means for applying at least one
media communication restriction includes means for applying at least one user-level

media communication restriction.



11. The nmethod of claim 10, wherein said nmeans for
applying at | east one nedia comunication restriction
wonaedswdesd neans for applying at | east one carr PeTAIS2@l033014

medi a communi cation restriction. 12. The net hod of

claim 10, wherein said nmeansjdor applying at |east one
medi a communi cation restriction includes nmeans for

appl ﬁb t | east one user-|evel nedia comunication
restrecti gﬁl POPAr3Lus Afor pRSHIGEING s nfedia coBMuNdcating inedi avireless
cgm{gaﬁ@gh&{g,oﬂp céméﬁ&ﬁé .Ss conmuni cati on network,
conprising: a ménor a receiver; a transmtter;
aanﬁln@}'plnm:essor coupl ed to the menory unit, the

receiver, and the transmtter, the processor being

capaBI & iafe > receiving an i ndi cati on froman origi nator

for gefahémitetidn@ Medi a conmuni cation session with at

| east one tar get; applying at |east one nedia
conmariireesssasreonpled 1o ¢he mremogn dnitethdi iragpivery agligst trdnemitter, the
P§°%E£SPF9%§% zipaglr?nsd' a comunication if the originator

e nedia conmuni cation with the
tar gﬁdcelvilfg anlin@icaiiaféh s Rigibd 7 dAingdWiPh fleRi @)l rrﬁlnumcatlon
%g yi.ng at | east one nedia comTunl cation restricti
sesfiOP YRt g9t Qnerierea | east one out bound medi a

1 4 e&ﬁg anéagtg)ﬁE:d %lgﬁ{/a,l c%pﬁmgré?atlon fFes LEar at ud; of claim

n sai eas
conmeendimt & oequestsfor isettihg mipi the nbkdies capmiuyicBGoRif the Q}?l’fmator is
% d;a”' er-l.evel nedia comuni cation restriction
&QV%WGQIaﬁPH‘ﬂ%FQﬁIQQMW}é‘?@Wﬁsal d applying at
| east one media conmunication restriction includes
appl yi ng at | east one user-|evel media comrunication
rest t4.ct i She apFaratps witchainl FHrwhersinrsand bpglyingditaleast one media

&Mﬁ%ﬁt“foant Pers]tr{cﬂo 1nclucies applying at least one outbound media

communication restriction.

15. The apparatus of claim 14, wherein said applying at least one media
communication restriction includes applying at least one carrier-level media

communication restriction.

16.  The apparatus of claim 14, wherein said applying at least one media
_communication restriction includes applying at least one user-level media

communication restriction.

17. A method for restricting media communication in a wireless
communication network, the method comprising:

receiving a request from a communication device for setting up a media
communication session with at least one target;

applying at least one media communication restriction on the target; and

sending a media communication announcement to the target if the target is not

restricted to receive media communication from the originator.



conmuni cati on network, the nethod conpri sing:

receiving a request froma comruni cation device for
weebdsiagsigp a nedi a comuni cati on sessi on w t hrar/usemsn33oi4

one target; applying at |east one nedia communi cation

restriction on the target; qﬂp sending a nedia

communi cati on announcenent to the target if the target

is not restricted to receive nmedi a conmuni cation from

t he &8.i gi mhe onethod DE. claine 1 e whertinfsaidl aiplying at vieast eina media
i d_appl ving at | med i cation. o
iRt i iRk, GG o Boft AR i sqppumunication

régbtianconmuni cation restriction. 19. The nethod of

claim 18, wherein said applying at |east one nedia

communi cation restriction includes applying at | east

one rrieg-| ha.C [ i J1CLi . .
00 o8 o ok TRUAnEOTALEAL 0 BTSN 508 RO meci
cofiiplu@ivatién Neps@ictieh hadhides amAvihpCtat NBastednd carrier-level media
comuni cation in a wireless communi cati on network, the
CRBPINBYALIHSETSHARY: recei ving a request froma

comuni cation device for setting up a nedia

comuni cation session with at | east one target;

appl g0ng at compster-oradable dnedicomambodydng endese &drr implementing a

TSR BT 3 e SRR TGV PTG gion network, the
M doflpedink® receive nmedia communication fromthe
originator. 21. The nedium of claim 20, wherein said
appl yecatying a| reguest oflemne diomngenivaiionc deviien foresetiing tupoa media
Ci nc ulﬂldcg. oagepl.xi ggtth%t[ I éstaostetongt.i nbound nedi a
ST C At YOO 831 %etal one B8 The medi um of claim 21,
wher epplyisigiatileagphy inftdiadontrR@sitationgedbeion EMARFtHREEHndON
restriction includes applying at | east one i ]
car r PEKNgEY BledferameyaHion; eaeTrssmeaktorthe target. if fw taggst is not

A4 mécﬁ%(;;rhﬁl%ﬂ&ti&?ﬁ{)ﬁ tﬁé)%%lﬁéﬁ@t ton ina

wor kK, co 'S ng:

I
wreless conmmuni catl on ne

21.  The medium of claim 20, wherein said applying at least one media
communication restriction includes applying at least one inbound media communication

restriction.

22.  The medium of claim 21, wherein said applying at least one media
communication restriction includes applying at least one carrier-level media

communication restriction.

23. An apparatus for restricting media communication in a wireless
communication network, comprising:

means for receiving a request from a communication device for setting up a
media communication session with at least one target;

means for applying at least one media communication restriction on the target;
and

means for sending a media communication announcement to the target if the

target is not restricted to receive media communication from the originator.



nmeans for receiving a request froma comuni cation
device for setting up a nedia comruni cati on sessi on
Woi2005/0a681h east one target; neans for applyi ng BCTIUS281/033014
one nedia communication restriction on the target; and
means for sending a nmedia cagmnuni cati on announcenent
to the target if the target is not restricted to
recei ve medi a communi cation fromthe originator.21 24.
The apparatus of claim23, wherein said neans for
appl ging . . . ot
hel Cos. o pBRFAODEATRINS, AR AARLAR SESRINEL afftast one
mediaroerisanication esstridtion i incind@Smedse faapypapiyitgiat ddast baé Mmbound
% wher ei.n_ sai d means for applying at |east one nedia
g RTS8 %8 i on i ncl udes neans for appl yi ng
at | east one carrier-level nedia comunication

restriction. 26. An apparatus for restricting nedia
com¥éfi catheApnamatas of ¢laine24 wheweinshidanéans foreapphyikg at least one

.Sing: Ly unit: a receiver; a transmtter;
nieli ot ddcartdn ot Hork e gos T ot Ry et Ticone carrier-level
nfedxeiovdiynicnidn kdd®idtioansm tt er, the processor being
capabl e of: receiving a request froma comruni cation
device for setting up a nmedia comruni cati on sessi on

W thyat | aas e ying at |least one .nedia.
conmmuni catglﬁo npl%ggftu% ?{:Ogl %eﬁmgﬁﬂé h}élg?lgr 8%1%’1;“‘%’88%% ndi Ag Y4reless
comuliupicatiomuativaidt camprsimpuncenent to the target if the
target is not. restricted to receive nedia

comBM®ESYY BH5f rom t he originator. 27. The apparat us

of chalcBivé®, wherein said applying at |east one nedia
conmuni cation restriction includes applying at | east

one #Hbeumbeneal a communi cation restriction. 28. The
gﬁga@%ﬁ%ss%; cglllp%c{ntoz Zlie I\ﬁwgnel(r)reyl 151111?, %g reaé%R/le%/,l arr]l tﬁcta trlarelsanﬁittter, the
processor being capable of:

e

receiving a request from a communication device for setting up a media
communication session with at least one target;

applying at least one media communication restriction on the target; and

sending a media communication announcement to the target if the target is not

restricted to receive media communication from the originator.

27.  The apparatus of claim 26, wherein said applying at least one media
communication restriction includes applying at least one inbound media communication

restriction.

28.  The apparatus of claim 27, wherein said applying at least one media
communication restriction includes applying at least one carrier-level media

communication restriction.

29. A method for restricting media communication in a wireless

communication network, the method comprising:



comuni cation restriction includes applying at | east
one carrier-level nmedia comrunication restriction. 29.
wé 2ostoaesd9 f or restricting nmedi a conmuni cati on PATAIS2004/033014
Wi rel ess comruni cati on network, the method
conprising: 22 receiving a n'FZ(}I a communi cation
announcenent for setting up“a@ nedia communication
session requested by an originator; applying at |east
one nedivange @nmediac aommmnioaﬁmr i anbarcenent Her ceitigg nep or ;media

and sendi ng an acce 3}ce for%a?ettl ng up the nedia
COBTRHHGAROR To8HOR FPUEEI T HEHHF s al | owed to have

medi aplﬂgﬂgumess%bh@ﬂlematoenﬁﬁtﬁuéaﬁbﬁ edstrictdn ohEe ngm& @hd

claim?2 wherein said applying at |east one nedia

c onmeeridiseg dnorccepsanceifor safiing i fhedaedia spmyuaisatien ifdhe priginator
I a._conmu lcatlo re iction. 31. The

I%PQEWSQ te%ﬁavcelr’&?(ﬂﬂ %"mw&? O|nnW1§ a&lg tau%&lryi ng at | east one

medi a communi cation restriction includes applying at

| east one user-|evel nedia conmunication restrlctlon

32. ADconphe ercthash @hslamnddi wheEith o #plyegi@s lpast one media

[

C{):m unlnﬂ@@é{% {égtﬁﬁ}l%ﬂn@ﬁl(aeg %{é) S)I;lﬁg 21{ leg mogg @ﬁhﬁn&e%ﬂgmwécatmn

révaidtiod. conpri sing: receiving a nmedia conmuni cation

announcenent for setting up a nmedia comrunication

session requested by an originator; applying at |east

one Apdi ATHOMME JE Miny 86! fuhEioh P RaifNayfphin@ ek JERRTORE  media

and sending an acceptance for setting up thée nedia

cmmmmmaum i oastriction hendwdegi repplying satal leastecbngo usavlevel media

nnunlc tion with the target. 33. The nedi um of

°@P§WWF§ @Ih sai d applying at |east one nedia

connunlcatlon restriction includes applying at | east

one i nbound nedi a comruni cation restriction. 34. The

rredl g of Aclcamputgareadaide enedivwai embepiing wgdest farebrplegeding a

me eas of 9%%11? %{[ed?an orn%rrgl%xl[lgﬁ}&nolﬂ '\Qﬁ'!elgéjse%nﬁﬁlﬁhgétﬂg n%{work, the

_g_

oné user-Teve
method comprising:

receiving a media communication announcement for setting up a media
communication session requested by an originator;

applying at least one media communication restriction on the originator; and

sending an acceptance for setting up the media communication if the originator

is allowed to have media communication with the target.

33.  The medium of claim 32, wherein said applying at least one media
communication restriction includes applying at least one inbound media communication

restriction.

34.  The medium of claim 33, wherein said applying at least one media
communication restriction includes applying at least one wuser-level media

communication restriction.

35.  An apparatus for restricting media communication in a wireless

communication network, comprising:



conmuni cation restriction. 35 An apparatus for
restricting nedia comrunication in a wreless
woansaesaat i on network, conpri sing: 23 nmeans f oPCT/US2004/033014
recei ving a nedi a communi cati on announcenent for
setting up a nedia connunicQEion sessi on requested by
an originator; neans for appfying at |east one nedia
comuni cation restriction on the originator; and neans
f or memdi fog reseivdcg eptadieecdnomurgetion ngnnopndehentrdoli setting up a
canmuni cation if .the orig' ator .i.s allowed to have
MR CAmEeAT e SFESTIAR RIS 4 aq QAR 365 The appar at us
of chald¥ &3 apfighei &t &AL oi®aR&di{ VonBREivitiRE AlstrlcB8Ston the
one nedi a conmuni Cation restriction includes nmeans for
ogipaton; and at | east one i nbound nedi a communi cati on
restriction. 37. The appar [ rejn.. .
o o e Tt e AnaRe ThhSufle i MeThels cHRRlulcion if e
orSEATHNs GHbW Do IRSE fledld ddmrhiadatide svitehesargear appl yi ng
at | east one user-level nmedia conmmunication
restriction. 38. An apparatus for restricting nedia
co ic on.J e : d
compit'si nope Sprfbedt o kP55 yARER: R a0 (AR af east one
madid conphadesmar resipiofibie dndlades haeams nfor yapplyirtg at keast one inbound
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38. An apparatus for restricting media communication in a wireless
communication network, comprising:

a memory unit;

a receiver;

a transmitter; and

a processor coupled to the memory unit, the receiver, and the transmitter, the
processor being capable of:

receiving a media communication announcement for setting up a media
communication session requested by an originator;

applying at least one media communication restriction on the originator; and

sending an acceptance for setting up the media communication if the originator

is allowed to have media communication with the target.

39.  The apparatus of claim 38, wherein said applying at least one media
communication restriction includes applying at least one inbound media communication

restriction.
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one nedia comunication restriction includes applying

at | east one user-level medi,a communication

restriction.

40.  The apparatus of claim 39, wherein said applying at least one media
communication restriction includes applying at least one user-level media

communication restriction.



