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A device, system, method and computer program product for processing electronic transaction

requests

BACKGROUND

Field of the Disclosure

The present invention relates to a device, system, method and computer program product for processing

clectronic transaction requests.

Description of the Related Art

The “background” description provided herein is for the purpose of generally presenting the context of
the disclosure. Work of the presently named inventors, to the extent it is described in the background
section, as well as aspects of the description which may not otherwise qualify as prior art at the time of

filing, are neither expressly or impliedly admitted as prior art against the present invention.

Modern electronic banking systems allow funds to be electronically transferred between bank accounts of
different banks using electronic transaction request messages (transaction messages). Such a method of
transferring funds is both secure (making use of various known security protocols which allow secure
transfer of data over a network) and convenient (since it allows bank account holders to make requests to

transfer funds at any time, 24 hours a day, 365 days a year).

However, although such electronic transaction request messages may be made at any time, funds are only
actually transferred between banks on a periodic basis. This is known as a “settlement cycle” model.
During each settlement cycle, transaction messages issued by banks are received and recorded. Then, at
the end of the settlement cycle, funds are actually transferred between banks (this is known as
“settlement”), on the basis of the recorded transaction messages. The time period between settlement

cycles is typically 8, 12 or 24 hours, although any other suitable time period may be used.

Because the eventual settlement between banks is based on the recorded transaction messages made
during the settlement cycle, it is of the utmost importance that the recorded transaction messages are
stored and managed effectively, even in the case of, for example, a technology failure or natural disaster.
This ensures that, at the end of each settlement cycle, each completed transaction is taken into account
during settlement and is only taken into account once. This prevents any overpayment or underpayment
of real money between banks. The present invention therefore aims to alleviate at least the problem of
providing a resilient and flexible system for effectively storing and managing electronic transaction

messages.
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SUMMARY

An aspect provides a device for processing electronic transaction request messages from financial
institutions, each transaction request message instructing payment of funds from one financial account in
a first financial institution to another financial account in a second financial institution, the device
comprising: a plurality of switches located at a location, each switch being operable to receive a
transaction request message from a financial institution; and a clustered database at the location
connected to the plurality of switches, the clustered database comprising a plurality of synchronised
storage units each configured to record an identical respective copy of a transaction state of a transaction
associated with the transaction request message, wherein, following an update of the transaction state
indicating that the transaction is complete, the clustered database is configured to generate a transaction
summary record on the basis of the received transaction request message that allows settlement of the

funds between the financial accounts defined by the received transaction request message.

Advantageously, this arrangement means that data of the transaction summary records is still accessible
when one of the synchronised databases becomes non-operational (due to a fault or scheduled
maintenance or the like). An arrangement for processing electronic transactions with greater resilience is

therefore achieved.

In an embodiment, each transaction request message includes an identifier which uniquely identifies the
transaction with which the transaction request message is associated and the device comprises processing

circuitry which routes the transaction request message a particular switch based on the identifier.

In an embodiment, each transaction request message is signed by a digital signature, wherein the
processing circuitry is operable to verify the signed transaction request message; and in the event that the
signed transaction request message cannot be verified, the processing circuitry is operable to return the

transaction request message to the financial institution.

In an embodiment, the processing circuitry is further operable to alert the financial institution that an

unverifiable transaction request message was received at the device.

An embodiment provides a system comprising a plurality of the above-mentioned devices of the present
invention, wherein the devices are distributed amongst a plurality of locations and each device is operable

to undertake data communication with each of the other devices in the plurality.



An aspect provides a method for processing electronic transaction request messages from financial
institutions, each transaction request message instructing payment of funds from one financial account in
a first financial institution to another financial account in a second financial institution, the method
comprising: receiving at one of a plurality of switches located at a location a transaction request message
from a financial institution; recording, in each of a plurality of synchronised storage units of a clustered
database at the location connected to the plurality of switches, an identical respective copy of a
transaction state of a transaction associated with the transaction request message;

and generating, within the clustered database and following an update of the transaction state indicating

that the transaction is completed,
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, a transaction summary record on the basis of the received transaction request message that allows
settlement of the funds between the financial accounts defined by the received transaction request

message.

In an embodiment, each transaction request message includes an identifier which uniquely identifies the
transaction with which the transaction request message is associated and the method comprises routing

the transaction request message to a particular switch based on the identifier.

In an embodiment, each transaction request is signed by a digital signature, wherein the method further
comprises verifying the signed transaction request message; and in the event that the signed transaction
request message cannot be verified, the method comprises returning the transaction request message to

the financial institution.

In an embodiment, the method comprises alerting the financial institution that an unverifiable transaction

request message was received.

The present invention provides a computer program product comprising a storage medium configured to
store a computer program therein or thereon, the computer program containing computer readable
instructions, which loaded onto a computer, configure the computer to perform the above-mentioned

method of the present invention.

The foregoing paragraphs have been provided by way of general introduction, and are not intended to
limit the scope of the following claims. The described embodiments, together with further advantages,
will be best understood by reference to the following detailed description taken in conjunction with the

accompanying Figures.
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BRIEF DESCRIPTION OF THE DRAWINGS
A more complete appreciation of the disclosure and many of the attendant advantages thereof will be
readily obtained as the same becomes better understood by reference to the following detailed description

when considered in connection with the accompanying drawings, wherein:

Fig. 1 shows various components of a system according to an embodiment;

Figs. 2A-B show a flow chart showing various processing steps applied to a transaction message by a
switch forming part of the system, according to an embodiment;

Fig. 3A illustrates a problem associated with implementing a debit cap using the system;

Fig. 3B illustrates a solution to the problem illustrated by Fig. 3A, according to an embodiment;

Fig. 4 shows a flow chart showing various processing steps applied to a transaction message by the
system, according to an embodiment; and

Fig. 5 shows a computer according to an embodiment.
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DESCRIPTION OF THE EMBODIMENTS

Referring now to the drawings, wherein like reference numerals designate identical or corresponding

parts throughout the several views.

Fig.1 shows an overview of a system 100 according to an embodiment. The system comprises a plurality
of banks (in this case, two banks, Bank 1 and Bank 2) and a plurality of switch sites (in this case, two
switch sites, Switch Site 1 and Switch Site 2). Each bank is connected to both switch sites via a data
communication channel (not shown). Similarly, the switch sites are connected to each other via a data
communication channel (not shown). The data communication channel may be implemented via a data
communication network such as the internet. For improved resilience, the switch sites are separated so
that, in the case of a problem such as a technological fault or natural disaster at one switch site, processing
may be continued at the other switch site. For example, the switch sites may be located at different

geographical locations.

Each of the banks comprises a banking application 102A, 102B, a gateway application 104A, 104B (also
referred to simply as the “gateway””) and a message queue unit 106A, 106B. Each of the switch sites
comprises a message queue unit 108 A, 108B, a plurality of switches (in this case, two switches at each
site, switches SW1 and SW2 at Switch Site 1 and switches SW3 and SW4 at Switch Site 2), a database
110A, 110B and a message queue unit 112A, 112B. Furthermore, one of the switch sites (in this case,
Switch Site 1) comprises a back office unit 114. The function of each of these components is described in
detail below. It is noted that corresponding components of the respective banks or switch sites (indicated
by the same number but a different letter — for example, databases 110A and 110B in Switch Sites 1 and
2, respectively, and message queues 106A and 106B in Banks 1 and 2, respective) are functionally

identical.

Fig. 1 shows an example message flow implemented by the system 100 so as to allow a transaction to be
carried out between bank accounts. In the example given in Fig. 1, a transaction of funds from a bank
account at Bank 1 to a different bank account at Bank 2 is carried out. However, it will be appreciated
that the system 100 could also be used to carry out a transaction of funds between different bank accounts
at the same bank. Moreover, of course, Bank 2 may generate transaction requests which transfer funds

from an account located at Bank 2 to an account within Bank 1.

The message flow to implement the transaction between Bank 1 and Bank 2 starts when the holder of the
bank account at Bank 1 instructs Bank 1 to transfer funds to a bank account held at Bank 2. This results in
the generation of a transaction request message M1. The message M1 comprises an identifier of the bank
and specific bank account from which funds are to be transferred (for example, the bank sort code of
Bank 1 and the account number), an identifier of the bank and specific bank account to which funds are to
be transferred (for example, the bank sort code of Bank 2 and the account number) and the amount and

currency of the money to be transferred. The message M1 will also contain a unique identifier which
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uniquely identifies the transaction to which the message M1 relates (for example, a unique number, a
unique arrangement of letters, a unique combination of letters and numbers, or some other arrangement).
This information is provided by the banking application 102A. The banking application 102A may be
provided by a bank and accessed by a customer using a secure website or a mobile application such as an
application provided on a customer’s mobile terminal or tablet computer. This unique identifier is

referred to as the “transaction identifier”.

The message M1 is passed to the message queue unit 106A, in which the message M1 is temporarily
stored until the gateway 104 A becomes available to process the message M1. The message queue unit
106A stores the message M1 along with any other messages that are to be sent to the gateway 104 in a
queued arrangement (so that a message received at an earlier time is sent to the gateway 104A before a
message received at a later time). The gateway 104A then collects the message at the front of the queue

when it becomes available.

When the gateway 104A is available to receive the message M1, the message queue unit 106A passes the
message M1 to the gateway 104A. The gateway 104A ensures that the message M1 is in a predetermined
standardised format for use with the system 100 (for example, standardised format ISO20022) and
digitally signs the message M1. The gateway 104A also adds routing information to M1 (for example, to
a header of M1) identifying the switch site to which M1 should be sent. The operation of the gateway
104A is described in more detail later on. As will be apparent later, the gateway 104A is optional to the
system but is provided in embodiments. In the absence of the gateway 104 A, the message M1 would

need to be correctly formatted and signed using the banking application 102A, as well as correctly routed.

Once the format of the message M1 has been checked, the message M1 has been digitally signed and
routing information has been added to the message M1, the message M1 is passed back to the message
queue unit 106A for temporary storage before transmission to the message queue unit 108A, 108B of one
of the switch sites. Again, the message queue unit 106A stores the message M1 along with any other
messages that are to be sent to the switch sites in a queued arrangement. Messages at the front of the
queue in the message queue unit 106A are sent to either the message queue unit 108A of Switch Site 1 or
the message queue unit 108B of Switch Site 2 in accordance with the routing information in each
message. The gateway of each bank will typically route each successive message alternately between the
two switch sites. Thus, for example, if the message at the front of the queue in message queue unit 106Ais
sent to message queue unit 108 A, then the next message in the queue will be sent to message queue unit
108B, the message after that will be sent to message queue unit 108A, and so on. In this case, it is seen

that the message M1 is sent to message queue unit 108A of Switch Site 1.

The message M1 is temporarily stored in the message queue unit 108 A until one of the switches SW1 and
SW2 becomes available to process the message M1. Again, the message queue unit 108 A stores the

message M1 along with any other messages that are to be sent to the switches SW1 or SW2 in a queued
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arrangement, so that the message at the front of the queue is sent to whichever one of the switches SW1
and SW2 first becomes available. It is noted that the bank-side message queues 106A, 106B and the
system-side message queues 108A, 108B may be implemented using a system such as IBM ® MQ.

In this case, the message M1 is sent to switch SW1. Switch SW1 then applies a hashing function to the
message M1. The hashing function is a function of the transaction identifier of the message M1 and of the
number of available switches across all sites (thus, four switches in this embodiment), and the output of
the hashing function is a number identifying the switch which is to be used to process the message M1
(for example, number 1, 2, 3 or 4 for switches SW1, SW2, SW3 or SW4, respectively). The switch
identified by the hashing function may be the same switch to which the message M1 is originally sent by
the message queue unit 108A or, alternatively, it may be a different switch. If the switch identified by the
hashing function is a different switch, then the original receiving switch (switch SW1 in this case) passes
the message M1 to the switch identified by the hashing function. In the embodiment of Fig. 1, however,
the switch identified by the hashing function is the same switch at which the message M1 was originally
received (that is, switch SW1), and therefore the message is not transferred to a different switch. The

hashing algorithm is described in more detail later on.

After the message M1 has been received by the switch SW1, the state of the transaction to which the
message M1 relates is recorded in database 110A. In this case, the database 110A will record that the
transaction is still pending and that one message (message M1) out of the three messages required for a
transaction to be completed has so far been received or transmitted by the switch SW1 (these three

messages being messages M1, M2, and M3 - see below).

The database 110A is a clustered database generated on the basis of data stored in both storage units
109A and 109B. The database 110A may be implemented as an Mnesia database, for example. The
switches SW1, SW2 cause the transaction state for each transaction processed by these switches to be
recorded and updated in the database 110A (this is signified by the arrow TU in Fig. 1). The storage units
109A, 109B are kept in synchronisation with each other so that each transaction state is recorded and
updated in both storage unit 109A and storage unit 109B. The storage units 109A, 109B therefore contain
identical copies of the same data, and each transaction state in the database 110A can thus be retrieved
from either storage unit 109A or storage unit 109B. Advantageously, this means that transaction states in
the database 110A are still accessible when one of the storage units 109A, 109B becomes non-operational

(due to a fault or scheduled maintenance or the like).

The database 110B has an identical set-up to that of database 110A, in that the database 110B is a
clustered database generated on the basis of the data stored in both storage units 109C, 109D. The
switches SW3, SW4 cause the transaction state for each transaction processed by these switches to be
recorded and updated in the database 110B. The storage units 109C, 109D are kept in synchronisation

with each other so that each transaction state is recorded and updated in both storage unit 109C and
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storage unit 109D. The storage units 109C, 109D therefore contain identical copies of the same data, and
each transaction state in the database 110B can thus be retrieved from either storage unit 109C or storage

unit 109D.

Once the transaction state in the database 110A has been recorded following the receipt of message M1
by the switch SW1, the switch SW1 generates a transaction information message M2. The transaction
information message M2 is for informing the bank which is to receive the transaction funds (that is, Bank
2) of the transaction. The receiving bank is also informed of the specific bank account which is to receive
the funds and the amount and currency of the money which is to be received. Thus, like the transaction
request message M1, the message M2 comprises an identifier of the bank and specific bank account to
which funds are to be transferred (for example, the bank sort code of Bank 2 and the account number) and
the amount and currency of the money to be transferred. The message M2 also comprises the same
transaction identifier as message M2 (because message M1 and message M2 are related to the same
transaction). The message M2 may also comprise an identifier of the bank and specific bank account from
which the funds are being sent (for example, the bank sort code of Bank 1 and the account number), so as

to allow an account holder of the receiving bank account to know the identity of the sender.

Once the message M2 has been generated, it is transmitted to Bank 2 via the message queue units 108A
and 106B and the gateway 104B. The message queue unit 106B and the gateway 104B of Bank 2 are
functionally identical to the message queue unit 106A and gateway 104 A of Bank 1. Thus, the message
M2 is temporarily stored and queued in the message queue unit 108 A. It is then transmitted over the data
communication channel to message queue unit 106B (on the basis of the identifier of Bank 2 in the
message M2), where it is again temporarily stored and queued until the gateway 104B is available to
receive it. Once received by the gateway 104B, the message M2 is validated (using a digital signature
generated by the switch). It is then passed back to the message queue unit 106B, where it is temporarily
stored and queued before being passed to the banking application 102B of Bank 2. Thus, Bank 2 is
notified of the transaction and of the specific bank account which is to receive the transaction funds. This
specific bank account can therefore be credited with the transaction funds, even though settlement

between Bank 1 and Bank 2 has not yet occurred.

Following the transmission of message M2 to Bank 2, the transaction state in the database 110A is
updated so as to record that the transaction is still pending and that two messages (messages M1 and M2)
out of the three messages required for a transaction to be complete have so far been received or

transmitted by the switch SW1.

Once the message M2 has been successfully processed by the banking application 102B of Bank 2, the
banking application 102B generates a first transaction confirmation message M3. The message M3 is a
confirmation that the message M2 has been successfully received and processed by Bank 2, and

comprises the same transaction identifier as messages M1 and M2 (because messages M1, M2 and M3
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are all related to the same transaction). The message M3 is temporarily stored and queued in the message
queue unit 106B, and is then passed to the gateway 104B so as to ensure that it is in the appropriate
standardised format and for addition of a digital signature and routing information. Message M3 is then
passed back to the message queue unit 106B to be temporarily stored and queued prior to transfer to one
of the switch sites. Like with message queue unit 106A, messages at the front of the queue in the message
queue unit 106B are typically alternately sent to the message queue unit 108A of Switch Site 1 and the
message queue unit 108B of Switch Site 2, in accordance with the routing information added to each
message by the gateway 104B. In this case, it can be seen that message M3 is sent to message queue unit

108B at Switch Site 2.

The message M3 is temporarily stored and queued in message queue unit 108B until one of the switches
SW3 and SW4 is available to receive the message M3. In this case, it can be seen that switch SW4 is the
first switch to become available when message M3 is at the front of the queue, and therefore message M3

is sent to switch SW4.

At switch SW4, the hashing algorithm is applied to message M3. Because message M3 has the same
transaction identifier as message M1 (and message M2), the output of the hashing algorithm will be the
same as the output of the hashing algorithm for message M1. That is, the output of the hashing algorithm
will indicate that switch SW1 should be the switch to which message M3 is sent. Thus, as can be seen in
Fig. 1, switch SW4 transmits message M3 to switch SW1. This transmission occurs over the data

communication channel connecting Switch Site 1 and 2.

Once message M3 is received by the switch SW1, the transaction state in the database 110A is updated so
as to record that the transaction is complete because all messages (messages M1, M2 and M3) required
for a transaction to be complete have now been received or transmitted by the switch SW1. In this case,
the transaction state is moved from an in-flight table in the database 110A, which records the transaction
details of pending transactions, to a complete table in the database 110A, which records the transaction

details of completed transactions.

The three messages M1, M2 and M3 are sufficient for determining that a transaction is complete because,
once message M3 has been received, it is confirmed that the payment information contained in message
M2 has been received and successfully processed by Bank 2. The same amount of money that is debited
from the sending account of Bank 1 following transmission of the message M1 has therefore been
credited to the receiving account of Bank 2. It is noted that this allows customers of Bank 1 and Bank 2 to
experience an instantaneous transfer of funds, even though settlement between Bank 1 and Bank 2 has not

yet occurred.

Following the update of the transaction state to record that the transaction is complete in the database

110A, a transaction summary record TS is created on the basis of the transaction state. The transaction
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summary record TS contains sufficient information so as to allow settlement of the funds between the
financial accounts defined by transaction messages and is stored in message queue unit 112A. In
particular, the transaction summary record TS comprises the name, address, sort code and account
number of the sender (originator) of the funds, the name, address, sort code and account number of the
receiver (beneficiary) of the funds, the amount of money to be transferred (including in what currency the
transfer is to take place) and the unique transaction identifier. The transaction summary record TS may
also comprise additional information such as the time and date at which the record is created, time stamps
relating to when the transaction messages (M1, M2 and M3) were sent or received, a settlement date and
time (or another indicator of the specific settlement cycle in which the transaction should be processed)
and an indicator of whether or not the transaction was successful. Of course, this list is not exhaustive,
and any information which may be useful in performing settlement and accounting for all the transactions

may be included in the transaction summary record TS.

Although it is not shown in Fig. 1, the message queue unit 112A also has the form of a clustered database
in which two copies of all transaction summary records TS are stored on separate storage units. The two
copies being kept synchronised improves the resilience of the system 100, since even if one copy of the
transaction summary records becomes unavailable (due to a technical fault or the like), the second copy
can still be used. The message queue unit 112A temporarily stores and queues the transaction summary
record until the back office unit 114 (see below) is ready to receive the transaction summary record for

settlement processing.

The creation of the transaction summary record TS and the operation of the message queue units 112A
and 112B may be implemented using a software application such as Rabbit MQ ®, for example. In fact,
the clustered database 110A and message queue unit 112A (and, similarly, the clustered database 110B
and message queue unit 112B) may be functionally joined by the software application so that, even
though the clustered database and message queue unit at each site are, in fact, completely separate
entities, read and write functionality between them (including creation of the transaction summary record

TS) is implemented easily and reliably.

Following the successful storage of the transaction summary record TS in the message queue unit 112A,
the switch SW1 generates a second transaction confirmation message M4. The message M4 is a
confirmation message for confirming to Bank 1 that the transaction has been successfully carried out at
Bank 2, and comprises the same transaction identifier as messages M1, M2 and M3 (because messages
M1, M2, M3 and M4 are all related to the same transaction). The message M4 is transmitted to Bank 1
via the message queue units 108A and 106A and the gateway 104A. That is, the message M4 is
temporarily stored and queued in the message queue unit 108A. It is then transmitted over the data
communication channel to message queue unit 106A, where it is again temporarily stored and queued
until the gateway 104A is available to receive it. Once received by the gateway 104A, the message M4 is

validated (using a digital signature generated by the switch). It is then passed back to the message queue
10
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unit 106A, where it is temporarily stored and queued before being passed to the banking application 102A

of Bank 1. Thus, it is confirmed to Bank 1 that the transfer of funds has been successfully carried out.

In the case where the account holder at the instructing bank (Bank 1, in the example of Fig. 1) first
transmits the message M1 to a receiving switch via the internet using a requesting application, and the
processing switch (as determined by the hashing function) is not the same as this original receiving switch
(note that this is not the case in the example of Fig. 1, since the processing switch SW1 is also the switch
at which the message M1 was originally received), then the message M4 will be first forwarded to the
original receiving switch from the processing switch and then transmitted to the instructing bank (via the
relevant message queue units 108A, 108B, 106A, 106B) from the original receiving switch. This is
necessary so as to ensure that the message M4 is returned to the same requesting application which sent

message M1 for the transaction.

The back office unit 114 is configured to process the transaction summary records stored and queued in
the message queue units 112A, 112B so as to allow settlement to occur between Bank 1 and Bank 2. This
is possible because each of the transaction summary records contains all information necessary to track
how much money is being transferred from Bank 1 to Bank 2 (or vice versa) for each transaction, and
thus, at the end of the settlement cycle, the total amount of money to be transferred between the banks can
be calculated using the transaction summary records. This ensures that the crediting and debiting of bank
accounts for each transaction, as described above, is matched with a real money deferred net settlement
transfer between the banks. The transaction summary records TS are stored and queued in the message
queue 112A before being transmitted to the back office unit 114 for processing. The processing at the
back office unit 114 comprises storing the transaction summary records TS and keeping running totals of
the bi-lateral (bank to bank) and multi-lateral (bank to all other banks) liability for each bank (that is, the
money owed) for use in settlement. Settlement then occurs at the end of the settlement cycle (for
example, every 8, 12 or 24 hours, as described above), on the basis of this data held by the back office
unit 114.

Note that, in this embodiment, the back office unit 114 is located at Switch Site 1. Thus, transaction
summary records TS stored in message queue unit 112B at Switch Site 2 must transmitted over the data
communication channel between the switch sites so as to be received by the back office unit 114. In an
alternative embodiment, the back office unit 114 may be located at Switch Site 2, in which case,
transaction summary records TS stored in message queue unit 112A at Switch Site 1 would have to be
transmitted over the data communication channel between the switch sites so as to be received by the
back office unit 114. In another embodiment, there is a plurality of back office units 114, one located at
each of Switch Site 1 and Switch Site 2. In this case, only one of the back office units will be used for
settlement. However, the existence of a plurality of back office units 114 means that, if one of the back
office units 114 becomes non-operational (due to a fault or scheduled maintenance or the like), then

transaction summary records TS stored in the message queue units 112A, 112B can be redirected to the
11
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remaining operational back office unit 114 for settlement. The system 100 therefore has improved
resilience, since settlement can still be carried out using the transaction summary records TS despite a

failure of one of the back office units 114.
Distribution of Transaction Requests

As already mentioned, in the embodiment of Fig. 1, the transaction messages (in particular, the message
M1 and M3, which are received from banks) are distributed amongst the switches SW1, SW2, SW3 and
SW4 via a hashing function (also referred to as a “hashing algorithm™). This helps to ensure that the
messages are distributed evenly amongst the switches, thus providing improved load balancing of the
system 100. It also helps to ensure that messages related to the same transaction are processed by the
same switch or, at least, by switches which have access to the same database 110A, 110B. The hashing

function will now be explained in more detail

As previously explained, the hashing function maps each message to a switch. More specifically, the
hashing function uses the unique transaction identifier of a message and the number of switches as inputs,
and outputs a number indicating which one of the switches SW1, SW2, SW3 and SW4 is to be used to

process the message. That is, the hashing function has the form:
Switch number = function (transaction identifier, total number of switches)

Specific examples of hashing functions (that is, functions which only output one of a fixed number of
predetermined output values, even though there may be a large or, possibly, infinite number of inputs)

could be used are known in the art, and will not be discussed in detail here.

In embodiments, the switch that first receives a message from one of the banks (or, more specifically,
from one of the message queue units 108 A, 108B) performs the hashing function on the message. This
identifies the switch which will be used to process the message. The message is then sent (or, in other
words, forwarded) to the identified switch. This function is performed in processing circuitry located
within the switch using computer readable instructions stored in a storage unit within the switch. The
forwarding of a message after application of the hashing function has been previously exemplified with
respect to Fig. 1 (in which the message M3, which is initially passed to switch SW4, is forwarded to
switch SW1 after application of the hashing algorithm). The use of the hashing function is used for
messages received from the banks (that is, messages M1 and M3 in the example of Fig. 1), since these are

the messages which may be initially sent to any one of the switches SW1, SW2, SW3 and SW4.

All messages associated with the same transaction comprise the same transaction identifier. This allows
such messages to be forwarded to and processed by the same switch or, at least, by switches which have

access to the same database 110A, 110B, if this is possible. This is advantageous, as it allows the
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relevant database 110A, 110B to be kept up-to-date with the progress of a particular transaction more

casily and efficiently.

Whilst it is advantageous to allocate a single identified switch to process all messages associated with a
particular transaction, in the event that the identified switch becomes inoperable, due to damage or
scheduled maintenance or the like, in embodiments of the disclosure, a priority list of alternative switches

that should handle the messages associated with that transaction is provided.

An example of the priority order of switches is explained below in Table 1

First Switch Second Switch Third Switch Fourth Switch
SW1 Sw2 SW3 Sw4

Sw2 SW1 Sw4 SW3

SW3 Sw4 SW1 Sw2

Sw4 SW3 Sw2 SW1

Table 1

In table 1, a priority order of switches is shown. The first switch is the switch chosen by the hashing
algorithm to determine a uniform distribution of messages across all of the switches. The second switch
is the next switch in the priority order so that should the first switch be not available, the message for a
particular transaction is sent to the second switch. In this case, the second switch is located at the same
site as the first switch. In other words, in the instance that the first switch is located at Switch Site 1, the
second switch will also be located at Switch Site 1. The third switch is the next switch in the priority
order, so that should the second switch be not available, the message is sent to the third switch. In this
case, the third switch has to be located at a different switch site to that of the first and second switches,
since there are no other switches available at the switch site of the first and second switches. Finally, the
fourth switch is the next switch in the priority order, so that should the third switch be not available,
message is sent to the fourth switch. In this case, the fourth switch (which is the only remaining switch)

must be located at the same site as the third switch.

There are two distinct advantages to providing the switches in a priority order like that shown in Table 1.
The first advantage is that should one of the first switches fail then the message will be processed by an
active switch quickly. This ensures that the transaction request is quickly re-allocated. Secondly,
because the second switch in the priority order is at the same site as that of the first switch, this ensures
that if the first switch becomes non-operational, messages are sent to a switch which has direct access to
the same database 110A, 110B as that of the first switch. This allows processing of the messages to
continue as if the first switch were still operational, since the second switch is able to immediately access

and update the transaction state records for all pending transactions previously being processed by the
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first switch. Advantageously, this results in reduced disruption of the transaction processing in the case

that one of the switches at a particular switch site becomes non-operational.

In the case that both switches at a particular switch site become non-operational, the existence of the third
and fourth switches in the priority list allows processing of new transactions (that is, transactions for
which message M1 is issued after both switches at a particular site have become non-operational) to
continue. Advantageously, this allows newly instructed transactions to be carried out even in the case that
both switches at a switch site become non-operational (as might occur following a natural disaster at one
of the switch sites, for example). However, for transactions which are already part completed at the non-
operational switch site, the transaction cannot continue because access to the transaction state data (which
is stored on the database 110A, 110B at the non-operational site) is not possible. This situation is

discussed in detail later on.

It will be appreciated that the specific priority lists for each switch shown in Table 1 are merely an
example, and that alternative priority lists could also be used. Moreover, although the above describes the
provision of two switches at two sites, it is envisaged that the principles may be applied to any number of

switches at any number of sites.

Improving System Resilience

As already described, in the system 100, the transaction state data of a transaction is stored in the database
110A, 110B of the switch site used to process the transaction. The transaction state data is then used to
generate the transaction summary record TS, which is stored and queued in the appropriate message
queue unit 112A, 112B until the back office 114 becomes available to receive the transaction summary
record TS at the end of the settlement cycle. Following successful storage of the transaction summary
record TS in the appropriate message queue unit 112A, 112B, the transaction state data may be deleted
from the database 110A, 110B. Furthermore, when the back office 114 confirms to the appropriate
message queue unit 112A, 112B that it has successfully received the transaction summary record TS, the

transaction summary record TS may be deleted from the message queue unit 112A, 112B.

However, if there is a problem at the switch site at which the transaction summary record TS is stored
which prevents the back office unit 114 from being able to access the message queue unit 112A, 112B of
that switch site (despite the clustered database arrangement of the message queue units 112A, 112B), then
there is a danger that the transaction summary record TS will not be taken into account at the end of the
settlement cycle. This will result in settlement between the banks being calculated incorrectly (and

therefore an incorrect transfer of real money between the banks).

In order to alleviate this problem, when each transaction summary record TS is passed to the message
queue unit 112A, 112B of its processing switch site, a copy of it is also forwarded to one of the switches

of the other switch site for storage at a back-up storage unit (not shown). So, for example, each
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transaction summary record TS generated at Switch Site 1 and temporarily stored and queued in message
queue unit 112A will also be copied forwarded to switch SW3 or SW4 at Switch Site 2 and stored in a
back-up storage unit at Switch Site 2. Advantageously, this means that if, for any reason, transaction
summary records TS stored in the message queue unit 112A, 112B at a particular site become
inaccessible to the back office unit 114 at the end of the settlement cycle (for example, due to a fault with
the message queue unit 112A, 112B), then the backed-up copies of the transaction summary records TS
can still be retrieved and made available to the back office unit 114 for performing the settlement
calculations. Together with the use of a clustered database arrangement for the message queue units

112A, 112B, this helps to ensure that settlement between the banks can still be carried out correctly.

As discussed above, in embodiments, the switches are distributed amongst a plurality of sites, with each
site comprising a cluster of switches. In the embodiment given in Fig. 1, for example, there are four
switches SW1, SW2, SW3 and SW4, with switches SW1 and SW2 forming a cluster at Site 1, and
switches SW3 and SW4 forming a cluster at Site 2.

Each of the switches SW1, SW2, SW3 and SW4 operate independently of each other. Therefore, in the
case that one of the switches in a cluster fails (due to an error or malfunction, for example), or if one
switch in a cluster has to be shut down for maintenance, then transaction processing can still be continued

at the other switch in that cluster (which, advantageously, has access to the same database 110A, 110B).

This principle extends further than failure of a single switch, in that even if further switches fail, as long
as there is at least one switch in the system which is operational, then transaction processing (at least for
newly issued transactions) may continue. For example, if a switch at each of Site 1 and Site 2 fails (for
example, switches SW1 and SW3), if both switches at a single site fail (for example, switches SW1 and
SW2 at Site 1), or even if all switches fail except one (for example, switches SW1, SW2 and SW3 fail,
leaving only SW4 operational), then transaction message will be re-routed to an available switch (using

the hashing function) and transaction processing will continue.

Furthermore, this principle is not limited to failure of switches. If other components of the system 100
experience a fault (such as one of the storage units 109A-D), then this will be detected by the relevant
switch, and the switch will then cause messages to be forwarded to an alternative switch as determined in
accordance with the hashing function. The transaction processing thus continues using one of the other

switches.

The principle is also not limited to dealing with faults in components. For example, if a switch site is shut
down for maintenance (for example, software or hardware updates or the like), then the switches of the
site may be unavailable to receive transaction messages. However, the transaction messages can still be

received and processed by the switches at the other site, thus allowing the transaction processing to
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continue. This also applies if an entire site is shut down due to, for example, a natural disaster (such as

fire, flooding or the like).

As already mentioned, transaction messages are distributed between the switches SW1, SW2, SW3, SW4
in accordance with the switch priority lists determined by the hashing function. When a switch first
receives a transaction message, it applies the hashing function to the message and then forwards the
message (if necessary) to the first switch which is understood by the system to be available for processing
in the priority list (the monitoring of switch availability via a polling arrangement is described in more
detail below). In order to forward the message, the original receiving switch attempts to establish a
connection (such as a Transmission Control Protocol (TCP) connection) with the first switch in the
priority list, and will then forward the message once this connection has been successfully established. If
a connection cannot be successfully established (as my occur if, for example, if there is a fault with the
first priority switch), then it is determined that the first switch in the priority list is unavailable and an
attempt is made to forward the message to the next switch in the priority list which is understood by the
system to be available for processing (again, by trying to establish a connection with the next switch in

the priority list). In this way, the process is repeated until an available switch is found.

For a message M1 (which represents a newly instructed transaction), as long as one switch in the priority
list is available to receive the transaction message, then processing of the transaction can be completed by
that switch so as to generate the transaction summary record TS. This is because the transaction state data
for a particular transaction is first recorded on the basis of the information in message M1, and therefore
no previous transaction state data (which is stored in the database 110A, 110B of one of the switch sites)
needs to be accessed in order to continue the transaction processing. On the other hand, for a message
M3, the processing of the transaction can only be completed if the switch to which the message M3 is
forwarded is at the same switch site as the switch to which the message M1 was forwarded (and at which
the message M2 was generated). This is because the transaction state data stored at that switch site must
be accessed in order to continue the transaction processing. Thus, in the case that both switches at the
switch site at which message M1 of a transaction was processed become non-operational before receiving
the message M3, the transaction cannot be continued because the transaction state data, which is stored at

the non-operational switch site, cannot be accessed. This scenario is described in more detail later on.

In order to reduce wasted network bandwidth, each switch SW1, SW2, SW3, SW4 is configured to
periodically poll all other switches so as to ascertain whether or not they are available. This polling
comprises sending a test message to cach of the other switches, and listening out for a response. If a
response from a particular switch is not received within a predetermined time period, then it is determined
that that particular switch is unavailable. Messages associated with transactions which are determined to
be sent to this switch are then sent to the next switch in the priority list. By periodically carrying out this
polling, network bandwidth is not wasted by a switch attempting to establish a connection with an

unavailable switch. The time period between polls is determined so that the extra bandwidth used by
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polling is more than compensated for by the reduction in bandwidth used by trying to establish
connections with unavailable switches. An appropriate time period may be 100ms, although other periods
are envisaged. Polling to switches determined to be unavailable is continued so that, once the switch in
question becomes available again, this becomes known to the other switches and messages can then once

again be transmitted to the switch which has been made available again.

In this way, a switch determines another switch to be unavailable following a negative polling result (that
is, when no response is received) or when a connection attempt with that switch fails. In either case, a
message to be transmitted to the unavailable switch will be transmitted to the next available switch
according to the priority list. This method can also indicate other problems in the system, for example,
failure of the data communication link between the switch sites (for example, if both SW1 and SW2 are
each unable to connect with or consistently receiving negative polling regarding both SW3 and SW4, then
it may be the case that the data communication link between Switch Site 1 and Switch Site 2 has failed).
In the event of a problem, maintenance is provided to the failed switch or switch site more quickly than
may have occurred without the polling. For example, if no polling is provided, then the failed switch or
switch site would only be identified in the event that a message associated with a transaction failed to be

correctly transmitted. This may occur much more infrequently than the polling signal.

The sending bank (Bank 1 in the example of Fig. 1) will know that the transaction has been completed
successfully once it receives the message M4. If the message M4 is not received by the sending bank
within a predetermined time period (known as a time-out period), then the sending bank does not know
whether or not the transaction has been successful. This time-out can be for a number of reasons. For
example, the switch site at which message M1 was processed may have become non-operational prior to
completion of the transaction (for example, prior to receiving message M3), meaning that the transaction
summary record TS was never created and that a message M4 was never generated. This will be a failed
transaction. On the other hand, it may be the case that the transaction was successfully completed and that
a message M4 was generated, but that the message M4 was then lost in the system 100 or delayed to the
extent that the time-out period expired. In the case in which the message M4 is not received within the
time-out period, the sending bank may re-transmit the message M1. Figures 2A-B illustrate how the
individual switches handle transaction messages, including how the individual switches handle re-

transmitted transaction messages from the sending bank.

Fig. 2A shows a flow chart exemplifying a process carried out by a switch which initially receives a

transaction message from one of the message queue units 108 A, 108B, according to an embodiment.

The process starts at step 200. At step 202, a transaction message (for example, message M1 or M3, as
shown in Fig. 1) is received by the switch from the relevant message queue unit 108A, 108B. At step 204,
the hashing function is applied to the message, thus identifying a priority list of switches to which the

message is to be forwarded. At step 206, it is determined as to whether or not the first switch in the
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priority list is available to receive the message. This is determined on the basis of either polling the first
switch or trying to establish a connection with the first switch, as previously described. If it is determined
that the first switch is available, then the process moves on to step 208, in which the message is forwarded
to the first switch. The process then ends at step 210. On the other hand, if it is determined that the first

switch is not available, then the process moves on to step 212.

At step 212, it is determined as to whether or not the next switch in the priority list is available to receive
the message. Again, this is determined on the basis of either polling or trying to establish a connection
with the next switch. If it is determined that the next switch is available, then the process moves on to step
214, in which the message is forwarded to the next switch. The process then ends at step 210. On the
other hand, if it is determined that the next switch is not available, then step 212 is repeated for the next
switch in the priority list (so, for example, if the second switch in the priority list has just been determined
as unavailable, then it will be determined as to whether or not the third switch in the priority list is
available). Step 212 will be repeated until an available switch is found, at which point the process will
move to step 214 and the message will be forwarded to the available switch. Note that an available switch
will always be found eventually if the process of Fig. 2A is carried out, since a switch able to carry out

the process of Fig. 2A will, of course, be available for receiving a message.

Fig. 2B shows a flow chart exemplifying a process carried out by a switch to which a message is

forwarded in accordance with the priority list.

The process starts at step 216. At step 218, the message is received by the switch. At step 220, it is
determined as to whether or not the message is the first message relating to a transaction (that is, message
M1). If the message is message M1, then the process moves on to step 222, in which it is determined as to
whether or not the received message M1 is a repeat of a message M1. A repeat of a message M1 is a re-
transmission of a message M1 for a particular transaction from the sending bank, which may occur when
the sending bank has previously sent the message M1 but received no message M4 back within the time-

out period.

The determination of step 222 may be performed by checking the transaction identifier of the message
M1. If the message M1 is a repeat, then the original message M1 may have already been processed at the
switch site, and therefore the transaction identifier (which is the same for both an original and repeat
message M1 for a particular transaction) will have been recorded at the switch site (for example, in the
database 110A, 110B as part of the transaction state data). A match of the transaction identifier of the
newly received message M1 with a transaction identifier recorded at the switch site will therefore indicate
that the message M1 is a repeat. Alternatively, or in addition, a repeat message M1 may include repeat
information (for example, in its message header) indicating that it is a repeated message (this repeat
information may be added to a message M1 by the banking app 102A, 102B of the sending bank, for

example).
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In the case that the message M1 is determined to be a repeat, the process moves on to step 224. On the
other hand, if no previous messages relating to the transaction with which the message M1 is associated
have been processed at the switch site, then it is determined that the message M1 has not been re-
transmitted and, rather, is genuinely the first transmitted message associated with a particular transaction.

In this case, the process moves on to step 230, in which the message M1 is processed normally.

It is noted that the use of repeat information included in a repeat message M1 is particularly
advantageous. For example, consider a scenario in which no repeat information is used and in which an
entire switch site becomes non-operational following the receipt of message M3 and the creation of the
transaction summary record TS (indicating successful completion of the transaction), but before
transmission of the message M4. The lack of a message M4 will cause the sending bank to re-transmit the
message M1, which will then be re-routed to the alternative switch site. The alternative switch site will
have no record of the transaction identifier (since the transaction summary record TS is stored in the
database 110A, 110B of the original switch site) and will therefore not be able to determine the message
M1 is arepeat by simply relying on a match of the transaction identifier. The transaction associated with
message M1 will therefore be processed as a new transaction at the alternative switch site, even though
the transaction was actually already completed at the original switch site (by creation of the transaction
summary record T'S). This will result in the transaction being incorrectly processed twice (meaning a
transfer of twice the amount of money that the sender intended following settlement). However, if the
repeat information is used, then this allows a re-transmitted message M1 to be determined as a repeat by
any switch at any switch site (rather than only at the switch site at which the original message M1 was
processed and the transaction identifier was stored). The use of the repeat information therefore reduces
the risk of a message M1 being incorrectly processed as a new message M1 more than once, thus

reducing the risk of the same transaction being incorrectly processed more than once. .

At step 224, it is determined as to whether or not the message M4 for the transaction with which the
repeated message M1 is associated is available at the switch site (for example, if the message M4 is stored
in the database 110A, 110B at the switch site). If the message M4 is available, then this implies that the
transaction summary record TS for the transaction was created and that the transaction was completed at
the switch site. In this case, the process moves on to step 226, in which the message M4 is re-transmitted
to the sending bank. This will thus confirm to the bank that the transaction has been completed
successfully, even if the originally-transmitted message M4 was not received by the sending bank (or at

least not received before the end of the time-out period). The process then ends at step 232.

On the other hand, if the message M4 is not available, then this implies that there is an uncertainty

regarding whether or not the transaction has been successfully completed. This may occur if, for example,
both switches at the switch site at which a transaction was originally processed (and at which the message
M4 will have been generated if the transaction was successfully completed) become unavailable (due to a

technical fault or the like), In this case, the state of the transaction is not known, and it is not possible to
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obtain the message M4. The process therefore ends at step 232. The transaction will therefore have to be

investigated manually at the end of the settlement cycle (see below).

If a message is not determined to be the message M1 at step 220, then it must be message M3 which has
been received from the bank receiving the funds of the transaction. In this case, the transaction may only
be completed if the switch carrying out the process of Fig. 2B has access to the transaction state data for
the transaction (that is, the switch must be at the same site as that at which the message M1 was processed
and which has access to the database 110A, 110B in which the transaction state data is stored). If the
switch has access to the transaction state data, then the process moves on to step 230, in which the
message M3 is processed normally. This allows the transaction to be completed (resulting in generation
of the message M4). The process then ends at step 232. On the other hand, if the switch does not have
access to the transaction state data (as will occur if all switches at the site at which the transaction state
database is stored become non-operational prior to the issue of message M4), then it is not possible to
complete the transaction. The process therefore simply ends at step 232 (and no message M4 is

generated).

Thus, it can be seen that if the sending bank does not receive the message M4 confirming that the
transaction has been carried out successfully, then the original message M1 instructing the transaction
may be re-transmitted by the sending bank. If the message M4 is available (indicating a successfully
processed transaction at a switch site which is still operational) but has simply been lost or delayed, then
the message M4 will be re-transmitted to the sending bank in response to the repeat message M1.
However, if the message M4 is not available, then this indicates that the transaction was either not
processed successfully (meaning that message M4 was never generated) or that all switches at the switch
site at which the transaction was processed have become non-operational following the generation of
message M4 (meaning that message M4 is not available to be resent)., In this case, no further processing
is carried out on the re-transmitted message M1. This helps to ensure that no transaction is processed
twice by the system 100 (thus helping to avoid a situation in which money is debited twice from the
sending bank account). In this case, a message M4 will still not be received by the sending bank (despite
the re-transmission of the message M1), and the banking app 102A, 102B of the bank can report to the
user that the transaction may not have been successful. At the end of the settlement cycle, the internal
records of the sending bank, the internal records of the receiving bank and the transaction summary
records TS generated by the system 100 can then be analysed so as to determine the outcome of the

transaction and to ensure that all transaction funds are accounted for.

In the above-mentioned embodiment, the time-out period of the sending bank for receiving the message
M4 is determined by the skilled person as being a time period in which the message M4 would reasonably
be expected to arrive, taking into account the expected processing time of each component in the system
100, any network delay, etc. It will also be appreciated that although, with reference to Figs. 2A, the steps

including “forwarding” a transaction message to an appropriate switch as determined by the priority list,
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if the switch which receives the message at step 202 actually is the switch which should process the
message (according to the priority list), then the transaction message will not actually be forwarded to a

different switch. Rather, it will be processed by that same receiving switch.

The above-mentioned features help to ensure that transaction processing can continue reliably and
efficiently even if one or more of the components of the system 100 become non-operational.. As a
further check, at the end of the settlement cycle, prior to the back office unit 114 performing settlement
processing using the transaction summary records TS, the total transaction amount (that is, the total
amount of money to be transferred) to/from each bank as determined by the transaction summary records
TS is checked against corresponding records of the transaction amounts held by the switches (the switch
which processes message M1 of each transaction will keep a record of the transaction amount and the
sending and receiving bank, for example). If the processing of the messages and the creation of the
transaction summary record TS has been carried out correctly, then the total transaction amounts to/from
each bank recorded by the transaction summary records TS and the switch records should exactly match.
In this case, it is known that settlement processing can be carried out reliably. On the other hand, if there
is a discrepancy between the total transaction amounts, then it is known that there has been a problem
with the generation of the transaction summary records TS. This can therefore be investigated and

rectified prior to the settlement processing.

Thus, in light of the above-described features, it will be appreciated that the system 100 helps to ensure
that electronic transactions instructed by banks are not deleted, corrupted or duplicated before being
processed at the end of the settlement cycle. This helps to ensure that each instructed transaction is
definitely taken into account and is taken into account only once at the end of the settlement cycle. This
occurs even if a component of the system 100 experiences a fault, or if there is any planned maintenance
on any component of the system 100 which requires that component to be temporarily shut down. At the
same time, as long as there is still at least one switch of the system 100 which is operational, then bank

account holders may continue to instruct new transactions and experience normal service.

Liability Management

In the system described above, the net settlement between banks is carried out periodically. In other
words, real money is transferred between the banks periodically. This means that the transaction
summary records TS are promises to pay at the time of settlement. Settlement in this embodiment is
carried our separately from this system 100, via a system enabled by a common deposit holding bank
such as the Bank of England. Such settlement systems are known to the skilled person. Accordingly, a
debit cap is provided depending on the deposits held for settlement. A bank should never be allowed to

exceed its debit cap.

In implementing a debit cap in the resilient system of embodiments which are spread across multiple

sites, a problem exists. This is explained in Figure 3A.
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In the example shown in Figure 3A, let us assume Bank A has a debit cap of -10,000 GBP, 602. As the
system 100 is split across Switch Site 1, 603 (also referred to simply as “site 1”*) and Switch Site 2, 604
(also referred to simply as “site 2”) to ensure resilience, the debit cap 602 is split evenly between site 1
and site 2. In each case, the switches at each site record the debit cap for that site. Therefore, in this case,
the debit cap at site 1 associated with Bank A is -5,000 GBP and the debit cap stored at site 2 associated
with Bank A is also -5,000 GBP. Of course, other divisions are suitable, such as -2,500 GBP for a system

that is distributed across four sites and the like.

If we assume that a debit transaction, transaction 1, is processed on site 1. Transaction 1 is a debit
transaction for -2,500 GBP. This means that the Settlement Risk Position (SRP), which is a term of Art
and means the sum of the transactions which have so far occurred at each site, for switch site 1 is -2,500
GBP. Therefore, the remaining portion of the debit cap available for future transactions (also referred to
simply as the “available debits”) on site 1 is -2,500 GBP. As no transactions take place in site 2, the SRP
for site 2 is 0 and the available debits for bank A in site 2 is still -5,000 GBP. Therefore, the total
available debits is -7,500 GBP and the total SRP is -2,500GBP, 605.

Now assuming that a second debit transaction, transaction 2, is processed on site 2 and transaction 2 is for
-300 GBP. Therefore, the available debits for site 2 is -4,700 GBP and the SRP on site 2 is -300 GBP.
The SRP on site 1 remains at -2,500 GBP and the available debits on site 1 remains at -2,500 GBP. The
total SRP for Bank A (i.e. the sum of the SRP at site 1 and the SRP at site 2) is -2,800 GBP and the
available debits(i.e. the sum of the available debits for site 1 and 2) for Bank A is -7,200 GBP. Note that

the available debit calculations are not shown in Figure 3A.

We now assume that a third debit transaction, transaction 3, is attempted to be processed on site 1.
Transaction 3 is a debit of -2,600 GBP. This means that the SRP for site 1 (should the transaction be
processed) will be -5,100 GBP and will therefore exceed the debit cap of -5,000 GBP allocated to Bank A

on site 1. Therefore, transaction 3 will be rejected.

However, given that the total SRP for Bank A until the arrival of transaction 3 was only -2,800 GBP and
so the total available debits for Bank A is -7,200 GBP, transaction 3 should be processed. This means that
the provision of the additional resilience to technology failures stops transactions that should otherwise be

allowed. Embodiments aim to address this issue as now explained.

Figure 3B shows an example according to embodiments of the disclosure. In the example, the debit cap
651 remains at -10,000 GBP. Similar to the example shown in Figure 3A, in the example of Figure 3B,
the debit cap 651 is split equally between the two sites. In other words, site 1 has a debit cap of -5,000
GBP and site 2 has a debit cap of -5,000 GBP.

In a similar example to that of Figure 3A, transaction 1 arrives at site 1 and is a debit of -2,500 GBP.

Accordingly, the SRP at site 1 for Bank A is -2,500 GBP and the SRP for Bank A at site 2 is 0 meaning

22



WO 2016/097672 PCT/GB2015/053034

the total SRP for Bank A across both sites is -2,500 GBP. Further the available debits of site 1 reduces to
-2,500 GBP and the available debits of site 2 remains at -5,000 GBP. The total available debits is

therefore -7,500 GBP. Note that the available debit calculations are not shown in Figure 3B.

Transaction 2 then arrives at site 2 and is a debit of -300 GBP. Accordingly, the SRP of Bank A at site 1
remains at -2,500 GBP, the SRP of Bank A at site 2 is -300 GBP and so the total SRP is -2,800 GBP.
Moreover, the available debits of site 2 reduces to -4,700 GBP and the available debits of site 1 remains at

-2,500 GBP. The total available debits for Bank A is therefore -7,200 GBP.

As explained with reference to Figure 3A, if transaction 3 (a debit of 2,600 GBP) arrived at switch site 1,
the transaction will be rejected as the SRP of site 1 would exceed the debit cap of 5,000 GBP allocated to
site 1. In order to avoid this problem, periodically an adjustment cycle is carried out within the system.
Specifically, the adjustment cycle 656 is periodically carried out by the switches at sites 1 and 2. The
adjustment cycle comprises calculating an adjustment value by summing together the current magnitudes
of the SRP at each site. That is, the current magnitude of SRP1 of -2,500 GBP and the current magnitude
of SRP2 of -300 GBP are summed together to give -2,800 GBP. This sum is then averaged out across the
number of sites. In this case, the mean average over the two sites is -2,800/2 = -1,400 GBP. Of course,
other averages, such as median average or the like may be used. The purpose of determining the average
SRP across all the sites in the system (in this case, sites 1 and 2), effectively balances the liabilities of the
bank between all the switch sites. This means that if one switch site receives very large value transactions
compared to the other switch sites, then the debit cap of system 100 will not be exceeded (unless the debit

cap for the bank across all switches is exceeded).

In order to calculate the adjustment value to be applied to a particular switch site, adjustment_site, the

following equation is used:
adjustment_site = averaged_SRP — SRP

Where adjustment_site is the adjustment value to be applied to a particular switch site; averaged_SRP is

the average of the SRP across the switch sites in the system and SRP is the SRP at a particular switch site.

Using this equation, it will be seen that the adjustment at site 1 = -2800/2-(-2500) =+1100 and the
adjustment at site 2 = -2800/2-(-300) = -1100

Therefore, the SRP of a particular site is adjusted by the adjustment value. This adjustment value does
not affect the total SRP for the Bank (thus not allowing the Bank to exceed the overall debit cap).

Instead, the adjusted SRP value is used to spread the liability of the Bank across all the switch sites.

More formally, the adjusted SRP = SRP value + adjustment_site
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So, in the case of Figure 3B, after the adjustment cycle is run, the adjusted SRP for site 1 =-2500+1100 =
-1,400 GBP and the adjusted SRP for site 2 = -300+-1100=-1,400GBP. In other words, the effective SRP

at each site is the same.

If the sum of the adjusted SRP and the new transaction does not exceed the debit cap on the site, then the
new transaction is approved. However, if the sum of the adjusted SRP and the new transaction does

exceed the debit cap on the site, then the new transaction is rejected.

Now, by referring to Figure 3B, using the adjusted SRP of site 1 (-1,400 GBP), and the amount of trans 3,
the new transaction, (-2,600 GBP), the total is -4000 GBP. This does not exceed the -5,000 GBP debit cap
of site 1, and is therefore allowed by the system 100. Thus, in this way, the adjustment values of each site
are used so as to reduce the chance of a valid transaction amount (that is, a transaction amount allowed by

the total debit cap) being rejected on the basis of the available debits at an individual switch site.

In embodiments, the adjustment cycle (to calculate a new adjustment value) takes place periodically. The
period may be temporal, for example every 20 or 30 seconds, or may be after a site has handled a certain

number of transactions or even when the SRP at a site exceeds a predetermined amount.

In the event of a failure of a site, the debit cap at each remaining site can be increased so that the full
value of the debit cap is available. So, for example, if site 2 were to fail, then the full -10,000 GBP debit
cap could be allocated to site 1 so that the processing of transactions of a total amount up to the value of

the full debit cap can continue.

It is noted that the actual SRP value for each site (so, in the present example, -5100 for site 1 and -300 for
site 2, after all transactions in Fig. 3B have been carried out) is important because the SRP value at a site
is equal to the amount of money owed to (if the SRP is positive) or owed by (if the SRP is negative) a
bank following transactions at that site. The actual SRP value at each site must therefore remain
unchanged so that it may be used to ensure that settlement has occurred correctly. The actual SRP value
for each site at any given time is therefore still stored at its respective site, even though it is the adjusted
SRP value which is used in ensuring that the total debit cap is not exceeded. It is noted that in order to
keep the SRP at each site as accurate as possible, it will be updated for a sending bank following
successful processing of message M1 and updated for a receiving bank following successful processing of

message M3.

Gateway Application

As already discussed, the gateway 104A, 104B of each bank helps control the transfer of messages
between that bank and the switches SW1, SW2, SW3 and SW4. Each gateway 104A, 104B performs a
number of functions on behalf of both its bank and the switches so as to reduce the processing strain at

the banks and switches. It is noted here that the use of the gateway application within the overall system
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is optional. However, if the gateway is optionally not used, the Banking App 102A, 102B must be
capable of carrying out structural validation (see below — in particular, step 906 of Fig. 4), message
signing, transmission and verification (again, see below — in particular steps 910, 912 and 914 of Fig. 4),
routing of messages and adding of message M1 repeat information (where appropriate — see above) with

similar functionality.

One function of the gateway relates to when a bank (under the instruction of an account holder at that
bank) wishes for a transaction to be processed by the system 100. Each bank will generally use a different
proprietary system for managing its accounts and for allowing its account holders to instruct transactions
and the like. However, for reasons of efficiency, transaction messages processed by the switches must
conform to a certain standard structure (or format, such as the ISO20022 standard, as already discussed).
Thus, any transaction message generated by an account holder at a bank must take the form of a standard
type transaction message in order for it to be accepted by the switches. Furthermore, for reasons of
security, it is necessary that any transaction message transmitted between a bank and the switches is
digitally signed and verified (using a digital signature) so as to ensure that it has genuinely source of the

message is legitimate.

The checking of the structure of transaction messages is carried out by the gateway. Furthermore, the
signing of messages to be transmitted from the bank to the switches (these messages subsequently being
verified by the receiving switch) and the verification of messages transmitted from the switches to the
bank (these messages being previously signed by the transmitting switch) is implemented using the
gateway. That is, the gateway of a bank provides a transmission interface between the proprietary system
of that bank and the switches so as to ensure that transaction messages are digitally signed and verified
and conform to the required standard structure. Any suitable standard for the transaction message
structure and the digital signing and verification may be used. Such standards are known to the skilled
person. An example method for digital signing and verification makes use of a hash of the message data
(hashed using SHA1) which is then encrypted (using RSA encryption) for transmission. In embodiments,
transaction messages to be processed by the gateways 104A, 104B are queued, respectively, in message
queues 106A, 106B. If the gateway 104A and 104B were not provided, the banking application 102A

and 102B would need to provide this functionality.

The gateway also routes messages to the switch sites by adding routing information to the header of each
message which is then read by the message queues 106A, 106B, 108A, 108B in order to direct the
message to the appropriate switch site. For example, in the example of Fig. 1, the message queue 108A
may be labelled MQ1 and the message queue 108B may be labelled MQ2. The label MQ1 or MQ2 is
therefore added to the header of each message to be transmitted to a switch site by the gateway so that the
message queue 106A, 106B can direct the message to the appropriate switch site. It is also envisaged that
a single bank could have multiple bank-side message queue units 106A, 106B (for example, Bank 1 could

have multiple bank-side message queues 106A1, 106A2, ..., 106An — not shown) and that the routing
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information added by the gateway could include information identifying which of the bank-side message
queue units the message is to be directed to. Advantageously, this helps with data load balancing in the

system 100.

As an example embodiment, the operation of the gateway 104A for Bank 1 and of a switch, when a
message is transmitted from Bank 1 to the switch, is described with reference to the process shown in Fig.
4. The process starts at step 900. At step 902, the gateway 104A receives a transaction message from the
Banking App 102A of Bank 1 that is to be transmitted to one of the switches for processing. At step 904,
the gateway 104A analyses the structure of the transaction message. In particular, the gateway 104A
ensures that the message has the standard structure necessary for processing by the switches. This
includes ensuring that all necessary information is included in the message. For example, if the message
instructs payment of funds from an account of Bank 1 to an account of Bank 2, it is ensured that the
payment amount and currency, the bank sort code and account details of Bank 1 and the bank sort code
and account details of Bank 2 are all present in the message and in the correct format (since this
information is required in order for the transaction to be completed). It also includes checking whether or
not the message includes a unique transaction identifier and whether the message includes suitable

routing information.

At step 9006, if it is determined that the message structure conforms to the standard, then the process
moves onto step 910. On the other hand, if it is determined that the message structure does not conform to
the standard (for example, if some essential information is missing from the message), then the process
moves onto step 908. At step 908, the message is transmitted back to Bank 1 with an error message. The
error message informs Bank 1 that the transaction message did not conform to the message standard and
that it must be resent with the error rectified (for example, with any missing information added). The

process then ends at step 922.

At step 910, the transaction message is signed with a digital signature of Bank 1. The digital signature
allows the receiving switch to guarantee the authenticity of the message (i.e. that the message originates
at Bank 1). At step 912, the transaction request is then transmitted over the data communication channel
between Bank 1 and the appropriate switch site (as determined by the routing information). It is noted that
the gateway is implemented by circuitry running software stored on a storage medium (not shown) at the
site of Bank 1. Advantageously, this arrangement allows the checking and transmission of the transaction
message to be completely handled by the gateway circuitry, thus reducing the processing load both at the
proprietary system of Bank land the switch site. This is because messages that do not contain the correct
information are not forwarded onto the switch site. Moreover, it is envisaged that should the gateway not
be provided in a system (as may be the case), the bank application will provide digitally signed messages

that contain all the relevant information and that are provided in the appropriate format.
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Once the message is received by a switch at the switch site, it is verified using the digital signature. This
occurs at step 914. As already discussed, the digital signing and verification steps (steps 910 and 914,
respectively) help to guarantee that any transaction message received by the switch is genuinely from one
of the banks signed up to use the system 100. The signature verification may occur at the switch which

first receives the message or, alternatively, the switch (if any) to which the message is forwarded.

At step 916, if the verification of the digital signature is successful, then the process moves on to step
920, at which point the transaction message is processed by an appropriate switch (as already described).
The process then ends at step 922. On the other hand, if the verification of the digital signature is not
successful, then this implies that the transaction message may have an error or the like associated with it.
The process therefore moves on to step 918, in which the transaction message is returned to the sending
bank. In this case, information indicating that there was an error in the verification process is generated by
the switch which performed the verification and returned with (or as part of) the transaction message.
Advantageously, this notifies the sending bank that there was a problem with the transaction message, and
the sending bank can therefore investigate this. The process then ends at step 922. Advantageously, the
verification of the digital signature of all incoming transaction messages also helps prevent counterfeit or
fraudulent messages (e.g. from an unauthorised party trying to instruct a transaction) from being

processed.

Thus, the use of the gateway helps to guarantee that all transaction messages received by the switches for
processing are of the correct standard structure. The switches therefore only have to be configured to deal
with this single standard structure (rather than a plurality of different message structures generated from
different banks), thus improving the efficiency of the system 100. Furthermore, because messages are
only actually transmitted across the network from the banks to the system 100 if they conform to the
correct message structure, network bandwidth is not wasted on sending messages which do not have the
correct message structure (and which would therefore be rejected) to the switches. As a further advantage,
the digital signature signing and verification implement by the gateway and switches helps to improve the

security of the system.

As already mentioned, in embodiments, each gateway 104A, 104B is implemented by circuitry running
software stored on a storage medium (not shown) present at the location of its associated bank. This
software will be functionally separate to any software which implements internal functions at each bank
(for example, the system at each bank for managing accounts and the Banking App for allowing account
holders to instruct transactions and the like) and any software which implements internal functions at the
switch sites (for example, any software implemented by the switches SW1, SW2, SW3, SW4, the
message queues 108A, 108B, etc.). Advantageously, this allows the benefits of the functions of the
gateway to be realised (increased efficiency and security, as discussed above) without increasing the core

processing load at the banks or at the switch sites.

27



WO 2016/097672 PCT/GB2015/053034

The second function of the gateway 104A, 104B relates to monitoring which of the banks and which of
the switch sites are available for sending and receiving messages and for data load balancing of the

system 100.

If a message is not delivered to a switch site via the relevant message queue units 106A, 106B, 108A,
108B within a predetermined time period, then the relevant message queue unit adds information to the
message header indicating that the collect time expired and returns the message to the gateway. This can
occur because, for example, either the message queue unit 108A, 108B of the switch site fails to pick up
the message from the relevant message queue unit 106A, 106B within the predetermined time period, or
because a switch at the switch site fails to pick up the message from the relevant message queue unit
108A, 108B within the predetermined time period. There may be a variety of reasons behind this,
including a failure of the message queue unit 108 A, 108B at the switch site, a failure of the switches or a
network failure. In this case, the gateway re-transmits the message to the alternative site. So, for
example, if neither SW1 and SW2 at Switch Site 1 pick up a message within the predetermined time
period, then, upon receiving the message back, the gateway of the instructing bank will re-route the
message to Switch Site 2. A problem with this, however, is that if, for example, both switches at a
particular switch site are down for an extended period of time, then this method of re-routing messages is
very processor intensive and wastes network bandwidth. This is because messages are continually being

sent to an inactive site, only for error messages to subsequently be returned.

Similarly, the internal systems at one or more of the banks may also temporarily become unavailable for
receiving messages. For example, in the example of Fig. 1, Bank 2 may become unavailable for receiving
a message M2 informing Bank 2 to expect a payment of funds from Bank 1 in the case that a transaction
message M1 is issued by an account holder at Bank 1 to pay an account holder of Bank 2. In this case, a
message M3 is not received from Bank 2 following transmission of the message M2 to the banking app
102B, and the transaction therefore cannot be completed. Again, however, if Bank 2 is unavailable for
an extended period of time, then this method of continuing to send messages M2 to Bank 2 is a problem
because it is very processor intensive and wastes network bandwidth. This is because messages are

continually being sent to an inactive bank.

In order to alleviate these problems, the gateway 104A, 104B of each bank is configured to keep track of
which other banks and which switch sites are available to receive messages. This is defined as the

availability cache.

With regard to monitoring switch sites, a gateway does this by sending a test message to a switch site
over the network via the message queue unit 108A, 108B of that switch site and listening for an echo of
that message coming back from the switch site. A gateway will typically do this if it has not received a
message from a particular switch site for a certain period of time. An echo (more specifically known as a

remote echo) is a copy of the test message sent to the switch site which is transmitted from the switch site
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back to the gateway. The echo is generated by one of the switches at the switch sites in accordance with
instructions comprised within the test message. If, in response to sending the test message to a particular
switch site, the gateway receives an echo of that message within a predetermined time period (for
example, a period of time equal to the time-out period for receiving a message M4), then the gateway
knows that the switch site is still available to receive messages via its message queue unit 108A, 108B.
On the other hand, if no echo is received, then the gateway determines that the switch site is not available
for receiving messages (perhaps due to a fault) via its message queue unit 108A, 108B, and therefore

prevents further messages from being transmitted to the switch site via this route.

In the event that the gateway transmits a test message to a switch site in the way described above and,
after a predetermined period of time, receives no echo back, the gateway determines that communication
with the switch site via its message queue unit 108 A, 108B is unavailable. This is because, if this route
were available, then the test message would have eventually arrived at a switch at the switch site, and that
switch would have generated a copy of the test message to be transmitted back to the gateway as an echo.
In the case that no echo is received, the gateway no longer routes messages to the switch site via its
message queue unit 108A, 108B. In other words, the switch site is determined to be unavailable. The
gateway therefore controls the subsequent distribution of messages once one of the switch sites is

determined to be unavailable.

The gateway will also determine that a switch site is unavailable if a message M1 is returned to the
gateway from a switch site because it was not picked up by a switch at the switch site within a
predetermined time period (see above description). Again, in this case, the gateway will no longer route

messages to this switch site via the message queue unit 108 A, 108B at that site.

To be clear, it is noted that if a switch site is determined to be unavailable by the gateway, then this does
not necessarily mean that the switches at the switch site are unavailable. Rather, it implies that messages
cannot be transmitted to the switches at the switch site via the message queue unit 108 A, 108B at that
switch site. For example, it may simply be the case that there is a network failure which prevents
messages being transmitted to the switches at a particular switch site via its message queue unit 108A,
108B, but that the switches at the switch site are still completely functional. In this case, messages may
still be routed to the switches via the other switch site and the inter-site data communication link (for

example, in accordance with the hashing function).

When a switch site has been determined to be unavailable (either due to a lack of echoes being received at
the gateway or due to a message M1 being returned to the gateway), test messages are periodically sent to
the switch site via its message queue unit 108A, 108B so as to determine whether or not it has become
available again. If the switch site remains unavailable, then no echoes will be received, and messages will
therefore continue not to be sent to the switch site. On the other hand, if the availability of the switch site

is restored (for example, following completion of repair or maintenance), then, when the next test
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message is sent to the switch site, a return echo will be received. In this case, the gateway determines that
the switch site is once again available, and allows messages to once again be transmitted to that switch
site via its message queue unit 108A, 108B. The gateway will also determine that a switch site determined
to be unavailable is available again in the case that a transaction message (for example, a message M2) is
received from that switch site (since such a message could not be received if the switch site were still
unavailable). With regard to monitoring other banks, the gateway of a bank relies on information
generated by the switches and/or from information which can be deduced from the receipt of message M4

for transactions to certain banks.

More specifically, each of the switches may periodically send a test message to each of the banks using

the system 100 and wait to receive an echo from each of these banks.

If an echo from a particular bank is not received within a predetermined time period at a particular switch,
then it is determined that the bank is unavailable for receiving messages from this particular switch
(perhaps due to a faulty network connection between this switch and the bank). In this case, messages M2
to be transmitted to the bank from this switch will be re-routed via an alternative route (for example, via
the other switch at the switch site or even via one of the switches at the alternative switch site via the
inter-site data connection). It is noted that, in this case, the switch itself is still operational and can
therefore still receive messages in accordance with the hashing function and process these messages. The
only problem is the actual transmission of messages M2 to the bank in question, which is overcome by
the re-routing described here. Note that this does not apply to message M4, since, as already described,
message M4 must be transmitted back to the sending bank issuing the transaction request via the same
switch at which the message M1 was originally received (not the switch determined by the hashing
function). In the case that the connection between this original switch and the sending bank is down,
message M4 cannot be transmitted to the sending bank via this switch. The system must therefore wait for
a re-transmission of the message M1 from the sending bank which, in the case that the connection
between the original switch and the sending bank remains down, will be routed to an alternative receiving
switch which does have a connection with the sending bank via the appropriate messages queues 106A,
106B, 108A, 108B. This repeat message M1 will then be forwarded to the processing switch (in
accordance with the hashing function), resulting in the re-transmission of message M4 and the

transmission of this message M4 back to the sending bank via the alternative receiving switch.

In the case that all switches fail to receive an echo from a particular bank, it is determined that the bank as
a whole is unavailable (that is, it is not available to receive messages from any switch), and information

indicating this is relayed back to the gateway of all other banks.

In addition, in the case of, for example, planned maintenance of a bank’s internal systems, each bank

which uses the system 100 is able to disconnect from the system 100. In this case, the bank will purposely
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disconnect (or, in other words, sign off) from the switches, and one or more of the switches will relay

information to the gateway of all other banks indicating that the bank which has signed off is unavailable.

Furthermore, in the event that a bank is unavailable (due to a lack of echo responses to test messages from
all switches or due to being signed off), a switch which receives a message M1 instructing a transaction of
funds to the unavailable bank can generate a message M4 and transmit this message M4 back to the
sending bank. This message M4 is different to the usual message M4 indicative of a successful
transaction because it contains information to inform the sending bank that the receiving bank is not
available and that the transaction was therefore not processed successfully (in this case, the debited
account at the sending bank may be re-credited). In particular, this message M4 will contain data
indicating the reason for the transaction being rejected (for example, a reason code indicating a network
failure at the receiving bank, as indicated by a lack of echoes being received, or a reason code indicating
that the receiving bank has signed off). The gateway at the sending bank may therefore use this message
M4 to determine that the receiving bank is currently unavailable. It is noted that the switches will be
aware of an unavailable bank due to a lack of echoes being received or due to the bank signing off from
the switches, as previously discussed. Although the determination by the switches that a bank is not
available through the use of echoes or through the bank sign-off procedure will be relayed to each of the
other banks, the use of a message M4 to indicate a failed transaction request to a particular bank provides
a further way for other banks to be made aware of this unavailability (which can be advantageous, for

example, if there is a delay in the standard relaying of this information by the switches).

The gateway of each bank will keep a record of each other bank’s availability (for example, Bank A:
available, Bank B: available, Bank C: unavailable) in accordance with the information relayed by the
switches (this information being based on the use of echoes and/or the bank sign off procedure) and/or the
receipt of messages M4 indicating that a particular bank is unavailable. This record forms part of the
availability cache held at each bank (the availability cache also including information regarding which
switch sites are available). Because of this record, bandwidth wasted by attempts to send messages to
unavailable banks is reduced. For example, when Bank A’s customer requests a new transaction of funds
intended to a bank determined to be unavailable (Bank C, for example, in this case), the gateway will then
reject this so that a message M1 is never sent, and the bank account holder will be notified by the banking
app of Bank A that the receiving bank (Bank C) is currently unavailable. The amount of bandwidth
wasted by sending transaction messages through the system 100 to an unavailable bank is therefore

reduced.

When a bank has been determined to be unavailable via the use of echoes (as discussed above), test
messages may periodically be sent to the unavailable bank so as to determine whether or not it has

become available again. If the bank remains unavailable, then no echo will be received, and messages will
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therefore continue not to be sent to the bank. On the other hand, if the availability of the bank is restored
(for example, following re-establishment of a failed network connection), then, when the next test
message is sent to the bank, a return echo will be received. In this case, the gateway determines that the

bank is once again available, and allows messages to once again be transmitted to that bank.

If a bank has been determined to be unavailable due to it signing off from the switches, then the bank will
remain unavailable until it reconnects with (or, in other words, signs on to) the switches again. Once the
bank has signed back on to the switches, one or more of the switches will relay information to the

gateway of all other banks indicating that the bank is once again available.

In general, test messages may be periodically sent to each of the banks by the switches with a time period
sufficiently small so as to try to minimise the number of transaction messages sent to a bank which is
unavailable, thus saving bandwidth. At the same time, the time period should not be so small that test
messages are being sent so frequently that they use too much network bandwidth and thus reduce the
efficiency of the network (effectively countering the bandwidth saving effect of using the test messages
and echoes in the first place). As an example, the time period between test messages sent to a particular
bank may be between approximately 5 and 30 seconds. Of course, this could be varied as would be

understood by the skilled person.

In an embodiment, the gateway sends a plurality of test messages prior to determining that a switch site is
unavailable. Similarly, each switch sends a plurality of test messages prior to determining that a particular
bank is unavailable. For example, for an arrangement in which the time period between transmitting test
messages is 30 seconds, the gateway or switch may send a first test message and listen out for an echo. 30
seconds later, if an echo has not been received, then the gateway or switch will send a second test
message and listen out for an echo. 30 seconds later, if an echo has still not been received, then the switch
site (in the case of the gateway sending the test messages) or the bank (in the case of the switches sending
the test messages) to which the test messages were transmitted is determined to be unavailable, and the
transmission of transaction messages to that switch site or bank is suspended. By sending a plurality of
test messages prior to determining that a switch site or bank is unavailable, it helps to ensure that the
transmission of transaction messages to a functioning switch site or bank is not suspended in the case that

a returning echo from that switch site or bank is subjected to, for example, to a network delay or the like.

Advantageously, because of the availability cache kept by the gateway of each bank, transaction
messages are not sent to banks or switch sites which are determined to be unavailable, and therefore a
reduced number of attempts are made to transmit messages to switch sites or banks which cannot accept
messages. As well as this reducing the risk that messages become corrupted or lost, this also means that
processing and network capacity are not wasted with messages which cannot be delivered. Processing and

network efficiency are therefore improved.
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In addition, it is noted that there is often a predetermined limit imposed by the banks on the amount of
time that a transaction should take. That is, the time between the sending of the initial message M1 and
the receiving of the message M4 by a bank should be no more than a predetermined time limit. Any
suitable time limit may be set, although, typically, it will be set at around 5 to 15 seconds. It is therefore
important to ensure that transaction messages are transmitted through the system as efficiently as possible
in order to help ensure that the transaction is completed within this time limit. Advantageously, because
of the use of the availability cache at each bank, time is not wasted by attempting to send transaction
messages to the switches via switch sites which are unavailable (which would result in the message being
returned and having to be re-routed, thus wasting time). Similarly, because each switch keeps a record of
the routes to each bank which are available (in accordance with the test messages sent to and echoes
received from each bank), time is not wasted by attempting to send transaction messages to banks via
unavailable routes. Also, because each switch polls the other switches for their availability, time is not
wasted by attempting to send transaction messages to non-available switches. All of these features thus
help to ensure that transaction messages are transmitted efficiently around the system 100 and that the

transaction can be completed within the time limit determined by the banks.

As a further advantage, by use of the gateway for monitoring the availability of switch sites and banks
and for issuing instructions, this processing is offloaded from the banking apps 102A, 102B. The overall

processing efficiency at the banks is therefore improved.

Fig. 5 illustrates a computer 700 for use with the system 100. In an embodiment, the functions carried out
by each element of the system 100 (that is, the banking apps 102A, 102B, the gateways 104A, 104B, the
message queue units 106A, 106B, 108A, 108B, 112A, 112B, the switches SW1, SW2, SW3, SW4, the
databases 110A, 110B and the back office unit 114) are implemented by one or more such computers 700.
These computers may also be servers (which themselves may be physical servers or may be virtual
servers). The computer 700 is controlled by central processing unit (CPU) 702, the CPU 702 being
configured to process instructions held in memory 704. Data communication with the computer 700
occurs via the network interface 706. The computer 700 also comprises a storage medium 708 (such as a

hard disk drive, solid state memory or tape drive) for storing data.

Although the system 100 has been described with respect to processing financial transaction messages, it
will be appreciated that the system 100 could be used for processing and storing any kind of data unit
which must be managed so that, during any further processing, each data unit is definitely taken into
account and is taken into account only once. In this case, for whatever type of data unit is used, the

system 100 will help to ensure that any deletion, corruption or duplication of a data unit is avoided.

For example, the system 100 may be used to process and store data generated during scientific or
engineering experiments prior to analysis of this data. In this case, each data unit may be an individual

experimental measurement, for example. Such data units are often very difficult or costly to obtain, and
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therefore it is important to avoided deletion or corruption of the data. Furthermore, for the subsequent
analysis, it is important that data is not duplicated, as this may cause incorrect conclusions to be derived

from the analysis. Thus, the use of the system 100 would be beneficial for managing this kind of data.

Although the foregoing has been described with reference to a bank, the disclosure also relates to any

financial institution that transacts money such as a credit card company or the like.

It is noted that a particular advantage of the above-described system 100 is that, whilst the components of
the system are arranged so as to make the system resilient (meaning that the system can continue to
reliably process transactions even if certain components of the system become non-operational), the fact
that, once a transaction message has been received by a switch (as determined by the hashing function), it
is stored and processed at a single site prior to transfer to the back office unit 114 means that latency in
the system (due to transfer of the transaction message between different components at different sites) is
reduced. The latency of the system thus remains low, even though the resilience of the system is

increased.

It will be appreciated that, although Fig. 1 shows two banks, two switch sites and two switches for each
switch site (for ease of explanation), embodiments of the invention are not limited to this. In reality, there
may be a large number of banks configured to use the system 100, each having the configuration shown
in Fig. 1 for Bank 1 and Bank 2 (that is, comprising a banking app, a gateway and a message queue unit).
There may also be more than two switch sites configured in the same way as Switch Sites 1 and 2 (with
each switch site being in data communication the other switch sites and with each of the banks).
Furthermore, each switch site may comprises more than two switches, each configured to store
transaction messages in the same database so as to enable the processing of messages associated with the
same transaction using any of the switches at a particular site. The skilled person will appreciate how the
system 100 as described with reference to Fig. 1 could be extended so as to include larger numbers of

banks, switch sites and/or switches.

Although the foregoing has been described with reference to a transaction requests, the disclosure is not
so limited and any kind of electronic message is envisaged. Further, although the foregoing has been
described with reference to the transaction requests being stored temporarily in the message queue 106A
before being sent to the gateway 104 A, the disclosure is not so limited. For example, the banking
application 102A may communicate directly with the gateway 104A without holding the transaction
request in the message queue 106A. This may be achieved by having a buffer within the gateway 104A

which stores the transaction requests until the transaction request can be serviced by the gateway 104A.

Obviously, numerous modifications and variations of the present disclosure are possible in light of the
above teachings. It is therefore to be understood that within the scope of the appended claims, the

disclosure may be practiced otherwise than as specifically described herein.
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In so far as embodiments of the disclosure have been described as being implemented, at least in part, by
software-controlled data processing apparatus, it will be appreciated that a non-transitory machine-
readable medium carrying such software, such as an optical disk, a magnetic disk, semiconductor memory

or the like, is also considered to represent an embodiment of the present disclosure.

It will be appreciated that the above description for clarity has described embodiments with reference to
different functional units, circuitry and/or processors. However, it will be apparent that any suitable
distribution of functionality between different functional units, circuitry and/or processors may be used

without detracting from the embodiments.

Described embodiments may be implemented in any suitable form including hardware, software,
firmware or any combination of these. Described embodiments may optionally be implemented at least
partly as computer software running on one or more data processors and/or digital signal processors. The
clements and components of any embodiment may be physically, functionally and logically implemented
in any suitable way. Indeed the functionality may be implemented in a single unit, in a plurality of units
or as part of other functional units. As such, the disclosed embodiments may be implemented in a single

unit or may be physically and functionally distributed between different units, circuitry and/or processors.

Although the present disclosure has been described in connection with some embodiments, it is not
intended to be limited to the specific form set forth herein. Additionally, although a feature may appear to
be described in connection with particular embodiments, one skilled in the art would recognize that
various features of the described embodiments may be combined in any manner suitable to implement the

technique.
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CLAIMS

1. A device for processing electronic transaction request messages from financial institutions, each
transaction request message instructing payment of funds from one financial account in a first financial
institution to another financial account in a second financial institution, the device comprising:

a plurality of switches located at a location, each switch being operable to receive a transaction
request message from a financial institution; and

a clustered database at the location connected to the plurality of switches, the clustered database
comprising a plurality of synchronised storage units each configured to record an identical respective
copy of a transaction state of a transaction associated with the transaction request message, wherein,
following an update of the transaction state indicating that the transaction is complete, the clustered
database is configured to generate a transaction summary record on the basis of the received transaction
request message that allows settlement of the funds between the financial accounts defined by the

received transaction request message.

2. A device according to claim 1, wherein each transaction request message includes an identifier
which uniquely identifies the transaction with which the transaction request message is associated and the
device comprises processing circuitry which routes the transaction request message a particular switch

based on the identifier.

3. A device according to claim 1 or claim 2, wherein each transaction request message is signed by
a digital signature, wherein the device comprises processing circuitry operable to verify the signed
transaction request message; and in the event that the signed transaction request message cannot be
verified, the processing circuitry is operable to return the transaction request message to the financial

institution.

4. A device according to claim 3, wherein the processing circuitry is further operable to alert the

financial institution that an unverifiable transaction request message was received at the device.

5. A system comprising a plurality of devices according to any preceding claim, wherein the devices
are distributed amongst a plurality of locations and each device is operable to undertake data

communication with each of the other devices in the plurality.
6. A method for processing electronic transaction request messages from financial institutions, each

transaction request message instructing payment of funds from one financial account in a first financial

institution to another financial account in a second financial institution, the method comprising:
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receiving at one of a plurality of switches located at a location a transaction request message from a
financial institution; and

recording, in each of a plurality of synchronised storage units of a clustered database at the
location connected to the plurality of switches, an identical respective copy of a transaction state of a
transaction associated with the transaction request message;

generating, within the clustered database and following an update of the transaction state

indicating that the transaction is completed, a transaction summary record on the basis of the received
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transaction request message that allows settlement of the funds between the financial accounts defined by

the received transaction request message.

7. A method according to claim 6 wherein each transaction request message includes an identifier
which uniquely identifies the transaction with which the transaction request message is associated and the

method comprises routing the transaction request message to a particular switch based on the identifier.

8. A method according to claim 6 or claim 7, wherein each transaction request is signed by a digital
signature, wherein the method further comprises verifying the signed transaction request message; and in
the event that the signed transaction request message cannot be verified, the method comprises returning

the transaction request message to the financial institution.

9. A method according to claim 8, comprising alerting the financial institution that an unverifiable

transaction request message was received.

10. A computer program product comprising a storage medium configured to store a computer
program therein or thereon, the computer program containing computer readable instructions, which
loaded onto a computer, configure the computer to perform a method according to any one of claims 6 to

9.
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