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FIG. 1

S102

Receive a message processing request sent by a channel partner device, where
the message processing request includes at least one message ciphertext to be
processed; the message ciphertext is sent by a service provider device to the
channel partner device based on a service processing request sent by arequest
user after at least one message plaintext to be processed that is included in the
service processing request is encrypted through a trusted execution
environment (TEE) of the service provider device; the service processing
request is used to request to send the message to be sent in the message
plaintext to a corresponding target user

S104

Invoke a first smart contract deployed in a blockchain from a TEE of the node
device, and decrypt the message ciphertext based on the first smart contract to
obtain a message plaintext

l S106
/

Send the message plaintext to an operator device so thatthe operator device
sends the message to be sent in the message plaintext to the target user

FIG. 2
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S102

Receive a message processing request sent by a channel partner device, where
the message processing request includes at least one message ciphertext to be
processed; the message ciphertext is sent by a service provider device to the
channel partner device based on a service processing request sent by arequest
user after at least one message plaintext to be processed that is included in the
service processing request is encrypted through a trusted execution
environment (TEE) of the service provider device; the service processing
request is used to request to send the message to be sent in the message
plaintext to a corresponding target user

$104-2
g

Invoke a first smart contract deployed in a blockchain from a TEE of the node
device, and obtain associated decryption information from a predetermined
association relationship between identifier information and the decryption

information based on the first smart contract and the identifier information of a

service provider included in the message processing request

¢ S104-4
vy

Decrypt the message ciphertext based on the obtained decryption information
to obtain the message plaintext

l S106
/

Send the message plaintext to an operator device so thatthe operator device
sends the message to be sent in the message plaintext to the target user

FIG. 3

S102-2
g

Receive, through a first trusted application in a node device, a message
processing request sent by a second trusted application in a channel partner
device, where the first trusted application and the second trusted application

are related to message processing; the message processing request includes at
leastone message ciphertext to be processed; the message ciphertext is sent by
aservice provider device to the second trusted application of the channel
partner device based on a service processing requestsent by arequest user
after atleast one message plaintext to be processed that is included in the
service processing request is encrypted through a trusted execution
environment (TEE) of the service provider device; the service processing
request is used to request to send the message to be sent in the message
plaintext to a corresponding target user

l S104
g

Invoke a first smart contract deployed in a blockchain from a TEE of the node
device, and decrypt the message ciphertextbased on the first smart contract to
obtain a message plaintext

| sitg2

Send the message plaintext to an operator device through the first trusted
application so thatt the operator device sends the message to be sent in the
message plaintext to the target user

FIG. 4
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S$102-22
-

Receive, through a first trusted application of a trusted execution environment
(TEE) in anode device, a message processing request sent by a second trusted
application in a channel partner device, where the first trusted application and
the second trusted application are related to message processing; the message
processing request includes at leastone message ciphertext to be processed; the
message ciphertext is sent by a service provider device to the second trusted
application of the channel partner device based on a service processing request
sent by a request user after at least one message plaintext to be processed that
is included in the service processing request is encrypted through a TEE of the
service provider device; the service processing request is used to request to
send the message to be sent in the message plaintext to a corresponding target
user

l S104-6
——

Invoke a first smart contract deployed in a blockchain through the first trusted
application, and decrypt the message ciphertextbased on the first smart
contract to obtain a message plaintext

S$106;2
| s

Send the message plaintext to an operator device through the first trusted
application so that the operator device sends the message to be sent in the
message plaintext to the target user

FIG. 5

S102-24
-
Receive, through a first trusted application outside a trusted execution
environment of a node device, a message processing request sent by a second
trusted application in a channel partner device, where the first trusted
application and the second trusted application are related to message
processing; the message processing request includes at least one message
ciphertext to be processed; the message ciphertext is sent by a service provider
device to the second trusted application of the channel partner device based on
a service processing request sent by arequest user after at least one message
plaintext to be processed that is included in the service processing request is
encrypted through a TEE of the service provider device; the service processing
request is used to request to send the message to be sent in the message
plaintext to a corresponding target user

S1

g

-8

\

Transmit the message ciphertext included in the message processing request to
a TEE of the node device through the first trusted application

S1

=

-10

\

A

Invoke a first smart contract deployed in a blockchain from the TEE of the
node device, and decrypt the message ciphertextbased on the first smart
contract to obtain a me ssage plaintext

$106;22
. s

Obtain the message plaintext from the TEE of the node device through the first
trusted application, and send the obtained message plaintext to an operator
device so that the operator device sends the message to be sent in the message
plaintext to the target user

FIG. 6
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S102-26
4

Receive, through a client program outside a trusted execution environment
(TEE) in anode device, a message processing request sent by a second trusted
application in a channel partner device, where the message processing request

includes at least one message ciphertext to be processed; the messa ge
ciphertext is sent by a service provider device to the second trusted application
of the channel partner device based on a service processing request sent by a
request user after at least one message plaintext to be processed that is included
in the service processing request is encrypted through a TEE of the service
provider device; the service processing request is used to request to send the
message to be sent in the message plaintext to a corresponding target user

l S104-12
——

Transmit the message ciphertext to a trusted side program in a TEE of the node
device through the client program

l S104-14
——

Invoke a first smart contract deployed in a blockchain through the trusted side
program, and decrypt the message ciphertextbased on the first smart contract
to obtain a message plaintext

S$106524
—

Obtain the message plaintext from the trusted side program through the client
program, and send the obtained message plaintext to an operator device so that
the operator device sends the message to be sent in the message plaintext to the

target user

FIG. 7

S102

Receive a message processing request sent by a channel partner device, where
the message processing request includes at least one message ciphertext to be
processed; the message ciphertext is sent by a service provider device to the
channel partner device based on a service processing request sent by arequest
user after at least one message plaintext to be processed that is included in the
service processing request is encrypted through a trusted execution
environment (TEE) of the service provider device; the service processing
request is used to request to send the message to be sent in the message
plaintext to a corresponding target user

S104

A

Invoke a first smart contract deployed in a blockchain from a TEE of a node
device, and decrypt the message ciphertext based on the first smart contract to
obtain a message plaintext

l S106-4
g
Determine a target operator device corresponding to each message
l S106-6
——

Send the message plaintext to a corresponding operator device so that the
target operator device sends the message to be sent in the message plaintext to
the target user

FIG. 8
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S202
g
Receive a service processing request sent by a request user, where the service

processing request includes at least one message plainte xt to be processed, and
the service processing request is used to request to send a message to be sent in
the message plaintext to a corresponding target user

l S204

g
Encrypt the message plaintext based on a predetermined mode in a trusted

execution environment (TEE) of a service provider device to obtain a message
ciphertext

l $206

7

Send the message ciphertext to a channel partner device so that the channel
partner device sends a message processing request based on the message
ciphertext to a node device accessed to a blockchain and the node device

decrypts the message ciphertext in the TEE of the node device and sends the

obtained message plaintext to an operator device so that the operator device
sends the message to be sent in the message plaintext to the corresponding

target user

FIG. 9

S202-2
-
Receive, through a third trusted application related to message processing in a
service provider device, a service processing request sent by a request user,
where the service processing request includes at least one message plaintext to
be processed, and the service processing request is used to request to send a
message to be sent in the message plaintext to a corresponding target user

l S204

g
Encrypt the message plaintext based on a predetermined mode in a trusted

execution environment (TEE) of a service provider device to obtain a message
ciphertext

l $206-2

_——
Send the message ciphertext to a second trusted application in a channel
partner device through the third trusted application so that the second trusted

application sends a message processing request based on the message
ciphertext to a first trusted application in a node device accessed to a
blockchain and the first trusted application decrypts the message ciphertext in
the TEE of the node device and sends the obtained message plaintext to an
operator device so that the operator device sends the message to be sent in the
message plaintext to the target user

FIG. 10
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$202-22
_——

Receive, through a third trusted application in a trusted execution environment
(TEE) of a service provider device, a service processing request sent by a
request user, where the service processing request includes at least one
message plaintext to be processed, and the service processing request is used to
request to send a message to be sent in the message plaintext to a
corresponding target user

$204-2
4

Encrypt the message plaintext based on a predetermined mode through the
third trusted application to obtain a message ciphertext

l $206-2
g

Send the message ciphertext to a second trusted application in a channel
partner device through the third trusted application so that the second trusted
application sends a message processing request based on the message
ciphertext to a first trusted application in a node device accessed to a
blockchain and the first trusted application decrypts the message ciphertext in
the TEE of the node device and sends the obtained message plainte xt to an
operator device so that the operator device sends the message to be sent in the
message plaintext to the target user

FIG. 11

S202-24
——

Receive, through a third trusted application outside a trusted execution
environment (TEE) of a service provider device, a service processing request
sent by a request user, where the service processing request includes at least
one message plaintext to be processed, and the service processing request is
used to request to send a message to be sent in the message plaintext to a
corresponding tar get user

S204-4
_——

Transmit the message ciphertext to the TEE of the service provider device
through the third trusted application

l S204-6
g

Encrypt the message plaintext based on a predetermined mode in a trusted
execution environment (TEE) of a service provider device to obtain a message
ciphertext

I e

Obtain the message ciphertext from the TEE of the service provider device
through the third trusted application, send the message ciphertext to a second
trusted application in a channel partner device so that the second trusted
application sends a message processing request based on the message
ciphertext to a first trusted application in a node device accessed to a
blockchain and the first trusted application decrypts the message ciphertext in
the TEE of the node device and sends the obtained message plaintext to an
operator device so that the operator device sends the message to be sent in the
message plaintext to the target user

FIG. 12
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S202-26
3

Receive, through a client program outside a trusted e xecution environment

(TEE) of a service provider device, a service processing request sent by a

request user, where the service processing request includes at least one
message plaintext to be processed, and the service processing request is used to
request to send a message to be sent in the message plaintext to a

corresponding tar get user

S204-8
-

Transmit the message plaintext to a trusted side program in the TEE of the

service provider device through the client program

l S204-10
g

Encrypt the message plaintext based on a predetermined mode through the
trusted side program to obtain a message ciphertext

l S206,-24

_—
Obtain the message ciphertext from the trusted side program through the client

program, send the message ciphertext to a second trusted application in a
channel partner device so that the second trusted application sends a message
processing request based on the message ciphertext to a first trusted application
in anode device accessed to a blockchain and the first trusted application
decrypts the message ciphertext in the TEE of the node device and sends the
obtained message plaintext to an operator device so that the operator device
sends the message to be sent in the message plaintext to the target user

FIG. 13

S202
g

Receive a service processing request sent by a request user, where the service
processing request includes at least one message plaintext to be processed, and

the service processing request is used to request to send a message to be sent in
the message plaintext to a corresponding target user

l S204

——
Encrypt the message plaintext based on a predetermined mode in a trusted

execution environment (TEE) of a service provider device to obtain a message
ciphertext

l S206-4

g
Select a target channel partner device from a plurality of predetermined

channel partner devices based on the message plaintext and a predetermined
scheduling rule

l $206;6

g

Send the message ciphertext to the target channel partner device so that the
target channel partner de vice sends the message processing request based on
the message ciphertext to anode device accessed to the blockchain and the
node device decrypts the message ciphertext in the TEE of the node device and
sends the obtained message plaintext to the operator device so that the operator
device sends the message to be sent in the message plaintext to the
corresponding tar get user

FIG. 14
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S202

Receive a service processing request sent by a request user, where the service
processing request includes at leastone message plaintext to be processed, and
the service processing request is used to request to send a message to be sent in

the message plaintext to a corresponding target user

l S204
——

Encrypt the message plaintext based on a predetermined mode in a trusted
execution environment (TEE) of a service provider device to obtain a messa ge
ciphertext

l 206
g

Send the message ciphertext to a channel partner device so that the channel
partner device sends a message processing requestbased on the message
ciphertext to a node device accessed to a blockchain and the node device

decrypts the message ciphertext in the TEE of the node device and sends the

obtained message plaintext to an operator device so that the operator device

sends the message to be sent in the message plaintext to the corresponding
target user

v 7

Generate service processing record information based on the message
ciphertext and service identifier information included in the service processing
request

S210
-
Send the service processing record information to the node device so that the
node device stores the service processing record information to the blockchain

FIG. 15
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