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FIG. 1 

Receive a  message processing request sent by a  channel partne r device, where 

the message processing request inc ludes at least one  message  ciphertext to be 

processed; the message ciphertext is sent by a service provider device to the 

channel partner device based on a service processing request sent by a request 

user  after at least one message plaintext to be processed that is included in the 

service processing request is encrypted through a trusted execution 

environment (TEE) of the  service provider device; the service processing 

request is used to request to send the message to be sent in the message 

plaintext to a corresponding ta rget user

Invoke a fir st smart contract deployed in a blockchain from a TEE of the node 

device, and decrypt the  message ciphertext based on the f irst smart contract to 

obtain a message plaintext

Send the message plaintext to an operator  device so tha t the operator device 

sends the message to be sent in the message pla intext to the target user
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Receive a  message processing request sent by a  channel partne r device, where 

the message processing request inc ludes at least one  message  ciphertext to be 

processed; the message ciphertext is sent by a service provider device to the 

channel partner device based on a service processing request sent by a request 

user  after at least one message plaintext to be processed that is included in the 

service processing request is encrypted through a trusted execution 

environment (TEE) of the  service provider device; the service processing 

request is used to request to send the message to be sent in the message 

plaintext to a corresponding ta rget user

Invoke a fir st smart contract deployed in a blockchain from a TEE of the node 

device, and obtain associated decryption information from a predetermined 

association relationship between identifier information and the decryption 

information based on the first smart contract and the identifier information of a 

service provider included in the message processing request

Send the message plaintext to an operator  device so tha t the operator device 

sends the message to be sent in the message pla intext to the target user
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Decrypt the message ciphertext based on the obtained decryption information 

to obtain the message  plaintext
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FIG. 3 

Receive, through a  first trusted application in a node device, a message 

processing request sent by a second trusted application in a  channel partne r 

device, whe re the  first trusted application and the second trusted application 

are related to message processing; the message processing request inc ludes at 

least one message cipher text to be processed; the message ciphertext is sent by 

a service provider device  to the second trusted application of the  channel 

partner device based on a service  processing request sent by a request user 

after a t least one message plaintext to be processed that is included in the 

service processing request is encrypted through a trusted execution 

environment (TEE) of the  service provider device; the service processing 

request is used to request to send the message to be sent in the message 

plaintext to a corresponding ta rget user

Invoke a fir st smart contract deployed in a blockchain from a TEE of the node 

device, and decrypt the  message ciphertext based on the f irst smart contract to 

obtain a message plaintext

Send the message plaintext to an operator  device through the first trusted 

application so thatt the operator device sends the message to be sent in the 

message  plaintext to the target user
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Receive, through a  first trusted application of a trusted execution environment 

(TEE) in a node device, a message processing request sent by a second trusted 

application in a  channel partne r device, where the first trusted application and 

the second trusted application are related to message processing; the message 

processing request includes at least one message cipher text to be processed; the 

message  ciphertext is sent by a service provider device to the second trusted 

application of  the channel partner device based on a service processing request 

sent by a request user after at least one message plaintext to be processed tha t 

is included in the service processing request is encrypted through a TEE of the 

service provider device; the se rvice processing request is used to request to 

send the message to be sent in the message plaintext to a corresponding ta rget 

user

Invoke a fir st smart contrac t deployed in a blockchain through the first trusted 

application, and decrypt the  message ciphertext based on the f irst smart 

contract to obtain a message plaintext

Send the message plaintext to an operator  device through the first trusted 

application so that the operator  device sends the message  to be sent in the 

message  plaintext to the target user
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FIG. 5 

Receive, through a  first trusted application outside a trusted execution 

environment of a node device, a message processing request sent by a second 

trusted application in a channel partner device, where the  first trusted 

application and the second trusted application are  related to message 

processing; the message processing request inc ludes at least one  message 

ciphertext to be processed; the message ciphertext is sent by a service provider 

device to the second trusted application of  the channel partner device based on 

a service processing request sent by a request user a fter  at least one message 

plaintext to be processed that is included in the se rvice processing request is 

encrypted through a  TEE of the service provide r device; the service processing 

request is used to request to send the message to be sent in the message 

plaintext to a corresponding ta rget user

Transmit the message ciphertext included in the message processing request to 

a TEE of the node device through the first trusted applica tion

Obtain the message plaintext f rom the TEE of the  node device through the first 

trusted application, and send the obtained message plaintext to an operator 

device so that the operator device sends the message to be sent in the message 

plaintext to the target user
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Invoke a fir st smart contract deployed in a blockchain from the TEE of the 

node device, and decrypt the  message ciphertext based on the f irst smart 

contract to obtain a message plaintext
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Receive, through a  client program outside a trusted execution environment 

(TEE) in a node device, a message processing request sent by a second trusted 

application in a  channel partner device, where the  message processing request 

includes a t least one message ciphertext to be processed; the message 

ciphertext is sent by a service provider device to the second trusted application 

of the  channel partner device based on a service processing request sent by a 

request user after at least one  message plaintext to be processed that is included 

in the service processing request is encrypted through a TEE of the service 

provider device; the se rvice processing request is used to request to send the 

message to be sent in the message plaintext to a corresponding target user

Transmit the message ciphertext to a trusted side program in a TEE of the node 

device through the client program

Obtain the message plaintext f rom the trusted side program through the c lient 

program, and send the obtained message plaintext to an operator device so that 

the operator device  sends the message to be sent in the message plaintext to the 

target user
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Invoke a fir st smart contract deployed in a blockchain through the trusted side 

program, and decrypt the  message ciphertext based on the f irst smart contract 

to obtain a message plaintext
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FIG. 7 

Receive a  message processing request sent by a  channel partne r device, where 

the message processing request inc ludes at least one  message  ciphertext to be 

processed; the message ciphertext is sent by a service provider device to the 

channel partner device based on a service processing request sent by a request 

user  after at least one message plaintext to be processed that is included in the 

service processing request is encrypted through a trusted execution 

environment (TEE) of the  service provider device; the service processing 

request is used to request to send the message to be sent in the message 

plaintext to a corresponding ta rget user

Invoke a first smart contrac t deployed in a blockchain from a TEE of a node 

device, and decrypt the  message ciphertext based on the f irst smart contract to 

obtain a message plaintext

Determine a target opera tor device  corresponding to each message
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Send the message plaintext to a corresponding operator device  so that the 

target operator device sends the message to be sent in the  message  plaintext to 

the target user
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Receive a  se rvice processing request sent by a request user, where the  service 

processing request includes at least one message pla intext to be  processed, and 

the se rvice processing request is used to request to send a message to be sent in 

the message plaintext to a corresponding target user

Enc rypt the message plaintext based on a predetermined mode in a trusted 

execution environment (TEE) of a service provider device to obtain a message 

ciphertext

Send the message ciphertext to a channel pa rtner device so that the  channel 

partner device sends a message  processing request based on the m essage 

ciphertext to a node device  accessed to a  blockcha in and the node device  

decrypts the message ciphertext in the TEE of the  node device and sends the 

obtained message plaintext to an operator device so that the  operator device 

sends the message to be sent in the message plaintext to the corresponding 

target user
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FIG. 9 

Receive, through a  third trusted application re lated to message processing in a  

service provider device, a service processing request sent by a request user, 

where the  service processing request includes at lea st one message plaintext to 

be processed, and the service processing request is used to request to send a 

message to be sent in the message plaintext to a corresponding target user

Enc rypt the message plaintext based on a predetermined mode in a trusted 

execution environment (TEE) of a service provider device to obtain a message 

ciphertext

Send the message ciphertext to a second trusted application in a channel 

partner device through the third trusted application so that the second trusted 

application sends a message processing request based on the message 

ciphertext to a first trusted application in a node device  accessed to a  

blockchain and the first trusted application decrypts the message ciphertext in 

the TEE of the node device and sends the obtained message pla intext to an 

operator device so that the operator device  sends the message to be sent in the 

message  plaintext to the target user
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Receive, through a  third trusted application in a trusted execution environment 

(TEE) of a service provider device, a service processing request sent by a 

request user, where the  service processing request inc ludes at least one  

message  plaintext to be processed, and the service processing request is used to 

request to send a message to be sent in the message plaintext to a  

corresponding target user

Encrypt the message plaintext based on a predetermined mode through the 

third trusted application to obtain a message cipher text

Send the message ciphertext to a second trusted application in a channel 

partner device through the third trusted application so that the second trusted 

application sends a message processing request based on the message 

ciphertext to a fir st trusted application in a node device  accessed to a  

blockchain and the first trusted application decrypts the message ciphertext in 

the TEE of the node device and sends the obtained message pla intext to an 

operator device so that the operator device  sends the message to be sent in the 

message plaintext to the target user
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FIG. 11 

Receive, through a  third trusted application outside a trusted execution 

environment (TEE) of a service provider device, a service processing request 

sent by a request user, where the  service processing request includes at least 

one message plaintext to be processed, and the service processing request is 

used to request to send a message to be sent in the  message plaintext to a  

corresponding target user

Transmit the message ciphertext to the TEE of the service provider device 

through the third trusted application

Obtain the message c iphe rtext from the TEE of the service provider device 

through the third trusted application, send the message ciphertext to a  second 

trusted application in a channel partner device so that the second trusted 

application sends a message processing request based on the message 

ciphertext to a first trusted application in a node device  accessed to a  

blockchain and the first trusted application decrypts the message ciphertext in 

the TEE of the node device and sends the obtained message pla intext to an 

operator device so that the opera tor device  sends the message to be sent in the 

message  plaintext to the target user
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execution environment (TEE) of a service provider device to obtain a message 
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Receive, through a  client program outside a trusted execution environment 

(TEE) of a service provider device, a service processing request sent by a 

request user, where the  service processing request inc ludes at least one  

message  plaintext to be processed, and the service processing request is used to 

request to send a message to be sent in the  message plaintext to a  

corresponding target user

Transmit the message plaintext to a trusted side program in the TEE of the  

service provider device through the client program

Obtain the message c iphe rtext from the trusted side program through the c lient 

program, send the message ciphertext to a  second trusted application in a 

channel partner device so that the second trusted application sends a  message 

processing request based on the message c iphertext to a first trusted application 

in a node device accessed to a blockchain and the first trusted application 

decrypts the message ciphertext in the TEE of the  node device and sends the 

obtained message plaintext to an ope rator device so that the  operator device 

sends the message to be sent in the message plaintext to the target user
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trusted side program to obtain a message ciphertext
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FIG. 13 

Receive a  se rvice processing request sent by a request user, where the  service 

processing request includes at least one message pla intext to be  processed, and 

the se rvice processing request is used to request to send a message to be sent in 

the message plaintext to a corresponding target user

Enc rypt the message plaintext based on a predetermined mode in a trusted 

execution environment (TEE) of a service provider device to obtain a message 

ciphertext

Select a target channel partner device from a  plurality of predetermined 

channel partner devices based on the message plaintext and a predetermined 

scheduling rule
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Send the message ciphertext to the target channel par tner device so that the 

target channel partner device sends the message processing request based on 

the message ciphertext to a node device accessed to the  blockcha in and the 

node device decrypts the message ciphertext in the TEE of the  node device and 

sends the obtained message pla intext to the operator  device so that the operator 

device sends the m essage to be sent in the  message plaintext to the 

corresponding target user
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Receive a  se rvice processing request sent by a request user, where the  service 

processing request includes at least one message pla intext to be  processed, and 

the service processing request is used to request to send a message to be sent in 

the messa ge plaintext to a corresponding target user

Enc rypt the message plaintext based on a predetermine d mode in a trusted 

execution environment (TEE) of a service provider device to obtain a messa ge 

ciphertext

Send the message ciphertext to a c hannel partner device so that the  channel 

partner de vice sends a message  processing request based on the message 

ciphertext to a node device  accessed to a  blockchain and the node device  

decrypts the message ciphertext in the TEE of the  node devic e and sends the 

obtained message plaintext to an operator device so that the  operator device 

sends the messa ge to be sent in the message plaintext to the corresponding 

target user
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ciphertext and service identif ier information inc lude d in the  service processing 
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Send the service processing record information to the node device so that the 

node device stores the service processing record information to the  blockcha in
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