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15  functionality such as web servers, print servers, and database servers. Some businesses maintain
hundreds or even thousands of server computer systems in “server farms” or “service processor
complexes” that are critical to operations of their business functions.

Enterprise servers are ideally very fault tolerant, for even a short-term failure can cost
more than purchasing and installing the system. For example, it may take only a few minutes of

20  down time at a national stock exchange to justify the expense of entirely replacing a failing
system with a more reliable system. To increase reliability, most of the servers use memory with
error detection and correction, redundant disks, redundant power supplies and so on. Such
components are also frequently hot swappable, allowing an administrator to replace them on the
running server without shutting the server down. As servers are usually administered by a

25  qualified engineer, server operating systems are also more tuned for stability and performance
than for user friendliness and ease of use, with the Linux operating system taking a noticeably
larger percentage than for desktop computers. Updates to the server operating system, Basic
Input/Output System (BIOS) firmware, and other system firmware must be performed in a

secure manner and as quickly as possible.

30 Brief Description of the Drawings

Fig. 1 is a block diagram of a platform configured to enable secure server platform

management in accordance with one embodiment of the invention.
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BIOS firmware is typically loaded onto a flash memory device, which has limited space,
25  the size of which varies from system to system. Embedding further changes to system software
or firmware as a payload within BIOS firmware or in a hard drive partition therefore requires
that the size of the payload be constrained. Furthermore, because the payload can be read by the
server operating system once loaded, a security risk exists that the payload may be exposed to a
server operating system that has been infected by a virus. One possible solution is to provide a
30  signed version of the payload; however, verifying the signature and reading the payload must be
performed in SMM under time constraints for processing a single system management interrupt.
These time constraints further limit the ability to distribute payloads containing system software

and/or firmware updates for server systems.
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may further include the I/O controller receiving the data via the /0 event. In one embodiment,

the platform controller is a baseboard management controller. In another embodiment, the

platform controller is provided by a manageability engine of a chipset of the system. In one

30  embodiment, the method further includes downloading the data from an enterprise server to the

emulated USB drive. The method may further include removing the emulated USB drive from

visibility by the operating system prior to the system exiting system management mode. A

system and a computer program product with instructions for performing the method are also

provided.
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Referring again to Fig. 1, chipset 120 includes a manageability engine (ME) 130, which
may be implemented as an embedded microprocessor that operates independently of processor
110, to manage the configuration and operation of platform 100. In addition to the secure and
isolated environment provided by platform controller / BMC 180, manageability engine (ME)

30 130 may also provide a secure and isolated environment that cannot be accessed by server

operating system 113. In one embodiment, manageability engine (ME) 130 authenticates users,
controls access to peripheral devices, manages encryption keys for protection of data stored on
storage devices of platform 100, and provides an interface to enterprise services 170 via network

controller 160.
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Gout cus. stioioly iy ag e aiitte CORRT BT OREGRR Hos: and’ or

ot her jdevigeRiifént, WMUO%J ¢ @@ gédegmurpmesckﬁrou@pﬂlm%ﬁfoﬁ{s QIoR@E corh@RRIS, flash
menory, nenory sticks, digital Vvideo disks, biological storage, etc. WO

2012/ 045088PATE US20lk! AGELIAEY operatlons Flnalsdmnni@drmreyt shg@n.irsanageeeibityi chgiae by

5P Sran 1551 D ghinfh Wt KRR S ool 1, RLRR R e R L o peRY S
stored i nedigzoRANGA.840 @ﬂﬂroﬂ’@ 140 @%ho&ﬁﬁs d@fﬂn/ecta@thmfoymtc@ﬂrollal/MC nmegwisy 190

contains firmvare used to initialize platform 100. This initialization

5f i r maar elffiieonpredsn Bels |U:3B| GopRacriaut Busutsyphyaesl UBB odes frpmHd ewntrdier {3
| denthjy @) atfo%tc{;]@lro c;ﬁgdgg&gﬂgﬁn’éé’%{ﬂh t{%ﬁ‘ﬁﬁj hifes éﬁg%&l@sﬁs W& f ?’ tnfl€0

di splay car evi ces I ncl udi ng
manageabi USB;coﬁruljemEO(tM}mag%ﬂnﬂrmef(MnErym eU Slﬂaa)nmoap@rlés asd/ Bem wedrponent
har dwar e pl atform 100 to opera nown | ow c?pablllty state, so

ot her sof ?%ﬁmalabrr&fg@%ﬂ@%l&ﬁ@ee ahftuva?r.dwgb%moav withyeferraratg B op¥irat i ng

system can be | oaded, 10 executed, and given control of pI atform 100. BICS

firmware 192 rﬁé’tfdn’ﬂ‘lb@'ﬂﬁthé’r ﬂlﬁs ﬁleﬁfgry%{?i&é@h&@a%'d%nﬁpfi%&n Lceak n&%wéﬁ),
whi ch enables the initial configuration of manageability engi ne ) 130

during théDIb‘le) llﬂ’ gietassndonracoryemembyd SR M) | 22veitizy elapsict IZOyarldrf@ﬂn@el(WE) 130
regis

[ rs ommuni.cat i modul. e % anotification

§ oot Ber of D AR« Filat hep By R N il G SRR Bl
notificat H&/rbeQP@lRA% 18ednageathish 186y TaB@inenokpddVicks mdPintladdendoal aeger t ai n
instructions in preparation for the c])vPer ating system being | oaded.

memory (RAM) and read-only memory (ROM). For purposes of this disclosure, the term

“ROM” may be used in general to refer to non-volatile memory devices such as erasable

programmable ROM (EPROM)), electrically erasable programmable ROM (EEPROM), flash

30  ROM, flash memory, etc. Other storage devices (not shown) may include mass storage devices
such as integrated drive electronics (IDE) hard drives, and/or other devices or media, such as
floppy disks, optical storage, tapes, flash memory, memory sticks, digital video disks, biological

storage, etc.



Fl ash menory 190 al so includes network controller firmvare 195 to configure
network controller 160, and chipset firmvare 196 to configure chipset 120.
Fl ash merwoypod@s@Bso contains a data regi on 198. | n onecerdsediinmenty data
region 198 is rypt nl i i ne (ME)
130. Infornatﬂﬁﬁﬁgﬁgl%%M%N%w%%éb@gy%ngﬁ 4@%ﬁé95gg%%§%ﬂ26h%%u§(%ned in

dat a regi aemdS@lcatesiDRAV 1MBISRAM 191) andNBE afmory DD Ghaby elﬁirﬁﬁ):dbglmllarly,
comuni catively coupled to additional conponents, such as video

cont rol | efida staisd in PCRANUI G flash A mey baewerypsdsl ) control | ers, network

controllers, universal serial bus (USB) controllers, input devices such as
a keyboard anﬁhé’s‘ﬁ lﬁﬁ:ﬁror}ef% coftaiad fiwrd QQd fmglr‘glél z%%la't (‘ﬂ)e TRRGni QA1 ARInE

bri dges or hubs, such"as a nenory control tional 1 nput/output
(110 &onﬁnmvaremchdetssaasm I@@t/OutputtSyls)temd@K)S) étmwareﬂ%}toadmnﬁmnd atlmaheet y

coupling various system co onen used h us may be
used to r@?s{?pctoglpg%glhé%ﬁ Vbdr?S SQPIHW d&?fc\/\ﬁé%‘? %@OB& L't 0- poi nt
pat hways. n@0he 8RO MBMERg ndk a‘tﬁﬁt RREMIME qont 59 f?rﬁlw%ﬁéowt?fep@ré@”p' e, may
be inplemented as adapter car ¥h Interfaces (e.g., connector) for

communi Caﬁ}IS'r?gl qmphneat lpudvarg of Iﬂm@rm@O(waran knogidow eapalibity sthéoy becahermay be

I r’rpl enment eq‘t T ram S% 1'C gnnval}lg S me 4 in lng an Owg%en S% msugnhtb R 0ar ammabl e

or non- pr%grarﬁ%%% i o%) eV Ees § Fays % 1 AR dTe

i nt egnat egkeeiited Whd ve(IAShtﬁﬂ)ofpleﬂmmmd]amm@m92&fmnﬁc1&arad§osamE the |ike.
WO 2012/045038PCT/U82011/054419 sed herein, the terns "processing
systent afRMMyBtaHobmedESEPHYOYYs R er&b@ﬂ ihﬁt“é‘rifﬁ é@pftg@rab%%fdmaya&eﬁ@b&pass a

si ngl e mg@&g%ﬁm@g%ﬁpﬁ%&f rG T A G h¥n CA g%‘ﬂﬂf%&@]ﬂéﬁﬁm?ﬁ yflevi ces

oper ating tog oceSS|ng systens inc imtation,
di stri but egisconpittd ]BII@SS/)ME eomnurﬁcwpem modgieitogecsive hingtifiqaaer Jﬂsrtlba‘fhmelnconput i ng
uters m ni - uter.s

t t t
i?/.seﬁ{m segR%gaﬁpllﬁg';%n eBhis 556@@5&4%?@39@3?”@% @3 \ﬁf&W@%@éqsgﬁgage ”Efvépgne port abl e
conputgr sy Mtgﬂb(?@p&ﬁ)ﬁﬁ%r?a'irislnstl;lﬁ@(l)rﬁtiI? prepBlBRAR eRELS90Eh b&hglotaééd.

assi stants handhel d devi ces, entertal nment devices such as audio
and/ or vi deo deV| ces, and other devices for processing or transmtting
i nf or mati on. Plleshfsmery 59 atpayncbeescistwarb kgl lerdtrmivergd 0 farcoplagurg ndwork nput

commnds. FovRRaiPEnRORRE R HEReF sREEP PR Pamudleib Bhener i nput”

sour ces Ofonddigadat. reg?d)ratgfsormloﬂé)&nmyndﬁt dhth ZBioAN Y Qrenél’?[?]t@d ﬁfdﬂﬁb@c‘o&lly(ms to one
or nore renote data processin stem; such as thro a network interface

cont r ol | efead Ry Wpnagedilityengiigd )é dﬂf@@ﬁat@@mrbw%ﬁi?&rroam’tdg SPYVICREIM] i ngs.
Platf@ﬁ”‘%@&lﬁ@ﬁﬂﬂﬁf%ﬁ& gﬁ ?ﬂ%@%%%o |t her processing systens (not shown)
by way of a 9 [or

physic ogi C network, such as a local area network
(LAN), a wide area network
Processor 110 may also be communicatively coupled to additional components, such as

video controllers, small computer system interface (SCSI) controllers, network controllers,
universal serial bus (USB) controllers, input devices such as a keyboard and mouse, etc.
Platform 100 may also include one or more bridges or hubs, such as a memory controller hub,
25  additional input/output (I/O) controller hubs, a PCI root bridge, etc., for communicatively
coupling various system components. As used herein, the term “bus” may be used to refer to

shared communication pathways, as well as point-to-point pathways.

Some components, such as network controller 160 for example, may be implemented as
adapter cards with interfaces (e.g., a PCI connector) for communicating with a bus. In one
30  embodiment, one or more devices may be implemented as embedded controllers, using
components such as programmable or non-programmable logic devices or arrays, application-

specific integrated circuits (ASICs), embedded computers, smart cards, and the like.
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(WAN), an intranet, the Internet, etc. Communications involving a network
may utilize various wred and/or wireless short range or |ong range
carriers woaommasossol s, including radio frequency (RF), Peatuskétiitosd419

m crowave, Instjt of .El rd.cal. .an | & oni.cs _Enai neers., (| EEE 02. 11,
51 uet oot . opti el fodth 5 G bEaRL bR S R Boral e b TR 2> o
f1 ow di agteasrahiontagpaopediatld @achal, @anpade ot @ndiunicheyesy@usiad hchimegor 1 i S
shown for providing a secure server platform nanagenent service |

, . eln
accor danc8Wiet APeEiBS EgpiBel FEHEPIBProEstEing s inshide, THEIOW Btan, BisibHgd when

BICS 214 Uj £ 4 | i {’%r}; Vi ces,
such as rg(gznglﬁj@;ﬁigétaeﬁlg’lsﬁ %‘?@tﬁ)n&& %’?H f 1(1)1%h ? %g%ﬁﬁg%%g?@%@hgg}@ess’ tg%gr1 grh%iSth?B%r’or dat a
managefl byajframé conmputos) trimicbmputérs BiEht280er sFaeme pavphiconpliatsf workst@fons,
controller / BMC 280 may have nmade a new version of BIOS.firmvare avail able
by copyi n@er‘_fqﬁsepﬁ?%% PP g B T e Pl aHOP S EH H S8 and) or
unused porin ANhaffheRGelit@SthiRBBmeR! RUEQTRICRALLO MBS videBYEiZ8AndBihave
then triggered an |/ O operation that would cause Bl OS 214 to read the new
Bl OS fi r mieiaes foT processieg vietrankreittgrinvforesgionf pl atform controller / BMC 280 and
to ensure that operating 30 system 213 will not have access to the

conmuni cati on w.th tformec rol.ler. ./ BMZ 280,. Bl OS 214 causes processor
220 1o be. pl acoiinEbFas bOERATL G el Pl ER B ET Fl s to
pl at f oom gamdes, 8ldhek kéybBhds, 286, tbaindi B¢ eGHBEndR kleiha@sirdeantipl Me@ghel Nt o SMM
WO 2012/ 045038PCT/ US2011/ 054419 Conmuni cati on bet ween Bl OS 214 and platform
cont r ol | ePiomemisedigk gk ethesing pgpresp ohsighatsh Bktpemi (gpeyottilichercof BgEnt i al s of
BI G5 214. co-lt_llﬂgc?f%nsct'é %gef&tﬂl(ﬁé ?en{%ydaggor&%gsﬁ\glsgsﬁaﬁsq s&){ a%ro%gﬁgﬁggfgrk%terface .

i nformati on upon systeminitialization ad prror to lodding an operating
syst em 218ontrohesBI@ri6demiddamsorrveher takpuitidagod prrmootoualimgandoni y- gener at ed
identifier provided by platformb5 controller / BMC 280 to BICS 214 and may
only be used fgr_.a single boot session. Other forms of usern S an

paseuor ds rmy e b0 Behe PR BREAR i anBret SR e S BT B4 & ha
procegsor pidkflainad PR gital RERASA sich a0 BMYlarea networkl MANGSRADS fed Rtk@RNLI fying a
need for secure platform managenent services, in action 2.1, BIGS 214 calls
SMM hand| éVANL.Bnwittehetathe bigpmesstetet Cogmuarca@ys inyplviignagevednmanydiee (S 10 and

Wi th a usern ~and _pas rd faor_authenti.cation pur,poses. |n.ope

ermbodi ment "oq 18/ QGBS s o doian sotieS adPh Rt LTl R Hese

| nt el | i geRF)Raatifi@hitrfMpnagaaent of Fit@fidaar Kiddivhibs SiMebm(@EERLER.111 n action
2.2, SMM handl er 215 calls platformcontroller / BMC 280, passing along the
user nane Bhgtoptisaiistdnfrupdsatiedsevethg t he usernane and password, platform
controller / BMC 280 authenticates the caller, which may be perforned in
accorggnce wt : . i -' I i's

Ut heat! oat ed, e B ie, Tl AGVIRERD KakhE et B P APl 4188 R &

enul at i onFrf 1 lYSBwri fiot pravidol b veeuRB2rvagilatfprm esoageoest safvicP@ Révil@8dwand PC

flash 286. In action 2.4, platformcontroller [/ 80 provides status

i nfor mat i BW?‘S’O%WM |1%Y63120P5,T%5ﬁ6>0?8ﬁ b BISY TRk R OB 1 passes
the devi C?eqﬁi?iﬁ% Y urle Plafo R ib PR RS Kerlifes BuiPas? i ivid din RS RAREN (et ehpfredeVi ce
status information, BIOS 214 begins to discover USB 20devices in the

subsyst enme@ss dcipragreds wi dat minegqdiy platfaim BBolar BYE 23d Fooexyamatef plathorm

contralLler / In action, 2.6, BIGCS uests t ccess USB
ST ud GrteEBRE ok s SR e M Ral OB GTme e
commu ni c aBi@S‘ﬁﬂM\idﬂe R eMird fnbidd dﬁdh\é@ P2RAM R4 @fell dr @Ruséd fortidis @BPE Bdsh

comuni cates via SMM handl er 215 using normal USB commands at USB 3.0

speeds (428 gaasior contiolerd M o2 8Mnsyelane then tricgerad &y L/Qppegatipn fiagywpild ause second)

to tranSfEp%@ﬁg&%ﬁ@f%‘gfﬁéggﬁﬁ‘%@% ot her protected and secure portions

of RAM sucC Once BIOS 214 has conpleted the
transfer of the data into nenory, BIOS 214 sends an acknow edgenent to
pl at f or m cont ro leetive/thdBNEi2B80f pldtform espmitise’ BMC Rfeamdak aowlcelthy epeening pl at f or m

contrqller / BMC 280 will renpve the device fromthe visibjli of the

host,, bncﬁﬁ@flﬁ“ﬁg &B‘iP%{thﬁYFgaC%%?%PéPﬁ PIUERONSKI Heamaprislsr 168814 w1

then resupkod 5 OB, e1@BE pARIEAD SyB&H AHREuclcht Mode (SMM). BIOS 214
certifies to platform controller / BMC 280 that processor 210 has been placed into SMM.
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30 processing of data occurred while processor 210 was in SMM server
operating system 113 is unaware of USB virtual device 202 and the

comuni cavoamxdatsshas occurred. In another enbodi ment, PCiaskdi@oses ati on
may be in f n cejvin
"ot ruct | ShOMFEHRE AR POB GER Bl B B PR R B0 enar i o,
pl at f or m g@ndnticdtioe bf the Bh@naﬂﬂoﬁfmwts@m.au&se &rb@nﬁa@me}m)d QtaBidhed by write
the data to the enul ated USB drive, and then notify BIOS 214 to read the
data provPydge of informptignaipey sygtemgnifipligation anéplf@fd&?d?ﬁép% apperaHBg Biyerdidon of
conponent platform
ranagement " Ces s u EhE IS haTorkof Lo B RAMrn Ol B B RERARERER, £ e
oper at b onsonablldsi/ @M@m tb IBI(bSaZ Hesd mapedlyds uivdiforg splgﬁa‘hmomestldny Citliee femst em
5corrponent of Fi ess begi ns, when 214 €SS s an event
requiring® ermraes%wapw é%ﬁ‘@e I8 pYhgligate Eﬁz%@n@ 8fiangatan 1/ 0
oper ation &B&Eor@@@hﬂs%@&ﬁé‘c@@&% §Mvprograms or data managed by platform
controller / BMC 2 Bl OS Requires Access to Secure Data" step 302,

Bl OS 214 nakes a det erm nation that access to secure platform nmanagenent
services i s ndadesgonsCoridangifyingragwedtds sqeore'PRIHON ManagemerBMyicest mpcBod. 1, wher e

10 BIGCS 2 ue n errent Int AT ocessor
210 to en%ﬁ?é %ﬁstg nhan(zlﬁeéYS“%% cnter Sygem&? ge t[%\(r&%dézg%%to "Bl OS
Sends 1Requgistitt zDusBMEinN hrd pSWol'cBﬂ@ﬂiLﬂ{entl&h@rpplﬁ@cﬁes. VheficenBolimerl heseed a
request to access secure data. Contr ol groceeds to "Bl OS Sends

Aut hent i cixanishSMY! Bisie ia acsiaderearitithehe ntstligent isslormspagempatdntorfape SENHS
aut hent i C%WW %ﬁ&f&ﬁ O@Ml\/ﬁ%ﬁﬁ'le 5%al Eﬁﬁaﬁﬁﬁﬁ%orﬁf&@eﬂﬁﬁ?@@g@ asgl(ﬁg SNM

handl er 5 passes thé authenticati of maf; on
pl at f or m elomg nhahsleemmé aBMias280d. Uponoeeivergibdisomate atdyassaiotd) phtfoeat i on

request i s provided ordance th the I1PM authentication jnterface.
Cont r ol tﬁ@HOE ré@&%é&%ﬁre@w@e@Fmeéévh)s&t%rbeper Qrmgh 0 aggasganeqygith Mer o
pl at f g5 m gty @loh®htidn M R84t ﬁgkhﬁf‘fs'aﬁtﬁ&ﬁ§atg$ﬁl a{cﬁgﬁ Ph gﬁelt’]forﬂl '30191%[1&9 rmng

this authentication, platformcontroller / firms that
pl at f or m BOE 189 b@giesr anulattg)nloﬁUSBsztrem dvbzna@bmrgtresvbmes c(fsmAMriM aiwbRC t he

request origi.pated wt ner al ntroII such /0O
control 1 opeda8f et L BulRaRi SRy BRACH b EBRLAG PR RESSRe Fr om
"BMC Ver i fidr@mer ALK, Elﬁirlh h@Rh RGNSV RRAIBPBLS AQ8S the levikcQBAR FortnRtiobhdek & art s
Emul ati ng USB Drive" step 310, where g)l atformcontroller / BMC 280 begi ns

to enmul at BIQS UdB Iipssnansafalthedievipestatnintormition BIYS2 L iibezinsth discovpl @SB or m

cont rg gl eﬁ%vllce?MthéZSS gsy'éé%sas%kﬁte ?tﬁﬁ{g&% Mfangﬁ"glagsEsned%@gIatf&%e 8%19@%?/ w thin PC

Fl ash rovide-nenor rol then

proceeds BM(C MCIM@IE L8, HHOSE\IQNqués@ tBh&atss LsSBeyartil diiverdoe vy JNdthadlen
control ler / BMC 280 asserts an /O event to BIOS 214 via SMM handl er 215.
Control tBbn QyiceBERY314hgs sepoeynpmesiian wih B8B yrmalgome BP3. wibactign 24 BO2 Bl O

214 furthe 1’ cgﬂh‘xﬂﬁfc%gﬁa§9ﬁﬂ{énfaﬁ:§2f5hl%§ng%ﬁna‘{U§Bl%'oﬁ‘1mtaﬁ’ds at us¥Alo&Pcddowy | ncl udes

USB virtua rive
gigabits / second or effective transfer of 3.2 gigabits / second) to transfer the data into TSEG (or

25 other protected and secure portions of RAM such as DRAM 112 of Fig. 1). Once BIOS 214 has
completed the transfer of the data into memory, BIOS 214 sends an acknowledgement to
platform controller / BMC 280. In response to the acknowledgement, platform controller / BMC
280 will remove the device from the visibility of the host, including operating system 213, and
SMM handler 215. BIOS 214 will then resume from SMM to the host domain. Because all

30  processing of data occurred while processor 210 was in SMM, server operating system 113 is

unaware of USB virtual device 202 and the communication that has occurred.

In another embodiment, the I/O operation may be initiated by platform controller / BMC
180 upon receiving instructions from enterprise services 170 of Fig. 1. In such a scenario,

platform controller / BMC 280 would cause the system to enter SMM, write the data to the
9



Control then proceeds to "BIOS Transfers Data To/ From Secure Menory" step
316, where BIOS 214 then perfornms the |/ O operation using the enul ated USB
virtual dwowe122@203810 WO 2012/ 045038PCT/ US2011/ 054419 Wheruskéie/ o544
operatlon | et.ed f r|v trol proceeds to

"Bl OS AckhOW' %@ﬂggdé M &ﬁﬁ%ﬁﬁﬁ%éﬁéégﬁéﬁg Sl’()V%%g\/\)iedges the I/0 event
to platformcontroller / BI\/C 280, indicating that BI OS 214 has conpl eted
the 110 event .Rofeng folFad Bod fovaohart ofthe eperatioBMEoaBPOncnaeE the@pstdnhef Fig. 1 is
acknomded enment from BIOS 214, platformcontroller BMC 5 280 Qﬁlts

ormul at | onOPTHRHNG LS SR TPRRACTGR SoEes Tnasaoxaps Y deans b

Redi r ect let ln\f&mo§t%0’§g@nol§%% 0f WH%%GRH’IB&?&%%%IHEE@I‘%@H@O thOGRRALS
(Consunes) the Data and M%I , Where Bl OGS 21 processes

and/ or 5 compmslts bidFiglat éfhé proms$ lbgmls/w@emBE}Salh4@mced§cﬁran®xa11rmWerg fectilee |/ O
operation delivered an update to overmmlte Bl OS

firmare REZOTHREIFIHEREES SE@O“S ‘f‘ce’l’finé ah %F‘?B?‘h‘% r?FéW a b@ 214 may 10

write thepdgfams bodded Mffag é@dﬂﬂ%foﬁﬂ@o&(oﬁ&@%@ b, dat-BIHSREGuidOAessdo di f ferent
System I\/anagerrent I nt errupt iSI\/I . Wen consunption of the data is

conpl et e, Swutedéeéaé’dtepzmm B 244 8 awtcmmnawgn Hiagggcesp tosdcusaplatidrat h of USB

3.0, alar |,oad. can b red h _operating
oyt em S TP R SO aB At ol bR S el TR Y ed e Mt P or
contrabl eBI@S Bl\@ssa&(h SaRmIstag @Rt Ridri (syﬁ)ttemuspgmt@m 2BY Q@nfel Sywval €

updat es, 15di agnostic software, and ot er systemiftirmiare updates w thout
regard t oMenasmeyAdedesPMMY. or BI OS updat e schedul es. Qut- of - band Bl OS

updat e and/or BIOS recovery can be achieved. Anot her advant age of
using a resour Sb &R (B IBAMARKR QfiesP! %M@Qi@sg\wt}f Al gﬂ\’%h@éo to
store the dat a&?l ate t he aevm@S eeS Br eserve y SI@?% until power

i s di sconB#eS 2, sendmacréquhﬁpp@ms scanie ldyta f Gonts)dapmeacds:mﬂB[@SaSenﬂyst ens.
20Enbodi s of .the hanpij jsclo er el be inplenmented in
nar v e Aabrt i S PR EAS M Bl SRt oo T adtch ke ReROh s on
appr 03§ hegfo EARAA LR A Su@fnakBend Iﬁk’%d QSNTBYhaR@ed 118! gmhﬁﬂle@mg@yt er
prograns executing on programrmabl e systems conprising at |east one

pr ocessor the authgttlaatgm@nfggggngly@tpéqtrﬁo(m mﬂmﬂﬂrﬁ GMGPHY iTh enaaamdmdlmntvﬁlle atile

menory and/ iora e nt east, on t devi |,east
one out pufl @eg\}fa 19N Fetests prov1dc§ }n accordance Fith ?PMP&RJ"dlentlca (i iter fages C%ntr

then proceeds to “BMC Verifies Authentication” step 308, where platform controller / BMC 280
authenticates the recipient. In performing this authentication, platform controller / BMC 280

20  confirms that platform 100 is operating in System Management Mode (SMM) and that the
request originated with a general purpose 1/0 controller (such as I/O controller 240) that is

connected to platform controller / BMC 280.

From “BMC Verifies Authentication” step 308, control proceeds to “BMC Starts
Emulating USB Drive” step 310, where platform controller / BMC 280 begins to emulate a USB
25  virtual drive. In emulating a USB drive, platform controller / BMC 280 uses its resources PC

RAM 284 and free space within PC Flash 286 to provide memory for a USB virtual drive.

Control then proceeds to “BMC Asserts I/O Event to BIOS” step 312, where platform
controller / BMC 280 asserts an I/O event to BIOS 214 via SMM handler 215, Control then
proceeds to “BIOS Enumerates Secure USB Drive” step 314. BIOS 214 further enumerates

30  devices that are visible to it, which now includes USB virtual drive 202.

Control then proceeds to “BIOS Transfers Data To/From Secure Memory” step 316,
where BIOS 214 then performs the 1/0 operation using the emulated USB virtual drive 202.
10



25Program code nmay be applied to input data to performthe functions
descri bed herein and generate output information. Enbodi nents of the
i nventi onvelzsm/dmmkude rrachi ne- accessi bl e nmedi a cont ai nipag/useetiost9 ons f or

perform n 1% @e (g a}a S 1§ ﬁ Et@&l frbr?l\{he%éli?vmual d?lontc?ntroi thce%gsstlo gﬂl(ﬁ? ta, such

as HDL, V\:hIC RIres iU , processors and/ or

system f eat:lttfoadiedg@SKMC’bQQ) h@[ﬁheﬁla BBSCT 4%61b1@d/ﬂdﬂf§@ttﬁe @y veat @@labfernﬁ eferred to
as program products. machi ne- accessi bl e storage nedi a nay incl ude,

wi t hout | Fefitelari BMC %%@ﬁm@géw BiHor Aetas complesed the Bpege%WLhﬁ%lﬁf&red or
f d b di, di sk
ornmed Dy, (ﬂltl%ﬁﬁ'z;BWg%%{?r We& ﬂw}gg%éﬂ&afﬂéﬁé Bﬁ%ﬂﬁ gﬁtfﬁ&%n@ﬁlepﬁéﬁc I Sks,

any other type |ncIu ptic I sks, conpact dISk
r ead- ofil y23%tetrats ereslat{oGof ROVESB, red:lmmeédnvedn §BMCeE\{wltstEablllaelon; of (TEB Rijectedind

magnet o- 012/.0450Q038PCT/ US2011/ 05 o tic di sks em conduct or
oo S DEKE a8 SO o) Dibvos hu  Beonrobises Renmbane b BB FEE"T Rwe)
such as dyoan eyrandamanessiy B%@&Eés%ﬁd/éﬂgﬁ‘i\{%)es th%td%'ﬁ%mrtﬁ@ﬁ@ﬁ}%&gtﬁﬁss

menori es ( SRAMs erasabl e progranmabl e read-only menories , flash
progr ammEd)r@xmpimrlf s 1/Qepastn, deby et aniupddté tp EO&é”mmWere@I@@r?dm&)I e read-only

Cui table PUTAE GIORGEY ey o ebeEtn BT AnBRRCBIR AR, For mati on

may beg apf&/hteetﬁle da 19 10EhePineiBH @n@ptbédad thel @itk RS undePa HifeMAt ﬁm Nhagdn@it
pur poses of this a)rjpl i cation, a processing systeminclu any systemt hat

has a probéxssipt(SM cwhqsconwtlexeﬂfbfr ¢ata iy cenppte.arocsisgind 0 e;élft sor (DSP), a
m crocontroll er, an application specific 10int egrat ed circuit (ASIC), or a

M Cr Opr 0Cessory; jth the high s 08 bR ﬁ‘HPU@@X Ogae'ﬁffgg 55‘3%1?9‘: delv@ AR difve!

procedural or o ject or ente progranmm n to conmuni caie with a
pr ocessi ngomplahgewith Erﬂmeatmgegrem@rsmayMaiagmmmmbe(rSBﬁ) wdedunliasgendl y or

machi ne | anhguage, In fact,, the nechani sns. descri bed herein are
not i mi tE@%Prﬁl @eB?JLert%Méi?fﬁgﬁarhqsme@%lngaw&f@%wﬁe% GE Wddeany case,
the 135 angl%%ﬁ) St RAWRE, Ad SIPIARE fRwhRLBEAL &8 Hul r@&REMBYBe constraints o T €S€Nt ed
herei n are enbodi nents of nethods and systens to nage server platforns.

Whi | e par BiQuimetcechsddesréhit-sof-befnd BhieS ppdasant!/of Bidite¢wnrylvav e dsbereds hown and
described, it will be obvious to those skilled in the art that nunerous

el W M s R R P e

Wi 1 recogMEmotihabrecitaAgas thantbe daow il e ptdseial i 0 oM TBdientvpbhi@ud departi ng
fromthe present invention in its broader aspects. The appended clains are

t o enconpéisenpgetedi yihighkappens gsple faserveygemperngems. vari ati ons, and
nmodi fications that fall within the true scope and spirit of the pr esent
i nvenfon. WEmbadanantsaif thednackanisms disclosed herein may be implemented in hardware,

software, firmware, or a combination of such implementation approaches. Embodiments of the
invention may be implemented as computer programs executing on programmable systems
comprising at least one processor, a data storage system (including volatile and non-volatile
memory and/or storage elements), at least one input device, and at least one output device.

25 Program code may be applied to input data to perform the functions described herein and
generate output information. Embodiments of the invention also include machine-accessible
media containing instructions for performing the operations of the invention or containing design
data, such as HDL, which defines structures, circuits, apparatuses, processors and/or system
features described herein. Such embodiments may also be referred to as program products.

30 Such machine-accessible storage media may include, without limitation, tangible
arrangements of particles manufactured or formed by a machine or device, including storage
media such as hard disks, any other type of disk including floppy disks, optical disks, compact
disk read-only memories (CD-ROMs), compact disk rewritable’s (CD-RWs), and magneto-
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1. A conputer-inplenmented method conprising: in a system having a platform
controller coupled to an I/O controller capable of generating a System
Managenerwol2nt2ausaspt (SM ), performng the foll ow ng: 5POTS2@ONSE1E0 an

event requirin ecur S. 10 eneratin 0 e the
system tog%tlr?? leﬁsk%fg?qgrﬁmaﬁéﬁg%é%ésnstu%s g%dg%nll rllllg ‘%rlegélg@w%ang?m % %gssspl atform

contr ol | emeinori®&(RAMS) @ioh &ndihahie dardSB atevd Bemoribh EDRAKIS ), fetid o 2ecsSt Or es
t he data; copying the data fromthe enul ated USB device via a

connect i ofMAREERAMS), grappleqrpeiowpeiaicihenly pemenss sEPRA¥S s flahem  and
PrOCessI n&o%ﬂﬁmﬂ?ﬂe%e&{oﬁﬁ% (rFLgxgﬁ 'efebtﬁgalﬁyeﬁs e%@g@%ﬁgﬁmeahl%ﬂl memories __ 2: The

nmet hod of " cFalrm rising:” aut ting a recCipient of the
dat a whi | EEBPROBYS; reapn diera gptioe hdardvpateny other type o8 mediasuitwble Had tonihg eleatiamcl
wherein 15the platformcontroller is a baseboard nmanagenent controller.

4. The nmethBY¥UBES claim 1 wherein the platformcontroller is provided by a
manageabi |l ity engi ne of a chipset of the system 5. ' The nethod of

claim 1 furt hetheEsmpripBrpzion FsNAe sUrhl opar Bere QUPrigleyisss, BADeVpiplen. ser ver
toth i 20 : : i | Si :
Forovi ng. THa S S Ul pifr Lt TE IR s B e Wil B ARG S, 00

prior to exhts,fig eSysilemdidgmnbdgeabmbceModE@SPT,.a nihecomiolerdanodfpplidadomspicifibhier ei n
usi ng 6he, resour ce ,o{/wt@g Igalsatform controller to create the enul ated USB
devi cd¥i sINFEFAGHEY! (AP OB PIABSHPECES A request to access the emul ated USB

device. 8. A system conpri si_ngl: ) ) ) )
he programs may be implemented in a high level procedural or object oriented

programming language to communicate with a processing system. The programs may also be
implemented in assembly or machine language, if desired. In fact, the mechanisms described
herein are not limited in scope to any particular programming language. In any case, the

15 language may be a compiled or interpreted language.

Presented herein are embodiments of methods and systems to manage server platforms.
While particular embodiments of the present invention have been shown and described, it will be
obvious to those skilled in the art that numerous changes, variations and modifications can be
made without departing from the scope of the appended claims. Accordingly, one of skill in the
20  art will recognize that changes and modifications can be made without departing from the
present invention in its broader aspects. The appended claims are to encompass within their
scope all such changes, variations, and modifications that fall within the true scope and spirit of

the present invention.
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a processor; a platformcontroller; an 110 controller capable of generating
a System Managenent Interrupt (SM); 30 a nenory coupled to the processor,
t he nenorwyocorpus®ssng i nstructions for performng the WOT/US2011/054419

2012/ 0450%@&1/19%129}%/ 054419 following: in response to an event requiring
secure acceds to Uata, generating an SM to cause the systemto enter

Syst em Managenent Mode; using a resource of the platform

control | er to kr eatAecoapuerrinpidnedtcllGBide ¢om@isingher ei n t he 5resource stores

t he data; . copying the data fromthe emul at ed USB devi ce via a connection

i naccessi BaYp§m hw%?el?latﬁqrwgfogwe@%ualﬁnyf% Iglj%% or gEblp PHERERNHG t he dat a
prior to exiti 3B n'b@f‘l%@b%?tg formine the followine- 1he system of claim
8, wherein thesgi@trelstrucgal ons fur Fl(e%gﬁfog?%gt heeofoaﬁmllggvm ng: 10

aut henfi cat i ngneesp@sé piagrvendfequineg statra agvass|te ditn gByesdtiopnivBMa geraesetthdvbde.

10. The system of cl ing 8 wh§rFi th he %@% rmcontroller is a baseboard
managenent cont r ol PEIH Oemef ystem Manpge @%_t emof claim8 wherein 15the
pl atform cont rn@lnl@hesbPrcPband HaehrRomrdiRNBeRARIah biylaRDYISRRIcPite, FheRinRREt  Of
the system 12. The systemof claim8 wherein the instructions
further perform theesputd seksihe dadswnl oadi ng the data froman enterprise

server to the enul ated USB drive. . 13. The st em O | ai m 8,
vhera ' the s rEPHbENE S R dfitased 5B dpviss e BT BB e

enul atigd USB dri ve opdr@tigissdnbif thd yystom; ddde operating systemprior to exiting
Syst em 20Managenent Mde. . .
processing the data prior to exiting System Management Mode.

2. The method of claim 1, further comprising:

authenticating a recipient of the data while in System Management Mode.

3. The method of claim 1 wherein

15 the platform controller is a baseboard management controller.

4, The method of claim 1 wherein

the platform controller is provided by a manageability engine of a chipset of the system.

5. The method of claim 1 further comprising:

downloading the data from an enterprise server to the emulated USB drive.

20 6. The method of claim 1 further comprising:
removing the emulated USB drive from visibility by the operating system prior to exiting System

Management Mode.

7. The method of claim 1 wherein

using the resource of the platform controller to create the emulated USB device is performed in

25 response to a request to access the emulated USB device.
8. A system comprising:
a processor;

a platform controller;
an I/O controller capable of generating a System Management Interrupt (SMI);

30  amemory coupled to the processor, the memory comprising instructions for performing the

13



14. The system of claim8 wherein using the resource of the platform
controller to create the enulated USB device is perfornmed in response to a
request twoaorarsos8he emnul ated USB devi ce. 1 PCTAISCanpstiay
progran1produq%ncqg£rising: 25 a conput er-readabl e storage nedi um and
instructions in ?%e‘conputer-readable storage nedium wherein the

instructions ,invhpihs€xendi@dreliiriag Rraeassisng day, stemiunavn S & dletihor m
controller coupled to an 110 controller capable of generating a System
Managenent | nt er r upfstergoenter SateaeMpreepsbModsi ng system to perform

operations co LS L0g; i f il : : ess to
dat e gener at 1 hEan are o AR R R 5 Y AR s TR PR T GG S
systenbt o enter Systsenvddwreghedatd; Mode;, using a resource of the platform
controller to creat n enmul ated USB devi ce, .wherein the resoyrce stores
The datar " Copiine fie 3 i b @huaiel 1S e e e esPutinge BBV EE Vi o &
connection i naccesghhlfRYst@NoPRRPELREL Y System of the system and
processing the data prior to exiting System Managenent Mde. 16. The

conput er pr ogrravcpngdbedatagfrioe foaixming Systevh daeigemeiteModest r uct i ons furt her
performthe follow ng: authenticating a recipient of the data while in

Syst em Managengnt de.. 1017, Th Qnput er progr roduct .of. el aim 15
wher el n ¢ he pl Bt f o T SaEraFl € GRRERE by B HRBE B RO I e

18. The conputietin®h egiham Ertrddies widfe i€ baidm ManabeegiMvdehe platform
controller is provided by a manageability engine of a chipset of the
system . :

10.  The system of claim 8 wherein

the platform controller is a baseboard management controller.

11.  The system of claim 8 wherein

15 the platform controller is provided by a manageability engine of a chipset of the system.

12.  The system of claim 8 wherein the instructions further perform the following:

downloading the data from an enterprise server to the emulated USB drive.

13.  The system of claim &, wherein the instructions further perform the following:
removing the emulated USB drive from visibility by the operating system prior to exiting System

20 Management Mode.

14.  The system of claim 8 wherein
using the resource of the platform controller to create the emulated USB device is performed in

response to a request to access the emulated USB device.

15. A computer program product comprising:
25  acomputer-readable storage medium; and
instructions in the computer-readable storage medium, wherein the instructions , when executed
in a processing system having a platform controller coupled to an 1/O controller capable
of generating a System Management Interrupt (SMI), cause the processing system to
perform operations comprising:

30 in response to an event requiring secure access to data, generating an SMI to cause the

14



19. The conputer program product of claim 15 wherein the instructions
further 15performthe foll ow ng: downl oading the data froman enterprise
server towDhe12dnmsat ed USB dri ve. 20. The conput ercprusgoiansqioduct of

claim 15, wherein the jnstrugti furth erformthe foll ow ng:
renoving the emnul a%g%%ﬁhtﬁfgvg%ﬁ%%g%esn?Moﬁ?’ty by the operating system

prior to exitingedyrsbaoe AAMagemesitrolocke create an emaldted TISE de0ity theicinQhiogr am
product of claim 15 wherein using the resource of the platformcontroller
to create the enmul BedcUsBedBei%® is performed in response to a request to

access the e m’éoﬂ}tfiﬁgdthp§§a AE¥ tfEemufRed USB device via a connection inaccessible by an

5 operating system of the system; and

processing the data prior to exiting System Management Mode.

16.  The computer program product of claim 15, wherein the instructions further
perform the following:

authenticating a recipient of the data while in System Management Mode.

10 17.  The computer program product of claim 15 wherein

the platform controller is a baseboard management controller.

18.  The computer program product of claim 15 wherein

the platform controller is provided by a manageability engine of a chipset of the system.

19.  The computer program product of claim 15 wherein the instructions further
15 perform the following:

downloading the data from an enterprise server to the emulated USB drive.

20.  The computer program product of claim 15, wherein the instructions further
perform the following:
removing the emulated USB drive from visibility by the operating system prior to exiting System

20 Management Mode.

21.  The computer program product of claim 15 wherein
using the resource of the platform controller to create the emulated USB device is performed in

response to a request to access the emulated USB device.

25
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