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present invention relates to a nethod and systemfor allow ng users to
access a service provider's wireless LAN services in an intuitive and
user-friendly manner while supporting a wi de range of authentication
billing options. BACKGROUND The Internet jconsists of a Iargemwm mﬂmw
conputers, devices and networks all 15 interconnected via co

links. Users gain access to thegﬁgﬁ j i cati ons ser vt

provi ders, which can be, anong E‘rﬁ%mmvi ce provider syt rel ess
I nternet service providers, nobile tel ephone service providers or fixed

| i ne service providers. Such comruni cations service provi derﬁummr"mmmml
have a | i FIEED OFANYENTIONhat is, they can 20 only provide - to
the Internet in certain areas. For exanple, a nobile tel ephone serwi-ce
provi der may only provide access to the Internet when the nobile tel ephone

user ig within i \; 1 i vider..
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nationw de, but is unable to provide a | ocal access nunber for a subscriber
who t r aveSUPROTENg ¥ Wideeranga pftauiheptication biling eptignger to provi de | ocal

I nternet services, conmuni cations service providers enter into 25 bil ateral
or multilateral roam ng agreenents with each other where they provide | ocal
("host") BACKGROUNDBUbLSCribers of the other operators ("guests").

Aut hentication and billing services are provided by the subscribers' "hone"
operafl®r, which will then settle with an aggregator or the "host" operator

directly. 30 Ther re.an er.of. acce nechani fo rovi di i
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each region. Cenerally, dial-up roam ng access is nmanaged by client -2
sof t war e tstrxicerprowidens, whishgranshe, smoogthess, IntEimet seryiceverowidatsi misglass Infernet

sear chabl e dat abase of acgces unbers for .every.regjion and wll
aut omat i ¢ SPViFedraidern mapledBlePERTE SRien PAKEERSY AR Lpe scivice providers.

15
Such communications service providers typically have a limited footprint, that is, they can
only provide local access to the Internet in certain areas. For example, a mobile telephone service
provider may only provide access to the Internet when the mobile telephone user is within the
defined coverage area of the said service provider’s mobile network. Another example would be
20 aninternet service provider that maintains a national telephone number to deliver Internet access
nationwide, but is unable to provide a local access number for a subscriber who travels out of the

country of service.

In order to provide local Internet services, communications service providers enter into

25  bilateral or multilateral roaming agreements with each other where they provide local (“host”)
services to subscribers of the other operators (“guests”). Authentication and billing services are
provided by the subscribers’ “home” operator, which will then settle with an aggregator or the

“host” operator directly.

30 There are a number of access mechanisms for providing roaming local internet access.
The most common is via dial-up access, where at least one local access telephone (PSTN) number

is provided to travellers to each region. Generally, dial-up roaming access is managed by client



~based aqn the guest's indicated current |ocation. A new and energi ng net hod
for providing roaming Internet access is the | EEE 802.11 series of Wreless
LAN t echnol ogi es, known as WLAN or WFi "hot-spots." Because W.AN hot spot s
do not require the use of a tel ephone (PSTN) nunber, access is typically
currently managed by having a "wal |l ed garden"” that allows any user to
connect to the hotspot, but not go beyond the boundaries of the hotspot.
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problems with the existing method. First, a guest's native |anguage may be
di f f er ent based ontthexguest’s indecatedrayrnent loegfon. or a client nmay not be avail abl e
in the guest's 15 native | anguage. This could potentially confuse the
guest, thus leading to | ost revenue and hi gher custoner support costs.
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guests to folltow a slightly different log-in procedure while they are
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comuni cat 1 on npany, but adds an addition urden to the user,
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of the present invention to provide a nethod or systemfor wreless H{;gwrk

or | nf@r ndYidg Wby THT) seaugese areqeditscipdyio aolagdivg pass ighichalloyrogrestidenti

di sadvant ages, J e i .or which will at |east provide the public
with a usg&uﬁsuggﬁgl}%e?r%gwotr&lpéﬂ'a second object of the invention to provide

a nethod and a systemthat allows a roam ng user to utilise the services of
a service provider in an intuitive nmanner, whether or not the user has any
pre-exi sting rdhaeiaphsequplepfimolleras with heexishing yetqd. Firstea gagst's ppbiedangyiage
client - S 1.8 PV . Ldenti f h 1.d Ll |
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identity & billing relationship and a request to gain access to the

| nt er net . c¥temaguppert ceHs.i ng server verifies the billing relationship,
referring sone or all of the provided information to other 5 servers as
necessary, then grants or denies services to the requesting client system
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for providing wreless network or Internet access conprising:

a slightly different log-in procedure while they are roaming. Instead of merely entering their

20  username and password as they do while they are at home, guests must now enter their username

followed by a “domain” in the form username@domain. This additional information is required

to allow the host service provider to identify the home provider communications company, but

adds an additional burden to the user, and is non-intuitive.
25 SUMMARY OF THE INVENTION

It is therefore a first object of the present invention to provide a method or system for
wireless network or internet access which goes some way to overcoming the above mentioned
disadvantages in the prior art or which will at least provide the public with a useful choice.

30 It is a second object of the invention to provide a method and a system that allows a
roaming user to utilise the services of a service provider in an intuitive manner, whether or not

the user has any pre-existing relationship with the service provider. The user operates a client



.an i‘nterface configured to input a selection from predeterm ned service
providers a display configured to enable authentication to said sel ected
service provider in a 10 | anguage and | ayout depending on said selection a
server allow ng network or Internet access depending on the success of said
aut hentication. Preferably said systemfyrther conprising a billing nodul e
configured to associate a cost with any_gdihenticated networ k or | nternet
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further informatdigiay Bosfadhsledtd engdle duthurtivanon eatshidrseledtedPseefies pbdvwdaainch
system further conprising a RADI US proxy allow ng authentication with a
RADI U0 pr dsnguagsrapdayous depeading oniseld sslecose| ect ed service provider. -4

Preterably, oot g SYSCIEARE BT, 5P SRR k58 b B) Sl g i
aut hent i cahi@ehtitatibg sel ected service provider

Preferably said system further comprising a billing module configured to associate a cost
with any authenticated network or internet access according to predetermined criteria and

15 communicate said cost to said selected service provider to allow billing.

Preferably said display configured to provide an authentication web page substantially the
same layout and language as would be experienced with direct network or internet access through
said selected service provider.

Preferably said display configured to provide information at least depending on said cost

20  or said predetermined criteria.

In a second aspect the present invention consists in a system for providing wireless
network or internet access configured to:

store predetermined service providers

input a selection from said predetermined service providers

25 attempt to authenticate to the selected service provider in a format dependant on said
selection, and

allow network or internet access dependant on whether said authentication is successful.

Preferably said system further configured to input any further information dependant on
said selection and optionally using said further information in said attempted authentication.

30 Preferably said system further comprising a RADIUS proxy allowing authentication with

a RADIUS proxy server associated with said selected service provider.



-using the service providers own web page 'on a renpte user termnal.
Preferably said web page is substantially the sanme | ayout and | anguage as
wQul d be 5 experienced with direct network or Internet access through said
sel ected service provider. Preferably said system configured to supply
billing information to said selected seryice provider dependant on network
or Internet access provided. Preferably said systemconfigured to allow
further attenpts .f. said authentjcation is unsyccessful. 10 In a third .
aspect the proSBEb R FaRT UM ESREEERL S somEAE N TR eSS HCRRa EhES Y e
Internet fQkerds 46kl to SABRIE il pldGidet BRPcA athdticats 1P fRARIBI sBRkSROVIdES
providers inputting a selection fromsaid predeterm ned service providers
at t enpt i ngsing theuseheacd prowiderstowvit Web pageant antnoby user terpimali der in a f or mat

dependant on said 15 selectjon, and. all ow ng netwqrk or Lnternet acce
dependant on wﬁ i 2Py Weh PR S ubptetelysthe sarmgdayqut .an‘é’rl@fgé‘?%\eof‘ilwgﬂﬁ ©
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i n said attenpPederablyaaidsystemcainfigared B aipplyabillingsiafatmatdin todsai diselidesad service
conprising the step of authenticating between . a | ocal RAD US proxy and a
RADI US pr 859yidss depsndpmd pnfietork gr inteebaccess pieyidede provider. Preferably
sai d net hod confi d..t ' | t - ' - i n
2 user 1o abl o TSHEECAE PR UBhARLE 1 bilo® AARE AT if BT WRRencHiBt &
sel ect ed sgsuec&efupr ovi der 25 using the service providers own web page on a
renote user termnal. Preferably said web page is substantially the sange

| ayoutOand | anduadeirdesnseithd psesenidpsentioncnsigistin adnetbed ohallwinig aseessie dhnet
access thrqugh said sel ected rvice provider. Preferably said nethod

confi gureZI%F%‘ets%BﬁIu§erlﬁ°'qppﬁlé‘gﬁﬁ?%t?l?’ﬁa(fﬁiaon to said selected service provider
dependant on nefowap lredetel iRl REWiRGESESerPr OVi ded. 30 Preferably said met hod

configured to allow further attenpts if said authentication is
unsuccessf ul . inputting a selection from said predetermined service providers

attempting to authenticate to the selected service provider in a format dependant on said
15 selection, and
allowing network or internet access dependant on whether said authentication is
successful.
Preferably said method further comprising the step of inputting any further information
dependant on said selection and optionally using said further information in said attempted
20  authentication.
Preferably said method further comprising the step of authenticating between a local
RADIUS proxy and a RADIUS proxy associated with said selected service provider.
Preferably said method configured to communicate with a remote user terminal, wherein
a user is able to select a service provider and can authenticate to the selected service provider
25  using the service providers own web page on a remote user terminal.
Preferably said web page is substantially the same layout and language as would be
experienced with direct network or internet access through said selected service provider.
Preferably said method configured to supply billing information to said selected service
provider dependant on network or internet access provided.
30 Preferably said method configured to allow further attempts if said authentication is
unsuccessful. ’

To those skilled in the art to which the invention relates, many changes in construction



To t'hose skilled in the art to which the invention relates, nany changes in
construction -5 and widely differing enbodi nents and applications of the
i avention will suggest thensel ves without departing fromthe scope of the
‘invention as defined in the appended clains. The disclosures and the
descriptions herein are purely illustratiive and are not intended to be in

any sense limting. 5 The invention consiss'ts in the foregoing and al so

envi sages cpnstructjons of ich the follow n i ves exanpl es. EF
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Figure 1 A flow diagramof the'entire log-in process for a guest at a host
oper at or disclogurehandahe desriptions ludreip arsepurely iHusttatime andare not intended sorberin any
agreenent w tp a. honme operator 15 Figure 2 Illustrates the "l andi ng page"
(di spl ayeffSy W& | i ent) that greets a guest upon an attenpt to access the
host sgrvice provider network. Figure 3 Illustrates the guest's hone
operator page (displayed by the client) that is used to provide native

| anguage supp®hé invehtionainsiets,in et fomgbingaind atsodnbishgesfconsttuotiomsdfivaiikh thessi on
via a roam ng agreenent with the hone operator 20 Figure 4 A block di agram
i |1 ustrat fRlloWang giYBHeramMes. of the present invention that allows a user to
gain access to the network via multiple authentication and billing options.
Figure 5 is a block diagramindicative of the hardware involved in the

comuni CaBRIEFPESCSRIPFIONOGFVERR DRAVARKESRRED MODE OF | MPLEMENTI NG THE
I NVENTION In a first preferred enbodi nent of the present invention a nethod

and s¥&tem for roaming users to access a host service provider's network is
Bnd user- 111 endi’ PrRTTRR ok R dreims BBt AP PRGBS e henab s, ©
I's provi dggbowpasiing deadihys BRAanees ease-of use by mnim sing the amunt of
techni cal know edge required by users and providing the ability for support
pages to be deFignes td flow diagram of the entire log-in process for a guest at a host operator using
the access control panel to authenticate via a roaming agreement with a home operator
15 Figure 2 Illustrates the “landing page” (displayed by the client) that greets a guest upon
an attempt to access the host service provider network.
Figure 3 Illustrates the guest’s home operator page (displayed by the client) that is used
to provide native language support information, authenticate and bill for the network session via
a roaming agreement with the home operator
20 Figure 4 A block diagram illustrating an embodiment of the present invention that allows
a user to gain access to the network via multiple authentication and billing options.

Figure 5 is a block diagram indicative of the hardware involved in the communication

paths there between.
25 PREFERRED MODE OF IMPLEMENTING THE INVENTION

In a first preferred embodiment of the present invention a method and system for roaming
users to access a host service provider’s network is provided which utilises a variety of
authentication methods in an intuitive and user-friendly manner. In this embodiment an interface

30 and workflow is provided which greatly enhances ease-of-use by minimising the amount of
technical knowledge required by users and providing the ability for support pages to be delivered

in users’ native languages. This reduces user confusion and customer support costs while



+in users' native |anguages. This reduces 'user confusion and customner
support costs while -6 facilitating the growh of the roam ng |nternet
user market. In one enbodi ment, the service gateway controlling network
access assigns a unique identifier to the client (such as a Wb browser or
custom sof tware) upon an access attenpt.sThe 5 identifier allows the
service gateway to identify the unique |login session. The client then
allows th t rt L0 | ati onshi p, including, but
not |im tgaéﬁﬁ‘%?“gttﬁ%gﬁé‘gﬁbgﬁﬁ%gn@g‘g‘ elgfaaf‘%? lléo"'rr ket nghouse which is
affiliated wth the host service provider, a nobile tel ephone service
provider or a credit card account. The client provides the selected

i dentifier toghtersembedimenie thehipswdee Batewan gontealling aetwerlpagcgss #sige pwunique
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of affiliated or supported honme operators from which the user can one click
sel ect ( theiser tosclestsr supportad billing relatenshipe incthdirg, but nas Xianiteddo, she vsedisdomown

box of supported qr affiliated nohil el ephqne, ser.vice provider.s fro

oht ch ¢ neDRREPT Srrartiehise Hihgh g ik BORE: SRR Rt sclenBre

al ready h 1ol ek Bt &-84iRLd:@ SR, ¥hd Bicnl brol RAEY defiRhertaEMA vithe
options t%ﬁﬁggr #S g‘%’[eﬁtlo&ggﬁgég? Hta?léé %%egg%rtoelrﬁrenyﬁlgg sgt%, atﬁt?{g ere€i ée
gat eway i theathbsent nllohkgtrelativmship toetha pprviger dasdvenyr svimichethare detersineotheapproprie&t e
with as well as further content required. If the users hpo operatar is, not
af 111 [tht cconset dhas e alient shaula digplpyingsderaR cellest a%xe&%%w?%maﬁoa a3 gy ey
still all pw,pacsess. Home Service Provider Selection In particular, if the
user's chosen billing relationship allows identification of the user's 25
honme service provider, country of origin or preferred | anguage, the service

gateway can provide the client with general support information and
speci fic | ogi nAgseseertifngs1 (100ycould for gxappple prpgespnt aselegon eleaffikatediorn sppported

| anguage i 0, f t  famli r
s Seon i RO ShrBrol HiB el B3t e SR Rp BT BB Pt 21 P iR
al ong1v t forteRgmprRIyBdrdp (18083 )bok Bf Bugsgonel 8r hffAiakdwhelir ttREhoteeritdirovideisCk
on login (206). An advantage to this enbodi nent of the present invention is

that the HomeWwbishrthe bser sopldimilpdyene sligkasal¢ot she provider wihicky thppeheddy have a

| anguage nvi.r.onngnt.. such that.the user, i s .easily able.to gain
nccess i R THURE I R eiend St 8f the Gy RF meneBf el it e
gat eway spRdstetnhinb®sd thet 1Bk s&dice pale@aP isMbldtolRRIMIMRhOMProprssiefidtservers to
identifier, a second identifier that indicates the chosen 5 billing

r el at i onsbémmunidate mdthrag otellas urther cordent réquired.t If throlsexsdomgroperfator tisweat affdiptddr ed
inforgatign fromthe yser. One skilled i art d appreciate that the
sorvi 28 ofitn PPl terobfion sl wosonine ¢ 3 0RuRty st dBRIT S % he' 1'ogi ¢
that determ ned the appropriate information to deliver to the client could
resi de on a separate systemthat communi cated with the service gateway in a
manner tr HospsSarmice Provider Stleetiin 10 Aut hentication Referring to Figure 1
once the guest has selected the hone operator (300) and the user has
entered the password and ID (302), the client |ogic appends the appropriate
realmsuffix ( : cor.gi - iof |G ,
opor at or  sel echogirigfian b fiadSThoadd TR aAhehfd 0T I0EITeptor Grifc e
home 2per héme seraide provided opuitirpof drigihospreferted dangaagey; the\sefvaddpatewaly clprovide
aut henticatign is successful the custonmer is, _granted a&ces (308) _.and can
use the | Hiesligalwitthgeneral supportiniarmation fad spgeifiedesie Rracsdirrs (e Vit Wb degs)

th i t . i
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processessdeftn Fefuyes. s i nstructions, displays the content to the user and

collects any other required information fromthe user before returning all
rel evant information to the server for processing, including the

identifiers pravided t he r .25 .Upop recei pt..of all ne ar

| nfor it fon T efth samplRine iies B L) o ST B bed e NEing ProPRECRZER Y single e
sel ected lpgyb & HeR ki ght clib€or Riat @66)J AhAWnte!td (i AGHNOANRAEAL Q! th t
speci al i sgjg}nhlp‘)ﬁsifﬁfée?gm servgﬁrsm(vv%i cf% c(gul)g i ncl udéégeRADl U oor rrerchanetpresen
servers), invemidrdisrthatt the iomietdpetator’ snipgassage)is ifanfitiantot the iserobath ai langtibgenartdo
verify the user's credentials and return an appropriate result. Based on

the outconme of this verification process, the service gateway wll grant or
deny 30 the user's system access to the network. Internet Access



.. g_'Referring to Figure 4 the network server (400) includes the server

engi ne (402) the host radius proxy (404) the host user database (406) which
im turn comruni cate through the service control point (408) to the user's
browser (410). O her conmunication includes |inks to the home radius proxy
(412) the home user database (414) and other authentication servers (416).
Once aut hentication takes place the server engine (402) allows access in
that web page re ) t he . S (410) are passed through
to the Inggﬁﬁ%;tmeg&n’%@ﬁ@étﬁ%éﬁ{eﬂsﬂ%&%?bﬁég $§é§1¥|&§s{ passed back to the user's
browser (410). 10 Referring to Figure 5 the hardware layout is illustrated.
Interface (500) may for exanple represent the users own conputer, a \WAP
phone or ot her OncEithe appaopriatel aontentehas been identifiedi|the sguiss igateavay Hignds Hido the

hot spot | i de it terminals with th ility th h.th
b esont | Aleme e i plei e g RpGRsiEns iaticn piedtnd REnudd o SRS Ao,
provider. bWiﬁ@fe@a‘i§nWin§@ﬁdtﬁ?s {02 d1idhe to\RBRctl antl kRS Roqu€P Inférnthtio R T

(504) occurs according to any of the 15 proceedi ng enbodi ments of the
present i theasei. One siSed/mrthg SOwpuidappreciateiiinit tlae serviider gateytay tnaed notbe ameanolitin)
networ k or_ ot her comunication, paths to.a plurality of hone. servjce

o ovi der  SIRDE s T SOPIS, Abiol BriaTRer Utk 6 S BURRE i Odianao eBYegyo the
credit calfiedehilif&id Y BaraRRYUER Ihat corhimhnRifld 3k (B Lf¥ic@LdirhyAh@nanner
service provider servers' or clearinghouse authentication sérvers' . - 10
8. A syst emmsparenk &i thedlient. cl ai m 7 configured to comunicate with a renote
user termnal, wherein a user is able to select a service provider and can
aut hedPicate to the sel ected service provi der using the service providers
own web p .arenote user termnal. 5 9. A systemas clainmed in claim38
wherein 529§h§@6383§e is substantially the sanme | ayout and | anguage as
woul d be experienced with direct network or Internet access through said

sel ected service provider. 10 10. A systemas clainmed in claim?7 configured
to supply bil | Refriing @riigure donecthe ghest bas|seleeted thedwiieopeigtas (3092 andide 8y Ha

t K l.nt ided. 11, ' ' hm 8
cont gur e izt SEAFERETDIEh by hcty s apheTITbE RS Tt o sl Bl B
unsucgsssfitd usediD dodordhg®ithespesific Abme Wpadtorsl& S, [ThelsbidetaRivag then@ends ths er
conprising the steps of: storing predeterm ned service providers inputting

a sel ect i oredentigls $aithe homgeoperatpn tadivseproxy evipribe ihget s radivse pyoxyn@06p  If the
aut henticate to t.he.sel ect servjce provider in rmat dependant on. said
20 sel ect PUMERAION I BirF AR BHOG N Aenier apcdhs Pils BT suh B R BemRlinns
sai d aut heglhA34dh@h. I1Bauthentication is not successful the user is prompted for the ID and password

again (310), optionally after a set number of attempts the user will be currently blocked.

20
The client processes the server’s instructions, displays the content to the user and collects
any other required information from the user before returning all relevant information to the
server for processing, including the identifiers provided by the server.
25 Upon receipt of all necessary information required to successfully authenticate and bill

the user via the selected billing mechanism, the service gateway will query various specialised
upstream servers (which could include RADIUS or merchant servers), providing them with the
necessary information to enable them to verify the user’s credentials and return an appropriate
result. Based on the outcome of this verification process, the service gateway will grant or deny

30 the user’s system access to the network.

Internet Access



-succeéssful. 13. A nethod as clainmed in claim12 further conprising the step
of inputting any further 25 information dependant on said selection and
optionally using said further information in said attenpted authentication.
14. A method as clained in claim12 further conprising the step of

aut henti cati ng between a | ocal RADI US prgxy and a RADI US proxy associ at ed
with said sel ected service provider. 30 I5. A nethod as clained in claim14
configured to conmunicate with a renote user termnal, wherein a user is
able to select a service provider and can authenticate to the sel ected
service -11 Re@difiefo KigifRg thb ActSREY ke ferf400)iifkdhdes NG schidd epgige (402) ehe'tRRDt e
user termnal. 16. A nethod as clainmed in claim215 wherein said web page is
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I nternet access provided. 10 18. met hod as claimed in claim 16 configured
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possible that the hotspot could provide its own terminals with the facility through the present

invention of billing for their use through the users home service provider. Wireless
communication (502) between Interface (500) and server (504) occurs according to any of the
15  proceeding embodiments of the present invention. Server (504) may communicate through the
internet (506), network or other communication paths to a plurality of home service provider
servers’ (508), mobile phone service provider servers’ (510), credit card service provider servers’

(512) and any other affiliated service provider servers’ or clearinghouse authentication servers’.
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10  associate a cost with any authenticated network or internet access according to predetermined

criteria and communicate said cost to said selected service provider to allow billing.

3. A system as claimed in claim 2 wherein said display configured to provide an
authentication web page substantially the same layout and language as would be experienced with

15  direct network or internet access through said selected service provider.

4. A system as claimed in claim 3 wherein said display configured to provide information

at least depending on said cost or said predetermined criteria.

20 5. A system for providing wireless network or internet access configured to:
store predetermined service providers
input a selection from said predetermined service providers
attempt to authenticate to the selected service provider in a format dependant on said
selection, and

25 allow network or internet access dependant on whether said authentication is successful.

6. A system as claimed in claim 5 further configured to input any further information
dependant on said selection and optionally using said further information in said attempted
authentication.

30
7. A system as claimed in claim 5 further comprising a RADIUS proxy allowing

authentication with a RADIUS proxy server associated with said selected service provider.
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10 10. A system as claimed in claim 7 configured to supply billing information to said selected

service provider dependant on network or internet access provided.

11. A system as claimed in claim 8 configured to allow further attempts if said authentication
is unsuccessful.
15
12. A method of allowing access to the Internet for a user comprising the steps of:
storing predetermined service providers
inputting a selection from said predetermined service providers
attempting to authenticate to the selected service provider in a format dependant on said
20  selection, and
allowing network or internet access dependant on whether said authentication is

successful.

13. A method as claimed in claim 12 further comprising the step of inputting any further
25  information dependant on said selection and optionally using said further information in said

attempted authentication.

14. A method as claimed in claim 12 further comprising the step of authenticating between

a local RADIUS proxy and a RADIUS proxy associated with said selected service provider.
30

15. A method as claimed in claim 14 configured to communicate with a remote user terminal,

wherein a user is able to select a service provider and can authenticate to the selected service
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10 18. A method as claimed in claim 16 configured to allow further attempts if said

authentication is unsuccessful.



