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5 The present invention relates to information processing apparatuses, and
in particular, to an infornmation processing apparatus designed to protect
copyright even for content having no given identification information.

Background Art Recently, MniDi scs (hereinafter referre di scs |f
necessary) have becone w dely used in place of cassettm’)ﬂ,@mm of the
reasons of the w despread use is that, in the case of ca

is inmpossible to 15 perforntrandontaEcESS|ng, while in the ¢48% of NDs |t
is possible to performrandom accessing. In the MD system the functlon of

identifying content 1is not defined in specification. As a result, the
system has a problemin that it pPSSCRPPBsOWI € to determ ne which 20 piece

of content is recorded and the copyright of content ged.
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Technical Field
5 The present invention relates to information processing
apparatuses, and in particular, to an information processing
apparatus designed to protect copyright even for content

having no given identification information.

10 Background Art

Recently, MiniDiscs {(hereinafter referred to as MD
discs i1f necessary) have become widely used in place of
cassette tapes. One of the reasons of the widespread use is
that, in the case of cassette tapes, it is impossible to

15 perform random accessing, while in the case of MDs, it is
possible to perform random accessing.

In the MD system, the function of identifying content
is not defined in specification. As a result, the system
has a problem in that it is impossible to determine which

20 piece of content is recorded and the copyright of content

cannot be managed.

Disclosure of Invention
The present invention is made in view of the above-

25 described circumstances and is intended to enable management



of the copyright of content, even if identification information for
identifying the content is not found. In a first information processing
‘appar atus, method, and program of the present invention, based on
transmtted 5 content, a conputation value is conputed by anot her

i nformation processi ng apparatus. Based on the conputation value received
fromthe other information processing apparatus, content managenent is
performed. In a second information p£o§e§sing apparatus, method, 10 and
program of the present invention, predetermined conputation is perfornmed
based on content acquired from another information processing apparatus,
and the conputation value is transmtted to the other information
processi A§ dpparaprusigBased oanthetcompanatfondentuéitbtipansnmitted to the
other information processing apparatus, content nmanagenent based on
manageneaRfpAnaEAARi 6ar idanshfyind thencoheenthés hatofembidon processing
apparatus is_perforned. In an information processing system of the present
20 invention, I §ifsist nfokemts birprocesss Hnapppatakus t ragsied s cont ent
to a second information processing  apparatus, and the second information
processiﬁﬁda55895§ﬂ50fpEg?oPﬁﬁsﬁﬁgdéPEPﬁFh@HrcBﬂﬁﬁ@aPPoﬁrB§§@ét§ﬁdthe
tran%;erred content and transmts the c utation value to the first 25

infornatF8ﬂtﬁ?60e§sFﬂ@pﬁﬁﬁﬁ%8Pugél?ﬁelFigggpPF?GrhﬁtFBﬂtB?Bcessing

apparatu§ngg£$ £§§nCBPESQ£sQESa SSE?étQQ?edBQQed on the computation

value received from the other information processing
apparatus, content management i1s performed.
In a second information processing apparatus, method,
10 and program of the present invention, predetermined
computation is performed based on content acquired from
another information processing apparatus, and the
computation value is transmitted to the other information
processing apparatus. Based on the computation value
15 transmitted to the other information processing apparatus,
content management based on management information
transmitted from the other information processing apparatus
is performed.
In an information processing system of the present
20 invention, a first information processing apparatus
transfers content to a second information processing
apparatus, and the second information processing apparatus
performs predetermined computation based on the transferred
content and transmits the computation value to the first

25 information processing apparatus. The first information



t he conputation value. The second information processing apparatus
performs content managenent based on nmanagenent information transmtted
fromthe first information 5 processing apparatus. Brief Description of the
Drawings Fig. 1 is a block diagramshow ng an enbodi mrent of an information
processi ng system according to the present 10 invention. Fig. 2 is a
perspective view show ng the exterior of the personal conputer shown in
Fig. 1. Fig. 3 is a plan view of part gf_the exterior of the personal
conputer shown in Fig. 1. 15 Fig. 4 is”a plan view of part of the exterior
of the personal conmputer shown in Fig. 1. Fig. 5is a side view show ng
the formation of the personal conputer shown in Fig. 1. Fig. 6 is a block
di agr am pheweaging eraapksusf peéo20si pbetralk stnageneetobatkked per sonal
conputer 1 shown in Fig. 1. Fig. 7 is an illustration of an exanpl e of
usage c&RE8i EPBRYtakign Saillsea blbek sdcagdafmshomangonheroneesialy 25
structure of the MD deck shown in Fig. 1. - 4 Fig. 9is a flowhart

i 11 ustrafPR§ratesnPerRt oEmecROBEENtpRaREagSMER tabperdonal mepapehent

information transmitted from the first information

5 processing apparatus.

Brief Description of the Drawings
Fig. 1 is a block diagram showing an embodiment of an
information processing system according to the present
10 invention.
Fig. 2 is a perspective view showing the exterior of
the personal computer shown in Fig. 1.
Fig. 3 is a plan view of part of the exterior of the
personal computer shown in Fig. 1.
15 Fig. 4 is a plan view of part of the exterior of the
personal computer shown in Fig. 1.
Fig. 5 is a side view showing the formation of the
personal computer shown in Fig. 1.
Fig. 6 is a block diagram showing an example of the
20 internal structure of the personal computer 1 shown in Fig.
1.
Fig. 7 is an illustration of an example of usage
conditions.
Fig. 8 is a block diagram showing the internal

25 structure of the MD deck shown in Fig. 1.



Figr 10 is a flowhart illustrating a check-out process of an MD deck. 5

Fig. 11 is a flowhart illustrating a check-in process of a personal
conputer. Fig. 12 is a flowhart illustrating a check-in process of an M
deck. Fig. 13 is a flowhart illustrating another check-in 10 process of a
personal conputer. Fig. 14 is a flowhart illustrating another check-in

process of an MD deck. Best Mdde for Carrying Qut the Invention 15 Fig. 1
is a block diagram show ng an enbodi nept _of an information processing
system according to the present invention. A personal computer 1 to which
a portable device 2 is connected by a USB (Universal Serial Bus) cable 3
stores 20 content that is provided froma server 5 through a network 4
such as the |Higrnetisraafloeahaateal heswoakindha senvent5cheskfonhed by,
for exanple, an EMD (Electrical Music Distribution) server or the |ike.
Cont ent pP&eceded oifnat kergengdngbmpomsut.er 1, check-out, 25 and check-in
are described. - 5 The personal conputer 1 converts content as nusic data
which is recefi¥@d tPohfthefseyobars Lihkedrabirgeanch@pkkout BFOGAREh is

read fron1a CD &Conpact Disc) to a predeterm ned
of an MD deck

5 Fig. 11 is a flowchart illustrating a check-in process
of a personal computer.
Fig. 12 is a flowchart illustrating a check-in process
of an MD deck.
Fig. 13 is a flowchart illustrating another check-in
10 process of a personal computer.
Fig. 14 is a flowchart illustrating another check-in

process of an MD deck.

Best Mode for Carrying Out the Invention
15 Fig. 1 is a block diagram showing an embodiment of an
information processing system according to the present
invention.
A personal computer 1 to which a portable device 2 is
connected by a USB (Universal Serial Bus) cable 3 stores
20 content that is provided from a server 5 through a network 4
such as the Internet or a local area network? The server 5
is formed by, for example, an EMD (Electrical Music
Distribution) server or the like.
Content recorded in the personal computer 1, check-out,

25 and check-in are described.



conpression format (e.g., ATRAC3 (trademark)), and records 5 the content in
an encrypted form based on an encryption nethod such as the DES (Data
‘Encryption Standard). For the recorded content in the encrypted form the
personal conputer 1 records usage-condition data representing conditions
for using content. 10 The usage-condition data represents, for exanple, the
nunber (the nunber of PDs that can be, so-called, checked out, which is
described | ater) of portable devices (referred to also as PDs) 2 that can
si nmul t aneously use content corresponding to the usage-condition data. Wen
content is 15 checked out only the nunber of tinmes which is represented by
t he usage-condition data, the personal conputer 1 can play back the
content. The Tbageersmikl i oomplatar al sconwertat esntémt sbemusbat@atacan be
copi ed. The nunber of tinmes the content can 20 be copied nay be |imted.
The nunb®high tpnescehvedofirent tbansbeveopbedidbed hot thecneaserkTHe
usage-condi tion data also indicates that the content can be noved to

anot her Pp&rYbhash ésnpaedr fepmsar GBr (Compaet Phectolipent Predetesninedt he

ot her personal conmputer or 25 server, the content recorded in the persona
conput er @MRARASEOBefasBAL( {RedconPBRACEs (§EpEEBArkd) , canforeperdsed due
to a change in the usage condition). The personal conputer 1 executes a
so-cal | eBPEnEERIBOE 1PrBReSRCFHPHAACROrRePpERHaBRe2Be®NEEYRESNCONt I ol | ed

to
method such as the DES (Data Encryption Standard).

For the recorded content in the encrypted form, the
personal computer 1 records usage-condition data
representing conditions for using content.

10 The usage-condition data represents, for example, the
number (the number of PDs that can be, so-called, checked
out, which is described later) of portable devices (referred
to also as PDs) 2 that can simultaneously use content
corresponding to the usage-condition data. When content is

15 checked out only the number of times which is represented by
the usage-condition data, the personal computer 1 can play
back the content.

The usage-condition data also indicates that the
content can be copied. The number of times the content can

20 be copied may be limited. The number of times the content
can be copied does not increase.

The usage-condition data also indicates that the
content can be moved to another personal computer or server.
After the content is moved to the other personal computer or

25 server, the content recorded in the personal computer 1



5 store the received content in the encrypted form with content-related
data (e.g., a nusic nane, playback conditions, etc.), by using the USB
cable 10, and in association with the storing by the portable device 2,
the wusage-condition data corresponding to the stored content is 10
updated. In nore detail, when content is checked out, the nunber of tines
check-out can be perforned which is in the usage- condition data
corresponding to the content and which is recorded in the personal
conputer 1 is reduced by 1. Wien 15 The nunber of tinmes check-out can be
performed is O, the corresponding content cannot be checked out. The
personal conputer 2 executes, a so-called check-in process in which, in
associ at canneit heenaedr ¢thy thatepertabbeldeedceo? eknhbé bentieati checked
out to the portable 20 device 2, the usage-condition data corresponding to
the eraded tontenhangeupdatbd. ubkagaorendétaph) .when content is checked
in, the nunber of tinmes check-out can be performed which is in the

usage- condi t | Bre deews ek esprapiii ey 1 oexdeutenra esporal hed comeehntownd whi ch
is recorded in the personal 25 conputer 1 is increased by 1. - 7 Wen
check- ouUP*PFRESSER Whlﬁhetbgagéréggéﬁtﬁ@ﬁécecériésﬁéﬁﬁrﬁ led the content

el apses, the portable device 2 erases the stored content. The process of
the pbrtabPee 889 E8C2iVEH EPREPRE tRetBBnEBAEYPReHEsEBEMat Fékhwith t he

content-related data (e.g., a music name, playback

conditions, etc.), by using the USB cable 10, and in

association with the storing by the portable device 2, the

usage—-condition data corresponding to the stored content is
10 updated.

In more detaill, when content is checked out, the number
of times check-out can be performed which is in the usage-
condition data corresponding to the content and which is
recorded in the personal computer 1 is reduced by 1. When

15 the number of times check-out can be performed is 0, the
corresponding content cannot be checked out.

The personal computer 2 executes, a so-called check-in
process in which, in association with erasure by the
portable device 2 of the content checked out to the portable

20 device 2, the usage-condition data corresponding to the
)
erased content is updated. In more detail, when content is
checked in, the number of times check-out can be performed
which is in the usage-condition data corresponding to the
corresponding content and which is recorded in the personal

25 computer 1 is increased by 1.



5 check-out time is hereinafter referred to also as the automatic check-in
process of the portable device 2. Wen check-out tine set in the usage
conditions corresponding to the content checked out to the portable device
2 el apses, the personal conputer 1 increases the 10 nunber of tines
check-out can be perforned by 1. The process by the personal conmputer 1 of
increnmenting the nunber of times check-out can be perfornmed, which is
associated with the check-out tine, is_ hereinafter referred to also as the
automati c check-in process of the persgnal 15 conputer 1. Based on data
representing the detail of the content for which the check-out tinme is
set, the personal conputer 1 displays the detail of the content for which
t he check-outWhénnehesksett Theepsesonal tbenpetge toedétubes check-out in
20 response to an operation of a user who selects, based on the detail of
t he cont eptrréispphayad, toothencondehé cheplked  othe pRirgablet defiige B are
illustrations of the personal conputer 1 included in the information
processi Bgasgst e ascsedi ggntenthe phesemocienventi ¢he Pog tgdrdsonal

conputer 1 25 is basically constituted by a main unit 21, and a display
unit 22 €R¥icearn BeropEprsdnandhel esadenitt Anr asgectatd ophd ithaitheuni t 21,
Fig. 2 is a perspective exterior view showng  a state in which the display:
uni t 22 rhegkeruli tAMeedgeberednafheingiet egree 20, aFisg. a8 itdey plan vi ew of
the main unit 21, 5 anﬂ_Fig. 4 is an enlar%Fd view of a gager descri bed jog

di al automatic check-in“process of the Pportable devic
When check-out time set in the usage conditions
corresponding to the content checked out to the portable
device 2 elapses, the personal computer 1 increases the
10 number of times check-out can be performed by 1. The
process by the personal computer 1 of incrementing the
number of times check-out can be performed, which is
associated with the check-out time, is hereinafter referred
to also as the automatic check-in process of the personal
15 computer 1.
Based on data representing the detail of the content
for which the check-out time is set, the personal computer 1
displays the detail of the content for which the check-out
time is set. The personal computer 1 executes check-out in
20 response to an operation of a user who selects, based on the
detail of the content displayed, content to be checked out.
Fig. 2 to Fig. 5 are illustrations of the personal
computer 1 included in the information processing system
according to the present invention. The personal computer 1

25 is basically constituted by a main unit 21, and a display



23 provided to the main unit 21. Also, Fig. 5is a side view of the jog
dial 23 provided to the main unit 21. The main unit 21 has, on the top
surface thereof, a keyboard 24 that is operated when inputting various 10
characters and synbols, a touch pad 25 as a pointing device that is
operated for a case such as noving a pointer (nouse cursor) displayed on
an LCD (Liquid Crystal Display) 26, and a power supply swtch 27. It also
has, on one side thereof, the jog dial 23, a slot 28, an IEEE (Institute
of Electrical 15 and El ectronics Enginéers) 1394 port 101, a nenory sl ot
card 115, etc. Instead of the touch pad 25, a pointing device of a stick
type can be provided. In addition, a picture displaying LCD 26 is provided
on the fundnt 22urthace cah blee oghepldayndnictl o22d Wi thhe-espeert 2@ rthght portion
of the display unit 22, lanps consisting of a power-supply lanp PL, a
battery hanp BbitaZ2dess@dg.l anpsMa pemepesiiome) exded iotrh ol ewa o wamg

provi ded. A m crophone 66 1is provided in the upper portion of the display
unit 22. aTls&apewan- sbpghy thendipplay watitely HamerBR, wi thegeagpect23d anp
M., etc., can be provided in the |ower portion of the display unit 22.
Next, thé&heogadinaundd id . f driexahplie,a sekabetiwenckelhe Anasy RBytB2l,

di sposed on the right side in Fig. 3 of the _keyboard 24 on the nain unit
21 so®t h&hdt FéStof <8r ﬁ&c@néatrﬁ@%eaﬂe@aﬁfbé alrksL degEFiPes g KWé@lA and

key B inzgeight. The jog dial 23 executesAg

redeterni ned process (e.g., a
provided to the main unit 21. ls%, ﬁig. 5 " pside (e.g

is a
view of the jog dial 23 provided to the main unit 21.
The main unit 21 has, on the top surface thereof, a
keyboard 24 that is operated when inputting various
10 characters and symbols, a touch pad 25 as a pointing deﬁice
that is operated for a case such as moving a pointer (mouse
cursor) displayed on an LCD (Liquid Crystal Display) 26, and
a power supply switch 27. It also has, on one side thereof,
the jog dial 23, a slot 28, an IEEE (Institute of Electrical
15 and Electronics Engineers) 1394 port 101, a memory slot card
115, etc. 1Instead of the touch pad 25, a pointing device of
a stick type can be provided.
In addition, a picture displaying LCD 26 is provided on
the front surface of the display unit 22. In the upper
20 right portion of the display unit 22, lamps consisting of a
power-supply lamp PL, a battery lamp BL, a message lamp ML
(not shown), and other lamps are provided. A microphone 66
is provided in the upper portion of the display unit 22.
The power—supply lamp PL, a battery lamp BL, a message

25 lamp ML, etc., can be provided in the lower portion of the



screen scrolling process) in response to the rotational operation

indicated by the arrowa in Fig. 4, and executes a process (e.g., a
process for determ ning selection of an 10 icon) corresponding to the
novi ng operation indicated by the arrow b. The jog dial 23 may be di sposed
on the left side of the main unit 21, or may be di sposed on the right side
side of the display unit of the display unit 22 having the 15 LCD

or left
26, or
so t hat

| aterally between the G key and

the jog dial 23 can rotate in ?

the H key of the keyboard 24 (i.e.,
either Y-key or B-key direction).

Al so, the jog dial 23 may be disposed in the central portion of the front
surface of the main unit 21 so as to be 20 operated by a thunb while
oper at i nglitsipé atyowoli tpa@@ .6 with an index finger. Aternatively, it nay be

| ongi tudi nal Iy di sposed al ong the upper end |ine or
touch pad 6, Bextmythe fagedakly2di sposédrbekamphet heeki ghtwepot kew and

left button of the touch pad 6. The jog dial 23 25 may be obliquely
di sposedPatng eyddt disiposedanyl ¢hso raghtto side0 inhd igpesatodd the each

finger,

wi thout being limted to the lateral direction and the

| ongi t udikeaogirbedti 6R. the maddi tindi 23 tikeddatt R deMdisA* f2Tecan be
di sposed in a osition of a side of a nobuse as a oigﬁing device,so that 5
r%ﬁﬁ

it can bé&heFecdt &dThyea aMaR: IMediifdlonR 1XP e

conponentrynth a p%ihz%mntch whi ch i s djscl osed

10

15

20

25

The jog di executes a predetermined process (e.g., a
screen scrolling process) in response to the rotational
operation indicated by the arrow a in Fig. 4, and executes a
process (e.g., a process for determining selection of an
icon) corresponding to the moving operation indicated by the
arrow b.

The jog dial 23 may be disposed on the left side of the
main unit 21, or may be disposed on the right side or left
side of the display unit of the display unit 22 having the
LCD 26, or laterally between the G key and the H key of the
keyboard 24 (i.e., so that the jog dial 23 can rotate in
either Y-key or B-key direction).

Also, the jog dial 23 may be disposed in the central
portion of the front surface of the main unit 21 so as to be
operated by a thumb while operating the touch pad 6 with an
index finger. Alternatively, it may be longitudinally
disposed along the upper end line or lower end line of the
touch pad 6, or may be laterally disposed between the right
button and left button of the touch pad 6. The jog dial 23

may be obliquely disposed at a predetermined angle so as to

%l BctRoffpeght.

| ower end line of the



i n Japanese Unexam ned Patent Application Publication No. 8- 203387 and

whi ch has been filed by the present Applicant and a co-applicant can be
used as a jog dial. 10 A PC card, as an expansion card based on a standard
defined in the PCM C (Personal Conputer Menory Card Internationa

Associ ation), is |loaded into the slot 28. The | EEE 1394 port 101 has a
structure based on a standard defined in the | EEE 1394, and a cabl e based
on the 15 standard defined in the IEEE 1394 is connected thereto. The
menory card slot 115 has a built-in’s conductor nenory such as a flash
menory, and the nmenory card 3, such as, for exanple, a MenoryStick
(trademark), which stores data such as still pictures, video, sound, and
text, isb20ocbeadeddt bgr ekeh Naxigeranwetaopltebefinphd igtiriect toe thie t he
personal conputer 1 is described with reference to Fig. 6. A centra
processi Agtemiafl (CPYLtSbni sntortived loygiftadinedadplrectd oPent iTem (t r ademar k)
processor nmade by Intel 25 Corporation, etc., and is connected to a host
bus 52. Additionbriodgbe58,(ahsojodl Kéd1ln@at lsabr bgge) siboseehridctted to t he
host bus 52. The bridge 53 has an AGP (Accelerated G aphic Port) 50 and is
connecte@OﬁgtaOPCpf(PeﬁnﬁﬁepélaC@@y@ﬁeﬁﬁ al préntdmte dEMifterPaddPthus 56. 5
The bridge 53 is fornmed by, for exa a 400BX that is an AGP Host
Bridge Caitt com &e ﬁa@@éawdl Riel €oY rat%ﬁOtatlonallY operable

electronic component with a push switch which is disclosed
in Japanese Unexamined Patent Application Publication No. 8-
203387 and which has been filed by the present Applicant and
a co-applicant can be used as a jog dial.

10 A PC card, as an expansion card based on a standard
defined in the PCMIC (Personal Computer Memory Card
International Association), is loaded into the slot 28.

The IEEE 1394 port 101 has a structure based on a
standard defined in the IEEE 1394, and a cable based on the

15 standard defined in the IEEE 1394 is connected thereto.

The memory card slot 115 has a built-in semiconductor
memory such as a flash memory, and the memory card 3, such
as, for example, a MemoryStick (trademark), which stores
data such as still pictures, video, sound, and text, is

20 loaded thereto.

Next, an example of the structure of the personal
computer 1 is described with reference to Fig. 6.

A central processing unit (CPU) 51 is formed by, for
example, a Pentium (trademark) processor made by Intel

25 Corporation, etc., and is connected to a host bus 52. A



and controls data transm ssion, etc., of the CPU 51, a RAM (Random Access
Menory) 52 (so-called main nenory), etc. The bridge 53 uses the AGP 50 to
control data transm ssion with 10 a video controller 57. The bridge 53 and
a bridge (so- called south bridge (PCl-1SA Bridge) 58 constitute a so-
called chip set. The bridge 53 is connected to a cache nenory 55. The
cache nenory 55 is fornmed by a nenory that can execute a 15 readi ng or
writing operation faster than a RAM_S?ﬁ];u_ch as a SRAM (StatlC RAM 54, and
caches (tenporarily stores) a progra r data that the CPU 51 uses. The
CPU 51 includes an internal, primary nenory (nenory that can operate
faster than the cache nenory 55). 20 The RAM 54 is forned by, for exanple,
a DRAM ( byrialjec 53RAM) soamna 1dtedr @® rahpibagdam)t Hat comeeCRigds toexdeut es or the
data required for the operation of the CPU 51. Specifically, for exanple,
at the tihoestadtuisvati.on The Cariplget 63, hielse aRAMGEA (Astcgrley agredelGEemtam ¢ mai |
program 54A, an autopilot program 25 54B, a jog-dial -status nonitor program
54C, a j ®yprdials0- ah@ idr icpanemtegr 4 34BCIan FEFPRSTRd SOvhonAnNtos) 54E, an
encryption/ decryption program 541, and other application prograns 54H1 to
54Hn, whiletremconnesddd nitegrhaaed MOUB 6h.- The el ectronic mail program 54A is
a programthat 5 exchanges nessages (so-call ed el ectroni %o%ﬁi I)t t hrough a
conmudi cati onTPEnREIGABCRA3| $SnbPTRRBWRY - for example, a BX that
is an AGP Host Bridge Controller made by Intel Corporation,
and controls data transmission, etc., of the CPU 51, a RAM
(Random-Access Memory) 52 (so-called main memory), etc. The
bridge 53 uses the AGP 50 to control data transmission with
10 a video controller 57. The bridge 53 and a bridge (so-
called south bridge (PCI-ISA Bridge) 58 constitute a so-
called chip set.
The bridge 53 is connected to a cache memory 55. The
cache memory 55 is formed by a memory that can execute a
15 reading or writing operation faster than a RAM 54 such as a
SRAM (StatIC RAM) 54, and caches (temporarily stores}) a
program or data that the CPU 51 uses.
The CPU 51 includes an internal, primary memory (memory
that can operate faster than the cache memory 55).
20 The RAM 54 is formed by, for example, a DRAM (Dynamic
RAM) , and stores a program that the CPU 51 executes or the
data required for the operation of the CPU 51. Specifically,
for example, at the time activation is completed, the RAM 54

stores an electronic mail program 54A, an autopilot program

25 54B, a jog-dial-status monitor program 54C, a jog dial




The- autopil ot program54B is a programthat sequentially activates and
perfornms a plurality of predeterm ned processes (or progranms), etc., in 10
predet erm ned order. The jog-dial-status nonitor program 54C receives, from
each of the above applications, a notification indicating whether the
application is adapted for the jog dial 23, and, when the application is
adapt ed, displays, on the LCD 26, 15 what can be perforned by operating the
jog dial 23. The jog-dial-status nonitor program 54C detects an event (an
operation such as rotations of the rbdihra| 23 in the directions denoted
by arrowa in Fig. 4, or pressing of the jog dial 23 in the direction
denoted by arrow b) by the 20 jog dial 23, and executes the process

corr espoadiiRgrt @robeamdeuect ad epemrt.tihlye progrdimal (OSt atsdE ,memi t or progr am
54C has a list for receiving notifications fromthe application prograns.
The jog @énalygtiiver decaypaiosd Prexeent 64 Ivarndus thegmeprddsationesponse to
the operation of the jog dial 23. 25 The OS (Operating System) 54E is a
progr am bapgrakd 5ddit rtol Sidbg ,ceimpeherre Basidedopgaoat itdwes EDMhiech i s
typified by, for exanple, so-called Wndows Me (trademark) by M crosoft
Cor por ati on oFfhgoetattednicmasl ( pradeadr R}AbYs Appregosmpatér, Inc. 5 The
content managenent program 54F manages, based on usage conditions stored
in a ﬁsa@gc@@@@ppi@ﬁsﬁpp@s76ﬁp—pﬁéled electronic mail) through a

communication link, which is not shown.

The autopilot program 54B is a program that
sequentially activates and performs a plurality of
predetermined processes (or programs), etc., in

10 predetermined order.

The jog-dial-status monitor program 54C receives, from
each of the above applications, a notification indicating
whether the application is adapted for the jog dial 23, and,
when the application is adapted, displays, on the LCD 26,

15 what can be performed by operating the jog dial 23.

The jog-dial-status monitor program 54C detects an
event (an operation such as rotations of the jog dial 23 in
the directions denoted by arrow a in Fig. 4, or pressing of
the jog dial 23 in the direction denoted by arrow.b) by the

20 jog dial 23, and executes the process corresponding to the
detected event. The jog-dial-status monitor program 54C has
a list for receiving notifications from the application
programs. The jog dial driver program 54D executes various
functions in response to the operation of the jog dial 23.

25 The 0S (Operating System) 54E is a program for



use, such as pl ayback, check-out, or check-in, of content stored in
content files 67J recorded in the HDD 67. The content nanagenent program
B54F sets check-out tinme in the 10 user' area of the usage conditions stored
in the usage condition file 67M Wen being requested by anot her personal
conputer 1 to check out content, the content nmanagenent program 54F checks
out the content to the other personal conputer 1 through the 15 network 4.
When receiving the checked-out content_ fromthe other personal conputer 1,
t he content managenent program 54F s |'Tes the checked-out content to the
portable device 2 through a USB port 107. 20 The browser program 54G

di spl ays, based on data supplied fromthe server 5, pictures or characters
on the IcCRt2% 10y ndsicaghpiilte met Wersk 4 opaitd tieprsgd wdeishs dund viricdmead  speaker
65. In response to the operation of the keyboard 24 or the touch pad 25,

t he browssr, foogrexpnpd@ ,t sarsrilied tWiZbwsheles ertrerdeaarkd thr ough t he
network 4, data representing - 14 the detail of content in which the
check- outMitdnues dfs $etrporiae icontoents d-oadfl achMacoMSentt Hademsizdh dheck- out
time is set, and data representing a |location storing the content in which
check- outAppiliee Jospzgter ,5 ITTige encrypti on/ decrypti on program 541 perforns

cal cul ation, encryption, and decryption processing on an MAC
5 The content management program 54F manages, based on

usage conditions stored in a usage condition file 76M, the
use, such as playback, check-out, or check-in, of content
stored in content files 67J recorded in the HDD 67. The
content management program 54F sets check-out time in the

10 user' area of the usage conditions stored in the usage
condition file 67M.

When being requested by another personal computer 1 to
check out content, the content management program 54F checks
out the content to the other personal computer 1 through the

15 network 4.

When receiving the checked-out content from the other
personal cdmputer 1, the content management program 54F
supplies the checked-out content to the portable device 2
through a USB port 107.

20 The browser program 54G displays, based on data
supplied from the server 5, pictures or characters on the
LCD 26 by using the network 4, and reproduces sound from a
speaker 65. In response to the operation of the keyboard 24
or the touch pad 25, the browser program 54G transmits, to

25 the server 5 and through the network 4, data representing



(Message Aut hentication Code) by, for exanple, using CBC (C pher Bl ock
Chai ning) of the DES (Data Encryption Standard). 10 A video controller 57
is connected to the bridge 53 by the AGP 50. It receives data (imge data
or text data, etc.) supplied froma CPU 51 and generates imge data
corresponding to the received data, or directly stores the received data
ina built-in video nenory. The video 15 controller 57 controls the LCD 26

of the display unit 22 to display q_p% ture according to the image data
stored in the video nenory. A sound cohtroller 64 is connected to a PCl
bus 56. The sound controller 64 captures a signal corresponding to 20
sound fromthe m crophone 66, generates data corresponding to the sound,
and out puthe tdeeaddt @ ft @ontenRAMNS4hiHe theumiieckomutoltdise 64 &esto drives

t he speaker 65 and outputs the sound fromthe speaker 65. A PC card

i nt er f aceehkl bdrgepdnidctadd tthe tdmn Gt bis Weich 26heckseppl tewet he €PU.51 or
the RAM 54 with data supplied from- 15 an interface card 112 which is

| oaded i mngl dedas|rep S endridg eutynfadiaro stte iingt &gt B2, data
supplied fromthe CPU51. Adrive 113 is connected to the PCl bus 56 by
the PC edrigh mhe@ckgeatl timend st K€t -nterface card 112. 5 The drive 113

reads data recorded in a magnetic disk 121, an o%tical di sk 122, a
nagne?ooptica?hﬂi§RCIZBF18P gecryption program 541 performs

calculation, encryption, and decryption processing on an MAC
(Message Authentication Code) by, for example, using CBC
(Cipher Block Chaining) of the DES (Data Encryption
Standard) .

10 A video controller 57 is connected to the bridge 53 by
the AGP 50. It receives data (image data or text data,
etc.) supplied from a CPU 51 and generates image data
corresponding to the received data, or directly stores the
received data in a built~in video memory. The video

15 controller 57 controls the LCD 26 of the display unit 22 to
display a picture according to the image data stored in the
video memory.

A sound controller 64 is connected to a PCI bus 56.
The sound controller 64 captures a signal corresponding to

20 sound from the microphene 66, generates data corresponding
to the sound, and outputs the data to the RAM 54. The sound
controller 64 also drives the speaker 65 and outputs the
sound from the speaker 65.

A PC card interface 111 is connected to the PCI bus 56.

25 It supplies the CPU 51 or the RAM 54 with data supplied from



sem conductor nenory 124 which is | oaded, and supplies the read data to
the RAM 54 through the PC card interface 111, the interface card 112, and
the PCl bus 56. 10 A nenory card interface 114 is connected to the PCl bus
56. It supplies the CPU 51 or the RAM 54 with, for exanple, content
supplied fromthe nmenory card 3, which is |oaded into the nmenory card sl ot
115, and outputs, for exanple, content supplied fromthe CPU 51. 15 A
nodem 116 is connected to the PCl bus 56. The nbdem 116 transmts
predeterm ned data to the network 4‘1Hﬁbugh a public tel ephone circuit 117
and an Internet service provider 118. A bridge 58 (so-called south bridge)
is also connected 20 to the PClI bus 56. The bridge 58 is forned by, for
exanpl e, anPlihX4k raede chydl ntiel whakcporat leadedr inhe Ithieesland 2i8nclandes an
IDE (Integrated Drive Electronics) controller/configuration register 59, a
timer cioattipiat6(, toantel Db tientfarckace rdl l1&nd da tdSBuppdiiesr SalonSdrieal Bus)
25 interface 68. The bridge 58 perforns various types of 1/0O- 16

(I nput / OGPPUB) .coit dolivesidR as comnecitedf tderheed Cdomuectdéd byt dhehe | DE
bus 62 or of devices connected by an ISAVEIO (Industry Standard

Ar chi t ecP@r epEdt énded faggutl 1Quepdt )thisud nt@3 feceasardolilgt-erface 69. 5 The

| DE controller/configuration register 59 is_ constituted by two | DE
contrdl | ers, Ehsodcaveedlprraaf§ ¢pEa recorded in a magnetic disk

121, an optical disk 122, a magnetooptical disk 123, or a
semiconductor memory 124 which is loaded, and supplies the
read data to the RAM 54 through the PC card interface 111,
the interface card 112, and the PCI bus 56.

10 A memory card interface 114 is connected to the PCI bus
56. It supplies the CPU 51 or the RAM 54 with, for example,
content supplied from the memory card 3, which is loaded
into the memory card slot 115, and outputs, for example,
content supplied from the CPU 51.

15 A modem 116 is connected to the PCI bus 56. The modem
116 transmits predetermined data to the network 4 through a
public telephone circuit 117 and an Internet service
provider 118.

A bridge 58 (so-called south bridge) is also connected

20 to the PCI bus 56. The bridge 58 is formed by, for example,
PIIX4E made by Intel Corporation, or the like, and includes
an IDE (Integrated Drive Electronics)
controller/configuration register 59, a timer circuit 60,
and IDE interface 61, and a USB (Universal Serial Bus)

25 interface 68. The bridge 58 performs various types of I/0



controller and secondary IDE controller, a configuration register, etc
(any one not shown). The HDD 67 is connected to the primary IDE controller
210 by the I DE bus 62. Wien a so-called |IDE device, such as a CD-ROMdrive
or an HDD which is not shown, is joined to another |IDE bus, the joined |IDE
bus is electrically connected to the secondary IDE controller. In the HDD
67: an electronic mail program 67A; an 15 autopilot program 67B; a

j og-di al -status nonitor program 67C, a jog dial driver 67D, an OS 67E, a
cont ent managenent program 67F, a BT oS €7 program 67G and
encryption/decryption program 671 as application prograns; a plurality of
ot her application prograns 67HL to 67Hn, etc., 20 are recorded. The

el ect r oni(@ nFRitl/ OR@ARAMCG AAr o 1t, he uctiuaepidodtt riprlogifameiBe st nnected

j og-di al -status nonitor program 67C, the jog dial driver 67D, the OS 67E,
t he cont ert theaTage bRt 6Rr ogr af k.1 ckle donmwseedpibyyeamIGAGE ithe
encryption/decryption program 671, the application prograns 25 67HL to
67Hn, et q.Industatydsdandatrdde AoDiGec tare /Sedqeadtedallnput Drtpypplkbued and

| oaded into the RAM 54 in the process of, for exanple, activation
(boot up) 63l o1t ke HDPD 87htexfasagécondition file 67M contai ning usage
conditions of content, and content files 67J 5 containing content are
recor®ed. TheTh)SBIPEt epnhceldsry Fansibbsagarn sFI&6FRENGY éfc.

constituted by two IDE controllers, a so-called primary IDE
controller and secondary IDE controller, a configuration
register, etc (any one not shown).
The HDD 67 is connected to the primary IDE controller
10 by the IDE bus 62. When a so-called IDE device, such as a
CD-ROM drive or an HDD which is not shown, is joined to
another IDE bus, the joined IDE bus is electrically
connected to the secondary IDE controller.
In the HDD 67: an electronic mail program 67A; an
15 autopilot program 67B; a jog-dial-status monitor program
67C; a jog dial driver 67D; an 0S 67E; a content management
program 67F, a browser program 67G, and
encryption/decryption program 67I as application programs; a
plurality of other application programs 67H1 to 67Hn, etc.,
20 are recorded. The electronic mail program 67A, the
autopilot program 67B, the jog-dial-status monitor program
67C, the jog dial driver 67D, the 0S 67E, the content
management program 67F, the browser program 67G, the
encryption/decryption program 67I, the application programs

25 67H1 to 67Hn,‘etc., recorded in the HDD 67, are sequentially



to the portable device 2 connected thereto, and receives data or conmmand,
etc., fromthe portable device 2. In response to a request fromthe content
managenent 10 program 67F, the timer circuit 60 supplies present-tine
representing data to the CPU 51 through the PCl bus 56. Based on the
present-tinme representing data supplied from the tinmer circuit 60, the
content managenent program 67F can know an el apse tine, etc. 15 The I/0O
interface 69 is connected to the | SA/ L{)bus 63. The I/Ointerface 69 is
forned by an enbedded controller, andits inside, a ROM 70, a RAM 71, and
a CPU 72 are nutually connected. The ROM 70 stores beforehand an | EEE 1394
interface 20 program 70A, an LED control program 70B, a touch-pad-i nput
noni t or pLE@LARH/AGd aockeyd Apdb rbri ROM ProdghamhAOBroxeswalodyp forrogr am
70E, and a jog-dial-status nonitor program 70F. The | EEE 1394 interface
progr am égAmprlans mictts vand o25 (becoeuypeds data (data stored in packets) in
accordance with - 18 the standard defined in the I EEE 1394 through an | EEE
1394 port 10In The HED 6dnt aobspgegrand¥0Bouvokhitel §7Mi ghrtagnahg the | anps
consi sting of the power-supply lanmp PL, the battery lanp BL, the nessage
| amp M. usagecessdifiosrs etfheont®ntEDandTigenteidth-fgddsi ffuwt nonitor program
70Cis a program for nonitoring an input fromthe touch pad 6 which
5 containing content are recorded.
The USB interface 68 transmits data or command, etc.,
to the portable device 2 connected thereto, and receives
data or command, etc., from the portable device 2.
In response to a request from the content management
10 program 67F, the timer circuit 60 supplies present-time
representing data to the CPU 51 through the PCI bus 56.
Based on the present-time representing data supplied from
the timer circuit 60, the content management program 67F can
know an elapse time, etc.
15 The I/0 interface 69 is connected to the ISA/EIO bus 63.
The I/0 interface 69 is formed by an embedded controller,
and its inside, a ROM 70, a RAM 71, and a CPU 72 are
mutually connected.
The ROM 70 stores beforehand an IEEE 1394 interface
20 program 70A, an LED control program 70B, a touch-pad-input
monitor program 70C, a key-input monitor program 70D, a
wakeup program 70E, and a jog-dial-status monitor program
70F.
The IEEE 1394 interface program 70A transmits and

25 receives data (data stored in packets) in accordance with



corresponds to an operation by a user. The key-input nonitor program 70D is
a programfor nonitoring inputs fromthe keyboard 24 or other key
switches. 10 The wakeup program 70E is a program for managi ng power
supplies to chips constituting the personal conputer 1 in order to
activate a predeterm ned process (or progran) or the like at a preset tine
by, based on the present-tinme representing data supplied fromthe tiner
circuit 60 in the 15 bridge 58, perforp ng checki ng about whether the

preset tinme has cone. The jog-dial-status nonitor program 70F is a
program for constantly nonitoring the jog dial 23 about whether or not it
is pressed. In the ROM 70, a BIOS (Basic | nput/Qutput System 70G 20 is
witten. thee sBladtat@Gdedimenl Sirdathe @RERAGD4 (nputgowrplBERE3fen the OS
or an application programand the peripheral unit (the touch pad 6, the
keyboar d g4t dr0l .t h&hdDEY coettarel) profranRANMIE; tamuiaides,igstimagicst ers 71A
to 71F, registers 25 for LED control, the touch pad input status, the key

i nput - I%e Staatss,comsd sthHagett tihee pavearegivgtay flammdHi t ofieng t he j og

dial status, and an | EEE 1394 |/F register. For exanple, when pressing the
jog dial IZFteay Vames Blhe Wleedas@diae id@nP Mr odr MM TEEARY prad€rel ned
value is stored in the LED 5 control register, and |ighting of the nmessage

| anp ™M iIEDcontThe ItERGhr PR mPaTic @Ak %tﬂ¥%&§ﬂﬂé&“&éP&bfﬂVWRQQ?%%@

for monitoring an input from the touch pad 6 which
corresponds to an operation by a user.
The key-input monitor program 70D is a program for
monitoring inputs from the keyboard 24 or other key switches.
10 The wakeup program 70E is a program for managing power
supplies to chips constituting the personal computer 1 in
order to activate a predetermined process (or program) or
the like at a preset time by, based on the present-time
representing data supplied from the timer circuit 60 in the
15 bridge 58, performing checking about whether the preset time
has come. The jog-dial-status monitor program 70F is a
program for constantly monitoring the jog dial 23 about
whether or not it is pressed.
In the ROM 70, a BIOS (Basic Input/Output System) 70G
20 is written. The BIOS 70G controls data exchange
(input/output) between the 0S or an application program and
the peripheral unit (the touch pad 6, the keyboard 24, or
the HDD 67, etc.).
The RAM 71 includes, as registers 71A to 71F, registers

25 for LED control, the touch pad input status, the key input



jog dial 23 is pressed, a predeterm ned operation-key flag is stored in
the key-input-status register. In the set-tine register, a predeterm ned
tinme is set in response to the 10 operation of the keyboard 24 by the user.
The codec unit 131 performs coding or decoding on audio data in any of PCM
(Pul se Code Mbdul ation), ATRAC (Adaptive Transform Acoustic Coding) 3, and
MP3 (MPEG 1 Audi o Layer-3). Also, connectors, whose illustration is
omtted, are 15 used to connect the jogg dial 23, the touch pad 6, the
keyboard 24, the | EEE 1394 port 101,” ett.S to the 1/O interface 69, and it
outputs, to the I SA/EIO bus 63, each signal corresponding to the operation
of the jog dial 23, the touch pad 6, or the keyboard 24. The I/O interface
69 20 cenbralss dadatheasen sdimen andegecdpti dorwinom ittve iconndet ddauni ts.
In addition, |anps consisting of a power-supply lanp PL, a battery |anp
BL, a nesdade slitanmsM_and powdEESUpPIfE Id@ntmegisdiercui For3 examplst,her LEDs
are connected to the I1/O interface 69. 25 The power-supply control circuit
73 are comheacpeestsdng th20 joguidieli @3pactdmptrs dhearlBCHFORdC Magpl y, and
supplies necessary power to each bl ock and perfornms_ controls for charging
the bui | Briogrieat Sddy P4 peredsdcand nissk vardiues i6f steardray dheudifs. The 1/ 0
interface 69 nonitors the power 5 supply switch 27, which is operated when
turni%g @@n@g@@fgegﬁﬁéegbwépdg&&§m¢;ng of the message lamp Ml 'is

controlled in accordance with the stored value. When the
jog dial 23 is pressed, a predetermined operation-key flag
is stored in the key-input-status register. In the set-time
register, a predetermined time is set in response to the

10 operation of the keyboard 24 by the user.

The codec unit 131 performs coding or decoding on audio
data in any of PCM (Pulse Code Modulation), ATRAC (Adaptive
Transform Acoustic Coding) 3, and MP3 (MPEG-1 Audio Layer-3).

Also, connectors, whose illustration is omitted, are

15 wused to connect the jog dial 23, the touch pad 6, the
keyboard 24, the IEEE 1394 port 101, etc., to the I/O
interface 69, and it outputs, to the ISA/EIO bus 63, each
signél corresponding to the operation of the jog dial 23,
the touch pad 6, or the keyboard 24. The I/O interface 69

20 controls data transmission and reception with the connected
units. In addition, lamps consisting of a power-supply lamp
PL, a battery lamp BL, a message lamp ML, a power-supply
control circuit 73, and other LEDs are connected to the I/O
interface 69.

25 The power—-supply control circuit 73 are connected to a




The 1 /O interface 69 executes the | EEE 1394 interface program 70A to th
j og-di al -status nonitor program 70F by wusing an internally provided power
supply, even if the power 10 supply is in an off state. In other words,

| EEE 1394

interface program 70A to the jog-dial-status nonitor program

70F constantly operates. Accordingly, even when the power-supply switch
is turned off and the CPU 51 does not execute the OS 54E, the 15 1/0
interface 69 executes the jog-dial-status nonitor program 70F. Thus, whe
the jog dial 23 is pressed under a p r-saving state or a
power - suppl y-of f state, the personal conputer 1 activates predeterm ned
software or script file processing that is set beforehand. 20 The perso
conput er phideesnnohtreed 7a bavena Acdedweat edppdy becdusappidgsog dial 2
has a programuabl e power key (PPK) function. Fig. 7 is an illustration
an exanphe cefs sasgg@oweandiot icard Stlordd ana phe fosage coovidictlisorfdn | e 67M  The

25 cont ent

IDis data for specifying content stored in each of - 21 the

cont ent fohlaggy i@@HJ thien bulié tABIDE bE® tBE yCHRCIKED s@dpnid dladterdietshexf val ue of
"YES' and "NO' is set. Wen "YES' is set, the content managenent progra
54F can oeedpherel teitlse Fivet dW0e lgdErdace &° ANSHOT SpéhSopaveonput e
content 5 specified by the content ID. Wien "NO' is set in the ABLE TO
CHECKED GUPHlivels# 1 tiohe 2dontéidChnmdifa §OFERT Sy HPeamtsning on or off

the power supply.

The I/0 interface 69 executes the IEEE 1394 interface

program 70A to the jog-dial-status monitor program 70F by

using an internally provided power supply, even if the power

10 supply is in an off state. 1In other words, the IEEE 1394

interface program 70A to the jog-dial-status monitor program

70F constantly operates.

Accordingly, even when the power-supply switch 27 is

turned off and the CPU 51 does not execute the 0S 54E, the

15 I/0 interface 69 executes the jog-dial-status monitor

program 70F. Thus, when the jog dial 23 is pressed under a

power-saving state or a power-supply-off state, the personal

computer 1 activates predetermined software or script file

processing that is set beforehand.

20

The personal computer 1 does not need to have a

dedicated key because the jog dial 23 has a programmable

power key (PPK) function.

Fig. 7 is an illustration of an example of usage

conditions stored in the usage condition file 67M. The

25 content ID is data for specifying content stored in each of
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does not check out, to the portable device 2 or another personal conputer,
content specified by the content ID. In the MAXI MUM NUMBER OF TI MES

CHECK- QUT CAN BE 10 PERFORMED field, the maxi mum nunber of tinmes the
content managenent program 54J can check out the corresponding content
files 67) is set. The maxi num nunber of tinmes check-out can be perforned
cannot be changed. In the NUMBER OF TI MES CHECK- QUT CAN BE PERFORMED fi el d,
15 the nunber of times the content nanagement program 54F can check out
any of the correspondi ng content files%73 is set. \When the content
managenent program 54F executes check-out once, the nunber of tines
check-out can be perforned is decrenented. Wen the content nanagenent
program %4k 20nexeeutras esh&ok-.i n Ienete ABRENTOLEE CHECKEES OtiTed-<edd, can be
perfornmed is increnented. Wien any of the content files 67J is not checked
out everiahee, valuel o€ "dESt cald t'OVO'he sneeitmumWinemb ey EG" tiistest ,check- out
can be perforned is set as the correspondi ng 25 nunber of tinmes check-out
can be peahkormrdent B2nadkswenttherograsr S4fF tciame shelvékclougut teartise per f or ned
is changed from"1" to "0" by changing check-out, "NO' is set in the ABLE
TO BE CHE@KEBbGBTdeéb@.ZMWGnamb@h@unm€ﬁS@maltﬁ@@§u¢ﬁ€bkﬂﬂmﬁﬂﬂiﬂ be
performed is changed from"0" to "1" 5 changlng check-out, "YES' is set
in the ABPRECIOiRE beHEOREDOWEN dbd. When "NO" is set in the ABLE

TO BE CHECKED QUT field, the content management program 54F
does not check out, to the portable device 2 or another
personal computer, content specified by the content ID.
In the MAXIMUM NUMBER OF TIMES CHECK-OUT CAN BE
10 PERFORMED field, the maximum number of times the content
management program 54J can check out the corresponding
content files 67J is set. The maximum number of times
check-out can be performed cannot be changed.
In the NUMBER OF TIMES CHECK-OUT CAN BE PERFORMED field,
15 the number of times the content management program 54F can
check out any of the corresponding content files 67J is set.
When the content management program 54F executes check-out
once, the number of times check-out can be performed is
decremented. When the content management program S4F
20 executes check-in once, the number of times check-out can be
performed is incremented.
When any of the content files 67J is not checked out
even once, a value identical to the maximum number of times
check~out can be performed is set as the corresponding

25 number of times check-out can be performed.



Ei ther value of "YES' and "NO' is set in the ABLE TO BE MOVED field. Wen
"YES'" is set, the content managenent program 54F can nove the content
specified by the content ID. 10 When "NO' is set in the ABLE TO BE MOVED
field, the content nmanagenent program 54F does not nove the content
specified by the content ID. In the ABLE TO BE COPI ED, either val ue of
"YES' and "NO' is set. Wien "YES" is set, the content nanagenent 15
program 54F can copy the content specifjed by the content ID. Wen "NO' is
set in the ABLE TO BE COPI ED, the cont®€nt™ nanagenent program 54F does not
copy the content specified by the content ID. In the NUMBER OF Tl MES
COPYI NG CAN BE PERFORMED, the 20 nunber of tines that the content
managenent pregeantbdFnaaberexeéctuliresopyeng-ostsean ba phefbkiked O USE, a
period in which the content specified by the content ID can be used
(checked changepl dyed "Bicko &0¢. byi sheesdmichetecX5 ot t N&OPERM FEED AREA
FOR USE, an area (e.g., Japan or - 23 all the world) in which the content
speci fi ednbyheh@BEEnTONBE CBECEEDhOUTs dd elchecb¢norhe muaper Isdck, etc.)
is described. In the SIGNATURE, signature data found by conputation based
on data g$émeisn chiesk-oaltdsanr be Pies FOTNFENE S| Pheagerte LIPMPERV TPED AREA FOR
USE is stored. The signature data is used to detect falsification of the
usage5coﬁU'Fm@@§lng check-out, "YES" is set in the ABLE TO BE
CHECKED OUT field.
Either value of "YES" and "NO" is set in the ABLE TO BE
MOVED field. When "YES" is set, the content management
program 54F can move the content specified by the content ID.
10 When "NO" is set in the ABLE TO BE MOVED field, the content
management program 54F does not move the content specified
by the content ID.
In the ABLE TO BE COPIED, either value of "YES" and
"NO" is set. When "YES" is set, the content management
15 program 54F can copy the content specified by the content ID.
When "NO" is set in the ABLE TO BE COPIED, the content
management program 54F does not copy the content specified
by the content ID.
In the NUMBER OF TIMES COPYING CAN BE PERFORMED, the
20 number of times that the content management program 54F can
execute copying is set.
In the LIMIT OF USE, a period in which the content
specified by the content ID can be used (checked out, played

back, etc.) 1is described.

25 In the PERMITTED AREA FOR USE, an area (e.g., Japan or



Because an algorithmfor generating the signature data is a unidirectional
function and is not opened, it is difficult for one except a supplier of
the content managenent program 10 54F to generate correct signature data
based on the data set in the CONTENT ID to the PERM TTED AREA FOR USE. In
the USER S AREA of the usage conditions, a check-out tinme is set. The
content managenent program 54F determ nes whether 15 or not the check-out
time corresponding to the checked-out :fqptent has passed. Wen it is
determ ned that the check- out time has passed, the NUVBER OF TI MES

CHECK- QUT CAN BE PERFORMED is increnented simlarly to the case of
executing check-in once. 20 Wen the content is checked out, the check-out
time is asupphieedotrad) hénpehtiabl eheevioneed twispkctiiid edobyerthe Teatepdrt abl e
device 2 stores the check-out tine as well as the content in the nmenory
card 3. The cpor tablus edeviae ckatbtarin nekaywdktihask t hetehkcks odescpibedpe
stored in the USER S AREA in the usage conditions - 24 corresponding to
the content has phsséﬁGNymﬁﬁEbtSignaﬁérérﬁﬁﬁédfPHa@ PlHeCeRBEk2ELPTt i me has
passed, the corresponding content is erased. Fig. 8 shows the structure of

an MD de@@sgdooﬁsdéﬁaSSéiaﬁﬁléh@ffﬂﬁédﬁoﬁﬁéﬂléh&e§P§§E§T A0Ftg. the an

|nput/out ut  unit 201 inputs/outputs data to/frqn1therpersonal conputer 1
RMITTED AREA FOR USE is stored. The signature data is

used to detect falsification of the usage conditions.
Because an algorithm for generating the signature data is a
unidirectional function and is not opened, it is difficult
for one except a supplier of the content management program

10 54F to generate correct signature data based on the data set
in the CONTENT ID to the PERMITTED AREA FOR USE.

In the USER'S AREA of the usage conditions, a check-out
time is set.
The content management program 54F determines whether

15 or not the check-out time corresponding to the checked-out
content has passed. When it is determined that the check-
out time has passed, the NUMBER OF TIMES CHECK-OUT CAN BE
PERFORMED is incremented similarly to the case of executing
check—in once.

20 When the content is checked out, the check-out time is
supplied to the portable device 2 with the content. The
portable device 2 stores the check-out time as well as the
content in the memory card 3.

The portable device 2 determines whether the check-out

25 time stored in the USER'S AREA in the usage conditions




through a USB cabl e 10, and inputs/outputs data to/from another apparatus
which is not shown. For exanple, the input/output unit 201 outputs, froma
speaker and an 10 earphone, etc., which are not shown, a signal supplied
from a codec unit 203 or an encryption/decryption unit 202. Wen the data
supplied fromthe input/output unit 201 is encrypted, the
encryption/decryption unit 202 decrypts the data and outputs the data to
the codec unit 203. Also, when 15 it i,s, necessary to encrypt data supplied
fromthe codec unit 203 or a control %%i? 207, the encryption/decryption
unit 202 encrypts the supplied data and outputs the data to the

i nput/output unit 201. The codec unit 203 uses either ATRAC (Adaptive 20

Tr ansf or moAceisplond iGgditeg)the aonABRACHZ shgptalseedd.o pérenorih icodi ng on the
data supplied fromthe encryption/decryption wunit 202, and outputs the
data to aermedevimed tth204 tied checkroutinetimeahasnipas2@6l, The codec unit 203
decodes the data supplied fromthe nodemunit 204 and outputs the data to
the 25 iappuespenciingugiont2et. is 253asfde nodem unit 204 nodul ates the data
supplied fromthe codec unit 203 and supplies the data to a

recor di ng/ pl afjbéck8 &RPYs2bBe ahauasHsduPAt 88 MRt deskppPLedst 28m t he
recording playback unit 205 and supplies the data to _the codec unit 5 203.
The a?it [E¥SId& Qnithe200 réRtrgcdeV iceorm tife Fdgt-a 1 - An input/output

unit 201 inputs/outputs data to/from the personal computer 1
through a USB cable 10, and inputs/outputs data to/from
another apparatus which is not shown. For example, the
input/output unit 201 outputs, from a speaker and an

10 earphone, etc., which are not shown, a signal supplied from
a codec unit 203 or an encryption/decryption unit 202. When
the data supplied from the input/output unit 201 is
encrypted, the encryption/decryption unit 202 decrypts the
data and outputs the data to the codec unit 203. Also, when

15 it is necessary to encrypt data supplied from the codec unit
203 or a control unit 207, the encryption/decryption unit
202 encrypts the supplied data and outputs the data to the
input/output unit 201.

The codec unit 203 uses either ATRAC (Adaptive

20 Transform Acoustic Coding) 1 or ATRAC 3 method to perform
coding on the data supplied from the encryption/decryption
unit 202, and outputs the data to a modem unit 204 and a
arithmetical unit 206. The codec unit 203 decodes the data
supplied from the modem unit 204 and outputs the data to the

25 input/output unit 201.



supplied fromthe codec unit 203, a predeterm ned portion which is
speci fi ed beforehand, conputes a hash value of the extracted portion, and
-out puts the conputational result to 10 the control unit 207. The control
unit 207 supplies the encryption/decryption unit 202 with the hash val ue
supplied fromthe arithnetical unit 206, and controls it to encrypt the
hash val ue and to output the encrypted value to the personal conputer 1
fromthe input/output unit 201 throug% 15 the USB cable 3. The
recordi ng/ pl ayback unit 205 records 't e data supplied fromthe nodem unit
204 in a predetermned track of a MniD sc (MD) 209. The
recordi ng/ pl ayback unit 205 also plays back the data recorded in the MD
209 and out putse tihed@ h iy ezlo baskdans Bes othdedavaesuppi te@08romnthddi ti on,
the recording/playback unit 205 outputs, to the control unit 207, data
whi ch i scphayedntback0Br amit bepbOCegTabkedetaCont entrpcofridéng /pflavbeckD 209.
Based on the TOC data supplied fromthe recording/playback unit 205, the
control wunit 203,28ndodemobslpltagbdeka anpriléedr dsomiitbs pee@Ecdngi ned
content - 26 is recorded on the MD 209, TOC data such as its recording
addr ess paavheckognfiteR@5 Andopepailies Ghet dags ite &p6r &G by e user and
outputs, to the control unit 207, a signal corresponding to 5 the

opera?i oB03By outputting the control signal corresponding to the operation

to each unit, the control ,
The arithmetical unit 206 extracts, from the data

supplied from the codec unit 203, a predetermined portion
which is specified beforehand, computes a hash value of the
extracted portion, and outputs the computational result to
10 the control unit 207. The control unit 207 supplies the
encryption/decryption unit 202 with the hash value supplied
from the arithmetical unit 206, and controls it to encrypt
the hash value and to output the encrypted value to the
personal computer 1 from the input/output unit 201 through
15 the USB cable 3.
The recording/playback unit 205 records the data
supplied from the modem unit 204 in a predetermined track of
a MiniDisc (MD) 209. The recording/playback unit 205 also
plays back the data recorded in the MD 209 and outputs the
20 played-back data to the modem unit 204. In addition, the
recording/playback unit 205 outputs, to the control unit 207,
data which is played back from the TOC (Table of Content)
field of the MD 209. Based on the TOC data supplied from
the recording/playback unit 205, the control unit 207

25 controls playback, and records, when predetermined content




unit 207 controls recording or playback of the content in the MD 209.
Next, referring to the flowhart in Fig. 9, a process 10 in which content
-recorded in the content files 67J in the HDD 67 in the personal conputer 1
is played back and checked out to the MD 209 is described with reference
to the flowhart in Fig. 9 and the flowhart in Fig. 10. The flowchart in
Fig. 9 indicates a process of the personal 15 conputer 1, and the flowchart
in Fig. 10 indicates a process of tthNQ deck 200. First, a check-out
process of the personal conputer 17i$°described with reference to the
flowchart in Fig. 9. This process is basically based on the content
managenent program 54F (67F) and is executed by the 20 CPU 51. In step
511, whenst hecusaedoprr ahesmbheopogrdcatia2d, sutheakeyboeardc24diog t he touch
pad 23 to designate content to be checked out, the CPU 51 (content
manageneatidpesgr an) thacqgacr €setldt a of the designated content fromthe
content 25 files 67J in the HDD 67. - 27 |In step S12, the CPU 51 supplies
t he codec uniin1Gderakidntimeico2@@nis deperacedi pedthe eperprrdess of step
S11, and controls it to encode the data in a predeternined method. For
exanpl e, ootpueat dat Ahencodsdolnunhé RP3 . net RENRS 5°&HES8LBLAI ke PCM
met hod. Next, in step S13, the CPU 51 perforns a_process that
5 the operation. By outputting the control signal
corresponding to the operation to each unit, the control
unit 207 controls recording or playback of the .content in
the MD 209.
Next, referring to the flowchart in Fig. 9, a process
10 in which content recorded in the content files 67J in the
HDD 67 in the personal computer 1 is played back and checked
out to the MD 209 is described with reference to the
flowchart in Fig. 9 and the flowchart in Fig. 10. The
flowchart in Fig. 9 indicates a process of the personal
15 computer 1, and the flowchart in Fig. 10 indicates a process
of the MD deck 200. First, a check-out process of the
personal computer 1 is described with reference to the.
flowchart in Fig. 9. This process is basically based on the
content management program 54F (67F) and is executed by the
20 CPU 51.
In step S11, when thé user operates the jog dial 23,
the keyboard 24, or the touch pad 23 to designate content to
be checked out, the CPU 51 (content management program)

acquires data of the designated content from the content

25 files 67J in the HDD 67.



encrypts the content data encoded in the process of step S12. This
encrypting process is perfornmed by the encryption/decryption program 541.
-The 10 encryption/decryption program 541 perfornms the CBC in the DES.

Al so, the MAC is used to verify no falsification. |In step S14, the CPU 51
transfers the content data encrypted in the process of step S13 to the MD
deck 200, and executes a process that requests hash value conputation. In
15 other words, the encrypted content ﬁata is transferred to the MD deck
200 as the portable device 2 through £ e bridge 58, the USB interface 68,
the USB port 107, and the USB cable 10. As described later, in the MD deck
200, a hash value 20 based on content data is conputed, encrypted, and
transmtted (siepcS3561D, stiep GBT §1 Fagpl d6s whehcadec destribed | ater).
Accordingly, in step S15, the CPU 51 (the encryption/decryption program
541) det eimhnerewbehhentotanat acijtiilhas teceheedrbhesenofyptes Badh val ue.
When it has 25 received, it proceeds to step S16, and decrypts the - 28
encr ypt ednHashntable. iktn tot emcste, tthee dERIB Ly ex@peide hrerm et lyed.
(HASH1) decrypted in the process of step S16, as the content ID of the
content, Fbm thempdagecoohdnti datki kacodem (Ri ghe7¥P35mpihededss18, the CPU
51 encrypts data for pernitting t he MD deck 200 to perform check-out, and
t ranshi t $nchdedata. the PCM method.

Next, in step S13, the CPU 51 performs a process that
encrypts the content data encoded in the process of step Sl2.
This encrypting process is performed by the
encryption/decryption program 54I. The

10 encryption/decryption program 54I performs the CBC in the
DES. Also, the MAC is used to verify no falsification.

In step S14, the CPU 51 transfers the content data
encrypted in the process of step S13 to the MD deck 200, and
executes a process that requests hash value computation. In

15 other words, the encrypted content data is transferred to
the MD deck 200 as the portable device 2 through the bridge
58, the USB interface 68, the USB port 107, and the USB
cable 10.

As described later, in the MD deck 200, a hash value

20 based on content data is computed, encrypted, and
transmitted (step S35 to step S37 in Fig. 10 which are
described later). Accordingly, in step S15, the CPU 51 (the
encryption/decryption program 54I) determines whether or not
it has received the encrypted hash value. When it has

25 received, it proceeds to step S16, and decrypts the



As described with reference to the flowhart in Fig. 10, n the M deck
200, based on this permtting data, a process (check-out process) for
witing the TOC data of the content 10 is performed (step S39). The CPU 51
al so decrenents the nunber of tines check- out can be perforned of the
content by 1. For exanple, in the exanple in Fig. 7, the present nunber of
times check-out can be perfornmed is "3". Accordingly, this value is
changed 15 to "2". In step S15, when it is determ ned that the hash val ue
has not been received, the CPU 51 pfbé%%ds to step S19, and it executes
error processing. In other words, at this time, the content check-out
process is not performed. 20 Next, a check-out process of the MD deck 200
I's descenbegpwetihneeherance .t o Thhe tkpowaar tthien CFivg 511@echrdst epeS31, the

i nput/output unit 201 receives the encrypted data which is transferred by
t he persaash ©anpet §HASH1)ndekeyptededn ahespepc8s4. oThetiepp@tloouiysut unit
201 25 supplies the received content data to the - 29

encr ypt i ahedeonyphitonDubift t2@2 contesttep i832het e agencoyydtiitdwnddddypt i on
unit 202 decrypts the encrypted content data and outputs the data to the
codec uniet/M2QFigTh&)codec unit 203 encodes, in step S33, the content 5
data decrypted in the process of step S32 so that the content data is
adapt®d for aIpretepefiBnethae€RBdSpeenrrypys data for permitting

the MD deck 200 to perform check-out, and transmits the data.

As described with reference to the flowchart in Fig. 10, n

the MD deck 200, based on this permitting data, a process

(check-out process) for writing the TOC data of the content
10 is performed (step S39).

The CPU 51 also decrements the number of times check-
out can be performed of the content by 1. For example, in
the example in Fig. 7, the present number of times check-out
can be performed is "3". Accordingly, this value is changed

15 +to "2".

In step S15, when it is determined that the hash value
has not been received, the CPU 51 proceeds to step S19, and
it executes error processing. In other words, at this time,
the content check-out process is not performed.

20 Next, a check-out process of the MD deck 200 is
described with reference to the flowchart in Fig. 10.

In step S31, the input/output unit 201 receives the
encrypted data which is transferred by the personal computer
1 in the process of step S14. The input/output unit 201

25 supplies the received content data to the



in the MniD sc system In the present case, the content data encrypted in
the PCM nethod is encrypted in, for exanple, the ATRACL net hod. 10 Next,
proceeding to step S34, the control unit 207 executes a process that
wites the content data encrypted in the process of step S33 into the MD
209. In other words, at this tinme, the nodemunit 204 is controlled by the
control unit 207, nodul ates the data which is encrypted in the 15 ATRACL
met hod and which is supplied fromthe dec unit 203, and outputs the
nodul ated data to the recording/pl ay'ba% “unit 205. The recording/ pl ayback
unit 205 records, in the M 209, the content data supplied fromthe nodem
unit 204. In this way, audio data encoded in the nethod (ATRAC1L 20 or
ATRAC3) peydhyidtadn/aledigrpMiminDiusd tsydidem I wrtiet &34 ,nttde t he MD 209. The
MD 209 becones able to be played back by another MD player. The

ari t hmet iezadr ygrti ito n2@6 cenytrtaeins uniirt A0Pp A5y ptex thteec ten o yrterdet er mi ned
portion fromthe content data 25 supplied fromthe codec unit 203, and
conput es dansdrgs flata3@ndy alut@uts tthe sladenpn dthcorsodate Wiy 2493 | engt h of
the content is divided into, for exanple, quarters, the hash value of
each of the 2Thepepdeenuant 203 pocedes, fidr sSteéRafgPe, THF FRPASPY t he

0. 5-second range fromthe top, is 5 conputed. The 1/4 portiqn or the 4/4
porti8n iGatfotdassaptes dde the REL e e SUSR S3ampe thethdhF cases.

content data is adapted for a predetermined method permitted
in the MiniDisc system. In the present case, the content
data encrypted in the PCM method is encrypted in, for
example, the ATRAC1 method.

10 Next, proceeding to step S34, the control unit 207
executes a process that writes the content data encrypted in
the process of step S33 into the MD 209. 1In other words, at
this time, the modem unit 204 is controlled by the control
unit 207, modulates the data which is encrypted in the

15 ATRAC1 method and which is supplied from the codec unit 203,
and outputs the modulated data to the recording/playback
unit 205. The recording/playback unit 205 records, in the
MD 209, the content data supplied from the modem unit 204.

In this way, audio data encoded in the method (ATRAC1

20 or ATRAC3) permitted in the MiniDisc system is written into
the MD 209. The MD 209 becomes able to be played back by
another MD player.

The arithmetical unit 206 extracts, in step S35,
extracts a predetermined portion from the content data

25 supplied from the codec unit 203, and computes its hash




Next, in step S36, the control unit 207 receives and supplies the hash
val ue conputed by the arithnmetical unit 206 to the encryption/decryption
unit 202, and controls it 10 to encrypt the hash val ue. The
encryption/decryption unit 202 encrypts the hash value in the CBCin the
DES, and supplies the value to the input/output unit 201. In step S37, the
i nput/output unit 301 transmts, to the personal conputer 1, the encrypted
hash val ue supplied 15 fromthe encréption/decryption unit 202 through the
USB cable 10. As described above, thethash value is stored in the usage
condition file 67Min the HDD 67 in the personal conputer 1 (step S17),
and based on it, check-out permtting 20 data is encrypted and transmtted
from t heypensQonalincerput ebmphtastien, Si8k. ofeeandi nghythi bfst@pe S38, the
control unit 207 in the ND deck 200 determ nes whether or not it has
recei vedcoheekt agt dpetidiett ingodattarf eaamphe ,peusanairscorguet &asbh. 25 In
ot her words, when data is transmtted fromthe - 31 personal conputer 1
t hrough theudSBfcehka b, thee?2/édnpotridonpandudi/d 20t tievei Ves and supplies
the data to the encryption/decryption unit 202. The encryption/decryption
unit 202eceapypt, s offhdaitapin, téercddéd seéavadamdnget pues tthe Zogecdded resul t
to the control unit 207. By reading the data supplied fromthe
encr ypt i cemgacedpt | Gheudi/d POZtioheor the 4/4 portion is not used
since it has an anacoustic range in many cases.
Next, in step S36, the control unit 207 receives and
supplies the hash value computed by the arithmetical unit
206 to the encryption/decryption unit 202, and controls it
10 to encrypt the hash value. The encryption/decryption unit
202 encrypts the hash value in the CBC in the DES, and
supplies the value to the input/output unit 201.
In step S37, the input/output unit 301 transmits, to
the personal computer 1, the encrypted hash value supplied
15 from the encryption/decryption unit 202 through the USB
cable 10.
As described above, the hash value is stored in the
usage condition file 67M in the HDD 67 in the personal
computer 1 (step S17), and based on it, check-out permitting
20 data is encrypted and transmitted from the personal computer
1 (step S18).
Accordingly, in step S38, the control unit 207 in the
MD deck 200 determines whether or not it has received check-

out permitting data from the personal computer 1.

25 In other words, when data is transmitted from the



control unit 207 can determ ne whether or not the check-out permtting
data has been received. When the check-out permtting data has been
received, 10 proceeding to step S39, the control unit 207 generates the
TOC data corresponding to the content witten in the process of step S34,
supplies the TOC data to the recordi ng/playback wunit 205, and records the
TOC data in the TOC field of the MNMD 209. This records, as the TOC dat a,
the address 15 information, etc., of the content witten in the process of
step S34. After the TOC is recorded irlthe MD 209, by reading it, the
correspondi ng content becones able to be played back. In other words, if
the content is recorded in the process of 20 step 34, when the
correspopdirBgnd@Ccaabates NOthwouheRheanssMBadeek 101, aheMD pl ayer into
which the MD 209 is |oaded cannot play back the content fromthe MD. By
witing theut7oGtgatauaarr espordicedves the $0Gpdaea ithet Hetpr doesdeof step
S39, the content becones able to be read. 25 In step S38, when it is

det er ni nedctrigat ibhé dekegbtdon un32 2p&r.n Thiengndavathas /decrivedd onecei ved,
the process of step S39 is skipped. In other words, since no TOC data is
witten unith§2cdseryphie ¢bet énpudat enwoidededaits ehd opitPrdEss téfe step S34
beconmes inability to be played back 5 (becones a state simlar to a
substant dalcbgdednweisulén tot &he) conarpdr uphé 20t enBYakGach&aTOhedgRd2

correspondi ng . _
supplied from the encryption/decryption unit 202, the

control unit 207 can determine whether or not the check-out
permitting data has been received.
When the check-out permitting data has been received,
10 proceeding to step 839, the control unit 207 generates the
TOC data corresponding to the content written in the process
of step S34, supplies the TOC data to the recording/playback
unit 205, and records the TOC data in the TOC field of the
MD 209. This records, as the TOC data, the address
15 information, etc., of the content written in the process of
step S534.
After the TOC is recorded in the MD 209, by reading it,
the corresponding content becomes able to be played back.
In other words, if the content is recorded in the process of
20 step 34, when the corresponding TOC data is not written, an
MD deck or an MD player into which the MD 209 is loaded
cannot play back the content from the MD. By writing the
TOC data corresponding to the TOC data in the process of
step 839, the content becomes able to be read.

25 In step S38, when it is determined that the check-out



thereto are witten in the MD 209 in the above nethod, the MD deck 200
becones able to play back the content recorded in the MD 209. 10 In other
‘wor ds, when the operation unit 208 is operated by the user to conmand
pl ayback of the content, the control unit 207 controls the
recordi ng/ pl ayback unit 205 to play back the designated content fromthe
MD 209. The pl ayed- back data is supplied and denpbdul ated in the nodem unit
204, 15 and is supplied to the codec é it 203. The codec unit 203 wuses the
ATRACL nmethod in the present case to rypt the data supplied fromthe
nodem unit 204, and supplies the data obtained by the decryption to the
i nput/output unit 201. The input/output unit 201 perforns D) A conversion on
the 20 datrmisuppbi adthr aast hetcodea wecki28d, ahd pubpess blfestepnverted
data from an earphone or a speaker which is not shown. Next, check-in
processi 839 ssdegiéppbdd wirnhhoteter encds,t einke hbolORadiesa AsFig. 11 and
Fig. 12. Fig. 11 shows a 25 check-in process of the personal conputer 1,
and Fi g. wt2tte83inshbws aaskeckhiencpnoesssdefat Weivbededk ZO® First, the
check-in process in Fig. 11 of the personal conputer 1 is described. This
process psoeresubédsihadi 63Kl pechased ioabifdtyokreRe RERIGEN®FCKpr ogr am 54F
by the CPU 51 5 when check-in of predeterm ned content is, designated by
oper a i ngbebpmele ausdrte KdNidgit 2IubHBKelpbhy qupyripten state).
After the content and the TOC data corresponding
thereto are written in the MD 209 in the above method, the
MD deck 200 becomes able to play back the content recorded
in the MD 209.
10 In other words, when the operation unit 208 is operated
by the user to command playback of the content, the control
unit 207 controls the recording/playback unit 205 to play
back the designated content from the MD 209. The played-
back data is supplied and demodulated in the modem unit 204,
15 and is supplied to the codec unit 203. The codec unit 203
uses the ATRAC1 method in the present case to decrypt the
data supplied from the modem unit 204, and supplies the data
obtained by the decryption to the input/output unit 201.
The input/output unit 201 performs D/A conversion on the
20 data supplied from the codec unit 203, and outputs the
converted data from an earphone or a speaker which is not
shown.
Next, check-in processing is described with reference

to the flowcharts in Fig. 11 and Fig. 12. Fig. 11 shows a

25 check-in process of the personal computer 1, and Fig. 12



the touch pad 25. In step S51, the CPU 51 requests the MD deck 200 to
conpute a hash value of content to be checked in which is 10 designated by
the user. As described later with reference to Fig. 12, based on this
request, the MD deck 200 conputes the hash val ue of the designated
content, encrypts the value, and transmtted the encrypted value (step S72
to step S75). Accordingly, in step S52, the CPU 51 determ nes whether 15
or not it has received the hash val ue. ?%en it has received the value, it
y

proceeds to step S53, and uses the ‘entryption/decryption program 541 to

decrypt the encrypted hash value. In step S54, the CPU 51 finds whether or
not the hash 20 val ue obtained by decryption in step S53 is stored as the
content IsRowWs g chedkr irherdatemzasd (thee M agpekcdiddition file 57M of the
HDD 67. \Wen he hash val ue obtained by decryption in step S53 is stored as
the content |Birshe €RY cbecprovepdeocessstiapFsss, landfr éhgedessepelND deck
200 to 25 check in the designated content. - 34 Wien receiving this
check-i n qosesty, 1t He MR stecioerD0 Tt agfe déy resoidhPaomanty as
described later, and transmts a content-deletion notification in an
encr ypt edPasest AN $thep £ TR N PaSAgENen AR AT I3AF Ry thep B85, 2k he cPU 51
determ nes whether or not it _has recejved the QontenL-deIeaiq?
noti f Pcatiisyy check-in of predetermined content 1s designate y
operating, by the user, the jog dial 23, the keyboard 24, or
the touch pad 25.
In step S51, the CPU 51 requests the MD deck 200 to
compute a hash value of content to be checked in which is
10 designated by the user. As described later with reference
to Fig. 12, based on this request, the MD deck 200 computes
the hash value of the designated content, encrypts the value,
and transmitted the encrypted value (step S72 to step §875).
Accordingly, in step S52, the CPU 51 determines whether
15 or not it has received the hash value. When it has received
the value, it proceeds to step S53, and uses the
encryption/decryption program 54I to decrypt the encrypted
hash value.
In step S54, the CPU 51 finds whether or not the hash
20 value obtained by decryption in step S53 is stored as the
content ID (Fig. 7) in the database (the usage condition
file 57M) of the HDD 67. When he hash value obtained by
decryption in step S53 is stored as the content ID, the CPU
51 proceeds to step S55, and requests the MD deck 200 to

25 check in the designated content.



When it has received, proceeding to step S57, it executes the check-in
process. Specifically, for exanple, the nunber of tinmes check-out can be
-perfornmed, which is showmn in Fig. 10 7, is increnented from"2" to "3" by
1. When it is determned in step S52, that the hash value has not been
received fromthe MD deck 200 despite requesting the hash val ue
conputation, when it is determined in step S54 the correspondi ng hash
value is stored, or when 15 it is dq;%rntned in step S56 that the
content-deletion notification has not4been recei ved, the CPU 51 proceeds
to step S58 and executes error processing. In other words, in these
cases, it is found that the designated content is not content managed by
t he personal whaputeceiving thes otheck20n appanasts tie alDudaokhobPzed MD
deck, so that the check-in process cannot be executed. Next, the check-in
process dklehesMbhdeckr286ppsdidgsceonliedtwi e deseréhed fLetee ARGwchart in
Fig. 12. First, in step S71, the control unit 207 receives, from_ 25 the
per sonal tcenputies &, cohsensqdedetionconpifécendonadn an3sncFyPEedf t he
predeterm ned content. In other words, when the personal conputer 1
request s folm HaskhpreaPié é8ApS&ti-on in step S51, as described above, this

request is decrypted by the encryption/decryption. unit 202 and is supplied
to the 5 cont@@FOHﬁ%Pg§E7.1V%%ﬁePe§é§viFﬁetﬂégr5gug§£?r?ﬁaeéoﬂg?%ﬁerunit

207 controls the recordi ng/ pl ayback unit 20Q in.ste . o .
or not it has rec%i%edYthe content—deletﬁonpnotlflcatlon.

When it has received, proceeding to step S57, it executes

the check-in process. Specifically, for example, the number

of times check-out can be performed, which is shown in Fig.
10 7, is incremented from "2" to "3" by 1.

When it is determined in step S$52, that the hash value
has not been received from the MD deck 200 despite
requesting the hash value computation, when it is determined
in step S54 the corresponding hash value is stored, or when

15 it is determined in step S$56 that the content-deletion
notification has not been received, the CPU 51 proceeds to
step S58 and executes error processing. In other words, in
these cases, it is found that the designated content is not
content managed by the personal computer 1, or the other

20 apparatus is an unauthorized MD deck, so that the check-in
process cannot be executed.

Next, the check-in process of the MD deck 200 is
described with reference to the flowchart in Fig. 12.

First, in step 871, the control unit 207 receives, from

25 the personal computer 1, the request to compute the hash



S72 to play back the predeterm ned portion of the requested content and to
extract its data. In step S73, the control unit 207 supplies the 10
arithnmetical unit 206 with the content data extracted in the process of
step S72, and controls it to conmpute the hash value. In step S74, the
control unit 207 supplies the encryption/decryption unit 202 with the hash
val ue conputed in step S73, and controls it to encrypt the value. In step
15 S75, the input/output unit 201 transits, to the personal conputer 1
and t hrough the USB cable 10, the encriypted hash value which is supplied
fromthe encryption/decryption unit 202. As described above wth reference
to Fig. 11, when 20 receiving the hash val ue, the personal conputer 1
request svatthe olfecke mprelettkemiarideniontenep S5 otAecomeinggl,y whem step
S76, the control unit 207 determ nes whether or not it has received the
cont ent cahec ke onequestnpuiieen li ireh@e s tseddiev dd,shi tvagnec eedpute tsitoep S77,
and controls the 25 recordi ng/ playback unit 205 to del etes the content

recor ded in 3Gep $5tlhe aWDA2Br ibee ebotveol tivist r2eHesdntisoldsanypted
recordi ng/ pl ayback unit 205 to rewite the TOC data in response to the
content dol éthicorencapttiond dscaypSi®@n und tc@ft2r gindunist S2PPLEGE el $hehe 5
encryption/decryption unit 202 to encrypt a notification_ representing the
cont eht @gngqqdnpnéﬁd2@g.nommp@ tneseiving the request, the control

unit 207 controls the recording/playback unit 200 in step
S72 to play back the predetermined portion of the requested
content ahd to extract its data.
In step 573, the control unit 207 supplies the
10 arithmetical unit 206 with the content data extracted in the
process of step $72, and controls it to compute the hash
value. 1In step S74, the control unit 207 supplies the
encryption/decryption unit 202 witﬁ the.hash value computed
in step S73, and controls it to encrypt the value. 1In step
15 875, the input/output unit 201 transmits, to the personal
computer 1 and through the USB cable 10, the enérypted hash
value which is supplied from the encryption/decryption unit
| 202,
As described above with reference to Fig. 11, when
20 receiving the hash value, the personal computer 1 requests
the check-in of thelcontent (step 855). Accordingly, in
step S76, the control unit 207 determines whether or not it
has received the content check-in request. When it haé
received, it proceeds to step S$77, and controls the

25 recording/playback unit 205 to deletes the content recorded



personal conputer 1. As described above, the personal conputer 1 executes
the check-in process (step S57). 10 Wien it is determned in step S76 that
no content check-in request is transmtted fromthe personal conputer 1,
the processes of step S77 and S78 are skipped. In other words, in this
case, the check-in process is not executed. Although, in the foregoing, a
hash value is conmputed 15 only for content designated as content to be
checked out (the check-in process caggge conpleted in a short tine by
conputing only the hash value of the i'gnated content in this way since
hash val ue conputation relatively needs tine), it is possible that hash
val ues of all pieces of the content 20 be conputed beforehand and st ored.
The process the MD 200ase Thies cdesailbetiw 210 5r efoertermdes tthiet he fl owcharts in
Fig. 13 and Fig. 14. Fig. 13 illustrates the check-in process of the
per sonal reaopdtiery/blabalck singr 395, tichere@RUt®l theq et slatttse ivD deck 200 to
- 37 conpute a hash value of content in which order nunmber (display
nunber) iresponde desdhiehedntamndr dsiltelt iogf.erence to the flowchart in Fig.
14, in response to the request, the MD deck 200 conputes the hash val ue of
t he desi gnat eNestnt ént ssern878r atbri conthelvanié PA7aROBREPYHt E8Sf orm (step
S124 in Fig. 14). Accordingly, the CPU 51 determ nes whether or not
5 encryption/decryption unit 202 to encrypt a notification
representing the content deletion, and to notify the
personal computer 1.
As described above, the personal computer 1 executes
the check-in process (step S57).
10 When it is determined in step S$76 that no content
check-in request is transmitted from the personal computer 1,
the processes of step S77 and S78 are skipped. In other
words, in this case, the check-in process is not executed.
Although, in the foregoing, a hash value is computed
15 only for content designated as content to be checked out
(the check-in process can be completed in a short time by
computing only the hash value of the designated content in
this way since hash value computation relatively needs time),
it is possible that hash values of all pieces of the content
20 be computed beforehand and stored. The process in this case
is described with reference to the flowcharts in Fig. 13 and
Fig. 14.

Fig. 13 illustrates the check-in process of the

personal computer 1.

25 In step S91, the CPU 51 requests the MD deck 200 to



it. has received the hash value. Wen it has received, it proceeds to step
S94, and decrypts the hash value (deci phers a code). 10 In step S95, the
CPU 51 deternm nes whether or not the hash value decrypted in the process
of step S94 is stored as content IDin the usage condition file 67Min the
HDD 67. \When the decrypted hash value is stored in the usage condition
file 67M the CPU 51 proceeds to step S96, and 15 controls the LCD 26 to

di splay the order nunber of the contﬁg} in a normal state (in nornal

forn). Conversely, when it is deternimed that the decrypted hash value is
not stored as the content ID, the CPU 51 proceeds to step S97 and

di spl ays, on the LCD 26, the order 20 nunber corresponding to the content
in an i ncempadef ar tasht vadyenotf kensand tihawhdcoht endewhosebleash val ue is
not stored as the content ID is nanaged by the personal conputer 1 about
check-i n (@idpdhagc kuobier)Cdsvér.selhp, deseribled Radler wilthe riefegtemrcgd ta t may
be said that the corresponding 25 content is nmanaged by the personal

conput er thealfdwwchlaedk -inn F1938 1 4and rcreskponste. the J&vediiegv@s t/héher &Y

nunber displayed in the normal formor the inverted form_ the user can

det er ni neleckhé@feconputsts tthe destemaliue wgndded dsp igRe t5er seRdientconmput er
1, which is presently linked. 5 In step S92, when it is determnm ned that the
hash ¥al @@d HaenseH tsedher ¥adivped ™ PEMSNIRE YIS Sfe 0 00,5 i 5388 51

Fig. 14). Accordingly, the CPU 51 determines whether or not
it has received the hash value. When it has received, it
proceeds to step S94, and decrypts the hash value (deciphers
a code).

10 In step S95, the CPU 51 determines whether or not the
hash value decrypted in the process of step 594 is stored as
content ID in the usage condition file 67M in the HDD 67.
When the decrypted hash value is stored in the usage
condition file 67M, the CPU 51 proceeds to step S96, and

15 controls the LCD 26 to display the order number of the
content in a normal state (in normal form).

Conversely, when it is determined that the decrypted
hash value is not stored as the content ID, the CPU 51
proceeds to step S97 and displays, on the LCD 26, the order

20 number éorresponding to the content in an inverted form.

It may not be said that content whose hash value is not
stored as the content ID is managed by the personal computer
1 about check-in and check-out. Conversely, when the hash
value is stored, it may be said that the corresponding

25 content is managed by the personal computer 1 about check-in




proceeds to step S93 and executes error processing. After the process of
step S96, S97, or step S93, the CPU 51 determnes in step S98 whether it
has requested 10 conputation of hash values of all the pieces of the
content. \Wen content for which no request is nade remains, the CPU 51
returns to step S91 and repeatedly executes the subsequent processes. Wen
it is determned in step S98 that the above 15 processes are executed for
all the pieces of content, the order nbers of all the pieces of content
recorded in the MDD 209 |oaded into the”MD deck 200 are displayed on the
LCD 26. By viewing the display, the user can designate content to be
check-in. 20 Accordingly, in step S99, the CPU 51 determ nes whether or
not cont enid tahdek-chack- iDedendiesy gmattete rddre rusdrer dAfsgrl ayed ciontent i s
not designated, the CPU 51 proceeds to step S105, and determ nes whet her
or not chéekniarmefl ddrnt e thicedes eftacbriicam, ithecomdretemh dgt@rieck-in
of all the 25 pieces of content is not conpleted, the CPU 51 returns to -
39 stepvW@Lhemodnr epdattdd] ycaaemt dss tipnagass dyudite rodedses. I n step
S99, when it is determned that the content to be illustration is

desi gnat expmpp tete luseihiqhd sCRY BEPrlot deddk e st ep S100, and det ermi nes
whet her or not the 5 designated content can be checked in. As described

aboved the of8eptRBnBER oWhEBnidnt SnERE§ET LB FE e tdiEn &8 SEoMFdtsr
has not been received from the MD deck 200, the CPU 51

proceeds to step S93 and executes error processing.
After the process of step S96, S97, or step S93, the
CPU 51 determines in step S98 whether it has requested

10 computation of hash values of all the pieces of the content.
When content for which no request is made remains, the CPU
51 returns to step S91 and repeatedly executes the
subsequent processes.

When it is determined in step S98 that the above

15 processes are executed for all the pieces of content, the
order numbers of all the pieces of content recorded in the
MD 209 loaded into the MD deck 200 are displayed on the LCD-
26. By viewing the display, the user can designate content
to be check-in.

20 Accordingly, in step S99, the CPU 51 determines whether
or not content to be check-in is designated by the user.
When the content is not designated, the CPU 51 proceeds to
step 5105, and determines whether or not check-in of all the
pieces of content is completed. When check-in of all the

25 pieces of content is not completed, the CPU 51 returns to



1 is displayed in the normal format, and the order nunber of content that
is not managed is displayed in the inverted form Accordingly, based on
whet her or not the designated 10 order nunber is displayed in the nornal
format, it is determ ned whether or not the content can be displ ayed.

When the content that can be check-in is designated, the CPU 51 proceeds to
step S101, and encrypts the hash value of the designated content as
content ID, and transmits 15 the hash value to the MD deck 200
(alternatively, instead of the hasH’ﬁgfdé, t he order nunber corresponding
to the content may be encrypted and transmtted). As described later with
reference to Fig. 14, when - receiving the hash value of the content to be
check-i n,stepe 5920 MRderipe2@edigl etxesuthe dhret entbseorreespenaioss stess .t he hash
value, and transmts a deletion notification (step S129). Accordingly, in
step S102, th&nCBRUeplséét ewhenest whetlkéeroinpdt thethaber ecoitead the
content deletion notification fromthe MD deck 200. Wien it has received,
it 25 prdeeddd uso rsttdpnSiGs desmidnextecutes thecesksi s 6dd5lon - 40 the
content. Specifically, the nunber of tinmes check-out can be perforned is

i ncrenentedseds teheter S19 Meteardhidead imd nase  ISTHE 1 14t e Wesi gnat ed
content cannot be check-in, or when it is determined in ste 5 S102 t hat

t he cdnt &lesigEagigdFARFENE N &F KA Bden At A/ASEF 1hak B S

proceeds to step S104, and executes
the order number of content managed by the personal computer

1 is displayed in the normal format, and the order number of
content that is not managed is displayed in the inverted
form. Accordingly, based on whether or not the designated
10 order number is displayed in the normal format, it is
determined whether or not the content can be displayed.

When the content that can be check-in is designated,
the CPU 51 proceeds to step S101, and encrypts the hash
value of the designated content as content ID, and transmits

15 the hash value to the MD deck 200 (alternatively, instead of
the hash value, the order number corresponding to the
content may be encrypted and transmitted).

As described later with reference to Fig. 14, when
receiving the hash value of the content to be check-in, the

20 MD deck 200 deletes the content corresponding to the hash
value, and transmits a deletion notification (step S129).

Accordingly, in step S$102, the CPU 51 determines
whetﬁer or not it has received the content deletion
notification from the MD deck 200. When it has received, it

25 proceeds to step S103, and executes a check-in process on



error processing. After the process of step S103 or step S104, the CPU 51
proceeds to step S105, and determ nes whether or not check-in of all the
pi eces of content is 10 conpl eted. Wen content on which check-in is not
conpleted remains, the CPU 51 returns to step S99, and repeatedly

execut es the subsequent processes. Wien it is determned that the check-in
of all the pieces of content is conpleted, the process is termnated. 15
Next, a check-in process of the MD deck 200 is described with reference to
the flowmhart in Fig. 14. Wen receTv‘f(%g', in step S121, the request to
conpute the hash value of the content corresponding to the designated
order nunber, in step S122, the control unit 207 20 controls, based on the
request, thke canitdniet i Galeddfiitlca2Q ,t aheompittbe 1t kef Hastesvahexkefouthe cont ent
corresponding to the designated order nunber. In step S123, the control
uni t 207 ceinoibes pear farmadntier nalcrezemryed by Hash val ue conputed by the
arithnetical 25 unit 206 in the process of step S122. This nenory is used,
- 41 in the phevess 0fF detcpr8ipgddésceitbedSL&Pethatothgedesfignagemdtent to
be deleted. Next, in step S124, the control unit 207 supplies the

encrypt i eondesrty pleirge tuie 2GZkwiitrh tdre Wiedh ialife dsdifFiRiged 51 Bhake
process of step S122, and controls it to encrypt the value. The encrypted
hash §al $d 02 td@dt rtdld epntede deletion notification has not been

received, the CPU 51 proceeds to step S104, and executes
error processing. After the process of step S103 or step
S104, the CPU 51 proceeds to step S105, and determines
whether or not check-in of all the pieces of content is

10 completed. When content on which check-in is not completed
remains, the CPU 51 returns to step S99, and repeatedly
executes the subsequent processes. When it is determined
that the check-in of all the pieces of content is completed,
the process is terminated.

15 Next, a check-in process of the MD deck 200 is
described with reference to the flowchart in Fig. 14.

When receiving, in step S121, the request to compute
the hash value of the content corresponding to the
designated order number, in step S122, the control unit 207

20 controls, based on the request, the arithmetical unit 206 to
compute the hash value of the content corresponding to the
‘designated order number.

In step S123, the control unit 207 stores in an

internal memory the hash value computed by the arithmetical

25 unit 206 in the process of step S122. This memory is used,



transmtted fromthe input/output unit 201 to the personal conputer 1. In
step S125, the control unit 207 determ nes whether 10 or not the hash

val ues of all the pieces of content have been conputed. Wen content for
whi ch conputati on has not been perfornmed remains, the process returns to
step S121 and repeatedly executes the subsequent processes. Wen it is
determ ned that the hash values of all the 15 pieces of content have been
conput ed by the above processes, a state in which a specific check-in
process can be executed is activatédA'THUs, the process proceeds to step
S126. In step S126, the control unit 206 determ nes whether or not the
hash val ue of the content to be check-in has been 20 received. In other
wor ds, whanthkepeorkeBst offo shepcack- desicy ittesi Jaaieed hy tikentsdy, the
personal conputer 1 encrypts the hash value of the content to be checked
in, and cbhaeam t® beededleted(.step S101). Accordingly, in step S126, when
the control unit 207 25 determi nes that the hash val ue has received as the
content - 42 NéBtofihhetepnSddt,tbhbecehbrkédunht RP7proppédsst hetep S127,
and controls the encryption/decryption unit 202 to decrypt the received,
encr ypt eénkayptigndidecrypstiop 9128, 20Re widdnithgl hawiht vaGrec SomPsited he
recordi ng/ pl ayback unit 205 to 5 delete the content corresponding to the
hash ¥al da sbeapFegessy odesitgpt Sdd2 . ARSE CORETO [t rdl Trnidn Py tes the

TOC
value. The encrypted hash value is controlled to be

transmitted from the input/output unit 201 to the personal
computer 1.
In step $125, the control unit 207 determines whether
10 or not the hash values of all the pieces of content have
been computed. When content for which computation has not
been performed remains, the process returns to step S§121 and
repeatedly executes the subsequent processes.
When it is determined that the hash values of all the
15 pieces of content have been computed by the above processes,
a state in which a specific check-in process can be executed
is activated. Thus, the process proceeds to step S126.
In step S126, the control unit 206 determines whether .
or not the hash value of the content to be check-in has been
20 received. In other words, when the content to be check-in
is designated by the user, the personal computer 1 encrypts
the hash value of the content to be checked in, and
transmits the value (step S101).
Accordingly, in step S126, when the control unit 207

25 determines that the hash value has received as the content




dat-a of the MD 209 in association with the deletion. In step S129, the
control unit 207 controls the encryption/decryption unit 202 to encrypt
the notification 10 representing the deletion of the content, and
transmts the notification to the personal conputer 1. As described above,
based on the notification, the personal conputer 1 executes the check-in
process on the deleted content (step S103). 15 Next, proceeding to step
S130, it is determ ned whether or not check-in of all the pieces of
content is conpleted. Wen content whtse check-in is not conpleted

remai ns, the process returns to step S126, and repeatedly executes the
subsequent processes. Wien it is determ ned that the check 20 in of all the
pi eces ofiDcoift aihte icontemy efcedie tdteeqkeatelss, i st perreeds edo Abeép S127,
comuni cati ons between the personal conputer 1 and ND deck 200 through the
USB cabl enti0 cand reiesr yhieednchyips i opr/eeentys tillone gali tc @Pyr itghtdasaydfenment . 25
Al t hough the above sequential processes can be executed - 43 by hardware,

t hey canthbe erceived,bpnsalivpiede havhevalyef.t wdne sitePusdd 8.0 theecute the
sequential processes, by installing a programformng the software into a
conput er copirel upls d8di cangdhar & COr Siingt/ BliEvRg SFaMindits 29 prtdyr ans,
the installation is perforned froma program _storage nediumto,, for
exanp$e,d@l@ﬁpt¢§@r§@§§e§§r§@ﬁ5pspondlng to the hash value obtained

by decryption. Also, the control unit 207 rewrites the TOC
data of the MD 209 in association with the deletion.

In step S129, the control unit 207 controls the
encryption/decryption unit 202 to encrypt the notification

10 representing the deletion of the content, and transmits the
notification to the personal computer 1.

As described above, based on the notification, the
personal computer 1 executes the check-in process on the
deleted content (step S$103).

15 Next, proceeding to step S130, it is determined whether
or not check-in of all the pieces of content is completed.
When content whose check-in is not compléted remains, the
process returns to step S126, and repeatedly executes the
subsequent processes. When it is determined that the check-

20 in of all the pieces of content is completed, the process is
terminated.

All communications between the personal computer 1 and
MD deck 200 through the USB cable 10 are encrypted. This
prevents illegal copyright management.

25 Although the above sequential processes can be executed



conputer, or the like, which can execute various functions. The program
storage nediumfor storing a programthat 1is installed into a conputer and
is controlled to be 10 executable by the conputer is forned by, as shown in
Fig. 6, the magnetic disk 121 (including a floppy disk), the optical disk
122 (including a CD-ROM (Conpact Disc-Read Only Menory) and a DVD (Digital
Versatile Disc), the magnetooptical disk 123 (including MD (M ni-Disc)),
package nedi a conposed of 15 the semicopductor nenory 124, etc., the ROM 70
or the HDD 67, which tenporarily or pefnmanently stores the program or the
| i ke. The storage of the programto the program storage nediumis
performed by using wired or wireless communi cation nedia such as a |ocal
area net wyr haridwarknt ehegt caantea e2@ ctitgidt dly satfemWairtee, Weough i nterfaces
such as a router and a nmodemif necessary. In the present Specification,

t he stepsotawsiret Ui nged he pxegudam sher seguentie lprapcedsstsor &ge nedi um

i nclude, not only sequential processes perforned in accordance with 25 the
descri bednertddil ingue @rognamodessenaniineh sfdvgae dintgy$ computegquential |y
perfornmed and which are executed separately or _in parallel. In addition,

t he progbarhléxdado gdiise tafoe réegrent iogl 1n5tdddsdes Vifdy B i nstal l ed into
the conputer by using wired 5 or wireless communication nedia such as a

| ocal 5 ar ®FoSEERET Kk ther A@sitaldatden dfd Perdiodmed f&ameid iR 9%% ough

i nterfaces ) .
storage medium to, for example, a multipurpose personal

computer, or the like, which can execute various functions.
The program storage medium for storing a program that
is installed into a computer and is controlled to be
10 executable by the computer is formed by, as shown in Fig. 6,
the magnetic disk 121 (including a floppy disk), the optical
disk 122 (including a CD-ROM (Compact Disc-Read Only Memory)
and a DVD (Digital Versatile Disc), the magnetooptical disk
123 (including MD (Mini-Disc)), package media composed of
15 the semiconductor memory 124, etc., the ROM 70 or the HDD 67,
which temporarily or permanently stores the program, or the
like. The storage of the program to the pfogram storage
medium is performed by using wired or wireless communication
media such as a local area network, the Internet, and a
20 digital satellite, through interfaces such as a router and a
modem if necessary.
In the present Specification, the steps consfituting
the program stored in the program storage medium include,
not only sequential processes performed in accordance with

25 the described order, but also processes which are not always



such as a router and a nodemif necessary. In the present Specification,
the systemrepresents the entirety of an apparatus constituted by a
plurality of 10 devices. Industrial Applicability According to the first
present invention, based on a conputation value conputed by anot her
arithnmetical 15 processing unit, content is managed. Thus, the copyright of
the content can be managed, even if identification information for
identifying the content is not found. According to the second present
invention, a conputation value conput®d based on content is transmitted
20 to another information processing apparatus, and based on the conputed
val ue, the content is managed based on managenent information transmtted
from t he segentiianfler petriformagpandt whichhase ehecodedestpeaated yused whil e
its copyright is being protected, even if identification 25 information for
i denti f yiimg palreldedt.ent is not found. - 45 According to the third present
i nvention, content is transmtted in an encrypted formfroma first
information pPnosddsthgnappheapusgramacsecvhdngntbenabP¥A prEVEBSH A
apparatus, and the code is decrypted and recorded on a 5 recordi ng nedi um
by the secoedsissiSomeat Pen ipsteddsidng ntepfdcatc@Pudsd &Ycofpddatiidtdal ue
conmput ed based on the content is transmtted to the first inforpmation
proce%simj wireless communication media such as a local area network,

the Internet, and a digital satellite, through interfaces

such as a router and a modem if necessary.

In the present Specification, the system represents the
entirety of an apparatus constituted by a plurality of

10 devices.

Industrial Applicability
According to the first present invention, based on a
computation value computed by another arithmetical
15 processing unit, content is managed. Thus, the copyright of
the content caﬁ be managed, even if identification
information for identifying the content is not found.
According to the second present invention, a
computation value computed based on content is transmitted
20 to another information processing apparatus, and based on
the computed value, the content is managed based on
management information transmitted from the other
information apparatus. Thus, the content can be used while
its copyright is being protected, even if identification

25 information for identifying the content is not found.



apparatus. The first information processing apparatus generates and
transmts managenent infornmation based on the 10 conputed value to the
second i nformation processing apparatus, and perforns managenent based on
the conputed value of the content. Therefore, an information processing
system that can manage the copyright of content, even if identification
information for identifying the content is 15 not found. - 46 CLAIMS 1.
An i nformation processing apparatus for perform ng content managenent,
conpri sing: acquiring nmeans which achﬁ%és content to be 5 transferred to
anot her information processing apparatus; encryption neans which encrypts
the content acquired by said acquiring neans; . transmtting neans which
transmts thenepsrapigdro CONéEPhit@ phesohbeinvahoiom]i conpentessi ng
apparatus; 10 receiving neans which receives, fromthe other information
processi RgaBppakt&kds inaatoBpdrgbicted ¥akne fromnmputtédshasedoamatthencont ent
transmtted by said transmtting neans; and managenent neans whi ch, based
on the cep@pukakian wabueaths tecei wedoby saifdrmecéioni pgoseasdingmanages t he
content. 2. An information processing apparatus according to Caim1,
further ecppprasiusg shdrape wedes ishidelrypgeds ankde recorded on a

5 recording medium by the second information processing
apparatus, and a computation value computed based on the
content is transmitted to the first information processing
apparatus. The first information processing apparatus
generates and transmits management information based on the

10 computed value to the second information processing
apparatus, and performs management based on the computed
value of the content. Therefore, an information processing
system that can manage the copyright of content, even if
identification information for identifying the content is

15 not found.



conput ati on val ue received by said receiving neans, 20 wherein, when said
storage neans stores the conputation value, said managenent neans
transmts, to the other information processing apparatus, usage
information for causing the use of the content by the other information
processi ng apparatus to be substantially permtted. 25 - 47 3. An

i nformati on processi ng apparatus according to Caim2, wherein the usage
information is information for checkl % out the content to the other
information processing apparatus. An information processing apparat us
according to Claim2, wherein, after the conputation value is stored in
said storage neans, when said receiving neans receives the conputation
value fromthe other information prategsisng 10 apparatus, if the received
conput ati on val ue corresponds to the conputation value stored in said

st orage Meanan $afdrmaahagepentesvang bppasaikts, foo pheforhéngi nf or mati on
processi ng apparatus, usage information for causing the use of the content
by the othetennfoenagenanp;ocespirhgiagparatus 15 not to be substantially
permtted. 5. An information processing apparatus according to Caim4,
wherei n the usegelfhiprnearenvisch niouwbr¢onceoiethetRiPg out the content

fromthe other information groce55|n
5 transferred to another information processing apparatus;

encryption means which encrypts the content acquired by
said acquiring means;

transmitting means which transmits the encrypted
content to the other information processing apparatus;

10 receiving means which receives, from the other
information processing apparatus, a computation value
computed based on the content transmitted by said
transmitting means; and

management means which, based on the computation value

15 received by said receiving means, manages the content.

2. An information processing apparatus according to Claim 1,
further comprising storage means which stores the
computation value received by said receiving means,

20 wherein, when said storage means stores the computation
value, said management means transmits, to the other
information processing apparatus, usage information for
causing the use of the content by the other information
processing apparatus to be substantially permitted.

25



20 -apparatus. 6. An information processing apparatus according to Claim1,
further conprising encoding neans whi ch encodes the content acquired by
said acquiring neans into a different format, 25 wherein said encryption
means encrypts the content - 48 encoded by said encoding neans. 7. An

i nformation processing apparatus according to Claim1, wherein the
conputation value is a hash value conputed based 5 on the data of a portion
of the content. 8. An information procgﬁsing met hod for an information
processi ng apparatus whi ch perforns content nmanagenent, including: 10 an
acquiring step which acquires content to be transferred to another

i nformati on processi ng apparatus; an encryption step which encrypts the
cont ent acquirhednfiormeaiibraguidd s st egppardtneEnsatceidigpstep Ahath 2,
transmts the encrypted 15 content to the other information processing
appar at ugherainectgeviunggst ép fnlrmett ioacéisvés fofrmamithe fotrheheickfiiomat i on
processi ng apparatus, a conputation value conputed based on the content
transmt bed ithesapdtentasonithe pgherepnigmmazdon PECEGEFEMI st ep whi ch,
based on the conputation value received in said receiving step, nmanages

t he cont eépPargtuA.program st orage nedi um storing a conputer-readabl e

5
4. An information processing apparatus according to Claim 2,
wherein, after the computation value is stored in said
storage means, when said receiving means receives the
computation value from the other information processing

10 apparatus, if the received computation value corresponds to
the computation value stored in said storage means, said
management means transmits, to the other information
processing apparatus, usage information for causing the use
of the content by the other information processing apparatus

15 not to be substantially permitted.

5. An information processing apparatus according to Claim 4,
wherein the usage information is information for checking
out the content from the other information procéssing

20 apparatus.

6. An information processing apparatus according to Claim 1,
further comprising encoding means which encodes the content
acquired by said acquiring means into a different format,

25 wherein said encryption means encrypts the content



program for an information processing apparatus which 25 perforns content
managenent, the programincluding: - 49 an acquiring step which acquires
content to be transferred to another information processing apparatus; an
encryption step which encrypts the content acquired in said acquiring
step; 5 a transmtting step which transmts the encrypted content to the
other information processing apparatus; a receiving step which receives,
fromthe other information processinglﬁgparatus, a conputation val ue
conput ed based on the content transmtted in said 10 transnitting step; and
a managenent step which, based on the conputation value received in said
recei ving step, manages the content. 10. A program for causing a conputer
whi ch corhreldedaby 53 idnkeacwdtngn meraacessi ng appar at-us for performng
content managenent to execute: an acquiring step which acquires content to
be transferred to another information processing apparatus; an encryption
step which encrypts the content acquired 20 in said acquiring step; a

t ransmi t t7i.ng A8t dp fgimgdt itarammsrdass g aarpaptads oreERing ote helainhel

i nformation processing appara tus; .a receiving step which receives, from

t he ot hewhiemedinmahieo FOpPHEasSiong Vapper dsud, ha sbo Mgt icomPrdiage based

5 on the data of a portion of the content.

8. An information processing method for an information
processing apparatus which performs content management,
including:

10 an acquiring step which acquires content to be
transferred to another information processing apparatus;

an encfyption step which encrypts the content acquired
in said acquiring step;

a transmitting step which transmits the encrypted

15 content to the other information processing apparatus;

a receiving step which receives, from the other
information processing apparatus, a computation value
computed based on the content transmitted in said
transmitting step; and

20 a management step which, based on the computation value

received in said receiving step, manages the content.

9. A program storage medium storing a computer-readable
program for an information processing apparatus which

25 performs content management, the program including:



25 conput ed based on the content transmtted in said - 50
step; and a managenent step which, based on the conputation val ue

in said receiving step, manages the content. 5 11. An information

processi ng apparatus using content,

acquires content transferred from another information processing

appar at us;

conpri sing: acquiring nmeans which

transmtting
recei ved

conputi ng neans whi ch, based on the content acquired by 10 said

acquiring nmeans, perforns predeterm ned conputation; transmitting means
which transmts, to the other information processing apparatus, the
conput ati on value conputed by said conputing neans; receiving neans which,

based on the conputation val ue

recei ves manageneotuirbhgr saepowhioh aagadrag theteont éntbehich is
transmtted fromthe other information processing apparatus; and
nanagenemmamaéesrwhl¢b ahbasde ro n niflve marri age peoc e sisdngr mppiag? tvecei ved by
said receiving means, manages the 20 content. 12. An information
processi ng apparanusyatcgndshgptwhtrhlﬁﬂCIthﬁhéhélﬁ°§§P§tcéﬁﬁHﬂFﬁ§ means
conput es a hash val ue based on the data of a portion of the content.

51
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in said acquiring step;

a transmitting step which transmits the encrypted
content to the other information processing apparatus;

a receiving step which receives, from the other
information processing apparatus, a computation value
computed based on the content transmitted in said
transmitting step; and

a management step which, based on the computation value

received in said receiving step, manages the content.

10. A program for causing a computer which controls an
information processing apparatus for performing content
management to execute:

an acquiring step which acquires content to be
transferred to another information processing apparatus;

an encryption step which encrypts the content acquired
in said acquiring step;

a transmitting step which transmits the encrypted
content to the other information processing apparatus;

. a receiving step which receives, from the other
information processing apparatus, a computation value

computed based on the content transmitted in said

15 transmtted by said transm tting neans,

25 -



13.- An information processing apparatus according to Caim 11, wherein:
said acquiring neans acquires encrypted content transmtted fromthe other
i nformati on processing apparatus; 5 said information processing apparatus
further conprises: -decryption nmeans whi ch decrypts the encrypted content
acquired by said acquiring neans; and recordi ng neans which records, on a
recordi ng medium 10 the content decrypted by said decryption neans; and
based on t he managenent i nformation, Q}Q_nanagenent nmeans records, on
said recording nmedium information fo causing the content to be usable.
15 14. An information processing apparatus according to Claim 13, wherein
t he managenent information is information for checking out the content
from t hetethemiicnbagmatiepn apdocessi ng apparatus. 20 15. An information
processi ng apparatus according to daim ~3, wherein said nanagenent neans
records the T&Gnahafjenemti snepfwhbehcopéead on thedcewpotrdtbhgnnmediuem 16.
An information processing apparatus according to Claim 25 13, further
conpri si mgcenvedi ng seads rekediivgceded .t menagss® thentcenteddcrypted by said
decryption nmeans into a different format, wherein:
5 11. An information processing apparatus using content,
comprising:
acquiring means which acquires content transferred from
another information processing apparatus;
computing means which, based on the content acquired by
10 said acquiring means, performs predetermined computation;
transmitting means which transmits, to the other
information processing apparatus, the computation value
computed by said computing means;
receiving means which, based on the computation value
15 transmitted by said transmitting means, receives management
information for managing the content which is transmitted
from the other information processing apparatus; and
management means which, based on the management

information received by said receiving means, manages the

20 content.

12. An information processing apparatus according to Claim
11, wherein said computing means computes a hash value based
on the data of a portion of the content.

25



said recordi ng neans records the content encoded by 5 said encodi ng neans;
and sai d conputing neans perforns conputation for the content encoded by
.sai d encodi ng nmeans. 17. An information processing apparatus according to
Claim 10 11, wherein: said acquiring neans acquires the content recorded
on said recording nedium and said managenent neans del etes, based on the
managenent information, the content recorded on said recordi ng nmedium 15
18. An information processing apparat according to Claim 17, wherein the
managenent information is information for checking in the content to the
ot her information processing apparatus. 20 19. An information processing
met hod for an information processing apparatus using content, including:
an acqui 13ng anepndfbirohtidoqupresessihgneppransher pedordiom &voChadim
i nformation processing apparatus; 25 a conputing step which, based on the
content adquwhedein33 in said acquiring step, perforns predeterm ned
conputation; a transmtting step which transmts, to the other information
processi ng appaidtasqguihéngomparat foauyatscenebpLeedCPAt8Rtd conputi ng
step; ,
P transmitted from the other information processing apparatus;
5 said information processing apparatus further
comprises:
decryption means which decrypts the encrypted content
acquired by said acquiring means; and
recording means which records, on a recording medium,
10 the content decrypted by said decryption means; and
based on the management information, said management
means records, on said recording medium, information for

causing the content to be usable.

15 14. An information processing apparatus according to Claim
13, wherein the management information is information for
checking out the content from the other information

processing apparatus.

20 15. An information processing apparatus according to Claim
13, wherein said management means records the TOC

information of the content on said recording medium.

16. An information processing apparatus according to Claim

25 13, further comprising encoding means which encodes the



5 a receiving step which, based on the conputation value transmtted in
said transmtting step, receives nmanagenent information for nanagi ng the
content which is transmtted fromthe other information processing
apparatus; and a managenent step which, based on the managenent 10
information received in said receiving step, manages the content. 20. A
program st orage nedi um storing a programfor an information processing
apparatus using content, said programg 15 including: an acquiring step

whi ch acquires content transferred fr§n1another i nformation processing
apparatus; a conputing step which, based on the content acquired in said
acquiring step, perforns predeterm ned conputation; 20 a transmtting step
whi ch transtehs, deoryheedt hgr sanfiodrariyphipnonessengnippar didserensg
conput ati on value conputed in said conputing step; a receiving step which
based onfbombeatenputation value transmtted in said transmtting step,
recei ves managenent 25 information for managi ng the content which is
transmtted -wis#reiromthe other information processing apparatus; and a
managenent step which, based on the managenent information received in
sai d recei vi g2 5% epeCoRGRYBsTeHRS cHRERAES Bhe content encoded by

5 said encoding means,; and
said computing means performs computation for the

content encoded by said encoding means.

17. An information processing apparatus according to Claim
10 11, wherein:
said acquiring means acquires the content recorded on
said recording medium; and
said management means deletes, based on the management

information, the content recorded on said recording medium.

15
18. An information processing apparatus according to Claim
17, wherein the management information is information for
checking in the content to the other information processing
apparatus.

20
19. An information processing method for an information

processing apparatus using content, including:
an acquiring step which acquires content transferred
from another information processing apparatus;

25 a computing step which, based on the content acquired



21 A programfor a conputer which controls an information processing
apparatus using content, said program causing the conputer to execute:

-an acquiring step which acquires content transferred 10 from anot her

i nformation processing apparatus; a conputing step which, based on the
content acquired in said acquiring step, perforns predeterm ned
conputation; a transmtting step which transmts, to the other information
processi ng apparatus, the conputation value 15 conputed in said conputing
step; a receiving step which, based or he conputation value transmtted
in said transmtting step, receives nmanagenent information for managi ng
the content which is transmtted fromthe other information processing
appar at ush aadd28cquirehageserd, spepfolrmshprbdsedroanede conpaganaon ;
information received in said receiving step, manages the content. 22. An

i nformati on paotesssmytsisyestepnpnishngransmhits, 260i bherathedn processi ng
apparatus for managi ng content and a - 55 second information processing
appar at usnfisrmgttihe poatessingwappeiratusai ghei COMPURRSARRL VOAYSr ocessi ng
apparatus conprises: first acquiring neans which acquires content to be 5
t ransf er cegrugedaiid saédngompREAREt BERPPr ocessi ng apparatus; encryption

means whi ch encrypts the content
5 a réceiving step which, based on the computation value

transmitted in said transmitting step, receives management
information for managing the content which is transmitted
from the other information processing apparatus; and
a management step which, based on the management
10 information received in said receiving step, manages the

content.

20. A program storage medium storing a program for an
information processing apparatus using content, said program
15 including:
an acquiring step which acquires content transferred
from another information processing apparatus;
a computing step which, based on the content acquired
in said acquiring step, performs predetermined computation;
20 a transmitting step which transmits, to the other
information processing apparatus, the computation value
computed in said computing step;
a receiving step which, based on the computation value
transmitted in said transmitting step, receives management

25 information for managing the content which is transmitted



acquired by said acquiring neans; first transmtting nmeans which transmts
the encrypted content to said second information processing 10 apparatus;
‘first receiving nmeans which, fromsaid second information processing
apparatus, a conputation value conputed based on the content transmtted
by said first transmtting nmeans; 15 first managenent neans whi ch, based
on the conputation value received by said first receiving neans, nanages
the content; and generating neans whigg gener at es managenent i nformation
based on the conputation val ue receiv by said 20 first receiving neans
and transmts the managenent information to said second information
processi ng apparatus; and said second infornmation processing apparatus
conpri sesromsebendthequinfogmatans phochsatygi eppacatvent ar8 transferred
fromsaid first informati on processing - 56. 5 apparatus; conputing neans
whi ch, based armategengnierdtere gih¥dd, byased iR e MRILFPERE neans,

performs predeterm ned conputation; second transm tting nmeans which
transniténfepmghign received in said receiving step, mahages the

content.

21. A program for a computer which controls an information
processing apparatus using content, said program causing the
computer to execute:
"an acquiring step which acquires content transferred
10 from another information processing apparatus;

a computing step which, based on the content acquired
in said acquiring step, performs predetermined.computation;

a transmitting step which transmits, to the other
information processing apparatus, the computation value

15 computed in said computing step;

a receiving step which, based on the computation value
transmitted in said transmitting step, receives management
information for managing the content which is transmitted
from the other information processing apparatus; and

20 a management step which, based on the management
information received in said receiving step, manages the

content.

22. An information processing system comprising a first

25 information processing apparatus for managing content and a



first information processing apparatus, the conputation val ue conputed by
sai d conputing neans; second receiving neans which, based on the

‘conput ation value transmtted by said second transmtting 10 neans,
managenent information for managi ng the content which is transmtted from
said first informati on processing apparatus; and second nmanagenent neans
whi ch, based on the nanagenent information received by said second
receiving 15 means, nenages the content. )

second information processing apparatus using the content,
wherein:
said first information processing apparatus comprises:
first acquiring means which acquires content to be
5 transferred to said second information processing apparatus;
encryption means which encrypts the content
acquired by said acquiring means;
first transmitting means which transmits the
encrypted content to said second information processing

10 apparatus;

first receiving means which, from said second
information processing apparatus, a computatioh value
computed based on the content transmitted by said first
transmitting means;

15 first management means which, based on.the
computation value received by said first receiving means,
manages the content; and

generating means which generates management
information based on the computation value received by said

20 first receiving means and transmits the management
information to said second information processing apparatus;
and

said second information processing apparatus comprises:
second acquiring means which acquires content

25 transferred from said first information processing



10

15

apparatus;

computing means which, based on the content
acquired by said second acquiring means, performs
predetermined computation;

second transmitting means which transmits, to said
first information processing apparatus, the computation
value computed by said computing means;

second recelving means which, based on the
computation value transmitted by said second transmitting
means, management information for managing the content which
is transmitted from said first information processing
apparatus; ana

second management means which, based on the
management information received by said second receiving

means, manages the content.



