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content business may be hampered.

[4] There were several efforts to protect digital content. Conventionally, digital content
protection has been concentrated on preventing non-permitted access to digital content,
permitting only people who have paid charges to access the digital content, Thus,
people who have paid charges for the digital content are allowed to access and decrypt
digital content while people who have not paid charges are not allowed to access and
decrypt digital content. However, when a person who has paid charges intentionally
distributes the digital content to other people, the other people can use the digital
content without paying charges.

[5] To solve this program, DRM was introduced. In DRM, anyone is allowed to freely
access encoded digital content, but a license, referred to as a rights object, is needed to
decode and execute the digital content. Accordingly, the digital content can be more
effectively protected by using DRM.

[6] FIG. 1 is a diagram illustrating typical digital rights management (DRM). DRM

' generally involves handling content that is protected by being encrypted or scrambled
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FIG. 1 fllustrates that an RO and encrypted content are directly transmitted

between the device A (110) and the device B (150). However, recently, methods of
transmitting an RO and encrypted content between devices via a portable storage
device have been developed.

[13] In such portable storage device-based methods, a device can store an RO in a
portable storage device and can use encrypted content using the RO stored in the porta
ble storage device. Therefore, DRM may also be applied to communication between a
device and a portable storage device, which is illustrated in FIG. 2.

[14] FIG. 2 is a diagram illustrating DRM for communication between a portable
storage device and a device. Referring to FIG. 2, a device A (210) can obtain encrypted



[14] FIG 2 is a diagramillustrating DRM for comuni cati on between a
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Disclosure of Invention

Technical Problem
[16] As described above, in conventional DRM methods, an RO and a content object
are transmitted from a service provider to arbitrary devices. Therefore, in order for a
device to use a content object, the device must have both the content object and an RO
corresponding to the content object. In addition, a consumed RO cannot be exposed
outside the device where the consumed RQ is currently located, with current state in-
formation of the consumed RO kept intact. Therefore, a user may not be able to
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provided a dev1ce of using a content object mcludmg arights object management

module which is configured to manage rights objects by searching for devices storing a
desired content object and a rights object corresponding thereto; a transceiving module
which is configured to send request information for use permission of the desired
content object to a device on which the rights object is stored and to receive the use
permission of the desired content object from the device on which the rights object is
stored; and a content object use module which is configured to use the desired content
object .

Description of Drawings
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[34] FIG. 11 is a diagram illustrating an authentication procedure performed between a
device and a multimedia card according to an exemplary embodiment of the present
invention,
Mode for Invention
[35] Advantages and aspects of the present invention and methods of accomplishing the
same may be understood more readily by reference to the following detailed de-
scription of exemplary embodiments and the accompanying drawings. The present
invention may be embodied in many different forms and should not be construed as
being limited to the exemplary embodiments set forth herein. Rather, these exemplary
embodiments are provided so that this disclosure will be thorough and complete and
will fully convey the concept of the invention to those skilled in the art, and the present
invention will only be defined by the appended claims. Like reference numerals refer
to like elements throughout the specification.
[36] The present invention will now be described more fully with reference to the ac-
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provi ded to comweyteaplety defingd herdimrast sotdntagfedfto timdt thpleroad aspattiobthet 0
those having gp@iggasy skill in the art, and terns that are not
explici tt defi negur]{f} i n are no intended to limt the broad aspect
of the 3mentl ontul 81?35’ WBE’EW@ Key Cryptography [39] Public-key
cryptogrishy is Pdﬂe:rke@d:r)tpmomharisaﬁmm&admasymhﬁmcid‘phehinc\bhlaa KRa used
used Tor encrapliibubi iftifrlehGRin %%F‘f&ydegﬁﬁﬂm[ A %u%?s P hl Bl

publi c- key algorlt
difficult to CRPER eavblgﬁ lsnlt Ié@ﬁp@ﬁlb emrtdrfﬁ@mirswdearyevrwn@ﬁémpmwﬂl only

al gorithm an aedigilﬁtyg&hplﬁﬂ d@@ﬁ&nﬁﬂﬂeﬁr%ﬁ%@yhﬂ&hph&é@(&t Exafbleflof a public-
public- key crléé% st em;i

crypt osyst ens apghc ' mAﬂ‘fhéérjf"gﬂr)\ff@P@mﬂ? VBE%@VWN&WET Gamal
crypt osyst ens, h@mmmdlﬁma@ (RS ayptpsystemsyiSiGama] crpptogysieens, aliptistausvwestreps
known in the Q6§ysteﬁ:l§ SorfR: bﬁg&ﬁ stéiﬁé’]ﬁ'fo%rlﬁﬂﬁyarﬂ The pifidtke} Q}Qypao%pa%hy is

times slower t togra IS thus” usua
used for key é@é?@ﬁ& P%% L le ‘ifa%%ﬁ’bfr)’?@?a@%?%f Py ugpally
content. [40] usetsgonrke;gt excbarige yndCrigpibloggraping n¢t4dd enSyypiet of wnicey

cryptogr y is aq IR ferred to as secret-key
crypt ogr%g y using the saré’% g{lgﬁf tion and decr%ptl on. A data

encrypti !~ st andgr@eirisday °¥Y§t°£r%¥t‘s %@’Hﬁﬂet%ﬁlﬁ‘ﬁﬁ%fﬁ 1req (o secret-key

r|?ecent ly, appldrﬁﬂcbgrqj}@ uginigig: Qe kagﬂumglﬁdmaﬂa dy@y tim A&ﬁﬁ%ﬁé@pﬁcﬁﬁs)
ave increase [ i nature is

generated by a %tanh%kDEF HS% nﬁf%(k:ast apﬁﬁ%#éﬁc %Arrré\% gp %lcgéﬁ&]sﬁﬁn?ta%n.

Exanpl es of a @F@Cﬁéﬁﬂ%@lﬁatﬂ@ﬁ‘éﬂféf@&h%ﬁcma@dt al signature, an

El Gamal [4dj gi t al - piggarsivhifurea Di gital Signal Al gorithm (DSA) digital

t Sch t al or othrdl itI si gnat ure
enona (18 S° PR Ydel i et PR i Dl tar bl o s IEE B
encrypts a neswitss. Bianipleshod agligitibsignature aret 2 RSy digitel sigmatise, i ElGamal

encrypted nessgg ﬁ[§1?na@ur€e£b%'it§lr§1gna]_ D@gd’rﬁlﬂﬂ?b?;ﬂ d%ﬁﬁrs %?Eﬁret B&chnorr digital
encrypted nessa e néssage has

been” encrypt ed" & E" ?fo‘@g“"‘? plgpgture k@?’ﬁ &‘E&Fe en the RSA digital signature is

used, a sender encrypts a message with the sender's private key and sends the

encrypted message to a recipient. The recipient decrypts the encrypted message. In this
case, it is proved that the message has been encrypted by the sender.

[44] - Certificate

[45] A certification authority certifies users of a public key with respect to a public-key
cipher. A certificate is a message containing a public key and a person's identity in-
formation which are signed by the certification authority using a private key, Ac-
cordingly, the integrity of the certificate can be easily considered by applying the
public key of the certification authority to the certificate, and therefore, attackers are
prevented from modulating a user's public key.

[46] - Random Number

[47] A random number is a sequence of numbers or characters with random properties.



[45] A certification authority certifies users of a public key with
respect to a public-key cipher. A certifficate is a nmessage

cont ai ni ng Rigbhisgoskey and a person’'s identity in- for |

are si gned“gg/ tﬁe 5cgesrtl fication authority using a pri va?IE %od@ﬂl&tﬁfﬁ
cordingly, the integrity of the certificate can be easily considered
by applying t | J

certifi | cate, I‘.“Selgceolhg’ré(}a{P edéﬁ(?é t(g%etntae%?ee%g&%ﬂl&%?ﬁlﬁdg@e% n?ﬁ Li)c%i]bt(‘% P %én%%%‘dltomtnumber
a user's pubI i mayeguseflag] - Random Nunber [47] A random nunber is a
sequence[48f nunbePsrisblec SBAEACESKs W th random properties.
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whi ch can be ¢ Hf‘f@@feesglaf%‘n HARAMOEY Sksyhompact Siasis({ ) cards dbrasdsst or age
devi ce are snantltinediazardspother périablesstoragmngeaties khovahin (lidFart.car ds, xD
cards, gtl medi R1 % (Or other portable storage devices known in
the art. 0] ts ject [51] A rights object is a kind of

li cense, [3hich i ﬁdl‘@é?e@l%t isiagrind efdicgase. Which inciugdes & Hehtdp neeasensrypted
constraints taohtat ¢rghitrainthe theeﬁgﬂt THeteinh P iSehBgtiat usedsiathd predehie

pr esent‘ gnve%&%ﬁgwﬂ b?@esgl’ﬁ?e% pr‘%? ?erﬂ?m %tﬁ&et%m@ reference to

FIG 3 {J\@Z] iagram i atin (t""of a rights
obj ect ( accoFHp.igs ﬁdlaaﬁim Jélié&trﬁéllnaﬂ}ﬂ ferrns oF areights objeet{B () pecveding to an
i nvention. [5?dxeBF 28 Erhit@lichéht bf fte ploserthifveRidbd. ncl udes a version field
300, an et fi 320 ion field 54

versi on FRbra aoBefeaed KOV e B iehis: fervioh ok Do paed selipommng o
asset field 3Rémissine eldS40nf or mati on regardi ng content data, the

consunpt jsap of W& lerkin ﬁ@iarz@gegnms t&aomformﬁoﬁs et]t §hd aé@P

cont ai ns |nfo;fni¢§ nre Efg usag and action t at ar perm t
by a right is GoRt I@s‘ﬁ% atjoy regaEdipg Aenient dﬁﬁd@%&?@lﬂf@%ﬁ?ﬂg}]«\c
[ 55] The i nf ormatagahbysthe REX Tha péhigssamdiid $40edodtadRAnfothdtionavgading usage

described in da %tjion zit%ﬁ% ]g/eIrtﬂﬁtedE%a r].ﬁﬂ[ ﬁgﬂg?hhtﬂ@esb@z?'t&%%??rg%ﬂipgotﬁcsteed .

identifier use I
to identify tHBOEgHPBM. t he usage of which is doninated by the RO

and is a[sapi for Wﬂ“heeﬁlﬁ:&tﬁﬁﬁoﬂ deel if ihe Etss(:HEiild 320 wilDidveRd ded@iRdQh d@ailPRM

cont ent ns.a

bi nary k vaI ue&ﬁgz di mtf%méahg? %tcatéﬁén ! 38&5%&1?3 W‘?%h%y @ &g?érﬁ? )

as a cont e nt dpemaion iowsed éyldQIEEK)he cPheniGEKusage af whigh is dominated by the RO
and is a uniform resource identifier (URI) of content data of a DRM content format

(DCF).
[57] The 'KeyValue' information contains a binary key value used to encrypt the

content, which is referred to as a content encryption key (CEK). The CEK is a key
value used to decrypt encrypted content to be used by a device. When the device
receives the CEK from a secure MMC, it can use the content.

[58] The permission field 340 is a right to use content permitted by the right issuer.
Types of permission include 'Play’, ‘Display’, 'Execute’, 'Print’, 'Export’, or other known
permissions in the art.

[59] 'Playback’ is a right to display DRM content in an audio/video format. For
example, if the encrypted content is a movie or music file, the Play permission may
optionally have a constraint. If a specified constraint is present, the DRM agent grants
a right to Play according to the specified constraint. If no specified constraints arc
present, the DRM agent grants unlimited Play rights.



val ue used to decrypt encrypted content to be used by a device. Wen
the device receives the CEK froma seclire MMC, it can use the

content. [ & 0bb6spr mssion field 340 is aright to us? @2‘%@?}6‘{9‘““8

permtted by the right issuer. Types of permi ssion inc
"Display', 'Execute', "Print', 'Export', or other known perm ssions

:,i:] dlt (r)]/evﬂﬁog) ][ grg] ThE l@ﬁ%ﬁ Eernn'_ls% oft 1[1&1%“ S a r?%hq kostﬂ%}?éy dggoMn O%Ptn?&&ougﬂ a v1sua1
or music file, erFFé @WG@?W@%%WWCW&&MIHleﬁwvélthr@mmmnmt

| f g | speci f i edsugp mglf a;i Jpég infagpy msmhmotu)? ﬂlspla%@mmtgh Heaidusl deaudé' \&k, the
to Play accor eC| nst.r.

constraints a(rj%ﬂglp Iﬁ?y nBﬂﬁﬁng th‘f’arh‘ﬁ{“sbetl:{‘ﬂrf;?r‘??ie?%gerlﬂ? g%” Fihe s,

8 WD 2006/ 0758%@6@11?{@2@06/ 000148 [60] The 'Display' permnission

i ndi categ1q rightrné ®1§HIa§pb§&1§aaM1ﬁﬁéﬁtt%rhtrl%ﬁ'E&H%a)aDm\@égﬁkentﬁil tgﬁ%-vis‘ﬁal

DRM agent does, npot al 'ow access based on splay wth respect
content such %&Gif or jpeg i mages that cannot be displayed through
t he vi sugi2] deV| c &he Haeanfe' pérenissiRVhdigaet a mght tdexcautec DRM obntemdudhess JAVA

which wi || ' with reference to FIG 7.
[61] The ' D| sp aigﬁh(gg%ljs %(%ulbﬁg%gga?ﬂéss a right to display DRM
hg,

content 183t ough sty permissian dedicqtesa right &0 gangrage a kard Wrﬁf&ﬁl‘éﬁomem
indicates a risgbiadjpegheged e DRM cont ent such as JAVA games and

‘i ght tobner at &b g‘i’ﬁair%%ow% Bkt B RSGEIPSLTY prghifdh at fe
[64] The PI ayPripfeoninisgion rvvﬂ ﬁ@naﬂ!n@pll@;welméﬁ lgﬁzsesalb'neferrh«ét@s@iarbeck
perm ssion, a n{ﬂggon' Print’ perm ssion will herei nafter col l ectively

b f back Th t
R REETE R S A
ROs to a DRM Qi em leMaystEmaxﬁltmmaope mperoinbige zﬂ]uincaf@MAo ORI sPRvh or a

systemor a CQRlRfYroRERnSeiHi@RuAl chitecture. [66] The ' Export'
per m ssw%rg]irrust Eﬁ‘? %ﬁa constraint. The constraint specifies a DRM

system o cont POt EETPP%WP%PE% PR GHRETaRS. Whs Sstrsig sBenkies & DRMd
its RO can be systentof a tetertbppaedtiop @fohiitectire o whict IDRMedntblﬁttaﬁd &s ROv@&n be

node and a COR

et em t o anolfnPHEafRsioN difbthAT St d DO Bglobr Rl When an
current DRM syR® érfxperte %%H%%Mﬁyst% tm%ﬂoﬂ@éﬁ?&hil yysteay ther Rihis dére
current DRM sysgtieiRd florh iR gyt DRMEystbS ih teldavedndd® bar RInBEHeadliagdaBm

of a device f en dev es according to an exenplary
enbodi ment of q{"h HengngbyS%%’H "Referring to FIG 4, the

devi ce il§d] udes EIG: dris 2 blockdidatag amoievm forundiaing ROsibétwren devices according
to an exemplary embodiment of the present invention,

[68] Referring to FIG. 4, the device includes a control module 400, an authentication
module 410, a security formation module 420, a transceiving module 430, a content
object use module 440, an RO management module 450, a content/RO storage module
460, and an interface module 470.

[69] In the present and following embodiments, a module means, but is not limited to, a
software or hardware component, such as a Field Programmable Gate Array (FPGA)
or Application Specific Integrated Circuit (ASIC), which performs certain tasks, A
module may advantageously be configured to reside on the addressable storage
medium and configured to execute on one or more processors. Thus, a module may
include, by way of example, components, such as software components, object-
oriented software components, class components and task components, processes,
functions, attributes, procedures, subroutines, segments of program code, drivers,
firmware, microcode, circuitry, data, databases, data structures, tables, arrays,



nodul e 410, a security formati on nodul e 420, a transceiving nodul e
430, a content object use nodul e 440, &n RO managenent nodul e 450, a
cont ent / ROyg4 dule 460, and an interface nodul e I

t he present an3 ?‘ﬁﬁ}ow ng enbodi nents, a nodul e neans, Bé%/?ﬁkg&oﬁ@%omp
limted to, a software or hardware conponent, such as a Field

Progr ammabl e %:auatn\?l\i}%l ch%mg EOA) 9 A$) S%@%@éﬁﬂ}&sﬁhﬁhﬁ C W rp%wgedfor

Circuit (ASICO T O e 8
advant ageousl| ylntﬂéﬁ Qsmrongm andl m@ml@snaiebmntbh@dama fess abinporsnsraagd grodules

medi um and condr kK@ dega ea@ﬁwdaufa,ﬂa&eﬁlpeﬁenwna njaAfgssors. Thus, a

nodul e i ncl onent s, such as software
cormponent@! obj ettge h'ﬂﬁ%/né]ﬁ?tﬁ)& @?ff“i%@een%l igatiop bgtaveen dewicss dK
and task conporesng/reeneaeddeo/froh mmhtothmsThe&tmtjo tiirmatiorpuodudel 42 eforms

subrouti nes, ss%g,gmpbgtwggn {%gggl@gp code, drivers, firmware, m cr ocode
ci rcui tré_@édata gata ases, data structures, tabl es, arrays,
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k ngvvn ijnl t he asath offiaeinfaysaire staiel I b yomtmobibedandden RO Bortd@porﬁi@fgle e Yoftent
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further sepa Into a corrpone s an

aut henticati orf Weéh&tﬁwf@dh%¢@§e%9m@n‘ﬂiﬂ tansceivinganaduie 3@endydesse ahat
transni t/ r eceirdguedifolRBe RY fo tREHSIGNhALRRES thd RO, SRCEEd F/thE RO 812 device
nodul e 420 fortgs tsecd:lj g@y bet ween the devices. [71] The transceiving
modul e 430 al |'BHS YR 48V ces to transmit/receive an RO to/from each
ot her i nl7al secur?é’hesccaltmt objectase matida #4dhyee e costet ohjecRMred i ths gomnati andn
to the contenty,ofbj &4ccare located in different devices and the
transcei yvj,ng nodyl e 430 i.s include t he device that stores the
cont ent ﬁﬁrect, ﬁé%?eah%%m'??gmﬁghnﬁ’@ dgyiee prsdan RQ garresponding fadhe qogpent
the RO to the abgeei are ldchet] isdifferat ddviceRahd ha RO Reige@cititodR@ 4506Mntlded
devi ce t hat %I‘l %‘E)Ce(ﬁ:vfcg ﬁ)amc){ﬁ:{; ﬁ?e]coﬁ@ﬁ't d;ﬁ)@é& %R@%&% % ng 8”4?0 é!é%{%hes
uses a content_ object store not er devi ce.

[73] If a cont @h@eéﬁ‘f@f‘ctﬂmﬁs@fﬁ%ﬂ@l?& by the deV| ce and an RO

cor respoffdi ng t oThd:eontaRENdiora@inbdille 26®stbre€ aintsht bbjesls hddregRttiwevdrces
and the RO nar}?%%[ﬁg%R@dul e 450 is included in the device that
stores the con eCct, the RO managenent nodul e 450 searches for
t he devildélt hat Eh@m@gfasmmﬂ@e 47(rejablph @ deder which Reesgtobpesgess rodntbig oliBet

stores cont entanalajdeclwwﬁi&ﬁ pb@@@egzsdtyﬁle%ﬁcemr&ﬁe@pm DR AESrreshdmiing B ehe
i nterface nodul e % enabl es a.devi ce%a\é\:lgé)g@g 0es not possess a

cont ent obj ectcomﬁﬂtuo JECH I fogEnYFaLs v both the content object
and an R@6tor r esfnetintrgl modulé 00 mnnblsrﬂue oitheatitatioo nodoindiDothe escudityh

each other. [ %6imalidf nfR0i42b, AP Hith:LeitQ nffiRlerBbSmb Bt bhRANSE Alhap
nodul e 410, tk}& sﬂe1 ﬁrl tXn
0, the agement module 450, the content/RO storage module 460, and the
interface module 470 and searches for the device or another device for a content

object.

[77] A method of transmitting an RO between devices according to an exemplary
embodiment of the present invention will now be described in detail with reference to
FIG. 5.

[78] FIG. 5 is a diagram illustrating a procedure in which ROs are moved among a

plurality of devices according to an exemplary embodiment of the present invention,
and FIG. 8 is a flowchart illustrating a method of moving the ROs among the plurality
of devices according to an exemplary embodiment of the present invention, illustrating
movement of the ROs sequentially over time.

[79] Referring to FIG. 5, devices 1 through n can freely transmit/receive ROs to/from
one another. A method of transmitting an RO between two devices without the aid of a



formati on nodul e 420, the transceiving nodul e 430, the content object
use nodul e 440, the RO managenent nodulte 450, the content/RO storage
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oper ati on SBZSDet"geeEéig%‘g?st @al\dgzr (Ao ﬁta%ﬂ{?rfﬁat@(???%tg’% as‘é’l?ﬂi“?ﬁt?n state of
bet ween devi obs RO mmdbe2transmittbd thaivieen tibvdcds drame i togethet mthcluHROyAn RO

| nvol ves generghling ey SRENE Y WRYRERY irab QR ﬁ?etdu AP 3AThe ARG b t% Qyith the

devices 1 and é securi ty pera Ion
S824). In oper%@ﬂ&rﬁ’%?@r Saif theHd pErid eﬁQ’OH@dH‘FéO it ok Adimited puRhe obf
devices 1 and rightsvntainedtivthe R o HeQsed Qrbrdnigad cesstraintste gardih g A0 Mhd1g

nodul e (not j ve, t

The 0 (2% o R oL BAL gt 0 AR B e IO
i nformati on speeiheptheghande iitkaRG mdreides tvauls lie to aliew mbohthy ripkts contained in
transm tted b&h&\Raﬂofﬂe\ék&lQ&g;ﬂ:dléd&%f&et&ﬂﬁiaﬂﬂi redhridthg ther 80the &@ FoVider may

provi der C|de o r e current st tlon
Poget hor w3 h Erde Spidf iy 8 iR lrlﬁor%téoné@%%w@éf BOLTES Braien
to all ow only may b@m@@c&rblumﬂerby(ﬂﬁeR@lpgd'm@rcont ained in the ROto be

used accgpdi ng tﬁtﬁ&ﬁ'&iéﬁisiﬁk% cﬁﬁﬁﬁ‘tr dﬂ)hé&gstbﬁﬁ 159deﬁé@eg@eﬁrd?w}%§1@w{w0

decide to transmt t current state information togéther wt
RO o the otRBFmeadias 4 the cntereplseids MR A VIS RUnCEORM Al | of
t he rights conkeirdiag té m extchpldiOembodimentsxd ther peganidhesision fvill hew be described

constraints r‘iﬂﬂét@flﬁ@thtr&%reﬁgé ]ptf}?GS%DaIRfE?V' der may decide not to

transmt the current state infornation to ther with the RO This
deci si on[83lmy beFlhadds adiseiappillpsiating ameghadof yriag perent opigoF and erasHBINS
of using a COrR@ccomdjrgab as tenglary BmbodiaiehCer thegasedt msentidh. Wwhet her an

RO [84] Referring to FIG. 6, for convenience, a device which stores a content object will
now be referred to as a content object storage device, and a device which only stores
an RO will now be referred to as a RO-only storage device. Device 11, which is a
content object storage device, can use a content object stored in device 11 by
consuming both an RO stored in device 11 and an RO stored in device 21, which is a
RO-only storage device, at the same time or by only consuming the RO stored in
device 11. On the other hand, device 12, which is also a content object storage device,
does not have an RO and can thus use a content object stored in device 12 by
consuming a plurality of ROs respectively stored in devices 21, 22, 23, ..., 2n. In other
words, a content object can be used by consuming a plurality of ROs respectively
stored in a plurality of devices, and an RO can be consumed for a plurality of content



corresponding to the content object is stored in the device or in
anot her device according to an exenpldﬂy enbodi nent of the present

invention wd ioo@%ﬁ%e described in detail with referen
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obj ect slt%g} age d qu@tlon gg& %?J WARASCLRANLERS 5@&4 t}iehf%ét q%éf’(—?e §(1)
cont ent obj ectdetimimesl whetheteani R(@ cdrPespyndimgposioohiegt abjqet stot it she difrst @&dce

respectively sjfjgy segoﬂeggfiﬁggdﬁﬁe@éc 9K In %%ratmn 89122% thé R&&%&pon%ﬁ USthe

a content object can S consum &‘/
respectively C@fl@}l*é&)ﬁ%stares|1%1ha|f1r%t§lewe AR éé@rmla% Hb?PeF&t}Oéa?ﬁ 1ot to be
consuned for atqetdinahd figst @dvie@N0 it auihkbntiddor AIA010 458 3Bthe first device 910 au-

PCT/ KR2006/ 00G45 A GELSEEIRAGII L SLARRT LR BUHEINS b¥nelecond

devi ces. [85] esct
reference to Mewce 820 mtigntigatpssthe first fewieenB0t The aunlsemtleﬁtion @etaveﬁmﬂﬂqcfmstof

using a cont enfevROPETindARE Qa,rcdhdweva& 920 n&?mhﬁfeﬁ oufUERR { 1@51 aﬁiheﬁtk&mn
Ql. CcOon

t t
i on stores &gt Eroreetionae e irish o thiat SPE 'ﬁ*?@cfige Bref fvice S10
devi ce 910, adds sdevily betwm:n (hh fiot idyvied Dilemidaine R delvicn 820.be
referredgyp as aTﬁ@&ﬁﬁﬁldﬁ%\f's&%n%&%twééﬁi;e ﬁf&t @&&f @tm ARd R 1o mﬁaﬂﬁ&% 920

rranagerrent nodul e 4Ef first device et erm nes

RO cor r espondify T % %‘iﬁ‘ﬁ{aélﬂg 2 gesrEbtkeypd €Hkinﬂ the sk qdevice 9@ gnckie S@T@)d
is stored in tdeeicé P2(sthackatic sceulthkey hnd@pebal abone BHH Peferkbiice td BIGR®.

t
corr es 2?@?11 ng o, Agjgreapggggﬁﬁ L g%géc‘éﬁ ﬁf@&ugéj%‘dliftﬂlfbe%rfsi Je%ECﬁ@?q hdifls st
devi ce 910, ar’nﬂ QH’ElEHEﬁt PIcuse PeRLpRI A dhcaqutest objp sforadgin theeirtedsvise B1Gg-the

thenticates tReconddevide gim/[m@e%ﬁn S9B0l (B seadtid @RHck ©ah tBivaDHe tegudst Gn-
of the second de |cee fl" tB F a‘;r,e he first, device. 9%{9. \}Fe tent
aut hent i cat i orHErd &1 ﬁ &t \}‘f ﬁ%géaﬁl (e RTIISSIOR 4P P, fiiggonten
920 may be carmobjegtsterad infse ﬁgst devigep? 1040 thedirbtedevice 410.ond thedirstddvice A0
operation 5914¢cefve§ Blelié pméaro%tf iR oIRA et ¢8reafin IR Sirdtidbvite @ﬁ)\/hpe

devi ce 920, [ ST ! RETIEH o@e%%‘emoﬁﬁ#%@p&&sﬁ%tﬁw S8R oo
910 and the seounut aipet gered 20the fipsy devivw? Ie Themarsatissivg of teaequestt n- key
SO0 oS I ERRSRR S O UG G e
operati on S926%red e ‘”e‘il?ﬁi HY mayds grtiedpubm S Fﬁa@t devi ce 910
sends r ggaest The ﬁrst device 910 is illustrated in FIG. 9 as only storing a content object. The
first device 910, however, may store both a content object and an RO corresponding to
the content object and consume the RO as described above with reference to FIG. 6.
Also, the first device 910 may consume two or more ROs at the same time or may use
a plurality of content objects by consuming a single RO as described above with
reference to FIG. 6.
[90] A method of enabling a device which does not have a content object and an RO to
use a content object stored in another device according to an exemplary embodiment of
the present invention will now be described in detail with reference to FIGS. 7 and 10.



information for use perm ssion of the content object stored in the
first device 910 to the second device 20. In operation S930, the

second dev 6@% ceives the request in- formation Segh?@‘ﬁ.‘?mﬁﬁ%‘}l 8he

first device grants the perm ssion to use the ¢
stored in the flrst device 910 to the first device 910, and the flrst

devi 9 e rmss on of ent. ohj.ect tor
(o e T v FIE gk B 2R BEATER 6 8 hetSend R G oBE L Bhe GRS
nmodul e 440 of meaaspf anpthed deviescacoardingde gn examplary embndimsij chtlne mtened in

the first devijg@ndd®. The transm ssion of the request in- formation

sent fro he fi s deV| 9 0 and the use ion of the content
obj ect @tzﬁ)red t v g@‘“@?ﬁdxﬂay’%‘él 9‘?‘% Ay fonfeRt epieciad simply
state. [89] Tk@ntum&ontbatl@lqe:t%&ed&a othénudevicad. € theothérGand, desicoBlsyores

storing a contipt o PRDSRA g9 c&“@n R(gfb_Le'f:LS frpd Sgﬂtéé‘ﬁ gﬂegt st&?ﬁvdgglﬁ% gel%( fl%eq{sg(% by

both a content object, an

and consune t HEVISDAds md‘é]%]? Faéévd %B@\ﬁé"fﬁﬁ inleyise Brig pensumed fry @VK@A Once
Al 'so, the firshe dewfee Gb2netject sbfdiR dévie: Bby aeviee ROgs taimihI&d, MHtent
time or may us nto cts nsum.n n
RO as descri beg)"ecgm%%gk’ #’Qéfi 3’ gggncentlg 48> %%/69%? Rrer‘ij‘elflﬂg‘ﬂce sgalso
enabl i ng a dewossmityticisgednnot have a content object and an RO to
use aI CO[@BP% oblrﬁﬁexéﬁ;ga@@mbadmi b@he gﬁyétn@ﬁweﬁi&rvml%wtﬁa dR¥bribed i i
exenpl ary e res escrib

T bt it o ap] cutg RS B0, 16 16 165 « Naontiohe hues emodor
PCT/ K112006/ 0084 &ofitdnf]objdcG.stored i cae dedge bymmedns wé anahdrdgvicdh@cosingad an
content obj eCte%e&bﬁﬁﬁéian&nH&m@of’&E@?&exﬁ nve é}{‘s of another devi Ce
accordin io an xterTPI ar %@ odi nent o @1 esent _invention,

Ref erri n@4 0 FI GRefpIingdy FlaslUajn operation g OAﬁeVdR? Qﬂé]fmﬁh\‘/@cbéﬁ‘%?eﬂﬁ‘ﬂc“on of
obj ects and siumlg;comemnﬁ)wm coomumidates bji@clegics Bq1820) whidtilcided B¥ih@esient

O the of her OB;%@‘E! A8 Vb §%94s§§nd1%°1&83 Fhe '3%&3913%1&13{&\9&% dgf?ﬂceeﬁt

whi ch case, RHaud dyvics B HOa@)meebeetairrsew wrrearfw rersiyies 4 7Apf deirech

:he uset on t[]qmm)hmmevﬁﬂejmgms)t ezarsp&twaydﬂwd@ﬁmﬁmmén&eyetﬁeen%eviceA
erm nate m al.so, evl ce

W o ate § R0 Aiviee PG MR bR i R g e i adbivign.

[93] This exerﬁpﬁ mﬂvmelnw&n trefwecm flevidee PHHGpartd demice Bt (1020)wmady|beramict out
described in (ibth %{tex‘ﬂ@tt(ﬁ’ﬂpréﬁ’oé&l 4 &li e &N 6&ial BusUSB 3(9 idnfery 1841 S a

fl hart illustrat d
et ! Ly el BBl SF0h5ch ot A %ca)ev GC@éﬁameérﬁ .
enbodi ment of dehiee Br(é8xN foriarvoetent anect f&dkd Re flevicd AG1010). Wkan deice iAn
operation 510%@@1099fébaemﬁhé&&&9a rﬁBb R8s gag %\ﬁ@gﬁjz}nﬁltﬁibé}gsé the

content object's conmuni cat es eV|
content  obj ecEYCREFOPERRDICT @ewe%(é% ﬁ%ﬁ BoraeAlieat rash
bet ween devi cethr in di2i@ion 1022 and %uﬁy(fdl(ﬁﬂmm ﬁ’ﬁ))dulbﬁélﬂﬁc!iﬂ de@ide AUNOM)aAnd

interface ”Dd'ﬂle%%e ﬁ%%ﬂf) rrg§\fer%?se€\.lrity between device A (1010) and device B (1020), as
shown in operation S1024. As described above, the formation of security between
device A (1010) and device B (1020) may involve generating a security key and
making device A (1010) and device B (1020) share the security key.

[95] In operation S1030, a content object use module 440 of device A (1010) uses the
searched content object. In operation S1040, device A (1010) consumes an RO cor-
responding to the searched content object.

[96] In operation $1030, device A (1010) may issue a request for transmission of the
searched content object to device B (1020) (operation S1032). Operation $S1032 is
optional, and thus, device B (1020) may transmit the searched content object entirely
or partially to device A (1010) regardless of whether device A (1010) issues a request



(1010) and device B (1020), respectively. The comuni cati on between
device A (1010) and device B (1020) meh be via wire nedi um or

W rel ess addition, the comrunication bet weep

(1010) and devi CI%JS%S( 1020) may be carried out wusing an Fﬂ@@gﬂ'&eﬁ%
protocol, a universal serial bus (USB), or a nenory card |nterface

I n operation 0 o] 40Q .0f . dev 0

device B (102 O}&%fsmég%:ogln erﬁa’tS’ea({r%)‘:%l (ionﬁesqjﬂecat V&S& @8&% ](:’L‘l%?%‘?

devi ce A (101Dyangsaiviny eodule He0 diedsivicgdh Wﬁﬂmcelmjtmeamhmth algedB

<(:| 1020) gnd ggomﬁ) Ee\h&elghﬁ@tﬁjﬁlﬁﬁe§@@?&@ﬁoﬁ@éﬁ&kobﬁ&v' tce A (S ig%g) ang
evi ce aut hent i ot her_.in operation a
securi ty[g(7 rmat i gﬁgﬂﬁfaﬁw%’&s ﬁgg‘e B?e%kf’gl\slpfztéanﬁ\mftﬂﬁﬂ@)‘} ﬁéﬂ’(?tw"t?rg\#‘e&es@nd using a
(1020) may f oramngetehjédt yedostingonhaipesentinfer(tibd hiYy direclydeppiycte aBedrl s |

as shown in %ﬁfa@fe'r@&rﬁn%ﬁ%&u orﬂ‘%?ct.ré}ggwlﬂfér %%}15’6% IAQCCLBII‘I%T@E&)}] gpaf

security between qdeV| ce ol ve
generating a <SBethedst tfﬁ%%}mgwaan betyenedrvices Wd(%%@)coﬁﬁat%ﬁé@o ing
(1020) share tthehegeeseniinyerkiey. [ 95] I n operati on S1030, a cont ent

ob et U oo B Gl dERKEn Cohdiitle WAt Bre S FfRER0L Slko

obj ect. I'n" operation CORSUNES
respondi ng t o {pHEmseagh ehey lfdﬁ)ﬁ(ivéh‘tﬂg‘%ﬂyﬁ &utthe dayges torﬁué‘}seh@ttﬁi esgh sthesfixst.

device A (10 1@md@a¥1tﬂeﬁ§¢hﬁo@bét%¢tﬂ$€vufe@ﬁ \Tef)aéiﬁnﬂhrstﬁ la@iReicatidipers@ar.ched

content object,to deyice B on rati o 81032
is optional, dgﬁﬁe &/%muﬁlén l:aec"ié2 Pgﬁ V“F%’a?ﬂiﬁi“fceﬁ CEELE
cont ent obj ectm'elhmﬁﬂlelcgtrd Lolil npwrlmdadidngvedm@mﬂ ce A (1010) regardl ess

of wheth devi cerc® 10 3018 Y a
oL s sk s L SO0 00508 e

6/ 000145 f ransm SSI on
devi ce B (1020FV°f ABG%CL?E‘P tenf sﬂf@% acgording{e ABEX4THR) AT
devi ce A (101Q@resericdavenéeisn.tHree, saeabschpldHCmenemjecoinﬂﬁatEs ﬂ]ﬁrthahlﬁjemme B

(1020) and useg the e g&feya%éa Wg@w@@eﬁga SL@SZLpJ@gan{?%E&t%dl@a@e% &t

the methods of transm Prin
content obj ect ea%]ﬂ@ﬁtéﬁﬁﬂﬁseﬁﬁﬁdtoﬁéefﬁf%%lmamﬁlﬁww%y directly apply
to a CONpopEr- rRemabipao Fﬂeqndamﬁemm!um Slcerifigte TERIMPICAETE pasgmam

f t
devi g)e(gcgnld ngse'%%gptg85%nrcll accoﬁag ngbﬁl\g ngﬁoggrﬁencrated or

i nventi on. [981]0836ﬁ1366|br21@ﬁ10¥th13€t %szl%ami apodeniifict R ea wdrtificatach ot her
to transm t/r @R METCATIRCand &Y dnk e%@f@ﬁ!ioﬁi Kffber R%Nﬁoﬁqv@mm@ for

t he devices to aut h@ntl cat e ei)é,c[{_} Ber fir % Si nce aut henti éatl on
bet ween devi c&SM5Tae 8F bossqsid by, the muliimediatart2di on between a  devi ce
and a milfiledi aFi€ald illustrhips hdve thaulehient emt the mubtehediecard 2@ enthenticaia dach
mul timedi a carghapbhd eﬁﬁxﬁg%@m%ﬁﬁuh%& Wwith 8gh chr The %dﬁﬁﬁam%,&sln%a

diagramillustr an aut henti cation_procedure, perforne
Goorta™i0 hnd WY Brreog 2 e y&e@é@%@p{ww Ecsipnal rows re.
enbodi ment of spétivelpreaeseht 4 phnatityl dproceigeeof the suthaticatn betdecdthealdvice

obj ect indicatigg,h lﬂ‘ﬂ:tmﬁlﬁﬁe&mjc%ﬁboiaﬁd accompany short descriptions of the processes and
parameters and data transmitted in the processes. In addition, the direction of each of
the horizontal arrows represents the direction in which parameters and data are
transmitted between the device 10 and the multimedia card 20.

[102] The device 10 may issue commands, and the multimedia card 20 may perform its
operations in response to the commands issued by the device 10.

[103] For example, in operation S10, the device 10 transmits an authentication request
command to the multimedia card 20, and the multimedia card 20 transmits the
identifier IDENTIF]ERS, the certificate CERTIFICATES, and the encrypted random
number RANDOM NUMBERS of the multimedia card 20 to the device 10 in response
to the authentication request command.



possessed or generated by a host (devi ce) and a subscript 'S of an
object indicates that the object is podsessed or generated by a

mul ti medi awgdodsnsddd0] Referring to FIG 11, an identifipgg
certificate CERTIFICATE , and an encrypted random nunbe? IS“%%\/&@&%
RANDOM NUMBER H ar e generat ed or possessed by a host, i.e., the

devi ce 1fg4pnd aﬁhbﬁﬁmél b fh tha i

an encry%t eg random nunb J b g&lﬁ%ﬁgggéﬁle Zggﬁé’%ﬁgﬁ(}%{‘g?g%@@gd'
by the multi megits E%ﬁﬁdn?eera{l%ii}() theaulimedip corgy d@aé’s‘fqﬁﬁfwtﬁ?éd@é'\ﬁﬁ"ce
10 and the rruIIDBMﬂFER:aﬂhd cefifieast t‘IERtrmattAaBeamh thednbBhted RghdOKCHAHGE

random nunber e S

generating a :%)'gg OFII\E @3}49{3& {)—flt&;-gﬁ'ﬁt[ ura(‘ITP rihe g‘?w%eoltbet%exli IWltha au-
arrows re- spdbentigation respensesntmandp| uraI i ty of processes of the

aut henti cation between the devi ce Tpdfsteif Agpticaphidymedi a card 20 and
accorrpan%1 S{fort ggscrl jons of the ﬁ)rrgcesses and “paraneters and
data trabiOM tt ed”s ActcrBedatoRe deensding BATESFS inveptiRn. éiis RRssiPlsio grovidech
of the hori zomémlwmrmmhmdsroép-amﬁnmg R(xehedideq @levioss, uding\dunedht objects, and

ol fimedi 5 cargiging kB %ﬁrgm%e pAch EhUEERorbllGy OFL S8R R oF jces
mul ti medi a cars¥cles melileqipnesy kame gectmpicrappliangss. small esponsytomee dayices, and

commands i ssuqgrtable mh@gldgs&av@&s iR cohﬂda&h tJFaﬁe A6EPb&ed bR tHRRgiAL | on S
10, the device 1l é ansmts aut i on request comuand to the
€l ée

mul ti medi a card- S EOHeRR bl’Fuulsinig 8g320 transmits the
i dent i fi P61 DENTWRHIERS, pressat isvention h@saheen CHEFTUIRCATPES, and ddscribed with

encrypt ed I andefenBoHERaEmRANDAE MMBERSRbE, {AIBuhi b En @b 20 to
t he device 10 |% res to the aué%entlc %;on rﬁ uest conmanpd, 14
WO 2006/ 07530 BesY KRR Agyariqus ghanges i foxmiapd % Yovhde Hadedagrine
10 and the nuhmﬂmudm@mamgdmmomaamntathomnﬂhmnNSﬁthMmﬁhnasdﬁhedbyﬂw
operation S20,

| DENTI FI ERS, g ﬂa?ﬁ{g?!é’%f %th%%%&é@ém%{(’% B toafe, &@&E}Jea eRaplary
nunber  RANDOGPNOVBERS have besa mreiidediAngy ia %EF@PEMG 8eEise ﬁ@/ wWdviot ke qapstrued
together with aapBlUmgTahﬁHfmtﬁ@én @nthe epeoptetomansd. | ndustri al
Applicability [105] As described above, according to the present
invention, it is possible to provide users with nethods of
transmtting ROs between devices, using content objects, and
consum ng RCs that can be applied to an environnent where vari ous
types of devices such as nobile phones, hone el ectronic appliances,
smal | nmenory storage devices, and portable inmaging devices are
connected to one another based on the digital convergence concept by
usi ng DRM technol ogy. [106] Wiile the present invention has been
particularly shown and described with reference to exenplary

enbodi nents thereof, it will be understood by those of




ordinary skill in the art that various changes in formand details
may be made therein w thout departing fssomthe spirit and scope of
the present invention as defined by the follow ng clains. Therefore,
it is to be understood that the above-described exenpl ary

enbodi ments have been provided only in a descriptive sense and wil |
not be construed as placing any limtation on the scope of the
invention. 15 Cains [1] A nethod of(}f#ﬁﬁasa content obj ect
conprising: determ ning whet her the content object and a rights

obj ect corresponding to the content object are stored in a sane

device; iffij t he conireptthePbREIngAREnkRbic&¥Hrigect are not stored in

the sane device, a, irst. device which storeés. t cqntent obj ect

sendi ng request in#gwp%ﬁ'%?%rtﬁg@meﬁ‘é? “st??clﬁlné?s @t%??ﬁfé#?ﬁmgﬁ?@&
to a second devi cecattiént hbjstt@reestoredim arsaghtlsvicpbj ect; the first device
recei ving use per . : ,

first device usi ng] t e&g%eggée]%écg%ﬁtgﬁ?é]gﬁfgé%#%eégf&%{g%&%% %%lg dg?ig% Iagaﬁl?%
1, wherein, if thedevdssehich Berede carent phigctsersiinesegispidpiomagtion forgise
stored in the sanmepeeuisivn of tHeeodlettebiecitb agecadpévicastich diered the Hphts

devi ce and the Sec8i_ﬂ9 (devi ce authenticating each other; and securing
a connection betweed {he first device and the second device. [3] The
net hod of cl ai m 2, thetisst dpyice leeciwing bseipeanistien infwmaticn; from the Aenond device; and
generating a secur ihkYirdt@¥viSusthgltRSibred BdntdnbEbjdst henti cation; and the

first devige and t second.device.shari the security key. [4]. The
net hod of[bﬁl aim1, @F@Pﬂoﬁ(ﬁ%%&%@{n’ f%o@ﬁ’ﬁ?'%ﬁ?#%d L]E@ééi‘ﬁse‘ibﬂgcgir?on
of the content objstorédinthesammidetiesithedersiongremptisse. [5] The
method of claim 1, qjahies @bvicd A48 HEBUERIdeViRE AIRREEMN: bR HRE 2RET N SSi On
of the <content object is recei VEd I n %%Cﬁ'i"e stg e.@%ﬁ(}j The nmet hod
of claim1, wherei RS 3 5ogR¢cdion bytwesn the fist devingead thejs d¢¥ted in
the firgs] devi ce. Therthethbiofaddiind whereinl thé seciringihecopinectih eortiprisbs: s

Ob] ect COMPL I o€ akerkfiifika ARGHLNIDh s el Sk iFhaduELARY OF using
content objects conprising: a first drew_ce aryéil a secorid device
comuni cati ng wi t hthe s defesand thasecqnd deyice shagngbe pesyiivkerise

per mi ssi g4] of cont € methp@eft GaidngdwhbeinsBERGEEstiafinaation T 16 berehissidA®f the

content objects angd, Eéng&;- ct?s%%l%uﬁte& rz{s%?%ggtgti ng to the content

obj ects; the first devi cd sear or S‘ntent _Obj ects of the
second dd¥li ce; andlhermethoq eficlaia, whengiitheyrequast infommation fojse permnfigsiomot the

second devi ce founghn@ht Gbjéckibdeive@lin 4 RBuBIALLH.

[6] The method of claim 1, wherein the rights object is a rights object stored in the
first device.

[7] The method of claim 1, wherein the rights object comprises at least one rights
object.

[8] A method of using content objects comprising:

a first device and a second device communicating with each other, the first
device having use permission of content objects and the second device including
the content objects and rights objects corresponding to the content objects;
the first device searching for the content objects of the second device; and
the first device using the content object from the second device found as a result
of the search.

[9] The method of claim 8 further comprising the first device consuming a rights
object corresponding to content object which is found as a resutlt of the search
and stored in the second device.



[9] The method of claim@8 further conprising the first device
consumng a rights object corresponding to content object which is
found as a result of the search and stored in the second device. 16
[ 10] The nethod of claim 8, wherein the searching conprises: when the

first devige sear Cligsnfeliod 8PARBDS, vﬁ{&e@&&és%clﬁ&%ewﬁﬂﬁ@&d device, the

first and second g@%l ﬁ}e\smatg{?hentl C“%ﬁ @g each her: and s ur. i n%l %F
connection bet ween " YIRS PRAFO5t 104 Copient @ §°ts[3§tffsqeﬂ st
claim 10, wherein tinbsesemiddvivgs fktkertiontimgahctostherpamplr | ses: generatl ng

a security key; ang;gmg o ipbe@RtenReR T HIEYLAERIRRILAG,! e secur ity

key. [12]  The methg al.m e conmuni cati1 ng conpri ses
communi catllng usi EﬁthPFIOBFIB‘Pka)IWheEFHUE]}B Se‘&‘ﬂn&th?éﬁﬁ?e?tl@h?%npﬂses
interface. [13] Theenteitingd sedurity Réyaui wherein the communicating
conprises: the sec hed cont ent
objects entirely Oﬁﬁ%g%{%ﬁ%?ﬁ%ﬁ&@&ﬁ%%ﬁ gg}esgcevﬁgkeg' and the first
devi ce udilg the c@hm@tlwésf@m&\mhe&m@ﬁ@omnmmeamesasloomuﬂmch@g

search and recei vagng &P rbl@céiea':USE sleMh&Rorg Rhriftbrfacer partially.

[ 14] The od of ¢l ai éi r r|S| the first device
request i r{gﬁ transn;rﬁ f’f%}a‘Hb |Ei1§ % “g‘ﬁf‘t&,gtm{n@rlfqﬁe second
devi ce, before theﬂw(smoadtievmmqrmm&ttmg{\ﬂm starduee céndent dbjasts entirely ot partidlly
the search, are trﬁnﬁg‘ﬁ{,sg@g,lc i3] A device for using a content object
conprising: a righ s ject a enent nodul e which is confi ured to
manage rights obje ﬁ&”W3F°H89§E@§h§FHP s & repult jof thg search
content obj ect andaminecg#ﬁdﬁmhﬂmhcmldrdevmeaﬂﬁﬂgbﬂmhg{eto a
transcei g modul P tion
For use hrm ssi onfefd bEAEAT LY MRPeh oI} B Bther BIBLIT,

whi ch the ri ghts oﬁimmisswgo f 3 desiied cament pbiestde me\ﬁécoﬁlﬁée‘a%bﬁf@ﬁﬁl%wtﬂﬁt
OL the desired gonblﬁéttts , Qfi@Cdre fouaanad Qﬁesulﬂ@ﬁ/th@%alfvh %hﬁﬂﬂsﬁlﬂ&i ri ]ghts g
obj ect tore eontent o use nmodul e which is configure
to use tﬁlﬁde3|redgggﬁ (th%%a08QE% %§f‘?ﬁ@n§8 Paratus of claim 15
further conprisingarighis a@#ﬁmﬁm@bmod@thwhmmﬁgmd toondriagerrights olgects
enabl e a second dety eércihe thiGbel NerifesidsRel GRRDYeQRhES ok olb0IsH
and the device on ICE e rlghts object is stored to authenticate
each other; and a % F¥Pnati on nodul e which is configured to
secure a connectiomﬁmemmemgnxﬂhb\dﬂdl@@mﬂhgmﬂﬂnbathemdﬂgnﬁnﬂganbemﬁ
object is stored apdnfidifndeecBsifl BRESRISbjetNE alde@BE Sh SRR Bl rofits object is

st ored.

stored and to receive the use permission of the desired content object from the
device on which the rights object is stored; and

a content object use module which is configured to use the desired content
object.

[16] The apparatus of claim 15 further comprising;
an authentication module which is configured to enable a second device on
which the desired content object is stored and the device on which the rights
object is stored to authenticate each other; and
a security formation module which is configured to secure a connection between
the device on which the desired content object is stored and the device on which
the rights object is stored.

[17] The apparatus of claim 16, wherein the security formation module generates a
security key as a result of the authentication performed by the authentication
module and makes the device on which the desired content is stored and the
device on which the rights object is stored share the security key.



[17] The apparatus of claim 16, wherein the security formation nodul e
generates a security key as a result of?7 the authentication perforned
by the authentication nodule and nakes the device on which the
desired content is stored and the device on which the rights object

i s storedighare thehsgspardnisiorkRim 13, AwvhdreiBihe MaBscoRRRMddi% thhs@ltadhm 15,
wherein the transceivin rmdﬁle transmts .t i on

he r.equgst .i nf or mat for
the use pernissi on Y FHOHEROP £ ﬂ?:eol}?f’gﬂ’f‘“%ﬂné)(f?“%i Siged Cglétg?fggje {18 fe.
[19] The appar at usseshregtadd.m 15, wherein the transceiving nodul e
transmt gigjhe use m@éﬁﬂaﬁﬁmcﬁmtlb,ewﬁiﬁﬁhﬂ%&%ﬁﬁfgmﬁ@ll@ﬁ'&nshﬂts%euse
secure state. [20] An . appar t%g=%%{ usi ng .a content” obj ect
conprising: an i nt 8FFHELS nrﬂ;gl%ﬁ S SRRy IehiEdewidd a device
whi ch i ndR@ides bot An apparhiesfor akipg e tentamdbjeetspaptising cor r espondi ng
rights objects; a | j g]@gﬁg t hee -
desired content obﬁ%gﬁ%ﬁﬁﬁgggﬁggﬁ eﬁ% 0 jeé@gﬁggvﬂ%ﬁgféhﬁﬁ?%ﬁﬁ%%ggm
the desired contenfomgtebieciipndrespestiveenigsponding rightsigbiecilsi t he sear ch.
[21] The appar a}] us a@%r_ltfdl aioduRGvhivtheaehes th@@ewmdﬁmesﬁéﬂ @fhlenﬂﬁlﬁjeé‘f}é@ﬂ' e
consunmes a rights_aqbject,corres [ to the.desire ntent . ct
which is found as 3cm#g§3Pde eFﬁ@H§§Q$@Hm§% eF%mgég?%ﬁ£&ﬁe%ﬁ&“%léEmnd
device. [22] The appareaultefthssestchi m 20 further conprising: an
aut hent i qafji on nodyheapaidaly Fetali8 D) Wik&f tHeBndMiLFEt MRS duREaaR Q!
nodul e searches theﬂ§6VLC% for th dezgr d. cont ent oq#eﬁ}'ﬁgpd
security formation™ EIBIPJSCWESHO%‘&QJ‘}O e desieshGontent Qhect whuch OH@S?S@E
if the device is sdtetthé sdakch andtihsiored oathededise. t he aut henti cati on
modul e. )

The apparatus of claim 20 further comprising:

an authentication module which authenticates the device when the control
module searches the device for the desired content object; and

a security formation module which secures a connection for the device if the

device is successfully authenticated by the authentication module.



