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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to information processing
apparatus and methods, recording media, and pregrams. In
particular, the present invention relates to an infermation
processing apparatus, a recording medium, and a program
which can facilitate changing of an encryption key or a
package to be provided to an IC chip.
2. Description of the Related Art

Recently, electronic payment systems have become
widespread, in which electronic money is deposited in non-
contact IC chips such as Felica (TM) embedded in credit
cards or moblle phone devices and used for product purchase.
Japanese Unexamined Patent Application Publication No. 2003~

141063 describes a server-client system for building such an

electronic money system.



installed in stores to purchase products, and thus
can perform paynent rapidly. Wien credit cards or
nobi | e phone devi ces contai ning non-contact |C chips
therein are placed over termnals, the non-contact
I C chips send and receive encrypted information to
and from server apparatuses whi ch nmanage the
non-contact |1C chips (data stored in the non-contact
IC chips) via termnals and networks such as the
Internet. Fig. 1 illustrates an_exanple of encryption
ke@%eé%o?gdcr?ﬁl% HBALE ot aBPP 1 £ b pias@dviees simply
exchg g encrypted information. A menmory of the
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terminals and networks such as the Internet.

Fig. 1 illustrates an example of encryption keys stored
in a non-contact IC chip used for exchanging encrypted
information.

A memory of the non-contact IC chip includes spaces of
three concepts: "System”, "Area", and "Service", for example,
and in this order each of the spaces are hierarchically
formed. Specifically, a single or a plurality of "Areas"
are formed in a single "System", and a single or a plurality
of "Services" are formed in each "Area™. In the example of
Fig. 1, under "System", a single "Area 1" is formed, and
under "Area 1", a single "Service 1" is formed.

An encryption key is set in each of the spaces of
"System", "Area", and "Service". In the example of Fig. 1,
an encryption key 1, an encryption key 2, and an encryption

key 3 are set in "System”™, "Area 1", and "Service 1%,



Only a server apparatus that has keys conmon to the
non-contact 1 C chip (keys corresponding to those
stored in the non-contact |IC chip) can access each
space in the non- contact IC chip (i.e., execute
conmand to wite information to each space). Fig. 2
illustrates an exanple of a key storage database
(DB) in a server apparatus. The key storage DB stores
the sane encryption keys as those stored in the
non-contact |1 C chip, for each non- contact I1C chip to
resaﬁﬁt#FﬁﬁYmhlch the server apparatus sends and
rece ves information, as shown in Fig. 2. For
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that stored in Service 2", and an issuance package

B B akgenet @it £k IDBCis’@@@es%he same encryption keys as
those stored in the non-contact IC chip, for each non-
contact IC chip to and from which the server apparatus sends
and receives information, as shown in Fig. 2.

For example, for the non-contact IC chip shown in Fig.

1, the key storage DB stores an issuance package as a
package type, an encryption key 1 identical te that stored
in the space of "System"”, an encryption key 2 identical to
that stored in "Area 1", an encryption key 3 identical to
that stored in "Service 1", and a package A as a generated
package. In addition, the key storage DB, for another non-
contact IC chip (not shown), stores an issuance package as a
package type, the encryption key 1 identical to that stored
in "System”, an encryption key 4 identical to that stored in
"Area 2", an encryption key 5 identical to that stcored in

"Service 2", and an issuance package B as a generated

package.



Note that a package is referred to as information
concerni ng an encryption key (cryptographic
i nformati on) appended to a command for encryption
key registration when the encryption key is supplied
(registered in a non-contact |C chip), so that
confidentiality is ensured. Therefore, when the
encryption key is changed, a different package
corresponding to the encryption key is used. In
addition, there are a plurality of types of package
déiFénds FeF <3 i ofeiher hrY pt o kegmg fplon
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gener at ed package, and a package type indicating the
"Sedwipe Oftipagkageagenes al edeaded sbopeduasda Sebrfegample,
each non-contact 1 C chip with which the
as shown in Fig. 2, when the package type is "issuance
package™, "issuance package A" which is generated on the
basis of this package type contains information concerning
the encryption key 1 and the encryption key 2 corresponding
to "System™ and "Area 1", respectively. Further; for
examplie, when the package type is "service registration
package", a package generated on the basis of this package
type (a service registration package) contains information
concerning only the encryption key corresponding to
"Service".

Thus, in such a known key storage DB in a server
apparatus, encryption keys corresponding to the spaces of
"System", "Area", and "Service", a generated package, and a
package type indicating the type of package generated are

stored as a set for each non-contact IC chip with which the



- 4 server apparatus exchanges information. However,
when the encryption key corresponding to "Service 1"
in the non-contact I1C chip of Fig. 1 (the encryption
key BL istchangeﬁ, for exgnple,,it i s not possible
SETVED dBPEretbnl §tha arcr yPtroRekey 3 in the known key
storage DB, since, for each non-contact |IC chip of
Fig. 1, the encryption keys 1, 2, and 3
c ndi to " tem, "Ar 1", and "Service .
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Specifically, in a known technique, when any one of
encryption keys corresponding to "Systen", "Area”, and
"Service"” in a non-contact IC chip is changed in a key storage
DB of a server apparatus, it 1is necessary to ‘delete all
information managed 1in the non-contact IC chip and then
reregister (update) information including information which is
not intended to be deleted.

Embodiments o¢f the present invention have been made 1in
view of the above «circumstance and therefore serve to

facilitate changing of an encryption key or a package to be

provided to an IC chip.

SUMMARY OF TINVENTION



i nformati on processing of a storage device, wherein
the storage device includes first storage neans for
storing encryption key setting information
r épr esentrisig @arericrypt tba ikepnused,f ahesendisngandided an
. receiving encrypted information to and froman IC
inforratéghat BECCERSENT) G p fandlpaiaye detideyg wherein the
i nformation representing a package having information
sLOrgdRcefRAVAGSt hdTEASHPSt | ot Uedy, TEUoHte stiogale nEans storing
for., storing the encryption key linked to the .
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storage neans,..and third storage neans for staoring. .
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e

linked to the package setting information in
settfhg stirst@mage dreans; and genesat i A RANS rkdhs, WA third
the package corresponding to the del eted encryption
storkey hasnseefor deltetrédgf ridm t heckhied Stiyeapecgeahe package
and a new encryption key has been stored in the
settBegondisiorage areandni nstead ofitdie delceted means, the
. encryption key, generating a new package
1nfoEm F e’P ot IHES 31019 hanrawadntsr y ponew lgaycl:i nitetlet bng means
the encryption key setting information in the first
for, s¢drigetheard " @RdPsiof | kM hé THERD paekade | Anchertion key

t hird, storage, neans so_as tg‘be l'inked with the
setting information 1n the irst storage means has been

deletedrin the second storage means, deleting from the third
storage means the package corresponding to the deleted
encryption key linked tc the package setting information in
the first storage means; and generating means for, when the
package corresponding to the deleted encrypticn key has been
deleted from the third storage means and a new encryption key
has been stored in the second storage means instead of the
deleted encryption key, generating a new package corresponding
to the new encryption key linked to the encryption key setting
information in the first storage means and storing the new
package in the third storage means so as to be linked with the

package sectting information in the first storage means.



package setting information in the first storage

means. 6 The storage device may be included in the

i nformati on processing apparatus. The first storage
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encryption key setting information in the first
storage neans, and third storage neans for storing
t he package linked to the package setting
| | 0 ORMBLEGAG! AshbBef st 3t qrn%%ﬂ%%ns,tﬂé}ﬁe
i nformati on protessi ng nmethod conprising the st
infoPhat WOEN ph-BeceRehPt iRy | Epked e Ahe 1ener YAl # Mhnation
key setting information in the first storage neans
procéasihgerfdel predeasR ithe oSesothsd 0HRE8 ReaANScluding first
deleting fromthe third storage neans the package
storzger espordi g t stbhendeleaicedanerry pképn skey ihighkedrormation
to the package setting infornmation in the first
repretorages neansncramd iwerkdsheupadt kge senteaportidngrd@:=iving
the del eted encryption Kkey has been deleted fromthe
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representing an encryption key used for sending and
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encrypted information to and froman I C (Integrated
Circuit) chip and package setting information
representing a package having informtion concerning
; r i ; . mea fo ri
oS-SR ASh | BEROES, SUREPRR AN SRRkl 90 wner
the S@hbk?ﬁt&ﬁﬁorﬁéy|Oﬂihﬁeﬁhetg!r§EeStQﬁ§9ng? s’ﬁe ndsetting
third storage neans for storing the package linked to
infothetipackagenseltirhg isfaramt inphid e Hddstastoragein the
means, the program conprising the steps of: when the
secondcrytpidaore keyank| nkkd dto ihefesr ipld ophkey selddai@® means
information in the first storage neans has been
the deké&begd icprirhepsedond stortdge dansd detefptiod resy linked
the third storage neans the package corresponding to
to thheprdekeped sentiypt ilod ckee tilomk €dh ttdid higi r packiageage means ;
setting information in the first storage neans; and
and \heR ttgfée pEekAY8E c FOTESHRTIHEY 0-¢ hehdeldstieded encryption
ncryption key has been deleted fromthe third
key gﬁ‘&r aﬁe@%aﬁg%ﬁa a Ih8w tRcEY pEFof UespIsagneen and a new
red i.n the second stora%E means. instead of the
r
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and kSoREAYI ded akw package in the third storage means sc as
to be linked with the package setting information in the first

storage means.
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i nformation processfng apparatus for performng
processing of a storage device, wherein the storage
device includes a first storage unit storing

encrypti.on key setting information, representing an
eﬁ@rﬁ%t?%ﬁr%eésﬁggg F%}'QE%dFﬁﬁeﬁﬁﬂo?ecépﬁﬁﬁgls provided a
rypted information to_and froman I C (Integrated ,
progg?ﬁ K%39 chip~and pé%kdmg%&ﬁ?¥ng%ﬂﬁ(ﬁéﬁﬁqQﬁl information

rcui g
esent| avj Lnformati on concernin .
proc%%gagﬁcr%%??éﬁ“ﬁ%§$§%%%egongggrgg%ré%%%{ﬁﬁt %ﬁé;%qﬁ?gg first

storh t iRk e, epcryptdqn key. :
T a1 T Re T SEobt o T kpgognasion
reprbBehdisH0LRIE ARSI | RGyt h@e@a%@g%édﬂl?f‘gd 40t cheiving
package setting information in the first storage
encrypted tikeoritardrat £ ®N2pHOCERSSE Ngn apRAr Al grated Circuit)
conprising; a deleting unit, when the encryption key
chipl iatkedptiokbhe enettypid odnkeynsetibinngraphé oLt hgn Npackage
the first storage unit has been deleted in the
haviggcontfstropadgenuniconcdeingtiong tfireomdrier tdti rch stiespge second
unit the package corresponding to the del eted
storgagrppenentreystphkad tbe eherpathkageksgt finged to the
information in the first storage unit; and a
generating unit, when the package corresponding to
the deleted encryption key has been deleted fromthe
third storage unit and a new encryption key has been
stored in the second storage unit instead of the
del eted encryption key, generating a new package
corresponding to the new encryption key linked to
the encryption key setting information in the first
storage wunit and storing the new package in the
third storage unit so '



as to be linked with the package setting information
inthe first storage unit. According to an
enbodi ment. of the present invention, encryption ke
encr@ptacpagkagecte ibg prdrded to am [hEehfPrsanstPLage means,
stored in a storage device. Further, according to an
and etbedi rmentraofe tdwearpr eSent std@ihgvent amclichandingof to the
an encryption key or a package to be provided to an
packb@echigrtwary r éndbkpabeéoperifror ivkd. BRIEF BESCRyPTIEANns, the
OF THE DRAWNGS Fig. 1 illustrates an exanple of
progepwr ypeipnikeys stloe edstews a qion- edrractthieC ehicpyption  key
. Fig. 2 illustrates an exanple of encryption keys
linkggored thien RIRowR: KeyksY oFgdEiDR; IFiprigtioma Bl ogke first
diagramillustrating a configuration of a '
storggpy @0 e S sy$ttém @Rt dfing it ot 2 EfFeaCmeTtCGige means, -
sent ipventio 4 is a block diagram

dele%?%@s??i??ﬂg a HﬁrdmﬁgérggghFFaﬁﬁg?ionmSPné sefPgr package
corsBRBRLALER, AFOEALIL Mg CTRRIRILLOT e PSRN v
peciSSL SO RCACROLIROLE, A0SOM P terne;  anc
ehenf SR PO, L5 ook (a0l g Datskent | 0 Aorion ey
has appbhcaid o 4¢cording thQ aRhirg storage means and a new
encryption key has been stbred in the Secoﬁd storage means
instead of the deleted encryption key, geﬁeratiﬂg a new
package corresponding to the new encryption key linked to the
e'ncryption key setting information in the first storage means
and storing trhe new package in the third storage means so as
to be linked with the package setting information in the first

storage means. -
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enbodi nent of the present invention; Fig. 8
illustrates package update processing; Fig. 9
iIlustrates package update processing; Fig. 10

' K ; .11 ,
st FAPEETACRASE (ldare protaing Ve 1o provided an
lnfoﬁﬂé*ﬁ%{l R R AP N o RE S e saapant idkestlng of

hart i hg packag
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package generation procesSsing I 'ustrates
£ ot her, ;pac at NG o
s or§<?‘ i ksafgﬁ: @n@fﬁ?€§§ﬁ ke %etjtg_atgs & 1\ formation

owchart illustrating anot her pack

reprPEO6LS6HNEL Rinthrybtilch acdy owsbar ‘fotrl |slé$1tdr1@1tg‘ ha rece1v1ng

further another package update processing; Fig. 18
encrystadf howehaist: iidn usd rahting rpackage st aleit LAARGY Circuit)

processing; and Fig. 19 is a flowhart illustrating
chipused egaestger esponse; piocessingonDESGRETHON (F THpackage

PREFERRED EMBODI MENTS Bef ore descri bi ng an enbodi nment
havinpt iheopnesean cPnventiom, thheecoryespondeage betweend

the features of the <clains and the specific el enents

di scl osed in an enbodi nrent of the present invention

I's discussed below. This



description is intended to assure that enbodi nents
supporting the clainmed invention are described in
this specification. Thus, even if an enbodi nent in
the followng detailed description is not described
sLOrgge, o[Mtitng T PH"Terta® n FBETUPEIBR t k&Vprddérted to the
encrig%enthg%, th %fdoes.qgt necessarily nmean that the )
“TERbOUP Y does- it Tt ARt bOt hat FhE2 Dkt vt pge unit,
the_cl al.ns, nversely, even if enbodi nent_is
and esEfr:I%ngd HEra 9t a8tal dtihg 1% gﬁgerptaeﬁ Yeat théSds tO Lhe
i : ot . hecessalk mean t hat the
paCkéﬁgoJ%%g%g&;dggg%ﬁo%%ﬁg at%Htgﬁg%h%?E 5a1%§%§??ﬁ tgt the

infofh8tMBn ACCRLANG t 0@ eibedi pBRL -0of 5 f e BrQﬁfﬂ%%%ﬁg unit,

i nvention, an information processing apparatus

whenek&@méhcﬁyﬁﬁﬂaﬁrke?pﬁﬁﬁﬂéﬁ5@oiﬂhgi%nc%&p%gghr%é%fketting
storage device (for exanple, a key storage DB 7 I'n

infoFhgtid) whi ehchasifdy sétosi@s ageiteans theh @AM in the
an encryption key package setting information DB in

secoRfigstbyaber ustiar,i nipletcinypt f otmkeyesehtiirAg storage unit the
i nformati on representing an encryption key used for

packseadengrasgdonddepvitng Brergptedednbormapioont kegnd inked to
froman |1C (Integrated Crcuit) chip and package

the getkpdg PAESLAEL ioACTIEpLesenti fdica Paskage dragaginit; and
i nformati on concerning the encryption key, second

A I A FredHst (f oiStanplhe  BACkéder yperehsReypding to  the

information DB in Fig. 5) for storing the _encryption
deleydy PRRKERTEG ﬁ@yehgﬁygﬂ% dedy? st G G0 Grtktd otorage

unitign%m%fﬁé%te%kgg%%?ogeIEE EQQ E@ggjéﬁégggein the second
storagé unit instead of the deleted éncryption key, generating
a new package corresponding to the new encryption key linked
to the encryption key setting information in the first storage
unit and storing the new package in the third storage unit so
as to be linked with the package setting information in the
first storage unit.

According to an embodiment of the present invention,
encryption key or a package to be provided to an IC chip can
be stored in a storage device.

Further, according to an embodiment of the present

10



means (for exanple, a package information DB in Fig.
5) for storing the package |inked to the package
setting information in the first storage nmeans. This
i nformati on processi ng apparatus includes del eting
means (for exanple, an input control unit 61 in Fig.
7) for, when the encryption key linked to the
encryption key setting information in the first
storage neans has been deleted in - 13 the second

) storage neans, deleting fromthe third storage neans

1nvIHe Phac KaFe LoYT s oHi siE 1P e detet®d ®reigprdonto be
key |inked to the package setting information in the

PLO] L6t die Geldh<Sarantraftned d1G My Heareed f or
exanpl e, a package generation unit 62 in Fig. 7)
for, when the package corresponding to the del eted

' . d f the third
prred) PRI ERY dESRe SAPie, Loe hee Mbean
d.i nd _st i nst ead of .th

SEPETed LALISLRAEANT B! LAREITEANS IR SRl 5y stored

in LHSLsRONd] glkpchﬂﬁ)neM/encryption key linked to the
encryption Key setti'ng information in the first

5%95@99 178808 r80d <SLAr iag H%bg%mbﬂég %ﬁpﬁh#ﬁ%% stored

third storage neans so as to I i nke

in 2PAGKALE 188t tHRGdJf gygrtion in the first storage
means. Thi's information processing apparatus can

feighen be _apb%bqieaiwgtu_»lamchqugisr&gar&eags_a( t®hfiguration
exanpl e, a state change application 52 in Fig. 3)

of & Glercfangilngntnfsefgmin Gtcording to an embodiment of the

present invention;

Fig. 4 is a block diagram illustrating a hardware
configuration of a server apparatus according to an
embodiment of the present invention;

Fig. 5 illustrates an example of data in a key storage
DB according to an embodiment of the present invention;

Fig. 6 illustrates a state of a package;

Fig. 7 is a block diagram illustrating a functional
configuration of a DB management application according to an
embodiment of the present invention;

Fig. 8 illustrates package update processing;

Fig. 9 illustrates package update processing;

#ig. 10 illustrates package update processing;

Fig. 11 illustrates package update processing;

Fig. 12 illustrates package update processing;

- 11 -



i ndi cati ng whether or not the encryption key can be
used. This information processing apparatus can
further be provided with respondi ng neans (for
exanpl e, a request response unit 65 in Fig. 7) for
responding to a request for use of the encryption
key froma server for sending and receiving
encrypted information to and fromthe IC chip, in
accordance with the information indicating whether or
not the encryption key can be used. - 14 1In an
i nFog mat 3 obs pr oCkesthgrirei hbdsbrabipg ograkegacupddiag
to an enbodi ment of the present invention,
ProfaPELAEEi on processing for controlling a storage
device is performed or a conputer is caused to )
exEedt el 4 hes i hf bEFaEPoRt pt bEekER RN T oPaebat ol ENAgation
the storage device. The storage device has first
PrOsFPafdE  means for storing encryption key setting

i nf or Lon representin encryption k used for

St gt bott T ERCRSTRD SHEE DT ARt hTF nEpTER T B arassing

f I C (I d G i.1)._chi d Kk

Sk TH ngte (o ot Lane s bhr L EhE e Ea D ERS RS R et

infor ion.cgoncerning the encryption key, second
updgggrggggﬁegﬁégfor sto?ing the gﬁgryptipnykey l'inked

Lorpe enciypLi Bl ke, set i%ﬂgs@;m{fﬁg&&w&w bfScher

first storage nmeans, and third storage neans for
pacRhQki NgakPe paskageihijnked to the package setting

Information Tn the first storage neans. This

| nf0f Mt 4 ONs PX OELSHERS O 1 P1 RS A1 NG YEeRageSEERLe
change processing; and

Fig. 19 is a flowchart iliustrating use request

résponse processing.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describking an embodiment of the present
invention, the correspondence between the features of the
claims and the specifig elements disclosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that embodiments
supporting the claimed inventiocn are described in this
specification. Thus, even if an embodiment in the following
detailed description is not described as relating to a
certain feature of Lthe presgsent invention, that does not

necessarily mean that the embodiment does not relate to that
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(for exanple, STEP S14 in Fig. 13) of, when the
encryption key linked to the encryption key setting
information in the first storage neans has been
deleted in the second storage neans, deleting from
the third storage neans the package corresponding to
the del eted encryption key linked to the package
setting information in the first storage neans, and
a step (for exanple, STEP S16 in Fig. 13) of, when
the package corresponding to the del eted encryption
featkmye Ivds theerladalset eddnvmnaeiey  t e sitforragembeahignent is
and a new encryption - 15 Kkey has been stored in the
descgddsl harsridy e smegds Hins dad dofcentipd rddiastteye of the
encryption key, generating a new package _
claigsyr ddidndaTg 70 KE GFeiF Sdrcny facen I5hek sonhastimpn t
encryption key setting information_in the first
doe s FREAGE 1 ATGare B GG iHe HowBackag@dn t he
third étorage means ﬁg as.to b% linked with the .
pACKEGE B8t Pnghi AFBPAAIFEN P “PRePEFP§htstprggeion. an
inedEans. In trg:eesf cil I ovgi %r t rhe p(rfef ers ed r(rabodi nment s of
FHRE I e SETCTIAER iR 1 e T SABEL i t0h SETVeT
reference taq.the 5 a WA | 1 Q.
2P Rats T4 or A D B Y Gor B s st o For

exarr%ﬁrev,era' qgéf'%tto%% ehd Ry V%(H ch nd")qn%q'd%?rllltaspffltﬂ%ec

resent 1'nvention is inplenented. In this

StOIls—ila%lrre\é \%r/éel-ragJ éS:(C&tuo rIiS %ésita%l\/{t%gdl uelt '2 %(ﬁgﬁ@zﬁg@ ?(tﬁlé)s I?éaf %tg(;a rage
setﬂ*ﬂ@ainformation DB in Fig. 5) for storing encryption key
setting information representing an encryption key used for
sending and receiving encrypted infermation to and froem an
IC (Integrated Circuit) chip and package setting information
representing a package having information concerning the
encryption key, second storage means (for example, an
encryption key information DB in Fig. 5) for storing the
encryption key linked to the encryption key setting
information in the first storage means; and third storage
means (for example, a package information DB in Fig. 5) for
storing the package linked to the package setting
information in the first storage means.

This information processing apparatus includes deleting
means {(for example, an input control unit 61 in Fig. 7) for,
when the encryption key linked to the encrypticon key setting

information in the first storage means has been deleted in
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base (DB) 7 are provided on the server side. A client
apparatus 3 and a reader/witer (RRW 4 are provided
on the client side. The server apparatus 1 and the
client apparatus 3 are connected via a network 5. In
proximty of the RR'W4 on the client side, a nobile
phone device 6-1 containing a non-contact IC
(Integrated Circuit) chip 13-1 and a card 6-2

contai ning a non-contact |1C chip 13-2 (for exanple,

a Suica (TM card) are placed and connected to the
the. pRERN I SEaratGs M3 aiita Sedfdridr d5g8 teemnidircasitonage
I i nk usin% el ectromagneti ¢ i nduction. In the - 16
meaps| tHG RG-KREN CRETESPRECIREC &8s &Y Claitser pRCEYPS Lon
betwee the non-contact |1 C.chips 13-1 and 13-2, the
ke diPER 261 PG PERMBSe1 3ot TA0d TBPIARE Tofpiy the Tirst

referred to as the non- .contact IC _chip 13. .The
st e EaBsar A OTTRET Uds e Bt VEP TaBEPIAfT of PECkage
.an _ pli.cat i,Qn , t state change
gengﬁgﬁﬁggt?%§q§§% ?ﬁeEgéfvg? §§%ri%§%Poﬁﬁf1 Sends and
[ d .t d_fr L,C S wi.th
corEBGERKRILE COMTRATupl 2 BN HOGLARTHICALES UL e crea
froﬁeﬁﬁbV%ﬁiQ%F@%%Ea%@em%%h%e%ndaﬁphb%aEhQQyili@BdkEthas
client application 12 is encrypted using a

beehl aasaeti 9 ke shaced Betweer these aprkkaat LeNShe
Specifically, the server application 11, en

deleesduBhealbhgonWikkl,t Benekieihgapphietaphenad?,

acquires fromthe key
corresponding to the new encryption key linked to the
encryption key setting information in the first storage
means and storing the new package in the third storage means
so as to be linked with the package setting information in
the first storage means.

This information processing apparatus can further be
provided with changing means (for example, a state change
application 52 in Fig. 3) for changing information
indicating whether or not the encryption key can be used.

This information processing apparatus can further be
provided with responding means (for example, a request
response unit 65 in Fig. 7) for responding to a request for
use of the encryption key from a server for sending and
receiving encrypted information to and from the IC chip, in

accordance with the information indicating whether or not

the encryption key can be used.
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storage DB 7 a key which is identical to (or
corresponds to) an encryption key stored in the
non-contact I C chip 13. The server application 11
then provides the acquired key to the HSM 2 and
requests the HSM 2 to generate a transacti on key
which is used for comrunication with the client
application 12. Using the transaction key obtained
fromthe HSM 2, the server application 11 encrypts a
conmand to be sent to the non-contact IC chip 13 and
déor ppt $ ndprandriypt ed osearang Neddeid/ e fa gmadism
non-contact I C chip 13. Thus, the server application
accopdiger fier i ety HInIH: ol tfe%dPW%% Frventormmnd
to be sent and received to and from - 17 the
iInfoiFRtdem RIS THIP BB UG Thel i ahsEed T¥9e kdgvice is

rovided by the HSM 2. This reduces | oad on the HSM 2
Per%m orfare FWRH A da’%ecm?‘g RS IR %sjerafcf%?atlon

PO 1 G UG L U0 {HES e O THES DB franagehoniorage
dev3BPHR0N ST manages g%}geegng%&g%giesch%tf@n ey

Settlﬁqo 1gqagorgtpascr |rbedsd%£$%\’/vrp€1‘s:¢(%g£h %{gém s%z% V\L’%'&@ for
sen | E@{In cﬁ%decla\; 'r%‘ Wet @ﬂﬁé‘@ﬂ?ﬂ %@t&iw&p an

or mation i ndi cat er or not a package

c (BRI RN keyduOf) t&%ﬁ‘%&%@@égé %&@&ﬁ&%ﬂ%ﬁﬁamn

is stored in the key storage DB 7 can be used
representing a package having information concerning the

encryption key, second sthage means for storing the
encryption key linked to the encryption key setting
information in the first storagée means, and third storage
means for storing the package linked to the package setting
information in the first storage means.

This information processing cor program includes a step
{for example, STEP S$14 in Fig. 13) of, when the encryption
key linked to the encryption key setting information in the
first storage means has been deleted in the second storage
means, deleting from the third storage means the package
corresponding to the deleted encryption key linked to the
package setting information in the first storage means, and
a step (for example, STEP S16 in Fig. 13} of, when the
package corresponding to fhe deleted encryption key has been

deleted from the third storage means and a new encrypticn

- 15 -~



For exanple, the DB managenent application 51
regi sters and updates an encryption key of the
non-contact I1C chip 13- 1 in the key storage DB 7.
The state change application 52 changes a package
state indicative of whether or not the package of
the non-contact 1C chip 13-1 can be used. Wen the
package state indicates that the package of the non-
contact I1C chip 13-1 can be used, the server
application 11 can acquire the package (or
keyehgeypefonskeypdofint hbenspcondnsiorag€ vkiapsl3nktrcmot
the key storage DB. The key storage DB 7 is a storage
theddglebeiagnagyatipacbedi ngereditifmguehngy pagdededi sk
and stores the encryption key package setting
COoryafpPRALNEntPBLheheew f80r§ﬁ§#9ﬁt$§ﬁ Qé?kﬁﬂféﬁnﬁﬁﬁ%n
DB and the package infornmation DB h will be
enCHEEEFPBeHeBeﬁﬁﬁFlPHféPﬁﬁFWéﬁlQPoﬁédtPﬁ fREstkgrorage

e DB 7 is encrypted a ke d between the
meaﬂayagaoﬁaaﬁlb% Wsnafé PhEorahe3. R P Rag e e Ehge feans
ta -re erforns
s %%n]??ciw 28, S Eh FBerBrthaReL et ngmi b g one 1o
theb§§ tgragguegt %or generation of a transaction
rece ved i I'om the server application 11 and

prﬂy | des ajfcﬁ‘flox!:%ﬁzg?f‘g rgfé,(rl@%a aéxﬁﬁgd%ﬁeﬁ‘]téeéﬂ' L Qf

the nmutu aut n to the serve application
pre%&ntThﬁvéﬁ%ﬁgnah§Ql B@n8&§E9§b%dp%E%39%e&%&e%%%hto the

non-contact I C chip 13, such an | ssuance package
accBhpan$ehyi §8akeghstration package

Fig. 3 illustrates an exampie of a configuration of a
server-client system in which an embodiment of the present
invention is implemented.

In this server-client system, the server apparatus 1, a
Hardware Security Module (HSM) 2, and the key storage data
base (DB) 7 are provided on the server side. A client
apparatus 3 and a reader/writer (R/W) 4 are provided on the
client side. The server apparatus 1 and the client
apparatus 3 are connected via a network 5.

In proximity of the R/W 4 on the client side, a mobile
phone device 6-1 containing a non-contact IC (Integrated
Circuit) chip 13-1 and a card 6-2 containing a non-contact
IC chip 13-2 (for example, a Suica (TM) card) are placed and
connected to the client apparatus 3 via a short-range

communication link using electromagnetic induction. In the
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The client application 12 of the client apparatus 3

sends a predeterm ned request to the server

application 11 of the server apparatus 1. Al so, when

a command is sent fromthe server application 11,

the client application 12 sends the command to the

non-contact I1C chip 13 via the RRW 4 so that the

command i s executed. The non-contact |IC chip 13

decrypts an encrypted conmmand sent fromthe client

application 12 via the RRW4 using the transaction
folkeyiolt avhed tilir dsghotheongsyalry awt késdrdatinen enitdiween

the HSM 2 and then executes the command. In such a
theepeerconite cirAly cdyeeermvdviang tife 2, cdhel ganatdcgrtact IC

descri bed above, for exanple, when the user of the
chlﬁébﬂﬁe pﬁ@ﬁelée@|@éeasﬂﬂﬁﬂ&%ﬁ@féaﬁ@dbt@ pay & hromoa—~

product u5|ng el ectronic noney stored in the

COﬂﬁSHtcéﬁtgéﬁP|é chlp 13 the client application 12 of

e client ap sen request for the
?ﬁeﬁ?rFBF FEBaﬁﬁ &Ect t%P% €§%ﬁ%e?e%ﬁﬁﬁu%ﬁﬁ%bﬁaﬁion i1,
t U
: D%eaagéffé%%ﬁ PRE-2don oae! G FigerbrdbesTanae

n read connand) for requesting the
app%g%g?on acg IC chip 13 to read a bal ance of

el ﬁqyg&s hzgglaﬁa?lcggnagd snféegigegyat Esmmand

server app I's encrypte usi'ng

to 5&8”%%6&'Qﬁoﬁﬁﬁnl%%@e%h%ﬁt%ﬁn%_EQ;%%% a@%ﬁl%%%ﬁéﬁf

chip 13 via the network 5, the client application
suchf al Beémfkh@NkeARPARA! ¥ vRRld HehecBWhe server
application 11 and the client application 12 is encrypted
using a transaction key shared between these applications.
Specifically, the server application 11, when communicating
with the client application 12, acquires from the key
storage DB 7 a key which is identical to (or corresponds to)
an encryption key stored in the non-contact IC chip 13. The
server application 11 then provides the acquired key to the
HSM 2 and requests the HSM 2 to generate a transaction key
which is used for communication with the client application
12. Using the transaction key obtained from the HSM 2, the
server application 11 encryptis a command to be sent to the
non-contact IC chip 13 and decrypts an encrypted command
recelived from the non-contact IC chip 13.

Thus, the server application 11 performs encryption and

decryption of a command to be sent and received to and from
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The non-contact 1C chip 13 decrypts and executes the
recei ved read command. The bal ance read by the
execution of the read command is encrypted by the
non-contact 1C chip 13 wusing the transaction key.
Then, the encrypted balance is sent as a response to
the server application 11 to the RRW4, the client
application 12 of the client apparatus 3, the
network 5, and the server application 11 of the
server apparatus 1. The server application 11
thedaenyppstehes I€nchypt éd balagcéhsettraformtibe key
non-contact IC chip 13, thus acquiring the bal ance
progfidgfebirr 5hecHiindy. Wnik £RidgceperagidonnpicbeedSile? as
the server application 11 can check a current _
comBargAcEith @l efPoRerRoREF EOUr éd lisn useHe for encryption
ngn-contact |1 C chip 13. After checking the bal ance,
andy %ECQP%P%BEI PcgPrpAndr resygtigandpafieseacbirargt use
i..e.command) for requesting the non-contact IC
of %ﬁ?ﬁﬁig £o rewite the bal ance of el ectronic noney
(writi of the bal ance, obtained.after the anount of .
e PRt IS Re PriGhtict 1 &7 dBAUBTBRYSS o I SpFyYPtion
t e . L hed abo th wi.te
AT LA
: dusSi t t [ . - c d .1+
intBREYRERUDST DA Bfic! pABRAGL O e TR B gﬁggﬁlgm be

command is’then sent to the non-contact
des¥kapbheppetyorking rihe glient application 12 of the

client apparatus 3, and the R/ W4 so as to be
dety P esh Anch £X@E Uhssh i Jh SoMr 62 €changes a package state
which is information indicating whether or not a package
(encryption key) of the non-contact IC chip 13 which is
stored in the key storage DB 7 can be used.
For example, the DB management application 51 registers
and updates an encryption key of the non-contact IC chip 13-
1 in the key storage DB 7. The state change application 52
changes a package state indicative of whether or not the
package of the non-contact IC_chip 13-1 can be used. When
the package state indicates that the package of the non-
contact IC chip 13-1 can be used, the server application 11
can acquire the package {(or encryption key) of the non-
contact IC chip 13-1 from the key Storage DB.
The key storage DB 7 is'é storage device having a
recording medium such as a hard disk and stores the

encryption key package setting information DB, the
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conmand al so contains information indicating the
amount of the balance to be stored. This allows the
non-contact IC chip 13 to store the bal ance of
el ectronic noney which is obtained after the paynent
amount i s deducted. For exanple, after processing,
such as transm ssion of a nessage notifying the
server application 11 that bal ance deduction of
el ectronic noney in the non-contact IC chip 13 has
been conpl eted, is perforned, the processing
encpypcedurkey i snferminateddB Tino ughe sprehkagpr oresshagion DB
procedure, paynent for product purchase can be
whigleribkhede $¢3ariledslee ey - cl Tehereysiem savreg ihethe
configuration described above, not only paynent for
key pf petRee Pl chas®, CBEtYPatd oo vt hekeyr deabad nee eupebet he
carried out,_such as managenent of points issued by
key 556007 e Ml pagm@nthefit¥i4- or fare in a case where

th | j ent t 3 is install -, 21
R R i
of i nt t f . .
ot D i e OheT BTy o ni Parn e TR por For et 157 on the
ase descr.i bed bove is carried out

t he product purc
bas {0 o M TR R, o8 TP SRSl

recd]-agf apd | 1;&% rating, gagb;gffé@éfogf]lf %Ilﬂ%%yg&é%ﬁ he

structure of fthe serv ppar at us

trafEQCEES Ne PNLL) o 104 EXECUL £S; VAL T OHS L OIACESSI NG 1 N
accordance With a programstored in a ead Only
autAEIRI YAt 102 ©F @nstosage Section 108 17 RAMe HsM 2 also
generates a package for each non-contact IC chip 13, such as

an issuance package or a service registration package.

The client application 12 of the client apparatus 3
sends a predetermined request to. the server apblication 11
of the server apparatus 1. Also, when a command is sent
from the server application 11, the client application 12
sends the command to the non-contact IC chip 13 via the R/W
4 s0 that the c¢command is executed.

The non~contact IC chip 13 decrypts an encrypted
command sent from the client application 12 wvia the R/W 4
using the transaction key obtained through the mutual
authentication with the HSM 2 and then executes the command.

In such a electronic money system having the

configuration described above, for example, when the user of

the mobile phone device 6-1 or the card 6-2 pays for a
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(Random Access Menory) 103 stores data or a program
to be executed by the CPU 101. The CPU 101, the ROM
102, and the RAM 103 are interconnected via a bus
104. The CPU 101 is also connected to an i nput/ out put
interface 105 via the bus 104. The i nput/out put
interface 105 is connected to an input section 106
constituted by a keyboard, a nouse, a m crophone,
etc., and an output section 107 constituted by a
dis eaker, etc. The CPU 101 erforns
Progaf oﬂ%l%go%£§§Fﬁ@nFﬁ meesrdahee=di ih ahe pAsreogtpsh IC
.sent fromthe input section 106 and sends the result
chigflhelprocesenhgePBliratdaiplt SEcthencibentTprparatus 3
connected . to

Senﬁ%?%? GeisshsPPs ' Chncorvucal of Hhf %ggﬁﬁég?%guéaid
seT{he CROLLGA OR Lontant E&. PERY %%3?%%%ri§@§X?C“t5Pony
recgOTHE: E30 Chadheger P8 P drr MEb LR RBpiT1. oggerates

comﬁgﬁg i £Q§%'85ﬁ&9ﬁ5)0509 kegaeseiﬁelggewagﬁ AN e 1c

at the comuni cati on Sect
ch1§°ﬂ§“@bcéé§d YSLAG.REENGE @1 WLLeLRSS HQATYNI cation

or awred comunication |link or ca

COMMEINI &AL dishdld Dt de Wit &k 5 cralh W& application 11
communi cation |links. Further, a connunlcatlon schene

is efpteyeddihsihg gﬁmruﬁaﬁghb@moﬁeﬁéypnaﬁg%h@nn@ént to the
limted to a specific one, and various communi cation

non-schen®st t@nchep el oyedtBucheBBorknst heheasei ehit
Wi rel ess

application 12 of the client apparatus 3, and the R/W 4.
The non-contact IC chip 13 decrypts and executes the
received read command. The balance read by the execution of
the read command is encrypted by the non-contact IC chip 13
using the transaction key. Then, the encrypted balance is
sent as a response to the server application 11 to the R/W 4,
the c¢lient application 12 of the client apparatus 3, the
network 5, and the server application 11 of the server
apparatus 1. The server application 11 decrypts the
encrypted balance sent form the non-contact IC chip 13, thus
acgquiring the balance of electronic money.

With this operation procedure, the server applicatien
11 can check a current balance of electronic money stored in

the non-contact IC chip 13.

After checking the balance, the server application 11
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conmuni cation, a wreless LAN such as | EEE (The

Institute of Electrical and El ectronic

Engi neers) 802. 11a, 802.11b, and 802.11g and

Bl uetooth. Also in the case of wired comrunication,

vari ous wired communi cati on schenes can be enpl oyed

in the communi cati on section 109, such as | EEE1394,

Et hernet (TM and USB (Universal Serial Bus). A drive

110 connected to the input/output interface 105,

when nmounted with a renovabl e nedium 121 such as a
gengugheti e cdinmkpdanaoptriidal chimglenda fegnetorepttice the

di sk, or a semniconductor nenory, drives the
nonrgppabke [fedhim 121 tandevaddqe tés hageogeamive ldgattaonic

recorded thereon. The acquired programor data is
moneyangretied 6 the SLoPaGe SEEEIoI 08 teandhst gimsgint of

therein according to need. A program or data can
theapaymgBtadqti FBE PRPEUGH tife ©CW4§8)secti on 109 and

st ored if t he storage section 188. In. the server

appaPatEty Havihg fRedconrigiratPonrihedcprPpEg, the

.ab f e, f th / - 23 .
wri 80V Bpnl Rl SXBTDLE, ALOOLATE O Lhe SRINELRi 1 dag
enchfred Bt Tnh PR BB R 4RY | PO sBa Vit sgpmand

are tenporarily

is %Hehhgegéwk%o%h%oﬁ%ﬁ;é%qﬁgﬁé?%%ngﬁihtWBt eacfﬁélg%iwork 5,

nthi's enbodi ment, al e serv application

thetE@igﬁtnggE?§EEE&oﬁp@bi%%tE%% %&ieg%dab.%rék%%e3, and the
change application 52 are executed by a single unit
rR/WOh LtBesset¥ebe decrypted and executed. This write
command also contains information indicating the amount of
the balance to be stored. This allows the non-contact IC
chip 13 to store the balance of electronic money which is
obtained after the payment amcunt is deducted.

For example, after processing, such as transmission of
a message notifying the server application 11 that balance
deduction of electronic money in the non-contact IC chip 13
has been completed, is performed, the processing procedure
is terminated. Through such a processing procedure, payment
for product purchase can be performed.

With the server-client system having the configuratioﬁ
described above, not only payment_for product purchase, but
also other processing can be carried out, such as management

of peoints issued by a store and payment of toll or fare in a

case where the client apparatus 3 is installed as an

_21_



apparatus 1. However, the server application 11, the
DB managenent application 51, and the state change
application 52 can be executed separately using
di fferent apparatuses such as conputers. Fig. 5
illustrates an exanple of the encryption key package
setting information DB, the encryption key
informati on DB, and the package information DB stored
in the key storage DB 7. The encryption key package
setting informati on DB stores encryption key package
autgertingtinket neetenifhon etaehn adbatéont acRlEC ¢hi ph&é3case
with which the server application 11 comunicates.
of mpbet freakysrenheobnEaypt PONNRBY, packagecdseet bagically
informati on DB stores, for each non-contact IC chip
Slma}sar s%@ t ﬂh@t i PRREOFRed phek a‘g]éet 95@duct a@@ééhaﬁ@ddescmbed
"associ ated service", "state", and "packag
abo‘é‘ﬁdl%e?ﬂ hedvarteky c%’i’?%sﬁ%ﬁﬁ?ﬂ@n?os}ﬂﬁ@nséflt Fihg-

h, k )
S DS SR LR B DS et ot o
t k - 24
R
f
O?\1 I('%Jra_E!SHSaE)CI g{t C?rh'ar%gqq;léé dlng asslo%) a}t(gege%%%v& ICg ‘%‘ l us

proddf Orpat | on, &@fﬁéﬁ@ "ngﬁ,ﬁg ggf&g%ﬁlogtgfgg%ntg ROM

non- cont act i tem "package
(Readd @@P}‘%@&aé@ﬂ'f@z'&‘f% MBRELPAGECRLEEENLI PEs@ A RAM

ackKage.

{Raigom ﬁLcess Memory) 103 stores data or a program to be
executed by the CPU 101. The CPU 101, the ROM 102, and the
RAM 103 are interconnected via a bus 104.

The CPU 101 is also connected to an input/output
interface 105 via the bus 104. The input/output interface
105 is connected to an input section 106 constituted by a
keyboard, a mouse, a microphone, etc., and an output section
107 constituted by a display, a speaker, etc. The CPU 101
performs various processing in accordance with an
instruction sent from the input section 106 and sends the
result of the processing to the output section 107.

The storage section 108 connected to the input/output
interface 105 is constituted by, for example, a hard disk
aﬁd stores data or a program to be executed by the CPU 101.

A communication section 109 communicates with an external

unit which is connected thereto directly or via a network
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As a setting value for the setting itemof "package
type", information is input which is indicative of
the type of package generated using the package
generation information. The type of package includes
t he above- nentioned "issuance package"” or "service
regi stration package". As a setting value for the
setting itemof "associated area", information is
i nput which is indicative of an encryption key
stored in_the space of "Area" of the non- contact IC
suchihpp tBeahBtPATEReCENar yPERSNAKEY nAf-oPmkt i(6ANDB.  As
a setting value for the setting itemof "associ ated
sé?%q%e"ha?rFQﬁrﬁﬁW%#P%%a?h%%tS%ﬁF%ﬁnl%O?n@?%aﬁ@m@uﬁicate
cr ptlon k stored in the space of "Service"
uSl%? ?hg 86ﬁ?§%FS|EPBHPBlT§téHB AEhETefckypEron

a settLn

Com%%¥%?ﬁél?Pei%sP @gts?ancomﬁae&gggesygaeg.EP%Fnaﬂrsﬁess
and'ﬁltgguéoﬂﬂpﬁmca§loﬂdi? IVe F%@%BhggﬁgRggnaggalon

enin € non-con I C cﬁ
h
AR T35 g et e

llmgéedm@bcg @bé&l?ﬁcdgﬁgr'sﬁg nggﬁhgnEBm&EB%ESEESntgchemes

a setting va for the setting It

can @@Cgﬁﬁﬁoyeanégﬁﬁaggonlhsthepaas@hbghwh§e&eggcatIve
of a package which 1Is generated on the basis of the

comp@ckageigenesaki 0815 8f 0ANBEIEOA aRATEESr @¥nkNThBeitute of
package i nformation DB.

Electrical and Electronic Eng1neers)802 1lla, 802.11b, and

802.11g and Bluetooth. Alsc in the case of wired

communhication, various wired communication schemes can be

employed in the communication section 109, such as IEEE1394,

Ethernet (TM) and USB (Universal Serial Bus).

A drive 110 connected to the input/output interface 105,
when mounted with a removable medium 121 such as a magnetic
disk, an optical disk, a magneto-cptical disk, or a
semiconductor memory, drives the removable medium 121 and
acquires a program or data recorded thereon. The acquired
program or data is transferred to the storage section 108
and stored therein according to need. A program or data can
also be acqguired through the storage section 109 and stored
in the storaée section 108.

In the server apparatus 1 having the configuration

described above, for examplie, programs of the server
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In the exanple shown in Fig. 5 the encryption key
package setting information DB stores, as information

associ

val ues

ated with the non-contact I1C chip 13-1, setting
of "issuance package", "Area 1", "Service 1",

"tenporarily inaccessible", and "package 1" which
correspond to the setting itens of "package type",
"associ ated area", "associated service", "state",
and "package", respectively. In addition, the

encr

ption key package setting information DB

appsiepesonasli nEbenBBi BAnagsoenat edohi catihe 51,  and the
non-contact I C chip 13-2, setting val ues of "issuance
stapgckBgRIe appéhcationsaiyvpbered, Int Bhpophprpge section

i naccessi bl e" and "packa

2" which correspond to

108tﬁéesE?@PﬂaaF%éﬁs1aﬁdedpé§83§%d%yﬁ%"?heagéﬂc'aéeao as to

ar ea

ve FEEutequarychg

gg gﬁ ice" "state", and "package",
En ption key information DB

roft: ot it e L ety el e i
the KBY RELSLORLLON PRI PEQE £8n 20  SDRYPRLODLSEY LAlahOE

non-con

app} AE8LL

entl
app§8&hus

the encryption key'infornmation

man&§¥mdn
i denti

52 can be
such as c
Fig.
package s

informati

key stora

|nfornat

@ﬂl@g_gps_sgggxpgaOB ksvsiﬁgféygﬁaeno%e he seryer

I cation | ntormat |on whi ch”are associ a

26 gtheter, Iehéhgef%éyv%gp§be£@lbﬁ Fg. tﬁe DB

stores "encfyption
t COGHESRRPHILATS1 0 aﬁBCEH@té@ththange application

fication information System

executed separately using dlfferent apparatuses
omputers.

5 illustrates an example of the encryption key
etting information DB, the encryption key

on DB, and the package information DB stored in the

ge BB 7.

The encryption key package setting information DB

stores en
non-conta
communica
setting 1
13, setti
"associat
values co
items of

service"”

cryption key package setting information for each
ct IC chip 13 with which the server application 11
tes. Specifically, the encryption key package
nformation DB stores, for each non-contact IC chip
ng items of "package type”, "associated area”,

ed service", "state", and "package" and setting
rresponding to the setting items. The setting
"package type", "associated area", and "associated

are information necessary for generating a package
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"encryption key 2" corresponding to encryption key
identification information "Area 1", and "encryption
key 3" corresponding to encryption key identification
information "Service 1". In addition, the encryption
key information DB stores "encryption key 4"
corresponding to encryption key identification
information "Area 2" and "encryption key 5"
corresponding to encryption key identification
information "Service 2". Further, it is configured
andstibhst hafeanednteypti backeye gepeedtiont hefenvayponon In
key information DB is linked to the setting item
addihsgpei apeld af ebhei AehRynef itABSnoA- Consaciated ahppd and
. 13 stored in the encryption key package setting
aspiforhati BATYBCe Thits eBAPFHAFAPT oRCPEC AR £DEdaBy

grovldin correspondi ng encryption key )

enc EBF%??ig%Yi%ﬁ FH?oPﬁﬁFFSHt?ﬁé 16arelRahe- asThResetting

. seLting val,ue of tEe setttg iten% "associ ated area",

TEeRL "PREBACT ypTi BACKRYCpaE glégs?e? PRI Af of FREPBANCLING a
EB. Specifically, "encryption key 2" having the

pac %g?yption key identification information "Area 1"

I d he fent%{:yrpci Lo ke ) rg%“?éaértggqgﬁtges%% | J kesh 40 ge

t he set InNg 1tem "assSocCl a

typE ! M ERPORALEZACLL! REURI WA LR 1 ev fﬂd%&a%fvégegf' thd type

non-contact T I'p Int encryption
of ﬁé&ké@@ %iﬁéiéf‘éd' H_E%gafzhé?npé)@kaéénﬁéﬁ{&é@ﬂohey 3"

aving t encryption key identification information
infooREVIER. 1"1h8 £HBe of package includes the above-
mentioned "issuance package" or "service registration
package™.

As a setting value for the setting item of "associated
area"”, information is input which is indicative of an
encryption key stored in the space of "Area" of the non-
contact IC chip 13 and in the encryption key information DB.
As a setting value for the setting item of "associated
service™, information is input which is indicative of an
encryption key stored in the space of "Service" of the non-
contact IC chip 13 and in the encryption key informatiori DB.

As a setting value for the setting item of "state",
package state information is input which is indicative of
whether or not a package in the non-contact IC chip 13 can

be used. Such package state information includes

"temporarily inaccessible™, "accessible", and "inaccessible",
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encryption key information DB is linked to the
setting item "associated service" whose
corresponding setting value is "Service 1" in the
non-contact 1C chip 13-1 in the encryption key
package setting information DB. Likew se,
"encryption key 4" having the encryption key
identification information "Area 2" in the
encryption key information DB is |linked to
"associ at ed area" whose corresgondlng setting value
whigh witbabordepcrhRedoReesnt Hetn| ECERTPNES- DOT Aighet -

U e {ﬁ%ﬁé‘%ﬁﬁ%ﬁ%” LR P by packager,
£ identification i % Elon erv ce 2"f n the
in %ﬁ%? b??oﬁsk%9p? B hEt o b% i-§3F+hked ?oPaCkage which
is gBRSESHENCOOPLY B M GRTES RERRANS ARELLLRT 1o

£ ub Doy CIGEYDLS DG ke PASKAGE, SELL N0 gl g
o PExRGL, o ?em

conf guration resu e equl va

t%ﬁ@w% 1@%QHMﬁ%£e§mm@é i HRC
r

setting mat1on DB, "encryption key I's se
packaggugét@§n§hfnféﬁﬁ&tmenvgbugteieghea§e££fagm5£98h

associated area” in the non-contact ICchip 13-1

assdBEa BEQVR: BRI BREEABAL c8h8AcBr TAgsHipboyt1a stateng values
equi valent to the state in which, in the encryption

of kEyspaskagsaseigéng ratesmarionsbByicentryptiefpoke¥ily
3" Iis set as the settlng val e of the setting item -
ina2BzsiHsbot) ated Spavkeed N whechoaeeestpchdl €ochhe
13-1. The sanme is true for "associated area" and
Setﬁbsgott@mEdOﬁeTpacbége type", "associated area",
"associated service", "state”, and "package", respectively.
In addition, the encryption key package setting
information DB stores, as information associated with the
non-contact IC chip 13-2, setting values of "issuance
package", "Area 2", "Service 2", "temporarily inaccessible",
and "package 2" which correspond to the setting items of
"package type"”, "associated area", "assocliated service”,
"state", and "package", respectively.
The encryption key information DB stores information on
an encryption key in the non-contact IC chip 13.
Specifically, the encryption key information DB stores an
encryption key in the non-contact IC chip 13 and information

for identifying the encryption key (encryption key

identification information) which are associated with each
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in the non-contact 1C chip 13-2. On the other hand,
t he package information DB stores package
i nformati on of the non-contact IC chip 13.
Specifically, the package information DB stores a
package in the non-contact 1C chip 13 and
information for identifying the package (package
identification information) which are associ ated
with each other. In the exanple of Fig. 5, the
package information DB stores "issuance package A"
Otheﬁrresponding to package identification information
"package 1" and "issuance package B" correspondi ng
t ol ipaleticageramerettt | Phewr | bR ghg er grat FoR enpagkagenzkey
It is configured such that a package stored in the
lnf%é@ﬁ%@@nlHBoFﬁﬁFﬁén'QBCprFFﬁ@e&eﬁol 'hecgeeeprgdingmto
? g I n, any non-caontact 1 C ¢hips 13
encE BF%B |Heytﬁ@eﬁﬁ&Fﬁﬁﬁtéﬁnké9f858ﬁ§é8nseﬁﬁﬁﬁ&m ,
" fﬂ&tlg DE hi s confla gtlon IS %GhlEiﬁd by
en%F%B UPHg“EY esﬁ8ﬁﬁ?ﬁ§°8§& © PRERYPIHCRL i6H
on t nang . as t g settin val "
sacp R PLERELAG 1HERTREELRAGeARRR dhe  Bher  BrrbiekegD key 3
corf3§§8981§ tEbngnhgggEgghl%gyPﬁdeﬁeﬁ%ﬁzﬁ%gghyinformatlon

uance”package acka

"Se£9$8é'i“cattﬂnahﬁﬁﬁﬁgﬁt'Qﬂe Bﬁ%%gg%l$£ %%geH%fB%ﬁﬁﬁg%n DB

ormation DB IS édto
stor@éCkéﬂé ﬁ@@éﬁ ke§94"096&%§896ﬁﬁﬁﬁg3%btb%&r&%&%%n‘%ey

age in the non-
identlflcatlon information "Area 2" and "encryption key 5"
corresponding to encryption key identification information
"Service 2".

Further, it is configured such that an encryption key
stored in the encryption key information DB is linked to the
setting item "associated area" in any of the non-contact IC
chips 13 stored in the encryption key package setting
information DB. This configuration is achieved by providing
corregponding encryption key identification information the
same name as the setting value of the setting item
"associated area” in the encryption key package setting
information DB.

Specifically, "encryption key 2" having the encryption
key identification information "Area 1" in the encryption
key information DB is linked to the setting item "associated

area'" whose corresponding séetting value is "Area 1" in the
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contact 1C chip 13-1 in the encryption key package
setting information DB. Simlarly, "issuance package
B" having the package identification information
"package 2" in the package information DB is |inked
to the setting item "package" whose correspondi ng
setting value is "package 2" in the non-contact IC
chip 13-2 in the encryption key package setting
information DB. This configuration results in a state
equi valent to the state in which, in the encryption
nonkegnpackage sbipi hg- 1i hRokhat PBATDBE ibhskaanpeckage
ackage A" is set as the setting value of the
Setgéﬁglh@fp¥@ﬁ¥1ﬁﬁcEﬁge"eﬂﬁrvﬁélﬁﬁnk@ﬁn?acbaV€ﬁgcﬁhﬁ
13-1, The above arrangement also brings about a state
enc%&%?%%?eﬁ?ytbd?ﬁElg%ﬁﬁélPﬁ WAf eRmaf hopheSer¥igpt ilonin the

e“Cﬁ%%Ehggcggg?gggé%ﬁgﬁgéﬂﬂﬁégg%t?ﬁaEBgleési St Rgtting item
L t C ch _
2o S5 A0 Rk 8ot ERe ﬁPrF?ﬁasag%ag?ﬁégiéps.Caﬁﬁﬁeﬁﬁ

wger-PREKAPR" IIICEItlhe non-.con gtl& hlp %3 11,1

pac age h%%nb%%% genera ei néPtgsealso

encﬁf{é@f&gdkégaéégéag% QS{EE‘ESQDgﬁ‘fl%?ﬁgiio;{%ge”eiﬂngnse,

suance management “appl i'cat’|

" S t he Baf t t .
enShpEEeL sy LR, 12yt ohod e IEEal 00 Slpl B8 cicacion

infoHRSUAHE " RREKage” in @HQVMQ&kQEtkgﬁ e CQBE@%RQBQbHQDB is

to "Systen, and "encryption ! correspondlng to
linkd ego Massodfated area" whose corresponding setting
value is "Area 2" in the non-contact IC chip 13-2 in the
encryption key package setting information DB. "encryption
key 5" having the encryption key identification information
"Service 2" in the encryption key information DB is linked
to "associated service" whose corresponding setting value is
"Service 2" in the non-contacti IC chip 13-2 in the
encryption key package setting information DB.

This configuration results in a state equivalent to the
state in which, in the encryption key package setting
information DB, "encryption key 2" is set (input) as the
setting value of the setting item "associated area" in the
non-contact IC chip 13-1. The above arrangement also brings
about a state equivalent to the state in which, in the
encryption key package setting information DB, "encryption

key 3" is set as the setting value of the setting item
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As described above, in the key storage DB 7, the
encryption key package setting information DB stores
the setting itens "package type", "associated area",
"associ ated service", "state", and "package" and
correspondi ng setting values, for each non-contact
IC chip 13 with which the server apparatus 1

comuni cates. The encryption key infornmation DB
stores encryption keys each of which are linked to
t he i ndi vi dual settlngﬁlitens "associ ated area" and

"ase9sd Gdicst GG Can dthe FEmwiRntéstt & AGreHi3r-11.3. The
The package information DB stores a generated
Sa“ﬁaé%hé%”ﬁhﬁﬁﬁ i"€959KEF D anf sed ngStshated service”
ackage" of the non-cont ICchip 13. In this
odi ﬁPntFFt|§Ié§§Uﬁ%&%¥ﬁ%t only one type of
" Sy st p eve non-cont act
1588 Eﬁénef9s?-%ﬁn§ey%ﬁe B kBgRonarRE e b s PRoPROTES
t ryption ke N i the encyyption
pac%‘é% i ana |onnDé%p%j%£se egﬂ} ﬁﬁi
! t t t act
Spe%tl%rl%%%ln {Eﬁou?)%t%ﬁ(e%aeecl%%rt ¥ taTorxlw gr%:psg:?)resorcli %%ckage in

theS%BEL%%n%%%%‘&QTc§%§§ﬂﬁg %%&%%EQEQ%HK%%I 1de%§1fy1ng

correspondl ng to st ent or each non-cont act

thecﬁb%ké%e|Qpahm%g%ﬁQRN£¥Hﬁ¥1dgfﬁdﬁaQQ%Q@H%%wﬁnngwhlch are

i nformati on DB. he other hand, when the server

ass@@@bw@@tm@mhlba@%p@tg%ra_ plurallty of "Systens", for
exanple, a setting item "associated system can be

prepatkd eRadduet bonrig.t Be tBet bhBBabkelBformation DB
"associ ated area" and "associ ated service" of
stores "issuance package A" corresponding to package
identification information "package 1" and "issuance package
B" corresponding to package identification information
"package 2".

It is configured such that a package stored in the
package information DB is linked to the setting item
"package" in any of the non-contact IC chips 13 stored in
the encryption key package setting information DB. This
configuration is achieved by providing corresponding package
identification information the same name as the setting
value of the setting item "package" in the encryption key
package setting information DB.

Specifically, "issuance package A" having the package

identification information "package 1" in the package

information DB is linked to the setting item "package" whose
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- 31 the non-contact I1C chip 13 in the encryption

key package setting information DB. Then, this

setting item"associated systenm can be |linked to

"encryption key 1" corresponding to "Systenl stored

in the encryption key information DB. Further, in

this enbodi nent, as descri bed above, an encryption

key stored in the encryption key information DB is

linked to a setting itemin the encryption key

package setting information DB by providing
COTERFPRRPondi POt ehed ypilen 1keyrrabkagefiCatfohhe non-

informati on the sapme name as the setting value of
conkpet skt t PrbP i tem i Ht Hee eRRF YR T A KEGY paRkhgee setting
. -setting informatio . However, the setting value in
INTQHRATEARr Vit | o%lﬂ%i;agﬁ%kagéséﬁ???ﬁgp?%%‘? | R@pend the

nd the encryption key identifigation informatjon in

pacERge charYht Torr kY 1 OPHREI O Do Qo ot 2 nellsSari | y

h t he same. na . The. setting val ue d_the
pac L A ToR Ry dRt 1T i SWOFBR Tl oY nee ofPdah: Ba
" 11 | e j 3 e | . n " . n
pa BB S S s b NS SERPLRR I AL Ly S ppgrace 2
in ERETYELOM keY: i entifl cRsion i nf oL nBLL oRLL g h
0 encryption ey ?ﬁford%t?on 5@ a%ch@%% %ﬁ%% ?%ythe

pacR&gd | G168 1ro bR BHCTYPLi on key package setting
information DB. Fig. 6 illustrates states indicative

ofrHahetdRerr iQfuriati ord laskage iGank ke dsedquifeSent to the

states can be set as setting values corresponding to
statdeisettiidg, i femhistaieryof ithexopnpacoajacietGiehi p

13 in the encryption key package setting
information DB, "issuance package A" is set as the setting
value of the setting item "package™ in the non~contact IC
chip 13-1. The above arrangement also brings about a state
equivalent to the state in which, in the encryption key
package setting information DB, "issuance package B" is set
as the setting value of the setting item "package™ in the
non-contact IC chip 13-2.

"issuance package A" linked to the setting item
"package" of the non-contact IC chip 13-1 is a package which
has been generated (hereinafter also referred to as a
generated package). To generate "issuance package A", the
DB management application 51 requests the HSM 2 for the
generation of the package by providing thé HSM 2 the package

type "issuance package", "encryption key 1" corresponding to

"System”, and "encryption key 2" corresponding to "Area 1".
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information DB (hereinafter also referred to as a
package - 32 state). As shown in Fig. 6, three
types of package states can be set as the setting
val ues corresponding to the setting item"state" in
the encryption key package setting information DB
“"tenporarily inaccessible", "inaccessible", and
"accessi bl e". Wen certain encryption key package
setting information of the non-contact I1C chip 13 is
rﬁglstered in the encryption key package setting
BrAafrBAPER fBPVEhelRi FBE KeynBLorpgeDBEnmAnakefent
pplication 51 sets the settln%_ val ue correspond|n%
enCngFﬁénséﬁﬁ'E§C$P§ﬁ|6§ﬁéﬂ€@ oPTOREakdRN BEnfaerepcthe
to "tenporari/l Jhagcessi bl This pac

59t§989615ﬁm5teﬁﬁ8 3 el y 'ﬁacce§§@89§a%eﬁdﬁéﬁﬁes aaSS%Clated
t

ser i oatAke wi prd TR %ﬁgﬁgﬁ?@a Fhre¥sRogdigs setting

val{BICTHRLT QUKOKBLORLLESRONIINg (0 JUNG FRTERRLIR ne

sereggkggggra§u egi ﬁbﬁglcgt%ge key storage DB 7, but

ation e non-contact IC chip 13 is not

pefﬂétéﬁgr%%biénpﬁg agerSkALeiba BBl st r@scéﬁgr§%9£on

exarrp ere a registration state of an encr tron

keyk€¥alh BrPaGKkage arkS 16Rgeked oefer %n(i'i%l%%%\;{e rsettmg
application 11 actually conmunicates with

itefi@n"geRbacktkd@ @E@@"lan@r"W@%b@l@%@doger@ﬂcéncprth@nnon—
key (use of a service) is desired to be

contact IC chip 13. The package information DB stores a

generated package which is linked to the setting item

"package" of the non-contact IC chip 13.

In this embodiment, it is assumed that only one'type of
"System" is applied, and every non-contact IC chip 13 uses
"encryption key 1" corresponding to a single "System™. Thus,
"encryption key 1" in the encryption key information DB is
used as the encryption key stored in the space of "System"
in the non-contact IC chip 13, without the necessity of
preparing a setting item for setting an encryption key
corresponding to "System" for each non-contact IC chip 13 in
the encryption key packége setting information DB. On the
other hand, when the server application 11 handles a
plurality of "Systems", for example, a setting item

"associated system" can be prepared in addition to the

setting items "associated area” and "associated service" of
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di scontinued after the use of the encryption key is

initiated. - 33 When use of an encryption key is
intended to be initiated under the package condition
of "tenporarily inaccessible”, i.e., conmunication

bet ween the non-contact 1C chip 13 and the server
application 11 is permtted, the state change
application 52 sets (changes) the setting value of
setting item"state” in the non-contact 1C chip 13 to
"accessible". The state change application 52 can

the qppgeen ket skt t TP vaP udh of e hel'SEYPT heni ke ratkage
in the non- contact IC chip 13 from "tenporarily

setfing PIEL ey DB 5o B8R bl B1sShkF 1ngsi B m @ssociated
oo ST DS S BB e RacpeseL b e Men g,
sy dllEn 4o LLNEd L LSS FLELD0 LAGTLAPBEKSES, L e

by 1% A SR 6 CNp ARl naccnldl o

encfﬁﬁ%fHHp téﬁgréﬁ:fgi e1§né§%§€f%?e?%%oinformat%on DB

“I'naccessible™. The package st non- cont act

is 1t id 3, i sechanged: &5 om thge " LRAEGESSLR! oyt Qackage

“"tenporarily inaccessible" when a generated package

settihd N £ R0 act b& $PbPi dBnd Sch LB SHEREMN SERELEt ion
in the package information DB and also |inked to the

key Seidritigr i de1m Spatkeg@enat Dén t Hige NOAME NSt ad G NI PoidBing
in the encryption key package

value of the setting item in the encryption key package
setting information DB. However, the setting value in the
encryption key package setting information DB and the
encryption key identification information in the encryption
key information DB do not necessarily have the same name.
The setting value and the encryption key identification
information can be named differently. In this case, new
link information can be provided which represents the
encryption key identification information in the encryption
key information DB which is linked to the setting item in
the encryption key package setting information DB.

Fig. 6 illustrates states indicative of whether or not
a package can be used. These states can be set as setting
values corresponding to the setting item "state™ of the non-
contact IC chip 13 iﬁ the encryption key package setting

information DB (hereinafter also referred to as a package
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setting informati on DB. Then, the package state of
the non- contact I1C chip 13 is changed from
“"tenporarily inaccessible" to "accessible" after a
check of the - 34 registration state, for exanple,
is perforned according to need. An exanple of a
functional configuration of the DB nmanagenent
application 51 is illustrated in a bl ock diagram of
Fig. 7. The DB managenent application 51 includes the
i nput control unit 61, the package generation unit

stags)-a deternination unit 63, a request response unit
6 and the, state setting unit 65. The input contro
u

4
ni*e %&OW%gFEt Erd -(§toF8§ i h¥Peanely pefrdadeeytates can
ackage setting.information or the encryptio ke _
be B ARntPon S6F RS HonEoh T Ao A 39 e ecting
. [ .ke ackage setti i nf or,mat i on or the
e R <Y R R S L sl H e S Y, Leer

. peration. - Speacif] [\, i t . twol,.unit 61 . "
inePBERLATonEPSE BRIty f 18 MM 8O O e S,
and PLoromti;pp BB package generation information for a

new non-contact 1C chip 13 which has been input by a
USRheQPEEALL O cdBeyLRRUL &eYt FQkKaYRl rset@%iﬁlgs‘Enform tion

regi sters each encryption key stored in the “space o
of tABEALNOkCNBERY €' ofi  he new RenweeMact: d Giehip
ericryption key package setting information DR for the first
time, the DB management application 51 sets the setting
value corresponding to the setting item "state" of the non-
contact IC chip 13 to "temporarily inaccessible™. This
package state of "temporarily inaccessible" indicates a
state in which information necessary for commiunicating with
the non-contact IC chip 13 (encryption keys corresponding to
the conceptual areas of "System" "Area" and "Service" and a
package) is registered in the key storage DB 7, but
communication with the non-contact IC chip 13 is not
permitted. This package state is set in a case, for example,
where a registration state of an encryption key or a package
is checked before the server application 11 actually
communicates with the non-contact IC chip 13 or where use of
an encryption key (use of a service) is desired to be
discoﬁtinued after the use of the encryptioﬁ key is

initiated.
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13 in the encryption key information DB. Then, the
input control unit 61 links the registered
encryption key to the setting itemof "associated
area" or "associated service" in the encryption key
package setting information DB by 35 providing the
encryption key identification information of the
regi stered encryption key the same nane as the
setting value of the setting itens "associ ated area"
or_"associated service". In addition, the input

cOREOIUSEA BT ISR KRHY dddtiteqdas it i on
s 0L DO EONSEL LS S I3, Lomsierss, Ll Lhe
ina GBSLELRR,, ThE, PRCkagE, 96D UL GLUILL, 2 S91eraLS%, e
o BEGH268 Lithatt L L0e, SHILIB LT PEBOEL L0 esh
R G e T
of A4 d; yi%ﬁers%agée't Pﬁ? p@‘r‘g%-o@or#'ﬁc af(': Scl?%%t f? to

package ~ generation ormation. Therefore,

" acRALKAgR: gener !ﬁhté’%ﬂa&%@ aga 1 &s: Necessatyn change
package generation information  (including an

the eGiyld O KRY di nked sher 8h@)itan reguest the « kiSMen -

to generate the package. The package generation unit
cont-tl BN dregei Vesritdie 'Paskages aENer ol etk dys 1hee HSM 2

(generation package) and registers the generated
"acqackiage:" ras tweel pack afpeorh N o ded ¢ G5l OB, cd heempdiearily
package generati on
inaccessible”.

When a generated package in the package information DB
which is linked to the setting item "package" in the non-
contact IC chip 13 1s deleted while the package state of the
non~contact IC chip 13 is "accessible" or "temporarily
inaccessible”, the package state in the non-contact IC chip
13 is changed to "inaccessible". The package state of the
non-contact IC chip 13 is changed from the "inaccessible"™ to
"temporarily inaccessible™ when a generated package in the
non-contact IC chip 13 is registered (stored) in the package
information DB and also linked to the setting item "package”
of the non-contact IC chip 13 in the encryption key package
setting information DB. Then, the package state of the non-

contact IC chip 13 is changed from "temporarily

inaccessible” to "accessible" after a check of the
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unit 62 links the generated package registered in the
package information DB to the setting item "package"
in the encryption key package setting infornmation
DB. The determ nation unit 63 determ nes, when an
encryption key stored in the encryption key
information DB - 36 is deleted, whether or not the
del etion of the encryption key affects a generated
package currently registered in the package
L nformtion . Specifically, a generated package,K is
reayBrerALen GHobRe DAG SXGRPLH: endr PR OrTE) Sccotding” o
orresponding to the space of "Systeni, "Area", or
Service", as described above. Therefore, when the
e yp§ i e [ LS: _ . gen I ng.the
A e A R AT G R AT S e
manééeﬁgﬁﬁpgﬁg&iégfg?g'@9|¥ﬁ H&lhg%rg@gatkﬂnaoglgg% diagram
encryptio ey aftects the generated package
of pugrently registered in the package information DB
the determnation wunit 63 notifies the input contro
unifie 635 aehd fenst @t Sop BEELE NS UDL t: 641 hhat the input
encryption key has been deleted which affects the
confeser ahed packape. pdbRAget BenkRRUE oGONhEEl sUNi 61
del etes fromthe package infornmation DB the
detgemeénat édnpaskage3whacheyigebtnkedpohget hgisetti Ngnd the
I tem "package" of the non-contact IC chip 13 from
stabhi shtthegenoiypébon key has been deleted. The state
setting unit 64 then sets the setting value of the
séfhtd nignputt erenitstal etndf ¢ herewhs tont attt o chiphd 3

to "inaccessible".
encryption key package setting information or the encryption

neea

key information of the non-contact IC chip 13 in the

encryption key package setting information DB or the

encrypticen key information DB, on the basis of a user
operation.

Specifically, the input control unit 61 registers in
the encryption key package setting information DB package
generation information for a new non-contact IC chip 13
which has been input by a user operation. The input control
unit 61 also registers each encryption key stored in the
space of "Area" or "Service" of the new non-contact IC chip
13 in the encryption key information DB. Then, the input
control unit 61 links thé registered encryption key to the
setting item of "associated area" or "associated service" in

the encryption key package setting information DB by
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The state setting unit 64 sets the setting val ue of

the setting item"state" (package state) of each

non-contact IC chip 13 in the encryption key package

setting information DB. For exanple, when encryption

key package setting information for a new

non-contact I1C chip 13 is registered, the state

setting unit 64 sets the setting value of. the

setting item- 37 "state" of the new non-contact IC

chip 13 to "tenporaril i naccessi ble". Further, for
prog%ﬁhﬁgethﬁh%ﬁCSYHB%PF| %Ylbﬁep§lfb?%@#@@dlﬂﬁ@ﬁmﬁﬁéOH of

detern1nat|on uni t MPICh ndlcates that an )
the ehePypt FHRY k%?CRHPEhoﬁ B¥t578 Heler ared ﬁ%ok%@esﬁﬁtlng

hip.13 h del eted, th
Valg?a?énﬁﬁ?fgﬁéglﬁﬁ.%t%%SEe?§8?§ia§%5??ﬁ§ava$ae 6F5Pﬁéated

Ser?fééhng kﬁegE% fgg tgé EHequn S 2% ég Bfgg Es capable

n
i hacCessi When ques?

of Qﬁ&géggg(9&”8£8£gg59$§kég >of°£hgnxonogo paLe Cic gglp 13

Fovi he sérver app |ca

regi@@ef@&ugﬁttﬁ@S@HE§$%HQb%CE rfﬁ?BPﬂét%Qntﬁé BGQHSSEaSLS

I n accoraance wt e state o

of &£0Rt@stoh&r&hipnl3. SpeC|f|caIIy, when t he settlng
value of° the setting item"state" of the non-contact

| G redigh dida g Ll 1a £ NEAUESE R RACKAGSs 15 package
"tenporarily inaccessible” or "inaccessible™, the

(geherptestl PESPARSE Wit H56 Gepbr&seM bhcka g@axsﬁﬁéabte the
for the package use request sent fromthe server
set@pplyi ta¢morpddkan”t e erdier thandonwbentibe setthng 13 in
val ue of the setting item"state" of the non-contact
the |€chypticn key setting information DB is registered in
the package information DB. To be more specifie, the HSM 2
actually generates the package on the basis of the package
generation information. Therefore, the package generation
unit 62 acquires necessary package generation information
{including an encryption key linked thereto) to request the
HSM 2 to generate the package. The package generation unit
62 then receives the package generated by the HSM 2
(generation package) and registers the generated package in
the package information DB. Then, the package generation
unit 62 links the generated package registered in the
package information DB to the setting item "package™ in the
encryption key package setting information DB. |

The determination unit 63 determines, when an

encryption key stored in the encryption key information DB
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13 contai ning the requested package is "accessible",
the request response unit 65 replies with the
request ed package of the non-contact IC chip 13 for
t he package use request sent fromthe server
application 11. Now, an operation procedure perforned
when various information of the non-contact | C chip
13 is registered in the key storage DB 7 will be
illustrated using the exanple - 38 of data in the
non-contact 1C chip 13-1 shown in Fig. 5. The input
is deneteld,umhetBerf brsnoftedihst dled etthenepér ypei enckegption
package setting information of the non- contact I1C
keychiffetsslai genpsadnch pprikegck eyrpaokaye reaisirged in the
information DB. Specifically the input control unit
packaggetgforpatdent PRg vaPGed farathe, sat grrgretemspackage
. "package type" "associ ated area", and "associ at ed i
is gepgretedoPnt hEenbASiSoAtadh PECCHPH 13- ¥e/ocorresponding

" v, LA 1", d ,"S ' 1", ,

o PhESSERRE P E nt  ck 2B rOSBNLER it cncrines
SR ATAT T ST
f "Area" " i.ce" .of th

L I T R AU T ——

_ ' th ‘ P ' .
PRt FFi BB T oR Pl of e A or Y7 ondt YBE B8 by B ofs the

nti ( _ encryption
encr %%oﬁ"keyhhﬁheb%stQ%es%gﬁe§§tEQ5p§%%5?Egcﬁ?&%ﬁt?&

the setting |ten1."aSSOC|ated area . .
reg@iz¢ant a6t thE pARad3- 1nre@masiba Dbl NkheeREk¥PLiAAtion

key 2" to the setting itemof the non-

unit 63 notifies the input control unit 61 and the state
setting unit 64 that the encryption key has been deleted
which affects the generated package.

Then, the input control unit 61 deletes from the
package information-DB the generated package which is linked
to the setting item "package" of the non-contact IC chip 13
from which the encryption key has been deleted. The state
setting unit 64 then sets the setting value of the setting
item "state" of the non-contact IC chip 13 to "inaccessible”.

The state setting unit 64 sets the setting value of the
setting item "state" (package state) of.each non-contact IC
chip 13 in the encryption key package setting information DB.
For example, when encryption key package setting information

for a new non~contact IC chip 13 is registered, the state

setting unit 64 sets the setting value of the setting item
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contact IC chip 13-1. Simlarly, the input contro

unit 61 sets the encryption key identification

i nformati on of "encryption key 3" as "Service 1"

which is the sane as the setting value of the

setting item "associ ated service" of the non-contact

IC chip 13-1, so as to link "encryption key 3" to

the setting itemof the non-contact 1C chip 13-1. The

package generation unit 62 acquires "encryption key

1" corresponding to "System and "encryption key 2" -
"sta3@®" odr rigsporti ngprt-ocdrArast 1TC ofhimel hor cOrgraetrd € 1y

chip 13-1 and requests the HSM 2 to generate a

naqeackddd Cor r é3puriting fen etvnphekageen ypendi s8iuariceon 1is

package". Then, the package generatlon unit 62
prOVr@@idstfeq%ﬂ ttiee gtﬁ@mwfpla@kag@tu &% ugncd patkegfess that
A", which is prOV|ded by the HSM 2 in response to
an etﬂ@efypﬁlé?él@éb&qye MeYieth oht retfuest | 9FHe THee Pdekalkge in the

|nfor mat i on DB. The package generation unit 62 al so

non-&andadfe 6¥5§b1§ iR <Cat ?ﬁ??%ﬁmn?ﬁﬁl%ﬁ??ﬁ FHeting

uni ) B4 %get%g@ez?% f"?ﬁcﬁ)g@ A HE P ek temg Ther "

ot tlllkﬁpa%%?%géaq J:a ce %?Ct 'Cjon'%:%hcgsssé?]tl?ﬁg ?f e:noof
Y S SN Ao

ot 5 HBdda st Sl g @cﬁ F e
applRfReedyy &1 ,i Ry @écﬁt%b{‘eﬁées%?&!{s}’e fLﬂ{lt 65 responds to the
request in accordance with the package state of the non-
contact IC chip 13. Specifically, when the setting value of
the setting item "state" of the non-contact IC chip 13
storing the regquested packadage is "temporarily inaccessible"
or "inaccessible”, the request response unit 65 replies with
"inaccessible" for the package use reguest sent from the
server application 11. On the other hand, when the setting
value of the setting item "state™ of the non-contact IC chip
13 containing the requested package is "accessible"™, the
request response unit 65 replies with the requested package
of the non-contact IC chip 13 for the package use reqdest
sent from the server application 11.

Now, an operation procedure performed when variocus

information of the non-contact IC chip 13 is registered in

the key storage DB 7 will be illustrated using the example
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conmuni cating with the non-contact 1C chip 13-11is
regi stered (stored) in the encryption key package
setting information DB, the encryption key
information DB, and the package information DB in
the key storage DB 7. Referring nowto Fig. 8 to Fig.
12, package update processing wll be described, in
whi ch the DB managenent application 51 updates
(changes) a generated package when "encryption key
2" and "encryption key 3" stored in the spaces of

of daxt@aill"tlaﬁdnmsemnéécm"ISf ChhE ﬁanlcéhm@t inCFig.4@-
chip 13-1 into "encryption key 8" and encrygtlon key

o'The TP YAt teent rotitunet BArsE reeobererest®ffom t he

encryption ke informati on DB "encr¥ tion ke 2" and

encr%ﬂ%¥§%t¥%ﬁ Rey<39eWAPERLBF el BERKBA ESEtHSsE st 8FEd

con%%ﬂtcﬁﬁtgﬁfﬁfi?~ih%a TBeTonf ARt P okREPAFEROE GE&FIng

tion hown det e ation

BT e o er PRGEL Ahat hot “bPEnot ke R Bt 8H18L61 sets
tne! SDELYRLIOR key 21 oRY SERCIAR! pOnkeNpdcyLeam. e,

NEFryp ey i &F or vt Ton

"aslﬁéﬁ%&d%‘fé&t'é(%&e%%s{ﬁgtbﬁ Egﬁvgégka% the nop-

ormati on I NnCé "I sSsuance package gener at ed

conegcﬁhﬁcbééig 08_1heo #eDEYALLOPKRYGE™ Negdsat @rbe,ng
changed due to the deletion of the "encryption kéy

"Selvidddl i enseyptionvkey. 3, Thhg, éﬁbeﬁﬂbﬁat EBRtWBLt w3t 61
notifies the 1nput control unit 61 and

registers in the encryption key information DB "encryption
key 2" and "encryption key 3" stored in the spaces of "Area"
and "Service" of the non-contact IC chip 13-1, respectively.
The input control unit 61 then sets the encryption key
identification information of "encryption key 2" as "Area 1"
which is the same as the setting value of the setting item
"associated area" of the non-contact IC chip 13-1, so as to
link "encryption key 2" to the seﬁting item of the non-
contact IC chip 13-1. Similarly, the input control unit 61
sets the encryption key identification information of
"encryption key 3" as "Service 1" which is the same as the
setting value of the setting item "associated service" of
the non-contact IC chip 13-1, so as to link "encryption key
3" to the seiting item of the non-contact IC chip i3-1.

The package generation unit 62 acquires "encrfption key

1" corresponding to "System" and "encryption key 27
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the state setting unit 64 that an encryption key
which affects an generated package has been del et ed.
The state setting unit 64 then sets (changes) the
setting value of the setting item"state" of the
non-contact 1C chip 13-1 to (the package state of)
"I naccessible" as shown in Fig. 9. The input contro
unit 61 deletes "issuance package A" in the package
informati on DB, as shown in Fig. 10. Then, the input
control unit 61 registers newy input "encryption
cornesp@dig tendhydr i bn Keyte penteeniedet yptionip-134l
key information DB as encryption keys to be stored in
and tuehat dlsh o f HMAreal A "I @ Ser i RACH2IDfCeheesponding
on-contact |C chip 13-1, respectlvegy, as shown in
to Hhey PAGXAGS QR t1 0o UM i RT3 Sont r ol e tHB Ratkage
the . encrypti key, identification information of,
gen@'%fﬁ“clr%t‘f%ﬁt K&y T8 B Y 1990RT T sP’i*‘Héa%%rftel%%uance
he setting value of th etting | "associ at ed
IEDEEC]éaar%ea's'?gdf V%q%eghnolns- c%%?%%fe(? %%htrkbeq }%ﬁ? Thet THpr=e to
' he. i on. ke .
the iR Bhde e A RS ori et St e i g don
" [ . ' i 4 S ' v
pB. " S&lY Sgg%}?an%é/‘ﬁegt%fastl&?_tm 88 416 selld Nyl de e

t he "associ ated service

ideOE GO A5 4F G 1 dB-dr diWISyeddiend OPUt; copttol
unit 61 links the encryption Kkeys to the setting

pac}iatg_ﬁé”fﬁl\." s Swm{d{é Fi'g.wiilenh The package. generat is&@tting
unit 62 detects that the package

value of the setting item "package" of the non-contact IC

chip 13-1 so as to link the "issuance package A" to the

setting item of the non-contact IC chip 13-1.

Subsequently, the state setting unit 64 sets the
setting value of the setting item "state™ of the non-contact
IC chip 13-1 to "temporarily inaccessible™.

Through the above procedure, information necessary for
communicating with the non-contact IC chip 13-1 is
registered {stored) in the encryption key package setting
information DB, the encryption key information DB, and the
package information DB in the key storage BB 7.

Referring now to Fig. 8 to Fig. 12, package update
processing will be described, in which the DB management
application 51 updates (changes) a generated package when
"encryption key 2" and "encryption key 3" stored in the

spaces of "Area 1" and "Service 1" of the non-contact IC
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i nformati on DB contai ns no generated package which is
linked to the setting item "package" of the
non-contact 1C chip 13- 1 in the encryption key
package setting informati on DB. Thus, the package
generation unit 62 generates a package and
regi stered the generated package in the package
information DB. Specifically, the package generation
unit 62 sends the HSM 2 a package generation request
by providing the HSM 2 "i ssuance package"
Chi@oﬁﬁeépéndbngen@fyPadWQgéewaQ'a@ﬁit¥macnxmtﬂnmnkﬁx 9.
IC chip 13-1 as well as "encryption key 1" and
" ehlee ypePBh R@Vt801c@ﬁiés§%n§ﬂﬁgttdeﬂﬁ§e§p£€@® ohe
"System' - and "Area 1" respectively. Thus, the
encyypkags §§ﬁeﬂéﬁpéﬁat&ﬁPtD@2 &&ﬁﬁﬁﬁ%?mié%ﬁhﬁgeand
package Y" and r;&ésters this "issuance packag Y

enFﬁYPFéOBagﬁXgé" CRafFén “HBTOTh © §§6ﬁ§g§ ored in the
ener I.t, 62 sets the ka e i.dentification
spaf o Pt FORZ0f ™ POCLATEE TPtk due P T1E s op

. Whi s. the same as the.sett] n val ue ,af
ehi 0o Ry T Pe AT ACRIGE" “Ioh hd S SR ARdeT Cognisgown in
igql3yl in the encryption key package setting

Fn?érnation DB. Thus, the package generation unit 62

ik Lbperhosuance packags debopthes SEELHRO BLCML: tne

"package € non-cont act
delb@lghgoflzengg§9%9%ntQb operaty @%ﬂyfyﬂ%yg' key 3" from

descri bed abové, when encryption key 2"
the" 8REEYRELOR KaY 3T refmbhe JROMECAHRG s generated
package currently registered in the package information DB.
Since "issuance package A" generated on the basis of the
"encryptiocn key 2" needs to be Changed due to the deletion
of the "encryption key 2" and "encryption key 3, the
determination unit 63 notifies the input control unit 61 and
the state setting unit 64 that an encryption key which
affects an generated package has been deleted.

The state sefting unit 64 then sets (changes) the
setting value of the setting item "state" of the non-contact
IC chip 13~1 to (the package state of) "inaccessible" as
shown in Fig. 9.

The input control unit 61 deletes "issuance package A"
in the package information DB, as shown in Fig. 10.

Then, the input control unit 61 registers newly input

"encryption key 8" and "encryption key 9" in the encryption
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IC chip 13-1 are updated into "encryption key 8" and
"encryption key 9", the generated package "issuance
package A" of the non-contact IC chip 13-1 in the
key storage DB 7 is updated into "issuance package
Y'. Referring to a flowhart in Fig. 13, the package
update processing procedure perforned in the DB
managenent application 51 will be described in nore
detail. Also in Fig. 13, an exanple of a case wl|
be described in which "encryption key 2" and
key "ungeymiom Koy 8¢ storgetion theys spades sforedebn ithe
and "Service 1" of the non-contact 1C chip 13-1 are
spagpelated Aedmnyeddnd nt 2erehes ybt i oh ey wongpentact IC
_"encryption key, 9", respectively. - 43 \Wen
Chlpe%%?ﬁpt#%ﬁ?@@%ﬂiﬁiﬁndaﬁe%&?%&n%%wfk%y Bt which are
the s as those stored in the spaces _of "Area 1"
and ASErBe PHeor-TE ASiCeH AR 4 GO SLITE are

e G B LI T Lot PP TSR KOt ol T TVRien key
- dely t ti K i nf ti f th
" SOt dot TE Ok B 199 T 1he T ertr Yot Ton kEy? of the
' | . | fical he t
R e L L e
13-4 nf Ope! PLOB LS Y Bl 00 KBYa B0 Atk & éyaﬁé%é%n

the non-contact IC chip 13-1 in the encr I on

key KEYeRACKAGE: 1 Stk AGrh 05 a8l ¢ Ono DB it s STEE: Plon dhe
determ nation unit 63 determ nes

"Service 1" which is the same as the setting wvalue of the

setting item "associated service”" of the non-contact IC chip

13-1. Thus, the input control unit 61 links the encryption

keys to the setting items, as shown in Fig. 11.

The package generation unit 62 detects that the package
information DB contains no generated package which is linked
to the setting item "package" of the non-contact IC chip 13-
1 in the encryption key package setting information DB.
Thus, the package generation unit 62 generates a package and
registered the generated package in the package information
DB.

Specificélly, the package generation unit 62 sends the
HSM 2 a package generation request by providing the HSM 2
"issuance package" corresponding to "package type" of the

non-centact IC chip 13-1 as well as "encryption key 1" and

"encryption key 8" corresponding to the spaces of "System"
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whet her or not the deletion of "encryption key 2" and
"encryption key 3" affects any generated package of
the non contact 1C chip 13 which is currently
registered in the package information DB. If, in
STEP S12, it is determned that the del etion does
not affect the current generated package, the
processi ng procedure is term nated. On the other
hand, if, in STEP S12, it is determned that the
del etion affects the current generated package, the
andpf'8eessilig peevediie gdrvoceddsisy o LEFEPagkageTlgeneration
determ nation unit 63 provides the input control unit
unig] bandcahEest Al sy@nCenPasicgeed "a anet irkidéstiears thae
.. an encryption key which affects the generated
1S5YEREGe PRES 208 "délettd§ Pafkee thé 0sfatd ofett-ng The
nit 64 sets.the setting value of - 44 the setting .
packpgdm 98Parat 16 Fﬁétn&%-é&&ﬁaépel@aéﬁ?ﬁeléﬁan&flcatlon
. f"ina%cessi l¢", at STEP $S13. At ,STEP,514, the gnggt .
IREREREFSPTuREL 6T SHENEFe X HEIpdckale P68 %4f frect@dch is
in_the_package i nf.ormati.on Speci fi.cal .y, in STEP
thegrgnS ge i%ﬁi‘?utse%gr% Fol” 2amitt 61 481 SFEL NS s%)sé&%‘ncé’a‘:%age
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P T oF iAre €1 F e ors Thaw Tonery ot o RO
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Specifically, the input control unit 61 stores in the
setting item "package" of the non-contact IC chip 13-1, as
shown in Fig. 12.

Through this operation procedure described above, when
"encryption key 2" and "encryptien key 3" of the non-contact
IC chip 13-1 are updated into "encryption key 8" and
"encryption key 9", the generated package "issuance package
A" of the non-contact IC chip 13-1 in the key storage DB 7
is updated into "issuance package Y".

Referring to a flowchart in Fig. 13, the package update
processing procedure performed in the DB management
application 51 will be described in more detail. Also in
Fig. 13, an example of a case will be described in which
"encryption key 2" and "encryption key 3" stored in the
spaces of "Area 1" and "Service 1" of the non-contact IC
chip 13-1 are updated (changed) into "encryption key 8" and

"encryption key 9", respectively.
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encryption key information DB "encryption key 8" and
"encryption key 9" input by a user operation which
are to be stored in the spaces of "Area 1" and
"Service 1" of the non- contact IC chip 13-1,
respectively. The input control unit 61 sets the
encryption key identification information of
"“encryption key 8" and "encryption key 9" as "Area 1"
and "Service 1", respectively, which are the sane as
the setting values of the setting itens "associ at ed
alibgn deacryassori deed Seranid e ergfr e arorkasot"acthia®
chip 13-1, respectively, in the encryptlon key

are ﬁé@(@gﬂé“%ei& itdypse ritorred i bh DB %@a%%st@fl theii he$eand

encryption keys to the setting itenms of

"Semgfdnt £& 1S AR q@tﬂcwl%@msﬁﬁ th%f%a%fkja%‘éed from

generatlon nit 62 detects the  absence of the

he Gdiendtted Age i F el PRARARY | hfbTfat PR at iqrs
ma%?ta ot é‘fﬂédatﬂi‘ec?ré%# hl?q%?téi S TLALH e aarwywn
key %aﬁﬁ’ %”%%}Lk%géé;Pﬁgngg%afg Pac adégCUtgféfa “the
enerpty] S'%?ﬂ#&lﬁ‘igﬁle%‘érn%%’it.%“ﬁ‘%%%%ﬁé?ﬂ%f el

the QL @tdd}{’c&ﬁc ]gs&@I‘é@eQafﬁget% eﬁ%@fon key

-cont act IS registered int

info@%@ﬂﬁgﬁ"g N} O-ré}ﬁf bj%ﬂ;l% By STER R oA DEyPRCKkRTEy 37 of
generation unit sets the package |dent|f|cat|on

the IH¥IdBit L ofc "disigyansel packawe hcryption key package

setting information DB.

At STEP 812, the determination unit 63 determines
whether or not the deletion of "encryption key 2" and
"encryption key 3" affects any generated package of the non-
centact IC chip 13 which is currently registered in the
package information DB. If, in STEP S12, it is determined
that the deletion does not affect the current generated
package, the processing procedure is términated.

Cn the other hand, if, in STEP S12, it is determined
that the deletion affects the current generated package, the
processing precedure proceeds to STEP S13. The
determination unit 63 provides the input control unit 61 and
the state setting unit 64 a notification that an encryption

key which affects the generated package has been deleted.

Then, the state setting unit 64 sets the setting value of

_44_



regi stered in the package information DB as "package
1" which is the sane as the setting value of the
setting item "package" of the non-contact IC chip 13
in the encryption key package setting information,
so as to link the "issuance package Y' in the
package information DB to the setting item "package"
in the encryption key package setting informtion
DB. At STEP 518, the state setting unit 64 sets the
package state of the non-contact IC chip 13-1 to
the" sekpopdr ikgm 'ahetesSsphl she apsrhatpescdSsichgp 13-1 to
.. procedure is ternminated. Specifically, the state
IngererAglUR’'y 84 SEEE PAE-setting value of the
setting item"state' of the non-contact I1C chip 13-1

i it he c?%%t|B%ek%99%%c?%@EI%%tFPhE ?%f%?ﬁﬁ??%ntbﬁ
" I bl e" d th t t
sackfge bEoBRser iLbFost LR Pg&éggﬁeﬁé wa%rﬁbﬁao%s
ocedur acka

SpeaeneF%EftgnoEPgéi‘%& 21452 ?E&nga} Phokrgr BESHTRL fgiotes
"1sg§§$5é ?gc é SKEP gs%Eag Scﬁg ag%f%%%g%g%hgﬁB &Fh is

Ui res pac gen FonIn

link@ ES”t%QnEQEEln ClEth"ééc%@ga"e of E?S §$Et Btact 1C

ues o setting ite ckage
chip a§§o§|ated area" and "associ ated service" and the
proceSS|ng procedure proceeds to STEP S32. At STEP

S3%;: 4hep packagengengs@t | ntpbl BR1i8COY FE€§isters new
encryption key information in the encryption key information
DB. Specifically, the input control unit 61 stores in the
encryption key information DB "encryption key 8" and
"encryption key 9" input by a user operation which are to be
stored in the spaces of "Area 1" and "Service 1" of the non-
contact IC chip 13-1, respectively. The input control unit
61 sets the encryption key identification information of
"encryption key 8" and "encryption key 9" as "Area 1" and
"Service 1", respectively, which are the same as the setting
values of the setting items "associated area” and
"associated service” of the non-contact IC chip 13-1,
respectively, in the encryption key package setting
information DB, so as to link these encryption keys to the
setting items of the non-contact IC chip 13-1.

At STEP 516, the package generation unit 62 detects the

absence of the generated package in the package information
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fromthe encryption key informati on DB "encryption
key 8" which is linked to the setting item
"associated area " of the non-contact IC chip 13-1.
The package generation unit 62 also acquires from
the encryption key information DB "encryption key 1"
stored in the space of "Systeni in the non-contact
IC chip 13-1. Then, at STEP S33, the package
generation unit 62 provides the HSM 2 "i ssuance
package" representing "package type" as well as
DB whemdy yipt ildmieay t0 End Sadricimyptiitem Kipa@age™ of the non-
corresponding to "Systent and "Area 1" so as to
contpsfudst @ IHSM 21f grhpaukag tgererkay arackiigesSTRR ting
S34, the package generation unit 62 receives the
inf 18fed andsﬁa%ﬁ%qﬁaa@a?d@% FA & tHO THIM e i ng -
5 reglsters 'i ssuance package Y" |n t he package

ﬁ@&#ﬁ@ﬁ(ﬁ?qﬁ§atﬁﬁb§rqqﬁ§%%W% indPprdgdiimed with
procee STEP S17_ i .1 - 47 As descri bed
mfe&t%\?@ %\ﬂwte'ﬁ ﬁc%yptwj&ﬁ‘ l?é%’ 22 At Bh key
ch_are linked tat tlng, tens ass C|ate

procgrséq’é*nganﬁ 'naeg"séjceinaﬁréadﬂsoé]r \P acC Bt RS L}%}F
del d
for Ccl%p n% e e%oceﬁd o %3 alrfﬂB%S{aLr:e%d%nC rﬁdnéltr} oW%nl t

encryp K&y i nformatd on )

teer her or not the deletion of the
paCkgéhcgyptF%%RSk “ and "encryption key 3" affects

tl g_els@ﬁﬁrgw Eﬂ%kf:'a%%ka-'g@ HhEeRAR16aNAGL kS GRIR the

package identification information of "“issuance package Y"
registered in the package information DB as "package 1"
which is the same as the setting value of the setting item
"package" of the non-contact IC chip 13 in the encryption
key package setting information, so as to link the "issuance
package Y" in the package information DB to the setting item
"package” in the encryption key package setting information
DB,

At STEP S18, the state setting unit 64 sets the package
state of the non-contact IC chip 13~1 to "temporarily
inaccessible", and the processing procedure is terminated.
Specifically, the state setting unit 64 sets the setting
value of the setting item "state" of the non-contact IC chip
13-1 in the encryption key package setting information DB to
"temporarily inaccessible" and then terminates the

processing procedure.
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Then, if it is determ ned that the deletion of

"encryption key 2" and "encryption key 3" affects the

gener ated package in the non-contact I1C chip 13-1,

the input control unit 61 deletes fromthe package

informati on DB the generated package "issuance

package A" corresponding to the deleted "encryption

key 2" and "encryption key 3". The state setting

unit 64 sets (changes) the setting value of the

setting item"state" of the non-contact I1C chip 13-1

toRetehei@ackage stawvehaf) binBtgessihl @' prhedure of the

"i ssuance package A" corresponding to the deleted

packager gpnicoptikep Progedsisgcoyptléh Rdy 3n Hag.-bdenwill be

deleted formthe package i nformati on DB, and
descgabegption key 8" and "encryption key 9" have been

stored in the encryption key information DB as new
en%Fy%?@%nsﬁ%yst@%rPﬁﬁgagﬁaaégeﬁﬁtlgﬁwEﬁli"6§n§lr5t
Vi ce he non- cont I C.chip

acqﬁ&éﬁ&gBaﬁ ﬁ@FaEF&ﬁr&ﬁﬁPDGQ Q%P?tQQHePétE§®'P§§u§ﬁ@§30t

o PRSKRS-Ly Bl patRage oo MALIGR 0B SDcaig pg Ltens
pa%kgggdtygth La%soc% E%gage%m]a%%pka %Ec&ate%Bsefﬁ&ce ’

encryptiron key package sefting "nf 6rvaci-on

andl BpbNE KEY.5101a0e PO T BRCERLIAY 10l buh 937
R&yooP it 3 [ EeRE 15 or a

encryption key“of the non-contact

geper atefl paskagg.i éaékgﬁgdgéﬂeigglgﬂcﬁMPEbg@mégﬁﬁlres

i nformation DB or e package I nformation
from the encryption key information DB "encryption key 8"

which is linked to the setting item "associated area " of
the non-contact IC chip 13-1. The package generation unit
62 also acguires from the encryption key information DB
"encryption key 17 stored in the space of "System™ in the
non~contact IC chip 13-1.

Then, at STEP‘SBB, the package generation unit 62
provides the HSM 2 "issuance package" representing "package
type" as well as "encryption key 1% and "encryption key 8"
corresponding to "System" and "Area 1" sco as to request the
HSM 2 for package generation.

At STEP 534, the package generation unit 62 receives
the generated "issuance package ¥Y" from the HSM 2 and
registers "issuance package Y" in the-package information DB,
Then, the processing procedure proceeds to STEP S17 in Fig.

13.
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i ndependent of the encryption key package setting

i nformati on DB which stores setting information for

the non- contact IC chip 13-1.. This indicates that

even when the encryption key is changed, information

whi ch has been stored in the encryption key package

setting information DB can be retained, and only

i nformati on which needs to be changed due to the

change of the encryption key is updated. As a result,

an operation for reregistering informtion which

néed slafetr ity d @ betvang et asar’ yes rom ttitced keAc &0 dimyl vy,

the server-client systemshown in Fig. 3
"engENt Ay detis| Y artbws are ehbr kel i om &@% Frting items
.. _generated package for the non-contact ICchip 13 to
ASHFLYRHAATR T A Ke3S 3P oFdlged TV i Ridi thonothe

server-client. system faci|itates ch ing of the
conigafeh yifi | kel or LHEReer B0 S Package S ored i

t he key stora DB 7. whi i rovided to .the
enchliE TN R, Tt ol o Lort 1 Tore L g unit 63
nmanagenent lication 51 n . receiving  fromthe,
e AR i SR b8 o TR Bt Ffe o yeion

key ) ncar:¥<§’t'ié:}pc tgc;naly Ilf'ncé%féé@{a%gghién%%ﬁehd package

affect the rrent 'generated pac

in ﬁk%‘%éﬂLcéﬁﬁbé@np9r@ﬁ%%yl3ﬁfjete all encryption key

package setting information 1n the non-contact IC

ChiRnl3-i% Whi Gl hRas StArRd et e Ylien oKey 2"

and "encryption key 3", as shown in Fig. 15. Package
" endPHR BorPrQGe ssi Nohderd QF Ppshk 1 6tk Paser ean deche

executed in _
generated package in the non-contact IC chip 13-1, the input
control unit 61 deletes from the package information DB the
generated package "issuance package A" corresponding to the
deleted "encryption key 2" and "encryption key 3". The
state setting unit 64 sets (changes) the setting value of
the setting item "state" of the non-contact IC chip 13-1 to
(the package state of) "inaccessible™.

When "issuance package A" corresponding to the deleted
"encryption key 2" and "encryption key 3" has been deleted
form the package information DB, and "encryption key 8" and
"encryption key 9" have been stored in the encryption key
information DB as new encryption keys for the spaces of
"Area 1" and "Service 1" of the non-contact IC chip 13-1,

the package generation unit 62 newly generates "issuance

package Y" and registers (stores) "issuance package Y" in
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accordance with a flowhart of Fig. 16. Processing of
STEP S61 to STEP S64 in Fig. 16 is the sane as that
of STEP S11 to STEP S14 in Fig. 13, and a
description thereof will be omtted. Subsequently to
the processing of STEP S64, the input control unit
61 del etes encryption key package setting
i nformati on of the non-contact IC chip 13-1 in the
encryption key package setting information DB, at
STEP S65. At STEP S66, the input control unit 61
ther prefrgeeisfogpaiypni OR 18Oy aadikadpe déitkiedgwith the
information of the non- contact IC chip 13-1 in the
setEppPyptedn ReyXpackade $&6t PRGTYPHfloInEEYoRpapBage setting
. _Processing _of STEP S67 to STEP S70 is the sane as
infprgatigp %?EP S15 to STEP S18 in Fig. 13, and a
d %éription t her eof wi | i ssi bl e

| b i d. It
TGP et S Dokt t AECFASRADR dpdde® SBFoEESEf ho™bi
Fi .13 dt k t i f Fig. 16
encEyBLitl RER OhosBE  PRe ERRAE RCPLRRR M9 oxlad
i i | i he .k DB
genbPLPEIRbL AN AN IRINENLN SHORRY LAl R B e A0t

inf?%@%ﬁiéhngBOEaFkﬂe g%@kgb%dg §?§gg§§?5yDgowgggﬁrgge

ormati on 1dentic t ed Informati on an

ind6BEhALRE LRergenenat-ed iRlonaat iRy .30l ikaphhe
encryption key package setting information DB.” This
infBEMAGSoAbOU! AR chneieased saiynly ahrihfaRA06eFSkNYNaS non-
contact IC chip 13-1. This indicates that even when the
encryption key is changed, information which has been stored
in the encryption key package setting information DB can be
retained, and only information which needs to be changed due
to the change of the encryption key is updated. As a result,
an operation for reregistering information which needs not
to be changed can be omitted.

Accordingly, the server-client system shown in Fig. 3
advantageously allows an encryption key or a generated
package for the non-contact IC chip 13 to be stored in the
key storage DB 7. In addition, the server-client system
facilitates changing of the encryption key or the generated
package stored in the key storage DB 7 which is provided to
the non-contact IC chip 13.

In addition, the DB management application 51, when

receilving from the determination unit 63 a notification that
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conpared with the package update processing of Fig.

13. Therefore, the package update processing of Fig.

13 is nore desirable which permits a reduced anount

of processing for information storage. In the

package update processing of the Fig. 13 and Fig.

16, when "encryption key 8" and "encryption key 9"

are newwy registered in the encryption key

information DB instead of the deleted "encryption

key 2" and "encryption key 3", it is configured such
"endgiet hew Rew stianted pbekageplyiofiokeyhé” nehicboaf dett| Che

chip 13-1 which substitutes for these del eted
curegey ypriorn key sed skapeeltiat et yngdnéehedd. Cloweveporarily

package corresponding to "encryption key 8" and )
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Specifically, the
description thereof will be omitted.

Subsequently to the processing of STEP S64, the input
control unit 61 deletes encryption key package setting
information of the nen-contact IC chip 13-1 in the
encryption key package setting information DB, at STEP S65.

At STEP 566, the input conmntrol unit 6l reregisters
encryption key package setting information of the non-
contact IC chip 13-1 in the encryption key package setting
information DB.

Processing of STEP S67 to STEP S70 is the same as that
of STEP S15 to STEP 518 in Fig. 13, and a description
therecf will be omitted.

It is possible to select between the package update
processing of Fig. 13 and the package update processing of
Fig. 16 by switching modes, for example; in both processing,

information conseguently stored in the key storage DB 7 is
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processing of S81 to S85 in Fig. 17 corresponds to

the processing of S11 to S15 in Fig. 13, and the

processing of S87 to S89 in Fig. 17 corresponds to

the processing of STEP S16 to S18 in Fig. 13. In

STEP S81 to S85, "encryption key 2" and "encryption

key 3" linked to the setting item "associ ated area"

and "associated service" of the non-contact IC chip

13-1 in the encryption key package setting

information DB are deleted fromthe encryption key
thej peoe mat HoveDBr, Allan‘g‘hw phckhee deteteonrofethésg of Fig.

encrypti on keys, "issuance package A" which is a
16rgéﬁe%ﬁt%ﬁcﬁﬁéﬁﬁget@ogﬁé§ﬁéﬁﬁlh@fpﬁmﬁﬁéoaeﬂéﬁéﬁlcal to

encryption keys of the non-contact 1C chip 13-1 is
del%t%fa 1gEPErebtPBr W?héeﬁéék‘éﬁetbﬁf BPREERERIDBNTPREAL Lon

Tencryption tion

924bi, ]ii?lﬁBCF8¥t18HcF%tPg%l;ggﬁys?ttéﬂa i@ﬁ@F%Fr‘LSH DB.
Thi e¥ 3" are re |ste£ed int enc % 95 ¥
P nPorheri oRoBB. 2t 1 8TEP2E8E, af{“ﬂgn Et EnProFeanipg as
h t t t
conSh 8815101060 MAELIGE QLonel BPGLASLOKELLanel 1.
thef SR ELET el ERSENRR, OPRLEY Brothlaspuer Rt Lon St oSrore

desﬂPé%l@le@bﬁs Mphilsi b kédgééﬁrﬁhgﬁ +that E888685§§ for

package generatlon I nstruction een p oV
inféPRatiP&h - stbfagtn STEP 586, it is determned that the
i nstruction of generation of the package

ClOf HasPOREk By d Oup8REEYPLbOBssing of the Fig. 13 and Fig.
16, when "encryption key 8" and "encryption key 9" are newly
registered in the encryption key information DB instead of
the deleted "encryption key 2" and "encryption key 3", it is
configured such that new "issuance package Y" for the non-
contact IC chip 13-1 which substitutes for these deleted
encryption keys is immediately generated.

However, a package corresponding to "encryption key 8"
and "encryption key 9" is not necessarily generated
immediately after these encryption keys of the non-contact
IC ¢hip 13~1 are registered. The package can also be
generated at a timing designated by a user.

Fig. 17 is a flowchart illustrating a procedure of such
package update processing, in which a generated package is
not immediately updated in response to a change in an

encryption key, but is updated at a timing designated by a
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key 8" and "encryption key 9", the processing
procedure proceeds to STEP 587. In STEP S87 to S89,
"i ssuance package Y" corresponding to "encryption
key 8" and "encryption key 9" of the non- contact IC
chip 13-1 is newWy registered in the package
information DB. After "issuance package Y" is |inked
to the setting item "package" in the encryption key
package setting information DB, the package state of
the non-contact IC chip 13-1is set to "tenporarily
usernigeessppeeatiand-then the processing procedure is
term nated. According to the package update
prf’o%e%i’% Bt Higy. fagure evRFC ORI PR nET Pt $BRE k8§ 2o
“encryption key 3" of the_ non-contact IC chip
51583849 CPECPhbrigEa RS LBACPYpETBR RBy 8- thgnaane as that

erop PRI E0SE 8ot Bopechivel xy  Sempackagg.can

h k di f d
probl £ ?£°%ﬁ%:E%nS%8nﬁﬁ“Flﬁézih?ggiégéegaﬁggféﬁ%ﬁe
peoL B0 10| SOBL=, PACKIORUPURLE, FRICERS Bcocns o

587 ES”@Qéa{h'yl%”afﬁeéﬁkPEE EQetét@BS gfgéggg%n?hof STEP

application 52  can change PPhe package State o

s16NEY-sont petrl & chip 13 to "accessible”. Fig. 18
illustrates a procedure of package state change 53

processimgerdoraed, by.dbey st ade hange appliatiphion

52. At STEP 5101, the state change application 5
key 3" linked to the setting item "associated area" and
"assocliated service”™ of the non-contact IC chip 13-1 in the
encryption key package setting information DB are deleted
from the encryption key infermation DB. Along with the
deletion of these encryption keys, "issuance package A"
which is a generated package corresponding to the deleted
encryption keys of the non-contact IC chip 13-1 is also
deleted form the package information DB. Then, "encryption
key 8" and "enCryption key 9" substituting for "encryption
key 2" and "encryption key 3" are registered in the
encryption key information DB.

At STEP 3586, the input control unit 61 determines
whether or not an instruction of generation of package
corresponding to the-newly registered "encryption key 8" and
"encryption key 9" has been provided by the user. The input

control unit 61 waits until it is determined that the
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det erm nes whether or not an instruction of changing
the package state has been provided by a user
operation, and waits until it is determ ned that the
instruction has been provided. If, in STEP 5101, it
is determned that the state change instruction has
been provided, the state change application 52
det erm nes whether or not the instruction is intended
for changing of the package state of the non- contact
IC chip 13 into "accessible" at STEP 5102. |f, in

packygp Se0Zrathenchanfeudisioruddsoraen dateridedy tihe user.
be not i ntended for changln of the package state in
ChBE noh- SORE 6861 G bhip d8LF REshoacEass, Bher Lhehguct ion
state chan e g Ilca ion 52 sets the package state

of PRNERETAGR- BSnF Et PRE a@ﬁlﬁofﬁeFBOEPéﬁﬁoFSrlFVCfYPtlon

ccessi,bl e val ue , of

keys@ BRe h Bufrvbkabn: Kb ohe. HoR BElCEEsinG BRcsedpse

et.to arlly i naccessi bl e"), at STEP 5103.
Pro&ﬁ ﬁet8tﬁg%$n§§z in STEP S102, the change

'”f%rgféPOQ }5: 8 $§§g1“§9§ﬁ§n9§ nLe g&dyﬁoéo Péggéﬂglng

pac age s e no con I C c

o MQBBrF€%98ﬁ3§59'§"’aEBe“%E%Egp%E@HQEe?pBM'8%t%%% A%n-

sets hanges) - the package ate in the non-contact
conknghE@ &8ibNt9-1 égcﬁé%ﬂ9|§egﬁbt§redt9ﬁ $akt b %&kagct

val ue of the settlng item "state" of the non-cont
1nfg%gﬁh6n1§BLS Aetek0risdfancaceasthbbey), 18t 197kBA to the
setting.item "package” in the encryption key package setting
information DB, the package state of the non-contact IC chip
13-1 is set to "temporarily inaccessible", and then the
processing procedure is terminated.

According to the package update processing of Fig. 17,
even when "encryption key 2" and "encryption key 3" of the
non~contact IC chip 13-1 are changed to "encryption key 8"
and "encryption key 9", respectively, a new package can be
generated at a timing designated by a user.

In the key storage DB 7, immediately after a generated
package in the non-contact IC chip 13 is updated through the
above package update processing procedure, the package state
is in the state of "temporarily inaccessible™. The state
change applicaticon 52 can change the package state of the
non—-contact IC chip 13 to "accessible™.

Fig. 18 illustrates a procedure of package state change
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After the processing of S103 or 5104, the processing
procedure returns to STEP S101 and is repeated unti l
the state change application 52 is inactivated. Now,
referring to a flowhart of Fig. 19, a procedure of
usage request response processing will be described
which is performed by a request response unit 65 for
responding to a request received fromthe server
application 11 for use of a generated package. At
STEP 5111, the request response unit 65 determ nes
progfpes Hey peyberesd Portigesorte hehyereraprbl paekaged? n
the non-contact IC chip 13 registered in the key
stor age il P Lhdd o ediit it shadetk pPrideaddapers2
application 11. The processing of 5111 is repeated
detempipes t vhetiRet e? it Hhel RRSEUT bl sTT e pepg th
rovided. If, in STEP S11 it is determined that th
packigierate PRk L&%OY%%%%SW At Beler oV ey,
. fequest. respons unit 6 et erm nes et her or. not
wa i IEELY T TT nee TR g et e Lo nde been
op-contact IC chip 13 is "accessible", at STEP
pro{%ﬁéﬁ'lf, in STEP S112, the package state of the
n c o | hi [ 1] t
acess bl G Bt YR T e et et

chand HaLLESSL Ol £ 1104 s LS gepRE AL hOA, Package, Us e aauest
received fromthe server application 11, at STE

appﬁﬂéé%ionE%Q determines whether or not the instruction is

e

intended for changing of the package state of the non-
contact IC chip 13 into "accessible" at STEP 5102.

If, in STEP 8102, the change instruction is determined
Lo be not intended for changing of the package state in the
non—contact IC chip 13 into "accessible", the state change
application 52 sets the package state in the non-contact IC
chip 13 to "temporarily inaccessible™ (i.e., the setting
value of the setting item "state” of the non-contact IC chip
13 is set to "temporarily inaccessible™}, at STEP S103.

On the other hand, if, in STEP 35102, the change
instruction is determined to be iﬁtended for changing of the
package state in the non-contact IC chip 13 into
"accessible", the state change application 52 sets (changes)
the package state in the non-contact IC chip 13 into
-"accessible" (i.e., the setting value of the setting item

"state" of the non-contact IC chip 13 is set to
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On the other hand, if, in STEP S112, the package
state of the non-contact IC chip 13 is determned to
be "accessible", the request respond unit 65 replies
with the requested generated package for the
generation package use request received fromthe
server application 11, at STEP S114. After the
processi ng of STEP 5113 or STEP 5114 is perforned,
the processing procedure returns to STEP S111 and is
repeated until the DB managenent application 51 is
"acepagipblal éd. 2AsSHEECFILBAd above, in the non-contact
IC chip 13 which is newy registered in the key i
stforEiye BB PHRCFFS WY chf a5t §éneF af €84 pakkagerocessing
encryption key) i d , the package state . in
ProtFRIEOFTPEFbR. Koy SPHEkagE lsart iy FRPURKER DHCAR the
et to "tenporarily inaccessi.ble’ .as the initia
sta{f Lehfnob RBL PR rbYgh PhRe  Rackacs |LeAER change
pr, SS) of. Fig. 18, he. package.state,can be se
e L SRR ERR i i bt Bttt B

of @§£§89§§§8E59e¥§% 8nah geseegggggsaﬁ 1a§e05%g§%ggea which

regrstration s or an opera n staté o
: igm. ke zka t =
te GOERUBRMIRL UL P4qlOSORRELRL N BRFETAS, Cbxl REPRRasp o

a rébueshi peddibaanevby trei steked appafit&tibhe11 for use of
encryption key or the generated package is updated.

a gdflepgdbdli pAckhhe. arrangenent also permts tenporary

di sconti nuati on of use of a service (use of an

enas YJE®EKey,) tid chedi@gssbeedsponse unit 65 determines
whether a request for use of the generated package in the
non-contact IC chip 13 registered in the key storage DB 7
has been provided by the server applicatioen 11. The
processing of 8111 1s repeated until it is determined the
use request has been provided.

If, in STEP S111, it is determined that the generated
package use request has been provided, the request response
unit 65 determines whether or not the state of the requested
package of the non-contact IC chip 13 is "accessible", at
STEP S112.

If, in STEP 5112, the package state of the non—contact
IC chip 13 is determined to be not "accessible™, the respond
unit 65 replies with "inaccessible"™ for the generation
package use request recéived from the server application 11,

at STEP S113.



56 initiated. Such a setting itemas the package
state of a generated package is not enployed in
related art. Therefore, it is |likely that, for
exanple, a service is unexpectedly used when the
gener ated package is registered for test purpose
before the service is actually provided to the hol der
of the non-contact IC chip 13. In addition, in
related art, when wuse of a service is desired to be
restricted (tenporarllﬁ di sconti nued), al

er

erfé? yp§ ot lkeyshand, gé h@e%T%BcﬁéégrthetHéCkage state
non-contact | C chip 13 which are registered in the
of kBy "SPorFagEapB ?ChSPéPt63bé5d9P§FéHlnP€%GPtFﬁg
f t t t
o R PR e bR ol Pt one
51 th f K
reaggnEP: M BEekager T R0SEooT 4 ShByOELF rhi oo peckadle Toe
reqﬁg§£rk%&%gvS&e@rggeghghger%@%rggg ga%ﬁ n llth%ﬁ STEP

acka remai ns re imthe’k
giistorage DB 7, as long as the package state of the
non-contact 1C chip 13 is "tenporarily inaccessible".

Thi 8o Prayent Soddes 585 Vb £estapny bes nsrugﬁﬁpegml Ys
used in a situation, for exanple, where t

per §6AREA] eﬁh@aﬁkag@sgingr pgbstaned fakt-est tl%ursﬁ@%e S111 and
before the service is actually provided to the

is hepdefeaf uhbelnenc=cont aghakemehicpabdlick@reever, ilo
tenporarily restrict the service, It is only

inapgetessaty to change the package state of the
non-contact |1C

As described above, in the non-contact IC Chlp 13 which
is newly registered in the key storage DB 7 or in which a
generated package (encryption key} is updated, the package
state in the encryption key package setting information DB
is set to "temporarily inaccessible" as the initial state.
Then, through the package state change processing of Fig. 18,
the package state can be set to "accessible" or "temporarily
inaccessible”. This arrangement permits an operation such
as checking a registration state or an operation state of
the encryption key or the generated package of the non-
contact IC chip 13, immediately after the non-contact IC
chip 13 is newly registered or after the encryption key or
the generated package is updated. In addition, the

arrangement also permits temporary discontinuation of use of

a service (use of an encryption key) which has been
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chip 13 from "accessible” into "tenporarily

i naccessi ble", - 57 which facilitates restricting

the use of the service. Thus, the server-client

systemof Fig. 3 can facilitate changing of an

encryption key or a generated package to be provided

to the non-contact 1C chip 13. In the foregoing

exanples, in the encryption key package setting

information DB, the setting item"state" of the
._.hon-cgntact IC chip 13 indicates whether or not a
lnlgéﬁg?ated package in the non-contact | C chip 13 can

be e t he se n en1ca Iso i ndi cate

mh%%%erao?gpt%nga%t%%c?yp ng%%%a$% tha %oﬂfc%n935?rated
pac#ggg ?tenc aeQEereQaEgdsa%%se 8re, it is

ys can be res rlc

likgygtgﬁét MEBP anﬁ R, Sga%g§v9@@ Qg.ﬁﬁEEEQC%%gl&hgsed

i cat e” whet her o n6t t he encrypti on

wheH€HREQ @Qe?@ggégﬁaEQQ Qe1HS§gg1Q@E§8&e%Ore%E§%r urpose
encryption keys registered in the  encryption k&Y

befbhk ot RAt s@avpgeorLsaageugmgfegre%&@aetor %abSh%Ii@%rl Bf the
t he package informati on DB can be a degenerate key

nongepetatedrbyceopbipingra phuiakbhy h eBeryBH QRt, when
keys. Furthernore, in the foregoing exanple, the

useentrypseonickeyspdekagedsesvt bagrient ef makdontBBpotheily
encryption key information DB, and the package

discofvimatdpn DBl aeecrgpnfbgukegst enegsheradetinphb&age of
key storage DB 7 which is independent of the server

the apparavwbadt Howekep, 18hebéch are registered in the key

storage DB 7 have to be deleted, resulting in complicated

processing for the restriction of the service.

According to the DB management application 51, on the
other hand, use of an encryption key or a generated package
(use of a service) can be restricted even when the
encryption key or the generated package remains registered
in the key storage DB 7, as long as the package state of the
non-contact IC chip 13 is “"temporarily inaccessible™. This
prevents the service from being unexpectedly used in a
situation, for example, where the generated package is
registered for test purpose before the service is actually
provided to the holder of the non-contact IC chip 13.
Moreover, to temporarily restrict the service, it is only

necessary to change the package state of the non-contact IC

chip 13 from "accessible" into "temporarily inaccessible”,
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dat abases can be stored in the storage section 108 of

the server apparatus 1. - 58 1In the foregoing, the

case is described where a non- contact IC chip is

enpl oyed as an 1 C chip which can be controlled for

i mpl ementing an enbodi nent of the present

enbodi nent. However, a contact IC chip and an I C chip

havi ng functions of both a non-contact I C chip and a

contact 1C chip can be enployed for inplenenting an

.enbodi nent of the present invention. In this
whichetRfiLAEPBAS pPBEEsSTHRIstBpsuaesefi beE PRATVERE-

fl omcharts include ot onI 3Gé)rocessmg perforned in

t i TS s il e SV S T e rdrers gean facilitate

d d, but . whi ch
Cha%ifﬁ%rﬁﬁdé?ne%%?%?F%?gr g§.ﬁaggeﬂaéﬁfﬁ§¢9|ﬁth?ge to be

pro§gg§&f£cat on, t?ﬁ?t§£n§ fgs %I ?presents t he

U|pnent cons a prir y of appar at uses.

I
tLat varl ous d;f“t}gﬁ# }gﬁq?%ﬁ%’stglgﬁgﬁ%;t%%n%é&é&%a”
pacbife CODBLINAY | PRBoARG; 8h! BEALLODSSDRY AECHE AIePEDMLDE of

on design requirenments and’ ot s Insofar as
the LRSY-858t Yt Ni é@fp899p§n9£ca£@§ @ﬁ@@ﬂgﬁd £l ahps,or

t he equi val ents thereof S CLAIMED IS 1/
gend¥at & of 5@k 4 98 PﬁOﬁﬁéshaﬂwé@ﬁﬁéétuﬁcf@El@eiﬁoéghnge used.
However, the setting item can also indicate whether or not
an encryption key in the non-contact IC chip 13 can be used.
In this case, use of individual encryption keys can be
restricted. Further, both of such states can be set so as
to indicate whether or not the encryption key and the
generated package can be used.

Moreover, either encryption keys registered in the
encryption key information DB or a generated package
registered in the package information DB can be a degenerate
key generated by combining a plurality of encryption keys.

Furthermore, in the foregoing example, the encryption
key package setting information DB, the encryption key
information DB, and the package information DB are
configured to be stored in the key storage DB 7 which is
independent of the server apparatus 1. However, these
databases can be stored in the storage section 108 of the

server apparatus 1.
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processing of a storage device, wherein the storage
device includes first storage neans for storing
encryption key setting information representing an
encryption key used for sending and receiving
encrypted information to and froman |C (Integrated
Circuit) chip and package setting information
representing a package having i nformati on concerning
the encryption key, second storage neans for storing
the encryption key |linked to, the encryption key
se%?iﬁ@e PFRPPRRPont iR FRESTIFsPCSEhiage WedRs, 2 anen-

hird . f [ he . Kk i nked
conkJiHgELQLRAE, TN Lor, stortngcUne package, L i
t he inf ti .0C! [ t
congh1R05, TE8"Sup 15 L0L0ETSL! O gl o, ppost alus,
. Linked [ tti ' ti
enb SOy Ry he SnELYpLL o ok 98t 4 0 nLer T Lor

havzggo@gnékggﬁgeoggggﬁh QekSBLEQntEEQ”EESSP%Bi%ﬂg a contact

rage neans t ackage correspondin

1c 6848t edneBEr XpLi0QeleY ol MY hBnt IR PARK BABOSEhELRIo

information in irst storage nea

theg@@@g@htngnggﬁe§oggr, when t he package correspondi ng
to the deleted encryption key has been del eted from

thenthig s5¢O1 A0 PRGNS BRGCEs HENY eHESYPLHOL: KBY-dasn
been stored in the second storage neans instead of

thet iecdehek-ed eneryvipei a6t onkQ pkeyesgengr pekkAgrAcfen time
package corresponding to the new encryption key

serlienkéd tocthdarner ypthonhkeprsett kagdescribed, but also
processing which can be performed in'parallel or
independently.

In this specification, the térm "system" represents the
equipment constituted by a plurality of apparatuses.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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information in the first storage neans and storing
the new package in the third storage neans so as to
be linked with the package setting information in
the first storage neans. 2. The information
processing apparatus of claim1l1, wherein the storage
device is included in the information processing
apparatus. 3. The information processi ng apparatus of
clain11 or 2, wherein the first storage neans
further stores information i ndi cati ng whether or not
WHAY heS enkp 6P oh®key can be used. 4. The information
processi ng apparatus according to any one of the
precedi ng clainms, further conprising changi ng neans

L i e L
proALOL IRt LEN. PLOCESSLNG, OPRAT ALHS, APEOLALNG, L0 8Ny co

cedi alns

lnci§§@§nﬁipgtn§98§agg ésggoegknstéelﬁgfggasg%5§§% Kes

encr roma server for's

set{fﬁg'fﬁf@&mﬁ@f%%ﬁ%%ﬂré@éﬁfﬂﬁ%'QH éﬁcéggtigankéyeué&a for

chip, in accor

sendﬂﬁ@céﬁ&nﬁeM@§$D§§ QﬁcEthéHelnEBE&¥9iant5e¥nSaPrQﬁ an
used. 64 An information processing nethod for

IC pﬁﬁtf@cﬁfﬁf@d teaim) | 8R1Pr 868SShBBadOr s PEOLR§SLRFPoPration
storage device including first storage neans for

repBsé SN NON@NE I yPEkOfe KBYving information concerning the
encryption key, second storage means for storing the
encryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means, the information.
processing apparatus comprising:

deleting means for, when the encryption key linked to
the encryption key setting information in the first storage
means has been deleted in the second storage means, deleting
from the third storage means the package corresponding to
the deleted encryption key linked to the package setting
information in the first storage'means; and

generating means for, when the package Corre;;onding to
the deleted encryption key has been deleted from the third

storage means and a new encryption key has been stored in

the second storage means instead cf the deleted encryption

_60_

e



setting informati on representing an encryption key
used for sending and receiving encrypted information
to and froman |1C (Integrated G rcuit) chip and
package setting information representing a package
having i nformati on concerning the encryption key,
second storage neans for storing the encryption key
linked to the encryption key setting information in
the first storage neans, and third storage neans for
storing the package |inked to the package setting
key, rfesreiationg i 2die Paglkagst opngespendsngt he the new
i nformation _processing nmethod conprising the steps
encip t et hel BHERY pE? oKk e§FTHRBHCR OKEHeS@REEYHL | On
. key setting information in the first storage neans
infoyaathedh 1eths el TH° t HeCs28BNHC3Ndr 438 Re@hsng the new
deleting fromthe third storage neans the package .
DRCHEHT ot g Ut He LY U Ba Sy BF b Rey 4 h REQdi th
to the pac e setting informati ip, the first
the G KRd AN AP PR heD pAEkBlR LbFF boBbRiy T6ans-
the deleted encryption key has been deleted fromthe
third storage nmeans and a new encryption key has
boen shor 6d,dd-d 8 Se6aN s B2, SHALALR JPas dnsieaf]
of the deleted encryp |oneiey, generating a new

whe RAGKAGR: C&iﬁé&éﬁ%@ﬂcé Oiihf'm@?%_@&c{]}f PLAON; n KS8¥nat ion

1 nked to t cryption key setting information in

proddiesidd rlpStonage means and storing the new package
inthe third storage neans so as to be |inked with

t he package setting

3. The information processing apparatus of claim 1 or
2, wherein the first storage means further stores
information indicating whether or not the encryption key can

be used.

4. The information processing apparatus according to
any one of the preceding claims, further comprising changing
means for changing the information indicating whether or not

the encryption key can be used.

5. The information processing apparatus according to
any one of the preceding claims, further comprising
responding means for responding to a request for use of the
encryption key from a server for sending and receiving

encrypted information to and from the IC chip, in accoerdance
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information in the first storage neans. 7. A program
for causing a conputer to execute information
processing for processing a storage device including
first storage nmeans for storing encryption key
setting informati on representing an encryption key
used for sending and receiving encrypted information
to and froman |1C (Integrated Grcuit) chip and
package setting information representing a package

...havi ng. information concerning th encryption key,
Wit A g I e PR AR o LD TR B e OBIRP hptRen key
inked to the encryption key setting information in
enc}{*}gﬁfoﬂ} s]fe%tcoarnagbee nlg%%(g‘, and third storage neans for

storing the package |inked to the package setting
information in the first storage neans, the program

CRUPIingi NG Fhe3HERS acevs“s%g; Ert%tt?{]bg{ yﬂrﬁ%% I%rﬁnjl_n

linked to the encryption key _
infd At ISl U A0 JTBENS PAScHeeMm 4 de! @E@f’aai;g da@&ce

second storage neans, deleting fromthe th

incISidirager MBANS Hdit PAGKRAes CRSF eSROPHI NG Orihion key
del eted encryption key linked to the package setting

settdinfpriretdemtibnr Sprddentid$tast i agRPENSke@Ndsed for

when t he package corresponding to the del eted
senddingy ypid arededy ihas deenymietet bdfdrmm ihe thiswd from an

storage neans and a new encryption key has been
IC (hrdreepratred e saciond clsiprage peaksye nsdéeathef ithermation

del et ed encryption key,
representing a package having information concerning the
encryption key, second storage means for storing the
encryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means, the information
processing method comprising the steps of:

when the encryption key linked to the encryption key
setting information in the first storage means hasAbeen
deleted in the second storage means, deleting from the third
storage means the package corresponding to the deleted
encryption key linked to the package setting information in
the first storage means; and
when the package corresponding to the deleted

encryption key has been deleted from the third storage means

and a new encryption key has been stored in the second
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generating a new package corresponding to the new
encryption key linked to the encryption key setting
information in the first storage neans and storing
t he new package in the third storage neans so as to
be linked with the package setting information in
the first storage neans. 8/ An information processing
apparatus for performng processing of a storage
devi ce, wherein the storage device includes a first
storage unit storing en ryptlon key setting
Storrﬁig& £6n lr“ér’}reé‘éje i aﬁe&ﬁ%ﬁnﬁﬂ?@%é@%or
. and receiving encrypted.informati on to and
senBFa AN PCICHnPegr 8] CEEETRER i e adidgeTrvption
S f mat.i on resenti e_havi
key'§%%%%§tkgn %onggFﬁﬁgt%% ieghcr%ﬁﬁpghl? g §@@oﬁ@'the

f1r§E0§@8§a9@|he§B%rb%% %Q%r%%_ %%%l%%w ﬁg%ﬂé ked %%e third

encryption key setting mat1 o st

sto§58éaﬁ%aﬁg'go and.g b@'ﬁqﬁag@r%g%hugh% %%%%ﬁg%.%%%tlng

package linked to the pac e setting |

infbbRatibhst nStaeage XuRi & ,totra%el pkan@ati on processing
apparatus conprising; a deleting unit, when the

encryption key linked to the - 64 encryptlon key
sety/ing information in the first storage unit has

been deletegrin tbe s£condgskoragpudit todeketing

from the third storage unit the package
infoomaespongirngets ihhe fodebebedsenogypt sonrkey kbcrked

to the package setting information in the first
incsudingefanst; sandage means for storing encryption key
setting information representing an encryption key used for
sending and receiving encrypted information to and from an
IC (Integrated Circuit) chip and package setting information
representing a package having information concerning the
encryption key, second storage means for storing the
encryption key linked to the encryption key setting
information in the first storage means, and third storage
means for storing the package linked to the package setting
information in the first storage means, the program
comprising the steps of:

when the encryption key linked to the encryption key

setting information in the first storage means has been
deleted in the second storage means, deleting from the third

storage means the package corresponding tc the deleted

encryption Xey linked to the package setting information in
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a generating unit, when the package corresponding to
the del eted encryption key has been deleted fromthe
third storage unit and a new encryption key has been
stored in the second storage unit instead of the

del eted encryption key, generating a new package
corresponding to the new encryption Kkey linked to
the encryption key setting information in the first
storage unit and storing the new package in the third

staorage unit so as to be |]inked wth the package
tjm%éﬁﬁﬁ%gs'qﬁ%%%nﬁﬁ%ﬂf’iﬁ”i e first storage unit. 65

PROC AV " ABSTRRET=CF  THE B GeL EBURE. Al HPOFRAR: or

encgt{y%(fﬁ%%i N,/ g%%r Ite(L:éEl fc%rlle%%gs np gchetort%ci%rsds is%roaf ea means

rage devi I nC Irst storage nean

and @ nSLOIRG SRAIPEIQN HKeY Reht ING I nf armat]on, an

package setting information, second storage neans for

stothokl RBaAR GRGHYR oF ek ldakadd %ﬁ&%@ﬂ%}/@#@fﬁn

key setting information, third storage neans

genShOkiiRg & nRaAC dgenked re@ dhiiRRC ka0e e td Encryption

informati on. The information processing apparatus
keyl nghudes tdelel rG IS rOkey \Waan ithRe 1@ YRIHIOA KeY the
linked to the encryption key setting information has
firbeestdeketedeanst heds etond ngt ahage ceans kagdeliet ith@ third
fromthe third storage neans the package
stogageespendi 3¢ te tthe beellande:demdraynpttihen deeykagandetting
generating neans for, when the package correspondi ng
infpgmphdogeliot gife first storage means.

8/ An information processing apparatus for performing
processing of a storage device, wherein the storage device
includes a first storage unit storing encryption key setting
information représenting an encryption key used for sending
and receiving encrypted information to and from an IC
(Integrated Circuit) chip and package setting information
representing a package having infqrmation concerning the
encryption key, a second storage unit storing the encryption
key linked to the encryption key setting information in the
first storage unit, and a third storage unit stering the
package linked to the package setting information in the
first storage unit, the information processing apparatus
comprising;

a deleting unit, when the encryption key linked to the
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encryption key has been deleted fromthe third
storage neans and a new encryption key has been
stored in the second storage neans, generating a new
package corresponding to the new encryption key and
storing the new package in the third storage neans
so as to be linked with the package setting
information. (FIG 3) - 66

encryption key setting information in the first storage unit
has been deleted in the second storage unit, deleting from
the third storage unit the package corresponding to the
deleted encryption key linked to the package setting
information in the first storage unit; and

a generating unit, when the package corresponding to
the deleted encryption key has been deleted from the third
storage unit and a hew encryption key has been stored in the
second storage unit instead of the deleted encryption key,
generating a new package corresponding to the new encryption
key linked to the encryption key setting information in the
first storage unit and storing the new package in the third
storage unit so as to be linked with the package Sétting

information in the first storage unit.



INFORMATION PROCESSING APPARATUS AND METHCD, AND PROGRAM
ABSTRACT OF THE DISCLOSURE

An information processing apparatus for performing
processing of a storage device which includes first storage
means for storing encryption key setting information and
package setting information, second storage means for
storing an encryption key linked to the encryption key
setting information, third storage means for storing a
package linked to the package setting information. The
information processing apparatus includes deleting means for,
when the encryption key linked to the encryption key setting
information has been deleted in the second storage means,
deleting from the third storage means the package
corresponding to the deleted encryption key, and generating
means for, when the package corresponding to the deleted
encryption key has been deleted from the third storage means
and a new encryption key has been stored in the second
storage means, generating a new package corresponding to the
new encryption key and storing the new package in the third
storage means so as to be linked with the package setting

information.

(FIG. 3)



