;e3e8I PT8S1L 1 2 5 JUN 2002 DI STRI BUTED NETWORK BASED ELECTRGN CZV\'?W 2002
CRC)S§ REFERENCE TO RELATED APPLI CATI ONS Thi s application is rel4afje

Provi si onal Patent Application No. 60/065,291 5 entitled "Distributed

Net wor k Based El ectronic Wallet,” filed ol Novenber 12, 1997, to which
priority is clainmed. FIELD OF I NVENTION This invention relates to

i nformation storage and.g.eft.eYa SLEE A o3 D& DAL i El.larly, to an
el ectroni c system f oF=s : St atthoT e —dr s e bt on—o6—%er sonal

i nformati on. BACKGROUND OF I NVENTION I n today's infornmation-based econony,
information is recognized by 15 many corporations as a primary asset which,
much |i ke curCROSE REFERENCENQD ¥ RIQN@i t h frequent use.

| nf ti i i 1 t. 1 Ly f ti, but | f
| ndivi dual e vho. of TR aRRIAtpe IS i3t b PYions Batehehpaielion Noes Y06GeST act s
1 1 J.C i it g »d i : | i

0 merchan Siﬁ@ge&ebm&twm@%@am q;le%@gegir@ggt, Bleh sl ﬁlbeélq, 1@gf' ons

of personal romation, 1nt ormo rcs, are 20 1 nval'uable to
conpani es Wi sthiwlgch prieritydsicluintedl get ed mar ket i ng canpai gns. Exanpl es of

i nformation collections include insurance policies, |egal docunents,

medi cal records, and financial and credit histories. This information
represents a Lty which many corporations are willing to
purchase.I11§§&¥£§£§%§&§@ ies are known to nmassage their consuner
accounts to 25 30 THi§fHventiH feldid tb ifbimMYInGRors@ G etV Al sybte#S WndGnordDSt
consuners know this happens, and are not surprised to recéive a barrage of
cat al oyl f r orpapicadriynisd 3n elaktrommsystenmdtor stosdgeand phthorizey distmhirfioroofitersohnal
goods. Many copsuners are annoyed by this practice and sone nmay even avoid
the of fendi ng™PERM™in the future in order to prevent further abuse of

t heir personal information. However, nost of these consunmer concerns could
be elimnated, or at |east reduced, if this data were first scrubbed or

sanitized t o BAGKGRQAUND@F EN¥ENIIONo t he particul ar individual before

bei ng made avail abl e as marketing data, *@0002* o )
: In today’s information-based economy, information is recognized by

15 many corporations as a primary asset which, much like currency, fully realizes its
value only with frequent use. Information is an important asset not only for
corporations, but also for individuals who often need to repetitively provide certain
personal facts to merchants and service providers with whom they do business.

Collections of personal information, in the form of demographics, are

20 invaluable to companies wishing to conduct targeted marketing campaigns. Examples
of information collections include insurance policies, legal documents, medical
records, and financial and credit histories. This information represents a valuable
commodity which many corporations are willing to purchase.

In fact, many companies are known to massage their consumer accounts to

25 create mailing lists which can be sold. Likewise, most consumers know this happens,
and are not surprised to receive a barrage of catalogs from previously unknown
vendors after placing a mail order for goods. Many consumers are annoyed by this
practice and some may even avoid the offending vendor in the future in order to
prevent further abuse of their personal information. However, most of these consumer

30 concerns could be eliminated, or at least reduced, if this data were first scrubbed or
sanitized to remove all references to the particular individual before being made

available as marketing data.
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2 Z % JUN 200Z Privacy is a grow ng concern in the Internet and e#xt ni_c
commerce arena because each tine you ent& a site, your browser & JL’& 2002
tells the server a | ot about you, such as which browser you're using and
your™ | P address. This nmakes it easy for data mners to track site visits
and strip informaPrieatyfis 8 grawisg eoncem wdhainteraeismi skicyasic commespoase, t he

| nt t busj ity i ti Prof|i St andar.d OPS
whi o al | ow PR GeArEass b8 B S0P SoHBFrorRFGHIFaRY (HE e 1R AOTHOYG. on
their PC andygnlycipdd WMIcRbRRFsSr QU RGSHS 3n@ 9bhd mraadfé%s.tmssmmésqgéea%g'f&ﬂ af ter

t he individual grants perm ssion. Theré 1s”also concern over t Se of
cooki es, or taketisers tatrackrsite ¥idita@ahe skripanforthftiars@om pnegnssd & change
depending on the web site areas entered. Wen you enter a web site using

cooki e8, youlrARsigaonss b Espense; the [ygrmenbysyiess yHaprRbng PromeiraPreh such as
24 O a8 . 5 0
Yont toryour Piing sERkas [0S LRI Bl i R KRO LRI ALRARN F1A" o

go to the sah@dweibe 5htteir BOUd biil9\wiew othdrs tosRBehs hBRiond ok itgs infortdagioneb
server. The server can use this 15 information to present you with custom
web pages. GCifésitissindivedual griapigipeymigeisigned to be persistent and remain in

the browser for |.on eriods of ti and. can. be ed t,0, unknow I
di scl ose the addr@éege gsfal%OhCeo ng?TeO v%iﬁe %esgfcrogglgﬁtqr;ﬁg;pgEl}aéaryelagpc\:lﬁ?gggﬁtsm S
withipa sitger &@QW@Clﬁhg@déﬁéﬁﬂiﬁg%h S Web\GR arbAR eBMSdE WkdrCR)ul hrlagani ze

and secure 20 personal information but arenggnerally limtedin their
ability to decksitehingrookiesioandy beyaskéd womhentci fatm podvidiag énfprrogicans. For

exanpl e, certajn financial planning.and managenent sqf.tware packgges
orovtde af dieh Fy YR o g BsEege i B kgt a 0 bR oA e s
PC. This praglhaewBroRRerwiich Siokds it 128 14t (3UORRAURN Y 6 BSHo HGEmeAN
anonal ous operation or a system malfunction. There iIs 55 hen a need for a
syst em whi chwetnsitedyair lboowsee msld sald the tankimatoi theyweb streerpThé esséranaluky this
backed- up, t,h{Js rotecti ng goglai st m shag, natural . di saster, negli %ence, or
even PC t hefiplorpgiirn iogireseqi ¥aft Wi fust e weBipegesy (tagkics ats picalhydersgnefdo access
to their infiQrpati i i anol gy ely and
privately st%r@%%??nggéﬁ%%ﬁé?ﬁ*%ﬁgééq?ﬂrﬁa}?rrﬁg% ?gﬁggﬂaﬁgﬁgﬁ?gﬁg erﬁ a need
for a third yskndyinghyadivadededhpadiresd ef tHeesite yoy pest etermiruisicedsomnbdbiensens | mar y
ai mof preserving its consuners' personal privacy. 3 SUWARY OF THE

| NVENT] ON  Within a site.

Consumers also increasingly want to systematically organize and secure
20 personal information but are generally limited in their ability to do so by the
availability of commercial software programs. For example, certain financial
planning and management software packages provide a facility for storage of personal
information on the consumer’s PC. This practice can be vexing if the PC
subsequently experiences an anomalous operation or a system malfunction. There is
25 then a need for a system which would allow personal information to be professionally
backed-up, thus protecting against mishap, natural disaster, negligence, or even PC
theft.
Consumers also want the ability to control and define access to their
information, using presently available technology to securely and privately store, sort
30 and/or exchange information. There is then a need for a third party who would
provide these types of services with a primary aim of preserving its consumers’

personal privacy.



2 5 JUN 2002 I n one aspect the invention provides a systemfor t£e

sel ective organi zation, access to and use_of personal data. The )&IJQNI m
i nclude a server having data 5 storage ca%)abi lity for storing different
types of personal data in distinct data stores , i.e., an "information
bank", such that the information may be efficiently used by the consuner
and by institutions which the consuner has authorized to access the data. A
first data stMMERYYICETHEENVENTIGN Kknown as static identification data
which is personal to a user such as a consunmer and which is typically
necessary for est abbhshipag thdinyentgnaprovidsha pysteen ferahe sdertivo nsganimtiond an
institution. Such a consu;rer will ha a neans to _access the static

i denti ficati BfFaRieANdSER a%rS%PaLé?t@-oﬁ? SYshp ma¥nclpda adsrver bavpada, snart
t el ephane or caf Uy i i i 3 er
networck5 conng@{r%k%rg:a rw rﬁgfgggﬂéggﬁ%}ggfF‘ygﬁ?f)%%g%ﬂ%t%g{cgEtgﬁ:téggt%rs}%;%,ncl ude
what is knowheasn finderhaitieh pakynsaurhchpehsofieimadah magibe wtfidentBaise® by GRNY
users, again 15 a consuner or, consuners. This would typically include a

| ar ge vol unecetsugt andby gstipipnpwhightthe eapsumerchasanthgazedhia agpgse theidatast Ar ed
primarily fort e _conveni enge, of  th ns A third data store may

i ncl ude dyna Ségaté‘ od? gﬁﬁil%&\lc}] %trl"#é %%Om%ﬁnsggt%@%qtmcﬁgmhga& g’%bﬁ?’ Bonsuners.
This data Ua?erlé‘&lam'_td"@dsécrrs@d_ﬂ dshec o lirfersind WS cHR M iR theabaM§ . foPEstdPk¥hiag t he
result of information provided by the consuner, for exanplée, in 20 response
to sudfeys. Tyghatimiship betwies thxdamsnmer and ansingtifbticrb| Bich@ consymeregdraghaand

mar keting institutions i ch. di rect or ,indirectly conpensate the
consumer for mﬁ?:rbsgg &°§%5° Yi%é?ﬁtﬁ?%%‘ﬁ’glf?tb% é%% Fuﬁlﬁspao%eé?nﬁpf/ cot‘rllér‘@?fi L8ur e
herein, by thgnliREMimadk alléghoh8néthéd Ch@fcArhalevice tﬂrﬂﬁ%ﬂ?{@@m@ﬁlef@an_ a
relatively small anount of data which is relatively static and 25 which is
typi cal | y neatbsrsmtwyorkaronaedtiablor stirichegs eonmettan. ohséviopd dath ween mial énadades umer
and an instit red for an indefinite period of

ti.on. This tX e of data is stP
Lime, typi cabhy inkion exmpddraiebiynahis piresnal AR U O RADYTSEe: Aitat a
i ncl uq'? name, ﬁé%@?& co%ﬁﬂ&s.nm%u%@mh SREHel o MrddWEREhe %&Ltﬂvﬂﬁh
y or forns, a% I

conmon aske I nformati on on pplications, etc. s type of
dat a can be msaete diffiedt wimamgpaod/ wtled ibytosd prinsdrily fdrithncdPesionde efsha bank
as a free account to permt activitie uch as automated formfilling, safe
shoppi ng and" el et B8 dysaic demogEaintamatop defa

generally b eanblrg)gt Rk rug‘%s/ %gccﬂ'ﬁuﬁle;sp a4id dea?%' mgg?gﬂ?ﬁ%ifrom%hesdalymoﬁag glgeni]io}{g& h

respect to " er at ynam c persona Isis 1nten to nean a

| ar ge anmountaboke,daingay bthe Fesuls oflinfieriation peovididdy the cesames] fovedanpd) gn
periods of time. Such types of data includes, for exanple, billing history,
payneR? hi sti6PRPNSE Waswsveyhe A pisala this Hip@natiga is waluahle togpany researeh fﬁ%l di ngs,
medi cal records,..hone.web 5 pa [ Thi e..qf be
used in service nrﬁﬁ‘ 81\%“& ‘8“%‘37%55%?&9{3{?%? {lj{]?{)fﬁ dg’gcé‘ﬂ Ja&@gh%agenﬁlggﬂg%%g&ge for
servi ce basigceaRd tHEBMfRRatiGed i n the account for bill presentnent/paynent,
rel ati onshi p managenent, tax preparation, divergency information (nedical
records) focal podiantpurpnses ofitbe Hisklesursheteima by sectorm t'stathalidentifecation defenés al | y

b f dt e i C. t." 10 to."d i ¢, d hi
"nt or rmt | on Hiended Bymedti il G aip ) Sy sk TR AR ne udi ng,
user bRt er esyfich SO picRNPhédeSanpn estaBlish fatioEtAFBG&eh el cefinadand

geographi c | ocation, race, religion, professional interests, hobby
i nterests, farcipstgntiopuFhikége of deegostored, forapindefiniterpegiod of imeotypicallpahat i on,

P bw s ol astiBh cuitomch el LY thiS fypR of bt HeTEAd b, SRR BhShe""®
number, social security number and other commonly asked for information on forms,
applications, etc. This type of data can be used in services provided by an institution

30 such as a bank as a free account to permit activities such as automated form filling,
safe shopping and general electronic commerce. Such an account file can generally

be referred to as a “courtesy account.”



15 this data to others such as nerchants could be paid a portion b'g
receipts of selling that data received by an institution such as niUN 2002
data can be provided to market research Br gani zati ons, el ectronic census
provi ders, organi zations which pr OVI de profile speC| aI offers and the |iKke.

Such an account can be refer val ue
generation account 8 r%e%f’e“‘gg aWC p%{s%r@ilg rth1§lsf’1nF?é‘HE‘%5’Imean
institution,, Byet RAL L QJIhéH"Fs haRR3mH ARG iRt al r eady
has in its r?os esagrf\ogn aragae arlmunté’ %? confi enltsl a}"éH&%r'l&ng%Qi%@?&f

di scl osur e- sgnsi SuMeyp@fafrdaﬁtlnﬂndesA&rmnble e dditatephyniaimhiskgy pri or
description, exanples of this type of information include credit card

pur chases, ilpesnicabestaie holdinescsiedk. Pondh Sund haldiags, medisabisperds.diomsiverer vi ci ng,
etc. Thus, | . t.0 maintain

pri ncﬁgal pthsagéesg%srléglr]lgBké ﬂt’lsf#@e Otf%gta aé]f% g%étead » S{Rgcﬁg B {OVPd%d bgfanl nf or mati on
descri bed prigtiteitsl suchas a@@zﬂ&@ﬂ@bhﬁgﬁ fwrsemeﬁ basis, aﬁﬂ%z@lt&tdsb@iﬂﬂh@n whi | e

si mul t aneously achi eving, without the introduction of yet another party,
the securi ngeegunt Fra bald Esersmet/ pramesh aelationsbipraanagemen, taK prapatasionat i on

bank." 30 In.accorda nye nf ormati on may
o made. avart Gpdey g tatcae AL AT BusbRl RO BT o a Sty k
server, the%ﬁ@ﬁl@één%@h&gllﬁ%}‘ﬁ&'r@d‘ﬁo aslémsé’ﬁfo‘é%bcouﬁtmess to the consuner’s
personal information, i.e UN 2002 "static identification data".

Thus,l0access to MGoé‘dymmmldbmognaphcmﬁbmathnsiamﬁlyld dharaceedizby bpbeiags t o
standardl zed devices on cogguter net wor ks, suctg as personal corrputiers,

i.e., PC s, IABPHIPRICA3idntadiag. ypplteresis vperpeldphaibisensgents apmples
comuni cat i C j on

t hrough t he?}{Sﬁulér%te‘i IFn%?g%gghﬁhﬁ@aﬁlgﬁg?%?ﬁigg%’n%gocf%élgg)r?m lﬂ?e?%hflhw tlg{ne%#u,’ th
present i nv&aqluamnpmichzmercategsrld:sha(pimﬁdeqwsts(fmneﬁmaatsort, exﬂﬂamaed\ne’s&dbr access

to the cons own |l e at the sane provi dj ng requi red
security angpgg’éé%te&%??d’rf‘ fl&f‘P?‘)tFP"c SIEpes Wi@ nﬁ% "WE{]%?S}PHQ here is
al so need, 1 r i on,
ol g ng. prEaRE AAMKAS stk thirkidlls Al bR pl 230010 00?2%%198% { Bl
i ncl udes dafiaatdvaived ycaimminitionaasioas Betrﬁd T\lt{efdbtaa:ﬁn bagiovidédab market. , t he
"nmoderately dynam c personal information”, and can be accessed by specific
types of or @é@ﬁrila@ﬁgewgatmnse@itzqttqn&ceewraed@récqremzaﬂpa&wplféﬁm‘éde etc.
Essentially i a t t y. transferred consuner
aut hori zat i Brotf@t e&%o?ﬁéer?taﬁgﬁ}eﬁﬁen%a n%} %rlr%:t% m%t P f?:l%cnanbgeenlefglelﬁ%g %CIIE? nal |y,
it is also dﬁi:‘glal‘ shlie gteﬁe,@ﬁ@agucaemd’ermgr aphic information, i.e., "dynamc
denogr aphi c informati on data", fromconsuners into collections of data for
eval éltion and u&@rmpmtfweﬂydar@mwmﬁ oRANGIaH InSHYHoR, dqyahenatmgftber t hese

d h d d
comer ce. andeTRGITE O MO TbRIEaHErrech eb A e Sra o T NpOeTRE, Tor e

access 10 SysifidentiafB diseldsurd GehigieViaforndten. t As Hfa?r‘b@%id 1€EIRRA M tHe | S
desirable to nake denographic information avail hout di scl osi ng

sensitive i pn‘imrdcacmmmnabcammlesrm* thin dxmlofanfnsuatmnsnclgdamemcadmumhamne

physi cal address cﬁg‘{idr ess, hone nu £ an. institution.
Therefore aH‘CPWGEPFar%‘kI W‘E?‘ft&ﬁ‘s aFéBl‘ﬁ?&ﬂ eé"‘?fﬂgcﬂﬁ%n USeHAS come to t he
i nsthkution i

i nst :ztgutl onoﬁt&rg&af?lgth%gﬁl &{e;gfﬂsigénmlﬁtrll o@ﬁhafﬁlmg%ghg 1?%5‘5%%,&)&5%31??&;&2 § pr of| | e
of the ki ndstofageeﬁﬁmrtppestaf mﬂorrﬁétndntchscmtmdlpcd\eombdfoseusnsumesawthmrlizédlm«e sui t ed.

Such a proflle would ty |caII i ncl ude t he nun‘ﬂp consuners w thin the
dat abase t haid diglribution, aWkH e@ﬂmtlléeqeaus YAGERS w EI“Hrqué‘hoqf‘efcﬁ?ést that

t he fi nanci r
e duet o or Blothhit th Ubuifh ot fle RURRIN delon N infitRAd BEADHBrfigdnr >
financial ibBsik’tuti on would then deliver the informati on or adverti sement

to individual consunmers thus preventing direct contact between the nerchant
and t3Re 7 5 JUM aggmiance with the invention, the consumer’s information may be made
available through the financial institution’s computer network server, thereby

allowing convenient “universal” access to the consumer’s personal information, i.e.,



6 individual. After the consumer has the opportunity to anonynously review
such information, the consuner at its own discretion may choose tﬁ thgz
the nerchant. A portion of the fee.charged by the consuner's fifahcla
instittution for the request and receipt of the consuner information nmay be
used to pay the consuner as 5 an inducenent to participate in the

i anci al _andiSCRRITERARRR - GEh Sctsts BB ORI S BRTTAMICS ArlYgai n i ght
be the recei H;rrcl)l?éd lg)f%cgle%sz}o Slaf@irliBed 8viddd th%m&ﬁgg n?t&vo?l#slr, Lﬁc@leas:ﬁel'sgﬁge

poi nts. Thererore, nsumer 1S renunerate e nanci I'nstitution
dependi ng on dWhdfutdré) €.l PE fleRBrdk carhp@yrs) PDUS dsart tkEphbigesng befer of the
information bank can thus provide, in specific aspects, three types of
accounts: a cwomN@yatons devices whiehargicerncgtedda the finandiahingttutien gepeghathe on
account, Basic, information can be stor in the informati on bank courtesy
account> and UJSETF OF g@‘ﬁf Bﬂ&f’@‘dmf’%“?%“f WCFTFHBPO%QIK}’; @"égr‘?ﬁﬁ?tdﬂvééﬁngnuseful to
the consuner dgniafte§aR el TohRimeP 8'\Hatk Bided? 8ERY R thé BIRUAREL Bnipe, Ot hers
when and as authorized. This 15 service may al so include a digital signing
service, a diwhiledt the spneet time progidifng wquirahsesentyiand aceesslauthonizatirm ophtegls.not ar y
services. The information bank system s se%\%/d' ce account i s appropriate for

| arger anounts of Y% VIpUSIE: BETE dS 5P A nGRH OrPeitRAnd tilige P Wsher ti ne.
The service W L de: 654 a LAE as for

"ubi qui t ous" \%éél%ie%a%égg?@ff gﬁ ggcg‘gga %gg\g?@%%%u%& Trlrlgs;ty OH;I transaction
| ogs, HEcountinforraatisn Rsthembeiuded datethatrid somimoaly Bscdatedivithrmatindinidubl hanci al
records, etc. As personal conputi ngl devi ces beconme nore accessib| e and

*' connect ed" thhraedsratelyedynamis pessonaligfosmagdon hanmcandieaspassed bhepepdiguypesment
for home data.stora evi ecr i.n "standard" nsuner

sof twar e applcﬁférag(aflg%{s?o%uoéﬁﬁgéeses éz(%gsnéolcfoargﬁ%f( ﬁﬂgﬁ%rggc%%'uEg?eﬁgalgggwages have
become readi liyford@idnabhetoakiofl ehinsfefredUipes comytiRE alihbringiondiokotHeher e i s
now a correspondi ng need for network based information storage and

saf ekeepi ng aEhimsfarmapthet¢agdy used. accor dance with the invention. One
advant age of using.networked i nformation.storage is.that consuners wll
have access from wy}l\ﬁésa?qfooﬁe&r%&ﬁ %gﬂlz%gifmﬁgvgﬁ{cdnﬁgpmor{, k&~ i nf or mat i on
with 30 t hem<-whgimit BeMobraplielinfoRsatida RO PEEm (cBARYnerd heo EARSHHMY ofHata for
informati on can be nade securely and privately available, for exanple,

t hr ough " set evapatinmand use by other mistiwtigyssandrindiviiaslsu dahyi thest énstigitions and
havi ng advanced. ar chi tect.ure. sugh as,Rl SC 5 JUN 202 based t.echnol ogy,
0 hotel 1 oofes BRGRIE A RE AR rErerya e oRsSPEME R pOHRIEHSN zod
demand via siRfitutioRl d8gddbd B R8dardH, &‘elvﬁnir%quﬁf%r alb&s &PEh GRARGRIMNT Wi | |

al so provide software and data backup/archival services for small office/
home &0f i ce He@@¥r, dnopr préstaoy sonwlams pirie flesirahletto ke wiento gsdpincianfetnmtibn c e

sof tware applicatjons, an 0 wish to.know that their.business records and
data are sboaVEp AR Gh it S0 AR O Ao B ] CRTBBES, HEN
servi ce accoufhis ol APaddhlst & R hidrBECREDbARL AlMRIEES 6N i denti al
information in the event "of acci (fent, energency, or death. For exanple, an
unconsci ous acsticent Therforman amjuiringriostitogorPifdd exambplecnmerchantacmaesmetto 10

urgently required. nedical information. Under these or other appropriate
ci r cumst ancedh® NFEVLQR YPHRE HgIKQRsUEES Sdatandifn AP PRI ELITGRCIBLIBMIHEOY At i ent

al | or giees, . . ) i cal, hi y g . . - od
reci pigiesﬁt S. ”%ﬂélig g%?ﬁrle al étg&a 42%%%2’5%1%%8&3%5?%1?@% gl&ggocfggéﬁﬁlé g(?mati on
that is requiwhich itoplodingds endsirditess waild B¢ suiteloSuelxaprifite wptlidugpiealkeys. 15
Storing data in a self describing neta Ianguage. such as XM. formt,
facilitates tfchudsrthe numbernpfcopyumpst withip thédstabase that &t cafjaimcrigeideltaiccount
owner access j L,on, Vi facklj.la

under st andi né’% géﬂgﬁ %‘i@% h%glrrgidr%gﬁtﬁigrt\lféofri%é]tcfag%QS{I%%gﬁegﬁeguﬁn?% Uce the

dol l'ar and t iadRertiSfientd oSieyptodess girsemiadeth iividuatdwhigh ineepé@fapssitonal
service providers, such as accountants or physicians. 20 The service
accoum? may dihsdinapeipkjagitytion ypuld ghansielivendag Indeipatign gr gdvertisement to

individual consumers thus preventing direct contact between the merchant and the



recovery service which provides key escrow and recovery service by storing
a key pair and certificate copy after these are generated by d SrﬁJNeZﬂmor
by generating a key pair and certificate and storing a copy. The service

t hem provides a replacement copy of the Rey pair and certificate in
response to an authorized consuner request. 25 The present invention wll
enabl e the establishnent of a trusted third party service to narket

denogr aphi ¢ By $aheATtgnihg £ANBITEE NRSIF QEPITHIEY i1 RRAYEIROUSHY TEWesNER act ur er s,

di stributors, . ' . i t | n

i vi dual - o aiaehylRE pORRE R SADESHETon M) biooht B Xt hederetany and
consumer, on an aAgi%YﬁW@fthélﬁéesch&(geﬁ Bthewhiliedr JEWBial MstitudBAFddiMe Of the
ot her, and allow 30 consuners to search, shop, and negoti ate anonynously,

with only itrquest hed receiptof thh epmsumer sfersatiop aaydeseditpmaytithe consiimenss ent i on
by the_service, 2 5 JUN 2002 s The syst.eminfornmation bank may al so serve
“as cl edri ng %ngéceé’?ﬁi‘tmPﬂm‘FlB?te%%Sraa%hﬁﬁg‘éc%ﬁiwg ycﬁ’@é:f’ﬁﬂmi“ﬁr‘gusg as
coupons, {1 CifGtinginkARGH r BhliRal a8 hoh-AEIRIP Sain/ne UeattBlelct nth! | 00

t hrough essenti aﬁnfgy the sane creating, capture, reédenption, and autonmated
cl eari ng funfitdnoiad gaifimeighnbeotheadceiph oblamhltycandipy;, es/indbe Bass eff wirlimsmiledget ed t o

the creation and nai ntenance of |oyalty prograns._ These coupons, taokens,
etc. can be RUBSedheigiarpdhe GOnsumaE issempngsate hﬂtheefrﬁamlalrmﬁtymgplsdmeaétned to
or tracked b r tronic wallet. For purposes of this

di scl osure aa/nri Wfé@é%??‘?ﬁ?éég&% F%ﬁﬁ&ug‘gsa virtual container for the various
inforpmtion and fT@dsiedl ofxhp lrifedidtion bankis@rthis GbvideEntspéQfibespder] these The
information is generic in nature, and 10 the "wallet" can be made to hold a
het er ogeneouspesciflagequingy a gpuragsyylareaant. eervidsaccaunt ande vabe @saeraiion
affiliated, or e of fered.. i r.oft _the wallet. The applications
can be addeaacc%%l\{‘ﬁ% f rgxla ulgl)s{géng%c%g%#%f %lg H\lAfflgﬁaet{Op bﬂﬁ( ﬁ%%eﬁyﬁg%up qui r ed,
one exanpl e [ vl forRLOIRIE D@ fiDfngt Bavick@ivhRh ‘ard el iOBERohENLISE apf
“smart card" technol ogy of the type well known to those of ordinary skill
in the art. eisymEhes foyprowiding perbanal fomation tmothers kvhah sud ps aithereredt Héis

abili for consuners to cify. certain inportant events of. ich they
Wsh 19 be FERRIBE G50 MG et e etiingr » Sy Loy Priacion

noti ficationehi&s ahE M Qanpld Ablabyserfe. cell phone, work nunber, e-mail,
home nunber, etc. and the tenacity built into the systemfor notification
for each event. ZheThforthatidrobanitsystembrasekviceadcsourit mcdppdesiatehfor dygdri ty to

provi de an anonynouys shoppi hg serVvice ich allo t he .shopper to span
PLCLE pl e e R O 0B S SR HAG SCUMATOUE St GYRT BPmr g fetibreil

I nter medi at C%\FiﬁéfcﬁQEéﬂé‘Béck%B%H@Et@ﬁag@)’as%e?ﬂaQ%x”Qllbﬁ BroGONHIMBLnAGHH T T er ent

alias for e site in order to nmake cross correlation by data scavengers

nore 20 f fi cukctess.CBetwice accoyntyambyaholdemmadaativslogs,ac@fint besoies,datdichland pai d in
a lunmp sum Consuners are billed jnterpally by the information bank, so no
consuner payREREs iRFUFANCE IfQEMation; IMagrRRIcLeds-&osses the Internet or is nade

avai | abl e 0 er kARl S CRIRHITL SRl BRYG: SROCR AN S, L edligp addr ess

fromwhich a thir rty re- e goods € consumer so at the

mer chant nevkroukh €wsSintenget atd bihiet Yorod ndterks Ois tifairemaimdiot heme dataBicpger does
not know 30 shipnment contents. The service also _provides |nternet and point
of sal e i derflevicgs maydeereassn Simsg “stapdard 't cpPHRCT SHE WAt RPRHEA 1088 S¥IAS Shame wit h

a ranglom nu ' e ' 2plenf0 ' |5 sent
over the netngl e Rinle bcPBnd R fles Ryve oo Hhaitp i Mol RTRI Bl
gener at es angmindreianadtivgrisptheRsis hew PDEeSHohding PPEDF hetwdripdidedes whi l e
preserving anonymty. ) ) o )

information storage and safekeeping such as is provided in accordance with the

invention. One advantage of using networked information storage 1is that consumers

will have access from many locations, and will not have to carry the information with

30 them when they travel, as do people today. The consumer’s information can be made

securely and privately available, for example, through “set top boxes” i.e., cable

system boxes used on television, and having advanced architecture such as RISC



5 BRKEF DESCRI PTI ON OF THE DRAW NGS Having briefly described th nvention,
it wll becone better understood fromthe foll ow ng detail ed di Scﬁlsﬂlfb UZ
viewed with reference to the attached drawi ngs, wherein: FIG 1 presents a
general overview of an enbodi nent of the ﬁresent invention; 10 FIG 2
presents a general overview of a use of a first specific data store as

I npl emented in the system FIG 3 presents. a general overview of a use of a

second speci ft?aéeqsl@t:hn@@@ﬁénhgtel 5P P8 AR Egminply RS mepRgnsyhosnitals wpopr esent s
anot her gener alﬂm%ée Vi e&ﬁvﬁ%@%aﬁfs Ogoﬁ}%ggﬂglﬁgg‘%{lc data 15 store as

I mpl enent ed i 4 resents a general overview of how a
consumer inputs Inﬁ%mlb@acc@ﬁnmmaalsd}sr@wu@eof&eﬁ@raﬁldaﬂ%hm /feiealSt Ore of
FIGS. 3 or 4, FIGS. 6 and 7 present a general overview of alternative ways
of how consu mer\scesefyr siogléefficeheomsecibied (SPHO) prapridtraiwbe preéer riot & owit he

service_account, i e 20 system .FIG s a . detaile overw ew of the use
of athird spsé%‘}dpfcg %J’éf’éog‘f’ea‘)ré@p&]écapﬂ‘ﬂﬁ’@ﬂ‘ng‘gd“f‘}htothQW RS PYSNSSS nbi nat i on
with the use Qf,4bgnd it eastggurgg,cagg Cdnall§ nighgegstores; FIG 9 is an
alternate over(rév?rteigv 48 ﬁfgr use of a ?)m??% sngegl é)e ata store as 25

I mpl enent ed i n t heAsytherefeatufd ¢& thd fervise am:oomesmﬁwvnib thiedpargrdcaess tevent s
trigger notification tqQ consuners usi ngﬁlt he system FIG 11 shows how the

syst em may bé)thwlﬁrf‘é’ﬁﬁé@lt%"ﬁ?@%tléé g seéfﬁ%tr"f PR RAMRCERENCH, Wéﬁarﬁ% on
an anonymous it 30 Culds Lt b AHOH DA Ik PRI RLRILCAPES

data in the accoun
10 urgently required medical information. Under these or other appropriate

circumstances, the service makes stored medical information such as patient allergies,
medications, medical history, etc., available to authorized recipients. This feature also
allows estate executors to access information that is required to handle estate matters,
for example, private keys.

15 Storing data in a self describing meta language. such as XML format,
facilitates transfer and use of data by third parties. With proper account owner access
authorization, the service facilitdtes access and understanding of stored personal
information, which should reduce the dollar and time cost of services provided by
third party professional service providers, such as accountants or physicians.

20 The service account may also include a cryptographic key escrow and
recovery service which provides key escrow and recovery service by storing a key
pair and certificate copy after these are generated by a browser, or by generating a key
pair and certificate and storing a copy. The service then provides a replacement copy
of the key pair and certificate in response to an authorized consumer request.

25 The present invention will enable the establishment of a trusted third party
service to market demographic and other valuable marketing type information to
manufacturers, distributors, and other marketing concerns, while protecting an
individual’s identity. Fuzzy logic matching is used to match merchant and consumer,
on an anonymous basis so that neither knows the identity of the other, and allow

30 consumers to search, shop, and negotiate anonymously, with only items that match

their interests being brought to their attention by the service.



.2 5 JUN ~Uuc to FIG 13 is an architectural overview of an el 2brmﬂcmz
wallet to be used in the system and FIG 14 illustrates a wall
application access schene. 5 DETAI LED DESCRI PTI ON The i nformati on banki ng
system whi ch includes a distributed netwot k based el ectronic wall et

provi des a nmeans for consuners to interface with both the information bank

and third-party p V|ders o) ood ervi es or in 0 .are
referred to herel Séysr?%rpd‘llg?ﬁg%“o intf’é(r Q SETYEHsS € L@HQ&S?B?“?Q RERIS TS
either 10 in n ants or
service pr ov}lgleégg‘g{%gg%‘ﬁ% ('gghrs&gf&gone % éﬁg%g%ﬁtﬂngpy%gd @ﬁ?rolggﬂ a home PC
or at a wal ksghenles oMl dﬁmﬂsd\ﬁﬂIg@Qhrohglﬁé‘sseﬁtiaﬂlyzleéssa&{wréatﬁ@[@hph&@hnm ogy,
Connection to the information bank 23 can be through conventi onal

transm ssi onré¢dempsiopgangputpraaied @lwmofnecthnﬁeg he nfbrmeationibark easprovide

t t | f f terf h the 15
Conaumsr - conMIICESIUed Ft B GraE ALt IRass, o T GPOR nEbTS AoBRE. 25

and/ or the ngfehants o béaseéuf;ﬁtuylgfenqgﬁorzﬁmma té‘}ﬁédﬁ'ﬁﬁl@ d?ﬁb{bl?@d%&] osed
network, accessible only to the consumer 25, the information bank 23 and

appr oved ner u’adwtisbyoforpxmnpmemselemonm walﬂetrrﬁyr Pepasenef thiy disdonie ais t he
| nt er net, ere all tr §act|ons are, cogdu ted.in.a secure ner, wel |
i

known in the %[pqtrqnﬁ‘rg %YIHB?ICQP@HEFI § Yipus spforpian pansiah bank 23
can be made PRRR

Wthin the da a{ggslttl%}gggeb\{%g%@??téé eéll%mrf%c@ount g[)fcl:gstnéle l')]e dﬂlfllﬁ‘trtllgg’ as wi ||
be reddi |y atheatailtt tcan blasee of h(ﬂddlhﬁ&:lr(}geﬁkods|collé’ctiohe>fapphcaﬁﬁrm§“thﬁll aations
bet ween the server and ot her users/devices is achi eved by conventi onal
means such a%otaleﬁ@ﬁ@ﬂbi@ﬁ%hm@ﬁ?veelaﬁfeée%%@mlwerdxfﬁ@WaM%eTésmmcagwd and
vel | Known SysteMicg By fod U kol OSE e bush MM AD QUELULEW O the types

of accounts Wi cehal mai nt ai ne Re T hforiatl on @And the
types of i nf&Rld efNard igdplématahtiodtirehe +0a1e00RIIBEH Bl UGEBf AT @kd” The
consuner's authorized information will be either requested by or relayed to
vari ous ner cleshnosogyrofghe Gire avebrkmpivade thozy 06@r|dmasx Slﬂa ipthegsis oci at| ons,

billers or financi stl t. hes to 30
ransdst busi nessTResvaey b rAlohhe R B i fS W BTl 25 $difeed,
account 31 agpgd c1 &k BH cﬁ'taﬂt BB IWHRET e alisH tBferemidded or gétftedashd he
nane, address, one nunbers, e-nuil address, birthday, social security
nunmber, not h@nsmnmmadeidsomrﬁef; a nogfiGtipukicz@oRy glpmmmy,se g.reeb phend, sorland ot her

fam lial infornation ch is comonly needed to.fill out for or
of herwi se | GBI FOMR DiBPeH D (USRS GEHO\REET & S5eBUST noss. Thi s

type of dat andtgictaﬂ&;ﬁﬁlleg%é%gym however as "static identification data" as
has been described and wll becone clearer further herein. A second type of
accou® is a servTh@“lafmmandm B8ikialso indledeswhawdbalityad pfayidet dnanbeyrebus of t he
consuner and cont ai ns, " noder at el dynamc persg@gggdata about%ﬂe consuner

25, as wel | HOPRBRSGRAY WHEYR Rappenty span S BErQppnk $ES @¥hsurer 25,
and whi ch d ice
roviders 27 SePsRERaRRS e Aty %@%ﬁ%&% i R R
accounts, 1Oassigaingahe eonsnfmer ardiffemnt aligsfor @dclhrsns in eudelr wirhee tanRsu msr dat a

can be stored |n t he service account. This data is charact %I’I zed by being a
| arge ampunt cstelationbydataicayensatsimere diffiadt sPslesttoRpalar BIREFNaRS PEds of ti me.

|t capsbe UselRldHRILAN 2K %Adsmaegsa?@i;lﬁ@@hf@ﬂ%@gw the' € at i onshi p

rranagerrent, X prepar at’ on ot her pur poses” as ome cl earer

further her einformbfiofrbank, 8o ho abmmh puy&n&tIid'ﬁnﬂﬂcit)dhﬁnfbﬁ‘mdﬂbrﬁcrbﬁé%eas
"dynam ¢ deno f'%ﬁgaphl ¢ information data" which is kept in a val ue generation
account 25. rgetfqrigmade ayailablgto merhpats Copsumsys may havgeapss shippedite 2

consuner 25 r i | A
consumner pr O?L%P%%)!e %§l§s‘%}gh}g%§%{?§%{‘)‘$ B! Sﬁlggg{ ta% Od?%ptgg 0 uﬁle? g@ﬁlat fﬁgn t he
consuner Wouh@rdhhitenel/r Krdosith€ideiNof e dbnpahér] &5l thd id-shippdrdosdidt Gow
30 shipment contents.
The service also provides Internet and point of sale identity protection. By

substituting the consumer account name with a random number every time the user’s



20 is stored in the value generation account 35. Upon request by zagt UUNdZODZ
party merchant or service provider 27, a profile or aggregate of “coOnsuner
informati on may be provided to the third Barty mer chant or service provider
by the information bank 23 for a fee. The’profile or aggregate of

i nformation about participating consuners will not provide information

whi ch identif.ies individual rti gl nati I ut . will .25 r.ather
provi de t he tRIOEPE A Reh BBt b huBRR Tt kit pr LR

i nformation tgndRtaanl Memhlly foutds!respofstd @8 hpprbptiaté partiea VAl aBids@Ringank

provi de consuners with advertisenents of its nerchandi se or services.
Merchants or @aenymdg. providers 27 will likely agree to pay for this
aggregat e consunmer data and for indirect access to the consuners whose
information is contained in the data bank because it will enable the 30
merchani or sgRMEBERERYPERIN OF TI9E R £¢ingReci fic offers to a targeted

mar ket 1 n an e@ffrcrent manner. Z 5 JUN 2002 12 Figure 2 illustrates, one
exanpl e, of how t hdaving biiefydacrdisdrthe reventien, itseill some bettanuhdérsiond fivat vi ce.
In this figure, there is a three-way relationship between the nmerchant, in
this case a dbefaloving detpideddisraigsien. vieyvednyith Frierengede g attashesbdmwirgs, Fir st
t he merchant ,Wl%rreiinn this case, a doctor 35 will send a perm ssion request
for 5 information to the consuner 25 through a separate connection 37 which
can be the I nternetG. 3 piaents algeserbli dVerviéw hemembadimeneéfhe pRerft dMEHiTBE; 25
w || then send a perm ssion nmessage, including a verifiable signatures,
back tH the doct orF1892 prisentslegeraral3yenii¢w of ause ooy lwsk spegificidatactorans on
request through, for ex | e, use of conmunication device, including a now
verifiable pé&me&%’%ﬁ%‘ lf’ghr?sﬁ/éfe%f ormation bank 10 23. The information bank

23 will verify thejges E}e%&it%l gérierdlQvBE/iMAbT &ludeddf o BEShdPPELitie Uh@lstdrOas uner
25 before forwarding the consuner's personal information to the doctor's

of fice 39. Thmplenfentadenithwrsystam; hi s scenario is originally entered by the

25 di into the inf ti bank .23. It | [ ted that
consu 2 SO KBS ATE LA SBEROA R Lyl Rfipest o e

i nfor ion gheuts Abidmeditfinthdiatem:such as a history of immunizations,
coul d have such ?Sn r%rrﬁaﬂ onn:;tlhrz%t |“§/’ transmtted to the information bank
when the doctor i FlGus pasemedgérera@vevidw ohhev padbnsanier inpatssinfwnbdolgove t he

pati ent/consumer. the conveni ence of havi ngq}t he merchant or service provider
provi de the daRdniodhs srsophspecificidatastore@f EXPSm @ bry or with update

TRt o SuCh F8s e hEFP BlesdrTUUB AR S0 0 Uliclly DALY SR HGOT S NTer 20
wi thout the inconvenience of Lhe Patient/ consuner havi ng to manual |y
forward such cofifudiei®inapacdess thheedoRdl epevifid duia Bard(i whihe Remivel adc g in fidve to
take the additional step of entering the data. This would al so save the
doct or2&t he cé¥#e®f storing the records. OF course, this type of service is

t limted to f fpbll 1ol : ti
Bonk 41| ows the conRubty TRt SEnERE & BEREL B SRRl A Gl T e

access to selhmblehepted\ih @@ system, TRdottifdtnSManthauisé aikths Piestiaad k&dosid | oan
brokers, financial planners, and simlar entities, which typically use

i nformati on pesificidataBipres; consuner. After retrieving the consuner's

i nformation, thes ngities may generate.conpilati.ons and/ 0 nal ysi s of
the consuner's daf‘%&a%&ﬁ awagtfngiea%ﬁf‘g?wﬁfé}ﬁalfgg ogaﬁl};‘l@]sé’ﬁc&gtdﬁ{aﬁ?orfiélgn

appl i cat i on Gmpfenibana iakhd¥ysem), or the consumer. The service provider could
then either return the prepared docunent to the consuner or directly file
docunents such as HGt dkisrastayervsew pf bew Rertdin eventoiriggersitifigati¢neto conSmass .
Resul ting infor nﬁéi on. 2 5 ~uN Zooz 13 mght also be incorporated into the
consumer' s i MFBEME 6K ™St ored in the Information Bank for future access
and/or anal ysis. HIGUY & sbvkaRvethS s§dien 4s4 f infpndidDioPRéviad chRbkeser vi ce
account 33 to provide a signing service. Such a service may be provided
where a conslnferm2iorn iequeshantsocin Hoaymenybases; and provi des the service

institution with at e t hori.zati o such as awer t.Q.attorney, to
pr ovi dﬁa si gnat ur ezﬂgg& ‘Fﬁéﬂg% the ff?ﬁBWP?SrPftadﬁFasm&Ii‘ea‘éjff&?ﬁm 98U dnsumer

25 forwards gppnsisgped docunent to the information bank 33 where

crypt ographi c softwaré 39 which is conventional in nature and well known to
those of ordinary skill will be used to authenticate the consunmer 25 and
generate a signed




10 docunent for return to the consuner 25. Also, it is expectgd MSA‘P@
consuner may authorize the information bank to sign certain ¢ c§| r

t he consuner whi ch have been transmtted éo the bank by third parties. In
such a case, the consuner would review t h® docunent and instruct the
information bank to sign the docunment. The information bank could then
return the docune to, the cons [ i.rd 15 rt,y if requested
by the consuner. ﬁ%bﬁ1(§,§P€rcglbﬁ#%ra£%‘§)ef‘é%g’i°&g§ eg:eteabf“éllcr‘fv “rgﬁtgt%c%ﬁ?)gh fits be

i mpl enent ed E%erﬁj(gﬂi ng services. Mre specifically, current digital
signing procedures require parties in electronic transactions to provide
critical trust colfpdnehillmstsaichn wallatand gprlicetioraatesseaherapudi at i on servi ces.
The current public key infrastructure (PKI) which is 20 pronoted by vari ous
vendors involves certificate authorities (CA' s). For the power of attorney

si gnat yre Seb‘ﬁfﬁ@ﬁﬁﬁ%ﬁgﬁwe’ the information bank would provide the
requiréd key hority wi thout requiring access to any
private verifi cat Tas infofRitivatbanking ysial whidsiasihdes Ddisteibard itk bhsed woul d
instead provide all authentication services through the information bank
servi ce. Theeleatreniesiailerprosidpammessprcansumers o prieriace avithdaily thee

aut hentication fromthe indjivi.dual consu far ecution. of .the signin
service. By | ﬁnéaﬁlé)ﬁtblaﬁl@ arééj%’ilrgl' af P 5‘?‘6‘;’?%{ %Oeo(ra\sl’i Sg%e(v“\:/ﬁgtoﬁ Hgﬁlﬂ?%i?ﬂli%lfoege )
sof tware 39, rdffifed t8HRfIMAS MBrcBaiiK RFiE@8 1DMhesBind 25888 wWOitel | M nate

many of the issues related to registration, certificate issuance,
certifilcat e ingerfacingawitlvan infomedipn binkc2d and wwiovameohants ot serg@e pERIdSrs Thi s
al so reduces_ the size of the data tran rr ired for a verified
transaction, 2%e hiscanbe g‘f‘?ﬂﬂ’atgﬂc%l"?’?’f ?ig’t’%”g%(r‘]?g?‘{%"e%é Ohat %E(P]ﬁﬁ"fﬂ kgsle

hol der' s i deptil i¥vicd WRicHSHiAS StkrEeafdlebol hnecBiof & fHefil i r's
expiration dgﬁjgg,wzca glglpc% gfl t he 2 SeJUN0 02 m%e?tﬁngé%%ﬁqgtf%&g
public key, 2hean Wbethtduigh cofiventienaCansamiesioin BnéSAR9ssudh gs tebdphsnaiimdsucablayhi ch i s
used to confirmthat the digital certificate was_issued by a valid agency.
The present WHOERH GOBMUNEYIPr 661 Be%aragl_s%s %ﬁﬁff VAP OF g EHREC FBPIR: that i on and
hotarysser Vi &Sy thdo%rh&nihitwtﬁ}cfugﬂ 3@: HePw ik ey §> e il A1 talik 2§?hd%} ons
require severa B conponents 1 n order to verify the integrity of a digital
si gnat ure. Basintbechahtyerdavivemnéviderd7t Mhe segroak ulag betasddskd nafworker ti fi cat es
in the chain to a trusted root and _access to the CRLs for each CA nust be
avai | abl e. Tarsesii Py e Heconsumer garthe aformationdask? aad apnse e merchams
verifies first, t.hat s8o certificate at. the tj of ..si gnature;
second. t he TrireAReTor ek bt & RborE S o o o i s BB Sie SRR b 1
10 key of thenagetkd fH H8RureGRirnef Weldkowmir thE af MiRolgh SppiBSHILS Enc@Rftbn. and
third, the integrity of the original docunent. A consuner 25 wishing to

per f 020n t hi sTherigfematipe bank Zesads mage upiof asenyandipeal spuyer witbyppropriatal so
trust the so re that'.s performng thes ecks. That i if the spftware
bt ovi des a i oGet e Bl ek, haRey FRS Bl Fecoh®int B il8 43
adequatel y s eadipr cabtol theseCTBEIINRY sRilIMAEKY €, CéhpnRANonsSethéenlthe
provided by this software is suspect. The signature verification function
of fered by tiseveprrd ether isevsddaviash Ispchighverbby eonyientrial ingahseavndh as atdlenhonet hod
for verifyin he iptegrity of. additional signatyres. A consumer 25 is not
requi r ed to.’gﬂ%eé?’sctagt‘?dg?#é‘y Prrfftp?rj iet%té‘gll eéﬁ%gwgﬁ&n?‘é’n ﬁ%sgerf‘%rced to | oad
crypt ographi ¢ sof v GreGnthére i shodnGBIVeASMI 6Lthe itk 828ecoliRB AREISWTERe 25
just 20 forwards the signature and request to the information bank 23,

whi ch per f ormsintdueedegt pheoipfarmiator bankkS . ant thet fypes efasformatien etygybghiphhe

ft 39 i I | oaded . i,nto the jnf At | bank 23, but, the CRL and
oot cer ti 1SRG 2 SPOTHSG TSN PAUARTLr LA AR SRS E R bank 23 1o

per form the nehdstddost éﬁ@la?&f tolARO GRS ARt Pserife RobRIERAI B nsRGAS 61
somewhat related to’signature verification, is an actual signing 25
function. | naspomatiaisnigllerssordfiriangalf institbtians, witthhehomfte eatsiumar Bawikshg8toaccept s

an unsjgned docunent, and signs it on behal f of the consuner 25. Angther
benef 30 Jof | GFRISAORUHESS ISy B 91 gRRHRF AEF U ESATO0R o5 P SCRES YRR

nf or mati on BanoidSdi Rithe brpet SIMARRAIER YRINRM: Alind NBIRISHBR! 25

device. It takes quite sone tine to generate a 1024- key pair using a
browser on anumbergre-mbRaddress, pirhdss sosial sehaity miimbeg iriotiter 3Gniiderknitie,

however, will be running this software on a state-of the-art nachi ne as
previ ously discussed, which is capable of quickly performng this function.
Furthernore, the information bank 23 will operate in a secured environnment

whi ch 2 5 JUN 2002



is wll elimnate any questions related to software integrity, and vg I b
provi de access to all required CRLs and route certificates fromth% JUN 2002
appropriate X 500 directory structures thyough connections 41, nmany of

which are likely to be stored in |ocal cache nenory. The information bank

23 also functions as a secured backup and S storage facility service. As
more and mor SpdiRes YR FRatRR difer YaAilE] ﬁ%rﬁﬁabfwﬁwm&ﬁnﬁaﬁyt téelied keIl

el ectronic b payl ng services, consunmers Wwll need to nairtain | nportant

home r ecor dsouefoanedr dthetwissidentifrilsaainsuner tomhdshevith wlem Bey. doThsimeensunmer

may soon have access to and re L’i re safe storage for Fl ectronic copies of
1

i nsurance poilpisityee ‘éﬁ‘ﬂft%tsﬁléﬁlcﬂ §’é‘|h°(‘,l‘f9(‘fﬁfr?én§‘§§‘° N’éﬁﬁ} eioB fista’as Bpy eady
Create Iargeg?g%o%gsgbe@‘ﬁngﬁiﬁb\%é e ?%rgxofﬁ?tlherfﬂeg}ﬂc' al software, such as

t hose conmer aval e under nanes I'cken or Turbo Tax. The
secured backup ang, sefidgpe dLEC0AR iPh Sdtvide deddvint 3Bwhithas MmatritaiRe D ithe33
provides the consunmer 25 with the capability to safely and securely store
i mpor t ant dobemedito§ thercopsumesragd wpitains Smederaishyedyopmicpdrgonahdatgeabaa ther esi de
on information 15 bapk 23 hardware. Storage.renote fromthe consuners' PC
rovi des a dPSEIEF Spc il SRR AE RS PR bR poos o Bribe SOTUEIE: ed

wi th hard di 5§ L0365 ma bk 8c@ssedlt@bbpulfted By GartolRRMLEESs fkePHES Vi ew
di agram of the types of personal financial 1nformation which wll be

resi dent on providenaZjkss dyhdrized by tlerqoasiner Bakkt sexawderbadkid@ abemintyy and

stor agg devi ces. Pe.rional. financial informtion, 3uch S ban;i.na},ﬁ bill
presenPrent , INSYgRRSINTomatian. thYFriens, 459 oftenconsiimeLdat Car‘%ss,toré" S ectively
identified w : : : [ ] bank
through connetrroasodg” s fte {EHARrLAREBERL PRt uh B oPHRLTRLER JToh
as i nsur ancedymhiic hedbstowddldver lodg peidodsadtitteadt candiedised fug fusdtidoas swwhi 28 bill
commer ce docunents can also be forwarded to 2s the information bank 23 for
secur e ar chiRgsentEeriqay mants ralgtionship mranagemeent.4ax prsogrenen. apdiother grIposgse

recei pts, tigckei oke d..o .forns of loyalty credits can be made by
t he consurreraszvgltllzdﬁﬁg?l%([:]e%gg??rﬁhe%Egrre}nhf ormation bank 23 in a secured manner.
| npor gent  nedi cal Figegor &lso Wdws d third 8aRiofdhin kKAEwE headRnAd defib@hsllc

el ectronical |y by nedical service providers, and such records of consuners'
al | ergi es, niafiregtippdata” phich igkeptin ayalue genegmiivaascamd 28od hisriile onacesnican be
stored by t consu 25 and securely _an onfd denti.al,ly saved t he

i nformation aﬁl?r‘ﬁvég‘%{]ast%%w%ng U tglgc%%coﬁﬁgs %3‘51%5 Fe é lgggléogﬁif’ 1Cads%&lappr oved
by the consugElid#z a éeﬂeﬁi@@orﬁﬁﬁ%ﬁ%ﬁ)ﬁ%, Rideds BRIMobbRE, and4h® typeNoP002 16
consuner 25 would instruct the third party nerchant to forward this

i nf or mat i on idfarmetiby theconsrandérnfanldrbke oredravedr@s thintipartiesnolHisl informmtive st or ed

th Ln f th ) . .alt nbodi , th fi i al d
per sofll - dodSAEHEBLF 0B ESRE ISR SSU {helbH FEUEAPY § T BHAHBORG e
consuner 25 gndrileftolabvey, deto ¥ of A e O RimdranfoltRatidt AEPBL i Oon bank

33.. Another office related service |sg%he virtual office provided by the

i nf or mat i on pravikle® 8 th¥thisd patynerchig wpbdrviea pvidee by tleriatpemanon badui2z®e backup
by, for exanple, prqvidi sof t war e %or stuydents, or. for use at snal|

of tices or HFA e fNeduoniE, of paaregate gf pfordation 1Rt BaticiRglpIFaRs RS R
processi ng ofor HR5EANRRGREariBA A A TBentitRY il RGual BaiciliAS BodsBimetd) Bul Rt

consci ous individual who has Internet access but does nhot necessarily have
t he r2Sour cestheopmaydefthe thixlrpartyenatelsint er deovicoprovideaivitiy suffcane irdomnarenage, a
hone office software Library. This can_be provided by the service account
33 and i npl REteEFmeit v ee BpARC FMSHOBBRTS RAYHR COBUEHER WGy
ordinarily skjll:dl i 0 i L |: eto
xecut e 1 he PR hrer e b P S S e e o720

upgr ades or lskedy egree anpatfobihlid dgpregatei ednsumet dhtbandrfon igidctnccedseo ithef or mat i on
bank 33 which transmts the software to the consuner. 25 fqQr use b %he
consuner 25 ERMSYRESVEINSE HEPImRAtga§ eantaigedyn thedpipb fyse 1t vrﬂbeqah?/ed frat i on
bank can I:Rat ] ' j ored in
the i o or mat PEsHAR N SSyRATFAVRR A b aE-HApRTLraR B Ol FRbE 3 o1 50 T
conveni ent | yeffikieattntlxerconsuner 25 to use the third party services. For
exanpl e, the informati on bank 23 may be used to provide software which wll
facilitate the downl oadi ng of certain consuner information to printing
services or in case of energency, to nedical providers. The information
bank 23 may al so be 25 progranmed to release this information to, for
exanpl e, executors of the consuner's estate if previously authorized to do
so by the consunmer 25. By being able to share infornmati on generated by

vari ous service providers, the consumer 25 will find that many previously
burdensone tasks are now easily acconplished. In the preferred enbodi nent,

o, - o, o S o o "



2 5 JUN 2002 17 unfortunate as to suffer a disc crash or has failk§ ygN 2002
update the browser software, it is possible that a user could | ose the keys
forever. Once this happens, there is no way to retrieve the information
previously encrypted with the keys. The i2nformati on bank 23 may offer a key
escrow and recovery function as further depicted in Figure 6 to 5 protect

the consuner 25 agai nst catastrophic key _ |osses. In Figure 6 the consuner
25 uses sof t war e, FIgweR Husteptess oRgampith PEROW the f@éﬁé&yacewtt@é@bwmd asa

nf or mat  on ‘o TRk iR febed S S o BeP I Bp R beieen 88, o 1 e

key pair angdn&ghdniihGmik ascadbcfor39ahe Soddaid D9 abd e GRORHARIN baakPar use. A
second option is shown in Figure 7 in which the consumer 25 10 usi ng

br owser sof tRiest,¢he mernbaat; esintthis ckseya gegter Inwilbsent iafpeonissionnaliuesteor f or war ds

the key pair, and certi |cateto e informatjon bank fQr, ar al
the consonmeinBanatar e Eaisimens’ fpieh 4 FBRCisSBETOnS 7 ch SR TELe and
receive a rq{?ﬁeﬁfe‘?@&éfdl&%‘mlﬁfer@gﬁ&d%%a i1 "dor TR L RRuanSs @ikt tglﬁsgﬂﬁi%onp' ish all
of this, of course, cryptographic so tware 39 1s require details of
which will Ipermisidhmessyppaineintinga vehifiable afgnifires; bickao yhesddctdr 30n The art.

The information bank 23 is configured to generally facilitate electronic
transact i onglogten 3favl thendopyad gpdntoanationgeqiiest tiroughfopgranpieivenf ent . The
val ue gener abh il fGHaH ALy iEe {183@%?%9(‘98&/%%%9&% oS80 F Lo HE I AL AR ALY
can be used TO provi e assI’s uct, serv ormat 1 on searches
whi chjpnot onBy mkﬂoaﬁatmnfaumsSzvllllvbﬂgahapémlemvmee{gtx,ahlatfbr fiso provide
consuners with some value in return for using the service. This val ue may
be in the foamicalar pensumer Y5 befepciessarding the cqrtsuways B@Sqmr@l triermagiomtethd oyal ty
credits wt refe sel.ect.ed b his is an
opt 1 onal " seRoTRE: BH s Ak iR e B THE Srohbd ety SRty B2 S g
consuner 25:6nf¥R RS dirb&ly intPiRR isrmaRhHARRD3 | nt@al@@&xp%efédzﬁatdmﬁﬁmhl c
information avail able, while keeping their identity private. A consuner
profile is ovbapirvisd pquqidresuChfa@a daetdo whoandin@Bisfinformigamrbenpdn cit and

ion. The, consuper 25 is |ven specify

constiPai nt s TEHVAVAORiF AR BAHY L PR RSy e M PR R AFAG | on

from produciran§Qitd &Cthe MfotBRinBahk Whed 8 ddetdr X AARGHARE 10 M E&Bfﬁfs offers
whi ch satisty the consunmer criteria 30 are forwarded by the information

bank 23 to piftmrmoﬂihlsrvmul&gwe fthre paltnent/csmsﬂmenth& tmlvnmlendmfﬂaawnlglthmot know t he
identity or address informatjon of, t nsurrer he consuner

25 know who™MeFI2RG¥Ertise Ripvid idRorRidE fhedaormagon ﬁ%‘fh‘&glad’he ica} hROTRF 7005 18
provi ded ”“%Jn;h dReGRfo ﬁ%%&éﬁa@a%’mfdm%%%t his El% ed%ﬁﬁﬁt/éon?xﬂhéxsf' €s
the original interest o e consuner 25 and may 1 nclu ort pronotional

i nf or20at i onwithhet the irwomesniéise bﬁﬂxetplaaem/ﬁapmmlwm hteying ¢ meuetlytfonpire such

i nformation,or reguest ur chas th| 0| nt, the adver.tisi ng
provi ded frBW‘f“P?éwﬁ‘éPé*H‘;IﬂE ormgtion a@(&’BW ggn haee tg¢d tﬁ itigngl he

mer chant . %qgo%ﬁt%ﬁ {Héedaﬂierﬁmgulﬁ%}sg% v t%@'d &tb%e?SWQtO%In f&ﬁé“ ¢s and
ot her val ua aggre te Indicators o |tyo their o er free of
charge. Howeasetds.in order to conplete the f| nal transaction, a fee is

required for the nerchant to continue. In this way, these advertlsm

dol lars are spen@Q wyuItSﬁethWéywsfrﬁﬁmqsnﬁwﬂgnt%v far fillingn Iy aé’@)?rFéFlaﬁtré]d to a
t ar gej.ed sal he
consaier | nPaptatt SRorpd o Boks e dhIAHTS aBF Lol RAE S IES o

i nf or mat i onligdkl a¢edss 6o gevies piolvidarsast qedttHan(dBuely hotag specilivel Rlan 3poliens, FI G 1)
inthe formof a profile. In this case, the information bank 23 is shown as

consi sting &maagiali plamermerbrmbaneatisiss.(Wish wpirally eg wforagtion pravideddura esy
account and g&ry, e?ge?%ﬁpelﬂxnévu%ﬁg 'c8Hs§1Lr{erg'1§t%Hﬁ§tFoq1f thEQE exﬁ%e's Hfa IJIRLLRN bank

23 will also |nc u énérati on accoun nunber 125

herein, an lceﬁhgn@tﬁu}mhdmaﬁaly@got&ﬂwtmuﬂ@ﬂyumﬂaﬂa foﬁeﬁahqm@ﬁépawa taxdul e | 29
provi di ng, matching, brokeri n% consolidation and accounting functi ons and
1

a nmerdhant g@merwégpnmpahdpaélomm whrici# plaorfae e sonsimene The saskigaProvader cpuldt hi s
ggﬁ?? Ie gnt then elt\f\%{' ye?urg?heelgrglt)allrg dScumment’ %o he ggrlxs%mer or 1rec{§lS fl 1en5)cl)Jcturr];ern m t he
such as a tax returns if authorized to do so by the consumer. Resulting information
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20 and service accounts 123 in the formof explicit and inplicit g{};m
data. The consuner 25 profile is updated fromthis data and is pr 12@02
a nmodul e 129 having a matching function ngnning in the information bank 23.
The rmatching function also is connected to receive offers froma merchant
gateway nodul e 131 which is connected to the nerchant 133. Merchant offers
whi ch suffi cingahd slsd"Bd HlorpBeitetbinfRs YHMUmEE s PifefrdtRh strkd iP@e itoMadied by
the information bank 23 to the consunmer by the nodule 129 for review Wen
a consuner 2Bankdorcfates acaesearsléir analysisparti cul ar offer, they will issue a
request or a buy request back to an jnfaqrmation hank consolidator function
[ modul o 129, whiFGHITRAIdePIREE Fis GRPE A tion DEpleSSRFE AAENIFI0 PR Ader

i ndi vidual ly Qg K W . Of of il
30t hen pay” & el BEeeShch £IPREe fAPBUBRAiEL . o ORUARE 07 bt e
split By the aisehasomid povideytkhe 238vis thsatltivnatidtadequara biith6tizAlon CRRE UERT
accounts as appropriate. This function also includes an independent

consuner adviPewer Woatigreey, w7prakide kignatpres fon ke sowpmes Apshawein Wistdiagrami | abl e

vari ous mor o orByme 23 e B8 undRied RS L ERo BRIA-RRon hUCE et
consuner i nf QfypRsdrAphi€ Softward 39 QuHieh 1S tohhntibRd 1S Hatireldddtwel Nehok@go WYk & f

i ncrease based upon the type of usage by the 5 merchant. For exanple, a
certain fee ouolihatyskillbwidleswsdd toauthenticats theoconsemera? Scanslt gsnenatei aigiedat i on

summary. The fee would the e increased,if the nerchant chose to request
Chat 1 of nadPORER ISR IRIE SOTTHTEL Ao bISTEREd TR ftong e o

i ncrease m g i Sdrhitich BAR $O'HBA c&HRS BoduthdnBSRPI B lﬁww}ga@ a

mer chant s prg%tgtgﬁz‘;a@gé@gghi lng ngi c“iqgecci t hr O(l),lgh tnhe i nf ocr?rsétl 5n ank. O her
tiers of sertuavdseandnimitted oo thedhslobyl thicigrrdsspllatwdh a cBle thedansamen on bank

23 may al so be programmed to provide, for exanple, a coupon, ticket, token
and | oyalty ﬁ@HEﬂg@ﬁ@mthﬁﬂwﬂtwﬁWﬁﬁr%ﬂm@fqrﬁ%%ﬁ%r}kdﬁ sigarike dorumeniies as a

mnt and cl egpi NEHQUSRAT i r%a;ﬁtq f RS

tickets and ?[‘%Q‘? ong)lntbgmég elErlrghse.er t oﬁgﬁé%@ﬁﬁgﬁﬁeﬁg}{a W Héto\etlgfg:ﬁgfdy of
outwand 15 apgesifasfested bhiehd doneumial s of the minting, capture redenption
and automatic clearing functions would work essenti al lé the sane. This
function is val uablestroBicCABMMEEEFSHARFES ZSTHB ARSSOMHIONSRE B8 INPISBENSAZTi ty in
an el ectroni |l et.(toO I eaft er) rack.of various
coupons, tok%ﬁ}é\@igﬁ%vfcl(egkg@ %glgeﬁﬁcg@ﬁ%yn '? %tecﬁ 1%a§§%%r%n%'d§§§e§8%eag§qug§& af“%)s/al ty
nmanagenent pProgéivnictraRMthe e provide JHtRaPnas cafpomtatsudtings SRYHtdh and

components of the information bank 23. These conponents include a
cl ear i nghousromuaputliation ssrviges. etk qusmenprubdiadyy Mithsiractud7PKY) whickisce account

Modul g1 23, di t h dul e 135 fact t Modul e 141,
ana. 1 Aer 1 acBERRIS B RNl i ooty BRI d, TRt AR or &
145 or ser Vi georREPY AR seAAR HAGIRD BB thelAFRaldPbAk WhilkBlovidesher 143.

25 As further shown in Figure 9, the information bank manufacturer gateway
nmodul e 144 crequived keyorpdanentilicateputtianity witboupequiring a¢ossite anjiipsivétea t he

manuf acturer_1 | ectyonically to the nsuner 25 who wil.l then store the
Coupon_ i n t ETREGPRELP S BR A ket Porstae S BER e eT st Fetla et i o B c

wal I et ther ejilauth@HRAASN S&VicBEthicigH ek RYorRNLA BaIKeBFice. ATtRL ihfdmb@ss and/ or
retailers, and tickets may be issued, for 30 exanple by various

ent er 2&i nnenbarkneiddd i tiun sequim atieporecathesticafiok drman thegndigisluealdcopsumentpde

vari ety of concer.ns ﬁ[@n%&l fromtransportation authorities to

ent er t ai nnmenf*ELHAbPT GAMERIE SEVIst any retailer or business could create a
| oyal ty program uglngpienfenting WigitatbioRifle SOKRRSwithl: R wate39, ind ecei pt
of a coupon, ti cke?’ oPetoI?err%gV\mlﬁl% slgorg t hese 1i né}gjrésigrvi ce account or
smart card elrfetmadiondanklB etn baNsed t¢ reeneady s gliminar shedof the isuesaniatddase

coupons, they wuld forward themto the information,bank retail er gateway
odble | 3 TREGHOR SR ITEn D SHBHEE S HEUPRADS Rl GHS tothtaion TRl

cl ear i3'69hous?CﬁL@qugﬁﬁa@@fegu%éA%rﬂlléﬁﬁé LEHE Bhta trhRted RESEIPlOL @ FeRAOK

manuf act ur er " gat nodu
transaction, because a standard certificate includes the certificate holder’s identity, the

certificate serial number, a certificate holder’s expiration dates, a copy of the



then-woul d i ssue an appropriate credit back through the information bank

cl eari nghouse nodule 139 to the appropriate retailer 147 in exchai@g§ JgN 2002
the redeemed coupon. All of these functiops can be inplenented routinely by
those of ordinary skill in the art using existing hardware and software
tool s and devices once 10 the broad functionality described in detail
herein i's Knowindite RAGUA MbIIEEY, thOidelfryl T ORL @B RIS BfttaRliSfurficOVI des
an inportant event, notifi‘cation and resgonse function. Sucihr a ftnction
serves to al | whichheusedns tonfirmXhat the digital deytifiend whnissnedrbys tahidtagemas .
inportant to the consumer 25. Such events could be birthdays, stock price
novements, | oan avhhg prssent inyentign alsppraviles forihigital pignatpreyegdisatigieandonal
information requests, ete.. T . [ . ' ch or
the 1 nfor mat | BB aRRIsS: bisfo MuSaRE TPt £ 3053k MRy BB le Rl Skl
consunmes cel | ggnfponehQ e ofdef fot verif e iﬂteﬁﬁlry"’of%lmﬁiﬁl sighlt@re, EBe¥Riek thet hen a hone
nunber. When an event occurs that matches a trigger, an event notification
i s gener at ed documenbariditbe signasyreatselfil ceThiacaesiio the ghauf totatteustademot andul d
determ ne the degree o O.tenacity the service.asserts in order to notify
and obtain nd t%ﬁ‘e\/‘jé?'ﬁ? foéﬁ?‘i%bq&fr?'ffﬁg? ﬁ‘éallé‘h%eraPﬁﬁe CONPOPRNLS af?r%ﬁ‘égeél i's
shown in Fig I j+f | (o and
stores t heseqlhﬁ) atl%e1ct %?B&%ﬁgﬁ?ban § er%gf}%gﬁigﬁgﬁﬁté %%S St{I'ﬁe@ I?Ln%ﬂotgﬂggn?on
bank t hen consfisiatuyre;mocunkdpths inthgritg\of eachnatti fidacaini thesham bised be theomibiior
program 151, and when there is.a match for a trig event, the . infqQrmation

[ er
25 bankd 23 prisviodéhe nest highensseiicels infe S i RuSREonsdh ad g, heanteprity

not f f cat i on gl S AHN BEEULAUS JordEhbnEWirbE pEATIR! prodl8 nbalfsOr MRt i On
bank al so provide anonynous shoppi ng servi Ce. I'S service, as shown in
Figure | |, aktswo evoiftdareg bupheemust aifo frine theWodtward thatls parfdenlisgithbseas t he
service account 33, an anonym zer nodul e 153 which assigns an alias to 30
al | consuner checkss dbes isnié thegaftyprearopdone ralidcyriswlidgigraturesasultedbut 48 a j unk

-mai | tigator. nodul 7 .and hi dul 59 k t th
£ bt o R P R RE, h BE het b
browsejscer t aigloNBECHAMEs softdvar: id Wipett02 21 di spl ays over the Internet

W thout revealing their identity. The nodul es and functions described are
conventional and wdielsigoammnyerifatie fmgtien offereby tletpresenyinyestical previdys a

ilable f t ai i iders. Ho 1 t h
Mt eorat od { REPGIEEPR SR G G BRSNS in Rl Bl Pl g
system as prQ¥hdtk: DY iPndtHeque IS BhddradQitht Miricath® ATRIKHNASs ANHABREND

feature is simlar to the assisted product, service, and information
search, but tidddscryptagrapkic asfwaesntdias acdees divserorstgadathe coosmpaari2Sgustwor k has
al rea been done i ther thrqugh nerchant. offers forwarded to th

consum . or fBRaBE SIESHHE r?ﬂ%‘ﬁ@ﬁ%ﬁ?@%@%?ft@%mw RPTRRS Teca ur o
is more |ike 3, sNoRRKAGsCH fhis e, NEYSIobRpAIC SRWMICH REAUAHbadilifoON t he
| nt er net, V\,hg?%m?ﬂe shopser casn sep’an rru?tolgplpe Cm&\r chaent 1siat esﬂgn%@ghogpi ng
sessi ons and tly m&irsnadion bardal 3, dat thd CRIdard rodheerii fidats ara praviddidahtou@B liredves as
an internmediary for the con r 25. The identity of the consymer 25 is
repl aced by dningiiniemetion bk JidherliemiesyriRgon e ARG S duent
reference. Aagbﬁafaﬁrfﬁﬂétio%! idfevinit FlleP® éi'%%%rﬁ%riﬁ@a@i@n,”i%ﬁ'a@tﬂ%l s%écrhﬁgs meki ng
it difficult Tor data scavengers to crosscorrel ate consunmer purchases based
on thesal i as .fusktiok. &n prividiy a gigniag ifixgetion pthe infkmaationdiahle 83 aeceptseant r aced to
the site selling the address information via the aligs. This function

_conso: i dat es WFgRFSdaymsapAdsentet eheshel odike goayamentes ernptherbapelst ddioflact | y
Shi p-t o acidr SR APRE R il BRI Dfalss RIE oo baS FARATE 1D

credit card aedlices therovedhent od the@abhuiner 26 @enide. NNakes quRY SYmEnmban gattrayer
the Internet. For an additional shipping fee, the consunmer has the option
of havi ng goddd24thitsydairvsinga hrowses of agiusisnbBsatign pressssesp dhedpigraaiionher e
a thirg part ] > . . T i 0.t r.25 at

hi s/ hegr% st or>e{) ag%’rﬁeo?s%%%’ gﬁltl %?g&??é%}e%s %%Q{aﬁeeéﬁ%%éogftggﬁg\%&fcﬂﬁﬁv t he
address or i geafibhsly Giscisb&l, adidlisespable of ueckbapdkagRngthes faaseined
anonynously and a reshi ppi ng servi ces does not know package contents. Wth
respect to t Harthgpeeredhe gdemnatiopbenk By witheperatedn araecused eriienment which

previ ously discussed, in particular with the first data store which is
stored on the data storage nean, which includes static identification data,
the second data store stored on 30 the data storage and which incl udes
noderately dynam ¢ personal data, and the third data store which includes
dynam ¢ denographic information data, this is nore clearly illustrated in
FIG 12. The courtesy count as shown in FIG 12 includes the static



2 5-~uN zooz 22 identification data which is personal to a use having
access to the information bank 23. The second data store corresQo@dﬁjN:&ﬂﬂZo
t he dynam c personal data in the servi Cﬁ account, and includes data about

t he-user such as billing history, payne ? history, etc. The third data is

t he denographic-data and will be stored in the interest bearing 5 account

e anc . . . f
hatdat a. - WF CHRGER A s 8ons Mo £ RE Wt are o HED AR Sul Hro Bl Beho o€ ©
di scussed apr@fufted ORIRGII ¥ RABE A AR rbh theigpbmehtd K. J00alifedfre Shown in

FIG 12. Turning now to the use of an "electronic wallet" as previously
descri bed f struahiwres thnoughravenedtions $i, mimany lod vdyelt rmlikelydo be swrédindnedlon, such a

typical wallet 171 is shown in_ Fl 3 i ch shows a typi.cal

ar chi t ect ur APH MK ig%n ?‘@i‘at‘f?ff‘ml"“le'ﬁeglé%ﬁ@’gﬁf’nso?s aasﬁc‘érlegﬁ?lﬂﬁaé‘dwal | et
means gmany gtg}agg%ctﬂgyrggﬂ,ycepeopl e. One version would be a pocket sized
conputer with snap”shot-size color screen that will be used in place of
many essential s Akatore emdmoer ®nsanery begio tmdsentledironiernmmeay asdicdated nmoney,
tho 15 constfrons bH HBBE N HPGRARTER YD d DR AP FRRSEELMaS 5 wat ch
newspapers, : ANvn i di ment,
the wal | et rfgqud?gélgttegm%h?gﬁr&?%@ﬁggéﬁg{% i's cg?‘??g‘é" %g?ﬁéﬂggghiqnﬁ%gcause
of its el ecidcoRite anditddfuie sife stoaapedoiteléatronid pidsidf ynsubiice pblécieoandesihéronal
wal | et can not perform However, consuner concerns about this type of

devi ¢@ nakelegal dogymerisi Many cansumstighrendy rrgatedengapmapnty of datg ygdi pareonab back
up the contgnts. of the elect I.C. deyi t f [ £Vl S .1 cons rs
woul d pr oba_ﬁ a)flcﬁ S%éw g’assu? ﬁggs%?)%'erceogj%%r(s&l Hrgb%latbﬁee\gdggﬁthg% e\l'}??euwg(gntéggy are
currently wimotTagl Thewstuskd kackipdridi€dragd riibep@xidaby tthainfaufiion bast | et
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vl | o) 20 1 SYUEIRHNEL PO TR BONSHTRG. Ao IOLEH PLENL AHM Y. which

identi]fles t he appropria catl o escrip

description iwouddbOglads@d Yyahaihfmitios BALOIE WRKh raqifit2the sbittvhre t8 thent to
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t hen | ooks ugontvener@éder ung byfthe eansuppn 3en the goawener selevisal e.@anboraet ual key
to be used for_access to it. It then=connects the consunmer 25 to the
appl i cation &P™PHE™25 application server 213 and serves as a secure
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example, the information bank 23 may be used to provide software which will
facilitate the downloading of certain consumer information to printing services or in
case of emergency, to medical providers. The information bank 23 may also be
25 programmed to release this information to, for example, executors of the consumer’s
estate if previously authorized to do so by the consumer 25. By being able to share
information generated by various service providers, the consumer 25 will find that
many previously burdensome tasks are now easily accomplished. In the preferred
embodiment, this data will be stored in a self-describing format, such as the XML
30 protocol for easy transfer to and use by various third parties.

Both Netscape and Microsoft Corporations market web browsers which

currently provide support for generating key pairs. However, if a user is so
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ever loses a key pair, the consumer 75 can request and receive a replacement copy
from the information bank 23. To accomplish all of this, of course, cryptographic
software 39 is required, the details of which will be readily apparent to those of
15 ordinary skill in the art.

The information bank 23 is configured to generally facilitate electronic
transactions and make the consumer’s life easier and more convenient. The value
generation account 35 to be discussed in greater detail hereafter, can be used to
provide assisted product, service, or information searches which not only make

20 consumers’ lives more convenient, but also provide consumers with some value in
return for using the service. This value may be in the form of monetary compensation
or it may be in the form of loyalty credits with preferred merchants selected by the
consumer 25. This is an optional service and is completely controlled by the
consumer 25. The consumer 25 can make their hobbies, personal interest and

25 demographic information available, while keeping their identity private. A consumer
profile is compiled by the information bank 23 from both explicit and implicit
information. The consumer 25 is given full control and can specify constraints on
information and specifically exclude certain information from product, service, or
information search categories. Merchant offers which satisfy the consumer criteria

30 are forwarded by the information bank 23 to the consumer 25. In this system, the
merchant will not know the identity or address information of the consumer 25, nor

will the consumer 25 know who the identity of the merchant. The information
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commercial transactions wWth suciz credits. i 2 5 JUN 2002 28 15. A

met hod1@s in Mai m Higufeu§ tIWeﬁratcs)mh agprengshrwhére the qgswaeninfommptgen fromshef
personal data in th (fg nal tdatatstt(h)re for thﬁ rg{cyv%rrencetof certain
events, and ndYPYHF ﬁ?gqo PViREdy erigieH duB Ry Mg O R 15 EHEEUBE 2¢CO8BY t ai n
event. 5 16. PBrdhRBAnARerhIBLindHIE LPinfthe fot@lof@MPtileS INGhiAGEE SR NY Out si de
data sources to update data in said data store on a periodic basis. 17. A
met hod as i n iofoanatidbdnkr 23ie showmpy ¢asistngof mmftzralatlmnbw mruset23 o
all o~. ~~ sel ect ed. thlfrﬂ gartl es to access.data in said .a st ey
consisting of the courtesy account and service account previous y iscusse €
15 information bank 23 will also include the value generation account module, i.e.,
number 125 herein, an independent consumer advice module 127, a transaction
module 129 providing, matching, brokering, consolidation and accounting functions,
and a merchant gateway module 131 which connects to the merchant 133. In this
embodiment, the value generation account module 125 takes input from the courtesy
20 and service accounts 123 in the form of explicit and implicit (mined) data. The
consumer 25 profile is updated from this data and is provided to a module 129 having
a matching function running in the information bank 23. The matching function also
is connected to receive offers from a merchant gateway module 131 which is
connected to the merchant 133. Merchant offers which sufficiently match the
25 consumer 25 profiles will be forwarded by the information bank 23 to the consumer
by the module 129 for review. When a consumer 25 indicates interest in a particular
offer, they will issue a request or a buy request back to an information bank
consolidator function in module 129, which will then forward this to the merchant
133, either individually or in bulk with other consumer offers. The merchant 133 will
30 then pay a fee for the brokerage service and portions of this will be split by the

information bank 23 and allocated to particular consumer accounts as appropriate.

This function also includes an independent consumer advisor module 127 which
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each of at least two of to the plurality of electronic shopping carts from
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723 serves as a mint and clearinghouse for units created for use as coupons, tokens,
tickets and other loyalty schemes. Although exhibiting a wide variety of outward
15 appearances, the internals of the minting, capture redemption and automatic clearing
functions would work essentially the same. This function is valuable to the consumer
25 because of added functionality in an electronic wallet (to be described hereafter) to
keep track of various coupons, tokens and ticket acquired by the consumer.
A coupon and loyalty management program is depicted in Figure 9 as
20 including several components of the information bank 23. These components include
a clearinghouse module 139, a retailer gateway Module 137, a service account
Module 123, credit exchange module 135, a manufacturer gateway Module 141, and
interfaces to merchants who can be either retailers 147, manufacturers 145 or service
providers, such as an opera house 149 or ticket issuer 143.
25 As further shown in Figure 9, the information bank manufacturer gateway
module 144 can be programmed to mint a coupon and issue this via the manufacturer
145 electronically to the consumer 25 who will then store the coupon in the
information bank service account 33 or in an electronic wallet therein. Coupons may
be issued by manufacturer, distributors and/or retailers, and tickets may be issued, for
30 example by various entertainment and/or educational concerns. Tokens are issued by

a wide variety of concerns ranging from transportation authorities to entertainment

establishment. Almost any retaijler or business could create a loyalty program using
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10%&! ()-z# lﬂ%&lt@ projg€aniK1 KF. STHOPor{ty of the event would determine the degree of
20 tenacity the service asserts in order to notify and obtain notice of verification from the
consumer 25. This process is shown in Figure 10, where the consumer 25 sets
specific event triggers and stores these in the information bank service account 33.
The information bank then constantly monitors the event notifications with the
monitor program 151, and when there is a match for a trigger event, the information
25 bank 23 provides notice back to the consumer 25, based on the notification hierarchy
previously defined by the consumer.
The information bank also provide an anonymous shopping service. This
service, as shown in Figure 11, allows several components of the information bank
(such as the service account 33, an anonymizer module 153 which assigns an alias to
30 all consumer transactions, an order payment consolidator module 155, a junk e-mail
investigator module 157 and a reshipper module 159 to work together to provide an

intermediate shopping service which allows the consumer to browse certain merchant
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10 This feature is more like & “shopping cart” on a website or service provider

site on the Internet, where the shopper can span multiple merchant sites and shopping
sessions and create a consolidated order. The information bank 23 serves as an
intermediary for the consumer 25. The identity of the consumer 25 is replaced by an
alias that is remembered by the function for subsequent reference. A different alias
15 can be used for each merchant site, making it difficult for data scavengers to cross-
correlate consumer purchases based on the alias. Junk e-mail originating from
unknown sites can be traced to the site selling the address information via the alias.
This function consolidates orders to popular merchants and pays these
merchants directly in a lump sum, together with a summary of orders and
20 corresponding ship-to addresses. The consumer 25 is billed internally so that their
credit card and other identification information is never exchanged over the Internet.
For an additional shipping fee, the consumer has the option of having goods
shipped initially to a drop box or reshipper address where a third party will take the
goods and reship them to the corisumer 25 at his/her stored address. In this manner
25 the merchants never know the address or identity of the consumer 25, The packages
are handled anonymously and a reshipping services does not know package contents.
With respect to the types of data stored by the information bank 23, as
previously discussed, in particular with the first data store which is stored on the data
storage mean, which includes static identification data, the second data store stored on
30 the data storage and which includes moderately dynamic personal data, and the third
data store which includes dynamic demographic information data, this is more clearly

illustrated in FIG. 12. The courtesy count as shown in FIG. 12 includes the static
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U () - MLO% account, and includes data about the user such as billing history, payment history, etc.
The third data is the demographic data and will be stored in the interest bearing
5 account to generate remuneration for the consumer in exchange for allowing use of
that data. All of the types of data described have been previously discussed and are
further expanded and illustrated in the table shown in FIG. 12.

Turning now to the use of an “electronic wallet” as previously described for

use in connection with the system 21 of the invention, such a typical wallet 171 is

10 shown in FIG. 13 which shows a typical architecture for such a wallet 171. The
concept of an electronic wallet means many things to many people. One version
would be a pocket sized computer with a snap shot-size color screen that will be used
in place of many essentials that consumers carry around with them today such as
money, keys, identification, credit cards, tickets, as well as items that provide the

15 consumer with mobile information and communications such as a watch, newspapers,
calculator, portable telephone, pager, etc. In this embodiment. the wallet 171 is a
physical thing that is carried in the pocket. Because of its electronic nature, it can add
functionality that the conventional wallet can not perform. However, consumer
concerns about this type of device make it impractical. Although it is technically

20 possible to back up the contents of the electronic device, the reality is that consumers
would probably be at least as irresponsible with such a device as they are currently
with their own data. Further, to the extent that such a wallet interfaces with providers
of the wallet or others, there is a security concern in that information about the
consumer could be used by others to make a profit and not let the consumer know

25 about it. Thus, extension of the physical wallet, especially those offered by third party
software or hardware vendors make rapid adoption unlikely.

At the other end of the spectrum is the totally virtual wallet. Itisnota
physical device, but a set of applications on a server somewhere. The major
disadvantage of this approach is that all transactions have to be “on-line” or connected

30 to a server. This could result in more expensive and/or less convenient use. Another

issue is security.
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invention, is to put some data and applications on a physical device and some on a
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server. A smart card is ideally suited for this type of application since it makes the
most sense to put the security and access functions on the card, and to put the volume
5 of data and applications on the server such as the information bank 23. Further, those

transactions that would be too expensive to have on-line, such as small amounts of
electronic cash transactions, also makes sense to have on a such a smart-card. Thus,
as shown in FIG. 13, the electronic wallet 171 in one embodiment is made up of an e-
cash applications container 173, an electronic cash application manager 175, a use or

10 authentication module 177, a key to application manager 181, a key ring applications
container 183, and external applications interoperability API (applications program
interface) 179, and a user application organizer and manager 185.

The e-cash applications container 173, as the name implies, is storage for e-

cash applications. In order to gain critical mass, more than one type of e-cash is

15 supported. The storage in container 173 is sufficiently generic to only record each of
its members as being some form of e-cash and the actual “object” in the container 173
is a “connector” to the real e-cash application. The programming provides that the e-
cash application can be located and started. The e-cash manager 175 is software that
provides how to add e-cash applications and use them in a generic manner. The user

20 authentication module 177 can be replaceable to allow for growth in the security and
authentication technologies. Prior to implementation of smart cards, it could be
software that asks for an account number and personal identification number, but with
current technology, it can be implemented using the card and a server, using
authentication technology implemented today. For future purposes, alternative

25 security and authentication technologies might use biometrics, etc.

The key to application manager 181 serves to manage non-cash applications in
the wallet such as credit, debit, e-checks, identification, facilities access and other
applications. This is the software that maintains the contents of the key ring
application container 183. The key-ring container 183 holds the connectors to server

30 applications. The contents are managed and maintained by the key to application
manager 181 previously described. Even as smart cards become more commonly

available, it is believed that they will not be sufficiently large to actually hold the
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25 can use an access device 203 to access their information 205. The access device

10 203 has been provided at point of sale, or point of contact by some party. The wallet
then uses the access device 203 and the access device server 207 connection to the
network to contact the wallet issuer server 209. The consumer 25 then identifies the
appropriate application by their own description. The description is associated to a
application key proxy 211 that is sent to the application provider server 213.

15 In the scheme 201 described, the consumer 25 can access their information via
a device 203 provided at point of sale, or point of contact by some party. Since this
party will want some presence other than the device 203, some “real estate” is set
aside in the presentation interface for their content. The wallet 171 uses the device
203 and the devices server 207 connection to the network 201 to contact the wallet

20 issuer server 209. The consumer 25, as noted previously, identifies the appropriate
application by their own description. The description is associated to an application
key proxy 211 that is sent to an issuer server 209. The issuer server 209 authenticates
the user 25 and then looks up the location of the application and its real and actual key
to be used for access to it. It then:connects the consumer 25 to the application at the

25 application server 213 and serves as a secure conduit.

As may be appreciated, proxies are used instead of actual keys in case the card
is lost or stolen. In this manner, the coordination with many unaffiliated organizations
to issue new keys is eliminated . The issuer simply issues a new card with new
proxies on the card.

30 Such a system as will be readily apparent, can be easily implemented in the

system of Figures 1-12 to provide enhanced functionality and flexibility.
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data, comprising:
5 a server, having data storage for storing personal data; and
a procedure for digitally signing a document on behalf of a customer using

a first portion or all of the personal data stored in the data storage.

2. A system according to claim | further comprising an access device
10 for connecting to said server to access said data storage.
5. A system according to claim 2 wherein said access device comprises

a computer terminal connectable to said server via a network.

15 4. A system according to claim 2 wherein said access device comprises

an electronic wallet storing a second portion of the personal data.

5. A system according to claim 1 further comprising authorizing means

for allowing selected users-access 10 a second portion of the personal data.

20 ‘

6. A systemn according to claim 5 further comprising a matching
procedure for matching a third portion of the personal daia in said data storage
with input data.

23

/- Asystem according to claim 6 wherein the matching procedure
matches 2 user profile obtained from said data storage with a merchant profile for

transmiring information about the merchant’s products to the user.
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of the personal datz stored in the data store.

15 1L Amerthod as in claim 10 further comprising providing zccess by 2

user to said personal data store for using the data therein for filine out forms.

12 Amethod as in claim 10 further comprising cupiicacng the persona!

datz I the dartz store on an electronic waller,

20
13. A method as in claim10 further COmPrising groviding portions of
the personai datz i t
persozai datz In the daia store available on an anonymicus =asis o merchants to
- WolliCa vl ~
allow merchanis t
Ttaeénts 1o provide informarion about MErenant procuess or ser jces char
——d Sy el bl
IEICO Wit ortions of the person_l ¢zta provided
23

Le. ot
A method as in claim 19 further comprising downlozding

purchasing credits ~
I from z portion of the personal data store inrg an ejectronic

wallet to allow
a USer 1o engage in commerciaj transactions with such it
credits.
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17. A method as in claim 10 further comprising authorization by a user to

allow selected third parties to access data in said data store.

10
18. A method as in claim 17 wherein said third parties are doctors.
19. A method as in claim 17 wherein said third parties are financial service
providers.
15
20. A method as in claim 17 wheremn said third parties are one of the
groups consisting of telephone -service vendors. power service vendors, cable
television vendors, insurance vendors, and credit card providers.
20 21. A method of transmitting purchase data in a database concerning a
first consumer’s order to at least one merchant comprising:
extracting the purchase data from the database;
combining the purchase data with similar purchase data from a second
consumer’s order;
25 anonymizing the purchase data from the first and second consumers’ orders

into anonymous data; and

transmitting the anonymous data to the at least one merchant.

22. The method of claim 21 wherein the anonymizing is performed with

30 respect to the first and second consumers’ credit card numbers.
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23. The method of claim 21 wherein the anonymizing is performed with

respect to the first and second consumers’ identification data.

24. A method of purchasing a good or service via the Internet from a
5 merchant comprising:
providing a plurality of customers with a plurality of aliases;
providing each of the plurality of customers with an electronic shopping cart
so as to provide a plurality of electronic shopping carts;
receiving at least one order for the good or service into each of at least two of
10 the plurality of electronic shopping carts from at least two of the plurality of
customers;
receiving the ordered goods or services from the merchant; and
facilitating a single payment for the ordered goods or services on behalf of the

at least two of the plurality of customers.



