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This application is a continuation-in-part of appllcatlon Ser. No. 08/569,753 filed

December 8, 1995.

The present invention relates generally to object-oriented computer systems in which
5 iwo or more threads of execution can be synchronized with respect to an object, and
particularly to a system and method for efficiently allocating lock data structures in a
system where most or all objects are lockable, but relative few objects are in fact ever
locked. :
\
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In multiprocessor computer systems, software programs may be executed by threads
that are run in parallel on the processors that form the multiprocessor computer

16  system. As aresult, a program may be run in parallel on different processors since
concurrently running threads may be executing the program simultaneously.
Moréover, if a program can be broken down into constituent processes, such
computer systems can run the program very quickly since concurrently running
threads may execute in parallel the constituent processes. Single processor,

20  multitasking computer systems can also execute multiple threads of execution
virtually simultaneously through the use of various resource scheduling mechanisms
well known to those skilled in the art of multitasking operating system design.

The programs run on such computer systems are often object oriented. In other
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10 '
In the past, various approaches have been used to synchronize an object with a
thread. These include the use of synchronization constructs like mutéxes, condition
variables, and monitors. When using monitors, each monitor identifies the thread that
currently owns the object and any threads that are waiting to own the object.

15  However, in the computer systems that employ these monitors there is often a
monitor for every synchronizable object. As a result, this approach has the distinct
disadvantage of requiring a Iargé amount of memory.

| A simple approach to reducing the memory required by these monitors is to allocate a -
20 cache of monitors and to perform a hash table lookup in this cache on each monitor
operation. Such an approach can substantially increase the overhead of monitor
operations, and the slow speed of this solution led to the present invention. |

It is an object of the present invention to provide a object locking system in which
25 space is allocated for lock data on an as-needed basis so as to avoid the allocation of
| memory resources for lock data structures for objects that, while lockable, are in féct
never locked.

It is another object of the present invention to provide a lock data allocation system

30 and method that is computationally efficient and that imposes essentially no
computational overhead for frequently used object, and that uses storage resources
that are proportional to the number of locked objects. |
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of the present invention, this representational difference is not significant.
10
In either case, the methods array includes lock and unlock procedures for the object..
Each object is further an instance of some class, and has a data reference, stored
with its method array, to a class data structure associated with this class. Two objects
that are instances of the same class then share this class data structure, having
15 identical references to it. This class data structure includes a permanently allocated
class lock data structure associated with this class, which can be used for
synchronization of modifications to objects which otherwise have no lock data

structures associated with them.

20 The system uses a single global object locking procedure as the lock procedure to
service lock requests on objects that have not been allocated a lock data subarray
(i.e., objects that have never been locked and objects that have not recently been
Ibcked), and uses a local, object-specific locking procedure as the lock procedure to
service lock requests on objects that have been allocated a_Iock data subarray (i.e.,
25 objects that are locked and objects that have been recently locked).

The global object locking procedure has instructions for créating a local object locking
procedure specifically for the object to be locked. The local object-specific locking
procedure includes as private data a lock data subarray for storing lock data. The

30 local object-specific locking procedure has instructions for updating that object's
stored lock data. A lock data cleanup procedure, executed when the system’s
garbage collection procedure is executed, releases the memory used for the local
object-specific locking procedure if the object has not been recently locked.
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procedures that includes the global object locking procedure.

15  More specifically, in a preferred embodiment the computer system includes a set of
object classes, and each 6bject class includes a virtual function table (VFT) that
includes pointers referencing a set of methods associated with the object class as well
as a pointer that references the global object locking procedure. Each object that has
not been recently locked has a methods pointer that references the VFT for a

20 corresponding object class. |

For each object that has been recently locked, the system stores an object-specific
virtual function table (VFT) that includes pointers referencing the set of methods
associated with its object class as well as a pointer that references that object’s local

25  object locking procedi:re. The global object locking procedure includes instructions
for creating the object-specific VFT and for updating a specified object’s method
pointer to reference its object-specific VFT.

30 BRIEF DESCRIPTION OF THE DRAWINGS

Additional objects and features of the invention will be more readily apparent from the
following detailed description and appended claims when taken in conjunction with
the drawings, in which: '



30 - local object-specific |ocking procedure has instructions for updating
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procedure. 15 More specifically, in a preferred enbodi nent the conputer
syst eqyi NCEde} 4056 hréflow charts of the procedures for locking an object in a preferred

embodiment of the present invention.

Fig. 6 is a flow chart of a preferred embodiment of a lock data cleanup method.

15  Fig. 7 is a flow chart of an alternate embodiment of a lock data cleanup method.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

20 Referring to Fig. 1, there is shown a distributed computer system 100 having multiple -
client computers 102 and multiple server computers 104. In the preferred '
embodiment, each client computer 102 is connected to the servers 104 via the
Internet 103, although other fypes of communication connections could be used.
While most client computers are desktop computers, such as Sun workstations, lB'M

25 compatible computers and Macintosh ¢omputers, virtually any type of computer can
be a client computer. In the preferred embodiment, each client computer includes a
CPU 105, a communications interface 106, a user interface 107, and memory 108.
Memory 108 stores: |
L an operating system 109;
30 e an Internet communications manager program 110;
® a bytecode program verifier- 112 for verifying whether or not a specified
program satisfies certain predeﬁnéd integrity criteria;
a bytecode program interpreter 114 for executing application programs;
° a class loader 116, which loads object classes into a user’s address space and



objrect ¢l asses, and each object class includes a virtual function table
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description and appended clai ns when taken in conjunction with. the
drawi ngs, in which: -5- Fig. | is a block diagram of a conputer system
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multitasking operating sysfem that supports multiple threads of execution within each

10 defined address space. The operating system furthermore uses a garbage collection
procedure to recover the storage associated with released data structures. The
garbage collection procedure is automatically executed on a periodic basis, and is
also automatically invoked at additional times when the amount of memory available
for allocation falls below a threshold level. For the purposes of this document it may

15  be assumed that all objects in the system 109 are lockable objects, although in
practice relatively few objects are actually ever locked.

The class loader 116 is typically invoked when a user first initiates execution of a
procedure, requiring that an object of the appropriate object class be generated. The
20 class loader 116 loads in the appropriate object class and calls the bytecode program
verifier 112 to verify the integrity of all the bytecode programs in the loaded object
class. If all the methods are successfully verified an object instance of the object
class is generated, and the bytecode interpreter 114 is invoked to execute the user
requested procedure, which is typically called a method. If the procedure requested
25 Dbytheuserisnota bytecode program and if execution of the non-bytecode program
is allowed (which is outside the scope of the present document), the program is
executed by a compiled program executer (not shown). |

. The class loader is also invoked whenever an executing bytecode program
30 encounters a call to an object method for an object class that has not yet been loaded
into the user's address space. Once again the class loader 116 loads in the
appropriate object class and calls the bytecode program verifier 112 to verify the
integfity of all the bytecode programs in the loaded object class. In many situations
the object class will be loaded from a remotely located computer, such as one of the



Fig. 2 is a block diagramof the data structure for an object that has not
yet been 5 allocated a |l ock data subarray in a preferred enbodi nent of

the present invention. Fig. 3 is a block giagramof the data structure for
an object for which a | ock data subarray has been allocated in a preferred
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Synchronization mechanism described in this document is a mutex type of locking
mechanism, the methodology of the present invention is equally applicable to
computers system having other synchronization mechanisms, including but not limited
to semaphores, time based lock expirations, and so on.
15 '
In the context of the preferred embodiment, a synchronized method is always
synchronized on a specific object. For exémple, multiple threads may execute
synchronized methods that call for exclusive use of a system resource represented by
a specific object. When any one of the threads has “possession” of the lock on the
20 object, all other threads that request possession of the lock on the object are forced to

wait until all the earlier threads get and then release the lock on the object.

Data Structures for Unlocked and Locked Objects
25 |
Fig. 2 shows the data structure 200 in a preferred embodiment of the present
invention for an object that has not been recently locked. As will be described next,
all such objects are, necessarily, unlocked, and furthermore have not been allocated
a lock data subarray. In one preferred embodimént, the phrase “object X has not
30  been recently locked” is defined to mean that bbject X has not been locked since the
last garbage collection cycle by the operating system. In other preferred
embodiments, the term “recently” may be defined as a predefined amount of time,
such as a certain number of seconds, or as the period of time since a dependable
periodid event in the computer system other than the executicn of the garbage
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10 class; (B) a pointer 215 to a global lock method (Global Lock1) 216 for synchronizing
an object to a thread; (C) a pointer 217 toa special Class Object 218; and (D) a
pointer 220 to an unlock method 221 for releasing the lock monitors. There is one
Class Object 218 for each defined object class, and the Class Object includes a
permanently allocated lock data subarray (sometimes called a lock monitor) 219 for

15 the class. The Class Object 218 is used in the preferred embodiment to synchronize
access to the lock data subarrays of all objects that are instances of the

corresponding object class.

As shown in Fig. 2, there is only one copy of the VFT 210 and the object methods 214

20 for the entire object class A, regardless of how many objects of object class A may
exist. Furthermore, the global lock method (Global Lock1) 216 and the Unlock
method 221 are methods of the “Object” object class, which is the object class at the
top of the object class hierarchy in the preferred embodiment.

25 The Global Lock1 method 216 is used to handle requests by threads to synchronize
with an object that has not yet been allocated a lock data subarray. The unlock
method 221is used to handle requests by threads to desynchronize with an object.
The unlock method 221 is conventional in operation, removing the current owner of a
specified obj'ect’s monitor, setting the lock status to unlocked if there are no threads

30 waiting on the specified object's monitor, and otherwise making the topmost waiting
thread the owner of the specified object’s monitor while leaving the lock status as
locked.

Fig. 2 also shows that the “Object” object class also includes a second lock method



practice relatively few objects are actually ever |ocked. The cl ass | oader
16 is typically invoked when a user first initiates execution of a
procedure, requiring that an object of the, appropriate object class be
generated. The 20 class | oader 116 Ioadestn t he appropriate object class
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10  object class A has an object handle 242 that includes a pointer 244 to the methods for

the object and a pointer 246 to a data array 208 for the object.

The method pointer 244 of an object that has recently been locked points to a
object-specific version of the Virtual Function Table 250 (VFT, A-01). Each object that

15  has an allocated lock data subarray has a specific VFT (VFT, A-01) 250 that includes: -
(A) pointers 212 to each of the methods 214 of the object class; (B) a pointer 256 to a
local object-specific locking procedure (Local Lock2) 260 used for synchronizing an
object to a thread; (C) a pointer 217 to a special Class Object 218; and (D) a pointer
220 to an unlock method for releasing the lock monitor. There is one Class Object

20 218 for each defined object class, and the Class Object includes a permanently
allocated lock data subarray (otherwise referred to as a lock monitor ) 219.

Local object-specific locking procedure 260 is used to service lock requests on
objects that are locked and objects that have recently been locked. The local
25  object-specific Iocking procedure 260 includes as private data a lock data subarray
249 for storing lock data. The local object-specific locking procedure has instructions
for updating that object’s stored lock data. More specifically, the local object-specific
| locking procedure 260 has an object-specific locking method (Local Lock2) for
synchronizing the corresponding object to a thread and for storing the corresponding |
30 lock information in the object’s lock data subarray 249.

The lock data subarray 249 includes an object lock status indicator, a lock owner
value, and a list header and list tail for a list of waiters (i.e., threads waiting to
synchronize with the object). In the preferred embodiment, the lock status indicator
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St r uct ur eEachredmputek syistem] sucblasda Cligntazasnputer 102, has many objects, each

having an associated object class. Every object is said to be an instance of its

associated object class. Each object class inherits properties from its superclass, and
every object class is a subclass of a top level object class called the “Object” object
15  class.

For each object class that exists in a particular address space, there is a virtual
function table (VFT) that contains a list of all the methods (i.e., executable
procedures) associated with the object class as well as a pointer to each of those

20 methods. As shown in Fig. 2, the VFT for each object class also includes a reference
to the Global Lock1 method, which in the preferred embodiment is a method
associated with the “Object” object class. Whenever an object has not been allocated
a lock data subarray, its method pointer points to the default VFT for the object's

. object class.
25

In accordance with a first preferred embodiment of the present invention, each object
class has an associated virtual function table mentioned above as the first VFT, and
sometimes herein referred to as “the primary VFT.” Further, for each object that has
been recently locked, the system creates an object-specific virtual function table

30  (VFT). The object-specific VFT references a local lock method, Loéal Lock2 260, that

is different from the global lock method, Global Lock1 216, referenced by the primary
VFT. '

Tables 1, 2,3 and 4 contain pseudocode representations of the Global Lock1, Local



25" Fig. 2 shows the data structure 200 in a preferred enbodi nent of the
present invention for an object that has not been recently |ocked. As w |
be described next, all such objects are, necessarily, unlocked, and
furthernore have not been aIIocated a | ock’ data subarray. In one preferred

et et Lorkd abd LBSE paid isanti SABwaR siitngs talevant fuihe presd mgarm
col I ecti Orrrrév;séemdaeoaams%aqmﬁewaﬁyéﬁcﬁeés ufmzashﬁrvérsar Sorhpdte? Easliagn

the term"recently" may efine efi ned amount of tine, such as
a certain onnveeﬁromr Wénlertbe pseudeeodewerrwﬁme@lmqs hashkeen inventecisglelydanthe

Gar bage  Purkbsdlof il daRbBh, TIRAETR i pl BBy UpnpEitadR Ve o,

obj ects hagahfutérpiogpamiivr skilled ia theiaf er 204 to the nethods for the object
and a pointer 206 to a data array 208 for the object. 5 The pointer 204 to

the object's methods is actually an indirect pointer to the nethods of the
oo e AR 85R el B Rtho GBo g A RBUTLEE 6 BhobERLS
obj ect cl Tabldrdaswhen an object that has not been allocated a lock data subarray is the
subject of a synchronized method call, the global lock method (Global Lock1) _
10 associated with the object is invoked. The Global Lock1 method begins by requesting
and waiting for a lock on the Class Object associated with the object to be locked
(step 270). The remainder of the Global Lock1 method is not executed until the
thread making the Global Lock1 method call obtains a lock on the Class Object.

15  The Global Lock1 and Lock Data CleanUp methods need to be synchronized, by
acquiring a lock on the Class Object, to prevent against corruption due to '
concurrency. For example, in a multiprocessor system, the Global Lock1 procedure .
could be simultaneously invoked by two processors on the same object at the same
time. Unless precautions are taken, this could result in the creation of the

20 object-specific VFTs and two object-specific local Lock2 procedures. To solve this
problem it is necessary in the Global Lock1 and the Lock Data CleanUp procedures to-
lock the Class Object for the type of a specified object while rearranging the specified
object’s internal data structure.

25  After obtaining a lock on the Class Object, a check is made as to whether the object is
locked (or recently locked) or unlocked (or recently unlocked). Whether the object is
locked or not can be ascertained by checking for the existence of an object-specific
locking procedure and an object-specific VFT (step 271). In the situation where the
object-specific locking procedure and the object-specific VFT exist, the method

30  proceeds to step 276. Otherwise, the Global Lock1 method creates a local
object-specific locking procedure that includes as private data a local lock data
subarray (step 272). Global Lock 1 also initializes the local lock data subarray by
storing data representing the identity of the local owner thread in the lock data
subarray and by clearing the NotRecentlyLocked flag. Additionally, the Global Local1



a VFT 210 that includes: (A) pointers 212 to each of the nethods 214 of the
ebj ect 10 class; (B) a pointer 215 to a global |ock nmethod (d obal Lockl)
216 for synchroni zing an object to a thregg (C© a pointer 217 to a speci al
Class oject 218; and (D) a pointer 220 to™an unl ock nethod 221 for

obj cor oi aretno EreaiSs eh dblectipgilio Vef BTt ertinRE erPbheeBingrcd ocic
dat a subar gbject-spedific IFkirgpproeedard mm) t Next, 218 niethod poiritbeotthessbjedtis
Class bject 218 is_used in the preferred enmbodinent to s chrom ze access

to the Iocﬂ"@f&ﬂatoﬂﬂﬂ'ﬂrtpébg Oblef&iSPeglﬁFéﬂf'E- Frether the jogl omthesClassiGlject

The veT o1t (fen 278F tadh, Higbal iokink; méthdd, Tofa 'E°&%¥%‘£'?"5%§§E%"eﬁf
the ?’ZEZFZP%’CLD“@P"W °'é’§'§‘ﬁ'°’* oKLy 215 and e Ul ack nerhod 221 arc
et hgds ofo?lﬁﬁt'sﬁfﬁ'&kgn: @HP%@PCQLICL%:PZ ?19% 3("\2%’“3&5?%5‘[ %}rﬁ’é’geé% %{’-’bp
. of the obj Zéfiéélﬁ gﬁ geglffé'stﬁ”b‘ﬁftﬁfsr taHbOdl ment. 25 The d obal

Lockl met ho requests reads to synchronize with
an obj ect that has not yet been al l ocated a | ock data subarray. The unl ock

nmet hod 22 use ndI ts s ,t.o svnghr,Qd with an
obj ect. Eo E?H P‘rg M@BH&% ?@I&Fﬁ)&%gtrﬁ%ﬁod%&qﬁn the
curreqp Ownstsleeé tRe £2R4l If_éél@ ﬁ.etmfd sitnpip PeiBfms pithalnServiting 6f theSiebiled! 0
unl ocked if there are no threads 30 wai ting on the specified ob:ect S

moni tor, asynchrorizalierrequasiovhieh incpdes novmatum;atm dhedeek d teny 290
speci fied pbjeSifior M EdiPto '\ deal EBYKS theth§d cGes i Y5ediffed object's

NotRecentlyLocked flag to be cleared (step 300). In an alternate embodiment, the

specified object's NotRecentlyLocked flag is cleared only if the object has a lock

15  status of Locked after the synchronization request has been processed. The Local
Lock2 method is so simple because it is known that whenever the Local Lock2
method is called, the specified object (i.e., the subject of the lock processing) already
has a lock data subarray.

20  For normal mutex operation, if the lock handling request (i.e., the request being
handled by the Local Lock2 method) is by a thread to synchronize with the associated
object, if the object is already locked then the thread is added to the waiting thread list
for the object. Otherwise, if the object is unlocked, the requesting thread becomes
the lock owner and the lock status is changed to locked.

25 ' |
The Unlock method 221 processes requests to release the lock held by a thread. The
waiting thread, if any, highest on the waiting threads list is made the lock owner and is
allowed to resume execution. If there are no waiting threads, then the lock status is
updated to “unlockéd", which in some implementations may be indicated simply by the

30 Lock Owner datum being changed to a r\tull value and the Lock status flag being reset
to False.

The Local Lock2 handles all synchronization requests on the object, even after the
object becomes unlocked, until the object’s lock data subarray is deallocated by the



| ocked. ‘Fig. 2 also shows that the "Object" object class also includes a
second | ock net hod -9 - 222, called the Lock Data C eanUp net hod for
reclaimng the | ock data subarray from an object. It should be pointed out
that the three | ock nmethods 216, 221, ard 1322 coul d be I npl emented as the

met hods of ct s known to be available in all systens using the
rret hodol oghpcgélqmﬁf mfgéﬂé I nvention, and do not need to be part 5 of the

"Ohject"” object class. Fig. 3 shows the data structure 240 for a | ocked
object in a preferred enbodi ment of the present invention. This is also the
dat a strudtigué dEpictsaaf rsﬁprefﬁrremamblmdimeetfenthgllmk@lata cldamtip methadhwhbichas

b |1 ed | dat b A L t .of .10 t cl A
has an obfleases i siorage fotthetnipdk eV R 2B 55 pticctshecitihBibor or ¢ he
obj ects anghrgcaifiirat %l@é%ﬂdﬂuﬁeﬁﬁfs%sﬂd mkrﬁﬁl%nﬁfénté WhePO 1iRS fock Uifta BRIdMD

poi nter 244 of an object that has recently been | ocked points to a
obj ect - speunethod doessnatrregtire isynghionizationwith other tapcerrest thread activity,) . Each

object th S FT
(VET. A oTsefading #XFior ol 6 BedidoRain ) deT SR A CR3pPiREHAd 221, 1,
of the objshewncharsble @Pin a (5” efeiicdt embbdinterit thett_@bk@atacﬂleaneplrﬁemoqu chlted
procedure (Local Lock2) 260 used for synchronijzing a
by the garbage collectlon procedure to check all objeéts W|th allocated lock data
10  subarrays each time execution of the garbage collection procedure is initiated.
Alternately, the Lock Data CleanUp method is called by the garbage collection
procedure to check all objects each time execution of the garbage collection

procedure is initiated.

15 In the preferred embodiment of the present invention, if any object's lock data
subarray remains unused for the period of time between two garbage collection
cycles, that object is considered to not have been recently locked. More specifically, if
an object’'s NotRecentlylL ocked flag is set to True by the Lock Data CleanUp
procedure during one garbage collection cycle, and remains true at the next garbage

20 collection cycle, then the lock data subarray (actually the object-specific VFT and
object-specific local lock procedure) for that object is released. |

The Lock Data CleanUp procedure begins by determining if the object specified by
the calling procedure (e.g., the garbage collection procedure) has a local

25  object-specific Iocking procedure (step 302). The existence of the local object-specific
locking procedure indicates that there is storage that may need to be reclaimed,
otherwise the procedure returns. Next, the procedure determines whether the
specified object is locked or whether the object has at least one waiting thread (step
304). These conditions indicate that the storage allocated for the object-specific

30 locking procedure and VFT need not be reclaimed at this time since there still exists a
need for their use. In this case (step 304-Y), the method returns.

Otherwise, a further check is made to determine whether the object has been recently
locked (step 306). In the preferred embodiment, an object is considered not to have



objiect to athread; (C) a pointer 217 to a special Cass Object 218; and
(D) a pointer 220 to an unlock nethod for releasing the |lock nonitor. There
is one Cass Object 20 218 for each defj ned object class, and the C ass
bj ect includes a permanent|ly all ocated”l'dtk data subarray (otherw se

referred to as C Local ct.- cifi,c, lockin r dure
260 is us@&eﬂd'e‘j%'l‘ &P&g&%mé@@ ﬁﬁ-%jeaﬂgg f%ﬁ ock datfa, %ﬁ%’%ﬁ%%ﬁ @ct s
t hat have enl itRfe %ng

pr ocedur e-rr?g% I nc Egggggﬂ%rl vaq g@ﬁ?ﬁ{gﬁgbp% entg,hge%%gglggaé %Z%é for storing
| ock dat asuﬁbﬂaymﬂltheli}lmt&ecepﬂyhdokedlﬂagaswtm belsedi.e., Hilaeﬂagss natsetdns for

updating that object's stored | ock data. Mdre specifically, the | ocal
obj ect-specific | ocking procedure 260 has an obj ect-specific |ocking nethod

(Locals LogiqRk atﬁéct%?,cmaﬂoékea réaamﬂsp e NotRetatlyLbLrsd flag fér mbrcﬁﬂdctéﬁsi

for storing the correspondin lock information in the object's | ock

data subasebfo Tae (step 308)an ﬂmpmmurayetgm i BtaPRG p@pacse? the 0b1@@t<s lock

status in C for a
ot o watef plbary i B Hurifl i8nd Galboads LolEBEA ey R cipghk ety

t he pref esubdrrayremaimtnusdtbdlmed tiedtdimes | ndi cat or -10- incl udes a
first flag value (the Lock flag) that indicates whether the object is

| ocked or unl ocked, and a second flag value (the NotRecentlylLocked flag)
that jgndi GAh8%bject has not been locked recently, the storage allocated for the local

object-specific locking procedure and for the object-specific. VFT is released (step
310). Lastly, the method pointer of the object is set to the primary VFT for the object’s
class object (step 312).

15  Fig. 7 depicts an alternate embodiment of the lock data cleanup procedure. In the
alternate embodiment, the lock data cleanup procedure executes concurrently with
other thread locking activities thereby requiring the lock data cleanup procedure to be
synchronized with these concurrent processes. Referring to Fig. 7 and the
pseudocode for the Lock Data CleanUp method 222 shown in Table 4, the Lock Data

20 CleanUp method is called by the garbage collection procedure to check all objects

~“with allocated lock data subarrays each time execution of the garbage collection
procedure is initiated. Alternately, the Lock Data CleanUp method is called by the
garbage collection procedure to check all objects each time execution of the garbage
collection procedure is initiated.

25 _ '

The Lock Data CleanUp procedure begins by determining if the object specified by
the calling procedure (e.g., the garbage collection procedure) has alocal
object-specific locking procedure (step 402). The existence of the local object-specific
locking procedure indicates that there is previously allocated storage that may need to

30 bereclaimed. If none exists (step 402-N), the procedure returns. Next, the
procedure determines whether the specified object is locked or whether the object
has at least one waiting thread (step 404). These conditions indicate that the storage
allocated for the object-specific locking procedure and VFT need not be reclaimed at
this time since there still exists a need for their use. In this situation (step 404-Y), the



whet her "or not the object has been recently | ocked. The Not Recentl ylLocked
flag is set (to True) if the object has not been recently | ocked. In the
preferred enbodi nent, 5 t he Not Recent| ylocked flag is set by the Lock
Data C eanUp nethod, and is cleared by tH® "G obal Lockl and Local Lock2

O ont coRfReding saturim sAdbeT ek S Wade te detergahates 156 pblect B8 cden”
class. EBv eérgphsa&eq' gtéahdﬁs.oumea&efé}?é@eﬁ@oefméﬁts aA obiEct 3 86nSiBEAS not

class. Each object class inherits properties fromits superclass, and every

obj ect cl tsbave beepuecentlislocked ifitbe NatRecenthLocked flagdn isilockidatacsubasiaycis

bj 15 A Jor. h_obj. | ' i . L GUl

adr oss ‘s Bavte TERe /AN Bbieke i odrhifSea o ile v Bpbitiodal PEbhe 4108k data o
of al b t hgubairApdad the NotResestiilacked maﬁquut wsFalse{9e. teflagis ot $ut).0bj ect
class as well as a pointer to each of those 20 met hods. As shown in Fig.

2, the VFT for each object class also includes a reference to the d obal

T okl . . . : : i h
the ~ ooy elfite ghfteelsibdchfiofked fecdribyt RPN ItiontvL Goket M RS SRS Jof |
dat a subatg Tpue (step 40Bhand (e ptasedure netamsy Step 408 prégars$ the objectis lock

bj ect’ bj ect cl . 25 | ith a fi f d enbaqdj ment
ng ? ﬁe Br 8@ egutp;{g%fi r(gﬁl,ea§§ ?@E}tﬂé&%ﬁt Emarbag% colllre%&oﬁ E:y%lgritr the lock data

10  subarray remained unused during that time.

Next, the Lock Data CleanUp method requires synchronization with other concurrently
running threads employing locking activity. This synchronization is achieved by the
method requesting and waiting for a lock on the Class Obj'ect associated with object

15  to be locked (step 412). The remainder of the Lock Data CieanUp method is not
executed until the thread making the Lock Data CleanUp method call obtains a lock
on the Class Object.

Once the lock on the Class Object has been obtained, the Lock Data CleanUp

20 method once again checks to see if the lock has been recently locked by examining
whether the NotRecentlyLocked flag is set (step 414). Note that it is possible that
another thread locked the specified object while the calling thread was waiting for a.
lock on the Class Object. In that case, it would be improper to deallocate the
specified object's lock data subarray, and that is why a second check (414) on the

‘25  NotRecentlylLocked flag of the specified object is necessary. If the
NotRecentlyl ocked flag is not set (414-N-), the Lock Data CleanUp method releases
the lock on the class object (step 420) and returns. If the NotRecentlyLocked flag is
still set (414-Y), the Lock Data CleanUp method releases the storage previously
allocated for the object-specific VFT and the object-specific locking procedure (416).

30  Next, the method pointer of the object for the object is set to the primary VFT for the
object’s class object (step 418). Lastly, the lock on the object’s class object is
released (step 420).

Using the above described methodology, objects that are unlocked incur no memory



i :
class has an associated virtual function table nentioned above as the first
VFT, and sonetinmes herein referred to as "the primary VFT." Further, for
each object that has been recently Iocked1 the system creates an ,
obj ect-specific virtual function table 30'° " (VFT). The object-specific VFT

references. a.,l oc | ock ha ocal .Lock2 26 that i,s different fromthe
gl obal | o&¥ e%qq%{g &%%ﬁé@g&gpk@g&olﬁl&oﬁy%ﬁﬁ gﬁawet]ﬂ@(#bﬂ’éﬁ nemary Spacees
1, 2, 3 anrglodatedtbtoreloekdatpde representati ons of the d obal Lockl, Local

Lock2, and Lock Data C eanUp software routines relevant to the present
I nvention. The pseudocode used in these appendices utilizes universal

nvent oo YEEY FRRESEHEM HRln neS el S FBEY AT areREe WA HERARE oo
easi | b unemtzsdiments, thédesonption isdliusirsdtive afithe irventionsirid ise1bt ite belsongtrued

Referring tq, Fi.g. .4 and the eudocode _for the d obal Lockl nethod 216
shown in ﬁﬁmﬂgg tnmmeaﬁoebﬁlsaﬂoussﬁa@dtﬂaaﬂm mgyqecHr tothaseskilledipithe ark

b ) oo el _ _
et hod { GUHLERE BB noth tho BURCHIRLAE ebiRs BPRLpntidT6s Befifal tyihe
d obal Loappendedethimsgi ns by requesting and waiting for a | ock on the

Cl ass hject associated with the object to be | ocked (step 270). The
remai nder of the d obal Lockl nethod is not executed until the

10  Forinstance, other mechanisms than the NotRecentlyLocked flag could be used to
. determine whether an object has been recently locked. For example, a timestamp
could be stored in the lock data subarray of unlocked objects at the time they are
unlocked, and that timestamp could be checked by the Lock Data CleanUp
procedure. If the timestamp represents a time more than a threshold amount of time
15  in the past, the object would be determined to not have been recently locked.

While the lock data subarray described above is suitable for implementing a mutex,

the same lock data subarray allocation and release methodology and mechanism

could be used to allocate and release more complex lock data structures, such as.
20 those for semaphores and those for monitors that handle waits on notification events.

Further, the method and system described hereinabove is amenable for execution on
various types of executable mediums other than a memory device such as a random
access memory. Other types of executable mediums can be used, such as but not

25  limited to, a computer readable storage medium which can be any memory device,
compact disc, or floppy disk.



tfread meki ng the G obal Lockl nethod call obtains a lock on the O ass

@bj ect. 15 The d obal Lockl and Lock Data Cl eanUp nethods need to be
synchr.oni zed, by acquiring a | ock on the ass (bject, to prevent against
corruption due to concurrency. For exanple; "in a multiprocessor system the
d obal Lockl procedure could be sinult ugl y invoked by two processors on
the sane object at the sane tinme. Unl eg@&%lr éauti ons are taken, this could

result in the cr pgEUDOCODEREPRESENTFATIONOF GLOBATLLGOR1IMETHOD
obj ect-specific | ocal Lock2 procedures. To solve this problemit is

necessary in the G obal Lockl and the Lock Data Cl eanUp procedures to | ock

Speci 11 od "RoBabre: Gigbdl ¥R Bricdt BERANN,S> ot & ot ai i ng 4 1ock o
the Cgss fOQtjedt arg is tiee bbjeet foabe leckedo/ whet her the object is | ocked (or

recently | ocked) or unlocked (or recently unlocked). Wether the object is
| ocked or fnot can be ascert ai ned by checking for the existence of an

obj ect-spgeific 14 i - i £ In
Che st tuath on vAEHIe BB RSN el RLipARfekls ARGt i fo ickesh 8 objet
obj ect - speci f i dhgfshmitem t he*/net hod 30 proceeds to step 276. O herwi se,

the d obal_Lockl neth creates | ocal, ,ohj -S i.fi,c | ocking procedure
that i ncl JieQuest and éﬁefoﬂg?‘ak 8"%@%? abé%@ﬁﬁ'as g)g’é‘?'?tgy (step 272). d obal
Lock fpalso initializes the local |ock data subarray by storing data
representing the identity of the I ocal owner thread in the | ock data
subarray dhd byStepedor hgndling MethRudsent | ytlocked flag. Additionally, the
@ obal Loc-i? {h]é object does not have an object-specific Virtual Function Table and an
object-specific locking procedure

{ Create a local, object-specific, object locking procedure that includes as
15 private data, a lock data subarray for this object.

Create an object-specific Virtual Function Table for this object that
references the local, object-specific, object locking procedure for
this object.

Change the Methods Pointer of the Object to point to the object-specific

20 ' VFT for the Object.

Release lock on Class Object.

Invoke the local, object-specific, object locking procedure referenced by the object’s
25  VFT. |

Returmn

}



-12 - method creates an object-specific VFT for this object that references
the object-specific | ocking procedure (step 272). Next, the nethod pointer
of the object is altered to point to the gbject-specific VFT. Further, the
| ock on the Class Object is rel eased (sté§'276) Lastly, the local |ocking
met hod, Local Lock2, is invoked (step_aé é78) Due to the alteration of
the object's nmethod pointer and the cr Bl r?of t he object-specific VFT,
the Local Lock2 pBEMSOBIDE HEPRE Aﬂgrgomuekﬁu e HETHOpS eauent
synchroni zati on requests on I's obj ect erring to and t

pseudocode for the Local Lock2 nethod 260 shown in 10 TabI e 2, the Local

Lock2 met hod si nply perfor or efvi ci ng of the received
synchr oni Z59& S’Hr?elcﬂf%z(-ljo i@h‘?&ﬂ-ﬂé&é ﬁ‘g‘i’) updating of the | ock data
(stepg290p. In addition, any call to the Local Lock2 nethod causes the

specified Ob] ect's Not RecentIyLocked flag to be cleared (step 300). In an
al t er nat of*embo@bjest already hassriockslataspbamray Not R&tent | yLocked flag is

Cyrens an Ehitolh reiiaDlecklpdafE pbdsBSlnald apcbihint® it M IEBRIA GOk <

si npl e becausecotnmgnd;nown t hat whenever the Local Lock2 nethod is call ed,
t he specified obhject t he sudTgect of the | ock processing) already has
a | ock da@keag@ﬁe%Noh%ecemmom lagsut ex operation, if the | ock handling

requegt (heﬁlm t he request being




hahdl ed by the Local Lock2 nmethod) is by a thread to synchronize with the
associ ated object, if the object is already | ocked then the thread is added
to the waiting thread list for the object1 QO herwise, if the object is

unl ocked, the requesting thread becones tﬁe | ock owner and the | ock status
IS changed to | ocked. 25 The Unl ock &gﬁ 1 processes requests to

rel ease the | ock held by a thread. The F g thread, if any, highest on

the waiting tpSEUFOCODE REPRESENTATION OFDECIRDATASCREANER METHODIME
executlon If there are no waiting threads, then the |ock status is updated

to “unl ocked”, which in sone |rrpl ementations nmay be indicated sinply by the
Lock g nul | value and the Lock status

flag bei ng%b?e‘vg‘a‘b% Q 'ﬁie Logng%daKZ handl es all synchroni zation

requests lr)n t he object, even after the object becones unl ocked, until the

object's | ock data subarra e cat e -13 - ockCI eanUp

met hod. Fif@b J@Ch@%%ﬂeahe\fgaé@cag@%? gﬁﬁ%’dﬁ‘ﬂi‘?ﬁk'ﬁ%m‘? UQck data

cl eanup net hodgwhi chiert@llneases}t he storage for the object-specific VFT and

t he object-specific locking 5 procedure. This enbodinment is used in
envi ronments where the | ock data cl eanup

If Object is locked or Object has at least one waiting thread
10 { Return }

r* Set up Object’s local object locking procedure (and lock data subarray) for
release on the next garbage collection cycle if the object is unlocked but its
NotRecentlylL.ocked flag is set to False */

15 If Object;s NotRecentlyLocked Flag is set to False (i.e., it has been cleared by the
Local_Lock method since the prior garbage collection cycle)
{ |
Set NotRecentlyLocked flag to True
Return '
20 }

r* The Object has not been recently Locked *
Release storage used for local, object-specific, object locking procedure
(including the data array used for Lock Data)

25 Release storage used for object-specific VFT
Change Methods Pointer for Object to point to the standard VFT for the Object
_ Class |
}
30 Retum
}
TABLE 4

PSEUDOCODE REPRESENTATION OF
ALTERNATE LOCK DATA CLEANUP METHOD
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rmet‘hod does not require synchronization with other concurrent threéad
activity. Referring to Fig. 6 and the pseudocode for the Lock Data C eanUp
met hod 222 shown in Table 3, in a preferrﬁéta enbodi ment the Lock Data
CleanUp nethod is called by the garbage c&"7%ecti on procedure to check all

obj ects w ubarrays each tine execution of the
gar bage c H‘&ﬂ& a'p?‘ﬂ%éfﬂ??e%ﬁﬁa?ﬁp(qg 66 Alternately, the Lock Data
CleanUp nethod is called by the garbage collection procedure to check al
objects each tinme execution of the garbage collection procedure is

i ni tiated. IfObjechdoesnpt kave adocal objetitspecificfobjént Ipeking prodedusati on, if any
object's lock data sgﬁﬁrray re ins unused for the period of tine betmeen
two garbage col tecti Ies hat obj ect is considered to not have been
recentgy |ocked. Mre speC|f|caIIy, if an object's NotRecentlyLocked fl ag
is set to True by the Lock Data Cl eanUp procedure during one garbage

col | ect i onlfQkjeet isdpckad-arObiect has aéﬂeasi@nﬁeualtlgﬂﬂlnr@gd 20 collection
cycle, then the Iockr@l@%@ksuba ray (actually the object-specific VFT and
obj ect - speci fi c | oca pro€edure) for that object is released. The Lock
Data C eanUp procedure begins by determning if the object specified by the
cal ling pr&cedure (e, g t he gl rbage collection procedure) has a |ocal 25
obj ect - spe iQhiect hash 3" endtydpekedt ep 302). The existence of the |ocal

obj ecygspegi f i CslePﬁg (Sge Q&%F&@ﬁbf‘ﬂicﬁﬁa@ow&ﬁret ‘ﬁﬁ%kﬁdﬁfaoﬁ&? 3}3% Ty

need to be reclarne erw se rocedure retu cedure
det er mi nes whet reieasmenstheciektgdrbaigemnllechomcydﬂed df whet her the Obj ect has
at | east one vvalti ng thread (step

NotRecentlyLocked flag = True

Return

15 }

r Acquire lock to ensure that multiple threads do not try to process the object at
the same item *f .
Request and Wait for Lock on ClassObject of Class(Object)
20
I*  Recheck the NotRecentlyLocked flag  */
If Object has not been recently locked (e.g., not since prior garbage collection cycle)
{
Release storage used for local, object-specific, object locking procedure
25 (including the data array used for Lock Data Subarray)
Release storage used for object-specific VFT
Change Methods Pointer for Object to pomt to the standard VFT for the Object
Class

30
Release lock on ClassObject
Return

}



3045. These conditions indicate that the storage allocated for the

obj ect-specific 30 |ocking procedure and VFT need ' t this
time since there still exists a need for H]eir use. rlﬂ“l ﬂ“ur“ Im Igp
304-Y), the nethod returns. Qtherw se, a4fufther check i rad& t®& determ ne

whet her the ohject recently | ocked (step 306). In the preferred
enbodi rrent‘g”'%%l @Q@gﬁﬁfg%nsi dered not to have -14- been recently

| ocked if the Not RecentlylLocked flag in its |ock data subarray is set to
True. An object is considered to have been recently locked if it has a | ock
dat a subart.ay akdotiputéiosytemncompgisingd flag is set to False (i.e., the
flag is not se he Obé]

.5 | f . N h | ogk | h
Not Recent | yLoc%ﬁ"\qr\é&)rf%%m?ﬂ@ ﬁﬁ%i'& étsquggfétarfcga %f‘{fréﬁ‘gf"t%ﬁx‘é?f&i’%ﬁn%a‘fme
procedyir e gigiddl dljectihimiing @doek SRS Sefelfodhbmthe et @6lisi8ang of Idekedandf or

rel ease during the next garbage collection cycle if the |ock data subarray
remai ns urudeckedleach stored ebjeet ingloding a data-peipterde endatarpituctieres | ocked

brocedur e and roAcERCoBlsel EEaeRphlGRiRipd ARSI Songihe e, | |
the met hogpeeifitidalinl@ékdéd1ebjeet's fdck statisitotiockdis; for dredting dHdcalwbjedtdockingct ' s
cl ass object (step 312). 1 Fi depicts an alternate enbodi nent of the

.7
| ock dat a RFPeegdure fer gg@cﬁpe&iﬁqdquglp@ked object, each local object locking procedure
10  including a lock data subarray for storing lock data and instructions for updating the

specified unlocked object’s stored lock data; and

a lock data cleanup procedure for releasing a specified object’s local object
locking procedure when predefined release criteria are satisfied;

wherein said system uses said global object locking procedure to service lock

15  requests on objects that do not have a lock data subarray, uses said local object

locking procedure to service lock requests on objects that do have a lock data
subarray, and uses said lock data cleanup procedure to release a specified object's
jocal object locking procedure.

20 2. The computer system of claim 1, ‘
each stored object that has not recently had a lock status of locked including a
methods pointer to a subset of said procedures that includes said global object
locking procedure; _ | _
each stored obj‘ect that has recéntly had a lock status of locked including a
25 methods pointer to a subset of said procedures that includes said local object locking
procedure; and
said global object locking procedure including instructions for updating said
specified object’s method pointer to point to said subset of said procedures that
includes said local object locking procedure. '
30 |
3. The computer system of claim 1, _
each stored object which has never had a lock status of locked including a
methods pointer to a subset of said procedures that includes said global object
locking procedure; '



aft—-ernate enbodi nent, the | ock data cl eanup proced urrently
with other thread | ocking activities thereby requi !ﬁuj ﬁH‘!E@mama
cl eanup procedure to be synchronized with these co esses
Referring to Fig. 7 and the pseudocode f@2+the Lock Data C eanUp nethod 222
shown in Table 4, the Lock Data 20 Cl eanUp nethod is called by the '

garbage col | eceneh sfaredehieet haylrzgwemwatmféeelsedmnpwmg Bdﬂﬁmdﬁmn@&t a
b
Thi e ot eatd AetbpRER A etdfings viind B8R Bc e loBkRG FbE SR,
gﬁr bagebcol I eclglaim%lobalcmﬁjecﬁgbhng Iprodedure |?¢Iudmgsnmm¢tlmsgaggpdahéng SaISOf
t he garbage cgl l ection pr ure s in i ate c a a
pr ocgdur egB%Qjﬂﬂ@ 0 §t’8¢§ﬂ°ﬁ| pRinter tq ﬁ@i k9 §€'§ %‘ﬁ’é@{f’?%@ﬁ r@ﬁltﬁ?ﬂgp
h I I

8Lf)§§§u;§em %@E?%?%?&ge@ﬂélﬁe&&dt%gug%%%? ex?:t 2ncgcgf t he | ocal
obj ect - speci f | saiddokk datapcleaadpprocediire includingdnstructionsifor phangiog sajd

| ted st t hat d to,30 | f t
202N . ¢ noecied anletd’s methoRFoinie? o oins 15 s EtHeET Bt s AtRBeafie e (T he”
speci i ed; rﬂﬂidié"ésélé%%%jé&t |8¢M G Brodeldaréj ect has at | east one waiting

thread (step 404 ese conditions indicate that the storage allocated for
t he obj ect - SpeCIfIC | ocki ng procedure and VFT need not be reclained at this

sze I,ntcﬁet herl‘?neséo'nllpl)ut rsyét%n?opggﬁntl?r their use. In this situation (step
said memory further storing a set of object classes, each object class including

a primary virtual function table (VFT) that includes pointers referencing a set of
methods associated with said object class as well as a pointer that references said
- global object locking procedure; |
16 each of said stored objects that has not recently had a lock status of locked
including a methods pointer that references said primary VFT for a corresponding one
of said obj'ect classes;
for each of said stored objects that has a lock status of locked, a local virtual
function table (VFT) that includes pointers referencing said local object locking
20  procedure; , _
said gIobaI object locking procedure including instructions for updating said
specified object's method pointer to reference said local VFT for the specified object.

5. The computer system of claim 1,

25 said memory further storing a set of object classes, each object class including
a primary virtual function table (VFT) that includes pointers referencing a set of
methods associated with said object class as well as a pointer that references said
global object locking procedure;

 each of said stored objects that has never had a lock status of locked including

30 a methods pointer that references said primary VFT for a corresponding one of said

object classes;

for each of said stored objects that has a lock status of locked, a local virtual
function table (VFT) that includes pointers referencing said local object locking
procedure;



-15 - procedure returns. A further check is nade t ' r the
obj ect has been. recently |ocked (step 406). In thglﬂmﬁmr“ﬁ”mmfm?nt
an object is considered not to have been recently |otked itf #hes +

Not Recent | yLocked flag in its | ock dat a'ggfbarra-y is set to True. An object

I's considered to, have been recently |ocked if it .hgs a | o%k daéI .S
subarray and t saidgiebglqhiect)oeking pre¢adyre indyding ingtgyctions for up ??tfﬂg?'ﬁ"gg i's
not set). : ' : i .
fiag for Ppeciiaf oBlecPEmetid sefick REIFEEER0IA Joca) WETHR! R ERECHEAEhRLL
Step 408 agnépares the object's |ock data subarray for release during the

next garbage col]ection cycle if the | ock data.l subarr r enai_ne
unused during Eaidilock data K_l@i‘f“;'plpﬁ%cq_%ﬁ incly n@l"é%ﬁ'!%"’ﬁﬁ?ﬂ'b%ﬁ%ﬂgrs@@j
synchgoni gal Lgdy Whidete ihiéth gj?ﬁﬁtbffd‘ Sf¥ren¢riaid phiRiaR Y TefdR ey objdt erdssng
activ?tyg%ﬂh@&s% }gnl zatolH n is achieved by tﬁe met hod request?eng and
wai ti ng f oorrespdnding to shid spexifiediblject associated with object 15 to be

| ocked (step 412). The remai nder of the Lock Data Cl eanUp nethod is not
executed until the thread nmaking the Lock Data Cl eanUp nethod call obtains

a l'ock ongt he ﬂﬁé&@bﬁ%ﬁgg%%z%dmpﬁﬁﬁ&yﬁém,hﬁnﬁm%ﬁebslﬁs been

obt ai ned, 't he Lock Data _ met hod once again checks to _see if t he
| ock has been storingtiny computerimemenna plurglitrafiakhiects adi plusalitofy | ocked

25382, ot S oD RAFobealiny  BOK SRS s oo dotcondihng o
of locked and unlocked, each stored object including a data pointer to a data
structure;

when servicing a lock request on a specified object that has never been
locked, executing a global object locking procedure that includes instructions for
15  changing the specified object's lock status to locked, for creating a local object locking
procedure for the specified object, each local object locking procedure including a
lock data subarray for storing lock data and instructions for updating said specified
object’s stored lock data; and
and when predefined release criteria are satisfied, executing a lock data
20 cleanup procedure to release a specified object’s local object locking procedure.

7. The method of claim 6,
associating with each stored object that has not recently had a lock status of
locked, a methods pointer to a subset of said procedures that includes said global
25  object locking procedure; |
associating with each stored object that has recently had a lock status of
locked, a methods pointer to a subset of said procedures that includes said local
object locking procedure; and
when executing the global object locking procedure to service a lock request.
30 on anunlocked object, updating said specified object's method pointer to point to said
subset of said procedures that includes said local object locking procedure.

8. The method of claim 6,
associating with each stored object that has never had a lock status of locked,



| ock on the Class hject. In that case, it would \ | | ocate
the specified object's |ock data subarray, and tham““ﬁwg"ﬂlu&umﬁ check
(414) on the 25 Not Recent | yLocked flag of the specifded objeet 1s

necessary. |If the Not Recentl ylLocked fIag‘?%'not set (414-N), the Lock Data

Cl eanUp net hod rel eases the | ock on the class abj e,ctttédste ,42&)@@@@

feturns. Ia&methodsopeinterto|asuhset of saidprosedures thatincludes sajd g PBieet pat a

Cl eanUp .the storage previously allocated for the

obj ect - sﬁé&&%wg’ t he object-specific |ocking procedure (416). 30

Next, the met haspeiatingiwith eadie stored objdch having a Iokataius of docked, atraethadsar y

VFT for the_object's class aohject (step 418). .Lastly, t Jock an the

obj ect' s doirter %?é&bsﬁgofﬁﬂ'gﬂ%? weg QFQB%',UC’%E ?ﬁﬁ’ylpﬁ%ngtﬂﬁqgoﬁ'g’ggri bed

met hogol o oc%m cts that are unl ocked i ncur no nmenory -16 - overhead to
] ec

support o otking. Only objects that are | ocked have nmenory space
all ocated to stwhen eretutihg the glbbalohjeet locking procedurea to sarvies atednrequest

described with reference to a,few specifi .enbodi went s, r. Rtk on
o111 ust 1088 enipcked DtiestoHBraiit. #d spestied, opigl BTt Baintd o At ¥ .
i nventi on. i ag;}b ' ' i ' tédiires afpdt

W t hout despl)'lgrgﬁ ng ?Ir m a';:éﬁ@e'jﬂterb(l}'gétslﬁialrﬂidtg §§§(i:ld rggggdgqgfet ?Elghlbygﬁ?? on g_s
defined by the when executing said lock data cleanup procedure, changing said specified

10  object's method pointer to point to said subset of said procedures that includes said

global object locking procedure.

9. The method of claim 6,
storing in said computer memory a set of object classes, each object class
15  including a primary virtual function table (VFT) that includes pointers referencing a set
of methods associated with said object class as well as a pointer that references said
global object locking procedure;
éssociating— with each of said stored objects that has not recently had a lock
status of locked, a methods pointer that references said primary VFT for a
20 cormresponding one of said object classes;
for each of said stored objects that has a lock status of locked, storing in said
computer memory a local virtual function table (VFT) that includes pointers
referencing said local object Idcking procedure; and .
) when executing said global object locking procedure, updating said specified |
25 | object’s method pointer to reference said local VFT for the specified object.

10.  The method of claim 6,

storing in said computer memory a set of object classes, each object class
including a primary virtual function table (VFT) that includes pointers referencing a set

30 of methods associated with said object class as well as a pointer that references said |

global object locking procedure;

associating with each of said stored objects that has never had a lock status of
locked a methods pointer that references said primary VFT for a corresponding one of
said object classes; '



appendec'i clainms. 10 For instance, ot her mechani sns

Not Recent | yLocked flag could be used to determ ne WnH“m "m"“leHH“I'aS
been recently | ocked. For exanple, a tine np could be stored i A the | ock
data subarray of unl ocked objects at the t9*he t hey are unl ocked, and that

TSt aTD o e SE St e bl e 1R P I A, A i
past, the @ mata gﬁbbrg% Beéﬁnﬂuaefdn&ﬁbmﬁméwﬂpmmm bointersked.

VWile the | rray described above i's suitable for inplenenting a
nut ex, t he refenending Baithipgakobjectlogkingipseeeduwsa: and rel ease net hodol ogy and

rrechanl sm coul d he used .o al l.

St uot ur s, - sucivian Sgeouiglaid gL ABlact ek ErpERgul Theling 8Bl SFediiod
handl e snai bhjetlrsHéihodgsdinteh t@vsr@rmcel%ma hsgal VFTeforthé egeeifidd smjﬂotmnd
descri bed here| nabove i's anenabl e for execution on various tyﬁli§9§§|§ed

execut ablcxe medi wheroexeguting:said loskdata dranup-progedure; chapgi
menor
L, s O M SRR TR e, )

devi ce, cogpaekpohding torsald speoified sbject. - 17 - TABLE 1

10 11. A computer readable storage medium for storing data for access by programs
being executed on a data processing system, said medium comprising:

a plurality of objects and a plurality of procedures stored in said memory, each
stored object having a lock status selected from the set consisting of locked and
unlocked, each stored object including a data pointer to a data structure stored in said

15  medium; |

a global object locking procedure, including mstructlons for changing a
specified unlocked object’s lock status to locked, for creating a local object locking
procedure for said specified unlocked object, each local object locking procedure
including a lock data subarray for storing lock data and instructions for updating the

20 sbeciﬁed object’s stored lock data; and

a lock data cleanup procedure for releasing a specified object’s local object
locking p'rocedure when predefined release criteria are satisfied;

wherein said system uses said global object locking procedure to service lock
requests on objects that do not have a lock data subarray, uses said local object

25  locking procedure to service lock requests on objects that do have a lock data
subarray, and uses said lock data cleanup proéedure to release a specified object’s
local object locking procedure. |

12. The computer readable storage medium of claim 11,

30 - each stored object that has not recently had a lock status of locked including a
methods pointer to a subset of said procedures that includes said global object
locking procedure;

each stored object that has recently had a lock status of locked including a
methods pointer to a subset of said procedures that includes said local object locking



(P?EUDOCCDE REPRESENTATI ON OF GLOBAL LOCK1 METHOD Procedure: d obal .Lockl
ject, Command) 5 /* Cbject arg is the object to b r,

Acquire lock to ensure that nultiple threads do not t mﬂﬁﬂmnuuummm&

object at the sanme item*/ Request and W84 - for Lock oh ( ads oj &ct” of

Cl ass(Object). 10 /* Steps for handling Methods */ 1f the object does
not have #FoegjweiaBdecific Virtual Function Table and an object-specific

| ocki ng proced inlg e ' i1 e e f [
procedure that lgaﬁ%éh)ggé&é@ E@Cﬁ"{ bed6fd el gﬂrsifr\l;gttl%ﬁéégft?gfpdg‘ﬁ Iﬁgcs{%ﬂ%iat a
fsuba [ [1 ay fsg_eclfhﬂsohbibtj:t@?ethbcbﬂmiaterrto pointdo-saidbsulbiset ofisaidiproceduras hat Tabl e
or I's Qbject that referencges .the |ocal, object-specific, object |ockin
pr ocedur e INGHARH S BFM%Je%ﬁaﬁlﬁﬂgtﬂﬁ‘éc@rﬁodsj Poi ntgr of the OJoj ect to )
poi nt go the object:specific 20 VFT for the hject. }
Rel ease | ock on O ass Object..lnvoke the | ocal, object-specific, object
| ocki ng pri&eduna dataeprocessing gystem,@elcaf computer-readable modules suitable for

transmission over a communications link to other data processing systems, each said
other data processing system storing a plurality of objects and a plurality of
procedures, each stored object having a lock status selected from the set consisting

10 of locked and unlocked, each stored object including a data pointer to a data
structure; said set comprising:

a global object locking procedure, including instructions for changing a
specified unlocked object's lock status to locked, for creating a local object locking
procedure for said specified unlocked object, each local object locking procedure

15 including a lock data subarray for storing lock data and instructions for updating the
specified object’s stored lock data; and |

a lock data cleanup procedure for releasing a specified object's local object
locking procedure when predefined release criteria are satisfied;

wherein said other data processing systems each use said global object

20 locking procedure to service lock requests on objects that do not have a lock data
subarray, use said local object locking procedure to service lock requests on objects
that do have a lock data subarray, and use said lock data cleanup procedure to
release a specified object’s local object locking procedure.

25 14. The set of computer-readable modules of claim 13,
said global object locking procedure including instructions for updating said
specified object’s method pointer to point to a subset of said procedures that includes
said local object locking procedure; and ' )
said lock data cleanup procedure including instructinos for updating said
30 specified object's methods pointer to point to a subset of said procedures that
includes said global object locking procedure.



25 VFT. Return -18 - TABLE 2 PSEUDOCODE REPRESENTATI ON OF LOCAL
LOCK2 METHOD Procedure: Local Lock2 (Object, Lock Conmmand) Object already
has a | ock data subarray */ Performnorpggl |ock update processing in
accordance with the received Lock Commanéi! "Cl ear Object's Not Recentl ylLocked

Flag. 1 0 Ret -19 - ATI ON OF LOCK
CLE%\NUP I\/ETHCJ% g; (r)]cedure: L @%@EW@W . ATA

In summary, the present invention is a multithreaded computer system having a
memory that stores a plurality of objects and a plurality of procedures. Each object
5 has a lock status of locked or unlocked, and includes a data pointer to a data

structure. The system uses a global object locking procedure to service lock requests
on objects that have never been locked as well as objects that have not recently been
locked, and uses a local object-specific locking procedure to service lock requests on
locked objects and objects that have been recently locked. The global object locking

10  procedure has instructions for changing a specified unlocked object’s lock status to
locked, and for creating for each specified object a local object locking procedure.
The local object locking procedure includes a lock data subarray for storing the
object's lock data and instructions for updating a specified object’s stored lock data.
A lock data cleanup procedure, executed when the system’s garbage collection

15  procedure is executed, releases the local object locking procedure of a specified
object if the object has not been recently locked.
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(f ‘Obj ect does not have a | ocal obJect specific object |ocking procedure {
‘Return 1f Object is |ocked or Object} has*at - |,.east one waiting thread 10 _
{ Ret urn }/* Set up Qbject's |local object |ocking procedure (and
| ock data subarray) for release on the next garbage collection cycle if the
object is unlocked but its NotRecentl|lylLocked flag is set to False */ 15 |If

hj ect's Not RecentlylLocked Flag is set to False (i.e., it has been cleared
by the Local Lock nmethod since the prior garbage collection cycle) { Set
Not Recent | yLocked flag to True Return 20 } /* The iject has not
been recently LodKeEd Rel€ase ST Orage—os
obj ect | ANQ procedure (i ncl udi ng $08) | 25
Rel ease s age dSru ot Objefb spect Eirange—ivethods—Poiint er f of
bj ect to poi tlo]t@PYtlanda fhﬂtermet Access Prags } 30 Refy0n
105 Bytecode Pgm Verifier ~—112
Bytecode Pgm Interpreter  |~_114
107 | |Class Loader —~_116
( D Class Repository . ~—120
Object Class 1
V FLTEEERE: with Synch Pgm 1 122
User Interface °ee -
. o ~~
Client Object Repository 124
102 Object 1 ~—126
106 o
/4 oo
Communications
Interface
. 104
102 _ 103 _r
Client Network Interconnectivity Server
(Switches, eic)
/’1 04

Server
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}fTABLE 4 PSEUDOCODE REPRESENTATI ON OF ALTERNATE LOCK DATA CLEANUP METHOD
-20 - Procedure: LockData_ C eanUp(Object) { If Object does not have a

| ocal object-specific object |ocking procedure { Ret urn } 5 1If
Qoject is |ocked or bj ect has atrhis SiéiHadBeenRapliceg t hr ead { Return
} If Object has been recent ly | oc wmm ”I t up Object's |local object
| ocki ng procedure (and | ock data el ease on the next garbage
coll ection cycle */ NotRecentlylLoc rue Ret urn 15 }
200
\/‘
Object A-01
(Unlocked) f202
Object Handle
~
: Data 208
Pointer to Pointer to
Methods Data 206
N
204/ One Copy for Object Class A
itk it !
| .
210\:_ Virtual F(ch%on Table / Code for Method A.1 __:/214
212 | . /{/
Method A.2 |Pointer 1. !
IMethod A.3 |Pointer | Code for Method A.3 []
- 1—p I
215 | Method A4 Po!nter Code for Method A.4 [
017 1] Lock(Lock1) |Pointer ,
: - |
220\5‘ Sla:sskObject ll:o!n:er ] Class Object __:/218
~ :
i noc ofntery Lock Monitor __:/21 9
S U :
- m ==~ -~~~ —====--- =
| 1
t | Virtual Function Table Code for Global ___:/.216
; (VFT) Locki Method _ ,
I [Method A.1 |Pointer / A Code for Global _:_,221
! . Unlock Method
! Method A.2 Po!nter' |_LockCleanUp _:/222_
1 |Method A.3 |Pointer - Method !
} [Method A.4 |Pointer T . |
| o I
: Code for Method :
: Object.xx :

One Copy for Object Class “OBJECT”
FIG. 2



/’{c Acquire lock to ensure that nultiple threads do not try to process
the object at the sane item*/ Request and Wait for Lock on O assObject of
Class(Object) 20 /* Recheck the Not RecentlylLocked flag *1 If Object has
not been recently | ocked (e.g., not since prior garbage collection cycle) {
Rel ease st orage F| I ocal obj ect-specific, object |ocking procedure
25 %ﬁ e data array used for Lock Data Subarra

Rel ease storaqg' r ct speci fic VFT Change Met hods Poi nter ?or

oj ect to poFLnt to@b}%@ttﬁgﬁa[g VFT fof the
Cl assCbj ect Return VWHAT 1S CLAI MED | S:

conprising: 1 erp% stopbﬂgteq.tgl uraj i

r ocedur es,
P ethods Data

ject Cass 30| Rel egge—ock on
| Datgonput er S/‘étog{m
off obj ects and a ality of

Wanr)

346

244/ \ One Copy for Object Class A
o~ |
[

J
250 ! | Virtual Function Table i 214
(VFT, 2nd) / Code for Method A.1 _:j
|
|
|

[

Method A.2 |Pointer 4
Method A.3 |Pointer 17| Code for Method A.3

\'\:\ Method A.1 {Pointer // Code for Method A.2
|

Method A.4 |Pointer T

256 | _ Code for Method A.4 [
21% Lock(Lock2) |Pointer |
i i ' 1 218
200 1| C1ass Object qun\pr 1| Class Object ——
~1Unlock Pontar Lock Monitor - 219
1 —
I
Lo N\ T J
Lock Status Indicator I~
Lock Owner 249
is Sheet Has Been Replaced Waiters List Header Lock
H|||| ||||“ m| || ﬂ" Waiters List Tail Monitor
Code for Object- iubarray
Specific Lock2
Method 260
| et S 1
1 . I
t | Virtual Function Table Code for Global __131 8
: (VFT) Locki Method T
! [Method A.1_|[Pointer / Code for Global _:/221
- ] Unlock Method -
: Method A.2 Po!nter LockCleanUp _:/222
1 |Method A.3 |Pointer 1 Method |
i [Method A.4 [Pointer T+ :
1 . |
: Code for Method :
: Object.xx :

One Copy for Object Class “OBJECT”
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?i stored object having a | ock status selected fromthe set consisting of
llocked and unl ocked, each stored object including a data pointer to a data
structure; a global object |ocking procedure, including instructions for
changi ng a specified unl ocked object's lock status to | ocked, for creating
a local object |ocking procedure for said specified unlocked object, each

| ocal object |ocking procedure 10 including a |ock data subarray for
storing lock data and instructions for updating the specified unlocked
object's stored | ock data; and a | ock data cl eanup procedure for releasing
a specified object's |ocal object |ocki 0, fined rel ease
criteria are sa@l8ied; wherein said sy@%tg&uro @i Hé&%?%éeﬁbj ect | ocking
procedure to servi ock 15 requests on objents that do not -gnq)a | ock
data subarray, uses sald | qe aYaTl= ploced gck
requests on objects that dd Eheqauast and wait: Qi'dﬁﬁkr@?therﬁlmgﬁéﬁﬁ | ock
data-cl eanup procedure to refm&m easﬂquob ect’s)bbmtslasscal Obj ect lJocking
procedure. 20 2. The cdr z g—obelct
that has not recently had a Iock status of Iock d |ncé§qlng a met hods
pointer to a subset of said procedures that LA d gl obal object

| ocki ng procedure; each stored objec sad_a | ock status

of locked including a 25 ctﬁghggg ét @uréaé
ec

ala

940 edures

that includes said | ocal oB .
spe iflc

N
r 272

Create a local, object-specific lock procedure and an
object-specific VFT for this object

Iz
Change Methods Pointer of Object to point to
VFT, 2nd for object class of object

<
_ v 7276
Release Lock on Class Object
v r278
Invoke the object-specific lock procedure

Return
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sai d gl obal object |ocking procedure including instructions for updating
sai d specified object's nethod pointer to point to said subset of said
procedures that includes said |ocal object |ocking procedure. 30 3. The
conputer systemof claim1, each stored object which has never had a | ock
status of |ocked including a nethods pointer to a subset of said procedures
‘that includes said global object |ocking procedure; -22 - each stored
obj ect having a | ock status qf | ocked includ net hods pointer to a
subset of s&22procedures th aﬁﬁ@ﬂdﬂﬂ%fkﬂadb&&ﬁiupbbject | ocki ng
procedure; sai bal object |ocking procedure including instructions for
updating said specrfied object's nethod bQnPOi Nt to said subset of
said procedures that 5 incIu-- - ? | ocki ng procedure; and
said | ock data cl eanup p+oTRq g chqnglng said
specified object's tsai d
procedures that 10 4,

The conputer systemof claim1, eturn

304

Object is Locked,
or Object has at least one waiting thread

Return

| Set NotRecentlyLocked flag

l f310

Return Release storage used for local, object-specific,
object locking procedure and storage used for
object-specific methods array (VFT).

- 312
This Sheet Has Been Replaced l f

, Change Methods Pointer for Object to point to
" ,III", ,I I II the standard VFT for the object class

v

Return

FIG. 6

Call to Locall.ock (Object, Command)

260 l /290

a0 Perform normal lock update processing in
accordance with the received Lock Command

! /300
Clear NotRecentlyLocked flag |

v

Return

FIG.5



said menor y further—storing—a-set of object classes, each object cl ass -
Fncludi ng a TisiSARY Mas\Hekil E]I Junction table (VFT) that includes pointers

referencing a S associated with said object class as well as a
poi nter that Uﬂﬂﬂlﬂﬂ] d gl obal object |ocking procedure; 15

each of said "that has not recently had a | ock status of

| ocked including a nmethods pointer that references said primary VFT for a
correspondi ng one of said obje I §.said stored objects
that has a | a2R2st at us of Iock%,aqla&fgggk @?gﬁgﬁmtion table (VFT) that
I ncl udes poi nt exs ferencing said | ocal opject |locking 20 procedure;
sai d gl obal object TTrocki ng procedure in H0g i nggQ&xtions for updating
sai d specified object's nethgdperm Ld local VFT for the
speci fi ed object. 5. G N said
menory further storing a S€ p €

a primary virtual function table ( -ies-pointerq; ghﬁ{encing a
set of methods associated with said object{cYass as well as a % I'nter that
references said gl obal object |ocking procgedure; -aﬁh.of said stored

obj ects that has never had a | oc yerdd | "ncl udi ng 30 a net hods
poi nter that references_sai ked,r espomding one of said
obj ect cl asses; f o&<E R ayus of

| ocked, a local virtua '

Return

Has Object been locked recently? '

Set NotRecentlyLocked flag

l 42

Return Request and wait for lock on the Class
Object for the called object’s object class.

! 414

Is NotRecentlyLocked flag still Set?

416

Re_lease storage used for local, objéct-specific,
object locking procedure and storage used for
object-specific methods array (VFT).

! 418

Change Methods Pointer for Object to point to
the standard VFT for the object class

41 7420

Release Lock on Class Object

v

Return

FIG.7




functionm table (VFT) that includes pointers referencing said | ocal o#jpsaatyes
| 'ocki ng procedure; - 23 - said gl obal object |ocking procedure including
i nstructions for updating said specified object's method pointer to
reference said |ocal VFT for the specified object; and.said | ock data
cleanup procedur e |nclud|ng imstructions. for changi-ng-sajd 5 specified
obj ect's nethod pointer tojrgférence sald prlnary”VFT for the obj ect cl ass
corresponding to said speC|f1ed object 6 O Ane ad—of operating a
conput er system conpri sing the ‘steps, of stori’ng wﬁkp.cbnputer menory a
plurality of objects and a'p(urallty of: 10- *’proceddres - each stored object
havi ng a | ock status selected from't he isét - donsisting. oﬁ | ocked and
unl ocked, each stored object |ncIud|ng a data pointer ta a data structure;
when servicing a'lock request on a-specified apyect t hat! has never been
| ocked, executing a gl obal object I'ocking procedure- thaﬁ I ncl udes
instructions for 15 changi ng the specified object's |ock status to
| ocked, for creating a |ocal object |ocking procedure for the specified
obj ect, each | ocal object |ocking procedure including a

SYSTEM AND METHOD FOR SPACE EFFICIENT OBJECT LOCKING

This application is a continuation-in-part of application Ser. No. 08/569,753 filed
December 8, 1995.

The present invention relates generally to object-oriented computer systems in which
5  two or-more threads of execution can be synchronized with respect to an object, and

particularly to a system and method for efficiently allocating lock data structures in a

system where most or all objects are lockable, but relative few objects are in fact ever

locked. ' REPLACEMENT SHEET

o 13 FEB 1997
BACKGROUND OF THE INVENTION

In multiprocessor computer systems, software programs may be executed by threads
that are run in parallel on the processors that form the multiprocessor computer

15 system. As a result, a program may be run in parallel on different processors since
concurrently running threads may be executing the program simuitaneously.
Moreover, if a program can be broken down into constituent processes, such
computer systems can run the program very quickly since concurrently running
threads may execute in parallel the constituent processes. Single processor,

20  muititasking computer systems can also execute multiple threads of execution
virtually simultaneously throu.'xgh the use of various resource scheduling mechanisms
well known to those skilled in the art of multitasking operating system design.

The programs run on such computer systems are often object oriented. In other



\ Q.HLJ.‘
| ock data subarray for storing |ock data and instrucpt[%‘?\%a\"? :‘w‘rT nnda“ ing sai d
specified object's stored | ock data, and and when jpriedefi ned rel eds
criteria are satisfied, executing a |ock data 20 |c earﬁjﬁEBrﬁ%d rg to

rel ease a specified object's |ocal object |ocking prpcedure. 7. h
met hod of claim6, associating with each_stored ob}ject—Tthat has not
recently had a | ock status of |ocked, @& %8t hods po[nter to_a suh f said

d t hat ' G K] ,
Becoc at i ng. w 1Proam o Yok fudh 0n. feacn B FECTaMF CATROL EEIIRE . o of

| ocked, a nethods pointer to a subset of sald procedures that includes said
| ocal object | ocking procedwgas-‘-m@m;rn@gmgbugsuhg gl obal obj ect

| ocki ng procedure to service a |ock request 30 on an unl ocked object,
updati ng said specified object's method p0|nter to point to said subset of

id d h I i d I cki h
ot hod of Mctmma: the sl yetofis a7k Bibathd se: RtSRtEia g had o
l'ock st at g iy tipstist6res a ptura&y of @b Qﬁé armufamy of ProsedURSCIEAh 6Bjeét '

procedures th i ncl udes sai d gl obal obje
has a lock status of locked or unlocked and mcludes a data pointerto a data

structure. The system uses a global object locking procedure to service lock requests
on objects that have never been locked as well as 6bjects that have not recently been
‘locked, and uses a local object-specific locking procedure to service lock requests on
locked objects and objects that.have been recently locked. The global object locking
procedure has instructions for changing a speciﬁed unlocked object's lock status to
locked, and for creating for each specified object a local object locking procedure.

- The local object locking pfocedure includes a lock data subarray for storing the
object’s lock data and instructions for updating a specified object's stored lock data. '
A lock data cleanup procedure, executed when the system's garbage collection

~ procedure is executed, releases the local object locking procedure of a specified
object if the object has not been recently locked.



| ocki ng procedure; associating wth each stored objecty} Lﬁ E%FWb@k Sf us
of | ocked, a nethods pointer to a subset of said proceduyes that i nclgdes
said | ocal object |ocking 5 procedure; when executing  hd J3FeRaigey bjleqt

| ocki ng procedure to service a |l ock request on an unl dckled object up atfi ng
said specified object's nethod pointer to point to sai{d Subset—uof—sa+d
procedures that includes said |ocal objact |ocking prdcedure: and when
executlng sai d | ock data cl eanup procedure, changing said specified IO~
object's method pointer to point to said subset of said procedures that

i ncl udes sai d gl obal object | ocking Drocedure 9 The nethod of claim®6,
storing in said cqgnputer nenory a set—of—OD[ETt_ TIASSES, €acn o_kgghyglass

15 incl uqld@ a prfimary virtual funct Qpetaiin S(Mﬁtﬂnt hat i ncl ufl nfers
referencing.a set |of~ TeETNQds | at - class S a
poi nter that ~reder e1cGE’Usa_i70~Ieglo% al 3 E%Eﬁé}cég{: 5331" dure: a%o-\é\ﬂaéi g’
W th each of saidjis 19) thatgg@ W’ d a | o¢g ug of
| ocked, a met hods poin[er t hat refer dnces—sal '"Db%” J—f-or J%£3f§ -

correspondi ng one |of _skhid object clagqya Vte(fdde@m mtesp[eteﬂ or ge_Q op?gm S
that has a | ock stlatus of Iocfﬁz, 51 S oconpUter—TTeTo h
virtual function tlable (MFp~ tHAt {nd §g§|ﬁ@aa?5rs referenC|ng'35atH60:al
obj ect | ocki ng prdg éj—t(:)] Class Repository _ ~—120
| Object Class 1
/Ezmmmmesy | | || with Synch Pgm 1 122
User Interface °e° .
i i 124
Client Object Repository
102 Obiject 1 ~—126
106 e '
/- I
Communications
Interface
| | 104
/1 02 f1 03 -
Network Interconnectivity Server

Client

(Switches, etc)

/—1 04

Server

FIG. 1



when executing said gIobaI obj ect | ocki ng procedure, ugﬁ t
Specified 25 obj ect’s method pointer to reference said | ocal VFT. fqr{the
speci fied object. 10. The method of claim®6, storing éﬁHEBoﬁﬁﬁtqr'
menory a set of object classes, each object class inc udlng a prinaryi
virtual function table (VFT) that I ncl udes pointers reférencing a set Sb
of nethods associated with said objecl élass as well hs a pointer that |
ref erences said gl obal object |ocking procedure; associating with each of
said stored objects that has never had a | ock status of |ocked a nethods
poi nter that refegeoces said primary VFT for a correspondi ng one of said
obj ect cl asses; .25 - for each of said stored objects that has a | ock
st at us of Iocked s?bf?ig in said conmputer menory a local virtual function
tabl e (VFT) that) tUAlgp] poi nters referencing said | ocal object |ocking
procedur e; mhen @gkgg? said gl ~obj ect |ocking procedure, updating
said speC|f|ed s _net

the specified pbj ectObject Hegrdlexecutin
changi'ng said ppecified objects nethod

VFT for the ob) eglintb?%5 | Pointer to
Methods Data ~

m»

data cl eanup pr-ocegdure,
Datar ence said pri

N
204J , One Copy for Object Class A
i ~ e =1
1 . ]
210\:_ Virtual Fw%on Table / Code for Method A.1 __:/2 14
212! ’{/

Method A.2 |Pointer1 I
Method A.3 |Pointer 1| Code for Method A.3 []

Method A.4 |Pointer | | ~__ 4

\‘\\:.Method A.1_|Pointer 4 I Gode for Method A.2 [
l

215 | : Code for Method A.4 [
017 T Lock(Lock1) [Pointer ) _ |
. . - |
220::': Sla:sskObject ll:o!n:er ] Class Object __:/2 13
oc OINeT\ \ ['Lock Monitor 219
| | B
]
TN W W .
FT-=-======= f e N Y =1
t |
! |Virtual Function Table Code for Global _:/21 6
; (VFT) Lock1 Method ,
! [Method A.1_[Pointer /_ Code for Global |1 221
- Unlock Method
: Method A.2 Po!nter '/ LockCleanUp _:/222
1 |Method A.3 [Pointer 1 Method I
\ [Method A4 [Pointer T + '
1 ° |
: Code for Method :
: Object.xx :

One Copy for Object Class “OBJECT”
FIG. 2



cor}espondi ng to said specified object. 10 11. A C&&BM@M%&S&ETE

storage nedium for storing data for access by progr pel ng execurgd{on a
data processing system said mediumconprising: a pljualq{g YF Qje(t -and
a plurality of procedures stored in said nenory, eag¢h store bf €ct | havi ng

a lock status selected fromthe set consisting of |¢c pd| each
st ored obj ect. |®b ectiAdDh data pointer Bo-a data stjucture stored in paid 1

5 nmedium a d)bj r}t242)ck| ng pT‘m'ure, i ncluding 1 nstruu rom240r
Chang| ng a spnr‘l Led Unl ked ghigct's—| ock s or creati ng

a local objecl I ockObjept blandies for sdi i ed unl ocked- Obj each
| ocal object }ocking procedureiRelteiH a subarre r StOI’I ng
| ock data and p@ﬁ htarcto ons|Peinteptat i nd specified qbject's stored

| ock data; an{ dat a nup pr, or releasing 4 specified
object's | oca M% ect Iocki[?\%fa;r ocedﬁrgg redefined reldase criteria

are satisfied Ls*s-t-e-m-us-es%gd gl obal object | ocking
procedure to SSjxi ck requests on obj ecOne Capylfom@bjeet Elassakk data
subarray, uses sai d | @ Object— 25« — Locki-ng Proeett-e- +0-Se+ 66- +pCk

requests on objects tjhat have a | ock data subarra Ldi | ock

data cl eanup pro ree |t ' bie | j' ¢ bject's local object] | &§4 ng
procedure. 12. \doﬂp\ﬁltrfelfalqaﬁ ﬁﬁms;tagreay 'EéOdﬁlf@T MethadiA,1 CLO{’j
d

each stored obj. e@-mh‘at i/ a frock—status—of—tocky

i ncluding a \'\\T\ Method A.1 |Pointer //"‘ Code for Method A.2 |

Method A.2 |Pointer 4 - i
~Method A.3 |Pointer 3| Code for Method A.3

256 ! Method A.4 Pointer ] Code for Method A.4 [
o471 Lock(Lock?) |Pointer |
i i 1 218
oo0-—{Class Object Pq!nipr ¥ Class Object 2
~1Unlock Pojntar Lock Monitor 219
i ' mal
|
|L _________________________ —_
Lock Status Indicator ~
Lock Owner 249
Waiters List Header | Lock
Waiters List Tail Monitor
Code for Object- jubarray
Specific Lock2
Method 260
| pientbedhdientheli it it Sinatheni |
N i i
I | Virtual Function Table Code for Global __:/21 8
: (VFT) Locki Method ,
t [Method A.1 |Pointer{ ]Code for Global _:/221
: Method A.2 |Pointer - Unlock Method 1 222
I ' : _LockCleanUp >
1 |Method A.3 |Pointer - Method :
. [Method A.4 |Pointer T .
1 ° {
: Code for Method :
: Object.xx :

One Copy for Objeqt Class “OBJECT"
FIG. 3



nethods pointer to a subset of éaid procedures thal-Jd,netyces «saigd gl oba
obj ect | ocking procedure; each stored object tha q%ﬁé%@é%énixyx. di a | ock

status of |ocked including a nmethods pointer to @ fubset of said} pfocedures
that includes said |ocal object |ocking procedlut e;1 AFEB Y g obal

obj ect | ocking procedure including instructions {of updating sai fl specified
object's nethed pointer to point to sai & subset ¢f Sard proceduresithat

i ncl udes said | ocal object |locking procedure. 5 13, _In a data protessing
system a set of conputer-readabl e nodul es suitable for transm ssion over a
communi cations link to other data processing systens, each said other data
processing systepygtoring a plurality ofCalbjtchInmm_omlqo(Objmtt{)y' of
procedures, each s{ored object having a | ock stagfus selected fromthe set
consisting 10  of d and unl ocked, each stgged object inclyd2fQ a data
pointer to a data structure | T DL : Na . I ng
procedure, including instru tR% qqgj:trari al@tigpgo%‘ Eg%{ [,%9 éﬁjlsg@bé% '
object's lock status to |oc ef&’r &CQU% tQ &c S C (9;‘?\5%{ | ocki ng .

’
procedure for said specified unlocked object, eafch [ocal object [ocking
procedure 271

: Object has
object-specific lock procedure and
object-specific VFT ?

Create a local, object-specific lock procedure and an
object-specific VFT for this object

L
Change Methods Pointer of Object to point to
VFT, 2nd for object class of object

<
. v 7276
Release Lock on Class Object

v 7278
Invoke the object-specific lock procedure

Return

FIG. 4



15 |nclud|ng a lock data subarray for storing | ock datapaRe-RstructiQns
for updating the specified object's stored | ock data; an BﬂﬂdeM@&T&dtrT
cl eanup procedure for releasing a specified object's |ocgl [ObjETt—toeki
procedure when predefined release criteria are satisfied
o T5IFEE
d

ot her data processing systens each use said gl obal objec
procedure to service | ock requests on-oBjects that do no

.subarray, use said |ocal object |ocking procedure to seryice |ock requests
on obj ects ?%’o;have a IO@‘alﬂféﬁc@l@dthIe%ﬁUpse sart—tock—dete

cl eanup pro Ure to rel ease a specified object”s local object |ocking
procedure. 25 The set of conputel-readable nodul es of claim 13, said
gl obal obj ect Iocklng procedure |nc H-T8 )2ons for updating said
speci fied object's nmethod_poi-att 2 of said procedures
that includes said e obJQb,lGthhﬂ(S FQF% leﬁﬁh&pe@ 8 Nk data

cl eanup procedur e i ncl uormg~kust lackingderocedurels speci fied

obj ect's nethods pointer to point To beet™0f said procRétugs that
i ncl udes said gl obal object |ocking prOl .
304

Object is Locked,
or Object has at least one waiting thread

Return

Set NotRecentlyl ocked flag
l | 310
Return | Release storage used for local, object-specific,

object locking procedure and storage used for
object-specific methods array (VFT).

! 312
-Change Methods Pomter for Object to point to
the standard VFT for the object class

v

Return

FIG. 6

Call to Locall.ock (Object, Command)

260 | l /290

—a Perform normal lock update processing in
accordance with the received Lock Command

! 7300
Clear NotRecentlyLocked flag

v

Return

FIG. 5
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029 Call to Lock Data CleanUp |

402

Object has local object-specific
locking Procedure 2

| Return
404

Object is Locked,
or Object has at least one waiting thread
?

Return

406

' Has Object been locked recently?
408 -

L N

Set NotRecentlylLocked flag

l f412

Return Request and wait for-lock on the Class
Obiject for the called object’s object class.

! 414

Is NotRecentlylocked flag stil Set?

| f416

Release storage used for local, object-specific,
object locking procedure and storage used for
object-specific methods array (VFT).

I 418
Change Methods Pointer for Object to point to
the standard VFT for the object class

i 7420

Release Lock on Class Object

v

Return
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