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o %ﬁ%ﬁm e e o

- 40

15

method 10 Tor sl BRI AR L

nobi | e communi cati ons. Description [0002] In several

FieJdef thelnventior GSM (G obal System for Mobile 15

Communi cations) networks are avail able, such as, for

- [60GdIpl e, Tapapresest linwdrition isgenecaly eiatcthad rtheerdeld of mob:le
- phones tonake smal | business transactions. This is

chRINRUNiEAtdR, Aftord BeRTRISS, Ghe HrEES B lﬁ% i‘sﬁgeléﬂé% to a method

busi ness transactions ndEy In

o 8 i, R e AR B kB e e

etc. The 20 Iead| ng technol ogy

for par lﬁn%é'gm fe
SeGHe ek lE’F‘ﬁ'nsactl ons over wirel ess networks

is called i Mode, a nobile internet access system
trademar ked and/ or service mark owned by NTT DoCoM,

“a subsidiary of Japan's incunbent tel ephone operator

D&Edriptiokbde wor ks wel | with | ow priced business
transactions, but a higher |evel of security and

[obbgpt wor tigi %%érélscﬁﬁﬁﬁfné%a%hérér m?&q sfsva:@erg for Mobile
wi rel ess personal 25 digital assistant's (PDAs
CORSIA o) AB RIS e BUSIAS SsudnPhs 36¢ bQQrﬁp%V Yapan, cell phone

‘users can use their cell phones to make small business transactions. This is.
referred to as mCommerce or maobile eCommerce. The business transactions

may include, but are not limited to, such things as buying bottled water, sodas,

- and other items from vending machines, paying for pérking lot fees, etc. The

.20

leading technology that provides such transactions over wireless networks is |

- called iMode, a mobile internet access system trademarked and/or service mark

owned by NTT DoCoMo, a subsidiary of Japan’s incumbent telephone operator -

- 'NTT. iMode works well with IoWap‘ricéd business transactions, but a higher level

25

‘of security and trustworthiness is necessary for cell phones and wireless personal

digital assistants (PDAs) today to enable high priced business transactions over

wireless networks.

- {0003] A major inhibitor in using this technology to provide mCommerce on

~more expensive transactions is the lack of security or trustworthiness in the

1

1 9 SEP 2006 WD 2005/ 020542 PCT/ US2004/ 025216 METHOD 4 § SEP 2008
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| wirel ess networks. [0003] A major inhibitor in usi ngq q SEP 2006

WP 2005820941 ogy to provide mCommerce on nore PCT/US2004/025216
expensi ve transactions is the lack of security or
trustworthiness in the -1 1 4 SEP 2006 WD 2005/ 020542

B@Ha@w@ﬂ/&@fa?lﬁgnemeéem fa %Lﬂjhbakeys'lﬁﬁé%tﬂkﬁﬁre ~ Public key

usi ng a public key |nfrastructure Publ’i c

L Eﬁ&fu\"éé Hpﬁ%ﬁ@ t?VFIQttg:'tcé@s 9\?‘[1&11 ckaﬁi\%eﬁﬁ%afﬁéﬁ Erqni'berﬁf cat.e.

tali ned
ﬁiﬁ{hg&g' <8 Sﬂa ggfa‘? certlfoca?e Brlnlare t}éea/ PuBLc—?(St Irllrjlﬁ"astrructure (x. 509 or

|etf org/h/tm charters/pklx charter.htm, |ast - -
sa/biml. chastersipkiv-ehertehtml, last needifiegr Apr. 21 2003.

t hat credent| al s prove various pieces of information, -

Altioudhuit lis aapedsiary thatscretientii® proes watious piedes ef information, the -

format that is nmuch too large in size for use on '

famlehpabitigad 688.500pE5bIRIIS e R @hét‘ i§inusch 6 lbl:g‘e in size for use
menory size, storage capacity, and the speed of ‘

g e S |
O EIRD P ” PoBREAiCes oh? HNELYY 38 HifBry size, storage
re d tal certifjcate files are stored in.
égﬁﬁiﬁ; aggvi!ﬂ spRed 8?( Sﬁpglﬁl%gpropﬁg?qrsmb, e device '
the nobil e device ends up in the hands of an '
‘S}‘Fﬂ‘ﬂust worY$y Stiiagercanabilities @ratiiatiseputeeneuglss Fonexample, it is
digital certificates, the untrustworthy person nay .
knaws whareatigitail t:ertlfnoate<ﬁibe ietre shoyetthy nerhberso fahadwhédmisplaces
forged certificates or by nodifying the existing :

nds of an
nane) . [0005] Al so, present day certificates are on{Tl

t
iy aRR g i 208, ity 0° denlRec R el §é$'fgates the
MW?’Q b n Sﬁ{,"tl‘l\é’g;ﬁa\}eo%e ab.:_Hy .to?sexg.l%r.téthsem@yy. .elther installing. .. -
forged certificates or by modifying the existing certificates with their own
credentials (e.g., nanie).

[0005] Also, present day certificates are only as good as their origin and

~ their delegation chain. Self-signed certi'ﬁcates can be g_ene,rated “on-the-fly’ by

existing' software tools, such as Java's Keytool (manufactured by Sun
Microsystems, Inc.), which adds the risk of using a fake' certificate if the certificate

generator has been compromised In other instances, malrcnous replacement of

" the Java Secunty Manager classes and related security tools, such as the

125

_ Keytool, have resulted in certificate forgery and theft.

: [0006] : Thus, what is needed is a method for 'previding digital signatures

using a cerfiﬁcate format that is both secure and more amenable to _mobile_ _

- devices which have limited memory, storage, and processing capabilities. Whatis

2
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‘which an elenent first appears is indicated by the

- reference number.

M crosystens, Inc.), which adds the risk of using 49 SEP 2008

VER@0036205¥X | cate if the certificate 20 gener at drCTHES2004/025216
been conprom sed. In other instances, malicious _

repl acenent of the Java Security Mnager classes and
aisbatceded éx améthoddot providing ravstirhd digitéevigpeturebanat is secure and
rTesulted in certificate forgery and theft. [0006]

# . . _ i naadi o o
T Rorf a0 bRy AR albe DS hPRGE s el s eBilf diriAlinications
25 devi ces which

&S ' nabl e to nobile
ﬁaveeﬁitﬁn%?eeng@ y, storage,. and processing

capabilities. Wiat is 2 g SEP 200 WD 2005/ 020542 -

PCT/ US2004/ 025216 al so needed is a nethod for

providing runtinme di gi tal signatures that is secure

and trustwor B EFDBERARIETHONOR JHE DRZOMINGS: as

wel | as nobile comunications between trusted .
B0y or ns.The BELERPEEAAR! BREVMARYSFwhldh BRAMEBOM8E7herein and
The acconpanying draw ngs, which are incorporated :

e 9t GFfe shekiitam, iistidle ertRilirhbARt d&fqne{ﬁoflgé?ﬁ% ip%ﬁﬁon and,

enbodi ments of the present | nvention and,
n the

et o5 DRk SRR 6 SoLBPE) TR, b o e

.skil.led in the pertinent t(s). to make and use the 10

iniptint 20 To ferepleh heRian aialed Fithe Perinans o(mLipgeRss and use the

.generally indicate identical, functionally simlar,

iIygation. Jorther draxings, ke referasicenmurnbersTheneralivi indicate identical,

funetiomallyt sidiilgr, t4reyfor stradtaratlyrsimiimosigiigts.” Ther &2%eng in which an
nunber. [0008] FIG | is a flow diagramillustrating

elemerx gl apyedrat LRomdlc st Sy e SN -

- using trus?'yé%l har dvvare-t%%??d&ﬁe enctYSItaﬁilgﬂ%[ggiérH}%ngﬁfrégpondmg

:[0008]- ' ,EIGV. 1 is a flow diagram illustrating an exemplary method for

aésembly-signature service using trusted hardware-based credentials according

 to an embodiment of the present invention.

.[_0009] _ FIG. 2-is a flow diagram describing an. exemplary - méthod for
'authen_ticating _assémbly_—signature using truste,d hardware-based credentials
' --aé;bording to an embodiment of the present invention.

'['0071 0] = FIG. 3 is a diagram illustrating an exemplary identification éredential _
| according o an émbodiment of the pre-se'nt invention.

B [0011] FIG. .4 is a flow _diégram illu_strating an exemplary method for

‘generating an identificafion credential according to an embodiment of the present

invention..
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" to_an _enbodi ment of the present invention.

- har dwar e- based credential s

VP 2%/02458 di agr am descri bing an exenpl ary netMekUS9p4/025216

aut henti cati ng assenbl y-si gnature using trusted
according to an .enbodi ment

of the present invention. 20 [0010] FIG 3 is a
diagramillustrating an exenplary identification
credential accordi n@ETAIRBEDEDESEHREMION the present
invention.” [0011] FIG 4 is a flow diagram ‘

jooH QF ratiywhiignieX Bradeft ynvERkibA gsf 8é§cr %ﬁ'lﬁ‘ Q/vrﬂp feference o

I dentification credential accor

'@‘E‘ﬁ%@ﬁ ouEP60baeiS ke iy deibicate fcf&% rzg%rstood that

b sent Yent O\Q ? d%SCfI bed here| n wt
JAIgE 15 got Jimyitgd dheret, o Tarsm akiied i fh%fe|®‘éﬁiﬂtla¢'iﬂ$hwlth access

appl ications, it should be understood that 5 the o

tenidhet feashingsopravided: dwerelnerwillo. retogsizes kadditimhal nniduifications,

rel evant art(s) with access to the teachings provided -

applieations| landr embodiraenta ddithin dhel soopdi fHegash anG addltlonai fields in
applications, and enbodi nents within the scope thereof '

whiih éﬁx@b&in@@ﬁﬂs cff'tﬁév\g?esgﬂgg OPRSI gﬁﬂ?l Cg'q?tsfﬁrﬁﬁce{ng%tmty

present invention

L nenF%"f&%&ﬁt*' o' oAt o Rl embodiment, an

i nventi on neans that a

9’6‘5%3!'@%!? arorf @JMB% '%rE&OQEPaWe < then Bresani; invention means that a

descri bed in connection wwth the enbodinent is
parHevian daaiueatstiustise @ncharastatistiendesdribiete iprazmesttion with the

i nvention. Thus, the appearances of the phrase "in .
embedlelémasnimtddmloneat ileegsti oney @misodiment of the present mvent:on
Thus, the appearances. of the phrase “in one embodlment” appearing in various
places throughout the specification are not necessarily all referring to the same
embodiment. | |
[0014] Embodiments of the present invention are directed to a method for
using trusted, hardware-based credentials in runtime assembly—éignature and
secure ‘mobile communications.  This is accomplished by employing a

cryptograph?c processor within a mobile device. The' cryptographic procesSor

prowdes secunty services, mcludlng, but not limited fo, symmetric (i.e., usmg the

 ‘same key to encrypt and decrypt a message) and asymmetric (i. e., usmg a public

key to encrypt a message and a private key to decrypt the message) ¢crypto

| capabilities, hashing capabilities, and secure storage for keys as well as platform

integrity metrics. The trusted hardware-based credentials are 'dsed to generate a

new ftype of identity, called the identification credential. The identification

4 .

[0009] FA SEP 9nng
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5 pl aces throughout the specification are not

14 SEP 2006
WELW8YeAP42y all referring to the sane 15 enbo@®CRAISL04/025216
[ 0014] Enbodi nents of the present invention are

directed to a nethod for using trusted,

tradontil errzgs efiyC bedebed abyp trustédindrii®s in a wireless network. By
assenbl y-signature and secure nobile conmuni cati ons.

' | t hi
J)Héﬁdah@or W.‘E%hhﬁﬁec%g%ﬁ‘hg@%e@y '(l:'Lg‘rSh s, C\(F:v?fﬁ ﬁgg@g 'ﬁl%rdware -based

. proces

i ncl.udi n

BEISHRS A B HARE EPbIE pP oYU Ryons s bbr e

[56){ to encry t and decrypt a message) and asynmetric
| , us.E«ﬂg adimis cof ﬁ@y%ﬁ%ﬂcwsﬂt@ r@@ﬁé’@(ed!ﬂ*\té! Fignatures

private key to decrypt the nessage) crypto
baspdton tnuster] haedbidnegcredpatials i (Biges thenidbrdification staxfengial) rather

for keys as well as platform integrity nmetrics. The

© than peesbrizh clyderttiang s hity Ritytd aigﬁaacertméstést(e g.. X.509) require

generate a 25 new type of identity, called

S S Lt 8 S8 00 5T s

2006

VA LA, R ol ﬁﬁaﬁa&hﬁ%mﬁ ' such o

with trusted hardware-based credentials,

th
for exanile« Airnebile shonrenand are tharafarathasder t%forap rtba@d,lser-based
[ 0015] Enbodi nents of the present invention enploy '

cigdghtials. si gnatures 5 based on trusted hardware
credentials (e.qg., the identification credenti al)

[0046Per  tEAmHOKMEMAST meetﬂsmed HapdwailVe- b@séd)@ﬁa)deﬁtlal format may "

digital certificates (e.g., X 509) reqwre
o |
ORI, i S B, 0 e [P s IR v

R@@Fﬂ%ﬁﬂ@@ﬁ%ﬂﬁfm&%ﬁg%i&%ﬁa@% FanBhigbeilinich e to sian

e than user-based

_vanous tyges of documents, such as, but not fimited to, assembly files, JAR

(Java™ Archive) files, XML (eXtensible Markup Language) files, etc. The digital

signature of such docUments provides confidentiality, integrity, and non-

‘repudiation to enhance the security of high-value fransactions over wireless

' networks. For example, the information within the document may only be read

and understood by the sender and the intended receiver. The information within
the document may not be tampered with accidentally or deliberately when in route

without all parties involved being aware of the tampering. Also, the sender may

not deny sending the message or transaction and the receiver may not deny

receiving the message or transaction.

[0017] Although embodiments of the present invention are described with

respect to mobile devices, trusted hardware-based credentials in runtime



'10 credential s.

_ [0016] Enbodiments of the trusted 19 SEP 2006
Ko e msizased credential format nmay be used . ICT/US2004/025216

runti me environnents, such as, but not linited t o,
Java s JRE (Java Runtine Environnent) .NET"s CLR

ERED IRANEORAY B LR Wby 88 et KR crvptographic
é’f?i?%%' e 8 e ere%ﬁ“%é‘\fwee ShmponBafs: Jror example,

ure of such docunents rOV|des confidentiality

ar@warer#@ampreﬂeﬁtels aeasbhe used dyatiested Iﬂ@SktOPS and laptops

securlty of high-val ue transacti ons over wreless :

~ that includle. seourityeRardware avee wiredonetatoiris) (e, hocal tarea networks and

docunent may only be read and understood by the

Veido Gesa ggﬂvdrkg) sotvended receiver. The information
within 20 the docunment may not be tanpered with

[g?fg]dent aldy aQéerﬂB‘g‘ dgeé Hielf \ﬁWﬂ@ﬁ‘ oép@%@/“@@rmi%foﬁg%re requested

parties Invo bei ng awar e

o AR R PR v

10

15

' processor an

t he nmessage or, transacti on. [0017] Al t hough
agestblished. o3igning an esseMul, eaRYiesSHName digyenessiand prevents

wWth 25 respect to nobile devices, trusted

: shbstzﬁuﬁrmabaﬂned assenpblyt with $hé samenname fob tHOSERANDK A6t one has

2005/ 020542 PCT/ US2004/ 025216 assenbl y-si gnat ure nay

plvideske dBY i dgaeyhﬂeWaee-bbbea Ir@ﬁledd@éntﬁlc@t:bjﬁtd?édéﬂ\’m(to sign an |
or other trusted hardware and twar e

" .
SRR A
t Qps at. ncI ude curity hardware, over
of B8, SohembiPy SORINHEF B ée%mb@ S5 Biivils Hist, hierarchy.
..networks) as wel|.
Having a ru:%tlme ldentlf cation credential based on trusted hardware such as a
cryptographic processor, effectively sirengthens the identity of a runtime assembly

by confirming; with a high privacy guarantee, that a particular device is a trusted

device that can attest to various components of the mobile device (e.g., the BIOS

~ (Basic inputhut'put System) and other hardware within the device) and the

20

'conﬁguration of the device; the_reby en'suring that the report may be trus'ted.'
Providing a hardware-rooted source of frust in a mobile device enables high-value
" mCommerce to ope_rate ina trustwerthy .manlner.

[0019] FIG. 1 is a flow dia'gr'a'm 100 illustrating an exemplary method for

| assembly-signature using frusted hardware-based credentials accordi'ng to an

B embodiment of the present invention. The invention is not limited to the -

‘embodiment described herein with respect to flow diagram 100. Rather, it will be

epparent to persons skilled in the relevant art(s) after reading the teechings
_ e o | _
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- [0018] An assenbly is a file at which security

_ identification credential is a digital file used to cryptograp

19 SEP 2006

P 2088I0643s are requested and granted. An asseahlus2e08/025216
al so indicative of the |level at which identity and '
trust are established. Signing an assenbly ensures

| PrevRIedrhSIENERE AREr RIRMRAEE floRUliaGidnE iR6 vl hBE scope of the

assenbly with the sane nane for the assenbly that one

i cati'on Crede n ah ass
t use that assenbly have the ability

R%ggﬁl’éffﬁa‘tf’;ﬁﬁi?ﬁ%wgent ity of the assenbly's devel oper by

a public and/or private trust hierarchy. Having

R, PR e Dot i DBEE 7 WISt heked mmadatoly

18620kt o 1 iBchiopki 104 @ rrasuR arallenigs b ened istssdected by a

hardware, such as a cryptographic processor, .
seftivewe i appligatinm emgihgnentthe uskerd imabilef davicent Time cryptographic
assembly 15 by confirmng, with a high privacy

peoEEsROF &vthin Bé MoBRE tdeidéa [dedeMifEs i hashliHSbREk 106. In one
device that can attest to various conponents of the - .

o\ Bofinint i UppRbd Al BATGE KAAUA ribiibaical nasning

ereby ensur at the

in a nobile device enabl es hi gh-val ue

b AL oRMiRs a6 dipcimeriLinky o, SEHE MEPRC (isfpised 10 as the

source of trust

- hagh)thahindied tq (erspeueR.e in a trustworthy nanner.

- [0019] FIG | is a flow diagram 100 illustrating an
[092dfpl ar yinnodlod08pthe haske b byeryplptawith ¢he siseds tprivate ey, also
har dwar e- based credentials according to an enbodi nent -
kridwii Bi§ i SigRitg ke e biddite aldigitalnigdthie) is not linited
to the en"‘go'gfigneef?t/ descri bedghereﬂgwth respect to :
di a i b A e o
00220 . e 10/ St ot R4 RIEERBh o, ano

persons s

R o PSS PR ARG 1o e, Tho

functional flow diagrams are within the scoRg ?If lg_hg -
ically bind a mobile

device's public key to specific trusted hardware attributes that provide sfrong

- binding to the identity of the user’s trusted mobile device. In one embodiment, the

' identification credential may also include information relating to the identity of the

20

user as well. Thus, the'identiﬁcatiOn credential binds the public key to 'informatioh

~about specific trusted hardware in the mobile device, such as, but not limited to,

the cryptographic procéssor. In one embodiment, the identification credential may

bind the public key to information about specific trusted software and/or hardware

‘components in the mobile device as well. The identification credential will be

~ described in detail below with respect to FIG. 3.

~ [0023] F!G_. 2 is a flow diagram 200 describing an exemplary method for

25 B

authenticating assembly-signature using trusted hardware-based credentials
: e e o
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i nvention. The process begins with bl ock 102, wherel 9 SEP 2006
R2097898%s i rmedi ately proceeds to bl ock 104 PQIoE2eN+025216
In block 104, a docunent or file to be signed is

selected by a 5 software application running on the
acperding o bnl emilevirent of tee presenbiveption. Tikednessiion is not limited
within the nobile device deternines a hash in block N
t%qgle-_én:ibdtﬁkﬁenﬁ BESERHER herdim WIHQ%Bﬁ@&tto' flovBRdre ?Qo.a Rather, it

ublicly known mat hemati cal hashing function tha

ViR e o BRI i P loTH IR Bl 326 3y toachins

0 as
ed with the, us

_ Ir.Qlock 108, the hash i.s encr ‘s |
 nbyiged Seegln mat dinet nriond ok sgais, e i3 The sgope of the
,a digital signature. [0022] In block 110, the original :
- InnsilieBnt Theproerss beginst with tledd8d2i whereible prasess immediately

digital signature are transmtted over a wreless

- ‘pretesuiskothtock 2@Li pi ent. The identification credential

B is adigital file used to cryptographically bind a

[MA' ¢ 15/ ¥acke204 P ublddipikAs (devitee WuchCab, Bt ¢t limited to, a

~“hardware attributes that provide strong binding to

oS ik W, Y U AR, AR tho g

15

SRt ot AT 2 Sl oot

binds the public key to information about specific
thei tha digitalsignatiee must be viedfiede devi ce, such as, but

not linmted to, 20 the cryptographic processor. In one
- [08@Bpdi menin, bibble 206¢ the icopfiutemdscrgpgnthieadigital sighatfe using the

the public key to information about specific trusted

pUct ke, EIrﬂ'&ﬂidIszmrméaﬁ@sh BPﬂ’E@Bﬁﬁh%li chﬁ%n{ﬁ%dlaﬁ:uéaeted. The -

devi ce as wel The identificatioh credentia

- meBIAIEP SR BeiatBy thi el 38 g e Jesh is publcy

~exenplary nethod for 25 authenticating

: kngg‘gbnbl y-signature using trusted hardware-based

-credentials

[0026] - In block 210', the computer comparés_ the hash it has computed from

the received document with the 'now,decrypted hash received from the document. _

In decision block 212, it is determined whether the document has been tampe’red '
with during transmission. If -the .document has been tampered with during
'_tra'nSmiSSion, the two hashes will be different and the process then proceeds to
20 - block 214, where the veriﬁ'caﬁon process is indicated as having failed.

[0027] Réturning to decision block_ 212, if it is'det'ermined that the document

has not been tampered with during transmission, the two hashes will be identical

and the process thén proceeds. to block 216, where the v'erification proceés is

-indicated as being authenticated.
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7 9 EP WD 2005/ 020542 PCT/ USZ 04 S/ 025212006 19 SEP 2006
aacmoesiongizt o an enbodi nent of the present i nvemdrmzze4/025216
The invention is not.- linmted to the enbodi nent

descri bed herein wth respect to flow di agram 200.

r,: i tF i . r: : i eed Nus .
OB e o'y <) o7 BRPARIRu PORS] EROPPRIL icdftcltion) rodentil
Srein. t, ot her . functi.onal flow diagr are Wthin -
0S8 gp HrifamBbHGi & e bbb ISRLEGR., Jigitichfor credential

@oc_,k 202, where the process inmmedi ateI%/ proceeds to
ok Jwadwarspbaged nfos $erUPE ACOTHTY! e VB eAsSyMblsigRature.  In
such as, but not limted to, a conputer, receives the

- ehoeparison, ta tdigitad ecariifiGates, whidr ede nbrmabitedratcdadrding to an x.509

digital signature. The docunent is then identified as

n bl ock

. stenduyds idengiticaiiorn @édentiah 000 IRlidedy a[ L(l%mztlsv]héipht Wermat (i.e., much

digital signature nust be verifi ed.

- shMilert e spRRHLST Fﬁﬁ%{ ?%kﬁr%@%)? '?{gi %g&@@gﬂ% "theUilnfttions of

the public key.

 obceBEsn bR Bihod ol s e Mochbin, AR 1§ ThbfRsayices. The

15 [0026]: 1 n bl ock 210,

s pu?]icly kngmn._ l.n bl oc] the
cegynation Qfdhpdicetweightfaanat of iMgatilicstiont@adentizh 3Gthand the fact

recei ved docunent with the now decrypted hash received
tat dhist beurtb tu aethysted |piatfierol, ssumh 4% dhd LB&Ps mobiles device, offers a
det erm ned whet her the docunent has been tanpered

vaytuseful tooidor eraiifigsmpavalld nidnshefst B mdbik destes.

tanpered with during transm ssion, the two hashes

[0629] be diffpbamt inaﬁﬂa.télﬁgeﬁﬁﬁc%?iént&saema%fmﬁ% ﬁleg&ré%d using

bl oCk 214, where the verification process is indic
o SOHE Y RS e BB L RNTGRH BR 56 rorma,

'identiﬁcatio'n. credential 300 is not limited to an XML format. Those skilled in the

relevant art(s) will know that other formats, such as, but not fimited to, SOAP

(Simple Object Access Protocol) and SAML (Security Assertion Markup

Language), etc., may also be used.

[0030] Identification credential 300 comprises a cryptographic processor

identity .302. Cryptographic processor- identity 302 includes the public key.

.Cryptograp_hic processor identity 302 comprises an identity label 304 and an
identity key 306.

[0031]  Identification credent_ial 300 also comprises a general description of
the cryptographic processor and its security services, identified in -FIG. 3as

- <#cryptographic processor> 308. The information within <#cryptographic

processor> 308 is copied from an endorsement certificate (which will be described

below with reference to FIG. 4). -



" has not been tanpered with during transm ssion, thed SEP 2008

WoRohaehes W Il be identical and the process i’h?ﬂ}szommbzlﬁ
proceeds to bl ock 216, where the verification process
is indicated as being authenticated: 8 1 9 SEP 2006

005/ 0

{08 rarh , Q%Bﬁq:aggn{qéj‘s %g@gﬁﬁzé&? Lagﬁ% ﬁFQ%?T%hIGSESCFIptIOH of a

credential 300 according to an_enbodinpent o

piptfernidevicavasiv itssecudiynpropedtias 310.deealdiad i E'@o@ gss<#P> 310.

har dwar e- based for secure control over

o The srfolvhaticr whbhinugiP> 810 iscogiad ifroom atmaalfbrgn cettificate (which will be

10

15

20 -

25

“then bound into a single identity.

certificates, which are formatted according to an

| 'désc'?i@;%d%éto%ﬁdﬁﬁﬁj réf@iéﬂééftd3qileon4yfedt#l¥t>l @108G0rther includes a

utilizes a |ght \NEIght format (i.e., much smaller in

' céhﬁé?g(ﬁlngg{&@ gééég f(t)ﬂr) ‘é"is’dggiz lth% lﬁ@ﬁﬂ?"’ﬁ?ﬂ@éﬁéﬂdgﬁon credential
oy ?ﬁ%hkgéﬁpﬁéﬁ% 'ﬁrm@f Hﬁvt@qﬁlpaaitrp?%sa'ﬁ kA"

-credential 300 and the fact that it is bound to a

[0083kt ed gFig fbisna §owndiagramAQQ dlusiratingi @ dngthpdctor generating

offers a 10 very useful tool for enabling high-val ue

- idefificatios eredentizb 300 ateviding to bAcaabodimestt airthe présedt invention.

3, identification credential 300 is illustrated- using

Th'@-;n inShti6® >f§ ﬁ%? iiRliRdMY tHéPeBRaHaas) désuribid. héldim iinrespect to

shown I n format, 1dentification credential 300 is

ﬂoﬂ@ﬁg@gﬂ?ﬁ %&Q( ?Se?%ef('\ﬂ'm&lgv'i\)lﬁa%pagé%ﬂﬁ f‘égérénrgfsklﬂe& hﬁ the relevant

'ar%ilagtgh o] te é,ﬁt’e@éléolggglls ?@é{g tfqr%?]]' ‘,@g@tkggl%:es?unctlonal flow

Language) _etc may al so be used. [0030]
diagremsi £re within theeazons &f theoinyentien.sedhg method for generating

. cryptographic processor identity 302. Cryptographic
idemtificatiorocraddatial 360 BaAainhe pedesned asipglihe crigetpgraphic processor
and a frusted software stack within the cryptographic processor. The process

begins with block 402, where the process immediately proceeds to block 404,

[0034] In block 404, a new hardware-based identity is established. In one

‘embodiment, the establishment of the new identity is performed using an

application program'mihg interface or APl. The establishment of the new ide'ntity
is an initiation prbcess in which manufacturers of the trusted hardware or third

party testihg_ laboratories provide vaﬁoUs certificates indicating that the trusted

‘hardware conforms to the Trusted Computing Platform Alliance or TCPA

standard, ' Main Specification - Version -~ 1ib,

In one embodiment,

www_.trUStedcm_putiriq.orq/docs/main%20v1 1b.pdf (2002).

- the certificates are appended to the. trusted hardware. All of the certificates are

10
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, Crypt ogr aphi ¢ processor identity 302 conprises an

19 SEP 2006

wdenbsdypsdabel 304 and an 20 identity key 306pcrR2dl2s216
I dentification credential 300 al so conprises a genera
description of the cryptographic processor and its
curity services, ldentified in. F
(REERH] o0 oo P ETpoltEala I SRR keY sPefRate. s fqun s an
<#cryptographic processor> 308 is copied froman .
Enflomesesnlitertiientes eLtRIqTAMeRt Gerfogie (rdserpd By theentity that
below with reference to FIG 4). 9 1 9 SEP 2006 WO

~ endeSELa2hs 45y pRagiapsizqUeceesrl  HeoBadrseanent Certifiaate includes, but

credential 300 al so includes a general description of

isanotliitb@te] daVLe subjbdt tahdsBruUplblic ke péthe esy@blraphic public

identified in FIG 3 as <#P> 310. The information

_ Ay is copied froma platformcertificate
er?\‘.iﬁ;?lg@e\fn\fﬁ%nﬁép descri bed below with reference to FIG

<#P> 310, f h i.ncl.ud ifi i :
B R ARSI oBeSEF EagatgAr, e Pt
Cradeniatinpsies i PURET 6 it prdaisemet ceiicRIsATat ungiyely identifies

FIG 4 is a flow diagram 400 illustrating a nmethod for
thgemetonsémaf the gdsifarti and itlhe moded éie.i the BoGior ebitle Agrdware and
an enbodi nent of the present invention. The invention

sofsvdaretfor iheid OPQWPMQ% nt described herein with
respect to 10 flow diagram 400. Rather, it will be

[08BPR" ent \g«ftn'g RS cBKiflcaRe! ish thi® Coffdiltice SCiddehtial.  The

r rea I ngs provid herein that other

cafdfiheReh, Crodhial| AT Bk M bl G RiRpainiG Brocessor

credential 300 is majnl ﬁorgerforrred usi ng the

cogilissayitning TCBASPESHIEAlIoRNd a trusted software stack
wi thin the cryptographic processor. The process
[0038] Once the cerlificates are bound into a single hardware-based

identity, the information within the single identity includes, but is not limited to, an

”iden_tification of the cryptographic processor,'a'ri identification key, information

about the cryptographic processor, such as security properties, hashing

_ propertiés, etc.

- [0039] In block 406, all of the data gathered in block 404 is boliated. In
‘other words, the data is collected and collated.
-[6040] ~ In block 408, an independent, trusted third party, such as a
| Certification Authority (CA), receives thé collated data and attests fo its identity. In

- block 410, an attestation check is made to verify that the single identity operates

'proherly.
[0041] in block 412, the single identity is formatted into identification

credential 300 displayed in FIG. 3. Again, identification credential 300 uses

11
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15

20

implsmeniednasing, hapdivarespseitw

15 begins with block 402, where the process 14 SEP 2006
Winaoen/eeed2y proceeds to bl ock 404. [0034] | n BCEAR2004/025216
404, a new hardware-based identity is established. In
one enbodi nent, the establishnment of the new identity
Hedward-pased Htebkd eredenfipki tatimrovy ¢ anustngrthiness of mobile
interface or API. The establishment of the new

ohs an initiation process in which

-manuPac urers of the trusted hardware or third 20

test . abor at or [
I oIt AR R SRR HEHhE Brassut,ygntion may be
confornms to the Trusted Conputing Platform Al |ian J :
rg)r@atqfoﬂ GAIRRINgHoR | tkﬁfeo and may be
WWW. t 1 ust edconputl ng. or g/ docs/ mai n%20v1 1b. pdf (2002).
impleaentedtin dineeat more lomperen Sysiemesorapthen ppecassing systems. In
the trusted hardware. Al of the certificates are 25 '

=-féche'ﬂ diBfhboliert, ievakbthdddanty be. ln‘%ﬂerﬁénﬁﬁnﬁagrém executing

2005/ 020542 PCT/ U52004/ 025216 [ 003 One such

gﬁﬁh@%ﬁﬁi{:&ﬁﬁg@% fsﬁcheé(s Blléﬁﬁﬁ@é{)ﬁ@ﬁ oA Spersonal

cate

dghesye ?&'58 b b?ﬁ%se”t%'%eﬁ%&?iﬁweéﬁt AP &g Grectronic

i ncl udes, but is not limted to, NUL L su&ect and
d?’ﬁ‘@eﬁ)dbﬂ @aﬁléyn@f-'d@ %P@%ﬁ@@r%&ﬁy@og@ﬂ i coprocessor, a storage
endorsenent identity. [0036] Another certificate is
miediunkl reatiable by dhe mroeessartandPihe topracesser dnciugling volatile and
i ncludes. a pointer to the endorsenment certificate that -

novEltile/ rﬂéiﬁ@tyl dridter stofgecodaiains), et lédut apleahpat devioe, and one

the nodel (i-.e.; the revision of the hardware and
o forSRnicielibes - PASUEN 2503 EANEANE he il MATH veng ne

mqu device to perform the functions described and to generate output

~ information. The-routput'information may be applied to one or more output

devices. One of ordinary skill in the art may appre_ciate'that embodiments of the

invention may be practiced with various computer systemn configurations, including

' multiprbcesSor systems, minicomputers, mainframe compufers, and the like.
'Embodjments of the present invention may also be practiced in distributed

'_cozhputing environments wheré tasks may be performed by remote processing

devices that are linked through a communications network.
[0043] Each program may be implemented in a high level procedural or

object oriented_progrémming language to communicate with a processing system.

However, programs may be implemented in 'éssembly or machine language, if

desired. In any case, the language may be compiled or intérpreted.

12
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" Conformance Credential asserts that the named 19 SEP 2008

gphi c processor ~conplies with the TCPA-1/us2004/025216
‘ggbéé?:‘lssﬂ%%?i on. [0038] Once the certificates are bound

into a single hardware-based identity, the
informatiqgn within th but

10044}t | i Rregwmn dnst %ogg ggrquﬁgtg@: LN U% figneral-purpose or

crypt ographi c processor, an identifi catl on key

. SpRCRI-puIKoSe pINSassing systerptibgt @q‘o@ir@grﬁrrue%%mh t@%mﬁta&cﬂons to

security properties, hashing properties, etc. [0039]
obhotite 4Asthodt | dederibled Hatein gatAlereatively, bihec kneithodssmay be
collated. In other words, the data is collected and

| %Pﬂohﬁbgdbmﬁécﬁﬁdf%rd\ﬁhr@' eéﬂﬁpﬁﬁéntsafhdtn&ﬁﬁ@iﬁdﬁﬁwwwed logic for

Perast e party, such as a Certification

B! Y Pt o A, SRR L4 RO Eomuter
cég'@gggﬁgﬁt gr[l VS:L;IQ% ﬁ;lh ?;ﬁ\g%r%eﬁrlgg b%étlsg f‘ﬁléeie tg)(qtﬁﬁﬁ ! %{e%%yiged herein

formatted into identification 25 credential 300
miiys e qyrovided @ @ cGMPAtRIi Prograisnpriodushthialnmay dpeldeap machine
300 uses 11 SEP 2006 WO 2005/ 020542 PCT/ US2004/ 025216
rdxiatie rredian drhvirg stoteiltherede instaictions thatpmay betused to program

trustworthi ness of nobile communications. [0042]

a Prbt&d ﬁé@éﬁﬁo@&l ng’pré%trﬁﬁraée\ﬁée t&ﬁeﬂémsmé methods. The term

i nventl ement ed usi ng hardware

rﬁ%ﬁlﬁﬁgﬁ?ggblp%gﬁmt‘ngﬁ “rﬁgcﬁlﬂﬁpﬁég rs@fsl?)ges r%lalglr &ed herein shall

- ochSI ng dﬁgn {%t é!ﬁgﬁ%&%fﬁn € %ﬁﬁg%@gﬁ}bg gé Sequence of

instructions for execution by the machine and that causes the machine to perform
any one of the methods described herein. The terms “machine readable medium”

and “machine accessible medium” shall accordingly include, but not be limited to,

solid-state memories, optical and magnetic disks, and a carrier wave that encodes

a data signal. Furthermore, it ié common in the art to speak of software, in one
form or another (e.g., program, procedure, process, application, module, logic,
and so on) as taking an action or causihg a resuit. Such expressions are merely a
shorthand way of stating the execution of the software by a processing system to

cause the processor to perform an action or produce a result.

[0045] While various embodiments of the present invention have been’

described above, it shouid be understood that they have been presented by way

of example only, and not limitation. It will be understood by those skilled in the art

that various changes in form and details may be made therein without departing

from the spirit and scope of the invention as deﬂned in the appended clalms
13



" on programmabl e machi nes such as nobile or stationgry SEP 2006
POM/e0Ss2 personal  digital assistants (PDAs) pcr/us2004/025216

set-top boxes cel lul ar tel ephones, and ot her
el ectroni ¢ devices that each |nclude a processor,

THAEURY BRI pE8R-REEBE Be fkshRiRERyP sBUGH: be timited by any

o e gbarbedmaioss sfemeiy ”@:Yaﬁ'oé‘fnéénetsgﬁw EnddflBengemned in

or -nore output devi ces. Program code is gflled to the
ageordanseavithithesfollgwingeslaimspand thein equivalepts: f or m t he
functions described and to generate out put

~information. The output information may be applled to

one or nore output 15 devices. One of ordinary skill
in the art may appreciate that enbodi nents of the
i nvention may be practiced with various conputer

- system configurations, including nultiprocessor

systens, mniconputers, mainframe conputers, and the

-like. Enbodinents of the present invention may al so

be practiced in distributed conputing environnents
where tasks may be performed by renote processing 20
devi ces that are linked through a comuni cations

net work. [0043] Each program may be inplenented in a

“high level procedural or object oriented programming

| anguage to communicate with a processing system
However, prograns may be i npl enented in assenbly or
machi ne 1 anguage, if desired. In any case, the '

| anguage. nay be conpiled or interpreted. 12 9SEP2006
WO 2005/ 020542 PCT/ U32004/ 025216 [0044] Program
instructions may be used to cause a gener al - pur pose or
((( special -purpose processing systemthat is
programmed with the instructions to performthe

. met hods described herein. Alternatively, the nethods
- may be _

14



performed by specific hardware conponents that contain
hardwired logic for 5 perform ng the nethods, or by
What Is ©aimed & nati on of programed conputer conponents an'plg SEP Qg[gﬁ
cust om hardwar e conponents. The nethods descri bed
herein may be provided as a conputer program product
that may include a machi ne readabl e nmedi um havi ng
stored thereon instructions that may be used to
1. Apethpddes assemblysignaluse CalRising or ot her el ectronic

device to performthe nethods. The term 10 "machi ne

enablirdpbelectivrdofuartocument o henelectronically Sigaedibyi alnberuvad
herein shall include any nmediumthat is capable of.

trusted cSrhMitingYe? encodi ng a sequence of instructions for
x@guglonﬁgy the machi ne and that causes the machi ne

- to erf m.a e of the nethods descrlbed her ei n.

caiﬁ. F%?E’@mf%%&@”ms%abl e nediunt . and "machine
- accessi bl e medi um’ shall accordingly include, but not
enpeyptingrthechiashoyith1s peate ey obthe usento create a)dtgutalamgnatm‘e

magneti c disks, and a carrier wave that encodes a

and data signal . Furthernnre, it is compn in the art to
speak of software, in one formor another (e.g.,

soft {1 SockirRE o ifentBEREF el bk WralGiiitTg a2
result. Such expressions are nerely a shorthand may
recipient %qmautlasldeglcemhefﬁladm ldentlftsﬁthm@rewttamrepwsa digital fife
processing systemto 20 cause the processor to
used to grptbgraphizallyabindom publi key te epecific tubted Hdidda Mributes

vari ous enbodi ments of the present invention have been

e IR Dotk AU SpHREHO Do
be understood by those skilled in

at i
computing(-#%w%rpsﬁgﬁg@a\gmﬁ o changes in formand details may
be made therein wi thout departing 25 fromthe spirit
and scope of the invention as defined in the appended
clains. 13 1 9 SEP 20D8

2. The method of claim 1, wherein the trusted computing device comprises a mobile

device.

3. The method of claim 2, wherein the trusted mobile device comprises at least one
~ of a trusted mobile computing device, a trusted cellular phone, a trusted personal digital

assistant (PDA), and a trusted iaptop.

15



WD 2005/ 020542 PCT/ US2004/ 025216 Thus, thebreadth and
scope of the present invention should not be |inited 19 SEP 2006
4. Thp mwihodoof clain o owksreiasthei iedtificstion crdgntishivomipriess @
but should be defined in accordance with the
cryptographi: pricassor ldehtip haity ArRbtfeaty idénts !'s
gCF ai ged Is: 19WSEP 006 t1. An\@eﬁéﬁﬁnolﬁl&tﬁéaﬁ%%y
assenbl y-si gnature conprising: enabling selection of a
docunment to be electronically signed by a user via a
rusted conputing device;, calculating a hash for the
5. Thegethog:of clae 1, wheralg the islentification eradentiphdomprisesa genéral
. the user to create a digital signature; and sending
descriptioh eofda anypographion prodestor fandathieosecaity dumlited) offéted By the
digital signature to a recipient Conputing device,
crypto ' e identification credential conprises a
piog igi?gFes%lal e used to cryptographically bind a public
key to specific trusted hardware attributes relating
to the identity of the trusted conputing device, and
' wherein the recipient conputing device resides on a
6. Theamaied of dainThenhesain the identificatiom ctedential cemprisdsea fensraied
_ _conputing device conprises a nobile device. 3. The
descriptioretdfios tedsted] Piatorn/dedies ind *sB@lJr{l}f L) iedD rl fhed Gisfel
conprises at |east one of a trusted nobile conputing
platform/@i&idece, a trusted cellular phone, a trusted personal
digital assistant (PDA), and a trusted |aptop. 15

7. The method of claim 6, wherein the general description of the trusted
platform/device and the security properties includes a name of a Certification Authority

used to attest to the identity of the identification credential.

8. An article comprising: a secure storage medium having a plurality of machine
 accessible instructions, wherein when the instructions are executed by a processor, the
instructions provide for enabling selection of a document to be electronically signed bf a
user via a trusted computing device;

calculating a hash for the document;

encrypting the hash with a private key of the user to create a digital signature;

and

16



4. The method of claim1l, wherein the identification
credential conprises a 19 SEP 2006 cryptographic
s@ridiethe document! art idehficatich @eddntlanand th@adigusan slbﬁétexle tard

an identification key. 5. The met hod of claim 1

recipienf ARy bejice, Whele Ie3erifodtbf ERRARY o3 i,
used topq“rﬁqiseé’,»ﬁ%' I Bieha ANRHSYolo Sheslie slesinEaBnarS, AGTbUs
identification credential conprises a genera

relating toe dher ideniity rof athe drusteds tendpuytingt device] ded iviherein dhe aecipiehty
properties for the trusted platfornidevice. 7. The

conlumﬁﬁkh Py erein the general description of

P the ?gagdég @pﬂ%%m device and the security

properties includes a nane of a Certification
Authority wused to attest to the identity of the
identification credential. 8. An article conprising:

9.  Theartigle okelaima,cvherein the Wesled-epmpufing denice gomﬁnseaalimted

accessi bl e instructions, wherein when the instructions

mobile device. execut ed by a processor, the instructions provide

for enabling selection of a docunent to be
el ectronically signed by a wuser via a trusted
conputi ng device; calculating a hash for the docunent;

e hash w at e, key of the user to
10. T“?%@ﬁ%’facq%{"g@ SRR 1 ekt oblecovise comprings gtibast one
unment, an identification credentlal -and the
ofa thStQﬂ fgpblbl compytiag device; 8 taisted cekiarphoss, artarsted pensonal digital
computi ng device, wherein the identification
assistant (RDA}eard mirugt@mar,topes a digital file used to
cryptographically bind a public key to specific
trusted hardware attributes relating to the identity

of the trusted conputing device, and wherein the
reﬁ+a rF conmput i n ? .device resides on a network.
11, The 7article “of claim 8, whefein the identification credential comprises a

cryptographic processor identity having an identification label and an identification key.

-12.  The article of claim 8, wherein the identification credential comprises a generél

description of a cryptographic processor and the security services offered by the

cryptographic processor,

- 13.  The article of claim 8, wherein the identification credential comprises a general

description of a trusted platform/device and security properties for the trusted

- platform/device.

17
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9. The article of “cI aim 8, wherein the trusted 19 SEP 2006
conmputing device conprises a trusted nobile device.
f , d Hl
14 THE, PR B 46nC 8 vhid 2%*%0#@“5%?'0‘%3%@ of Y ey ©
it R S B AR S 5 AT

| aptop. 11. The article of cIa|n18 wherein the

usedtoamhtdthemm!tpnftljamahﬁdawn wedmtislses a crypt ogr aphi c
processor identity having an identification | abel and
an identification key. 12. The article of claimS8,
mhereln the identification credential conprises a

d

L
I f cl wh h
STOGHFFITS v rer el 8 2 ol S s

description of a trusted platforn device and securlty

wherein gke Bew fidentityhcomprises aertificates bound thgether. wherein tbe
SEP 2006 14. The article of claim8, wherein the:

certificatge rindicdte dhstctheptrisied dardware tdoHpbRshts Ic@hfbﬁh ntbdﬁVTrﬂﬁedm d
‘the security properties includes a nane of

.used to attest to the
Compuﬂﬁ%gfgﬁ)%ﬁﬁl#rﬁgwpg 1%&% cation credential. 15. A
thod for,. gene i dentificafion infrastructure

o8 ot FoataG Bl 51 e ot for sl BSidaigent | 1y baced
on trusted hardware conponents, wherein the single
sending threeallated datartp ai Geartification Atﬂhm fosatiost ta dhe identihthefithe
wherein the certificates indicate that the trusted
data; hardware conponents conformto a Trusted Conputing

Platform Al li ance (TCPA) standard; collecting and

pefBirhia bR Gtiedthtioh cHelBR off Heradte o Lty HeWHeFatBR W kSidIL ¥
new identity; and

formatting the single new identity into an identification credential, wherein the
identification credential is based on frusted hardware to improve the trustworthiness and

security of network communications.

16.  The method of claim 15, wherein the certificates comprise an endorsement
certificate having a public key of a cryptographic public endorsement identity for a
cryptographic processor, the cryptographic processor being one component of the

trusted hardware components;

18



sending the collated data to a Certification Authority

to attest to the identity of the data; performing an "193EP 2008

@ platformm credentidh eeRificate,! the platiorm! Gedesttialf verfifft@tecineliaing an
of the single newidentity; and formatting.the single

. : . . . ) i i
pointer Yo ctbfselnint Gercale: I el B shiofeP B4 ldom gpe =
trust.e ar re to i oV he trustworthi ness and
platform rioge! &;ﬁn%fp?%moweregpn% latlam GREPaes. 2 PARPARANG Sh the
clai m 15, wherein the certificates conprise an
trusted bardware cnmponents;and f i cat e having a public key of a
cryptographi ¢ public endorsenent identity for a

ac conforagino® Niredemtisic es/sfivate, t {he %ﬂ%ﬁﬁ%ﬁ%ﬁpﬁﬁl Ogsfiale

bei ng one conponent of the trus

: ; : f t certificat the
asserting SR R PloarahiC pRAsoP BB R = P Fompleincsgios
li Zﬁﬁy er to the endorsenment certificate that identifies
Alliance FPECHGAliGN. a4 pl atform and a pl atform nodel of the
platform wherein the platform conprises a conponent
of the trusted hardware conponents; and a confornance
credential certificate, the conformance credenti al

7. TiRemeihbl epéisim M6l Vo idéflficalth Cladiatomping:

processor conplies wt ruste
' (T, ecification. 17. The method of claim
a%’{fﬁ t@ﬂé&gé nﬁﬁ%sﬁﬁéﬁém ?ﬁ?’ﬂ%na'&r@%ﬁﬁt&n &%ﬁbrﬂ"@e?.ﬂ a
e rypt ographi c processor identity having an -
‘denﬂﬁcaﬁ@ifﬁﬁfi cation |label and an identification key; a
general description of the cryptographic processor and
a genenal dgsciption ©f she AfifRogaptiy prétessory AP SBARTY Services

processor;

offered by the cryptographic processor:

a general description of a trusted platform/device and security properties for the
trusted platform/device, wherein the general description of the trusted platform/device
and security properties includes a name of the Certification Authority used to aftest to

the identity of the data.

18.  An article comprising: a secure storage medium having a plurality of machine
accessible instructions, wherein when the instructions are executed by a processor, the
instructions provide for establishing a single new identity based on trusted hardware

components, wherein the single new identity comprises certificates bound together,

19



a general description of a trusted pl atfornfdevice and
security properties for the trusted platfornifdevice, 19 SEP 2006

whereinnther cariificaies ingicate tat disss tusted ihaniwafe témpdnentst eshform to a
pl atfornm device and security properties includes a

GHRRUBf thef ' iy used to attest to
TrUStEdt he ﬂé%ﬂat& ?/Iﬁg)f\m?ri]dequg?gﬁp%gm%h'art icle conprising: a
cure_storage i,um hayi a plurality of machine
BfEHaE a3 ShIAH TR e or M e veentis | ot Ut ons
are executed by a processor, the instructions provide
spaging:the £ollatedhilaty teia Sentificationswtharigripiatigst tie theddentity of the
trusted hardware conponents, wherein the single new
identity conprises certificates bound together, 19
wherein the certificates indicate that the trusted

PRRSEAE 1 SRS Aot O LR Bl oS e RPlRer ff e

of the data for the

data;

o |l ecting and col | ating al
"ew'de@&qéf‘é new i dentity; sending the collated data to a

Certification Authority to attest to the identity of
formattingl theasingle rrfear identity anto aint identification crbdunitialo whishin gt 2
to verify the operation of the single new identity;
identificatior! cle@ntRl &ibased O1ftred ' i the ;
identification creé%%??gﬁﬁwﬁﬁg?eln&%ﬂ%ehpggﬁﬁﬁwg%%ﬁy%n
o O ' ' d on trusted hardware to inprove the
security ?r@@%b@h?‘h@@@ﬁd security of network
conmuni cations. 19. The article of claim18, wherein
the certificates conprise an endorsenent certificate
havi ng a public key of a cryptographic public

19, Thenanicleeof olaim ok tviHereih Cthe acerlficuies C&bhbse CarP reﬁ&@r%é@ént
t he cryptographic processor being one conponent of the

cortfctd 1. R P TR, ol BB b o

certi
Locl uding a
cryptograbﬁ}g procesgor, the cryptographic processor being one component of the

trusted hardware components;
a platform credential certificate, the platform credential certificate including a
pointer to the endorsement certificate that identifies an endorser of a platform and a

platform model of the platform, wherein the platform comprises a component of the

| _'trusted hardware components;

a conformance credential certificate, the conformance credential certiﬁcafe
asserting that the cryptographic processor complies with a Trusted Computing Platform

Alliance (TCPA) specification.
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poi nter to the endorsenent certificate that identifies
of the 19 SEP 2008

an endorser of a platformand a platform nodel

20. Theatticlerofclainh ¢8,aiherdifh thedderttification edentibesmpisenponent
of the trusted hardware conponents; a conformance

<CEP e, R ooty GBS A1 S bl

- identiﬁcﬁ{oﬁi?(es'sor conplies with. a. Trusted Conmputing Platform

&hce (TCPA) specification. 20 1S SEP 2008 20. The
article of claim18, wherein the identification
acgengal t descriptionpoefi thes cryptographicopnocesisor apd ceeutity rservices
identity having an identification |abel and an

 offered bydretiyplogaphieprdce¥sora general description of thef]c ;
offere

crypt ogr aphi ¢’ processor and segurity serrices of f ¢
 GbneraOclnR Of RS AR RER e Sud RTHGLP s BF e
. for the trusted platfomdevice, wherein the genera
trusted %@@Eﬂﬂﬁvi%rwhﬂfem e gengraldespintion of Hedteustesbplatiormidevice
security properties includes a nane of the

and secufity pioperties inslidési amaniet of the GeritfioatiuntARshorityousednie attest to
identity of the data. 21. A system conprising: a

the identi/ 6fake8ath, system the processor systemincluding a
Crypt ographi c coprocessor having a trusted software

stack, the cryptographic coprocessor and the trusted

software stack enabling the generation of an
identification credential, a nethod for generating the

21, Asyslam comprsingon credential conprising: establishing a
single new identity based on trusted hardware

R i e
having-a-trusted software stack; the cryptographic coprocessor and the trusted software
stack enabling the generation of an identification credential, a method for generating the
identification credential comprising: -

estabiishing a single new identity based on trusted hardware components,
wherein the single new identity comprises cerfificates bound together, wherein.

the certificates indicate that the trusted hardware components conform to a

Trusted Computing Platform Alliance (TCPA) specification:

 collecting and coltating all of the data for the single new identity:

sending the collated datatoa Certiﬁcat:ion-Authority fo attest to the identity

of the data;'
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the certificates indicate that the trusted hardware
conponents conformto a Trusted Conputing Platform

Al | i perfoemitd @R/Altestation ¢Heckoh dis datalté eerify the: epeshtion of the
collating all of the data for the single newidentity;

sﬁ,ggq{e@gdérﬁ@.g lated data to a Certification Authority
td attest tO the identity of the data; 21 performing

an est at,j on, check gn the data to verify the .
opertinBiaghe Bpge Ten Bty an ettt orédratieh whereimg
formatting the single newidentity into an
theq ideptificatian iceadential disnbased, onHesstadn hatdware de ritipfaveathieon
credential is based on trusted hardware to inprove the

trustworthinyst land sscurignet nefri edrim@iicatiehgyor K
communi cations. 22. The system of claim21, wherein

the certificates conprise an endorsenent certificate
having a public key of a cryptographi c endorsenent
identity fqr. a, public ty cryptographic processor, the
2. The ﬂﬁ%‘%r%ﬂ?'ﬁ' Bﬂo&gg@m ﬂ@ep‘f”féﬁ)@fﬁ? ewSiSAcEn epdorserpent
trusted hardware conponents; a platformcredentia

certificate daving iac public kelyeofpa aryptographice patiiici exidorserrienf ideatity for a
including a pointer to the endorsenent certificate

B gt 0 R TS VR S o,

: [ nponent of the trusted hardware
“Uﬂedhégﬂg%ﬂéﬁﬁgﬁmgﬁd a conformance credential certificate,

tpgoconfornance credential certificate asserting that
a plagor giedenfioh sartificate othesplatformosrpiential verificate incluingda
) Computing Platform Alliance (TCPA) specification. 23.

pointer toTthe enyistsement certifivate that idehtiflesi ah értforded ON i flatfovhi A a

- credential conprises: a cryptographic processor
platform i€l tdfthe pRoRS, ARereMaRE 'didtioRth' Ophiseeh @RiboRSht of the
trusted hardware components; and

a conformance credential cerfificate, the conformance credential certificate
asserting that the cryptographic p-rocessor complies with a Trusted 'C_omputing Platform

Alliance (TCPA) specification.

23.  The system of claim 21, wherein the identification credential comprises:

a cryptographic processor identity having an identification label and an

~ identification key;

a general description of the cryptographic processor and security services

offered by the cryptographic processor;
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identification key; a general description of the
crypt ographi c processor and security services offered 16 SEP 2008

a?g:nbfa?d@dcﬁmgifmhis‘fedoﬁlﬁmﬁﬁlﬁéﬂibe 4Rd seéuring;F%%éﬁ&esB?fh@'

scription of a trusted platfornidevic security

] tr l.at f ord devi c erein
trusted PRBSEIdcES, Ve g oelifaCie o A SRl ot ubec .
: 1.and security properties includes a nane of the
and secyly Propegies iinshides @ame of theLerifisation: Aighority usedHio attest to
identity of the data. 23 _ o o
the identity of the data. ' '
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