; e3eyFyDdX6TF2H 1 ELECTRONI C MONEY SYSTEM AND ELECTRONI C MONEY TERM NAL
: BACKGROUND OF THE I NVENTION f. Field of the Invention The present invention
relates to electronic noney systens and to el ectronic noney termnals, and
. the present invention can be applied to, for exanple, electronic noney
systens using contactless IC cards. Wen it is inpossible to conplete
communi cation to a nmanagenent center within a predeterm ned period of tine,
the conmmunication is term nated indistinguishably froma case in which the
communi cation to the managenent center, iis conpleted. Alternatively, by
swi tching an operation node, uploading. and downl oadi ng are performnmed using
a predeterm ned portable termnal unit in place of a comunication |ine.
When it is difficult to obtain data required for processing through a
conmmuni cat i GRECTRENIEr HOBEYi S STEM 00 EXECTRANES MONEAt SERdEIREsed up
until that time. Therefore, when a line connected to the managenent center
has a mal function, it is possible to perform appropriate processing in
spite O%A U tion. 2. Description of the Related Art Hitherto)
el ectrofic s&’tgﬁ§ JdVE TGN abl e i nformation terminals hel d by users

are availab%g for use in sone areas. In this type of system electronic
nmoney ig- 1edCoPdedEn TAYSNEICY d, that is, a portabl e information

term nal, ang.. in ment__usi.n he el ectronic noney, the record
on the IC ca§8$?§gﬁg§§%egn%583¥98rﬁFE&Fegt%g ?ﬁ&?gfoPﬁﬁsmgﬁﬁﬁracting t he
payment 3Ry fram.t h I r.Qnj on the 1C ¢ .. The store term nal
directly comﬁ"rﬁniaggt éctso %hl%c%%r?gn@t %ﬁéﬁ%lgfﬁf t & o ?Fﬁ“r‘iaaé’é:r?éirﬁntcent er, or
t he st orgvie@liopal: ahe§Rr | C car t hen _cqommuni cat es
t he payr%ent to thgarra%%g%%{l %(ﬁ%ﬂ?%fﬁé%a_ nleen’t eﬁ'se%set “ed H}?ﬁletyhe
manageneis teeidt @lsinGoRSRIAII s Gd dsAsed 'W%ém%zpebf‘é %I@o%i%l]@ney

ed by e

systens, contact |C cards configured to be access ctrica

connect iten cotpaledl @ of@tinaa takeh W@%Hr%%g%rde‘ﬁtc%é#te&o@ﬂ@ﬂge% to be
accessed contactlessly such as by antenna coupling are availarﬂe for use.

Anong t pesdelt€radnds, pehanda oFontiars, es% |G &g ant enna coupling is
hel d near a reader/witer, which is a dedicated access unit, a

radi o- f tegqudnayedi gnali sttriagsiisthiaed vf famnt ke deadan Wity ghe | nduced in the
antenna of the IC card, and the IC card is activated by power generated by
t he radiFeMaggFaRdpnsitgndhe managepente dem teommendsonigiptted.hr ough t he
radio-frequency_signal fromthe reader/witer) the I1C card transmts data
stored PAt&TREFIVElYhebFoBWidoliag eadevendttion ndsieng wetomdimgpund rom t he

reader/grit r, the content of the nmenory is updated.
ownloading are performed using a predetermined portable

terminal unit in place of a communication line. When it is
difficult to obtain data required for processing through a
communication line, processing is performed based on data
possessed up until that time. Therefore, when a line
_connécted to the management cente£ has a malfunction, it is
possible to perform appropriate processing in spite of the
malfunctioh.
2. Description of the Related Art

Hitherto, electronic money systems using portable

information terminals held by users are available for use in

some areas. In this type of system, electronic money is



- 3 Contactless IC cards provide higher reliability conpared wth contact
:| C cards since the forner are contactless. In electronic noney systens, a
store term nal may record, for exanple, paynents nmade by I C cards in a hard
~disk drive or the like and may store the data. The store term nal may .batch
transmt the recorded data to the managenent center through public Iines
such as tel ephone lines. In the case of uploading such data concerni ng
paynents, a line may have a mal function. Specifically, it may require an
extrenely long period of tinme to upload data due to the high line traffic.
Furthernore, it may be difficult to establish a connection to the
managenent center. In such cases, when a sal esclerk perforns upl oadi ng of
t hese data after business hours and waits for the conpletion of the
upl oadi NMEEPFRE Qpidy Horrard hethat ekl e2 kPo@malnbe befebhetiongo hone. At
a store that_is open 24 hours a day, processing of paynents by electronic
money t eRAEMERAE al P0G il BAKENS 1 HrRATRSN naF LR dileat eleebreRi¢ or ni ng

upl oadi ng._In t{gséézge of syste various data are encrypted and then
transm tTEY ¥ ecet eI VwR r%‘?e%‘?ﬁi%@ Ryt aPY cakbgEninat ez hi nal

My del el e i ST ANEY ARt A MO L YR S L ESS: Ol em ! LS UCh @ case.
electronic money on the IC card. The store terminal
directly communicates the payment by the IC card to a
management center, or the store terminal records the payment
by the IC card and then communicates the payment to the
management center. The payment is settled by the management
center.

Concerning IC cards used in these electronic money
systems, contact IC cards configured to be accessed by
electrical connection through a contact and contactless IC
cards configured to be accessed contactlessly such as by
antenna coupling are available for use.

Among these IC cards, when a contactless IC card using
antenna coupling is held near a reader/writer, which is a
dedicated access unit, a fadio-frequency signal transmitted
from the reader/writer is induced in the antenna of the IC
card, and the IC card is activated by power generated by the
radio-frequency signal. In response to commands input
through the radio-frequency signal from the reader/writer,
the IC card transmits data stored in a memory thereof to the
reader/writer. Using data output from the reader/writer,

the content of the memory is updated.



t he managenent center when power is turned on and obtains new key data.
:When the systemis configured in this manner, and when a line has a
“mal function as described above, it becones difficult to obtain key data or
it requires a long period of tine to obtain key data. In this way, the
store termnal has difficulty in executing processing concerning electronic
noney. SUVMMARY OF THE | NVENTI ON Accordingly, it is an object of the present
invention to provide an el ectronic noney systemand an el ectronic noney
termnal for perform ng appropriate prA:?oc_essi ng when a line connected to a
managenent center has a malfunction. According to an aspect of the present
i nvention, an electronic noney systemis provided including an electronic
noney term nal for updating the anount of electronic noney in a portable
el ectroni c dé¢Rtacitigsssier earalsy aingyigte tHahdroteldsitd lnoney. The
el ectronic noney termnal includes a recorder for recording the updating of
t he el e 1T HAE L e &t e ct graedsohice yehenf$xmenezre ncl udes a
managenent section to which an update record for the updating of the anount
of the ecfoé’c?ar%ecg%ney i s conmuni cated through a comunication |ine. The
el ectronic ngrﬁe\é term nal further includes a communicating unit for batch
ng-a

comuni cat i lectrenig money S5 itatte TS dSTEAGHIBRY n t he |
recor der. e agenent section and a termpating unit for term nating

t he com*:rruetnél%crté{ll or?]{]oeqiw né@eﬁ%‘%ﬂt%&ﬁ%ﬁw r ST ShabI B2%F4 om a case
in whichyt ' jon 40 the ement section is conpleted within a
pr edet ethnﬁgrgdﬁ%g%o%cfc\%ﬂeenqtlhge c%n%\ﬁ%] g’ﬁ%ﬂe ifgheﬁo aE%'rrpI']gi?erergsWW‘n! n the

pr edet eryg.fiat e riAd pAGONALALL L0 AN NELoA5PEEts 0f, the present invention,

1 Q . .
an el ectroni c noney transaction processing ne IS provided including a

recor df ibaSiRelt [RE0I R ARG Padbe AUl £ gleglson ¢ mney

in arecording unit of an electronic noney term nmuni cat i ng
step, aln#xlity of update records recorded in the recording unit is batch
comuni cated to a managenent section through a communication line. In a

terninating Shephet beseOBEUNpIEEAR G Guidhe BRRAGIRIM-ISeR! iRmich Ll M nat ed
i ndi stinguishably froma case in which the communication s
a line may have a malfunction.

Specifically, it may require an extremely long period
of time to upload data due to the high line traffic.
Furthermore, it may be difficult to establish a connection
to the management center. In such cases, when a salesclerk

~performs uploading of these data after business hours and
waits for the completion of the uploading before going home,
the salesclerk may not -be able to go home. At a store that
is open 24 hours a day., processing of payments'by electronic
money tends to fall behind in a store terminal dedicated to
performing uploading.

In this type of system, various data are encrypted and

‘then transmitted/received. In view of breventing key data

leakage, a terminal may delete the stored key data when

power is turned off. 1In such a case, the terminal accesses
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conpleted within 'a predeterm ned period when the conmunication to the
managenent section is not conpleted within the predeterm ned period. In the
comuni cating step, a predeterm ned screen display nay be provided. In the
term nating step, when the comunication to the nanagenent section is not
conpleted within the predeterm ned period, the sanme screen display may be
provided as that provided in a case in which the - 6 communication is
conpleted within the predeterm ned period. Wen the comrunication is not
conpleted within the predeterm ned perjiod, the update records may be

upl oaded by the nmanagenent section by "accessing the el ectronic noney
termnal. According to another aspect of the present invention, an

el ectronic noney termnal is provided including an updating unit for

updat i ngFieh@aaagemend! ceindetr ofien mener riec dndeckd wm g0t tedtaeind ectroni c
devi ce. A communicating unit communi cates the updating of the anount of the
el ect r ofi®¥ MSFeyat@-a managenment section through a communication line. A
swi tching unjt sw tches between the communicati on of the updating of the
amount of thBREReERROAVELRBNEY FRREGGHTERe iBoviMAI Bannem.| End whent he

recordigg of the updating of the electronic noney in a portable electronic
money t & g has Ecéﬁ’tlé"uﬁ’é’tt:‘é’“aﬁét HESHEReG afovehe Igr &paamsEsvention, an

el ectrony, n term.nal, i s pravided including an updating unit_for

updat i ngaltcftfg‘%éﬁ%uﬁto (r{’:br%é'llé’cﬁﬁﬂtynid@%r?e’i/ e dGHEFSSH & 157d e ed &l roni ¢

devi ce. 0 ni, cat.i. ng unit .co i cat.es the dating of the amount of the

electroﬁﬁg%hg%g 4??%& %ﬁ aé%ﬁﬁh?nggbﬁi ¥ oudtsa G i ne. An

obt ai ni i i,ns,; . thr the comunication line, at |east the data
S%Fg@fffygﬁit. in ﬁggﬁ%l%ﬁaﬁﬁ%ﬁfs%&%ﬂm%%ﬂﬁ%ﬁfﬁﬂﬁte%ﬁé%%ﬂﬂﬁ?

require r el ectroni ¢ noney pro

'bétmeennkm%?obtaining of the data through the conmmunication [ine and the

obtai ning of the data required for el ectronic noney processing using a
portabl e electronic noney terminal. The data required for el ectronic noney
processing may include data on invalid portable el ectronic devices.

SUMMARY OF THE INVENTION
Accordingly, it is an object of the present invention
to provide an electronic money system and an electronic
money terminal for performing appropriate processing when a
line connected to a management center has a malfunction.
According to an aspect of the present invention, an
Aelectronic monéy system is provided including an electronic
money terminal for updating the amount of electronic money
in a portable electronic device that stores a value of the
electronic money. The electronic money terminal includes a
recorder for recording the updating of the electronic money.
The electronic money system further includes a management
section to which an update record for fhe updating of the
aﬁount of the electronic money is communicated through a
communication line. The electronic money terminal further

includes a communicating unit for batch communicating a



The data required for electronic noney processing may include key data
2required to communi cate the updating of the electronic noney to the
managenent section. According to another aspect of the present invention,
an el ectroni c noney transaction processing nethod is provided including a
~determning step of conparing a paynent anmount with the anpbunt of credited
el ectroni c noney and determ ni ng whether the anmount of the credited
el ectronic noney is sufficient to pay the paynent anount. In a nenu
providing step, when it is determneddn the determ ning step that the
payment anount exceeds the credited anount, a nenu is provided all ow ng
execution and cancell ation of the paynent transaction using the electronic
noney. According to another aspect of the present invention, an electronic
noney t rxHEERY 60 9F olmdfiehgFeratel Tecordad diod thel veicogder ded ethé ni ng
step of conparing a paynent anmount with the anount of credited el ectronic
money artfRAEEIHH hi SRy WS R 1oh et i T 19 twel erielf t eelrmiretiogi ¢ noney
is suffigient to pay the paynment anount. In.a setting step, when it is
det er ni n i??WWﬂﬁi§§§%9ﬁrﬁ 18 PRaaaNeNe sectign “payment anount exceeds
t he creQ{Efd anmount ampunt to be paid using the electronic noney is set

in accordince WIh ntt T8} 5. SR P UPYEER PRt @R ECaRRYMt te 0 be

pai d usi el ectroni ¢ .money, which has_been set in the setting step, is
subtr acttre}%' %rﬁgieﬁrgenc% SHYES Brsurto™ tepdaﬁfeﬂ?uf & BT F et eRiRed s

al I owi ng,d.he. giui clangs, { reset_currency units. The anpunt to be
pai d us%‘bng ﬁ)h% &g%gtﬁeni% rmﬁlely&n%/o%elsotﬂoaif n ?fx%tjje{f%in ﬁ@”&io ®t he anmount

of the eledd Q¥ 1B preset currency unit. The paynent terns may
i ncl ude%% erns all ow n?éa lg)rdg'det erm ned input unit to input the amount to be

paid using tRecekashyORLC ARBRE%r ACHRIY RG 1§ A ge@%n@%ﬁﬁ%(11t%or{ he present

i nvention, an el ectronic noney tranSaction processing net iI'S provi ded

i ncl udi rgh & fddistor 6 didy NGti-Oford NStdsEdd 11 andOsd@bl e el ectronic
device that stores a value of electronic noney to update the anount of the

el ect r ormmwiEReY . 1dd1 v GRS RIt dih $ LLfap | 6F 1RSRORSH & OrgoNMuNi cat i on
fromthe portable electronic device that the updating is conpleted, the
updat i ngipsiattingy elfe athreo EnUMINEYE |5l OFAHY € alRte ¥ 0il ABFSGSHENMgSection
for managi ng the updating of the electronic noney. In a second instructing
step, susdquEhtan @l fdmist narstiy usdrmnichast ep,Id he cgaath Dgaoindg he

el ectronic noney may be instructed when the conpletion of the updating is
not Step.cmplviadiidy fafompdat poracirtds etemrdad cimestice. According to

anot her aspect of the present invention,
recording unit is batch communicated to a management section

.through a communication line. In a terminating step, the
communication to the management section is terminated
indistinguishably from a-case in which the communication is
completed within a predetermined period when the
communication to the management section is not completed
within the predetermined period.

In the communicating step, a predetermined screen
display may be provided. In the terminating step, when the
communication to the management section is not completed
within the predetermined period, the same screen display may

be provided as that provided in a case in which the



an el ectroni c noney transaction processing nethod is provided including an
7updating step of updating the anount of electronic noney stored in a
portabl e electronic device that stores a value of the electronic noney. In
a communi cating step, the updating of the electronic noney is communi cated
to a managenent section. In a canceling step, the updating of the anmount of
the el ectronic noney and the communi cation of the updating of the
el ectroni c noney to the managenent section are cancel ed by a predeterm ned
operation. The canceling of the procegsing by the predeterm ned operation
may be accepted until the portable electronic device is instructed to
update the amount of the electronic noney. The canceling of the processing
by the predeterm ned operation may not be accepted within the period from
the ti m&CHMURHICER 10Re 150 cramie teide ctirdine tdy innedest g mmsitnadt tpest itasl .updat e
the amount of the electronic noney to the tinme _at which the conpletion of
t he updati ng"PElcbRRUAPRBLRHCRESRTL AE POLt SBMBleleé:t Pésbénddhiece. When the
conpl eti_gon of the updating is conmunjcated, the updating of the electronic

money c&t HE ESMHRTc &EEd O (e MRtddeefoTds MRy, DsuBRqadad Y t he
|1 i f ki t i th | t i ] , th t
con b Lo aBladfenl) o BN Ny ot dH o G R s SOBRY | hoent | on,

- 10 anpelggtroni c money transaction processing method is provided

i ncluding anupdating step of subtracting part of a paynent ampbunt from a
portabl e el egtLoph¢ Hevjc S a ya f._electroni c_noney and
updating the anngﬁ%ngf¥?h§“é?§%fr%%FgaEnﬁéyk§§o§585Fﬁ%tﬁ@VBSFESBre

el ect r opinc ed_%\éit%nilcnm%n%m%ﬁ%td&n%esrs qu?{‘; R@{}éﬂﬁﬂ%%&ﬂ d amount is

.communi cated to an external unit. ative e anount partially paid
usi ng t hpaeltesly ARG FRREYipER tSWel e %Jdrpﬂnf}f"eewjﬁa and the
out standi ng anount is communicated to the external unit. e paynent anount
may be abiaiided finom iphetaptier Raledttidnid vder nal dyMdudms g ude a
cash accounting nmachine. In the updating step, the full anmount of the

el ect r oming tnooeyustichees nthichepierttiay o fleel reriv tdeyd ggdray be used to
pay the anount to be paid using the electronic noney. In the updating step,
t he anpgAecdironie eloaelyr do @ maneygementhequdritcablhrelegd roni ¢ devi ce may be
updated, and update information may be communicated to a nanagenent

sect i onComEEpAgiatg ono tine . pr és emti tiolhiery ivori t whertdites Sdteessitilee t o

conpl ete conmuni cation to a nmanagenent section within a predeterm ned

peri od, CPREUE3RMEHOSa Cifo iy heo upHE tThmsa géherite sewturdgn dfs tther mi nat ed

i ndi stinguishably froma case in which the comruni cation to the nmanagenent
sect i on®F-§Ctronis) moRgHy tErey IR thhien oY eRdtiamiliee Fad dde

Al ternatively, by switching an operation node, a predeterm ned portable

t er ni naFeﬁﬁF%éli“?yG&&hiené’tp 19E &fcdhfumiesairomis menay gl dad and

downl oad dat Wien it is difficult to ohtain data required for processing
throughpgrigﬁ%ﬁnF@gFFEHnPFn@Pnﬁﬁb5§§5%ﬂ?%S performed based on data
possessed up ilL.that tine,. Therefore) a line connected to the
nmanagenent s%%?%%%lﬂgs%g ﬁﬁ??ﬁﬁft?gﬁ?cgtO%Q%BSSQFBFEHFO1B¥FP$FHPappropriate

ProcessLgeh BotRbhe Chohle FRLEYASH 9% BRFEESTRTHQY &, THE DRAWNGS
updating unit for updating the amount of electronic money
recorded in a portable electronic device. A communicating
unit communicates the updating of the amount of the
electronic money to a management section through a
communication line. An obtaining unit obtains, through the
communication line, at least the data required for

electronic money prbcessing. A switching unit switches



Fig. 1 is a block diagramof an electronic nobney system according to an

s enmbodi nent of the present invention; Fig. 2 is a perspective view of a
"store terminal in the electronic noney system shown in Fig. 1; Fig. 3is a
bl ock diagramof the store termnal in the electronic noney system shown in
Fig. 1; Figs. 4A and 4B are plan views of display screens of the store
termnnal shown in Fig. 3: Fig. 5is a flowhart show ng a process for
perform ng a transaction using the store termnal shown in Fig. 3; Fig. 6
is a flowchart show ng processing steps subsequent to the flowchart shown
in Fig. 5 Fig. 7 is a flowhart showing processing steps subsequent to the
fl omchart shown in Fig. 6; - 12 Fig. 8is atine chart for describing

data exchange between the store termnal shown in Fig. 3 and an IC card;
Fi gs. 9ARShieeon tdyee gt ninawriofth ohity Boreusls Wie tdmmtoreatiarmi nal

shown iq:Fig. 3. when there are insufficient funds available to conplete a
paynent'lne and the obtaining of the data required for electronic

money processing using a portable electronic money terminal.

The data required for electronic money processing may
include data on invalid portable electronic devices.

The data required for electronic money pProcessing may
include key data required to communicate the updating of the
electronic money to the management section.

According to another aspect of the present invention,
an electronic money transaction processing method is
provided including a determining step of comparing a payment
amount with the amount of credited‘electronic money and
determining whether the amount of the credited electronic
money is sufficient to pay the payment amount. In a menu
providing step, when it is determined in the determining
step that the payment amount exceeds the credited amoﬁnt, a
menu is provided allowing execution and-cancellation of the
payment transaction using the electronic money.

According to another aspect of the present invention,
an electronic money transaction processing method is
provided including a determining step of comparing a pafment
amount with the amount of credited electronic money and
determining whether the amount of the credited electronic
money is sufficient to pay the payment amount. In a setting

step, when it is determined in the determining step that the



Fig. 10 is a flowhart show ng a process for performng a transacti on using
:the store termnal- shown in Fig. 3 in cooperation with a point-of-sales
(PCS) register; Fig. 11 is a flowhart show ng processing steps subsequent
to the flowhart shown in Fig. 10; Fig. 12 is a flowhart show ng
processi ng steps subsequent to the flowhart shown in Fig. 11; Fig. 13 is a
fl owmchart show ng a process for totaling up paynents using the store
terminal shown in Fig. 3; Fig. 14 is a flowhart show ng processi ng steps
subsequent to the flowchart shown in :I?g. 13; Fig.. I5is a plan view of a
di spl ay screen of the store term nal perform ng the totaling-up
processing; Fig. 16 is a plan view of a display screen of the store
termnal 3 perform ng the uploading of data; Fig. 17 is a flowhart show ng
a pr ocesEYAN Y dwsiwddiexFaads ddten erailited |dneanisi rp tdreowtoriso tee mi nal 3
shown in Fig. 3; Fig. 18 is a flowhart show ng processing steps subsequent
to the & RS sleqhxpnicy moRy is -sefg liFjapcamiance widek di agram
of the el ectronic noney systemshown in Fig. 1 in which a portable term nal
i s used R od® AT ddvihIFad Rt L DESER PTHEN TPWHE PREEERRESL
EMBODI MENT.S TqSFﬁr sent invention wll be understood fromthe follow ng
descri ptTomof-thé MORSoDi R et heseriticel? otie acconpanyi ng

dr awi ngs ). Overal |l .confi ur at,i o f electronic nopey systemFig. 1is a
bl ock diSaegrt;lirlnlgofsecaelliJ electY 'rca%#;fo% t a%’%eocfjd??% %Bo‘éhterrbodi ment of
the present khyenti An el ect.roni ney s em.l uses cantactless IC
cards 2A to g\é Qtﬁ‘ﬁgﬂéc?r‘ﬁ“&c 1%%&?;1{3? )fﬁlgts?é’smz? (szcl?’r?sgd‘vl% og‘t'yst emin
which a r T, ITB: nt r.al i trol. of _the use of the
| C cards 2A % or%?(tphrgﬁ%%t{flﬁgs%ﬁgyofﬁl%eéctﬁ%éniz%gorr%gée]y{%y%‘? e?ﬁ”lfi s formed by
connect g iy FERAGAMRAL- I Hom P % S:f]@ HMd S%%W”&&én 3 to

various servers and to termnal s "t hrou net wor for ned of

| eased HMeandithtDWH ithd i@ tddWiindy @0 theedd KesutFeddle Sl ectronic

noney system 1, data communication anong the termnals, the servers, and
the like i s peef pagRentsitBgmenaayPtinen ualdl el raRPHEANGWALR] ¥ uses a system

key shared anong units within the el ectronic noney system1,
predetermined input unit to input the amount to be paid
using the electronic money.

According to another aspect of the present invention,
an electronic money transaction processing method is
provided including a first instructing step of instructing a
portable electronic device that stores a value of electronic
money to update the amount of the electronic money. In a
communicating step. in response to communicationAfrom the
portable electronic device that the updating is completed,
the updating of the electronic money is cbmmunicated to a
management section for managing the updating of the
electronic money.

In a second instructing step, subsequent to the first

instructing step, the updating of the electronic money may

be instructed when the completion of the updating is not



- 14 nutual authentication keys used to verify nutual authentication anong

;units, a verification key used to confirma signature of a data source, and
"the like. A description of the encryption processing is onmtted hereinafter
in order to sinplify the description. Anong these servers and the
termnals, an issuing termnal 6 is provided at, for exanple, a w ndow of a
predetermned IC card issuing entity or the |like and perfornms issuing
processing of the IC cards 2A to 2X. Specifically, the issuing termnal 6

i s always onlineconnected to the managenent center 3 during business hours
and gains access to the IC card 2A usi‘ng a reader/witer (RW 6A in
accordance with data exchanged with the managenent center 3. In doing so,
the issuing termnal 6 reserves a nenory space in the IC card 2A, which is
requi r edcdmyuirasdess ifmgpre| Bt mentabin eyl ec@nobriec atedsidecy dat a. When power
is turned off at the end of wi ndow transactions or the |like, the issuing
terminal 6 dékepsdivgt Zowanokhean aspegrti loifz athef preislenggdinvenitdiemi.ng the 1C
-card 2A, the data including key data used to exchange data with the
managenelt defttEond ampnesy mnsasliedn ooty dettshad tis the | C card 2A
fromthe record in an internal recorder. This prevents illegal |eakage of

t hese d&LVEME%ANF AT IKE e RIaAing SHRP S twmdating Powamount urned on
at the begi nni of. wndow T transactions or the like, the issuing

" term nal® 8k Ca MG R nidh & SR Rightere S EAR U SR 6iis t he

dat a, i.ch ar.e del eted when power is turned off, fromthe managenent
cent er\,\lg(.ha%ngqoéelﬁ G At rﬂflo EH GRS BT ssh™hdf processi ng for

t he day i t .downl.oaded .dat a. crediti termnal 7 is provided at a
-fi nanci e#’ | nsillf‘{éﬁtﬁnc?n s(;crept’h%q‘? RIS rﬂ\%3 pereloec“ets%‘?rffgc t“&’rgeh‘érlgse the I1C
card 2B W I [oni_c i ficall t crediting termnal 7 is of
substanti a f%icﬁgctesog% S apg’y&I e%e%qau e'o%a (%ﬁc' cas %i%ap%%% Sbrsoﬁﬁpd'ed at a

057! S LTS, TP SR gl e sccess

the IC card ZB using a reader/witer a exchanged

Wi th a bamiBlosliloms othite ARRIALES 1k MERP WIRE {0 HRE 'mOREF atd O,

I n
doing so, the crediting termnal 7 records el ectronic noney on theeIC card

2B, whi etanagetfciV UGS LS RELHIEA thha Ghatidd dgnaied NSt Hetdpni
noney to the IC card 2B is comruni cated by the crediting termnal 7 to the

managenment c®heecaldcelhen p@wehe ip¥olcesract Ol ahet e otRd «dimineadow
transactions or the like, the crediting termnal 7 deletes data which may

be uti | iopedatdron nlaggdld yaarsipited henliQ. ciared pbAtddlee datectrediksli ng key data
used to exchange data with the bank network 8 and key data used to exchange
dat a wi tdeviee 16 dard 2B teahd alatsdaits cthepraaventts dhethid |elgat t tsel of

money. The canceling of the processing by the predetermined

-operation may not be accepted within the period_érom the

time at which the portable electronic device is instructed

to update the amount of the electronic money to the time at

which the completion of the updating is communicated from

the portable electronic device. When.the completion of the

updating is communicated, the updating of the electronic

money caﬁ be communicated to the management éection.

Subéequent to the cancellation of making a payment

using the electronic money, the payment can be made by cash.

According to another aspect of the present invention,



- 16 1C cards, such as an invalidity |ist described below, fromthe record
;in an internal recorder. This prevents illegal |eakage of these data and
‘ensures the security of the system Wen power is turned on at the
begi nni ng of wi ndow transactions or the like, the crediting termnal 7
reserves a line to the managenent center 3 and downl oads the data, which
are del eted when power is turned off, fromthe managenent center 3. The
crediting termnal 7 perforns crediting processing for the day using the
downl oaded data. When downl oading the data, the crediting termnal 7
obtains an invalidity list, which is &% st of IC cards which are
prohi bited from being used. The crediting termnal 7 perforns the crediting
processing for the day in accordance with the invalidity list. Wen the IC
card 2B awnebzatinenidanaiedi tiagsastine peedesfithensayaki dity 1ist, the
crediting termnal 7 cancels the crediting processing and conmuni cates this
to the neregedmhtineiid&ing. al spdaeideratenl o sshpravidesd pireash sgtore to
which the el ectronic noney system1 is applied and processes paynents using
el ect r orR@&HHe\amdun ¥ eSponse paropelatéebectyoni sadestéerkhat sherdske, the
store termnal 9 gains access to the IC card 2C using a reader/witer 9A
and subt3 atdsi rﬁp@ﬁ@ﬁowﬁ)mnﬂ omd hepddetng oblve amoayt ot t tiee | C car d
2C. In addition, the store terminal 9 records the paynent using the
el ect r orff ETIRRL IQNRY | RGH 11 gfte Portigble ophesitants dérelpayment
record tﬁ'bt he_managenment center 3 at a predeterm ned tinme. The paynent
record iHtIfdEHHEL G FFE2R i o RRE bFatl ke pai¢ apowmhcks ni ng t he
electronhg money E%Peﬁfa ment_anmount, the paynent date, and the |ike.

e ahed o SRR L Wt bhashl seERarEve BEor Heel 2OEmE store

Paynent F8¢

term nal . n_updat i ng. t he .anmount of eJectronic noney in this manner,
the st orpe%telr i r%l&bl(# et Yq hegf?%%?l?h‘f tPReE 11T TR Byt e hef R agenent

center f%;tm C concerni ng the payment is included in the
i nval i di?)ctli/el 15t I%‘T%eéi'gc{l%}%’ ta?er%({lmtﬁ%] @%%tn%%cfls ? YA heht processing.
Furt her mygnud NS sI P& té{éﬁé@eﬁuéfcﬁ{%@ a series of these processes and

comuni cates, to the nmanagenent cenfer 3, these processes in addition to

the recor d OftHaaYmplentSiaARURORIEA N BN e LR, YSAdl NG, fraehi nes
anc

11D to 11X vend boftled drinks desired by users in accor e W|Jth user
oper ati angi,t.The automati c vendi ng nmachines 11D to 11X gain access to the
respective I1C cards 2D to 2X using respective internal reader/witers in
accordance wrhe esteroper ahi®nhagnd nslRideAct Jddie IReRRGIHME FRMIS: .
purchased by the users fromthe electronic noney on the IC cards 2D to 2X
‘Furt hernore, In the updating step, the full amount of the electronic

money stored in the portable electronic device may be used
to pay the amount to be paid using the electronic money.

In the updating step, the amount of the electronic
money in the portable electronic device may be updated, and
_update information may be communicated to a management
section.,

According to the present invention, when it is
impossible to complete communication to & management éection
within a predetefmined pericd, the communication to the
management section is terminated indistinguishably from a

case in which the communication to the management section is



the automatic vendi ng machines 11D to 11X record the use of electronic
: money by the respective IC cards 2D to 2X and communi cates these records to
"an automatic vendi ng machi ne - 18 server 10. When updating the anount of
el ectronic noney in this manner, the automatic vending machines 11D to 11X
refer to the invalidity list issued by the managenent center 3. If the IC
card 2C concerning the paynent is included in the invalidity list, the
paynent processing is cancelled. The automatic vendi ng nachi ne server 10
records the use of electronic noney at_the automatic vendi ng machi nes 11D
to 11X and conmuni cates these recordsito the managenent center 3 at a
predetermned tinme. Specifically, using wireless comunication with the
automati c vendi ng machines 11D to 11X, the autonmatic vendi ng machi ne server
10 r ecorgsipiayheente tiice the elrectertmnint maheyemiod he mltofradt Bramepdi ng
machi nes 11D to 11X and batch comuni cates the use of electronic noney at
t he aut divatsivg tedrigion g@nneeeinsdsionl Bade ,1 X preddie mairage nmnttaed er 3. Wien
comuni cating data to the managenent center 3, the automatic vendi ng
machi ne t$amigall gnddwilsoagedarinshedld dift \a |dememiccaiomuni o e t he
downl oaded invalidity list to the automatic vendi ng machines 11D to 11X. In
gener al UB9@da @nghrdiova bpadd ideg-arac ihed sle viey d0ES scwi nt@iotethim a state
in which power is continuously supplied. Wen power is turned off, the
aut omat i%€ 5e AGIHG T8 Hiofe PEOCASS N d1awH daterRikraslobelingd i zed for
illegally usi réamthe | C card 2A, the data jncluding key data used to
exchangé%ﬁﬁﬁﬁ " 15 & s MG BLhPagsessed @mp el used to

exchange.data w th each qof the automatic vendi ng machines 11D to 11X, and
data m?%’ﬁ%p%é\‘)‘gntsq’%ﬁﬁ%lcﬂreegal‘” HIHE CIRRE N Qs invalidity |ist

desor | bel el guin f LADLNG 1ecord i A duer naf, recarder,, Thi s, prevents

illegal age of "these data and ens e-3ystem Wien

power i%eE%%&%Pa%%r&ﬂ%ié%&‘HP%&é%éﬁH&“ﬂHJéB%%@rE% the malfunction.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an electronic money system
according te an embodiment of the present invention:

Fig. 2 is a perspective view of a store terminal in the
electronic money system shown in Fig. 1;

Fig. 3 is a block diagram of the store terminal in the
electronic moneyfsystem shown in Fig. 1;

Figs. 4A and 4B are plan views of display screens of
the store terminal shown in Fig. 3;

Fig. 5 is a flowchart showing a process for performing
a transaction using the storé terminal shown in Fig. 3;

Fig. 6 is a flowchart showing processing steps
subsequent to the flowchart shown in Fig. 5;

¥Fig. 7 is a flowchart showing processing steps

subsequent to the flowchart shown in Fig. 6:



server 10 reserves a line to the managenent center 3 and downl oads the
:data, which are del eted when power is turned off, fromthe. managenent
center 3. The automatic vendi ng machi ne server 10 perforns various
processes using the downl oaded data. Wen downl oadi ng the data, the
automati c vendi ng machi ne server 10 also obtains an invalidity list, which
is alist of 1C cards which are prohibited from being used, and perforns
vari ous processes in accordance with the invalidity list. Concerning the
issuing termnal 6, the crediting terg%nal 7, the store terminal 9, the
automati c vendi ng machi ne server 10, d the automatic vendi ng nmachi nes 11A
to 11X, key data used to performencryption, to confirma signature) to
verify nmutual authentication are periodically updated by exchangi ng data
with the nandgenreft isenpvérimd. chartespandesoridichy dadat escobyanigast r uct i ons
fromthe managenent server 5, the crediting termnal 7, the store term nal
9, - Iptvesd tthe alroratiermiawdi mhavecHimesidlm tand 186 utlatardkey dat a
used for encryption on the IC cards 2B to 2X, which are used to credit

el ectroni c nBAEY -afd 88dnARe aFgy BRARs Vigws odcddismlayf scimeegisectf oni ¢ noney
system 1 _is thus ensured by these processes. The bank network 8 is

connect &%t & TR &SEREAGH Shavfe s ysi®em 3L WiabugeTe cbect i on server 13.
The bank net\%prk 8 nages accounts of users who use the IC cards 2A to 2X,
respect V&Y 1§d€6’itfn%é’$1 8 A%t fe TG SAMRIRF D12 HBEREHNI ¢ noney to the

| C card 2B iﬁ.co ni.cate% fro?the %E)editi ng termnal_ 7 to the bank
network 8, th&%baAR MEt Rof ROECPRELK SPPHANTs & PLOSESSURCT RREER TG Nghe

sour ce aqf | ectroni ¢ _no crediti,ng. .The bank net k 8 determ nes
whet her %eltgét%rsgﬁﬁ:gor?pﬁlésﬁngan%%e S tteegmé'ﬁ’cfﬁc _ c]d'twe)ﬁrslgl he® ddt ermi nati on
resul t %&p@%actri%?f %Jiq:gl taeréa’Bi’}ﬂ!-Jf—é eaSCC@T'Tq;J?F}nC Efg}/g_stthe a response fromthe

crediting termna I'n response to the co i cation Of the determ nation

result, the eredi kNG amDunb,ER0R0ughed i Aot Gaiy eyapnding account to

a predeterm ned nanagenent account. net wor ni cates the

resul t teutidaRuefditd Ntd e1iHark JHbWESRPNSE; L O @ settlenent instruction
gi ven fromthe managenent center 3, the cash tenporarily pooled in the

nmanagenent aFegunt2i ssakl etaledalr® ahodEeQURroRls@3ely SH@pe at which the
user has nade paynent using el ectronic noney. The connection server 13
connect subisegelendt ronithen@lewchart? lsh@pstiemei gndit he bank network 8. The
connection server 13 perfornms processes such as decryption and encryption
i n accor dancEigi t h3eashas¥ibechaf tdahawexghangeddeatsween toe aglieet r oni c
noney system 1 and the bank network 8. The managenent center 3 manages and
cont r ol 81t PEYEIeadtsr arFieandbey shystee melrmigialg shwwmaitageient3 server 5 in
accordance with records in a transaction database 15. Specifically, the
transacti on HaBabadeissai §1pychadthphrwdoodprgcesising edpest to the 1C
cards 2A to 2X which are nanaged and controlled by the el ectroni c noney
syst em FUPSGEREny dat ithe dFdordrartadhom the Hig cak¥s 2A to 2X, personal
data, electrgnic nmoney-use_history of each of the IC cards 2A to 2X,

bal ance figuFé9-ahd thedl PREP VAeHeS&5oAs816H1Ys sicFgemnOfr k& 6o Teor
issuing,the IC.card 2A fromthe issuing termnal 6, the managenent server 5
excha’nggfrg%ﬁadug FECE TIYHT 8 59 G IREIHFEW W th the issuing
termnal 6 a.Pd stgres a reﬁ_ord goncer.ni n%_the issuing in the transaction
dat abase 15.° Wen Ph&ScPediEPng16F 8fet PP 0 FEF e tPe E&PdFe2B i s

e managenent center 3, the

communi fromthe crediti terminal, 7 to.t
mnagen&%ﬁggﬁtler@ PETFQAT LSS H:g’er élcp?rotfa#lrrllq 1%F (33 f%act i on dat abase 15. When
the store tef,?hnah_,},Qigng %tﬂg aﬁtomat' c_vendi n% machi ne, server 10
communi cat es’ The Ude df YelaClFFoRrE ROREY o % K& OFEFLg fént center 3, the
Manageniineaihod KiAAES WG §&ond Yo rus:[jhrleg GHd esPonding LG carg.
shown in Fig. 3:
Fig. 18 is a flowchart showing processing steps

subsequent to the flowchart shown in Fig. 17; and



For exanple, on a predeterm ned day each nonth, the managenent server 5

: gains access to the transaction database 15 and conputes the anount to be
al l ocated to each store based on the use history of each IC card used that
nont h. The managenent server 5 instructs the bank network 8 to settle up
t hese anmounts. The nmanagenent server 5 creates an invalidity |list based on
inputs fromterm nals provided at the managenent center 3 and conpari son
bet ween the paynment anmount and the bal ance figure of each IC card, which is
recorded in the transacti on database 15, and naintains the created
invalidity list. The managenent server®5 distributes the invalidity list to
the crediting termnal 7 in real tinme. The managenent server 5 al so
distributes the invalidity list to the store termnal 9 and the automatic
vendi ng machFmng.sépvers aObhbek thegmramagémeht steverohiksmategssed by the
store termnal 9 and the automatic vendi ng machi ne server 10. \Wen the
i ssui ng strétemshognada e .crledint wing che@nipradtablar e ctmumimed. drs arxgedyai n
access to the nanagenent server 5, the managenent server 5 transmits the
i nval i di%y Uprileadapddk dpwadraduseda.o exchange data with these termnals. In
response to operations by an operator, the managenent server 5 updates key
data used to exchange data with these termnals at a predetermned tinme and
connuniﬁ%%% t he updat ed ke¥¥%gta and the invalidity list to each term nal.
- 23 T FRACY P8 THENSRECEEREDo MRODLYENTYy terninal 6 in real tine
since the isiﬁing termnal 6 is almaii connected. (2) Store termnal Fig. 2
i s a perspectiiePyPeRrbf TPRERELBRe e nPRalNgeTHhROE Fe™ EPfi nal 9

st or o 2SR g BT 25 RPe SRoiB et AT FUGTEAII0S diihd, & recel pt
printer i pt -of-sal R reqi.ster 24 can be connectéd to the
store tg%%F%%ﬁC%.Q%hghse55%%T§%#é¢é€3 QE§%%§Qﬁ§ed to issue receipt

particulars, receipts, and the |ike. The POS register 24 is an accounting
machi ne used to receive/ pay noney by cash in which a unit price concerning

a paynenty )CanvReaNPWon?y gueadiioe kar eq%@%ﬁni@ﬁdﬂéé@sfy%ﬁt ore term nal

9 can transmt/receive a paynent anount or the |ike romthe PGS

regi ster 24 byglranggi htbnetkegehyrhd BRERA’ ¥REedrdatia ASnek’ GYEBLANCeS
dermand or by transmitting/receiving encrypted data. The cusfoner operation

uni t 21laiceopiddvigded wnt Bmbodifneantt oFf thd ipHesdnar Yishalndicypl aw21A, a card
presentation holder 21B on which an IC card is to be placed. The card
pr esent afliegriroolidemodel bastamcdnczes ponitaen lesis axpedidig 220.td he shape
of an IC card. Underneath the concave portion is a reader/witer 9AL. Wen
an |1 C cdhg kedeglitaoadcomonky cmsdepr 6sersteat icom lvalede rl 1B sofs ttdre iauist oner
operation unit
' which a management center 3 performs centralized control of

the use of the IC cards 2A to 2X held by users. The

electronic money system 1 is formed by connecting a

management server 5 provided at the management center 3 to

various servers and to terminals through networks NTl and

'NT2 formed of leased lines and public lines, a router 4, and

the like.

In the electronic money system 1, data communication
among the terminals, the servers, and the like is performed

using encryption which appropriately uses a system key

shared among units within the electronic money system 1,



- 24 21, an antenna of the reader/witer 9A1 and an antenna of the IC card
;are reliably coupled, thus enabling the reader/witer 9A1 to gain access to
"the I1C card. The liquid crystal display 21A is provided with a display

screen 21C at the side of the card presentation holder 21B, and a touch

panel 21D is provided on the display screen 21C. Therefore, the custoner
operation unit 21 can provide various pieces of information to a user who
pl aces the I1C card on the card presentation holder 21B. Furthernore,
various pieces of information can be jnput by operations on the display
screen 22C. The store operation unit 2 7s simlarly provided with a card

presentation holder 22B in front of a liquid crystal display 22A. Beneath a

concave portion of the card presentation holder 22B is a reader/witer 9A2.

Accor di mgityrialwaerthemn ticaddoa delys ttsedi byo ararsiefly imsatplaaiced on t he card

presentation hol der 22B of the store operation unit 22, the reader/witer

9A2 gai dtdeaddsatd ophamop g amd.tSThe [viequifth aatyisimalkedi spdaay 22A is provi ded
with a display screen 22C at the side of the card presentati on hol der 22B.

On the &ORFHER ScrdaRatrce &% cudatFaruneD andridwe deike Acdordi ngly, the

store operation unit 22 provides a sal esclerk who places the I C card on the

card pr ESERTAETERTHATddhe 2R GHYDTF WPdy IRRACY Teed o qmiftoratht i on.

Furt herpore, various pieces of information can be input by operations on
r - 25 hereina ter in order to simplify the description.

Among these servers and the terminals, an issuing
terminal 6 is provided at, for example, a window of a
predetermined IC card issuing entity or the like and
performs issuing processing of the IC cards 2A to 2X.
Specifically, the issuing terminal 6 is always online-
connected to the management center 3 during business hours
and gains access to the IC card 2A using a reader/writer

' (R/W) 6A in accordance with data exchanged with the
management cenfer 3. 1In doing so, the issuing terminal 6
reserves a memory space in the IC card 2A, which is required |
for processing electronic money, and records key data.

When power is turned off at the end of window
transactions or the like, the issuing terminal 6 deietes
daté which can be utilized for illegally issuing the IC card
2A, the data including key data used to exchange data with
the management center 3 and key data use@ to exchange data
with the IC card 2A, from the record in an intermal recorder.
This prevents illegal leakage of these data and ensures the
security of the system.

- When power is turned on at the beginning of window



o

t he display screen 22C. The terminal main unit 20 includes, in a
;Substantially rectangul ar housing, interfaces with the custoner operation
‘unit 21, the store operation unit 22, the receipt printer 23, and the PCS

register 24, a controller, and the Iike. Fig. 3 is a block diagramof the

store termnal 9. Concerning the store termnal 9, the custonmer operation
unit 21, the store operation unit 22, the receipt printer 23, and the POS
regi ster 24 are connected to an internal bus BUS through interfaces (not
shown). An interface (I/F) 31 is connected to the bus BUS. Under the
control of a controller 32, the interface 31 i nputs and out puts vari ous
data to and fromthe managenent center 3 through a public. |ine. '

Accordingly, the store term nal 9 uploads various data to the managenent

cent er Frmmaghitiaims aan thmvalikh t yrhd sisanthd heedrmkeal A hesse sk 4rive

(HD) 33 records, under the control of the controller 32, various data

obt ai ned-iy diyEhehananaganiace Gntar ¥ andudowal dadette edaf®y processi ng

by the controller 32, such as data concerning paynents by el ectronic noney.

A backup’Hekerana sisiie 381 stppl ipevdrackauptpovest it ngEtom etimal batteries
when the commercial power supply is cut off . The controller 32 is forned

of an aMARENA HrsEess iy Theelssning fioerebmi of | et otres ole@r al |

operation of the store termnal 9. The controller 32 controls the overall

oper at | GG HTOMERREC SAIH T FBs dte rFEhraend ntheedomnioaiek drive 33

in response to comuni cation by the custoner operation unit 21 and the

store obfgar ‘on unit 22. Accordingly, the controller 32 processes a paynent

by el ectroni ¢ non and i ssues recei pt by activating the receipt printer
2% In ot her g\/\ﬁ?"&gﬁtﬂoﬂgntfeﬁ'@ g i BEANass ot g réd"ad’r?llﬂzl 2 sal escl er k,

t he contyr . di spl.ays .a.predeterm ned start npde sel ection screen on

t he storlélcgéd'gua %&nloﬁitt%yezzl.ll%lea%‘i T o%ep]%%# o Ts%r‘été‘#?% a nenu

Screen j | esc by t oper at i node of the

store t\eﬁérjirﬁcgéier%y(ﬁﬁzg Egin??o%leer%éucf?s"%%%‘ aagls%efée)lsfjr%%gf nuand a _

br act | G AARITRN i) P S SRlhs e DIAR T 66 nDAE, |9 40, Operat i on

node for allowi ng the salesclerk to practice operati o he” store

ter mi nalar autonkaRld aflsh (il &sr MR i ded IDAe F01aaci Al |y processing a
paynment by el ectronic noney or the I'ike. Wien the sales node is selected on

the nendrsarieertidmercatd aliy. 32ridlidtadi Zesg afeddi @4 N SRy or the
|l i ke and di splays a startup password input screen. When a pre-input startup

passwor cidcessnput e Queraitd@B hesimpch panedr 228 psOvigleth on the store
. operation unit 22, the controller 32 switches the operation node to a

t r ansactdcoendsdee anidit iata -ex2hargyest onerh opesaik aie twiitk 24 ks he store
operation unit 22 are switched to display the transacti on node. The
t r ansactiR&F aivde dins e amyoed dro praovesyeuptEi@ct r dn dg@hygesd S tisé ng
el ectroni c noney. '
crediting terminal 7 records electronic money on the IC card
2B, which is drawn on a user's account. The crediting of
the electronic money to the IC card 2B is communicated by
the crediting terminal 7 to the management center 3.

When power. is turned off at the end of window
transactions or the like, the crediting terminal 7 deletes
data which may be utilized for illegally using the IC card
27, the data including key data used to exchange data with

the bank network 8 and key data used to exchange data with

the IC card 2B, and data which prevents the illegal use of



When the touch panel 22D provided on the store operation unit 22 is
:operated by a salesclerk by pressing a predeterm ned area on the display
‘screen in the transaction node, the display of the store operation unit 22

is switched to a managenent password i nput screen. \Wen a pre-input

managenment password is input by operating the touch panel 22D provided on
the store operation unit 22, the controller 32 switches the operation node
to a totaling node, and the display of the store operation unit 22 is
switched to the corresponding display screen. The totaling node is an
operation node for totaling the saleslby-electronic noney. Wien the touch

panel 22D provided on the store operation unit 22 is operated by a

sal escl erk by pressing a predeterm ned area on the display screen in the

total i ngravagsad hesudivs plsyarPfs dhfl S402 10087 dd B 1 d 1921 dep, Zf!c]ﬁr&hed to a

regi stration node input screen. The registration node is a .node for

regi st erilng Al 100 divdes éiindine-dddf@t or el Srapchtdei1ikga; On the
regi stration node i nput screen, the controller 32 accepts settings such

that a rlezdigge wifl |tHeseprdadedifdrerauaras timnsasduOit Prod flecespitaml | be
printed only when a - 28 predeterm ned operation is perfornmed using the
touch panel #*2Bn powedditi adornkehlde onoattr ahleebedd naderptes selddgigs such t hat
paynents by el ectronic noney are processed in cooperation with the PCS
regi st ertTARsHCHNe s the dligstr diic amrdytiare processed? byesgerad | on

i ndependent. o.f the POS register 24. Furthernore, settings and changes of
‘the st art dpfasvdine avdagenendnageren asvhotainieyist iz i dntaf a
consunption tax, and the |ike are accepted. Wen a predeterm ned area of
the toudiiFdhdresislietast adway ravathe s dgizrahtoh. foerm i Hput screen, the
controller 32 switches, in accordance with the operation., the operation

node andigAdrE et A5G hotte, e dFetidddty dre bl dhPertemmeiby node in
g ML %, A DB
Potaring moalber Belhabafihd: Fle A “FRe Sshiviing b naiorbs ¢ ho
?ggggziseb ygﬁbégh%ggﬁﬁg'e r:#%%;jngggéﬁ%fa$ﬁ%hﬁgﬁéﬁgga(%ﬁ2%§%§is simlarly

pressed i dhe &t %ﬁ‘ijﬁ?ﬁﬂ}%‘% A8, %tx{r%ldﬂd.?’z 1l sc&t&wﬂ?g power supply to
the store termnal 9. (3) Electronic ney transaction en the operation
mode i s ta2mili 1t he ghdtsad 1k MdRiting $%ocessing for the day in

accordance with the invalidity list. When the IC card 2B

concerning the crediting'is included in the invalidity list,

the crediting terminal 7 cancels the crediting processing

and communicates this to the management center 3.

A store terminal 9 is provided at each store to which

the electronic money system 1 is applied and processes

payments using electronic money. In response to operation

by a salesclerk or the like, the store terminal 9 gains

access to the IC card 2C using a reader/writer 9A and

subtracts the payment émount from the electronic money on

the IC card 2C. 1In addition, the store terminal 9 records

the payment using the electronic money on the IC card 2 and



‘the controller 32 causes the custoner operation unit 21 and the store

,operatlon unit 22 to display corresponding display screens. Fig. 4A shows
"the display screen 22C of the store operation unit 22. The display screen
22C includes a nenu 22C1 including a nuneric keypad required to input an
anount of noney, a subtotal key, a sumtotal key, and a correction key, a
cancel key 22C2, a display area 22C3 for displaying a total amount, a

di splay area 22C4 foY displaying an anmount being input, and the like. Fig.
4B shows the display screen 21C of the custoner operation unit 21. On the
di splay screen 21C, a nessage to a us&f ts displayed at the top, followed
by a total amount display area, an outstandi ng anount display area, and a
card bal ance display area. After the controller 32 has set the custoner

oper at | @mktiinti cik eaNe nleh@ a5 RAIAd b WHd mdhddbddis d@ner .3 the
controller 32 processes a paynent using electronic noney by executing a

process agthamprisdeftiegminad @ihe .Spegid igdinant thgssant 1 1 @leS2HOVes from
step SP1 to step SP2 and conputes a paynment anount for a user. In

accor darden#tiitfti cart iope caldeow foft Heha @ aumty pasitele @2 OftHdee BdOfHoner at i on
unit 22, the controller 32 accepts inputs of paynent anmounts one after
anot her Mm@ ycoripet esyaendt almguanptveritheanmmymen Wildtee damd) €oe 1= control | er
32 approprlately di spl ays a subtotal anobunt and a sumtotal anmount on. the
dlsplay Pogymear ZeCoglist lag ec wgremare bpertat imrlatmttasdd .atheard he cancel key
-.30 (Fig. 4A) is pressed by a salesclerk, the process is tenporarily
halted TeF@TaeSorite dhieo 5 tOF et HeTaRAk Dy the sal esclerk i s accepted. Wen
t he paynment anmounts are totaled in this manner, the controller 32 noves to
step SP3 and"PRBt FREREIPHeth§epmaunthets slestIronk ot @oplescrakhiG card on
one of the card presentation holders 21B and 22B. The controller 32

di spl ay&e&eddeof tORE @%@@l'\?éllfﬁﬁ%t§ F U tiorea Gkt ¥ nelgh spl ay

screen C.of stoner eratio un|t 21 shown |n Fi g. t he nessage
"P| ease %Isélc?g Ebe O & ﬁefs ’g{%ezcc he 1C card. In

step SP. fr, II 2 ternln ther t he, ca ce y. 22C2 has been
pr egsed%t()jftééﬁmi?l | écglcl gaﬁ%‘e A% hsugh ct et?ge]rn haY® sHPEttE T% Jplﬁf:‘by
Cl ect1 oRke WREL dehEUSAr IR AADG D! 5o B L0 BA Iyg cash of by

credit card. In such a case e cance resse%l The payrrent

anount s Y HRGmAEO! eet |s3f:otr%t 8&&%&4& Sél%@oﬁfssea % sangel 22C2 15

al so pressed. Wen the cancel key 22C2 is pressed, e control?er‘%z noves

from st eodRésle® AP colRunti=TAl 6% 1 AR he@Nhd:ftdEng, to the
initial state of the transacti on node.

these processes in addition to the record of payment using
electronic money.

Automatic vending machines 11D to 11X vend bottled
drinks desired by users in accordance with user operations.
The automatic vending machines 11D to 11X gain access to the
respective IC cafds 2D to 2X using respective internal
reader/writers in accordance with user operations and
subtract the respective amounts purchased by the users from
the electronic money on the IC cards 2D to 2X. Furthermore,
the automatic vending machines 11D to 11X record the use of
electronic money by the respective IC cards 2D to 2X and

communicates these records to an automatic vending machine



iy

In contrast, when the cancel key 22C2 is not pressed, the controller 32
noves to step SP6 and activates the reader/witer 9A1 or 9A2. In step SP7,
the controller 32 determ nes whet her the cancel key 22C2 has been pressed.

| f - 31 the determnation is affirmative, the controller 32 noves from
step SP7 to step SPS, terminates the process, and returns to the initial
state of the transaction node. In contrast, when the determ nation in step
SP7 is negative, the controller 32 noves to step SP8 and detern nes whet her
a response fromthe 1 C card has been received. If the determination is
negative, the controller 32 returnstb8step SP7. Wien the reader/witer 9Al
or 9A2 is activated by the controller 32, the reader/witer 9A1 or 9A2
comuni cates with the I1C card at predeternined periods. When the IC card is
pl aced @arifhe qar.d presentation hol der 21B or 22B, a radio-frequency signal
in response to the conmunication fromthe reader/witer 9A1 or 9A2 is

i nduced i n awhant epaatefigt bael Gnoand, o&nditherbeicamdnkey aat ichaked by power
generated by the radio-frequency signal. The I C card anal yzes data

transm maadehy tthe wadiomafrieqwenedirs) grathim@iandal e triahsgefdreddata in
this case is concerned with the conmunication fromthe reader/witer 9Al or
9A2, thé&heCioaad Lakes 14 stedponsel thy ttie camagemeatt aentdhers .t haf
reader/witer 9A1 or 9A2 receives the response, the reader/witer 9Al or
9A2 st opdiec dmerirdaZiCn gomicelr il |t ec araymat cemiuntilosdess itro tilee control | er
32 that the response is received. After the controller 32 has activated the
reader / WiivPdAdity 3dstgather reamenthrasasoineriSEangsdatesl st eps SP7 - SP8
- SP7 until the IC card is placed on the card presentation hol der 21B or
22B and the FE@pBH%@mﬁ§laeV§eﬁéag TBEhiDRe SEANEE] lReyegPEds| $hgr 8§8ed by

t he salesclﬁ_ t he process is |nned|ate term nated. \Wen a predeterm ned
period OF FARETHRLIS APIEY Wi It L tepdigyy; maakpsqies gpp G Che
controll 32 di spl ays a .nes ge on the tore eratlon unit 22 that- is
wai ti ng g 35§ 9@#&%% Rsfod ST e e AR ST | s

i nterrupt at st at troller 32 pr ts the user
or the g’a?%sc %[o con |nue vmeth t eecplrr\LI‘(;ﬂlcceag&rs.!L ¥ 7o st Cﬁ‘ en the IC

d h t
conmun; Sarage ?F%%qﬁtﬁrlgii ML E e Al 92l Sax
control ket 32+cAatiecledie d GRASIIIM 'ste%tve%ll@rre%%&étaﬁaﬁ%td{t ected the

response to verify nutual authentication. As shown In Fi

reader / waidee by9 Al et 1A d iy ek Atk raceings Predeisidinah daa to and
fromthe I1C card using a mutual authentication key, thus verlfylng mut ual

aut hent i1aat iten.114 anfde seaimh (oM it teandald Widd &ff Wle Hrffid: conmmuni cat es
the processing result to the controller 32. Based on the nutual

aut hent moaleiyomtr &gl tautomabiic ateedi fiomdadiei neadarr wd terg 94l e 9A2, the
controller 32 determ nes whether the nutual authentication is correctly
veri f i ethanialgamend, osnatehrer3 .t héihEmcesmt icsaiding daora use the
management center 3, the automatic vending machine server 10
downloads an invalidity list and communicates the downloaded
invalidity 1list to the automatic vending machines 11D to 11X.
In general, the automatic vending machine server 10 is
maintained in a state in which power is continuously
_supplied. When power is turned off, the automatic wvending
machine server 10 deletes data which may be utilized for

illegally using the IC card 24, the data including key data

used to exchange data with the management center 3 and key
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t - 33 the electronic noney system 1. In other words, the user may have

i nst ead happened to place an I C card such as a conmuter pass by m stake. If
the determnation is negative, the controller 32 noves to step SP10. The
controller 32 causes the custoner operation unit 21 and the store operation
unit 22 to display a nessage indicating that an incorrect |IC card has been
pl aced' and returns to step SP3:. The controller 32 again pronpts the user
to place the IC card. As circunstances denand, a canceling operation by the
sal esclerk is accepted. If the nutual authentication is correctly verified,
the controller 32 noves to step SP11 ¥¥ig. 6) and agai n deternines whet her
the cancel key 22C2 has been pressed. If the determnation is affirmative,
the controller 32 noves fromstep SP11 to step SP5 (Fig. 5), term nates the
process,daad useiduries ek@Haeyd Mdtaalwisimteadd dheHd ansasmid©n: node. In
contrast, if the determnation in step SP11 is negative, the controller 32
nmoves t orestdmoSREZ A s NI uet 9 ithe ahderdawiiienh AdewntdAZH transmt a
read- command. Referring to Fig. 7; in response to the instruction, the

reader / vidiltega 19 Abeon NDAZ taaamisn tssudio ashean Grosrid ditryeddi conmand ( Read)
concerning an address (Adr) designated by the controller 32. Wien the IC
card pr ¢issdnibedc dieles ,t He ame ddiec aravendl (iRead) ,intthernal carabsierds an
acknow edgenment status ACK to the reader/witer 9A1 or 9A2. Subsequently,
the | C Thiszpreysnd sexddwoss tieakagsed aforihmae duta ranbensites tihe
reader/witer 9A1 or 9A2 data recorded in a nenory as a response Response.
When t h&&@Edew Wh ttdye SABTeM-9A2 receives the data in the formof a
response, the reader/witer 9Al or 9A2 communi cates the data to the

control | er 3YRePnPPEEEoRSe THERERI ST¢ 0N PEALTE 15y VieRE ingadéchimiet er 9A1
or 9A2, the contraoller 32 obtains the balance figure of electronic noney

recor deFHBN the U ESSHTS Fe HidéntiF i AP aBTE Y 99T T A and the
i i, i W AT s
TC caraind datd M iiocddil WAL 3 e | AR N a1 1
The contigiia Kozl 1o pRblnlel Sarldifs SN G 10 Suntt o1

and t he w1208 &4d+t@n unit 22 and inforns the user and the sal esclerk of
the fact that the use of the placed IC card i s prohi-bited. Subsequently,

the control | RheB2abRhUbREIhG $hePASR3., kReCaRtbasiid vefi@ngse of the IC
card i s not
machine server 10 also obtains an invalidity list, which is
a list of IC cards which are prohibited from being used, and
performs various processes in accordance with the invalidity
list.

Concerning the issuing terminal 6, the crediting
terminal 7, the store terminal 9, the automatic vending
machine server 10, and the automatic vending machines 11A to
11X, key data used to perform encryption, to confirm a
signature, to verify mutual authentication are periodically
updated by exchanging data with the management server 5. 1In

response to such updates or instructions from the management

server 5, the crediting terminal 7, the store-terminal 9,



prohi bited, the controller 32 noves to step SP15. By conparing the
sel ectroni c noney bal ance figure read fromthe IC card and the total paynent
“anmount, the controller 32 determines whether the total paynment anmount is
payabl e using - 35 the electronic noney on the IC card. If there are
sufficient funds avail able, the controller 32 noves fromstep SP15 to step
SP16 (Fig. 7) and again determ nes whether the cancel key 22C2 has been
pressed. If the determination is affirmative, the controller 32 noves from
step SP17 to step SP5 (Fig. 5). In thig way, even when there are sufficient
~funds avail able, the controller 32 cain“cancel the process by an operation
by the sal escl erk. Wen the cancel key 22C2 has been pressed, which is a
predet erm ned operation, the controller 32 cancels the process for updating
t he anou#Rd ofhe RUtRaEt YO iTendioneynashiiies Lhbhmumi tiXiwpdebe kepgating of
the el ectronic noney to the nanagenent center 3. If the determ nation in
step SP1FEER YAt cnHRbRT 1 cFhe2IGoseEds o2Bt ©p HP18wahdhi asér uct s
the reader/witer 9A1 or. 9A2 to transmt a wite comuand. Accordingly, the
payment SHOUNC i St e Fe 9536 RORE A CEO FRY® cP@¥YMen ket r oBe noney,
and hence the anmount of el ectronic noney recorded on the IC card is
updat ed. S FRdd t‘?%nﬂf% FHSETNES JBRREDIFEF LD | nke rHees emeuredcdhyd to
record the ¥aymant anount and the paynent date as the el ectroni c noney-use
6

history. eI NI F g. 8, the reader/witer 9A1 or 9A2 . transnits a

wite comman it ased on the address A desi.gnat.ed by the controller
32, the wri tﬁ'él\rél 6’5‘1%;]3{2618% iod:l].ﬁ’ & 18 -C%ecﬁg d& tedlre’gf:%‘)fﬁ%m%e%en t he
| C card ecei i c the | C card sends an
~acknow e gerfeéﬁtclc ?ﬁ%{g&%&&%%%g%%gﬁt%f&$ﬂe ?gﬂggl?‘%l Rk ae ‘('5%5]?d ng data
in the iddgdd IRy [ fet i i rope onpl et e the I C card
sends a%ﬂs%goéné; e Res pﬁ(;tnss e&% o"h&'Ee'?]l[eSe (r:vg%(g eé?ewr ﬁ%éé) r P@A‘%‘%{%g Q%g . 1?cﬁ'hgx ’

reader / Wdddc O BF . IAZD SONFRLN CAY €Sy dn g CORLAPLL £ that the status
and t he response alrye rgpei ved. V\h%tl t he reader/vvr‘{lter gA‘%gor 9A2 receives

t he respanse;rddw: meadsy /v itred BAlcHFg 92 Sendsmann fskpowd edggment status

ACK to the IC card. Wien the controller 32 starts witing in this manner,
“the contemddierid? tawmend0 Btep SRS 4 he hyodads detgs nbass Mbebbek t he
status and the response have been properly received. If the determ nation
i s affir@rettiacks vithec hismans dddunthe waleances fiigar eoancéher | €heard i s
properly updated, the controller 32 noves to step SP19 and records in the
hard di sideffinenids ndrepayraeiitting t helled dranlometwonieys udehegrtiimes C car d.
In this way, the controller 32 instructs the IC card, which is a portable
i nf or matWsH-hesr i b trarsi pezRey t¢an dmournedi ted eand ondumunheyteand
subsequently the |1 C card communi cates to the controller 32 that the
updat i ng-i%s FRATEGE 1o drti Hg 0 e @oriibinertepmiaal commubhcate t he
updating of the electronic noney to the managenent center 3. The record
i ncl ude%“i%%&‘ﬁf‘eﬁfl%t%,rﬁwrﬁfy@ﬂm the 37re¢hblmg  teFaingentificati on
code of the IC card, and the |Ijke. When the paynent is recorded in the hard
di sk dr iVERSRSS aﬁj M FRPRILATIRR Q1% S FRERIBALHPR nERFUDE. t o pri nt

a recei q}hei N, 4cL rdance with .theqﬁrﬁgigtigéi on node settings,. The controller
32 returnd to etep 'SPt erti SEEhe T CERS ?‘F?ﬁ?slé‘?gdlng

account to a predetermined management account. The bank

network 8 communicates the result to the crediting terminal

7. In response to a settlement instruction given from the

management center 3, the cash temporarily pooled in the

management account is allocated to an account of each store

at which the user has made payment using electronic money.

The connection server 13 connects the electronic money



o

In contrast, if the determnation in step SP18 is negative, the IC card may
have been renpbved fromthe proper card placenent position in the period
fromthe transm ssion of the wite command to the responding fromthe IC
card. In such a case, the controller 32 noves to step SP20. After the
controller 32 has instructed that a nessage pronpting the user or the

sal esclerk to again place the IC card should be displayed, the controller
32 returns to step SP3 (Fig. 5). The controller 32 again perfornms the
process fromthe tinme at which the mutual authentication is verified onward
and instructs that the wite command Shoul d be issued. In this way, when
the conpletion of the updating is not communi cated fromthe IC card to the
controller 32 after the controller 32 has instructed the I1C card to update
t he anpsgstefn tthandl ehkr bank MeReYrkt e Ccankr eonhdkc?d cadaicRvieRstipuct s t he

| C card to update the anmount of the electronic noney. Accordingly, the

cont r ol berf32macpeprsscascehichg aspéeatriyptd cuntainld eherg@rtionl ligr 32
instructs the IC card to - 38 update the anount of the el ectronic noney.
| n cont Rgserdeheecwithokheh 3¥sdews offotdadec epichaaged begweear ahicons from
the tine_at which the IC card is instructed to update the anount of the

el ect r of-ECHBABYCt BoRRY svatem lwanéh thiee ba@kec aredwooimsni cat es t he
conpletion of the updating to the controller 32. In response to the

comuni cat i oNdfMaPeILBART cteBEeBf 3t Hanagaat fRg cephrehe tlecard, the
controller 32 can communi cate the updating of the electronic noney to the
nanagenﬁﬁFcEEﬁPéF BONGKe AYEREMe 1i ¥SHAGUIREC @R Iemeatr /ity eFoBeyinavai | abl e,
the controller 32 nmpyes from.step SP15 to step_SPZZﬁ&Fig. 6) and di spl ays
pr edet efficRE aﬂﬁ?sﬁé%é SRCPRESC 48t ner 2858F4t-P8n SGkePasE 45d the store

ti -t 2 ively.  As i he _di spl_ay 22C sh i'n Fig.
oA of t RE°SLGI8 bhYr aERen ERIEE53 'aRd CPRECAEpdy HSoFBESE1 € hown | n Fi o
9B of t : ' ' t rall 2 1inf th
and the" ST Eoanay DEE RESPRSE" thathenafc SBRRS R R Rl MBS Savai | abl ¢

on the fahdoednEnEOBbLRLLEE e82b35khe! B9 MEGnll HIBYSQL I h Wi shes Lo

conplete the transaction using the entire balance on-th card By di spl ayi ng

the foregehngriBSSag8 aa@aaoﬁeaaghn%kuéhagx% %%E%%'zﬂpkbogggnd an execute

option. Referring to Figs. 9A and 9B, the bal ance on the card is 3000

W th reppesbnbe aapaymenbcarBHit Abnd¢lQsel Bisk8RvSBE3 caldhe c#0RkLo! | er 32
det erm nes whet her the - 39 cancel key 22C2 on the display screen 22C of

.the stofe opedatzantunik,2Bahasckeengpressedd khet hexdetermnation is

affirmative, the controller 32 noves fromstep SP23 to step SP5 (Fig. 5).
Wien there iEnirsspénse end bbecingnisstpaeyiangi Fabl essandgWwiga the user
sel ects to cancel the process, the controller 32 cancels the paynent using
el ect r oaRtdnBhefronntbachsaudcage terhénpldyGenther ansagkinentcaeiercanpl et ed
by cash, or the purchase of a product can be canceled. In contrast, if the
det er ni BRERBAIER ¥aspoBp28aitg required to issue the IC card 2A with
K the issuing terminal 6 and stores a record concerning the

issuing in the transaction database 15. When the crediting

of electronic money to the IC card 2B is communicated from

the crediting terminal 7 to the management center 3, the

management center 3 updates the record in the transaction

database 15. When the store terminal 9 and the automatic

vending machine server 10 communicates the use of electronic

money to the management center 3, the management server 3

updates the record for the corresponding IC card.



negative, the controller 32 noves to step SP24 and determ nes whether the

3 execute option on the display screen 22C of the store operation unit 22 has
"been pressed. If the deternination is negative, the controller 32 returns
to step SP23. If the determination.in step SP24 is affirmative, the
controller 32 noves to step SP25. In step SP25, the controller 32 updates
the record on the IC card in a.manner simlar to steps SP17 to SP20, and
hence the transaction is conpleted using the entire bal ance recorded on the
| C card. The controller 32 records the paynent using the IC card. The
control l er 32 conputes the outstandi ng“anount by subtracting the paid
anount fromthe total paynent anount and returns to step SP3. The store
termnal 9 can settle up the outstanding anount using another 1C card by
repeating a Epmi karmpiecess. aAbredratirméned tay shahe moarm,nahed can cance
t he process, T - 40 and the user can pay for the outstandi ng anount by
cash. WiERageseat senvegf 5 dadms elamtgoriic tenaransddtabie decdradad on t he
1 C card) and when the paynent transaction is conpleted using the entire
amount df° éREcceamUterpAde Baeindedoba el i@ ated, ta et ortenter ni nal 9
records the paynent subsequent to receiving the response fromthe |IC card,
as in tMEseds o iHRewiSen hafdoE Y, §f31ﬁafqrbi1égtcﬂeq%dﬁ€tﬁ\i@¢ﬁ)mﬁvai | able. If

the store term nal 9 receives no response, the process fromthe tine at

whi ch t HETERAYSHGE e FECRT oh S WGHS ddho Ry natwagedt P In this
way, the ment ocess is reliably perfornmed. Wien the controller 32
conparege&%éenghghﬁsghﬁﬁHFHQﬁh the amount of the electronic noney recorded
on the 1 C carg_.and determ nes_that .there.is insufficient electronic noney
‘avai l abl e re%g?dﬁ DSHCPRE"| BEEXPY, Ot FECRERE: 81 P 1@95§i&é§tthe user wth

t he nmeny, g udi el A h ser .can sel ect ether to
pay by g)léesc%'gir %g]i cIlgl h%%yﬁ{é%l atc?cor élzd%cﬁ‘%arb%%‘%]l‘f%&le %entu THSTEE 9" amount  of

the el ecldn@RixC 3TRRGY cro%%rrq.%%no%e%elnc%ﬁ?%}ﬁnéfp%?ﬁﬁ%r}ﬂcaﬁﬁ&etﬂeor egoi ng

process, the controller 32 separately ch e I'on code of the

| C car dpankinele S eeireddon e Jerderfdy &fs s i gllﬁ-lsp ayst he 1ike.

If an I1C-card nal function is detected, the controller 32
pr edet enfaned SRS adAGd Nf0r mhd ke useli and-dde s @sel erk of the

| C-card mal function. Wen displaying the - 41 nessages, the controller
32 causesiviald ddust QBT Opahal imahdgeinient] st dhe stfe-oparad i unit 22 to
display different nessages. In this way, the user will not be offended,

wher eas inlvelddlig¢yclidsk wid [threeldratdiyt ivey itdfowimed. of dherawl neqpsd nts. (4]
El ectroni ¢ noney transaction in cooperation with POS register Figs. 10 to
12 showTaeprmgeegereot Ferfvemriongls opaliremtihutes adte amwesiingi tshelicont rol | er
32 in cooperation wth the

to the store terminal 9 and the automatic vending machine

server 10 when the management server 5 is accessed by the

store terminal 9 and the automatic wending machine server 10.

When the issuing terminal 6 and the crediting terminal

7 are turned on and gain access to the management sexrver 5,

the management server 5 transmits the invalidity list and

key data used to exchange data with these terminals. In

response to operations by an operator, the management server

5> updates key data used to exchange data with these

terminals at a predetermined time and communicates the

updated key data and the invalidity list to each terminal.



PCS reglster 24 in accordance with the fore90|ng settlngs When t he
;transaction node is selected by the salesclerk, the controller 32 displays
simlar display screens as those shown in Fig. 4. In this state, the
sal escl erk operates the POS register 24 and hence the total paynment anount
is conputed for the user. The controller 32 noves fromstep SP31 to step
SP32 and obtains the total anmount fromthe POS register 24. The controller
32 noves to step SP33, displays the obtaihed anount on the custoner
operation unit 21 and the store operatjon unit 22, and . nstructs the user
dr the salesclerk to place the IC car® on one of the card presentation
hol der 21B or 22B. In step SP34, the controller 32 determ nes whether the
cancel key 22C2 has been pressed by the salesclerk. If the cancel key 22C2
has - ™42 kisgedapredsedramisaicdetd did ethe3 2 samiesy fireonmnisi=dp 6SR3Y to st ep
SP35 and communi cates the anount paid by electronic noney to the POS
regi st ee2d. tiHe sdnceolther 13z uimges emmistadp €SA36 adnthytse rauinmatcaed.he
process. When a canceling operation is perforned, in this case, nothing is
paid for by electronic noney. The controller 32 comunicates a paynent
anount gf 0 to the POS register 24, and hence the transaction can be
conpl et &)us§ﬁ§r6a§ﬁrmPﬁ ntrast, when the cancel key 22C2 is not pressed,

the controller 32 npves to step SP37 The controller 32 activates the
reader/wr it ef 19A12 o+59$QPeFﬁP§FEbVSP§83WtH@ Bt FEPFEr teFmagainSdet er ni nes

whet h I I.f the det t
111 ralio SCERE SERTLBPTCY 3 c&a‘?@% pr%mwlsﬁ@sl% or? SRS and

h t t 24. Sub tl th
control o100 ™ SPREREERS PR Al sho el g clif o <o e HTHAAP St al e of

the trapgagt 'z@na%d%oPhgcg%&”a%s alrcb%%t%gg% MAA Q) I SR P38 T

negative, the contr noves to st her a

responsefiheayt he bracar gohas %%e%a&%%e'(%) ngﬁtf% t@hr@al fatdon is

“negative, the controller 32 returns to step card is

pl aced esnbBetedr ¢oPteseBiation haligen %18 @he?2RANG @ JAFRYISS A 0 a
conmmuni cation is
is used to issue receipt particulars, receipts, and the like.
The POS register 24 is an accounting machine used to
receive/pay money by cash in which a unit price concerning a
payment can be input by reading bar code or the like. The
'sFore terminal 9 can transmit/receive a payment amount or
the like to/from the POS register 24 by
transmitting/receiving_unencrypted-data as circumstances
demand or by transmitting/receiving encrypted data.

The customer operation unit 21 is provided with, in
front of a liquid crystal display 21A, a card presentation
holider 21B on which an IC card is to be placed. The card
presentation holder 21B has a concave portion corresponding
to. the shape of an IC card. Underneath the concave portion

is a reader/writer 9A1. When an IC card is placed on the

card presentation holder 21B of the customer operation unit



received fromthe IC card, the controller 32 noves to step Y - 43 SP40
.and instructs the reader/witer 9A1 or 9A2 that has detected the response
‘to verify the nutual authentication. Based on the nutual authentication
result received fromthe reader/witer 9A1 or 9A2, the controller 32
det erm nes whether the nutual authentication is properly verified. If the
determ nation is negative, the controller 32 noves to step SP41. The
controller 32 displays nessages on the custonmer operation unit 21 and the
store operation unit 22 indicating that an incorrect 1'C card has been
pl aced and returns to step SP33. In-détng so, the controller 32 instructs
the user to again place the I1C card. As circunstances demand, a canceling
operation by the salesclerk is accepted. In contrast, if the nutual
aut hent i2a3t is@N dn% PP WneerddRth /i SONYA DI 232 JIPVEsd rgm step SP40
to step SP42 (Fig. 11) and again determ nes whether the cancel key 22C2 has
been pregredc ldartdherdetemamaly Gbdrslal f ivHmt iapithe; candrol ler 32 noves
fromstep SP42 to step SP35 (Fig. 10) and comruni cates the paynment anount
to the RPEAdeeyiwstigrer?4 A 1Sues egiientdasedheacatd ald efad2 termnm nates the
process and returns to the initial state of the transaction node. In
contrast, ifTheheldguédncngsicadl daspley SPA2 iisspregaideve witthe acontrol | er 32
noves to step SP43 and controls the reader/witer 9A1 or 9A2 to read the
“record idistHevmsesegno2lithet Chearsdde of 4he |gnist gureSRiatthen control | er
32 searches for an invalidity list using the read identification code of
the | C &&¥deand 1fet endi medanedt manelh@ s dfprdwided car dilis Grsidited. |f
the use of the IC card isfprohibited, the controller 32 noves to step SP45
and i nf e Mser TasTFaivg esaltdsc @yl et pgradtiqrhainithe useanof t he
pl aced I C card is prohibited using the custonmer operation unit 21 and the
store of&PAti%n VETEUS2 Pisasse Qfe AMRPTMAE U tT ¢ HFeB ¥R iRAIReT 0 st ep

SP33. In,contyast,. if the use of the IC card . is not prohibited, the
contr ol In%lre %? TEVES O $inSs CEF SoPAF S5 t& P Popus- A6t erni nes whet her the

paynment e using the.el ectranic ney on the IC card. If there is

suffi ci en§ éﬂ%gf&%?%m c arﬁ%%élf é’vla%qeasnlo%? ]Ilﬁeorgrt%ftjrod"i 1€ 2 PR 9% m st ep

SP46 to P d ai t ] nes >t her the cancel key 22C2 has been
iR cIghe A Bgald) ARl e heh .

pressed etérmnatio nmati've., the controller 32 noves,

from step SPifet 9:8t80oSEREL(h 4n:10ks L3 CORLAERNY bdlingdet Al nati on

in step SP47 is negative, the control noves f

| NSt T UCteS i@l e eind ot 0P hif181 & ZHTOUN e 1 Qfn ot N € e_LCitc%ﬁo' Gy SO t hat

t he paynent anount is subtracted fromthe bal ance figur the electronic
noney urdenake 200Nt r Ben@fathhe IRV aMEda i FAb O A% e control I er 32

al so instructs the reader/witer 9A1 or 9A2 to transmt a wite command so
presentation holder 22B is a reader/writer 9A2. Accordingly,
when an IC card submitted by a user is placed on the card
presentation holder 22B of the sfore operation unit 22, the
reader/writer 9A2 gains access to the IC card.

The liquid crystal display 22A is provided with a

display screen 22C at the side of the card presentation'
holder 22B. On the display screen 22C, a touch panel 22D is
provided. Accordingly,.the store operation unit 22 provides
a salesclerk who places the IC card on the card presentation

holder 22B with various pieces of information. Furthermore,

various pieces of information can be input by operations on



- 45 as to record the paynent anount and the paynent date as the

el ectronic noney-use history on the IC card. Wien the witing processing
begins in this way, the controller 32 noves to step SP49 and determn nes
whet her the controller 32 has properly received the status and the
response. If the determnation is affirmative, which neans that in this
case the balance figure on the I1C card is properly updated, the controller
32 noves to step SP50 and records the paynent by el ectroni c noney, using
the IC card, in the hard disk drive 3? Accordi ngly, when the controller 32
instructs the I1C card, which is a por abre information termnal, to update
the anobunt of the electronic noney, and subsequently the IC card

comuni cates the conpletion of the updating to the controller 32, the
cont r ol I'gre 3P skaommesrca22C t he updating of the el ectronic noney to the
managenent center 3. When the paynent is recorded in the hard disk drive 33
in this mannéhe tteemdamtlr oidier w3 § 2 rigstigiddse rigce plulpptiatteral® to print
a receipt in accordance with the registration node settings and noves to

st ep SPIFEHERFURY horHeg oriditefeacentwbth ebhgxwsronenpbperat hen paynent
transaction usjing the el ectronic noney in which the paynment anmount is
comput ed Y opler At 1 RES TRt dinbl 22 n EemtFeceipt forheter 23,

determ r}iat' i rlbosé erge SP49 is negative, the |IC card may have been renoved
fromthé (;%B'ber > L STerft place RO bbT t i R0 Bhe heik@ri od from t he

transm ssion_of the.wite._co nd to the responding fromthe IC card. In
‘such a case, F’?Lﬁé oritr 8 E’&ch%&ﬁ\%émt (?fsttz’ﬁpwegﬁfecréﬁl”c% tontrol ler 32
has i ns 1t hat sa r onpt i the user, or the salesclerk to again
pl ace ttt%&h%f%glérgyas%hgeur%s%re@;egﬂ%%%?&t h'te}‘%o%‘ﬁ%cl’qwe’? RT3t hs bt st ep
SP33 and,jagaiyy i 1 ] r oul d be, pl aced. ordi ngly,
when thgldgﬁn%ntéﬁgésgp}r#oﬁo%g%ph e bstlg%e#l%%l tf%%“b?%ffggr s?féggzﬁ i's

conpl et ath!HAW & LT ANIL rgy@ycoﬁrt@ml’cé)@t Qlér?rir?éeﬁ?ﬁ'%r&u; ¥ process

t he paynent transaction. In contrast, there a.s insufficient electronic

money avaidaRiie e SOEIE o dde JHARSPACT IO 1A he-AELEr (1 PRy 1 9D 1o step SP46
is negative. In step SP52 (Fig. 12), the

connected to the bus BUS. Under the control of a controller

32, the interface 31 inputs and outputs various data to and

from thé management center 3 through é public line.

Accordingly, the store terminal 9 uploads various data to

the management cénter 3 and obtains an invalidity list and

the like.

A hard disk drive (HD) 33 records, under the control of
the'controller 32, various data obtained through the
interface 31 and various data required for processing by the
controller 32, such as daﬁa concerning payments by
electronic money.

A backup power supply 35 supplies backup power using
internal batteries when the commercial power supply‘is cut

of f£.

The controller 32 is formed of an arithmetic pProcessing



controller 32 determ nes whet her paynment terns are set. Stores in general
:prepare coins and the |ike so that custoners who pay by cash can receive
"change. Wen the store ternminal 9 operates in cooperation with the PCS
regi ster 24 to process a paynent, the store termnal 9 accepts settings of
paynent ternms in order that the types gf coins and bills that the store
must prepare are limted by initializing the store termnal 9. The
control ler 32 can accept such settings of payment terns prior to being
installed. If no paynent termis set, the controller 32 noves from - 47
step SP52 to step SP53. As described #Pth reference to Figs. 9A and 9B) the
store operation unit 22 and the custonmer operation unit 21 display
respective nessages to informthe user of the fact that there a.s
i nsuf fi airgnt Feenepravtdiliahle o therard sprd O @skot NedissfoMmbhet her the
user still w shes to conplete the transaction using the entire card

bal ance.temmistadp $SP54thet vroaniliald e32 oret£r41 fies whatdrer the cancel
option on the display screen 22C of the store operation unit 22 has been
oper at edpelrfattivg det erataratdnare ivsiiaf foromdd sy ddeodsd rol late I2aroves from
step SP54 to step SP35. In contrast, if the determnation in step S54 is
negat i véliskhelrdom 33 lier r3Bromass tto simepirSRESE sovd et areri aiesc ot her t he
execute option has been operated. If the determination in step SP55 is
negat i vOPSIRE1@Intandlt &l I dthe rstawe simgrBPHeh difit 2 deternination is
affirmati ve, the controller 32 noves to step SP56. As descri bed

her ei naBGFETHRGIFonthE Icen 3P Iisss IheorameseamumyRsnte|eet roni ¢ noney
to nmake Egg paynment and returns to step SP33. Wen there is insufficient
el ect r o€ TBITEY-Cadanezbladd d SFIES the §SRIPh RMmertt ivdelnprithel | er 32

executes_the _paynent of the anmpbunt that can be. paid by the electronic
noney a&gFF&Q&e¥I§§E§§h&5htly, the controller 32 returns to step SP33 and

pronpts the Hﬁegt 8rC%o hgaewhg% @%%n%%%r%§kggmiﬁéi4% is turned on

by a salesclerk, the controller 32 displays a predetermined
startup mode selection screen on the store operation unit 22.
The startup mode selection screen is a menu screen which
enables the salesclerk to select an operation mode of the
store terminal 9. The controller 32 displays a sales mode
menu and a practice mode menu on the menu screen. The
practice mode is an operation mode for allowing the
salesclerk to practice the coperation of the store terminal 9.
In contrast, the sales mode is a mode for actually
processing a payment by electronic money or the like.

When the sales mode is selected on the menu screen, the
controller 32 initializes an internal memory or the like and
displays a startup password input screen. When a pre-input
'startup password is input by operating the touch panel 22D
provided on the store operation unit 22, the controller 32

switches the operation mode to a transaction mode, and the



L]

another IC card. If the cancel option is operated at this-point, the

out st andi ng anount is comrunicated to the POS register 24 so that the user
can pay the bal ance by cash. In contrast, when paynent terns have been set,
the controller 32 noves fromstep SP52 to step SP58. The controller 32 sets
t he paynent anount using el ectronic noney so that change can be given by
preset bills and coi ns when the user pays the outstandi ng anount by cash
and recei ves change. Specifically, the controller 32 rounds down the anpunt
of the remaining el ectronic noney so that change can be given by preset
bills and coins. The rounded anpunt~i%7used as the anbunt to be paid using
el ectroni c noney. Therefore, when the outstanding anount is paid by cash
and change is given to the user, the change can be given by preset bills
and coi rsistomeat hgyensarids, Jnar: examl®, tidessda8 eploes: vt fiame 40 give
change in coins by setting the unit cost in 1000-yen units. In such a case,
when pagmEntswidroedane sdtspdiayh theatt meagmitions d«. bertrde i n 5000- yen
bills and 1000-yen bills, the controller 32 selects the snaller anount,
that i s, trEOG@OEDn apde Us ta awdle dodpreves ¢iey amotrafid he renmai ni ng

el ectroni c noney. Accordingly, the controller 32 conputes the anmobunt to be
pai d by BEYEEDENivS Imoh@lecSpmniifd ewidey . when the el ectroni c noney bal ance
is, for exanple, 5312 yen, T - 49 and when a paynent of 9000 yen nust be
made, the antfBff &het heurknRRARAg28PePrPrFAdedeRethet IsdtoTies, 5312 yen, is
rounded down in 1D00-yen units to an anount of 5000 yen, which is used as
the anoMRETEF PR BRid By diSeORSFRIEChie\E RISl HderPDiPUTTOLRER i s t he

out st andi_n nount. In this manner, the controller 32 conmputes the anount

to be p& I SHEIEHRIEI ey e iGRITSIreqh el gite JITRISTZ B pl ay's
such information an the cu r eration unit 21 and the store operation
uni t 22.moldr~1éqt ﬁc?lse %&f@, s O%i[ %E%Tﬁq%ﬁceeé’%fdm tHE e ot r ot 18P B20ef spl ays,
in additio t isplayed infarmatjon _shown in Figs. 9A and 9B
post-prgeges%s%l%éleﬁ%%f“oﬁfrta %r?ws?tfc O & HArkstihe tvﬁéﬁngﬁlﬁfr%"e”ﬁé"}fd after the

paynment Qv ronj N i,nder, of .the electronic
a%leﬁ%h(;ca 3%5 T s lqﬁqlgcr b?z]%cﬁ‘gts%%ly tﬂje Lo a%%nseji nthis-

noney on the | he contro ese ness

manner and PVAR ded RN AorNGRANUIRN GnS2 PXCGHLLINELIGeSS TN a
) t 3t €l The

manner simlar to the case in which no paynent termis se

control I3er s32 tepRIsate% iohesRANYAidit Wd M the A8 & &L erakf {1 Process
the transaction, the controller 32 communi cates the bal ance figure that

I emai ns dafstpdiaye XaC thieN @ tolte RRERaS.diP diie POS 1L Wwi@ihad td neyloi ng so,
t he subsequent process is correctly perfornmed. Wien the controller 32

oper at esodnrecpoperialg dlswilly tde-dR2aS r agistiart 24t nyacess dihe
transaction, as descri bed T '
operation mode for totaling the sales by electronic money.
When the touch panel 22D provided on the store
operation unit 22 is operated by a salesclerk by pressing a
bpredetermined area on the display screen in the totaling-
mode, the display of the store operation unit 22 is switched
to a registration mode input screen. The registration mode
is a mode for registering operation modes of the store
terminal 9 and the like.
On the registration mode input screen, the controller

32 accepts settings such that a receipt will be printed for

every transaction or a receipt will be printed only when a



- wth reference to Figs. 5to 7, the controller 32 instructs the IC card
;to update the anmobunt of electronic noney on the IC card and waits for a
‘response before recording the paynent. If the controller 32 receives no

response, the controller 32 returns to step SP33. This enabl es the

controller 32 to reliably process the paynent transaction using the

el ectronic noney. (5) Totaling node Figs. 13 and 14 show a process

performed by the controller 32 in the totaling node. Wien the totaling node

is set by an operation by the salesclerk, the controller 32 displays a

di spl ay screen shown in Fig. 15 on Tth&8display screen 22C of the store

operation unit 22. The totaling node is a node for totaling sales since the

| ast totaling-up. The controller 32 displays, on the display screen 22C of

t he st opxredparatiinedudipera?ioh HRSIRGE dhald eosifig thd hevddt glddwr up and a

menu (i ncluding "yes" and "no" options) asking the user whether to execute

t he t ot &2Dng- dp abide. tdomt, r alhlee rco3Z rooMiess fIDracsiegt SSREE tih g emddP62,

accepts operations perforned on the display screen 22C, and det erm nes

whet her thateyaymea tishéyt etlalatmpnis rdnathearsalpscleardedpar at es the nenu to

cancel the totaling-up, the controller 32 noves to step SP63 (Fig. 14) and

t er m natt@ePEF@tioac&#sgh [thet ROSexagitst esptddo S geymestis ity the - 51

totaling-up is operated, the controller 32 noves to step SP64. The

cont r ol FECFENGCamOnSYy @St PUNFSESAS rvhiParsieyp ™ rigidanrndenst aft al i ng- up

to the current totaling-up, thus totaling the sales. In step SP65, the :

cont rol I FOSHEIRELTt #é -di PP FNPliags @b riEwes of spl ay the
total. Fig.- 16 is a plan view of the display screen 22C in this case. The
controlF@% B RS SRS G ARe gy AR PSS HHE 1 op, fol | oned by

t he tot%% a un%.of sales. In st SP66 thﬁgﬁqg%g ll.er 32 control s_the
i nterface § "eSfaltt $h SROFHE WYt orifiectd tHe ey TP Eht er 3.

I-n step@slg(y%a h%%d%%%%glnle%r 2 'astoagt eugclnooug%{'u%éﬁtla ﬂe]ljﬁdins?(ri%algefenen center

3, reco 0 € payment’s Wirch have Be 9 al &> When t he

Lotall NgriR Hes 008 DRl %%eagaggj{lﬁ%ﬁ%ﬁé WY SRS Ay a4 0 step

SP67, the controlTer starts u e records o e paynents, which

are the 538he%e¥ NG8 W AAA NGt PEId Yl s, Priayd sorf\f ter the
controller 32 has started the upfbading, I'n sté%gng§¥it e'%%ﬁ%%q; | er 32

di spl aysaddee apicdey ese @bt mphead NdheSpacddL1on ddite Cod ol ler 32

di spl ays the nessage "unsent entries" at the mddle of the display screen
shown i @thingibyl oddt ibhemiichta Poudtd SsumsSAgmtdire TR vfa unsent

paynent records and the total nunber of paynment records to be upl oaded are
i ndi cat @d.sion fuhactdiemdlayf @Pnthe store operation unit 22 is switched

to the corresponding display.

When a predetermined. area of the touch panel. 22D is

similafly pressed in the totaling mode or the transaction

mode, the controller 32 switcﬂes the operation mode to the

transaction mode or to the standby mode, respectively. When

& predetermined area of the touch panel 22D is similarly

pressed in the standby mode, the controller 32 cuts off the

power supply to the store terminal 9.

(3) Electronic money transaction

When the operation mode is set to the transaction mode,



- 52 Referring to Fig. 16, there are a total of 230 records to be

. upl oaded, and a remi nder of 5 records has not been transmtted. After the

controller 32 has started displaying progress in this manner, the
controller 32 changes the display every time the nunber of unsent records
decreases. Hence, the salesclerk can confirm progress fromreading the
display. In step SP69 (Fig. 14), the controller 32 determ nes whether a
predeterm ned period of time has el apsed since the beginning of the
uploading. If the determination is ' negative, the controller 32 noves to
step SP70 and deternm nes whet her the 4ploadi ng has been conpleted. If the
determ nation is negative, the controller 32 returns to step SP69. In, this
manner, the controller 32 repeats steps SP69 - SP70 - SP69, and when the

upl oadi r@el soa@rphakedB2t baueert kold fusIdrY o dridicH RSP St ep
SP71. In contrast, if a predeterm ned period of tine has el apsed due to a

line malthenstoge ebeirae ibnkenhef ore Hohaiwpieadidtg des el ed.sgike,
controller 32 noves fromstep SP69 to step SP71. The controller 32 displays
t he ter sicmaenen offighe 4pr chess ahet ke stilsy ayreemeen@2E athd ke csteor e
operation unit 22. In doing so, the controller 32 can nake the sal escl erk
who opepgegsatiibe sndrte 22er nilhal dd.sipdlayesereleat 2t20e iopdnaldsor hasidbeen
properly conpleted in spite of the - 53 fact that the paynent records
wer e not2pioparcilydipo ad agmead cs kewpadn meiquirkd, tohdngarit rapl lagrowBiz

di spl ays, on the display screen showng the totaling result, a nmenu

i ncl udi R BoB&NceR- FULFOLAG &sivi.ort &y &otatluket.oanst & asptriesticthe
control | er 32 executes respective processing that corresponds to the nmenu
choi ce. K@i 8 FEPFEANERY 2RE2co”r SFPHEh Gsrodess fer Herdaming 1er 32
eXecute% igﬁ f oregoin uploadin%ﬁjn t he background. (6) Processing after
the acti-PafioA™AKHEH  p SPLAYUPRER St C4 HOTc SHSRIaYeR BRI AN BEds key

dapa_regg&red.to xcga gthahgkyﬁth thq u%gc rd aggggn_invalidigy l'i st.
Usi ng t REd8wiPE4ded 285t &% Hé*Eont Fdid-er*B3F05%5C ISR SCTEEH oads
oo gttt Ul B e BRI ATR BS B e RE Lnsnotnd,
oot o S47REn, B UTHERPHEE 2 TGRS HOTALENGRH o aleRgE2 ono
followed by a total amount display area, an outstanding
amount display area, and a card balance display area.
After the controller 32 has set the customer operation
unit 21 and the store operation unit 22 in this manner, the
controller 32 processes a payment usiﬁg electronic money by
executing a process shown in Figs. 5 to 7. Specifically,
the controller 32 moves from step SPl to step SP2 and
- computes a payment amount for a user. In accordance with an
operation of the touch panel 22D of the store operation unit
22, the controller 32 accepts inputs of payment amounts one
after another and computés a total payment amount. While
doing so, the controllier 32 appropriately displays a

subtotal amount and a sum total amount on the display screen

21C of the customer operation unit 21. When the cancel key



to the managenent center 3 In step SP83, the controller 32 activates a
stimer. In step SP84, the controller 32 determ nes whether the controller 32
has been connected to the managenent center 3. If the determnation is
negative, the controller 32 noves to step SP85 and checks a neasured val ue
of the tinmer- that has - 54 been set in step SP83, thus determ ning

whet her a predeterm ned period of tine has elapsed and tine is up. If the
determ nation is negative, the controller 32 returns to step SP84. The
controller 32 repeats steps SP84 - SP83 SP84 until a connection to the
managenent center 3 is established within a predetermned tinme limt. If
the controller 32 becones connected to the managenent center 3 before a
predeterm ned period of tinme has el apsed, the controller 32 noves to step
SP86 and(g%%rtgAHoMﬁIE%@ﬁ$@ﬁihva¢i@$199¢1srkdatheapdokeysdaSa prepared by

t he managenent center 3. Wien the controller 32 is connected to the
managenehf " Reritetl s bt ¢@ceiRésa CPEEPOREen thethenarolherbg2tbrecut es a
series of frocesses_such as verification of nmutual authentication and :
starts tHe g oadthAcPRESdt he control ler 32 has started the downl oadi ng
of data; the controller 32 nmoves to step SP87 and determ nes whether the
downl oadi ng Ha enb(-':'-:g"r‘? SEPIER e AQUR k5 & xfeti R YRt i Bh Thinarprnase, the

of the 1 iR CTRRC L STeTTEES | 1P o1 G SPbib, TP REREF R nFhg WRSFher 5
et er m 1ot e | ST, e el ehiToi | or o598 SR PPE Ph LREpCPB7. In this
e S oS e B TS ST Tty
list andiis¥®lays, instead of the message "Welcome to our store!® on
the display screen 21C of the customer operation unit 21
shown in Fig. 4A, the message "Please place the card", thus
instructing the user to place the IC card.
In step SP4, the controller 32 determines whether the
cancel key 22C2 has been pressed by the salesclerk.
Although the user has selected to pay by electronic money,
the user may change this so as to pay by cash or by credit
card. In such a case, the cancel key 22C2 is pressed. The
payment amounts .may be incorrectly totaled. In such a case,
the cancel key 22C2 is also pressed. When the cancel key
22C2 is pressed, the controller 32 moves from step SP4 to
step SP5, terminates the process, and returns to the initial
state of the transaction mode.
In contrast, when the cancel key 22C2 is not pressed,
the’controller 32 moves to step SP6 and activates the

reader/writer 9A1 or 9A2. In step SP7, the controller 32

determines whether the cancel key 22C2 has been pressed. If



i

| i ke fromthe managenent center 3. \Wen the downl oadi ng has been conpl et ed
in this manner, the determ nation in step S87 becones affirmative.
Therefore, the controller 32 noves fromstep SP87 to step SP90 (Fig. 18).
The controller 32 updates the stored invalidity list using the downl oaded
data. In step SP91, the controller 32 updates the stored key data using the
downl oaded data. In step SP92, the controller term nates the process. In
this way, the controller 32 after the activation obtains the nbost recent
data fromthe nanagenment center 3 and processes a paynent by el ectronic
money with the 1C card using the obtathed data. The el ectronic nobney system
1 can prevent the illegal use of electronic noney and the |ike, and hence
the security of the entire systemis inproved. In contrast,.when a public

line haghe wehbunghaenodue st @ AHGhddald | ey ddigtdKesr i4s b&%@s

difficult for the controller 32 to establish a connection to the nanagenent
center Frout bitapasprredet e et speriachitatddrmndAtssdawnlgagd the data:
When the store termnal 9 is noved to a storefront or the Iike, and when a
payment resupnacessetie tihd titaar &tdatfariotalti® itsra seannactedid r omm~phone
line, and it becomes difficult for the store termnal 9 to downl oad the

dat a. | eoauchstasedent hdedeedemmiatatdon s teeSRE s st)mtive 56 SP88 is
affirmative. In such cases, the controller 32 noves to step SP93 and sets

t he cur téwet conkabildiery 312i slovarsd tohe tegy SPRt andcridatimed hhdtarel & sk
drive 33 available. In step SP92, the controller 32 term nates the process.

‘When t h&eeernsel fepm3Xhef tI&r caind das \redroravesivwid £ | A thdé n obtairiing

the nost recent data fromthe nmanagenent center 3, the controller 32 uses

. dat a poS&€&EIBGnaSignt s Nsgetiivife tideperordinlaleseridsraifugrodessewp The

controllgr 32 encrypts the invalidity list and the key data and stores the
encrypt Tdata in the hard disk drive 33. This ensures the security of the
store termnal 9 itself is stolen.

| t th
ﬁé?ﬂ?enaﬁgz @g%?aggﬁnr?ﬁgeﬁZWﬁbeﬁEn?A&eﬁFePA§ d&n asFdivaded Pﬁetpésults of
t he upI%%gE%%l%ﬁep§%nen r%%%%%ﬁfgﬁ'%i Ioadlg%h of the |nv%%|d|ty list,

and the Ti'k n-tHe U fall it

can be Gons! yed ichatthe o %%efttee&@al@lae 9413z, oo 'Cultﬁ{ ggéfuncctlon In

parti cul ar, en'th oadirng o aynen records’ fa

di ffi culits £96ckhe o8l =iy QI IRRRLAER LI LOTPILIS, Seid | grent, whi ch
may give rise to very serious problens. |, e upl oadi'ng of paynent
recor ds ra8iBotr regRhetedignal in response to the communication from
the reader/writer 9Al1 or 9A2 is induced in an antenna of the
IC card, and the IC card is activated by power generated by
the radio-frequency signal. The IC card analyzes data
tranemitted by the radio-frequency signal. Since the
transmitted data in this case is concerned with the
communication from the reader/writer 9A1 or 942, the IC card
makes a response to the communication. When the
reader/writer 9A1 or 9A2 receives the response, the
reader/writer 9A1 or 9A2 stops communicating with the IC
caid and communicates to the controller 32 that the response

is received.

After the controller 32 has activated the reader/writer



r - s~ and when.the downl oading after the activation is performed, it is

, possible to determ ne that the uploading has run out of tine due to a
“tenporary line mal function caused by increased traffic or the like, that
the line mal function has been repaired by now, and that the store term nal
9 has been turned on. Therefore, the managenent server 5 at the nmanagenent
center 3 accesses the store termnal 9 with a predeterm ned timng and
instructs the controller 32 to finish the unconpl eted upl oadi ng of paynent
records. Since the total nunber of pagnents has been conmuni cated to the
managenent center 3, the managenent-céAter 3 can instruct the controller 32
to upl oad the remai ni ng paynent records in accordance with the

comuni cation. In this case, the sal esclerk may have operated the store
term nalg tgy executignd ne, HOr Lol NG PAYLEM c PrOcESs 8197 Thesef orgp,the
controller 32 executes the uploading in the background in accordance with
the i nStycitil ahdiMeEdNg e PRNAGE BN I8 TYEF d prébbRENRLbY Shy1 &
connection to the managenent center 3 nmay not be established in the

upl oadi g wfop@IEHnd 6 dSesddnsdiCls adsas€ted] begonesndi ddneait for. the
managenent center 3 to know the total nunber of paynent records. Al so, the
downl oadienyg Efderid hareanided aiy ofthereya besonerklj fEthe ubtocdenisuch

mal f uncti ons occur, the nanagenent center 3 sends a mai ntenance staff to
sol ve t hemprdildteshy Ragmittated a bitoek ali pogedetefmibed npentiedantetime 58
operations. The maintenance staff brings a portable term nal 50 and does
mai nt endrce empdwsl sttorle: trepeaiaing . sSpeei $Ptat | SR8 theSHortahee termi nal 50
is formed in a manner simlar to formng a portabl e personal conputer. The
port abl €A AT 50 chif e XormdeestRd® an the estate opevitite wahhgenent
server 5 through an interface 51. The portable term nal 50 can be carried
to the fortd@tsdt Het Waniet s t 5D 2% eF i PR d 50 cp bhaedhnect@d to an
interface 36 of the store termnal_ 9. Prior to being carried to the store
to do neﬁ’?ﬂ%vcé‘{het’hé:fb%rﬁfé{ﬂ%sﬁ ebfii HRAFeB0IR s oMme ct TR+ otighthat

predetermned line or directly to the enment server 5. Under the
%g L%Egtes

Bont ol DR SIS TT 13 B R he e (UEFE OB hiRapabeee

processhﬂp uch as verification of nutual authentication, as in each

terninallléﬁqu§9§%uﬁ%§ﬂﬂ Trotey S¥Btem 1. After the nutual authentication
has been veridfi %%hﬁgé%tpowr%gll gél&%lroag%éxfg_%ekq%?%fe&@/qmgl ty-list data

and key data, which areto ermnal 9, and

records A AN VIl Qe dBlded D audUWdtetin ot dhol ox dhhienicthedderohler 2

prior operation has been perforned, e portable term IS carried to

the st Orﬁué‘%aiéexcﬂ&}{hﬁ%lecbif’ dhey£3 0L £y LS P Eat, 9st¥{2t6§9§he ff)@t roller 32

of the store termnal 9 executes a predeterm ned operation Wile displaying

a predetRydimad SErLLN ARG SS M 88OSrédddPPuritePI9Al or 9A2 that
has detected the response to verify mutual authentication.
As shown in Fig. 7, the reader/writer 9Al1 or 9A2 transmits
and receives predetermined data to and from the IC card
using a mutual authentication key, thus verifying mutual
authentication. At the same time, the reader/writer 921 or
9A2 communicates the processing result to the controller 32,

Based on the mutual authentication result communicated

from the reader/writer 9A1 or 9A2, the controller 32
determines whether the mutual authentication is correctly

verified, that is, whether the placed IC card is for use in



f oregoi ng nodes, the operation node is switched to a mai ntenance node. \Wen
.an operation simlar to that in the transaction node is perforned, the
“controller 32 verifies nutual authentication with the portable terninal 50

and transmts unsent paynent records to the portable term nal 50. The

portable term nal 50 records the paynent records in the hard disk drive 53.

In this case, the store termnal 9 sets a signature, encrypts paynent

records, and uploads the encrypted records, as in the case of uploading to

t he managenent center 3. In the sane nmai ntenance node, the controller 32

downl oads the invalidity-list data and3the key data recorded in the

portable termnal 50 in a manner simlar to downl oading the invalidity-1list
data and the key data fromthe managenment center 3. \Wen the paynent
records tafe dleideaded dhdpisrdmmmer, the PadAEdLr R Rl gy
connected to the managenent server 5 at the managenent center 3 ina manner
sim | ar Hard hemsmas] imapnda the padabie 1erdsanal sdidh doywd aasash ¢4 advance
the invalidity-list data and the key data fromthe managenent center 3. The
port abl epdsey inaliBhhkepl oars e dlovernoadet @ayieniedLeDrdls tiet he
managenent server 5. Accordingly, the store terminal 9 can upload paynent
recor ds contmsetitdres3 2 ey nentst egy 3P When Bhserdotsoligwe 3l dausdd on
occurs. - so Wen the controller 32 is connected to the portable

t er m naltiB0 qus perdm ranatat il oudithg? 1 candhigre t$ieo 100 ntpartd ko8 un st

connected to the managenent center 3 through a line in the maintenance node

to perf ormihéifRIeat i greffndean el rdbigi ot nighat an coimonteet B eindl ays
the progress of the processing in detail in area AR at the bottom of the

di, spl aygf?c% REPE VAT h G TEBITSH ] %20 | SE3 f orThs apgnierolkin $he

controller 32 is dialing up the managenent center 3, the controller 32

di spl ay S Te P TH R YR tHaPIRe cotf rBt 159732 i8S dialing up. Wen

t he con%&pller 32 sucqfeds(in dialiqgku t he managenent center 3, the

cont r ol 1B SPFiHSE LA Fh SR Jr‘§ﬂ? MPHA UL ¥ hEM i cation, the

controll 3 i.spl.ays. this. en the controller 32 starts uploading or
domnloallﬁféaﬁéﬁgdh QDQ%ﬁt%éydisplays that it has started the processing

d sub I i §pl [ of t. i
of data boi ng UNonded - BT BadeE i, oA ey el ol Mourec

of data being up contr us coﬁ?igured

to si Mplddieddieaioris gloddie diiananse stald. Jheybgrdable ter i nal 50

encrypts data obtained fromthe nanagenent center ata obtained. from

the stor@defmidi wheattthy 0ot dsaddi) ansy yPiesl wWad anedii Sross¥ent syai shaps
such as | eakage of key data due to theft or the like. ( Operation of the
enbodi metHe deftermination is affirmative, the controller 32 moves :
from step SP11 to step SP5 (Fig. 5), terminates the process,
and returns to the initial state of the transaction mode.
In contrast, if the determination in step SP11 is negative,
the controller 32 moves to step SP1l2 and instructs the
reader/writer 9A1 or 9A2 to transmit a read commaﬁd.
Referring to Fig. 7., in response to the instruction,
the reader/writer QAl or 9A2 transmits to the IC card a read
command (Read) concerning an address (Adr) designated by the
controller 32. When the IC card properly receives the read

command (Read), the IC card sends an acknowledgement status

ACK to the reader/writer 921 or 9A2. Subsequently, the IC



- 61 In the electronic noney system1 (Fig. 1), various data are exchanged
anong the nmanagenent center 3, the issuing termnal 6, the crediting
terminal 7, and the like using encryption and nutual authentication by
predeterm ned key data. As a result) an IC card is issued to a user, and

el ectroni c noney enploying the 1C card becones available. In the electronic
noney system 1, key data required for electronic noney processing is
periodically generated at the managenent center 3. The key data is

“encrypted and sent to the issuing termnal 6 inreal tine. In.addition to

an invalidity list that is a list of ?fhvalid IC cards, the key data is
encrypted and sent to the crediting termnal 7 and the automatic vendi ng
machi ne server 10. Wien the store termnal 9 after the activation gains
access terthexssnagenihie cedErcdymdde ey dadresmaing tihe dHwal idity list are
simlarly encrypted and sent to the store termnal 9. Wen the power.

suppl y ireacier /effi terth@Alssui Mh2 efatianatediyrddie ior edindnigrst eqstinal 7, and
the automatic vendi ng machi ne- server 10 delete the key data and the

i nval i dii&FHonse REsponsesy eithel ddicageasiedvoyridata ¥id dthe2dd ke due to
theft of the issuing termnal 6, the crediting termnal 7,1 and the

aut omat FESPENEISn§Fheadditfe igerihd fm Te astwgspangen fdle 9 (Figs. 16 and 17)
after the activation gains access to the nanagenent center 3 and obtains

the key TFRESTANTified PPe Orarfd % HOMMBHY Gt Ttiie data to the -

controller 32. In response to this communication by the
reader/writer 9A1 or 9A2, the controller 32 obtains the
balance figure of electronic money recorded on the IC card,
the identification code of the IC card, and the like.

When the controller 32 reads the desired data from the
IC card in this manner, the controller 32 moves to step SP23.
The controller 32 searches for an invalidity list using the
read identification code of the IC card and determines
whether the use of this IC card is prohibited. If the use
of the IC card is prohibited, the controller 32 moves to
step SPl4. The controller 32 switches the displays of the
customer operation unit 21 and the store operation unit 22
and informs the user and the salesclerk of the fact that the
use of the placed IC card is prohibited. Subsequently, the
controller 32 returns to step S5P3. |

In contrast, if the use of the IC card is not
prohibited, the cOntroller 32 moves to step SPl5. By
comparing the electronic money balance figure read from the
IC card and the total payment amount, the controller 32

determines whether the total payment amount is prayable using



- 62 hard disk drive 33 are updated. Therefore, various processes are

: performed based on the nost recently obtained data. Wien the store term nal
"9 after the activation gains access to the managenent center 3 and obtains
the data in this manner, and when there is a |line malfunction such as a
reduced data transfer rate due to increased traffic and a sw tchboard
failure, or when the store termnal 9 is noved to a storefront and is used
off-line, it beconmes difficult for the store termnal 9 to obtain the data
fromthe managenent center 3 (Figs. 17 and 18). In such cases, the store
termnal 9 stores the data, which are3?o"be del eted when power is turned
off, in the hard disk drive 33. Wen the data cannot be obtai ned even after
a predeterm ned period of tine has el apsed, the store term nal 9 begins
processitg kaset romildedihriya o3 aitRd 10 ddyei hard di sk drive 33. Therefore
the store termnal 9 can deal with a line nmal function. Furthernore, the
store ternm nak @heae hecusedfatianitofahiden asddNaddedt theSt@nefiioQnir N Which
it isdifficult to establish a line connection. Wen the store termnal 9
st ores t3¥e mdvms datem arebnt 18P 1S ke istdiheSHIsE d Riicsk Ty iatel 3dgdanh t hi s manner,
the data are encrypted and are recorded (Fig. 3). Therefore, |eakage of key
dat a dualetemibefas ehethed ithe iGnuey draed®2C2 -haG8 balfrerpsisded. | ik
mal functi on continues (Fig. 19), the nmanagenent center 3 downl oads the data
to the pgé&a dstermdnatian 5¢ affdmdisiatruerttle adnd molkkeabl 32 trervdsal 50 i s
carried to the store and uploads the data to the store terminal 9. In this
way, théT M@ oS Nbriey e RS ([FE9 -ddall - wilth i el varctwhom or t he

like. As_.in the case in which data is exchanged between the
there are sufficient funds available, the controller 32 can

!
| cancel the process by an operation by the salesclerk.

When the cancel key 22C2 has been pressed, which is a
predetermined operation, the controller 32 cancels the
procesé for updating the amount of the electronic money and
for communicating the updating of the electronic money to
the management center 3.

If the determination in step SP1l7 is negative, the
controllier 32 moves to step SP18 and instructs the
reader/writer 9A1 or 9A2 to transmit a write command.
Accordingly, the paymént amount‘is subtracted from the
balance figure of electronic money, and hence the amount of
electronic money recorded on the IC card is updated. In
addition to this, the controller 32 instructs the IC card to
record the payment amount and the payment date as the
electronic money-use history.

Referring to Fig. 8, the reader/writer 9A1 or 9A2 .
transmits a write.command Write based oﬁ the address Adr

designated by the controller 32, the Written balance figure,



managenent center 3 and the store termnal 9, the portable term nal 50
2enabl es the managenent center 3 and the store termnal 9 to exchange. data
wi th each other by encryption and mutual authentication using key data.
Furthernore, the data obtained fromthe managenent center 3 is encrypted
and recorded. Accordingly, even when a m shap such as theft or the |ike
occurs, the security of the systemis ensured. In this manner, key data and
the like are distributed in the electronic noney system 1, and hence data
can be exchanged securely. On the assypption that encryption using the key
data is perfornmed and that the signature is added, the issuing termnal 6

i ssues the IC card 2A which carries therein electronic noney avail abl e.
Specifically, in the electronic noney system 1, when the IC card 2A is set
on the i¥xLi4RP ki BtanRatd - a tiatTorcasd vieasfi ed between the IC

card 2A and the reader/witer 6A of the issui&g term nal 6. Subsequently,
data i s BIRIEHREHbethfssi etk ththdfehehtiCourrd. 3thed € heardssemgst er mi nal

otr § or m ! AT E T b AUAs R FurTHET SR oty | DS Keyowata 1 oqui rad
28, “and THE 1 e EPRUAR GHthel - i W e RRt o, SR

{ransact i SR Shac P rih TR 98 1< Gtd FEHR B eai ti ng

26 and (e IR TR 74 of G e Bt oe Y o vt A2 8 uent v dat

i s exchangath HREVWESIY 198 Jredad il ; easz @@dtﬁ@ecﬁﬁ&offém% 8

‘through the connection server 13, thus w aw ng cas roma user's

account @ upgatdfgdheimul s deed roRd C-dBDeY4 ecofded ogethe IC card

2B. Accordingly, electronic noney is credited to the IC card 2B. The

credi ti ngdder/maordad O tdie did aatdh 2P s antk thes e Se | Scig@MuUNi cated to
t he managenent server 5 at the managenent center 3: As a result, concerning

t he recorehdenr/wihierd:C war b2B &t (derttid mad heckieanseddemen das ebase Adk the
anmount of electronic noney stored on the IC card 2B is updated. Wen a user
goes shdppitige artd ganrd.hases itens at a store, the paynment anmount is
subtracted fromthe anount of el ectronic noney recorded on the IC card 2.

| n addi ti on, Whiga téeuctndmoldeznmddnts tiag teommitiicat dc tthhitshenarareagenent -
65 <center 3. Specifically, when making the paynent using el ectronic noney,
and wherFFerdBrHRd athed 2 mavssctiors i Bhis t Hiist of b ard ndebeér@iges gs. 2
to 4), the store operation unit 22 of the store termnal 9 is operated to
total afBifiteR Fise STt gind g ERRORFRhERREShPEPREEBY al paynent
amount. Furtherpore,_ the user is instructed to place the IC card 2C on the
card pré&SAGon Hdl déte SEECTHAR IR 135 BFHL D iive| adeich Mes

aut hent i ci}aatti i%?\elleri fied between the | C card 2C and the reader/witer 9A
(Figs. 5% %}fe Fe&o T5alFhdd'S i Jure ot 1HhPEIRREFHTRIFR Y on t he

1€ card i s.l.0aded. \ggen there is a-s£ j ien(# bal ance avajl abl e, .t he
" paynent tg’lﬁ%ourﬁnﬁrsoqg'ueortr ct"éoa'efsr%t%%egb Itafr%ealf g%?‘é‘?r‘iﬁdl?h‘éh%r%%‘? of
el ectrony;g Y d eLOr d Smfh LC card 2C i.s updated. The store term nal
. 1 "
9 re_corgis tﬂe payment tqrrgedéjoa S|errllgc-t e.eeeczlreo%%oﬁ%%e@mé%ytlﬁ%%n?_h@"%t_ore _
ter mi nalrd cean batch dnload payient. f,ac0r s, supseguentl vy s Alpd g point, in
the el ectronic noney system ('Fig. :
card, which is a portable information terminal, to update
the amount of electronic money, and subsequently the IC card
communicates to the controller 32 that the updating is
completed. Accordingly, the controller 32 can communicate

'the'ﬁpdating of the electronic money to the management

center 3. The record includes the payment date, the payment



~awite command is issued to the IC card 2C, instructing that the anount of

el ectroni c noney shoul d be updated. When a communication that the updating
is conpleted is received fromthe IC card 2C, the store termnal 9 records
t he paynent and becones capabl e of communicating the paynent record to the
managenment center 3. In this way, when the IC card 2Cis renoved fromthe
card presentation holder 21B by - 66 the user before the anount of

el ectronic noney on the I1C card 2C is updated and the processing is thereby
cancel l ed, both the IC card 2C and the store termnal 9 are naintained in a
state before the processing starts. Accordingly, situations in which the
anount settled by the nmanagenent center 3 disagrees with the anount of

el ectroni.c noney on the I1C card 2C are avoi ded. Since the backup power

suppl y 3w ipr dhiedédenitdtfdoaiiomomsds athdlpr doessimb arel priey dhitked even
when, for exanple, the plug is disconnected and the commercial power supply
i s cut - dfenafther pepEegidas Agoordeate landie hefrd|daty shilyentifey thees been
instructed. Therefore, situations in which the anmount settled by the

- managemSPR EEALET 3 Adilsgdraes swithe tIReiiumrigited &6t riehireifdngy on the 1C

“ el ectroni c nobhey on

card 2C_are ,avoi.ded. Wen no response is received fromthe |IC card 2C even

after aPpicEdéter® FEFPEANGE SH I Fdreh i Bisgddon modss dre titsingsai n

i nstructged toﬁ%:a ol thg I C %grd 2C, and theéProcessing i S agai_n repeated
from t hd BeGORHERAL oFh e FETRETS, &P WGP (TS 1RG ARFBEaEET diftfved wi t hi n
t he peri fromthe updati ng of the anount of electronic noney on the IC
card 2C4$%C e #é§ﬁ5ngﬂﬁg fromthe IC card 2C, and hence the processing is

cancel ed. 1L ihecBasshble 4o a8 GSLLIGLLTS | 1 ch Chgcamaint of

car d, 2Cn o3l gQueniley Itch%ayrd' ey LA HdAT My ' dhd g dayrent . and

hence t he "anount settl ed by the managenent cente sagree

amount  Qfarel %qtarc%me(illt”?b%ﬁtq_%nt he L 26 é@d}%%&%%&ﬁ&&ﬁs}gﬁ} recor ded

in the store term na only after a response fromthe IC car S

recei ved)r the pavRRNcotldndalc hewd &Q@Hﬂﬂdﬂrgg thens e terddnal Gphen the
|C card 2C is renoved within the brief period fromthe updating of the

el ect r omuhmanekse) the oneardd 126 t3p herdesponsidiy Jgam the 1C card 2C
Wien the 1C card 2C is renmoved to cancel the processing, and when the

met hod of pajfient kthechangedlfieamiusing ehedtretiecd ThREY at medsiang cash, the
anount settled by the nmanagenent center 3 and the anount of electronic
noney oPTOMPtiGgdah¢ 2Cedi sayree walesadriottheragdNey grltdred edss Id is at
| east possible to prevent the managenent center 3 fromsettling the paynent
usi ng elc@&dd GhicttLfopey disrd dv@tce tdis apveimalgesr (32 tietwyer ty estep

SP3 (Fig. 5). The controller 32 again performs the process

from the time at which the mutual authentication is verified

onward and instructs that the write command should be issued.

In this way, when the completion of the updating is not

communicated from the IC card to the controller 32 after the

controller 32 has instructed the IC card to update the

amount of the electronic money, the controller 32 again

instructs the IC card to update the amount of the electronic

money.

Accordingly, the controller 32 accepts canceling

operations until the controller 32 instructs the IC card to



i

avoi ded. In such cases, since the store termnal 9 includes the backup
power supply 35, at |east situations which nay give rise to di sadvant ages
to the user are avoided. At the stage of nmking the paynent using

el ectroni c noney, the user who has selected to pay by el ectronic noney nmay
change the user's mnd and may wi sh to, pay by cash or the |ike. The store
may charge a different custoner's bill to the user by m stake. In such
cases) in the electronic - 68 noney system 1, the cancel key is operated
to cancel the paynent processing using el ectronic noney (Figs. 5 and 6). In
this way, when the user is instructed®®8o place the IC card and the

el ectronic noney transaction is perforned, it is possible to prevent the
user from perform ng operations such as renoving the IC card in hurry so as

to changmddie rmeidethointPayete diediScddius massi bl erd e dritvddze ®id uations
in which data transm ssion and reception between the IC card and the store
t er m nalcdhtheddne: diZf fdoes thdth ddvee o WA« i QGRESH thidhn By ek fatdr ng
processing in,accordance with the progress of the processing, it is

possi bl e&ifme atoiwihisiht wdted AIts dar dwviii<c hitdteranmumhtt s effdatk bhd hendg@mnmagenent
center 3 disagrees with the ambunt of electronic noney on the IC card. The
cancel | &fi grheofe tgpd qondee swinway dfd ditse ddventaigedrian tite USkBrgamhd hence the
usability of the electronic noney system!| is inproved. The el ectronic
nmoney s\PSMEMNE Cadespttdhec sieama gt oparfatitenipdatiing Heo etbect roni ¢ noney
system 1l instructs the IC card to change the anmount of el ectronic noney.
Subsequéitt R Lhedt Bfct | AG HREN@ P e myanina timumt dfhel ectronic
noney, the el ectronic noney system 1l does not a%%%ft cancel i ng operations.

It is t PGSR % S5 slrditing o dde HGuial. dsh s aier

processi@p has been . . .
32° can communicate the updating of the electronic money to

the management center 3.

When there is insufficient electronic money available,
the controller 32 moves from step SP15 to step SP22 (Fig. 6)
and displays predetermined messages on the customer
operation unit 21 and the store operation unit 22,
respectively. As in the display screen 22C shown in Fig. SA
of the store operation unit.22 and the display screen 21C
shown in Fig. 9B of the customer operation unit 21, the
controller 32 informs the user and the salesclerk of the
fact that there are insufficient funds available on the card.
The controller 32 asks the user if the user still wishes to
complete the transaction using the entire balance on the
card by displaying the foregoing message and a menu
including a cancel option and an execute option. Referfing
to Figs. 9A and 9B, the balance on the IC card is ¥3000 with
respect to a payment amount of ¥4000.

In step SP23, the controller 32 determines whether the



cancel l ed, the anpunt of electronic noney on the IC card is reduced. It is
- al so possible to prevent situations in which - 69 the anount settled by
"the managenent center 3 disagrees with the anount of electronic noney on
the IC card. Wien the anpunt of electronic noney on the IC card is reduced
even though the processing has been cancelled, it is possible to enploy a
process of again updating the anount of electronic noney in order to
recover the original state. 3n this case, the process has di sadvantages in
that the process is conplicated and in that the duration for which the IC
card nmust be placed is increased. A@c%?dTng to the present enbodi nent,
cancel i ng operations are not accepted after the instruction is given to
updat e the amount of el ectronic noney, and hence situations in which the
anount senidedd kKey RRE2menadeRE @i spanrtve s odirs AP Ees WiHd dtheraanount  of
el ectronic noney on the IC card are avoided using a sinple process. In
- cont r astopeitiadrienanaicages hias \wleiegh prversed s TS ufHd cleardrnel recitircaniics noney
avai l abl e to nake the paynment. In such cases, in the el ectronic noney
syst em Biftiymaidee i $hientontedldfent @ owrvsisarfition stme\SRA3 tte dtike when
the full anount of electronic noney is used to nake the paynent (Fig. 9).
For exarpi®e,(Filgen Sthe Ween ithems gur diedEfiadmnt eHeqismmimyngreduce t he
nunber of itens to be purchased in order that the user can make the paynent
lsi ng elP¥EHIEMLE -ndARey Wham dhgatisgd] pelard uder gaireabditorPEesfur chase of
the iteng, or the _user may sel ect various nethods of paynent, - 70 such
as payi fg-ehyOR tEGHERatico FagcediSe dtfeo MY MRS e 1S IME IR T UHeiMoRSH d. | n
this way, the usability of the el ectronic noney system1 is_ inprqved for
the user™ [FRnE GREStT Giec BRIMER oy <PRiee 4 &30 IR (R Yeie b &
informed_that there are insufficient funds available t ke the paynent,
t he can%@ls’lhng Oé:pgfrlaet Eon siasﬁerc’ffgrarré)dxi ucgcar?caéjf q%ecaﬁ}%eg’eersgi ng of the
payment using,elagronic Fpneks L eonihash o Men g execule option is
operated, the processing of the paymeni using él'eCtronic 1oney i s executed
- S0 that e u I r-eNi }Qgp Vi : is used to nmake
t he paynent .tlggéci%%c%}olngrot l%%} é‘%‘égfm I seclongtlcrétf;(;'?seEl tg&l[jgdat e the anount
of el ectdeireniMARe Yhedhdt hoL ARG/ Hd e ARt 1QS &i@,giéf@&é@{ley I's
recorded so that it can be sent tothe nmanagenent center 3. 1n the

el ectromze mENaheS ¥t bpdra ikseruni askethd vganfirdrddie. payienie et hod,
and the paynent using electronic noney is processed. Therefore, the user's
desires ddt®ermination is negative, the controller 32 returns to step

5P23. If the determination in step SP24 is affirmative, the

controller 32 moves to step SPZS. In step SP25. the

‘controller 32 updates the record on the IC card in a manner

similar to steps SP17 to SP20, and hence the transaction is

completed using the entire balance recorded on the IC card.

The controller 32 records the payment using the IC card.

The controller 32 éomputes the outstanding amount by

subtracting the paid amount from the total payment amount

and returns to step SP3.

The store terminal 9 can settle up the outstaﬁding

amount using another IC card by repeating a similar process.

Alternatively, the store terminal 9 can cancel the process,



reflected in the processing, and the usability is inproved If there is
sinsufficient electronic noney avail able, the processing is i mediately
“cancel ed in response to the canceling operation. Therefore, even in the
m ddl e of conmputing the total amobunt, it is possible to allow the user to
change the paynent nethod, such as paying by cash, credit card, or the
like, and to allow the user to cancel the purchase of itens. Therefore, the
usability is inproved. - 71 In such cases, canceling operations are not
accepted after the IC card has been instructed to update the anmount of
el ectronic noney. It is possible t o-cdfiniini cate the paynent record to the
managenent center 3 after the nmanagenent center 3 receives a response from
‘the IC card. It is therefore possible to avoid situations in which the
amount said [tk hsdheamnagensint tent @it Stheagy efrowt t oy heagmpunt  of
el ectronic noney on the 1C card using a sinple process. At a store in which
t he POS Whegn sttheyr 241 sanich duief ist iosret el e adbn B aneneprmesi Pab1® perform
transactions, for exanple, bar codes attached on itens are read by the PCS
regi st errprdat dihethiotdl @Eaydhemndmied e computred tyakeycopem ats on of
the PCS register 24. The store termnal 9 is configured to obtain the
paynment e tgdiuping)thaAcoridieaEroirheot| ekecondeiqoneyersystem 1, the
user is instructed to place the IC card. In response to the instruction,
t he userT§fterdad te 1he cHy Fawd + Hehe as o ¥R ebevmbiabnd hotderd18e and t he
paynment processing is perfornmed in which the paynent anmount conputed by the
POS r egiRABIeY FUPTRAYRTS| 1Y B RITHMN ctRRnesSPERsR. faam ke 135 . 1n the
el ectroni c noney system 1, when using both the POS register_ 24 and the
store t & Hrald %‘Ka‘iheneﬁﬂﬁ"eslrélvéttﬁkgn?k&e%nje?/,s‘ilff%%l%gs?%?%W%“b?dt an

operation to again input t ayment _anmpunt.to the store termnal 9 so that
the a™oREY %’a@ﬁﬁﬁr‘i%‘an %% ﬁ?a%esﬁ%}f%gp%ﬁ:%ﬁ?%ngcr%ﬁjev?sI'ﬁot his way, the
bur den salesclerk is |essene and | oper _operations_are avoi ded.

The amoaie T ueriy 1 2esybr wotroras T ime nee CREFARr eng adiiedl cated 1o

t he POS ' . .The. P | St supt e appupt . pal d. using
eIectnméé?%é#E%F%%%ﬁﬁ¥¥% to % ﬁ%fﬁ%ﬁ %n%%h%?ﬁéﬁaé?he ??aﬁé%%?%%%’is

term nat@gds drdier PRIEM £ POEYA 5Vt §8-forhbal S Possible to onmit an
operation to again input the anount pald using electronic noney to the POS

register 24. whan hine WhtAde HurLedhdiss salesdfidnt ansasenats and
i nproper operations can be avoi ded.
the amount of the electronic money recorded on the IC card
and determines that there is insufficient electronic money
available recorded on the IC card, the controller 32
provides the user with the menu including the cancel key so
that the user can select whether to pay by electronic money.
In accordance with the menu chdice, the amount of the
electronic money recorded on the IC card is updated.

In the foregoing précess, the controller 32 separately
checks the identification code of the IC card, which is
detected by the reader/writer, the status, and the like. If
an IC-card malfunction_is detected, the controller 32

displays predetermined messages and informs the user and the

salesclerk of the IC-card malfunction. When displaying the



:to performtransactions in this manner, canceling operations are accepted
before the updating of the electronic noney is instructed. The paynent
record can be conmuni cated to the managenent center 3 when a response from
the 1C card is received. Therefore, situations in which the anmount settled
by the managenent center 3 disagrees with the anmount of el ectronic noney
are avoi ded. Wien the processing is canceled in the case in which the store
terminal 9 operates in cooperation with the POS register 24 to perform
transactions in this manner, nothing S” been paid by el ectronic noney.
Hence, a paynent anount of O yen is sent to the POS register 24. By
operating the - 73 POS register 24, the transaction can be conpl eted by
cash, cmegisagear.dthe doatriddd erWien dausest dihe teerstionalr Dpepertaiees in
cooperation with the POS register 24 to performtransactions in this
manner, G@Ad ‘Zhiegndhahe storenspkftadiion unind2avai |GlEpd ayo disée ddret
paynent, the user is asked to confirmthe paynent nethod. In response to an
execut e MeFSAGESt-i oAR fthd spaaventiher veessiwig lugiotg tel edifiemdiesi.noney i s
performed. Accordingly, in the electronic noney system1l, when the store
t er mi naWN$IEREr Ahes Sed cesdparatiidd wield atdy hEs indgirstest of4 the m&vifror m a
transactiqgn, the user is asked to confirmthe paynment nethod, and then the
payment B98¢Essi ng using el ectronic noney is perforned. In this way, the
user's desires are reflected in the processing, and the usability is thus
i nproved. Wen there are insufficient funds available to nmake the paynent,

and whe 45heE%%pr sel.ects to 8%¥ b |.ectr.onic noney,. in the el ectronic

- noney sBstem SHEPEIST TORER ﬁn%fszr?é’ﬁ’t LSRRGS A %Ethg S ect roni ¢
noney rQ%%&g%gIon the I C card. Subsequently, the anount paid by the
el ectroni ¢ nonéy is communi cated to the POS register 24, so that the

bal ance can E@gggi§0b¥oci§hsﬁﬁwt%88¥$ESSSl90§u§?r?ﬁg%§§gr%Oé8§ﬁ%nge’ the

unit price o nitemis set In en units at” the

store deegnRelcthavwe utsg.n%i 9L RARES diN e384 iqpid%pem%i%}PWthOftH@ney

recorded on the IC card nay have a fractional part. |In such a case, when

the ful lpoameertisefert ha _@ﬁ%@ﬂ&d@%t&ﬁ%{éﬂ%%éﬁﬁ_{ e 1qarhd s used to
make the paynent, the necessity of giving change in small coins in response

to the paynewhebythashrahyaarisa. mbaet he ekgetten eyM@ARY ssYskeelk t he
anount to be paid by electronic noney is set based on paynent terns set by

t he st orthet eomtrall 12 Se@iSRARYsN SHing.1ak?)disPieref@im@edhastionas s
intention of, for exanple, not keeping coins for the giving of change and
t he useshowtedinr @i gar @ .r efllnedthdds istadet.t ithe tded qeayinert cqgratattes [thd hi s
way, the usability is further inproved. '
POS register 24 and hence the total payment amount is '
. computed for the user. The controller 32 moves from step
SP31 to step SP32 and obtains the total amount from the POS
register 24.
The controller 32 moves to step SP33, displays the
obtained amount on the customer operation unit 21 and the
store operation unit 22, and instructs the user or the
‘salesclerk to place -the IC card on one of the card
presentation holder 21B or 22B. In step SP34, the

controller 32 determines whether the cancel key 22C2 has

been pressed by the salesclerk. If the cancel key 22C2 has



Specifically, according to the present enbodi nent, the anount of the
zelectronic noney recorded on the I1C card is rounded down in predeterm ned
‘units, and the amount to be paid using the electronic noney is thus set. In

the foregoing case, it is not necessary to 'give change in small coins when

t he bal ance .i's paid by cash, thus achieving the store's intention.

Therefore, the usability of the electronic noney system!| is inproved, and

great advantages are offered by the electronic noney system 1. In addition,

i nproper operations by the salesclerk are avoided. In this case) the user

does not receive change, and hence élﬁgtfonic noney becones nore

advant ageous. In the el ectrohic noney system 1, when the store - 75

terminal 9 records the paynent using el ectronic noney, and when the

-sal escl drdenoeestsesl .t Hdes taumg: todrldmeal2 Sndwe g ofizadm UptRYSEIY tecorsts, t he

records are uploaded to the managenent center 3 in which the bal ance figure

of each SR 8icand, advowpdnadiss dirsumourtie peyden elde; remit triendy kiso ar e

recorded in the transaction database 15. Based on these records, the

managemente F&f el stest Afot s Thive I ekt rd2 gnaeseta | steheSHAy ment s

usi ng el ectronic noney, and hence the settlenents are conpleted. In the

upl oadi PP riEE@Efatgfe fheh @RsAS ng- e NS SHI 2 ORTaten ebs by t he

sal escl erkf(coFi s. 13 to 15), a line connection is established with the

manage gttt éﬂ?eé‘rv An 0 5 FARET AU 1 A FAAIE the P BURHLE he | i ne
to the nmanagene center 3, and the @/rr,ent records are uploaded. In this
way, in W%l edtFofic® rs;i?[ é‘rﬂﬂ%‘ M R £ R Wb 1% ¢he

I Sy & . |
ol cetr omt oty FOSGRAATAT it natL QR o T SH AT LT T4 oo

consci oygaf; 4y YRl;0ading.operation to the managenent center 3, as in the
total i ng-up of sales uUsing the conventional PCS register 24. In the

upl oading_pr 9aessn bl el GRELORLE RRABKLISYALLEASES dde Sl dlediunber of

records as a denom nator and t he nunber o sent records as a nuner ator

and di SprRY $dite ANear e8s mifvddha dnladidisst N the formal fefraction (Fig.

- 76 16). The sal escl erk who executes the totaling-up process can nonitor

the progiqssdiamueadidigidr)anditd an1 AW drence thesusabididy efethe
el ectronic noney system11 is inproved. \Wen uploading data through a

conmmuni catrto lliere,32 lad@h (G mnMely WKhaertnsg ednddsecdpezioz a |ine
mal f uncti on caused by increased traffic. Also, a line" malfunction causing
di fficulltas ibeesstpafdsssid .ng Tf ddrenebdticamineyt GmecUts dHf Bbthargiw, oftes at i ons
in general are perfornmed after business hours. \Wen the uploading requires
a very |agmggsdrliesd 3¢f mdvess famoh whsp iSPIRecomestel f$P3Rl4nd o perform the
upl oadi ng due to a connection failure, the sal esclerk cannot go hone if no
measur e IOFMEK SR ey ddley @avmendr cimamst e cidraeli FRS toegheterl e24 r oni ¢ noney
system 1, when a process is not conpleted after a predeterm ned period of
time ha§”@5§ﬂé’@d1,t3{me Theo st nasl kagy | S emi i & | Wepi B¥eRss fawin a case

in which the process is properly conpleted. In other words, the process in
this ~ Teturns to the initial state of the transaction mode.

In contrast, if the determination in step SP38 is
negative, the controller 32 moves to step SP39 and
determines whether a response from the IC card has been
recelilved. If‘the determination is negatiwve, the controller
32 returnsrto step SP38.

when the IC card is placed on the card presentation
holder 21B or 22B and a response to a communication is

recelved from the IC card, the controller 32 moves to step



i

case is intentionally termnated as if it were properly term nated. Wen
the process is perfornmed by a sal esclerk inexperienced in operating the
store termnal 9, the salesclerk is not required to perform additional
operations in order to process daily transactions. The sal esclerk can total
the sal es securely and can conduct shutdown actions and the |Iike. Hence,
the sal esclerk can handl e daily transactions in spite of line

- mal functions. In this case, the managenent center 3 can be aware of the

fact that there are unsent data in the,store termnal 9. In the electronic

noney system 1l, at a predetermned tine that the store termnal 9 seens to
be activated, that is, at a predeterm ned point after the data has been
downl oaded after the activation, the managenent center 3 accesses the store
termi naFP90 and ansémtcdsat fher acadlesddad-teFhi% nwy v dhatoblasns such as a
| ine mal function caused by tenporary increased traffic. Wen. mal functioning
of a |i A8trstaEt thpxEgsransasdiogied by fthen andeladt athentdafttiom -t he store.
The mai ntenance staff connects the portable termnal 50 to. the store

t er mi naPagegrpg. the) muinNglt RE thestd cadift Me sy ipItesds it &fomdf® to t he
portabl e tgrnina[ 50. Subsequently, the data _are downl oaded fromthe

port abl &SPEPRY HAE-t66 £81t RE ﬁ&@ag&#ﬁh@9ﬂﬁqﬂ%lQE I EHEHARS i n the
| t i . t |, . . h |.i | f ti . i , th
ot o or SNGSRBAGERS PUHETe SHEPE HARY 6 BT NE TRl o ot m nal

0. di nal .h I . [ f ' ly d [
the 11 ntaPPiRETRORCaPR, e Piopa TR R Ehae i, A SR e L ¢

data s g2X6hangqd. DahueeR k0 TRNAGeRING Lol ehnad ALY I Shaw e term nal 9,

t he por erm na enabl és t he managenent ce he store

term naloyd+bfeexlanae dal anlie Bhicanh GeTsfite opcthei il o2
an g Key

aut hentication encryption usin ata. Furthernore, the portable

term nali nad cBRGHYPERadaka QbR memddier Hay edal Pinaled ARd records

the encrypted data. Therefore, even when a m shap such as theft occurs, the

securi t ye®arble tay step ispaensurned.aolhen dde il anange st aff is sent to
the store to do mai ntenance,, the nmmintenance Staff can confirma

connect iiagttrictthe tienageient eejalier pdddeomieal naddie display screen for
di spl aying the data uploading (AR in Fig. 16) in which the connection state
I s di splcdyedmisn attetes [demdedce a tdaasdrikingmedifa tcicendyy dfhd he mai nt enance
staff is enhanced-. (9) Advantages of the enbodi nent

salesclerk is accepted.

In contrast, if the mutual authentication is properly

verified, the controller 32 moves from step SP40 to step

SP42 (Fig. 11) and again determines whether the cancel key

22C2 has been pressed. If the determination is affirmative,

the controller 32 moves from step SP42 to step SP35 (Fig.

10) and communicates the payment amount to the POS register

24. Subsequently, the controller 32 terminates the process

and returns to the initial.state of the transaction mode.

In contrast, if the determination in step SP42 is negative,

the controller 32 moves to step SP43 and controls the

reader/writer 9A1 or 9A2 to read the record in the memory of

- the IC card.



Wth the above arrangenent, when comunicating a batch of records of the -
;updating of electronic noney to the managenent center through a
‘communi cation line,,and when the comuni cation -cannot be conpleted within a
predeterm ned period of time, the comrunication to the nanagenment center is
term nated indistinguishably froma case in which the communication to the
managenent center is conpleted within the predetermned tinme. Therefore,
when a |line connected to the managenent center has a malfunction,.it is
possible to term nate the processing w thout perform ng additional
processi ng, and hence daily transacti®hs-are conpleted in spite of the

mal f uncti on. - 79 \Wen the communication to the managenent center cannot
be conpl eted, the records noney are upl oaded by the store term nal. Wen
the nonent, uRserbpdaba4arena tenpeblaklr ihe ssatihereribexanple, a
tenporary line of the uploading of electronic managenent center by

accessi ngvdig diitye IRl unginiprttes fdadd@intimtcdadedodd ds therefore
possi bl e processing in spite of, for malfunction. By switching the

oper at i crrocmd idesteaadirefs cdrahnc dtiengideo dthethnageerd icent er-t hrough a
communication |ine, the records of the updating of electronic noney are

r ecor ded®rahifttiggbr t A ehteerygenalf diige ar®e dawd imploadteichi tfeat, estampl e, when
a line mal function continues, unsent data can be upl oaded through the

por t abl €ENEIAAT IFemed ttd Siras % argl parfarms tiie gster amht
processing in spite of-the line malfunction. By switching the operation
node, i AtedRlssIns Mihdhmfadudhats the ysivaf dihy Biated Gugh a
comuni cation line, it is possible to obtain data required for electronic
noney prfdes i PRERiE@d orfslng diie I enedb e EHRIundh 2hianday, even
when it i npossi ble to obtain the data through the line due to the |ine

mal f unctJﬁ!h%h,'S He& PREF TP DB i red THFHEINY pditatn e e@l despite

the lin | functiqn. Int case in which data required for electronic
money E\3Zr’n%r:eatln:ns q:o step }&3361

In contrast, if the use of the IC card is not
prohibited, the ¢controller 32 moves from step SP44 to step
SP46 and determines whether the payment can be made using
the electronic money on the IC card. If there is sufficient
electronic money available, the controller 32 moves from
step SP46 to step SP47 and again determines whether the
cancel key 22C2 has been pressed. If the determination is
affirmative, the controller 32 moves from step SP47 to step
SP35 (Fig. 10).

In contrast, if the determination in step SP47 is
negative, the contreller 32 moves to step SP48 and instructs
the IC card to update the amount of the electronic money so
that the payment amount is subtracted from the balance
figure of the electronic money under the control of the
reader/writer 9A1 or 9A2. The controller 32 also instructs

the reader/writer 9A1 or 9A2 to transmit a write command so
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processing transactions is obtained through a comunication - so line,
correspondi ng data possessed up until that tinme is updated using the
obt ai ned data, and an el ectroni c noney paynent is thus processed, when it
is difficult to obtain the data through the comunication |line, the
transaction is perforned based on data possessed up until that tine.
Therefore, even when it is difficult to obtain the data due to a |line

mal function, a tenporary change in the installation of the termnal unit,
or the like, it is possible to performtransactions based on the data
possessed up until that time. It is"therefore possible to perform
transactions despite the line malfunction and the |like. (10) O her

enbodi ments Al t hough the foregoi ng enbodi nent has been described with the

case i n asitch redm the reegids: AnAatens ganniyleupioededs widin a
predeterm ned period of time, the records. are uploaded by access obtai ned

by the reslrragememitc aenter-uddehiresenton mientiocdsgnot limted to this
enbodi ment. For exanple, the store term nal can neasure the duration, and
after a pred&hennithedwprdetiod girocess ings belgipsedn tHhe sStweivg tw@igni nal can
automatically dial up the managenent center and can upl oad the records.
Al t houg @& Flgreay Gl h gnasresb di rerite th 8P e ean dl edcrd hmich o twhdtieecaistes i N whi ch
the store term nal upl oads and downl oads data using the portable term nal,
t he preggﬁﬁmollqm_Bz has properly received the status and the

response. If the determination is affirmative, which means

that in this case the balance figure on the IC card is

properly updated, the controller 32 moves to step SP50 and

records the payment by electronic money, using the IC cérd,

in the hard disk drive 33. Accordingly, when the controller

32 instructs the IC card, which is a portable inférmation

terminal, to update the amount of the electronic money, and

subsequently the IC card communicates the completion of the

updating to the controller 32, the controller 32 can

communicate the updating of the electronic money to the

‘management center 3. When the payment is recorded in-the

hard disk drive 33 in this manner, the controller 32 |

instructs the receipt printer 32 to print a receipt in

accordance with the registration mode settings and moves to

step SP35 (Fig. 10}. Therefore, the controller 32 can

cdmplete the payment transaction using the electronic money

in ﬁhich the payment amount is computed by operatingrthe POS

register 24. |

In contrast, if the determination in step SP49 is

negative, the IC card may have been removed from the proper



s vendi ng machi ne server can upload and downl oad data using the portable.
‘terminal. Although the. foregoing enbodi nent has been described with the
case in which transactions are processed based on the old invalidity |ist
and key data the present invention is not limted For exanple, when it is
difficult to to the nmanagenent center, it is poss start processing a
transaction based list and the key data. when tine has run out, to this
enbodi nent. establish a connection Lble to inmedi ately on the old
invalidity Although the foregoi ng emb®@i nent has been described with the
case in which the store term nal that gains access to the managenent center
by predeterm ned operations processes transactions based on the old
inval i didard ipSlacei@nith@deat idat an ey fEeSRNted Y eld MrdisniQlsdddrited to
this enbodiment. Since simlar situations nmay arise in the issuing termnal
and t he ooff exiet iwng. tee fovinitain AMYC t IRx changmasald cusonfladias Wid hedrhve, manpgenent
center-in real tinme due to, for exanple, a managenent server mal function,
t hese t eunna sawey, péef @ontidliler 3B ocesss g Siugd IBFswOre, the present.
invention can be applied to a store term nal which upl oads paynent records
in real tineAfAkrhtbghctherbdiegoidgheshddisimenictieds theen adeeskizbed with t he
case in which the present invention is applied to - 82 the electronic
money sERERtigihghe ssegaldredhd osddddark yist eagdim whilate areutts  of
el ectroni c noney recorded on I C cards are recorded and controlled by the
managemSiHE G RBILA tige ddsPdaned nvéit i tizp H@r |3dinetdinns tiv steodi ment .
The present. invention is also applicable to an el ectronic nobney system
usi ng a S0t A% FBHEn IPEdF UGS dhatatifoukth qard draygel me adsstident has
been described wiith the case of separately providing the POS register
enpl oy e G THAHY /p ARFEn (P ayRah taRf t%ﬂa AV tESHRHAD Béhich is the

el ectronic ney term .. the present. invention js not limted to this
enbodiA%%?ﬂgﬁﬁ#%ﬁgfbﬁgglﬁﬁﬁﬁﬁ€%¥(%ﬁ1ﬁﬁaQﬂﬂﬂ%%ﬁfé(P%%%%§QﬁQ¥FMﬂ%ﬁlthe POS
registe t store_ternmn are. integrated. Althoygh the faregoing
enbodinéﬁ?ﬁﬁas ?E%ﬁg’gééﬁﬁﬁﬁa%%1ﬁ$§rﬁ§¥%§§%¥rPRﬁﬁ%ﬁ$t SB®EYni ¢ noney

systen1&§d§ygg&*%ﬁd using contactless IC cards, the present invention is

not limted to this enbodi nent. The present invention can be broadly

applied to aIﬁaégnEBaﬂﬂlC@fa@h@EQCH%?gh%u%?aﬁieﬁxsEﬁ@gﬁEOQQQf%%H%ﬁ?.USing

contact IC cards and.to a case in wh an el ectronic noney systemis

conf i QUERGIUSING &Pkl d HHY MRl didn SUalh af 1 SRl ldd @5, phene in

pl ace of an IC card.
step SP46 is negative. In step SP52 (Fig. 12), the
controller 32 determines whether payment terms are set.
Stores in general prepare coins and the like so that
customers who pay by cash can receive change. When the
store terminal 9 operates in cooperation with the POS-
register 24 to process a payment, the store terminal'g
accepts settings of payment terms in 6rder that the types of
ceins and billé that the store must prepare are limited by
initializing the store terminal 9. The controller 32 can
adcept such setfings of payment terms prior to being

installed.

If no payment term is set, the controller 32 moves from



83 WHAT IS ChAIMED 1. An el ectronic noney transaction processing nethod
zconprising: an updating step of subtracting part of a paynment anount from a
"portable electronic device that stores a value of electronic noney and

updati ng the anount of the electronic noney stored in said portable

el ectroni c device; and a conmuni cating step of comunicating the

partially-paid anount to an external unit or subtracting the anount

partially paid using the el ectronic noney fromthe paynent anount and
comuni cating the outstanding amount to be external unit. 2. An electronic
noney transaction processing net hod™ attof di ng to claim1, wherein the
paynment amount is obtained fromthe external unit. 3. An el ectronic noney
transacti on processi ng nethod according to claim 1, wherein the external
uni't i nctedesSPHxash samgo®RENg meciawesribe Arwetlectd fetand®ney tiggsacti on
processi ng nethod according to claim 1, wherein, in said updating step, the
full anmintarst Gthe tdlee sthoor eoprrsyiet oreidt |22 saidl {ios taidBomdect roni ¢
device is used to pay the anbunt to be paid using the el ectronic noney.

84 5. APRSAmEftiwnhivniinidy dirspisar ittempesivicss giers agthotb aochrxh nghd o ¢l ai m

1, wherein, in said updating step, the anmbunt of the el ectronic noney in

sai d pordssdl et M@t el déare dpdmantfinlepdaendnfaramiaoie i s

communi cated to a nmanagenment section
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In step SP54, the controller 32 determines whether the
cancel option on the display séreen 22C of the store
operation unit 22 has been operated. If the determination
is affirmative, the controller 32 moves from step SP54 to
step SP35. in contrast, 1f the determination in step S54 is
negative, the controller 32 moves to step SP55 and
determines whether the execute option has been operated. If
the determination in step SP55 is negative, the controller
32 returns to step SP54. If the determination is
affirmative, the controller 32 moves to step SP56. As
described hereinabove, the controller 32 uses the entire
amount of electronic money to make the payment and returns
Lo step SP33. |

‘ When there is insufficient electrohic money available
to make the full-payment, the cdntroller 32 executes the
' péyment of the amount that can be paid by the electronic
money available. Subsequently, fhe controller 32 returns to

step SP33 and prompts the user to complete the payment using
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payments shoqld be made in 5000~-ven bills and loobwyen bills,
the controller 32 selects the smaller amount, that is, 1000
yen, as a unit and rounds down the amount of the remaining
electronic money. Accordingly, the controller 32 computes
the amount to be paid by electronic money. Specifically,_

when the electronic money balance is, for example, 5312 vyen,

THJT AV Eal ca] ca
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and when a payment of 9000 yen must be made, the amount of
the remaining electronic money, that is, 5312 yen, is
rounded down in 1000-yen units to an amount of 5000 vyen,
which is used as the amount to be paid by electronic money.
A remainder of 4000 ven is thé outstanding amount.

In this manner, the confroller 32 computes the amount
to be paid by electronic money. In step SP59, the
controller 32 displays such information on the customer
operation unit 21 and the store operation unit 22.° In this
case, as clrcumstances demand, the controller 32 displays,
in addition to the displayed information shown in Figs. 9A
and 9B, post-processing information such as the amount that
will be paid after the payment by électronic money is made

© and the remainder of the electronic money on the IC card.

The controller 32 displays these messages in this
manner and moves to step 5P54. The controller 32 executes

- the process in a manner similar to the case in which no
payment term is set. When the controller 32 operates in
cooperation with the POS register 24 to process the
transaction, the controller 32 communicates the balance
figure that remains after executing the process to the POS
register 24. 1In doing so, the subsequent prbcess is
correctly performed.

When the controller 32 operates in cooperation with the-

POS register 24 to process the transaction, as described
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with reference to Figs. 5 to 7, thelcontroller 32 instructs
the IC card to update the amount of eléctrbnic money on the
IC card and waits for a response before recording the
payment. If the controller 32 receives no response, the‘
controller 32 returns to step SP33. This enables the
controller 32 to reliably process the payment transactidn

using the electronic money.

(5) Totaling mode
Figs. 13 and 14 show a process performed by the
controller 32 in the tofaling mode. When the totaling mode
is set by an operation by the salesclerk, the controller 32
displays a display screen shown’in Fig. 15 on the display
screen 22C of the store operation unit 22. The totaling
mode is a mode for totaling sales since the last totaling-up.
The controller 32 displays, on the display screen 22C
of the store operation unit 22, a message that confirms the
totaling-up and a menu (including "yes" and "no" options)
asking the user whether to execute the totaling-up. The
-controller 32 moves from step SP61 to step SP62, accepts
operations performed on the display screen 22C, and |
determines whether to execute.the totaling-up. If the
salesclerk operates the menu to cancel the totaling-up, the
~controller 32 moves to step SP63 (Fig. 14) and terminates

the process. If the execute option for executing the
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totaling-up is operated, the contreller 32 moves to step
SP64.

The controller 32 totals payments by electronic money
frem the last totaling-up to the current totaling-up, thus
totaling the sales. In step SP65, the controller 32
switehes the display on the display screen 22C to display
the total. Fig. 16 is a plan view of the display screen ZéC
in this case. The controller 32 displays the preseﬁt date
and time at the top, followed by tﬁe total amount of sales.

In step.SPGG, the controller 32 controls the interface
31 to establish a dial-up connection to the management
center 3. Ih step SP67, the controller 32 starts uploading,
to the management center 3, records of the payments which
have been counted up and totaled. When the totaling-up is
to be performed after business hours every day, in step SP67,
the controllexr 32 starts uploading the records of the
payments, which are the sales since the totaiing-up
performed the previous day.

After the controller 32 has started the uploading, in
step SP68, the controller 32 displays the progress of the
uploading. Specifically, the controller 32 displays the
message "unsent entries" at tﬁe middle of the display screen
shown in Fig. 16. At the right'of this message, the number
of unsent payment records and the fotal number of payment

records to be upleoaded are indicated in fractional form.
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Referriﬁg to Fig. 16, there are a total of 230 records to be
uploaded, and a reminder of 5 records has not been

 transmitted. After the controller 32 has started displaying
Progress in this manner, the controller 32 changes the
display every time the number of unsent records decreases.
Hence, the salesclerk can confirm progress from reading the
display.

In step SP69 (Fig. 14}, the controller 32 determines
whether a predetermined period of fime has elapsed since the
beginﬁing of the upleoading. If the determination is
negative, the controller 32 moves to step SP70 and
determines whether the uploading has been completed. If the
determination is negative, the controller 32 returns to step
5P69. 1In this manner, the controller 32 repeats steps SP69
- SP70 - SP69, and when the uploading is completed, the
controlier 32 moves from step SP70 to step SP71. 1In
céntrast, if a predetermined period of time has elapsed due
to a line malfunction or the like before the uploading is
completed, the controller 32 moves from step SP69 to step
SP71.

The controller 32 displays the termination of the
process on the display screen 22C of the store opération
unit 22. 1In doing so, the controller 32 can make the
-salesclerk who operates the store terminal 9 believe that

the operation has been properly completed in spite of the
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: As shown in Fig. 16, the controller 32 displays, on the
display screen showing the totaling result, a menu including
a cancel-printing option and a return-to-total option. The
controller 32 executes respective processing that
corresponds to the menu choice. While performing the
corresponding processing, the controller 32 executes the

foregoing uploading in the background.

(6) Processing after the activation

When power is turned on, the controller 32 downloads
key data required to exchange data with the IC card and an
invalidity list. Using the downloaded data, the controller
32 processes payments, uploads records, and the like as
described above.

Fig. 17 is a flowchart showing a .process performed by
the controller 32 after the-activation. When power is_
turned on, the controller 32 moves from step SP81 to step
SP82 and controls the interface 31 to establish a connection
‘'to the management center 3. In step SP83, the controller 32
activates a timer.

In step SP84, the qontroller 32 determines whether the
controller 32 has been connected to the management center 3.
If the determination is negative, fhe contrcller 32 moves to

step SP85 and checks a measured value of the timer that has
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ﬁeen set in step SP83, thus determining whether a
predetermined period of time has elapsed and time is up. If
the determination is negative, the controller 32 returns to
step SP84. The controller 32 repeats steps SP84 - SP85 -
SP84 until a connection to the management center 3 ié
established within a predetermined time limit.

If the controller 32 becomes connected to the
management center 3 before a predetermined period of time
has elapsed, the controller 32 moves to step SP86 and starts
downloading invalidity-list data and key data prepared by
the management center 3. When the controller 32 is
connected to the management center 3 and receives a response,
the controller 32 executes a series of processes such as
verification of mutual authentication and starts fhe
downloading.

After the controller 32 has started the downloading éf

o data, the controller 32 moves to step SP87 and determines
whether the doynloading has been completed. If the
determination is negative, the coqtroller 32 moves to step
S5P88. The controller 32 checks a measured value of the
timer that has been set in step SP83, thus determining
whether a predetermined period of time has elapsed and time

- is up. If the determination is negative, the controller 32
returns to step SP87. In this manner, the controller 32

repeats steps SP87 - SP88 - SP87 within a predetermined time
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limit and downloads data such as the invalidity list and the
likerfrom the management center 3.

When the downloading hés been completed in this manner,
the determination in step S87 becomes affirmative.
Therefore, the controllef 32 moves from sfep SP87 to step
SP90 (Fig. 18). The controller 32 updates the stored
invalidity list using the downloaded data. In step SP91,
the controller 32 updates the stored key data using the
downloaded data. In step SP92, the controller terminates
the process. In this way, the controller 32 after the
activation pbtains the most recent data from the management
center 3 and processes a payment by electronic money—with
the IC card using the obtained data. The electronic money
system 1 can prevent the illegal use of electronic money and
the 1ike, and hence the security of the entire system is
improved.

In contrast, when a public line has a malfunction due
to hiéh traffic or the like, it becomes difficult for the
controller 32 to establish a connection to the management
center 3 within a predetermined period of time and to
download the data. When the store terminal 9 is moved tola
storefront or the like, and when a payment is processed,_the
store terminal 9 is disconnected from a phone line, and it
becqmes difficult for the store terminal 9 to download the

data. In such cases, the determination in step SP85 or step
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SP88 1is affirmative.

" In such cases, the controller 32 moves to step SP93 and
sets the current invalidity list and the key‘data recorded
in the hard disk drive 33 avéilable. In step 8P92, the
controller 32 terminates the process. When the controller
32 after the activation has difficulty in obtaining the most
fecent data from the management“center 3, the controller 32
uses data possessed up until that time to perform a series
of processes. The COntroller 32 encrypts.ﬁhe invalidity
list and the key data and stores the encrypted data in the
hard disk drive 33. This ensures the security of ther-
overall system even when the store terminal 9 itself is

stolen.

{(7) Maintenance 6pefation

The management center 3 can evaluate the results of the
uploading of payment records, the downloading of the
invalidity list, and the like. When the uploading and ﬁhe
downloading frequently fail, it can be concluded that the
store terminal 9 has a particular malfunction. In
particular, when the uploading of paymentrrecoids fails,‘it
becomes difificult for the electronic money system 1 to
complete settlement, which may give rise to very serious
problems.

When the.uploading of payment records is not completed,
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and when the downloading after the activation is performed,
it is pdssible to determine that the uploading has run out
of time due to a temporary line malfunction caused by
increased traffic or the like, that the line malfunction has
been repaired by now, and that the store terminal 9 has been
turned on. Therefbre, the management server 5 at the
rmanagement center 3 accesses the store terminal 9 with a
" predetermined timing and instructs the controller 32 to
finish the uncompleted uploading of payment records. Since
the total number of payments has been communicated to the
management center 3, tThe management center 3 can instruct
the controller 32 to uplcad fhe remaining payment records in
accordance with the communication.' In this case, the
salesclerk may have operated the store terminal 9 to execute
- the foregoing payment processing. Therefore, the controller
32 executes the uploading in the background in accordance
with the instruction given by the management server 5.
Alternatively, a connection to the management center 3
may not be established in the upléading of payment records.
In such a case, it becomes difficglt for. the management
center 3 to kno; the total number of payment records. Also;
the downloadiﬁg after the activation may become difficult.
When such malfunctions occur, the management center 3 sends

& maintenance staff to solve the problem.

Fig. 19 is a block diagram of the maintenance
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operations. The maintenance staff brings a portable
terminal 50 and does maintenance on the store terminal 9.
‘Specifically, the portable terminal 50 is formed in a manner
similar to forming a portable personal computer. The
portable terminal 50 can be connected to an interface 53 of
the maﬁagement server 5 through an inteiface 51. The
portable terminal 50 can be‘carried to the-store, so that
the portable terminal 50 can be coﬁnected to an interface 36
.0of the store terminal 9.

Prior to being carried to the store to do maintenance,
the portable terminalVSO is connected through a
predetermined line or directly to the management server 5.
Under the control of a built-in controller 52, the portable
terminal 50 executes processing such as verification of
mutual authentication, as in each terminal in the electronic
money system 1. After the mutual authentication has been
verified, the portable terminal 50 encrypts invalidity-list
data and key data, which are to be downloqded to the store
terminal 9, and records the encrypted data in a built-in
hard.disk drive (HD) 53. |

After a priof operation has been performed, the
portable terminal 50 is ca:ried to‘the store and is
connected to the store terminal 9. When the controller 32
0f the store terminal 9 executes a predetermined operation

while displaying a predetermined screen among screens in the
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foregoing modes, the operation mode is switched to a
maintenance mode. When an operation similar to thatlin the
transaction mode is performed, the controller 32 verifies
mutual authentication with the portable terminal 50 and
transmits unsent payment records to the portable terminal 50.
The portable terminal 50 records the payment records in the
hard disk drive 53. In this case, the store terminal 9 sets
a signature, encrypts.payment records, and uplcads the
encrypted receords, as in thé éase of uploading to the
management center 3.

In the same maintenance mode, the controller 32
downloads the invalidity-list data and the key data recordéd
in the portable terminal 50 in a manner éimilar to
downloading the invalidity-list data and the key data from
‘the management center 3.

| When the payment records are downloadedlin,this‘manner,

the portable terminal 50 is connected to the management
server 5 at the management center 3 in a manner similar to
the case in which thé portable terminal 50 downloaded in
advance the invalidity—lis% data and the key data from the

-management centér 3. The portable tefninal 50 uploads the
downlcaded payment records to the management server 5.
.Accordingly, the storé'terﬁinal 9 can upload payment records
and settles tne payments even when a serious line

malfunction occurs.
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_ When the controller 32 is connected to the portable
terminal 50 to perform the uploading, or when the coﬁtrollei
32 is connected to the management center 3 through a line in
the maintenance mode té perform the uploading and the
downloading, the controller 32 displays the progress of the
processing in detail in area AR at the bottom of the display
screen shown in Fig. 16. Specifically, for example, when
the contreoller 32 is dialing up the management center 3, the
controllier 32 displays a message indicating that the
controller 32 is dialing up. When the controller 32
succeeds in dialing up the management center 3, the
controller 32 displays this. When verifying mutual
authentication, the controller 32 displays this. When the
controller 32 starts uploading or downlcading, the

-controller 32 displays that it has started the processing
and subsequently displays the details of the processing such
as the amount of data being uploaded or downloaded. The
controller 32 lS thus configured to 51mp11fy the work of the
‘maintenance staff

The portable terminal 50 encrypts data obtained from
the management center 3 and data obtained from the store
terminal 9 and records the encryptea data. This prevents

- mishaps such as leakage of key data due to theft or the like.

(8) Operation of the embodiment
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In the electronic money system 1 (Fig. 1), various data
are exchanged among the management center 3, the issuing
terminal 6, the crediting terminal 7, and the like using
encryption and mutual authenticatioﬁ by predetermined key
data. As a result, an IC card is issued to a user, and
electronic monéy_employing the IC card becomes available.

In the electronic money system 1, key data required for
electronic money processing isrperiodically generated at the
management center 3. The key data is encrypted and sent to
the issuing terminal 6 in real time. In ;ddition to an
invalidity list that is a list of invalid IC cards, the key
data is encrypted and sent to the crediting -terminal 7 and
the automatic vending machine server 10. When the store
terminal 9 after the activation gains access to the

' management center 3, the kej data and the invalidity list
are similarly encrypted_and sent to the store terminal 9.

When the power. supply is cut off, the issuing termigal
6, the crediting tefminal 7., and the automatic vending
machine server 10 delete the key data and the invalidity
list. This prevents leakage of key data and the like due to
theft of the issuing terminal 6, the crediting terminal 7,
énd the automatic vending machine server 10.

The store terminal 9 (Figs. 16 and 17) after the
activation gains access to the management center 3 énd

obtains the key data and the like, and the records in the
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hard disk drive 33 are updated. Therefore, various
processes are perfdrmed based on the most recently obtained
data. |
When the store terminal 9 after the activation gains

-access té the management center 3 and obtains the data in
this manner, and when there is a line malfunction such as a
reduced data transfer rate due to increased traffic and a
switchboard failure, or when the store terminal ¢ is moved
to a storefronf and is used off-line, it becomes difficult
for the store terminal 9 to obtain the data from the-
management center 3 {Figs. 17 and.ls). In such cases, the
store terminal 9 stores the data, which are to be deleted
when power is turned off, in the hard disk drive 33. When
the data cannot be obtained even after a predétermined
period of time haé elapsed, the store terminal 9 begins
processing based on the data stored in the hard disk drive
33.-

| Therefore, the store terminal 9 can deal with a line
malfunction. Furthermore, the store terminal 9 can be used
at a location such as at a storefront in which it is
difficult to establish a line connection. When the store
terminal 9 stores the key data and the like in the hard disk
drive 33 in this manner, the data are gncrypt§§4?nd.are |
recorded (Fig. 3). Therefore, leakage of key data due to

theft or the like is prevented.
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When such a line malfunction continues (Fig. 19), the
management center 3 downloads the data to the portable
terminal 50, and subsequéntly the portable terminal 50 is

- carried to the store and uploads the data to the store
terminal 9. 1In this way, the electronic money system 1 can
deal with a line malfunction or the like.

As in the case in which data is exchanged between the
management center 3 and the store terminal 9, the portable-
terminal 50 enables the management center 3 and the store
terminal 9 to exchange data with each other by encryption
and mutual authentication using key data. Furthermore, the
data obtained from the management ceqter 3 is encrypted and
recorded. Accordingly, even when a mishap such as theft or
the like occurs, the security of the system is ensured.

In this manner, key data and the like are distributed
_in the eiectronic money system 1, and hence data can be
exchanged securely.' On the assumption that encryption using
the key data is performed and that the signature is added,
the issuing terminal 6 issues the IC card 2A which carries
therein electronic money available._ Specifically, in the
electronic money‘syétém 1, when the IC card 2A is set on the
Vissuing terminal 6, mutual authentication is verified
between the IC card 2A and the reader/writer 6A of the
issuing terminal 6. Subsequently, data is exchanged between-

the management center 3 and the issuing terminal 6, thus
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reserving a region in the IC card 24, which is required to
perform electronic money processing. Furthermore, various
key data required to exchange data among terminals, the
identification code of the IC card 2A, and the like are
reco;ded. At the management center 3, the identification
code of the IC card 2A or the like is recorded in the
transaction database 15.

When the IC card 2B is set on the crediting terminal 7,
mutual authentication is similarly verified between the IC
card 2B and the reader/writer 7A of the crediting terminal 7.
Subsequently,‘daté is exchanged between the crediting
terminal 7 and the bank neﬁwork 8 through the connection
server 13, thus withdrawing cash from a user's account and
updating the amount of electronic money recorded on the IC
card 2B. Accordingly, electronic money is credited to the
IC card 2B. The crediting is recorded on the IC card 2B,
and the'data is communicated to the manégement server 5 at
the management cenfer 3. As a result, concerning the record
for the IC card 2B stored in the transaction database 15,
the amount of electronic money stored on the IC card 2B is
updated.

When a user goes shopping and purchases items at a
stere, the péymeﬁt amount is subtracted from tﬁédamount of
electronic money recorded on the IC éard 2. In addition,

the reduction in amount is communicated to the management
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center 3.

Specifically, when méking the payment using electronic
money, and when performing the transaction only by the store
terminal 9 (Figs. 2 to 4), the store operation unit 22 of
the store terminal 9 is operated to total amounts to be paid
for the items, thus computing the total payment amount.
Furthermore; the user is instructed to place the IC card 2C
on the card presentation holder 21B. When the IC card 2C is
placed, mutual authentication is verified between the IC
card 2C and the reader/writer 9A (Figs. 5 to 8). The
recorded balance figure of the electronic money on the IC
card 2C is loaded. When there is a sufficient balance
évailable, the payment amount is subtracted from the balance

- figure, and the amount of electronic money recorded on the
IC card 2C is updated. The store terminal 9 records the
payment made using- the .electronic money so that the store
terminal 9 can batch upload payment records subsequently.

At this point, in tﬁe electronic money system (Fig. 8),
a write command is issued to the IC card 2C, instructing
that the amount of electronic moﬁey should be updated. When
a communication thaf the updating is cbmpleted is received
fromlthe IC card 2C, the store terminal 9 records the
payment and becomes capable of communicating the payment
record to the management center 3. In this way, when the IC

card 2C is removed from the card presentation holder 21B by
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the user before the amount of electronic money on the IC
card 2C is updated and the processing is thereby cancelled,
both the IC card 2C and the store terminal 9 are maintained
in a state before the processing starts. Accordingly,
éituations in which the amount settled by the management
center 3 disagrees with the amount of eiectronic money on
the IC card ZC are-aﬁoided.

Since the backup power supply 35 is provided,
interruptions of the processing are prevented even when, for
example, the plug is disconnected and the commercial power
supply is cut off after the updating of the amount of
electronic money has been instructed. Thérefore, situations
in which the amount settled by the management center 3

- disagrees with the amount of electronic monéy on the IC card
2C are avoided.

When no response is received from the IC card 2C even

- after a predetermined period of time has elapsed, the user
is agaln instructed to place the IC card 2C, and the
processing is again repeated from the beginning. Therefore,
‘even when the IC card 2C is removed within the ﬁériqd from
the updating of the amount of electronic money on the IC
-card 2C to the responding from the IC card 2C, and hence the
processing is canceled, it is-possible to avoid situations
in which the amount of electronic money on the IC card 2C is

updated by overwriting the IC card 2C, subsequently the
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store terminal 9 records the payment; and hence the amount
settled by the management center 3 disagrees with the amount
of electronic money on the IC card 2C.

Since the payment is recorded in the store terminal 9
only after a response from the IC card 2C is received, the
payment will not be recorded in the store terminal 9 when
‘the IC card 2C is removed within the brief period from the
updating of the electronic money on the IC card 2C to the
responding from the IC card 2C. When the IC card 2C is
removed to cancel the processing, and when the method of
payment is changedrfrom using electronic money to using cash,
fhe amount settled by the manageﬁent center 3 and the amount
of electronic money on tﬁe IC card 2C disagree with each
other. Nevertheless, it is at least possible to prevent the
management center 3 from settling the payment using
electronic money, and hence diéadvantages to the user are
avoided.

In such cases, since the store terminal 9 includes the
backup poWer supply 35, at least situations which may give
rise to disadﬁantages to the user are avoided.

At the stage of making the payment using electronic
money, the user who has selected fo pay by electronic money
-may change the user'é mind and may Wiéh to pay by cash or
the like. The store may charge a different customer's bill

to the user by mistake. In such cases, in the electronic
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money system l,.the cancel-key is operated to cancel the
payment processing using electronic money (Figs. 5 and 6).

In this way, when the user is instrgcted to place the
IC card and the electronic money transaction is performed,
it is possible to prevent the user from performing
operations such as removing the IC card in hurry so as to
change the method of payment. It is thus possible to
minimize situations in which data transmission and reception
between the IC card and the store terminal 9 becoﬁe
difficult in thercourse of processing.l By perfofming
processing in accordance with the progress bf the processing,
it is possible to avoid situations in which the amount
settled by the management center 3 disagrees with the amount
of electronic money on the IC card. The cancellation of the
processing offers advantages to the user, and hence the
uéability of the electronic money system 1 is improved.

The electfonic money system 1 accepts canceling
operations until the:eiectronic money system 1 instructs the
IC card to change the amount of electronic money.

Subsequent to instructing the iC card to change the amount
of electronic money, the electronic monéy system 1 does not
accept canceling operations. It is thus possible ﬁo prevent
situations in which, even when the processing has been
cancelled, the émount of electronic money on the IC card is

reduced. It is also possible to prevent situations in which
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the amount settled by the management center 3 disagrees with
the amount of electronic money on the IC card. When the

. amount of electronic money on the IC card is reduced even
though the processing-has been cancelled, it is possible to
employ a process of again updating the amount of electronic
money in order to recover the original state. JIn this case.
the process has disadvantages in that the process is
complicated and in that the duration for which the IC card
‘must be placéd is increased. According to the present
embodiment, canceling operations are not accepted after the
instruction is given to update the amount of eleétronic
money, and hence situations in which the amount settled by
the management center 3 disagreés with the amount of
electronip money on the iC éard are avoided.ﬁsing_a simple
process. |

In contfast, there are cases in which there is

insufficient electronic money available to make the  payment.
In such cases, in the electronic money system 1, the user is
informed of the outstanding money or the like when-the full
‘amount of electronic money is used tb make the payment  (Fig.
9). For example, when the user is to purchase items, the

" user may reduce the number of items to be purchased in order.
that the user can make the payment usiﬁg electronic money.
Alternativelf, the uée: may abandon the puréhése of the

items, or the user may select various methods of payment,
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such as paying by a combination of electronic money, cash,
and credit card. 1In this way., the ﬁsability of the
electronic money system 1 is improved for thg user.

In the electronic money system 1, after the user has
been informed that there are insufficient funds avai;able to
make the payment, the canceling operation is performed to
cancel the pﬁocessing of the payment using electronic money.
In contrast, when the execute option is operated, the
processing of the payment using electronic money is executed
so that the full amount of electronic money on the IC card
is" used to make the payment. Specifically, the IC card is
instructed to update the amount of electronic money, and the
dhange in the amount of electronic money is recorded so that
it can be sent to the management center 3.

In the electronic money systeﬁ 1, the user is asked to
confirm the payment method, and the payment using electronic
‘money is processedﬂ Therefore, the user's desires are
feflected in the processing, and the usability is improved.

If there is insufficient elect;oniclmoney available,
‘fhe processing is immediatel? canceled in response-to the

- canceling operation. Thérefore, even in the middle of
computing the total amount, it is possible to allow the user
to change the payment method, such as paying by césh, credit
card, or the like, and to allow the user to cancel fhe

purchase of items. Therefore, the usability is improved.
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In such cases, canceling operations are not accepted
after the IC card has been instructed to update the amount
‘of electronic money. It is possible to communicate the
payment record to the management center 3 after the
management center 3 receives a response from the IC card.

It is therefore possible to avoid situations in which the
amount seftled‘by,the management center 3 disagrees with the
amount of electronic money on the IC card using a simple
process.

At a store in which the POS register 24 and the store
terminal 9 are connected to perform transactions, for
example, bar codes attached on items are read by the POS
register 24, and the total payment amount is computed by key
operation of the PQOS register 24. The étore terminal 9 is
configured to obtain the payment amount (Fig. 10).

According to the electronic moﬁey-system 1, the user is
instructed to place the IC card. 1In response to the
‘instruction, the user places the IC card oﬁ the card
presentation holder 21B, and the payment processing is
pérformed in which the payment amount computed by the POS
register 24 is paid using electronic money (Figs. 11 and 12).
- In the electronic money system 1, when using both the POS
register 2§ and the storé terminal 9 that handles electronic
money, 1t is possible to omit an operation to again input

the payment amount to the store terminal 9 so that the
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payment can be made using electronic money. In this way,
fhe burden on the salesclerk is lessened, and improper
operations are avoided.

The amount paid using electronic money in this manner
is'communicated to the POS register 24. The POS register 24
subtracts the amount paid using electronic money from the
total payment amount, and the transaction is fterminated. In
the electronic money system 1, it is possible to omit ah
operation to again input the amount paid using electronic

- money to the POS register 24. In this way, the burden on
the salesclerk is lessened, and improper operations can be
avoided.

When the store terminal 9 operates in cooperation with
the POS register 24 to perform transactions in this manner,
canceling operations are a;cepted before the updating of the
electronic money is instructed. The payment record can be
communicated to the management center 3 when a response from
the IC card is received. Therefbre, situations in which the
amount settled by the management genter 3 disagrees with the
amount of electronic money are avoided.

When the processing is canceled in the case in which
the.store terminal 9 operates in cooperatipn with the POS
register 24 to perform transactions in this manner,'nothing
has been paid by electronic money. Hence, a payment amount

~of 0 yen is sent to the POS register 24. By operating the
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POS register 24, the transaction can be completed by cash,
credit card or the like. |

When the store terminal 9 opérates in cooperation with
the POS register 24 to perform transactioﬁs in this-manner,
and when there are insufficient funds awvailable to make the
payment, the user is asked to confirm the payment method.
In response to . an execute instruction, the payment
processing using electronic money is performéd. Accordingly,
in the electronic money system 1, whén the store terminal 9
operates in cooperation with the ﬁOS‘register 24 to perform
& trangacﬁiog, the user is asked to confirm the payment
method, and then the payment processing using electronic
money is performed. In this waj,‘the user's désires are
reflected in the proceSsing, and the usability is thus
improved.

When there are insufficient funds available to make the
payment, and when the user selects to pay by electronic
money, in the electronic money system 1, part of the tptal
payment amount is paid using electronic money recorded on
the IC card. Subsequently, the amount paid by the
electronic money is gommuﬁicated to the POS register'24, SO
that the balance can be paid by cash or the like.

In such a case,-for example, the unit price of an item
is set in 100-yen unifs at the.store 50 that the store does

not have to give change in small coins. The amount of money
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~recorded on the IC card may haﬁe a fractional part. 1In such
a case, when the-full amount of the electronic money
recorded on the iC card is used to make the payment, the
necessity of giving change_in small coins in response to the
rayment by cash may arise.
| In the electronic money system 1, the amoﬁnt-to be peid
by electrenic meney 1is set.based on payment terms set by'the
store terminal 9 (step SPS8 in Fig. 12). Therefore, the
store's intention of, for_example, not keeﬁing coins for the
giving of change and the user's desires are reflected in
setting the payment amount. In this way, the usability is
further improved. )
| Specifically, according to the present embodimenf, the
amount of the electronic money recorded oe the IC card is
rounded down in predetermined units, and the amount to be
‘paid using the electronic money is thus set. In the
foregoing case,lit is not necessary to give change in small
coins when the balence is paid by cash, thus achieving the
‘sfore's intention. Therefore, the usability of the
‘electronic money system 1 is improved, and great advantages
are offered by the electronic money system 1. In addition,
improper operatiohs by the salesclerk are evoided. In this
case, the user does not receive change, and hence electronic
money becemes more advantageous.

. In the electronic money system 1, when the store
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terminal 9 records the payment using electronic money, and
when the salesclerk operates the store terminal 9 to total

up payment récords, the records are uploaded to the
management center 3 in which the balanée figure of each IC
caJ*:(i, the payment amount, the payment date, and the like are
récorded in the transaction database 15. Based on these
récérds, the management center 3 instructs the bank network

8 fo settle the payments using electronic money, and hence
the settlements are completed.

In the uploading process, when the totaling-up of daily
sales is started by the salesclerk (Figs. 13 teo 15), a line
connecticn is established With the management center 3. fThe
payment records are transmitted through the line to the
management center 3, and the payment records are uploaded.

In this way, in the electronic money system 1, the data are
uploadgd to the management centér 3 and a se;ies of
. brocesses concerning payments using electronic money is .
completed without caﬁsing the salesclerk to be conscious of
the uploading operation to the management center 3, as in
:the totaling-up of sales using the qonventional POS register
24 |

In the uploading process, the elecfronic money system 1

uses the total number of records as a denominator and fhe
number of unsent records as a numerator and‘displays the

progress of the uploading in the form of a fraction (Fig.
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16). The salesclerk who executes the totaling-up process
‘can monitor the progress from reading the display, and hence
the usability of the electronic money system'l is improved.

When uploading data through a communication line, it
ﬁay take a'very long period ofrtime due to a line
malfﬁnction caﬁsed by-incfeased traffic. Also, a line’
_malfunctién causing difficulty in establishing a connection
may occur. Totaling-up operations in general are performed
after business hours. When the uploading requires a very
long period of time, and when it becomes difficult to
perform the uploading due to a connection failure, the
salesclerk cannot go home if no measure is taken to solve
the problems.

According to the electronic money system 1, when a
process 1s not completed-afte; a predetermined period of
‘time has elapsed, the process is terminated
indistinguishably from a case in which the process'is
properly completed. In other words, the process in this
case 1s intentionally terminated as if it were properly
terminated. When the process is performed by a sélesclerk
inexperienced in operating the store terminél 9, the
salesclerk-is not required to perform-additionél operations
in order-to process.daily transactions. The salesclerk can
total the éales securely and can conduct shutdown actibns

and the like. Hence, the salesclerk can handle daily
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transactions in spite of line malfunctions.

In this case, the management center 3 can be aware of
the fact that there are unsent data in the store terminal 9.
In the electronic money system 1, at a predetermined time
that the store terminal 9 seems to be activated, that is, at
a predetermined point after the data has been downloaded
after the activation, the management center 3 accesses the
store terminal 9, and unsent data are uploaded. This may
solve problems such as a line malfunction caused by
temporary'increaSed traffic.

When malfunctioning of a line is not fixed, an assigned
maintenance staff is sent to the store. The maintenance
staff connects the portable terminal 50 to.the store
terminal 9 (Fig. 19), and the store terminal 9 uploads
unsent data to the portaﬁle terminal 50. -Subsequently, the
data are downloaded from the portable terminal 50 to the
management server 5. In this way, in the electronic money .
system 1, when such a line malfunction continues, the data
are uploaded from the store terminal 9 through the portable
terminal 50. Accordingly, the electronic money system 1
functions properly despite the line malfunction or the like.

At this time, as in the case in which data is exchanged
between the management center 3 and the store terminal 9,

the portable terminal 50 enables the management center 3 and

the store terminal 9 to.exdhange data with each other by
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mutual authentication and encryption using key data.
Furthermore, the portable terminal 50 encrypts.data obtained
~from the store terminal 9 and records the encrypted data.
Thereforé, even when a mishap such as theft occurs, the
security of the system is ensured.

When the maintenance staff is sent to the store to do

maintenance, the maintenance staff can confirm a connection

to the management center 3'from reading the display screen

for dispiaying the data uploading (AR in Fig. 16) in which

the connection state is displayed in detail. Hence, the

working efficiency of the maintenance staff is enhanced.

(9} Advantages of the embodiment

With the above arrangement, when communicating a batch
of records of the updating of electronic money to the
‘management center through a communication line, and when the
communication cannotf be  completed within a predetermined
period of time, the communication to the management center
is terminated indistinguishably from a case in which fhe
communication to the management.center is completed-within
the predetermined time. Therefore, when a line connected to
the management center has a malfunction,. it is possible to
terminate the processing-without berfo;ming additional
processing, and hence daily transactions are completed in

spite of the malfunction.
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When the coﬁmunicatiqn to the management center cannot
be completed, the records of the uploadiﬁg of electfqnic
money are uploaded by the management center by accessing. the
store terminal. When the line malfunction is fixed at that
moment, unsent data'ére uploaded. It is therefore possible
to pexrform the settlement processing in spite of, for
e#ample, a temporary line malfunction.

By switching the opefation mode, instead of
communicating to the management center -through a
communication line, the recoxrds of the updating of
electronic money are recorded in the portable terminal.and
are thus uploaded. For example, when a line malfunction
continues, unsent data can be uploaded through the portable

- terminal. Hence, it is possible to perform the settlement
processing in spite of the line malfunction.

By switching the qperation meode, instead of obtaining

~data such as the invalidity list through a communication
line, it is possible to obtain data requiréd for eleqtrbnic'
money processing traqsagtions from the portab;e terminal.
In this way, é?en when it is impossible to obtain the data
through the line dugrto the line malfunction, the data can
.be obtained through the portable terminél despité the line
malfunction.

In the case in which data required for electronic money

processing transactions is obtained through a communication
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: updated using the obtained data, and an electronic money
payment is thus processed, when it is difficult to obtain
the data through the communicatioh’line,_the transaction is
performed based on data possessed up until that time.
Therefore, even when it is difficult to obtain the data due
to a line malfunction, a temporary change in_fhe

~installation of the terminal unit, or the like, it is
possible to perform transactions based on the data possessed

up until that time. It is therefore possible to perform

transactions despite the line malfunction and the like.

(10) Other emﬁodiments
Although the foregoing embodiment has been described
~with the case in which, when the records of paymenfs cannot_
be uploaded within a pfedetermined perioé of time, the
records are uploaded by access obtained by the management
center, the present invention is not limited to this
embodiment. For example, the store terminal can measure the
duration, and after a predetermined peripd of time has
" elapsed, the store terminal can automatically dial up the
management center and cén upload the records.
Although the foregoing embodiﬁent has been described
with the case in which the store terminal uploads and

downloads data using the portable terminal, the present



I"#$UR' ()*+,-./0123456789: ;
» <=>?@\BCDEFCGHI JKLMNOPQRSTUWWKYZ[ \ ] ~_" abcdef ghi j kIl mopqr st uvwxyz{| } ~
CLUHSYUR () *+, -./0123456789: ;

<=>?@ABCDEFGHI JKLMNOPQRSTUVWKYZ[\ ]~ " abcdef ghi j kl mopqgr st uvwxyz{| } ~

- 81 -

- invention is not limited‘to this embodiment. Alternatively,
‘the automatic venhding machine server can upload and download
~data using the portable terminal.

Although the.foregoing embodiment has been described
with the case in which transactiéns are processed based on
the old invalidity list and key data when time has run out;_
. the present inwvention is not limited to this embodiment.

For example, when it is difficult to establish a connection
to the management center, it is pdssible to immediately
start processing a transaction based on the old invalidity
list and the key data.

Although the foregoing embodiment has been described
with the case in which the store terminal that gains access
to the management center-by predetermined operations
processes transactions based on the old invalidity list and
the key data, the present invention is not limited to this
embodiment. Since similar situations may arise in the
Iissuing terminal and the crediting terminal which exchange
various data with the manégement center-in real time due to.
for example, a management server malfunction, these
terminals may perform similar proceSéing.‘ Furthermore, the
present-inveﬁtion can be applied to a storerterminal which
. uploads payment records in real time.

Although the féregoihg embodiment has been described

with the case in which the present invention is applied to
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the electronic money system using a so-called closed loop
system in which amounté of electronic money recorded on IC
cards are recorded and controlled by the manageﬁent center,
the present invention is_ﬁot limited to this embodiment.
The present.invention is also applicablé to an electronic
money system using a_so—called open loop system.

Although the foregoing embodiment has been described
with the case of separately providing the POS register
employed in making payments by cash and the store terminal,
which is the electronic money terminal, fhe present
invention is not limited to this embodiment. The present
inventiﬁn can be applied to a case in which the POS register
and tﬁe store terminal are. integrated.

Although the foregoing embodiment has been described
ﬁith the case in which the elegtronic moneyisystem is
configuréd using. contactless IC cards, thé present invention
. 1s not limited to this embodiment. The present invention
can be bfoadly applied to a case in which an electronic
money system is coﬁfigured using contact IC cards and to a
case in which'anielectronic money system is configured using
a portable informatibn unit such as a cellular phone in

place of an IC card.
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WHAT IS CLAIMED

1. An electronic money transaction processing method

comprising:

an updating step of subtracting part of a payment amount
from a portable electronic device that stores a value of
electronic money and updating the amount of the electronic

money stored in said portable electronic device; and

a communicating step of communicating the partially-paid
amount to an external unit or subtracting the amount partially
paid using the electronic money from the payment amount and

communicating the outstanding amount to be external unit.

2. An electronic money transaction processing method
according to claim 1, wherein the payment amount is obtained

from the external unit.

3. An electronic money transaction processing method
according to claim 1, wherein the external unit includes a

cash accounting machine.

4. An electronic money transaction processing method
according to claim 1, wherein, in said updating step, the full
amount of the electronic money stored in said portable
electronic device is used to pay the amount to be paid using

the electronic money.



84

5. An electronic money transaction processing method
according to claim 1, wherein, in said updating step, the
amount of the electronic money in said portable electronic

device is updated, and update information is communicated to a

management section.




