l. 1 *159159* DESCRIPTION Information Recordi ng and/ or Reproduci ng
Met hod and I nformation Recordi ng and/ or Reproducing Device Technical Field
This jnvention relates to an information recordi ng device, an information

reproduci ng device, an information recordi ng nmethod, anj '

reproduci ng nethod, an encrypting key renewal nethod, mmm’mmmmmbn
recordi ng nmediumand a conputer prodram More particul arl Yarsoide F€lates to
configuration in which a cipher key, such as a master key of @a nedia key,

i s renewed using a hierarchi cal DESCRIEEIONuti on systemof a tree
structure, and in which the content newy stored on a recording nediumcan

be enchyfingsdiohRa@rdingant/orfprodiaciiig Methed And [hforireBhREdcoRditglandisogr ess
and devel opnment of digital signal processing techniques, recordi ng devices

or re%égjgﬂggwifcgr digitally recording the information, are finding

w despr h the digital recording device or recording nedium

si nce O%«Q&%FQ be repeatedly made wi t hout degrading the sound or picture
qual i t 4¢¢ rdgﬁg medi a obt ai ned on unaut hori zed duplication may be

circul ated on .
This invention relates to an information recording device, an information

reproducing device, an information recording method, an information reproducing
method, an encrypting key renewal method, an information recording medium and a
computer program. More particularly, it relates to configuration in which a cipher key,
such as a master key or a media key, is renewed using a hierarchical key distribution
system of a tree structure, and in which the content newly stored on a recording
medium can be encrypted using a newer key.
Background Art

In keeping up with progress and development of digital signal processing
techniques, recording devices or recording media for digitally recording the
information, are finding widespread use. With the digital recording device or recording
medium, since copying can be repeatedly made without degrading the sound or picture
quality, recording media obtained on unauthorized duplication may be circulated on
the market, thus impairing the benefit of the copyright owners or authorized
distributers of various content items, such as music or motion pictures. Nowadays,
various techniques or systems for preventing unauthorized duplication have been

introduced in the digital recording devices or digital recording media in order to
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the market, thus inpairing the benefit of the copyright owners or
authorized distributers of various content itens, such as nusic or notion
pi ctuses. Nowadays, various techniques or systens for preventing

unaut hori zed duplication have been introduced in the digital recording
devices or digital recording nedia ig order to *@0002* 2 prohibit such
unaut hori zed duplication of digital tlata. For exanple, in a MD (mni-disc),
MD being a trademark, an SCM5 (Serial,‘qu Managenment System) is used as a
met hoir ﬂbﬁﬁ@hhwm@uﬂgwuwduhwﬁmauemofduﬁﬁ1é%ﬁ&on. The SCMVB is such a system
i n which, on the data reproducing side, an SCMs signal is output along

wi t h audi oFdpeRamplenia £IMIDt(alini-dise),fld® beiigR) timdemack, ath8CM8d@Seviahg si de,
the recording of audio data fromthe reproducing side is controlled based

on th?:ofjgg@ag%@ﬁ?ﬁﬁ @Sf}t;e,ﬂ?)t iERls Ugd thlﬁﬁi[tﬁﬁdt 8f Ryr8hibhiihg tieauiRaHLEQT i zed

dupl i ca Ica signal 1s such a sighal indicating
whet her gi ven di ta ig copy-free data, for ich ¢ i ng..gan_be nade
any nSHBEPNHFL?ﬁﬁégphg§¢®suéh%ég Fﬁbﬁﬁwﬂﬁ%kQPtﬁSFﬁg%V%ﬁogﬁ%§$%88?smglIomed
only once, or copy-prohibited data, for which copying biuﬁrohibited. On

recei BCMS sagril is alatpat dloogwitleamlis datanironwa digitabiverfaery angdepadhe t he
SCMVB signal, sent along wwth the audio data. If the SCM5 signal is

copy- té&8vinghed@utleGedatding of fles dath frahodee véprodiudiagStdbiscomabled on a

mni- disc. If the SCM5 signal is copy-once-allowed, the SCVS signal is

changggsd P ofi 3RY SCMS signal from the reproducing side to prohibit the unauthorized
duplication.

Specifically, the SCMS signal is such a signal indicating whether given audio
data is copy-free data, for which copying can be made any number of times, copy-
once-allowed data, for which copying is allowed only once, or copy-prohibited data,
for which copying is prohibited. On receipt of audio data from the DIF, the data
recording side detects the SCMS signal, sent along with the audio data. If the SCMS
signal is copy-free, the audio data is recorded, along with the SCMS signals, on a mini-
disc. Ifthe SCMS signal is copy-once-allowed, the SCMS signal is changed to copy-
prohibited and is recorded along with the audio data on the mini-disc. If the SCMS
signal is copy-prohibited, audio data is not recorded. By this control employing the
SCMS, unauthorized duplication of audio data, protected by copyright, may be
prevented from occurring.

With the SCMS, it is prerequisite that the data recording equipment itself owns

the structure of controlling the recording of the audio data from the reproducing side,



prohibited and is recorded along with the audio data on the mni-disc. If
the SCM5 signal is copy-prohibited, audio data is not recorded. By this
control enploying the SCMS, unauthorized duplication of audio data,
protected by copyright, may be prevented fromoccurring. Wth the SCV5, it
Is prerequisite that the data recordjng equi pnent itself owns the
structure of controlling the recordi?}g of the audio data fromthe
reproducing side, 3 based on the SCM5 signals, as described above Thus,

i f t hdassdon tiesSCMS sigaaisnas deseribed abover %hus, ibtheguinirdjse REt kaxBEdbRt rol i s
produced, it is difficult to cope with the illicit copying. So, the DVD

pl ayektrytRire @f%%b@bil(ljg theeQOM Y ebatol & pryduded) it indiffichitaobtcopeopith e of
copyri ght-protected ta by exploiting a content scranble system In the

oD RICRAS BT, SHEREMY D BRe ol ol Bl o Bl T RO a5

(decrypting key) is.given a ]icenced DVD player. It is DVD pl ayer,
desi gfeRYNE Ofc‘%ﬂﬁﬂf&g%l’lrﬁteﬁ tag’ﬁé‘r P1HRg 2 %ﬁ‘?%’ﬂﬁ?f& wgﬂ?‘as not
undertaking illicit copying, that 1is licensed. So, the |icenced DVD pl ayer

i s abl e toInele odueat sdramble systes, videspwenidio flatarare mecavded rorryntedé odi ng
the encrypted data, recorded on the DVD-ROM by exploiting the accorded

key. %Rﬂq—}@nﬁkeaamy%ﬁmr?g endefk&)/Rsd fredecotitig hevérmgyptededatd or

decodi ng encrypted-data, i's unabl € to decode the encrypted data

oo 058 B R P R B P YR et o
i Cen%io?r?pl; Itheh Sr%ggtogpe;e{et?orn% Il'Jng?ﬂ;tPOeIlSE)g/ll%hF\;CS]\r/llot undertaking illicit copying, that
is licensed. So, the licenced DVD player is able to reproduce the pictures or speech
from the DVD-ROM by decoding the encrypted data, recorded on the DVD-ROM, by
exploiting the accorded key.
On the other hand, an unlicenced DVD player, not having a key for decoding
the encrypted data, is unable to decode the encrypted data recorded on the DVD-
ROM. Thus, with the content scramble system configuration, a DVD player not
meeting required conditions at the licencing time cannot reproduce the DVD-ROM
having digital data recorded thereon, thus prohibiting unauthorized duplication.
However, the content scramble system, used in the DVD-ROM, is designed for
a recording medium on which data writing by the user is impossible (this sort of the
recording medium is incidentally referred to below as ROM media), while account is

not taken of application thereof to a recording medium on which data writing by the

user is possible (this sort of the recording medium is incidentally referred to below as



havi ng digital data recorded thereon, thus prohibiting unauthorized
duplication. However, the content scranble system used in the DVD-ROM is
designed for a recording nmediumon which data witing by the user is

i mpossible (this sort of the recording nediumis incidentally referred to
bel ow as ROM nedi a), while account jf not taken of application thereof to
a recording nediumon which data witing by the wuser is possible (this
sort of the recording nediumis incidentally referred to bel ow as RAM

medi aRANIhaedia3, if the data recorded on the ROM nedia is encrypted, but
the encrypted data is copied inits entirety on the RAM nedia, the result

i s a so- calThaglispifithé datdietdrdad ohehe ROMI akdiads eactyipeet) bad tlaesemanyprest

devi ce. The present Assi gnee proposed in our senior patent application
(Japanese 1{NQ= - _Pat ' [ - (O Ly

bop! 1 03 5 SR RERET eI R IS Toshlie AR Ratlpd HdtE st on
Identification of individual recqrding nmedia, referred to below as nmedium
i dent renreducible pnadicsasedauthotized deviFld al ong with other data on a
recording mediumin question to permt only the licenced authentic device
to access fThe preséntmAksigneé fproposednin phiosenior qraterit applicatiosy Glapgnessii um
Wth this nmethod, data on the recording nediumis encrypted by the nedia

i dent { fi ﬁ%’l@genim&{t”l“ﬁ{bl%ti%ﬁdHal 520486 1:KHY Pat@at AppKeation ADtZ8 €Y n
| i cencihg, such that, if an unlicenced device or equi pnent reads out the
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data on a recording medium in question to permit only the licenced authentic device
to access the medium identification information of the recording medium.

With this method, data on the recording medium is encrypted by the media
identification information and a secret key (master key), obtained on licencing, such
that, if an unlicenced device or equipment reads out the encrypted data, no meaningful
data can be produced. Itisnoted that the device has its operation regulated at the time
of licencing so that illicit duplication (unauthorized copying) is prohibited.

Anunlicenced device cannot access the media identification information, while
the medium identification information is of a value specific to each medium, so that,
even if such unlicenced device duplicates the totality of the encrypted data, recorded
on the recording medium, on a new recording medium, the data recorded on the so
produced recording medium cannot be decrypted correctly on a licenced device, to say

nothing of the unlicenced device, thus effectively prohibiting the unauthorized



the nedium identification information is of a value specific to each

medi um so that, even if such unlicenced device duplicates the totality of
the encrypted data, recorded on the recording nmedium on a new recording
nedi um the data recorded on the so produced recordi ng nmedi um cannot be
decrypted correctly on a |icenced deyice, to say nothing of the unlicenced
device, thus effectively prohibiting-“the unauthorized 5 duplication.
Meanwhi l e, in the above configuration, a nmaster key stored in a |licenced
devi caluplicatjohpnent is usually common to all devices or equipnent. The
reason the master key common to the plural equipnent is stored is that

this represeehawhile Satieibdle configdtation aimaserd@y storeddkia liceaceddewiceecor ded
on a given equi pnent reproducible on other equipnent, that is to assure

i nter LLity. i . i essi ng
an eq%?ﬂé‘hghglsﬁggauygggﬁﬁ%fy?ﬂgg\/ng% g?gﬁgy}%é%ﬁggfg@gﬁé&]e g?rﬁcr ypt ed
can be decrypted in the entire system thus, |eading to breakdown of the
ent i r &XC¥yEQIBRON {p gli“ﬂ@furﬁg egy t 1§ yﬁtgrefirlgﬁh%@%rl‘gpﬁ‘gﬁpnfst ap esgentigl; i o)
that, if it is revealed that a given equipnent is attacked and a naster

key hasndittamn exdet taeinake themeds: recokdad dre agieemeqhipmeat repodneiblench t hen
is given the totality of the equi pnent except the equi pnent which has

succurRgk &6uiphiey thueBlto AAsuidTAterbpBlaBliysystem to real ize this

configuration, a Key unique to each equipnent (device key) may be given
cach, <ot ok, B KL TR e s MR AR B g,
equl pr{gl?én E)Etr t ueglrr]lagte; gg,rtﬂie Qigatan?e(yolrjgéd Egg\r?q\gteerd’ cainnbé Hi:csry(f)?escf in h‘n%eentire
system, thus leading to breakdown of the entire system. In order to prevent this from
occurring, it is essential that, if it is revealed that a given equipment is attacked and a
master key has become explicit, the master key be changed to a new one, which then
is given the totality of the equipment except the equipment which has succumbed to
the attack. As the simplest system to realize this configuration, a key unique to each
equipment (device key) may be given each equipment and a value obtained on
encrypting the ﬁew master key with the individual device key may then be formed and
transmitted to each equipment through a recording medium. However, in this case, the
volume of the entire messages to be transmitted is undesirably increased in proportion
to the number of the equipment.
As the configuration, intended to overcome such problem, the present Assignee
has already proposed in our co-pending patent application (JP Patent Application

2000-105328) a configuration employing a key distribution method having respective



volume of the entire nmessages to be transmtted is undesirably increased in
proportion to the nunber of the equipnment. As the configuration, intended
to overconme such problem the present Assignee has already proposed in our
co- pendi ng patent application (JP Patent Application 2000-105328) a
configuration enploying a key distriaution met hod havi ng respective 6

I nformati on reproduci ng devi ces arrafged at respective | eaves of an
n-branched tree, in which a key necessary for recor%jng he gontent data
on a nefwnditon nepridueing deviegs artiargadoat respseiiva deaves AN DRINGNGH Wefast er
key or nedia key) is distributed through a recording nmediumor over a

COMUR GghichNa Hk@%r WetkssaPREdr REUrdinBthe cbatent dateohakrergrding mednnaliong or
reproduction of the cont'ent data using the so distributed naster key or

dia k e fh . ' ' t ' I t
(equ pratd RRiRof theSE/ehe MENLT LERRKE By RUTPKLErs dRuiBERE | o
Specifjcally, ke ired i ti a k i red f d
" r oo dhemigh 2 veserding el ANSE ASRTIMBRCRHEN PEREORS. S hePERO el ol e,

a node key allocated to each |eaf or node of an n-branched tree, is set as
a renaurlernhite feyrecdiding oerepraduatimheofithy contenh datgonsing theso dissbuedr ypt i on

Is possible with a |eaf key or a node key owned solely by the authorized

equi | ' ibate aghorigédidgdipmernt ke
C O endagter RS of RRKEFRLY ko Bt he/Rogfo be AAMDGIIND ukhbrBed Sqtipmmer key

recor di ng. and/.or_reprpducin | . I Pt Qf.t RNl
bl ock?eﬂgéﬁle’étagh V?%@Egr%ﬁcﬁ%&aﬁ%;@&n&@g’%@c:’vﬁg?eagl}le%%nl? %(Sax }:éu'? gs KRB
decrypting_ processing to_ acquire the key ne,ce(ﬁarly i n..recordi n% 8r .,
r epr odipscifaenlbn adeeyiregmredan generating a key required for recording on a recording

medium or reproduction from the recording medium, for example, a node key
allocated to each leaf or node of an n-branched tree, is set as a renewal node key. The
renewal node key is encrypted such that decryption is possible with a leaf key or a
node key owned solely by the authorized equipment, and the resulting encrypted
information is included in a key renewal block (KRB) which is then distributed to each
information recording and/or reproducing equipment. On receipt of the key renewal
block (KRB), each recording and/or reproducing equipment executes KRB decrypting
processing to acquire the key necessary in recording or reproduction on or from the
recording medium.

The aforementioned structure has a feature that, if it is revealed that a given
device in a specified system (group or sef of recording and/or reproducing devices) is
attacked by a hacker and a device key as the secrecy of the device has become

disclosed, the recording and/or reproducing device, the secrecy of which as become



recordi ng nmedium The aforenentioned structure has a feature that, if it is
reveal ed that a given device in a specified system (group or set of
recordi ng and/ or reproducing devices) is attacked by a hacker and a device
key as the secrecy of the device has beconme disclosed, the recording
and/ or reproduci ng device, the secrecy of which as beconme 7 disclosed, is
excluded fromthe system that is thé recording and/or reproducing
interoperability between the device thus excluded frorn the system and the
devi cdsschbsdd, tihaxchided fronc e systewd, that fshihe sgenrding andios repreducigt ed a
probl em that an equi pnment the secrecy of which has becone di scl osed can be

excl ugadr i abARE betdeaThe Bbvick Miffekchrfed fidathdspaeisidthertevicstnot ed

since that tinme 1s concerned, whereas data recorded on a recording nmedium

he s Bxehden 8un the Svheoms PRI iROT SuREbRilE PRl ol RBRrILREe ! 10

posterior to the tine of such disclosure, that is, there may be occasions
wher ethatdimdey corcernede excl uded cannot actual |y be excluded, In view of
t he above-described status of the art, it is an object of the present

i nvent i on 1@ thisayistben,aherd rpresémed aqroblimghatean equipnmemt ithé secracy of
reproduci ng device, an information recording nmethod, an information

S EUBIE ot TR, s ninny e
o oreardingmerranauade i stie il e NQPeEFitd WiRhedat flbctusgbis | ©
a recording medium manufactured prior to the time of such disclosure can be
decrypted using the so disclosed key even although the actual data recording time 18
posterior to the time of such disclosure, that is, there may be occasions where the

device to be excluded cannot actually be excluded.

In view of the above-described status of the art, it is an object of the present
invention to provide a information recording devices, an information reproducing
device, an information recording method, an information reproducing method, a cipher
key renewal method, an information recording medium and a computer program, in
which, after it is revealed that secrecy has become disclosed, recording media
produced prior to such disclosure cannot be decrypted using the disclosed key to
enable more effective encryption of content.

Disclosure of the Invention

The present invention overcomes the aforementioned problems, and aims to

provide an information recording device, an information reproducing device, an



enabl e nore effective encryption of content. Disclosure of the Invention
The present invention overcones the aforenentioned problens, and ains to
provide an information recordi ng device, an information reproduci ng device,
an 8 information recording nmethati on recordi ng nmedium and a conputer
program in which, if it is revealed that secrecy has becone discl osed,
recordi ng nmedi a produced before the8tinme of such disclosure is adapted to
be not decryptable with the disclosed key to enable npre effective

cont ennhfordeatrompecordingmetind apnaformatiopreproducingivathiogaarp ﬁW’D’@é@gXSﬁy

I nformation recording device for recording the information on a recording

medi ufenbwal Meilyd, aR AToYmaRefecoeding s dlumoared Nosiaplgsy puogrgus it wheelch node
of a hierarchical tree structure having a plural nunber of such

i nformati.on recordin Vi Lokl S I uni que
to cadhit irersd Bt RedBrl RS bat R ai PRt o @R iR mBlf frodBied Betore M 3V
renewal bl ock fornmed as renewal key storage data decryptapl e usji,ng at | east
one ofthe tigne absrchdipclonure lﬁ@\ﬁgﬁ@ﬁ R noy C@(Rt?% Pk @Egﬁ%‘ﬁ‘ﬁ?ﬁ lff’g((,tpy pting
the key renewal block decryptable using at |east one of the node key and

t he | emfabkemape effedtive contehes déoriptiomt i on recordi ng device to cal cul ate an
encrypting key used in encrypting data to be stored in the recording

medi um  t her&AFE ¥RA,itRE pRERAGINSBATI YRt \Gdédvh fiRormbatioleecdidirigedevie fdre
recordi ng medium usi ng the cal cul ated encrypting key. The encryption means

0oLt ol 5B A R AU oSl apSER R
et dhlorfging a node key unique to each node of a hierarchical tree structure having a plural
number of such information recording devices, operating as leaves, and a leaf key
unique to each information recording device, the memory means also holding a key
renewal block formed as renewal key storage data decryptable using at least one of the
node key and the leaf key, and encryption means for decrypting the key renewal block
decryptable using at least one of the node key and the leaf key provided in the
information recording device to calculate an encrypting key used in encrypting data
to be stored in the recording medium, the encryption means encrypting the data to be
stored in the recording medium using the calculated encrypting key. The encryption
means detects, in encrypting and storing the content for the recording medium, the
latest usable key renewal block from key renewal blocks stored in the recording
medium and from the key renewal block stored in the memory means of the

information recording device itself; the encryption means encrypting the data to be

stored on the recording medium using the encrypting key obtained on decrypting the



medi um and fromthe key renewal block stored in the nmenory neans of the

I nformati on recording device itself, the encryption neans encrypting the
data to be stored on the recording nediumusing the encrypting key
obt ai ned on decrypting the 9 detected | atest usabl e key renewal bl ock. The
present invention also provides an information reproduci ng device for
reproducing the information froma r%cording medi um i ncl udi ng nenory neans
for holding a node key unique to each node of a hierarchical tree

str uctlatee:térglatcﬂj wsalelkeyi renewablelockf such i nformation reproduci ng devi ces
operating as |leaves, and a | eaf key wunique to each information reproducing

devi ce, thqmﬁwsynmmﬁtiah%@s&?mﬁaes kayinforenaval rgprodisingadéviterford as
renewal key storage data decryptable using at | east one of the node key

d the | eaf. key and | dectynt | |
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The encryption nmeans decrypts the cipher data stored in the recording
medi ummiberoftsuehdafaratioadrepraducing devikey opditatingeasdegyss, and meleabkegt ect s,
I n the processing of decrypting the cipher data stored in the recording

medi Uni &Rt PORhOhfEiSatkfYrepbihg Bbpiek, fHeahethor nidimsratarhelidigg kegi um

i
and the iey renevvaf bl ock stored in the nenory neans of the reproducing

devi ; Lf o whi n : e d : : h
enor y pEREAIglrShehdor o feiepls® Be lopsifith gebhpuAtlE u¥ FladleBusfbnk. 1@
executes the decrypting processing of, the cisgtger dat a storlt(ed on th?
r ecor @f e nede key ard the leaikeyn ang gReRygtioaymeansHon dacrypiing the key renewa

block decryptable using at least one of the node key and the leaf key provided in the
information reproducing device to calculate an encrypting key used for decrypting the
cipher data stored in the recording medium. The encryption means decrypts the
cipher data stored in the recording medium using the calculated encryption key. The
encryption means detects, in the processing of decrypting the cipher data stored in the
recording medium, the one of the key renewal block stored in the recording medium
and the key renewal block stored in the memory means of the reproducing device
itself, which has a version coincident with the version of the encrypting key of the
content to be reproduced. The encryption means executes the decrypting processing
of the cipher data stored on the recording medium using the encrypting key obtained
by the processing of decrypting the detected key renewal block.

The present invention also provides an information recording method in an

information recording device adapted for recording the information for a recording



by the processing of decrypting the detected key renewal bl ock. The present
I nvention also provides an information recording nethod in an information
recordi ng device adapted for recording the information for a recording 10
medium the information recording device hol ding a node key unique to each
node of a hierarchical tree structure having a plural nunber of such

I nformati on recording devices, operating as | eaves, and a | eaf key unique
to each information recording device, in which the nethod incluges a step
of deteediuny théanformation vecabdingateyiashalding degde keyeuniquetosreh 8ode€d i n t he
recordi ng nmedi um and the key renewal block stored in the nenory neans of

the i nf RlerRichRial heeatdichgredemige al plafdlfnumbét epswdh fifforyationgecobidinget ect ed
| at est usabl e key renewal bl ock; at the detection step, using at |east the

node kgy.or the |eaf k hel d. | tio i | | inkyO
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recordi ng nmedium. and a ste of encrypti the recordin ata f t he
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encrypted data on the recording nedium The present invention also provides

an i nfkeyrrehéwal blepkostacédin thetrboordimg arediumfandithe koy resewaldilogk starede
adapted for recording the information for a recording mnedium each of a

Pl ur alih e Beritimg8 6FthelIRfStfidh 1eeaRikie evidedtiels @ s&qrof decigptiaf a

hi erarchi c trée structure having the plural respective information
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encrypting key used in encrypting the data stored in the recording medium, and a step
of encrypting the recording data for the recording medium, using the calculated
encrypting key, to store the encrypted data on the recording medium.

The present invention also provides an information reproducing method in an
information recording device adapted for recording the information for a recording
medium, each of a plurality of such devices holding a node key uniqﬁe to each node
of a hierarchical tree structure having the plural respective information recording
devices operating as leaves, and a leaf key unique to each information reproducing
device, in which the method includes a step of acquiring the version information of an
encrypting key for the content being reproduced, stored in a recording medium, a step
of detecting the one of the key renewal block stored in the recording medium and the

key renewal block stored in a memory means of the reproducing device itself, which

has a version coincident with the version of the encrypting key of the content to be



of detecting the one of the key renewal block stored in the recording
medi um and the key renewal block stored in a nenory neans of the
reproduci ng device itself, which has a version coincident with the version
of the encrypting key of the content to be 11 reproduced, a step of
generating an encrypting key by decr%ption processing of a key renewal

bl ock as detected by the detection §tep, and a step of decrypting the

ci pher data stored in the recordi ng nedi umusing the generated eEcrypting
key. Téproduestmistepofgenarating an epcryptogkexrby deasypton processBERykeedi um
capable of recording the infomation, the recordi ng nmedi um having stored

t her eir@nev?fl 1BYk a§ Aerepdd gt?&Heﬁéﬁbﬁ%téﬁ,fﬁﬁrzﬁ@ﬁep@frﬂdmmg tirsciphep! ur al

nunber of key renewal blo each obtained on encrypting a renewal node
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recordi ng or reproducing, devices o_aerati as .l eaves,,. and | eaf Iiﬁ% uni que
to each i Miherprasendnnyartinnaleg pevidessamiermation vecaadinganpdium gapable ' gi'ng
at least a leaf key or a node key of a lower layer. The present invention
pr ovi @€sesording the information) fler recording mgdom davengrstared thersimnas key

I nfornation recording processing in an infomation recording device which

hol ds 13, qullﬁ@lelﬁﬁ);i GittReRASM R RIdR! FhReaPnlihBef6filygahewaldsoclks, r uct ur e

havi ng plural suc ormati on recordi ng devices, operating as |eaves, and
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recording or reproducing devices operating as leaves, and a leaf key unique to each
information recording or reproducing device, using a key including at least a leaf key
or a node key of a lower layer.

The present invention provides a computer program for executing on a
computer system the information recording processing in an information recording
device which holds a node key unique to each node forming a hierarchical tree
structure having plural such information recording devices, operating as leaves, and
a leaf key unique to each information recording device, and which records the
informaﬁon on a recording medium, in which the program includes a detecting step of
detecting the latest usable key renewal block from the key renewal blocks stored in the
recording medium and the key renewal block stored in the memory means of the

information recording device itself, a decrypting step of decrypting the detected latest

usable key renewal block at_the detecting step using at least one of the node key and



recordi ng nmedi um and the key renewal block stored in the nmenory nmeans of
the information recording device itself, a decrypting step of decrypting
the detected |atest usable key renewal block at-the detecting step using
at |l east one of the node key and 12 the |eaf key provided in the

i nfonnation recording device, to calculate the encrypting key used in
encrypting the data stored on the ré@ording medi um and a step of

encrypting the recording data for the recordi ng nedi umusing the encrypting
key athe Feafikely provided itetheyipformuatsmeeconding dewicehto ealenlas e aneexdtifithg dat a
on the recording mnmedium The present invention also provides a conputer

progrg fl&%d%e%'éﬂgp gﬁh@ dSA"REEA) ofYEeeradofdingnineditehi amd meptepdofi ng
processing In an i tion reproducing device holding a node key uni que
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to each |nformat| on reproduci ng device, and whic rypts,the her data
st or efiound itther dessypiing siepdiostpra theupnaypiaderesp fla aﬁ%end&sge%f)@tﬂg%
acquiring the version information of an encrypting key of the content to be
repr oghsthgin, stored on a recording nmedium a step of detecting a key
renewal bl ock having a version coincident with the version of the
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structure having the plural such information reproducing devices operating as leaves,
and a leaf key unique to each information reproducing device, and which decrypts the
cipher data stored in the recording medium, in which the program includes a step of
acquiring the version information of an encrypting key of the content to be reproduced,
stored on a recording medium, a step of detecting a key renewal block having a
version coincident with the version of the encrypting key of the content to be
reproduced, from the key renewal blocks stored in the recording medium and the key
renewal block stored in the memory means of the information recording device itself,
a step of generating an encrypting key by decryption processing of the key renewal
block detected in the detecting step and a step of decrypting the cipher data stored on
the recording medium using the generated encrypting key.

The present invention also provides an information recording device for

recording the information on a recording medium, each recording device including



the recordi ng medi um using the generated encrypting key. The present

I nvention al so provides an information recording device for recording the
i nfonnati on on a recording nmedium each recording device including 13
menory neans for hol ding a node key unique to each node of a hierarchical
tree structure having a plural number of such information. recording

devi ces operating as |eaves and a Iléaf key unique to each information
recording device, the nenory neans also holding a key renewal. Rl ock each
f or necheasonyemenns farehokling ageodeakey ubtugptoatach neds el aghier CHAEEDF t he
node key and the | eaf key, encryption nmeans for decrypting the key renewal

bl ockg é-géﬁﬁ?@'hﬁaﬁngeﬂﬂ%eﬂ @bt sagR infRrmation Teeording devioeg operatagsas one of

t he no key and the | eaf key provided in the information recordi ng device
to calcul at neencrypting key . L | . ored in
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the recording nedium usjng the cal culated encrypting k nd renew ng
means alserhaldingarkaygenewahbloek saciyformgd asgepswia g’r?é%‘%&ﬁ]%%t%@e%wsal%g% of a
key renewal block stored in the recording nediumto that of the key

r enewakingl 2 déaso\one dftle nbde kef andethe deafi leyo ederyptivevneans farsdacryptingl f or
witing the key renewal block of the new version on the recording nedium
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medium, the encryption means encrypting the data stored in the recording medium
using the calculated encrypting key, and renewing means for comparing, in accessing
the recording medium, the version of a key renewal block stored in the recording
medium to that of the key renewal block owned by the information recording device
itself, and for writing the key renewal block of the new version on the recording
medium if the key renewal block of the new version is the key renewal block stored
in the memory means of the recording device itself, and the key renewal block of the
new version is not as yet stored on the recording medium.
The present invention also provides an information reproducing device for
reproducing the information from a recording medium, each information reproducing
device including memory means for holding a node key unique to each node of a

hierarchical tree structure having a plural number of such information reproducing

devices operating as leaves and a leaf key unique to each information reproducing



devi ce including nenory neans for hol ding a node key unique to each node of
a hierarchical tree structure having a plural nunber of such information
reproduci ng devices operating as | eaves and a | eaf key unique to each

i nformation reproducing 14 device, the nenory neans al so hol ding a key
renewal bl ocks forned as renewal keé storage data decryptabl e using at

| east one of the node key and the | 4 key, encryption neans for
decrypting the key renewal block decryptable using at |east one of the node
key adevichgtheanémioey nygansiatechaldingsa key reneved bl egksifopmed ssitapewalkee o
calculate an encrypting key used in encrypting data to be stored in the

r ecor dopgpd@fth detryipisble asinpapdaghonesf thediode koY and thdleatkey esicoypebr n t he
recordi ng” medi um “using thé calculated encrypting key, and renewal neans
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renewal block of the new version is the key renewal block stored in the
menor ynemphiagdiey nsal ndenénypting date to theestoreduind théecdordingmedanmptlek  of
the new version is not as yet stored on the recording nedium The present

i nvengj i i r laNstBré & #P N Reccdine pietiusi, ngingleve ce for
recorgilln ptﬁhgp]lnﬁ?ggncgt@li%’c?rtlﬁlgntﬂéésgaeﬂgoitgir ndé medi um i nt:lgﬁdi ng a nodegjkey
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to that of the key renewal block owned by the reproducing device itself, and for writing
the key renewal block of the new version in the recording medium, if the key renewal
block of the new version is the key renewal block stored in the memory means of
reproducing device itself, and the key renewal block of the new version is not as yet
stored on the recording medium.

The present invention also provides, for use in a recording or reproducing
device for recording the information on a recording medium including a node key
unique to each node forming a hierarchical tree structure having a plural number of
such information recording devices, operating as leaves, and a leaf key unique to each
recording device, a method for renewing an encrypting key including a detection step
of detecting the latest usable one of the key renewal blocks stored on the recording
medium and the key renewal block stored in the memory means of the recording or

reproducing device, and a renewal step of undertaking, in case the latest version of the



of detecting the | atest usable one of the key renewal blocks stored on the
recording nediumand the key renewal block stored in the nenory neans of
the recording or reproducing device, and a renewal step of undertaking, in
case the latest version of the 15 key renewal. block is the key renewal

bl ock stored in the nenory neans of the information recording or
reproduci ng device itself and the ké? renewal bl ock of the new version has
not been stored on the recording nmedium the witing of the key _renewal

bl ock kefy temewad\bloek ss dhe dey trenewal biatikn gtomediiinrthe Themorg sapang ﬁﬁéﬁ?i on

al so provides a conputer program for having a conputer system execute
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reproduci ng device fof recording or reproducing the information for a
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recordi ng devices operating as |eaves, and a | eaf key unique to each

i nf or ren¢wal bl@@bwodfitﬁgndwwew,oniqm theireeonding BsdMer prograrn includes a
detection step of detecting the |atest usable key renewal block of the new
versi on of Thepressntiapaiin dit iddsar esinpoter peogrenoiod hagingsicamputed t he
key renewal Dblock stored in the nenory neans of the recording or

[ ePr 0dyeieng dexiCd droBlibn 180%enfwhPPRIGLsREGR 4 infafifktiok redordig Gase L he
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having a plural number of information recording devices operating as leaves, and a leaf
key unique to each information recording device, in which the computer program
includes a detection step of detecting the latest usable key renewal block of the new
version of the key renewal blocks stored on the recording medium and the key renewal
block stored in the memory means of the recording or reproducing device itself, and
arenewal step of undertaking, in case the latest version of the key renewal block is the
key renewal block stored in a memory means of the information recording or
reproducing device itself and the key renewal block of the new version has not been
stored on the recording medium, the writing of the key renewal block of the new
version on the recording medium.
In the configuration of the present invention, the volume of the messages for

distribution necessary for key renewal is suppressed to a small value by employing a

hierarchical key distribution system of a tree structure. That is, the key distribution



In the configuration of the present invention, the volunme of the nessages
for distribution necessary for key renewal is suppressed to a snmall val ue
by enploying a hierarchical key distribution systemof a tree structure.
That is, the key distribution 16 nethod of a configuration having
respective equi pnment arranged at respective | eaves of the n-branched tree
I s used. The key necessary for recort® ng and/ or reproducing the content
data for a recording nedium such as a master key or a nedia key, is

di st rithethed ofiescorHigueatiorihmdngreekpentive equipmnentrartanged mt tespestine lei®sused by
respective equi pnent for recording and/ or reproducing the content data. The
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reproducing device is enabled to wite a key.renewal bl clépéKRB%ﬂ ﬁ?or
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data on the recording nmedium the recording or reproducing device

cal culrgsmsctiveeqiistnenkfyr recsrdivgs aid/or atmoduoing the conteritelata.eneval bl ocks
(KRBs) on the recording nmediumand the KRB stored in itself to use it for
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medi um but on device itse ce stores it on the recording
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recording mediumand, if the latest KRB is neyper than the KRB stored on
i t sel tkeyi fos daehi recardinghanedivest TRaB 18 0eveneafter a recording medium 1s

manufactured and presented to the market, the recording or the reproducing device is
enabled to write a key renewal block (KRB) for calculating a newer media key on the
recording medium. In recording the data on the recording medium, the recording or
reproducing device calculates the media key, using the latest one of the key renewal
blocks (KRBs) on the recording medium and the KRB stored in itself to use it for
encrypting the data. If the latest KRB is stored not on the recording medium but on
the device itself, the device stores it on the recording medium.

Additionally, the recording or reproducing device checks the versions of the
entire KRBs on the recording medium in accessing the recording medium and, if the
latest KRB is newer than the KRB stored on itself, it substitutes the latest KRB for the
KRB it has stored, by way of KRB renewal. By this processing, new recording media
may be stored in the recording and/or reproducing device one after another and, in

recording the data, the data are encrypted and recorded using media keys calculated



KRB it has stored, by way of KRB renewal. By this processing, new recording
media may be stored in the recording and/ or reproduci ng device one after
another and, in recording the data, the data are encrypted and recorded
usi ng nedi a keys calculated 17 by the |latest KRB stored then in the
recordi ng and/or reproducing device and in the recording nedium so that,

i n recording the data on the recordiH@ medi um the recording or
reproduci ng devi ce cal cul ates the nedia key, using the |atest one of the
key r dyetivallatekDKIRB ¢tcrEd themin the neeonti ngdrasdepradusing d@VlKRBll§t18rtg in
itself to wuse it for encrypting the data. If the latest KRB is stored not
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recordi ng lum Even granting that " the recording nmedi umwas produced at

a renmote past tine poi.nt,, with th RB, pr e- : r.di medi um
bei ng rS?(‘?'%H?gBPKIrQﬂrH,Hu‘BPgtd@'%Fséi%‘{%{ééghg ﬁﬁﬁ(ﬁé%g’g%srl ﬁ]%é]ﬁgénsg/co g're CBrﬂgggoduci ng
device is also old, the probability _is hi 8h thaé a %KRB ae use& at data
r ecor dieygenewal blorks (KBEs) onghe regeadingzmngduun gad the storeddn HsgddRt

i nvention provides a configuration in which, for overcomng the

af or enraft fbﬂeﬂcr@/ﬁ)ﬁhgem ditay Jf die fakest A RBas stontd notsorathe racofdingmediwnsi ons
can be stored in the recording nedium so that, when the recordi ng and/ or
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on the recor : _ e unneeded keys are deleted. In recording the
cal culRUS M oA avasdF oS Areqiaast s doutt PREMHERIBIR il oci
(KRB) stored on the recording nmedium and the KRB stored in_itself,. to use
i t f ororether sepordiggiedisin heing extremely elsh, orrhe ikRBip othegrecording
o dalnTi?or reproducing device is also old, the probability is high that a new KRB be used

at data recording time, thus assuring higher data security.

Also, the present invention provides a configuration in which, for overcoming

the aforementioned problem, keys of plural generations and different versions can be

stored in the recording medium, so that, when the regording and/or reproducing device

accesses the recording medium, newer.keys can be stored on the recording medium,

while unneeded keys are deleted. In recording the data on the recording medium, the

recording or reproducing device calculates the media key, using the latest one of the

key renewal block (KRB) stored on the recording medium and the KRB stored in

itself, to use it for encrypting the data. 1fthe latest KRB is stored not on the recording

medium but on itself, the device stores it on the recording medium.

Moreover, according to the recording and/or reproducing device according to

the present invention, new KRBs are recorded on the recording medium not only when



medi um but on itself, the device stores it on the recording nmedi um

Mor eover, according to the recordi ng and/ or reproducing device according to
the present invention, new KRBs are recorded on the recordi ng nmedi um not
only when 18 contents data are recorded but al so when the recording nedi um
is |loaded on the recording and/or reproducing device and when the
recordi ng and/ or reproducing devi cd8accesses the recordi ng medium By so
doi ng, a recording and/or reproduci ng device having a KRB newer than the
ent i r eoifdss dhty art rovordel bat atsoi whenethie necordingimedivm isekandgd20mdle KRB on

t he recordi ng medi um even when not recording contents data thus raising
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furni shi ng medi um according to the present invention is .a nedi,umf.or
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gener al - purpose conputer system capable of executing a variety of program
codes gblefdaeeoida new KR Bioatharedordinigahedimm evérhwhennbt peoadingreoptenthe

medi a, including recording nedia, such as CD, FD or MO, or to the
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recording capacity of the recording medium.
Meanwhile, the program furnishing medium according to the present invention
is a medium for furnishing a computer program, in a computer readable form, to a
general-purpose computer system capable of executing a variety of program codes.
There is no particular limitation to the configuration of the media, including recording
media, such as CD, FD or MO, or to the transmission medium, such as networks.
The program furnishing medium gives a definition of the relationship as to
structural or functional cooperation between the computer program and the furnishing
medium in implementing the functions of the preset computer program on a computer
system. Stated differently, by installing the computer program on the computer system
through the furnishing medium, cooperative actions can be realized on the computer

system to realize the operations and effect similar to the other aspects of the present

invention.



t hrough the furnishing nmedium cooperative actions can be realized on the
conputer systemto realize the operations and effect simlar to the other
aspects of the present invention. 19 Oher objects, features and

advant ages of the present invention will becone nore apparent fromreading
t he enbodi nents of the present inventjon with reference to the draw ngs.
Brief Description of the Draw ngs Fibg. 1 is a block diagram show ng an
illustrative structure of an information recording_and/or repyroducing
devi ce of t iQther ebjaets, featurasi and advapsagea ofithe pre wwmxt@nr\@dngmge
processing flow of the information recording and/or reproducing device of

the IOr1ﬁ§1%ﬁepﬂa@¥ﬁrﬁ61ﬂ!}ea<ﬁhg&h§éﬂ@@@ilﬁ@ﬂt%hﬁ\&h@pt@eht?ﬁiveﬂlliloﬂ wath rfecassi ng

flow of the information recording and/or reproduci ng device of the present
[ nventi?ﬁ. Fi ]‘4 shows a tree structure for illustrating the encryption
proceggi ﬁdf% n§Skey, such as a nedia key, for the information recording
and/ or r_e&r)odugi, ng device of, the present invention. Figs.5A and 5B show an
i nst arBeioPesciptjon ehdigdPrawisgk (KRB) used for distributing media keys to
the recording and/or reproducing device according to the present |

i nvention. Fipd f sk diagramtshosengfandillsstratiue istmcturd ofran mfoametionf
decryption processing enploying a key renewal block (KRB) for a media key
in theelB{RAFahIARR rEfoduimddevice of the present invention.

Figs.2A and 2B show data recording processing flow of the information
recording and/or reproducing device of the present invention.

Figs.3A and 3B show data reproduction processing flow of the information
recording and/or reproducing device of the present invention.

Fig.4 shows a tree structure for illustrating the encryption processing for a key,
such as a media key, for the information recording and/or reproducing device of the
present invention.

Figs.5A and 5B show an instance of a key renewal block (KRB) used for
distributing media keys to the recording and/or reproducing device according to the
present invention.

Fig.6 shows an instance of distribution and an instance of decryption processing
employing a key renewal block (KRB) for a media key in the information recording
and/or reproducing device.

Fig.7 is a block diagram for illustrating the encryption processing in data

recording processing employing a media key in the recording and/or reproducing



and/ or reproducing device. Fig.7 is a block diagramfor illustrating the
encryption processing in data recording processing enploying a nedia key
in the recording and/ or reproducing 20 device according to the present
invention. Fig.8 illustrates the generation of a key unique to a disc,
usable in the information recordin% and/ or reproduci ng device according to
the present invention. Fig.9 shows Qn instance of generating and
.processing a k§¥ unigue toatitle, usable in the information recording

n

and/ odeviepracdonding tal v presentcioventien.t o t he present invention. Fig. 10 shows

an instance of generating and a bl ock key, usable in the information

recordi ng gnslRoIIspRit e Wsé nEneitione ofiec &eglimsiqhie tohe disesesablenirethé on.
Fig. I I is bl ock diagramfor illustrating the decryption processing

durin ata. reproduction ' ' i [ lepftiomecor di ng
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shows an instance of a format of a key re(ﬂewal bl ock ?('KRBLQ ustg)d i{t‘let he set
of i nf or maFigh shewsran instance/ ofrCens LB A1h reRsssg:a key PRLAYS: O3 fite,
invention. Fig. 13 illustrates the structure of a tag of a key renewal

bl ock uxRR)in Useidformation reedrdifg amd/or reproducing dovige aecardingio the prowiéi ng

devi ces of the present invention. Figs. 14A and 14B illustrate renewal
procegﬁ&gi&{_ the key renewal block (KRB) in the recording and/or
reproduci ng device and the recording nmedia holding a plural nunber of the

key enewalFig'lBCls‘flsovgfé< BB hndthndd ot Egnerrgﬁr?é U NP 22BHR KEGPLRANE! fif the

information recording and/or reproducing device according to the present invention.

Fig.11 is a block diagram for illustrating the decryption processing during data
reproduction employing a media key in the information recording and/or reproducing
device according to the present invention.

Fig.12 shows an instance of a format of a key renewal block (KRB) used in the
set of information recording and/or reproducing devices of the present invention.

Fig.13 illustrates the structure of a tag of a key renewal block (KRB) used in the
set of information recording and/or reproducing devices of the present invention.

Figs.14A and 14B illustrate renewal processing of the key renewal block (KRB)
in the recording and/or reproducing device and the recording media holding a plural
number of the key renewal blocks (KRBs) in the the recording and/or reproducing
devices of the present invention.

Fig.15 is a flow diagram for illustrating the renewal processing of the recording

and/or reproducing device of the present invention.



devices of the present invention. Fig. 15 is a flow diagramfor
illustrating the renewal processing of the recording and/or reproducing
device of the present invention. 21 Figs. 16A and 16B illustrate a
recordi ng nmedi um hol ding a plural nunber of the key renewal bl ocks (KRBs)
in the information recording and/ or reproduci ng device of the present

I nvention and storage processing of 2dont ent encrypted by a key acquired
using the latest key renewal block (KRB). Fig. 17 is flowkggggr m f or
i 11 ustrati Rigst HeA pndd 6Bsilnstrate agacerding trediymiheddingya plaea) mut r&f'ath@ t he
key renewal block (KRB) and the processing of storing the content in the
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flow diagramfor illustrating the processing of encryption by a key
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device f the present invention. Figs. 19A and 19B illustrate the renewal of
t he k@ylrngdhe\l@tbstbkmt@r@mbbkw&%g)-i n the recording and/ or reproducing
device according to the present invention. Figs.20A and 20B il]lustrate

renewal pr gges3ingflofv diagrareforitusvatingiheqiro¢esRiBg of arceviption byighe keyr di ng
medi umin the recordi ng and/ or reproduci ng device according to the present

A TP ot coga Ly
rept Q(ljrllJ ﬁ%entgecg? iingeand é:rcr%i)xdoi(i]&iﬁgC) d&Vi8e RESES B}esieﬂy fiVehBn.

Fig.18 is a flow diagram for illustrating the processing of encryption by a key
acquired using the key renewal block (KRB) and the processing of reproducing the
content in the information recbrding and/or reproducing device fthe present invention.

Figs.19A and 19B illustrate the renewal of the key renewal block (KRB) stored
in the recording and/or reproducing device according to the present invention.

Figs.20A and 20B illustrate renewal processing of the key renewal block (KRB)
stored in the recording medium in the recording and/or reproducing device according
to the present invention.

Figs.21A and 21B illustrate the processing of deleting the key renewal block
(KRB) stored in the recording medium in the recording and/or reproducing device
according to the present invention.

Fig.22 is a flow diagram for illustrating the renewal and deletion processing for

the key renewal block (KRB) in the recording and/or reproducing device according to

the present invention.



Fig.22 is a flow diagramfor illustrating the renewal and deletion
processing for the key renewal block (KRB) in the recordi ng and/or
reproduci ng device according to the present invention. 22 Fig.23 is a
flow diagramfor illustrating the processing of encryption by a key
acquired using the key renewal block (KRB) and the processing of storing
the content in the recording and/o?zreproducing devi ce according to the
present invention. Fig.24 is a flow diagramfor illustrating, the
processi ngFig 23 éxca flow iagmmefokdblsmatm'grtg@ presasgingref snsyyplaoiaia kaock
(KRB) and the processing of reproducing the content in the recording

and/ opcqiRSPEkIAG HiEk lViepewal BIOCRI( KRB Yarid thepresesaing ofstotingthe cditgat 25A and
25B are flowcharts for illustrating the data recordi ng processing and the

. i . . ' . _ : devi
CoPY kb Rl ARRRESR G diOEadShgA BeRIALA TP g devi oe
pr ocess; ngPi2d He srbeb AT A AERE e A AG NG CLdSTEUPA NG ED  he
present invention. Fig.27 is a block diagram show ng the structure of

pr ocessquigedrasing the kegrenewaligoth KRB pand toepricegsing of repreduniegithe  he
recordi ng and/ or reproducing device according to the present invention.

Best Myghent Hfth@fi‘ééc}fkiﬂ% /ot RProdISRE HovicBabesrdimpto the phesefit iniengon. t he
present 1nvention 1s rmow explained inh detail. Fig. |I is a block diagram
showi ng t hﬁlgsstiﬁ&ta%%%f araeqlcgavvca?aq‘[snﬁ)@tilh?gtreﬁir{geﬁl%rcﬂf.tﬁlgecording processing
and the copying controlling processing in the recording and/or reproducing device
according to the present invention.

Figs.26 A and 26B are flowcharts for illustrating the data reproducing processing
and the copying controlling processing in the recording and/or reproducing device
according to the present invention.

Fig.27 is a block diagram showing the structure of processing means in
executing the data processing by a software in the recording and/or reproducing device
according to the present invention.

Best Mode for Carrying out the Invention

Referring to the drawings, the present invention is now explained in detail.

Fig.1 is a block diagram showing the structure of an embodiment of a recording
and/or reproducing device 100 according to the present invention. The recording

and/or reproducing device 100 includes an input/output I/F (interface) 120, an MPEG

(Moving Picture Experts Group) codec 130, an input/output I/F (interface) 140



and/ or reproduci ng device 100 according to the present invention.. The
recordi ng and/or reproducing device 100 includes an input/output IN
(interface) 120, an MPEG (Moving Picture Experts G oup) codec 130, an

i nput/output I/F (interface) 140 23 inclusive of an A/D and D/ A converter
14 1 , encryption processing neans 150, a ROM (read-only nenory) 160, a
CPU (central processing unit) 170, 823mem)ry 180 and a recording nedium
interface (I1/F) 190 for a recording medium_ 195. These units_are

i nt er coclnsiveed anwD andiDAA conterterid 1i emeryption precassinerpeart B GaRMi t al
signals formng various content, such as pictures, speech or prograns,

suppl gﬁéadtéﬂpgagﬂw)d%o,t@cm Quehtiah préResingashie) OIglasmemory 180earia 110.

The input/ou 120 'al so receives digital signals over the bus 110 to

e TR 8 S S R S

to the input/output I/F 140, while MPEG encoding digital signals supplied
from urltt@rconmgtdd)q‘fqmbms F18.40 to out put the encoded signals over the bus I
10. The input/output |N 140 includes an A/D-D/ A converter 14 1. The

i nput / out ptthd iNph#¥Butpe IFVEX) rcehvey digitasigmls forming venious somtent,stchr om
outside, to A/D (analog/digital) convert the received analog signals into

digit ' i & f; d gippdlsout put
S P e G i o e T P S NPEG

cote 2P b6 RO PhL . Bl Gt AR afihopi Cui
2 one-lclr(l)i t% I(_)lﬂput the signals to outside. The MPEG codec 130 MPEG-decodes the
MPEG-encoded data, supplied over the bus 110, to output the decoded data to the
input/output I/F 140, while MPEG-encoding digital signals supplied from the
input/output I/F 140 to output the encoded signals over the bus 110. The input/output
I/F 140 includes an A/D-D/A converter 141, The input/output I/F 140 receives analog
signals, as content, supplied from outside, to A/D (analog/digital) convert the received
analog signals into digital signals, which are output at the MPEG codec 130. The
input/output I/F 140 also D/A (digital/analog) converts digital signals from the MPEG
codec 130 by the A/D-D/A converter 141 into analog signals which are output to

~ outside.

The encryption processing means 150 is formed by, for example, a one-chip LSI
(large scale integrated circuit), and encrypts or decrypts the digital signals, as content,

supplied over the bus 110, to output the resulting data again over the bus 110.

Meanwhile, the encryption processing means 150 is not limited to a one-chip LSI but



(large scale integrated circuit), and encrypts or decrypts the digital
signals, as content, supplied over the bus 110, to output the resulting
data again over the bus | 10. Meanwhile, the encryption processing neans
150 is not limted to a one-chip LSI but 24 nmay also be fornmed by various
sof tware and hardware conbi ned together. The configuration as processing
nmeans by the software configuration4t||l be explained subsequently. The
ROM 160 nenorizes a | eaf keys, as device key inherent tq each of Lural

r ecor tayy alsedbeforrepd dayuvarigusi softsase sind: bargre sfombined) togethehs 'g e
recordi ng and/or reproducing devices, and a node key as a device key

co- onpehfipMratlon & procesdifjy Meanarsy the scfwartuconfigutatibnasillobe kxphdined|
groups of ‘recordi ng and/or reproducing device. The CPU 170 executes

progr in a nmenory 180 to control e.g., the MPEG codec 130 and
t he e?i@%egtulg‘éﬁgprocessi ng neans 150. The nenory 180 is e.g., a non-

vol ati |l e nepor r _storing progr run .the CPY 170 or data required
for oper atﬂ’g’rﬁ@;\?ﬂﬁ gInogIZes a 86&5({?%@“?7@%' Utﬁer?%t&efaﬁﬁé&ﬂ'ﬁr rives a
recording medium 195, capable of recording and/ or reproducing digital

dat a, r¢aprdémgiamedivor reprodegingdevicediogito abchiaf phfrabgronips of secordingand/@r um 195
to output the so read-out digital data over the bus 110. The recording

medi updildatfRc8eviOSs, ahd0 holdkepas o devisé tey do-owaté bynslavildedomding t he
bus 110, to the recording medium 195 for recording thereon. Meanwhile, the

oo AR b 5155 T RaReB5 T Raber PSRt L
et iT%liengP%i ?’|7(§ gl(ec%?ésabrograms stored in a memory 180 to control e.g., the MPEG
codec 130 and the encryption processing means 150. The memory 180 is e.g., a non-
volatile memory for storing programs run by the CPU 170 or data required for
operation of the CPU 170. The recording medium interface 190 drives a recording
medium 195, capable of recording and/or reproducing digital data, to read out or
reproduce digital data from the recording medium 195 to output the so read-out digital
data over the bus 110. The recording medium interface 190 also furnishes the digital
data, provided over the bus 110, to the recording medium 195 for recording thereon.
Meanwhile, the program and the device key may also be stored in the ROM 160 and
in the memory 180, respectively.
The recording medium 195 is a medium capable of memorizing digital data,
including optical discs, such as DVD or CD, magneto-optical disc, magnetic disc,
magnetic tape or a semiconductor memory, such as RAM. In the present embodiment,

the recording medium 195 is removable with respect to the recording medium interface



I ncl udi ng optical discs, such as DVD or CD, nagneto-optical disc, nagnetic
disc, nmagnetic tape or a sem conductor nenory, such as RAM In the present
enbodi ment, the recording nmedium 195 is renovable with respect to the
recording nmediuminterface 25 190. The recordi ng medi um 195 may al so be
enclosed in the recording and/or reproducing device 100. Referring to the
flowcharts of Figs.2A 213, 3A and 3, the data recording processing on
the recording nmedium and the data reproduci ng processing fromthe

recor dofg M tewordimgt heediwnot 2 maayaatsoobe remptastdcinnthedesdocdingf amd/gr 1, are
herei nafter explained. In recording the content of digital signals frorn

out si i & gdppg nmedium 195, the recording processing in
EpRIeH RO B

accor owhart of Fig.2A is performed. That is, when the

content of digital signals (digital.cant ) are 04,400V | EEE
(Institute ngfgglu&{q F@%ﬁoﬂfg‘aﬁge@#‘@ﬁ;}%%gﬁ %e@?@)?mlﬂ@f gzg?irgﬁ&b(ﬁggt o the
i nput/output I/F 120, the input/output I/F 120 at step S201 receives the
di gi t @rocessinghon the segurdmg miednun andithe slatp reproducingcpriogessieg dramithe ont ent
over the bus 110 to the encryption processing neans 150. The encryption

pr ocegséddinEmedivkeIn dhe fcopding Ahdx egptodacingaleviar ofifigdnaredicremmsieng on

the digital content received to output the resulting encrypted content

over te?ﬁllegﬂéd.lm I dée?)éaﬂleg &%Q%%ﬁ%g@@g@?%?@&ﬁ%&ﬁge oﬁhﬁe‘%@%ﬂéﬁﬁggi g

conten r'ecor vica' recor terface 190 on the reco
PG G RSN A HCER RTINS R R
performed. That is, when the content of digital signals (digital content) are sent e.g.
over an IEEE (Institute of Electrical and Electronics Engineers) 1394 serial bus to the
input/output I/F 120, the input/output I/F 120 at step S201 receives the digital content,
supplied thereto, to output the received digital content over the bus 110 to the
encryption processing means 150.

The encryption processing means 150 at step S202 executes the encryption
processing on the digital content received to output the resulting encrypted content
over the bus 110 to the recording medium interface 190. The encrypted content is
recorded via recording medium interface 190 on the recording medium 195 (S203) to
terminate the recording processing.

As the standard for protection of digital content in case of transmitting the
digital content between equipment interconnected over IEEE 1394 serial bus, SCDTCP
(Five Company Digital Transmission Content Protection), incidentally referred to as

DTCP, is provided by five companies inclusive of the Assignee company (SONY



digital content between equi pnment interconnected over | EEE 13 94 seri al

bus, 5 CDTCP (Five Conpany Digital Transm ssion Content Protection),
incidentally referred to as DTCP, is provided by five companies inclusive
of the Assignee conpany (SONY 26 Corporation). In this DICP, when
non-copy-free digital content is transmtted between different devices,
reci procal authentication is perform®d prior to data transm ssion to check
as to whether or not the copy control information, used for copy, K control,
can b&drpoedtash)coin ahisl PTOMewheansor-sepyifresi digitaheontentr isptransimatted gi t al
content and sends the so encrypted content, with the recei pt side then

decr y pletweert Mhffefdti’ M%i@@s,d}a%gﬁr%l:alc AnfRAtcAESE ¥ Ppadomeat Prior. td rdatat a

transm ssi on ang reception, sed on the DTCP standard, the i nput/output

I/F 120 on .the data receipt, side at step S2 of = .

cont etATISUSSIOR IO ¢hgek af%@h”@ib‘?raqr%?% ‘gol%?/e(g?]iv%ﬁ? }éﬁétrll@?’;e}fost% gnggEr)fgnt in
accordance wth the DICP to output the resulting plaintext gontent
subsegostrol,ycamobe hendledr gprreasly. Eﬂlédé@wmgmﬁﬁaﬁﬁ@e tlgn ewpéﬁnﬁwét@@h of the
digital content by DTCP is executed by generating a key changing with tinme

and by ogaretyidrendd thesso atrgpridednkat, withahe receipt side thayi dedryptiogttbet
I ncl usive of the key used for encryption, is transmtted over the | EEE1394

seri aIengksajéﬁalg%{eag%?hgné?%‘E&Kg&gr%%éﬁzhe encrypted digital content, using

t he key bre corre tly, accordi ng to DTCP, an initial
vl o S Tt i i Aot SEpkion, a8ed N YRe ' HTCH fhndd, KRY Uoed
input/output I/F 120 on the data receipt side at step S201 receives the encrypted
content over the IEEE1394 serial bus to decrypt the encrypted content in accordance
with the DTCP to output the resulting plaintext content subsequently to the encryption

processing means 150.

The encryption of the digital content by DTCP is executed by generating a key
changing with time and by employing the so-generated key. The encrypted digital
content, inclusive of the key used for encryption, is transmitted over the IEEE1394
serial bus. The receipt side decrypts the encrypted digital content, using the key
contained therein,

More correctly, according to DTCP, an initial value of the key and a flag
indicating the change timing of the key used in encrypting the digital content is
included in the encrypted content. The receipt side modifies the initial value of the

key contained in the encrypted content with a timing of a flag similarly contained in

the encrypted content to generate a key used for encryption to decrypt the encrypted



included in the encrypted content. The receipt side nodifies the initial
val ue of the key contained in the encrypted content with a timng of a
flag simlarly contained in the encrypted content to generate a key used
for encryption to decrypt the encrypted 27 content. However, this may be
t hought to be equivalent to the enc\rg‘%pt ed content containing a key for
decryption. Therefore, in the followng, this understanding is wused. It
shoul d be noted that an infornmation version of the DTCP standard can be
acqui cedteny. dlywpeers dhisfmaynbeTthaughni to baleqnivalent tosthenenerypied ggntent

Adm ni strator). The processing of recording the content of anal og signals

from @Hhﬁﬁl‘i’i@l O kéy For ﬂ@ﬁgfiﬁbﬂg THRdéefore 1fibthesfollowing pihds nedemitardingfier ence
to the f ovvcﬁart of Fig.213. Wen the content of the anal og signals

(anal o o] nt re se o.theri b 0 t put
T 1eedy ?é%e'?e(ﬂ}‘%%fl‘]‘?%@i]i‘%}e ‘5erﬁfé’rﬁﬁﬁﬁég"%@ﬁ[‘eOrﬂtf‘gﬁﬁ@Pi ér;[gﬁ(tlé@u%%{ut%ll /F 140
then proceeds to S222 to A/D conyert e anal a antent RQy, the ncl osed

A D Beauicethbyanyperson from PELA éalﬁt“éi]t f@?snélﬁﬂg’cl3410%1?%%&‘1"@&18@8?)-
content). The digital content is sent to the MPEG codec 130. At step S223,
t he di gi t alThegmotessing of Mebfliegthe edntenhaf analogsipudsifioyn bREBGIe onghessi on.
The resulting encoded data is sent over the bus 110 to the encryption

T 0Ce$ i ieliTE ASIASO0L ed RitlSiTRens224 (ROt bEFiRBEessi ng
si i | 3?@%‘4%@@5%‘?90%%?“‘5 t&g%dé%‘éd ibicbineg 46 thodlo A LS rerfor med.

T o exdRbpdieFaehEof B RS SnaR Bhaloe Guei 4% se G AEaRDLIB RS 120
et ?}ani4g?(2}|1éj Tngl?t%ut-{)rlll? I?Fe Cl%r()diltn gte?)r §§2e 1S ?iege%vei:ss tﬁeh E:.f\lplalotge E:g}.lt%%%.eﬁlhe
input/output I/F 140 then proceeds to $222 to A/D convert the analog content by the
enclosed A/D— D/A converter 141 to form content of digital signals (digital content).
The digital content is sent to the MPEG codec 130. At step S223, the digital
content is MPEG encoded, that is encoded by MPEG compression. The resulting
encoded data is sent over the bus 110 to the encryption processing means 150.
Subsequently, at steps $224 and $225, the processing similar to that performed
at steps $202 and S203 of Fig.2A is performed. That is, the encryption processing by
the encryption processing means 150 is executed and the resulting encrypted content
is recorded on the recording medium 195. The recording processing is then
terminated.
The processing of reproducing the content recorded on the recording medium

195 and outputting the reproduced content as digital or analog content is explained

with reference to the flowcharts of Figs.3A and 3B. The processing of outputting the



The processing of reproducing the content recorded on the recordi ng nedi um
195 and outputting the reproduced content as digital or analog content is
explained wth reference to the flowharts of Figs.3A and 3B. The
processing of outputting the 28 content as digital content to outside is
executed as the reproduction processing conformng to the flowhart of
Fig.3A That is, first, at step S30%8 the encrypted content, recorded on
t he recording nmedium 195, is read out by the recording medium interface
190, aodtemtgsutligitabrconhentbies outside io exbentedcasyia oeprpduetaesi prgcrssing 1. 50.
The encryption processing neans 150 at step S302 decrypts the encrypted

cont e@bnfoﬁa&gggitsq?é gwg«éﬂaﬁ HEFRY. IANT THIis\iid! &1 §t8pS30A0 thardctyyred

resul ting rypte ata 1s sent over the bus'| 10 to the input/output I/F

120. At st S303,, th i t / out Qut 12 t 1ol | tent t
out si 4EnESTEPATR D e P ieeRitbn 15 5EeatphEbY s’ ofclofd flsaipR o
digital content over the | EEE 1394 serial bus, the input/output H)F 120 at
step 8#esfagadOf; ardoutnutievar theabwohl hia theencayplien peodessig means |0,

accordance with the DICP standard, as described above. The input/output I/F

120 then dner yidrgpeion proeessivig meahe 15i0gat sepcSB02decryipts thprenduytad t he
content recorded on the recording nmedium 195 and outputting the reproduced

conte a t i : i r ien rmng’
S0t habpfe 3ppled Afdin' W cdrdfg WEHLADIAEHELE0L A0 B6E e genning T DY
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input/output I/F 120 outputs the digital content to outside to terminate the reproduction
processing.

In outputting the digital content over the IEEE1394 serial bus, the input/output
I/F 120 at step S303 undertakes authentication with a counterpart device, in

accordance with the DTCP standard, as described above. The input/output I/F 120

then encrypts and transmits the digital content.

In reproducing the content recorded on the recording medium 195 and
outputting the reproduced content as analog data to outside, the reproducing
processing conforming to the flowchart of Fig.3B is executed.

That is, at steps S321 and $322, the processing similar to that in steps S301 and
S302 is carried out, whereby the decrypted digital content, obtained by the encryption
processing means 150, is sent over the bus 110 to the MPEG codec 130.

The MPEG codec 130 at step $323 MPEG decodes, that is expands, the digital

content, to output the expanded content to the input/output I/F 140. The input/output



processi ng nmeans 150, is sent over the bus 110 to the MPEG codec 130. The
MPEG codec 130 at step S323 MPEG decodes, that is expands, the digital
content, to output the expanded content to the input/output I/F 140. The
input/output 29 |1/F 140 at step S324 D/ A converts the digital content,
MPEG decoded by the MPEG codec 130, by the enclosed AAD- D/ A converter
141, to form anal og content. The MPEG codec then proceeds to step S325
where the input/output |/F 140 outputs the analog content to outside to
t er mi B4t 840 hestepB3R4UD! A conperts tesdigial MGMOMPE&’ deaasieddry tiedvlPESt i ng
keys necessary for the recording and/or reproducing device of Fig. | to
recor dodec Napy, ‘B?Ucﬁg cHelode@NAM- T/At R tc@ dd1dtd SornTadalog cdmentex@hpl e, a

master key or "a"nmedia key, to respective equipnent, is now explained. The

mast e is,a gomon key .in. th esent sy ' i y

pl ur aNEEﬁ c&%gecaﬁ)&nrpé%qed%&oisﬁeq ﬁ%f%l Q@H%Eéeﬁ%?‘&’ﬁﬂ@uwnr@@ Q(r)r;onﬁ actﬂt}?e
thereof The master key is preferably co nto all devices used in this
key diasaloggantent t9yasteide toteraningty helgprqiICHORGFORESRF t o each recording
medi um and is recorded in the recording mediumat the time of manufacture
t hereof . | ddsd bynﬁgtlil%tiﬂindbﬁ dkstyibdiifg deeys riecessarpefareter dicogdimgdandnior o

anot her. However, fromthe constraint associated with the manufacturing

d i i 1 | . . | b
pLoc ezgpﬁdg%h% devige ‘Hﬂggggﬁt gé@oofrﬂ rlf}fi'uﬂggfd(ﬁlc'ée&atﬂ% BPfomthalresdidiag! y be

chang m ohe group recording nedia to another. For

exanpl e, ,.t he dia k may be, changed f.rom ope | ot [es) [N a

pr odugHHm, §pr 81‘31PB€%P(W%§°%9Y qr gén?)(;ig Voﬁ’pr e[sgecétﬁg% ﬁgﬁlﬁ)ﬁ%& %o'ﬁ(ﬁgvm' ng
description is centered about an instance of renew ng theﬁe keys. However,
t he pesplained.nVbamaster key is a common key in the present system, owned in common

by plural devices and recorded in the devices at the time of manufacture thereof. The
master key is preferably common to all devices used in this key distribution system.
The media key is a key proper to each recording medium and is recorded in the
recording medium at the time of manufacture thereof. Ideally, the media key differs
from one recording medium to another. However, from the constraint associated with
the manufacturing process of the recording medium, the media key may more
realistically be changed from one group made up of plural recording media to another.
For example, the media key may be changed from one lot corresponding to a
production lot of recording media as one group to another. The following description
is centered about an instance of renewing these keys. However, the present invention
may also be applied for distributing or recording these keys to or on a device not
having a master key recorded or a recording medium not having a media key

recorded.



may al so be applied for distributing or recording these keys to or on a
device not having a master key recorded or a recordi ng nedi um not having a
nmedi a.key recorded. 30 Fig.4 shows a key distribution configuration in a
recording and/or reproducing device in a recording system enploying the
present system The nunbers 0 to 15 shomn in the bottomrow of Fig.4

i ndi cate respective recording and/ or3 reprodUC|ng devices. That is, the
respective | eaves of the tree structure shown in Fig.4 correspond. to the
respect i ve Figdahdiwsg keyddistributioncindigugatiincerecordiagrandpeiciepiedusdng ces 0
to 15 at the tine of manufacture (shipnment) include stored therein keys

(node dkexp) in e??ééd}ﬂﬁfé mtaﬁd@ﬁpm@g Heplesanesystemt HEh¢ @oinliers @ to 15

predeterm ned Initial” tree, and at keys of the respective keys. KOOOO to

r e spe 5%‘?\7’8 IHe ég)tgt(%rrl] ?9%0(? 191gvf luﬁglfzgtg rlgg?,ee& vr%glr%h%ﬁilﬁgfanﬁﬁéﬁsre?g&thﬁﬁﬁ t 0 the

entered in second nodes fromthe bottom KR to Kl I }j node ke s In
t he t dewicesr Uhatirse thestespective lepyesof th dregstrugiurg sh PWP ig é&%@é’,ﬂ%ﬁﬂg t he

| eaf key KOOOO and node keys KOOO, KOO, KO and KR The device 5 owns KO 10

1, KOtd @he rdspedtivke2ovndingRindibe teprodwcingdevieed5 owns K | | 11, K 111, K 11,
K1 and KR though only 16 devices of 0 to 15 are indi cated I n the tree

of Fig.4, Wﬁé‘re%@@ctwee@e\ﬁ & 941381t IRe tibR @&n@ﬁu%&uré@h%ﬁ@ﬂ)hﬁélﬁdél ght

symretrical structure in our rows, nore devices e entefed in a tree,
m ;lr gs{pq%d RS, keys (0de f(eyst) hgsstléne otﬂou(fes%omn@\%nqéﬂe%rto the 3ot figh shown

predetermined initial tree, and leaf keys of the respective keys. KO0000 to K1111,
shown at the bottom of Fig.4, represent leaf keys assigned to the respective devices 0
to 15, with the keys from the top key to the keys entered in second nodes from the
bottom KR to K111 being node keys.

In the tree structure, shown in Fig.4, the device 0, for example, owns the leaf
key K0000 and node keys K000, K00, KO and KR. The device 5 owns K0101, K010,
K01, KO and KR, while the device 15 owns K1111,K111,K11, K1 and KR. Although
only 16 devices of 0 to 15 are indicated in the tree of Fig.4, with the tree configuration
being of well-balanced left-right symmetrical structure in four rows, more devices
may be entered in a tree, while the number of rows in the tree structure may differ
from that shown therein.

The recording and/or reproducing devices, included in the tree structure of
Fig.4, are comprised of the recording and/or reproducing devices of variable types

employing a variety of recording media, such as DVD, CD, MD or Memory Stick



The recording and/or reproduci ng devices, included in the tree structure of
Fig.4, are conprised of the recording and/or reproducing devices of

vari able types enploying a variety of recording nmedia, such as DVD, CD, M
of Menory Stick 31 (trademark). Moreover, it may be presupposed that a
variety of application services co-exist. The key distribution
configuration shown in Fig.4 is appﬁied to this presupposed co-existing
configuration of different applications. |In the systemwhere these variable
devi czls“admuadqdpll\i'lomdvcnst vy presupprsedbat 3 yarietyr @ KateY sgTHEES ed | i ne
in Fig.4, that is devices O to 3, is set as a group enploying one and the

sane gecsxigi NaHe teynifsatbitivh dexfigamtivel showngirt Fighi 5 applied todéfis ned by
the dotted |line, processing operations, such as encrypting comon content

Lo e SLUBSaR LA o SRR Koy Used 1 n common

or ou on ee Inasimlarly encrypted formto
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or outputting payment data of content fee in a similarly encrypted form to a provider

or to a settlement organization, may be executed at a time. The organization

responsible for data transmission and reception to or from respective devices, such as

the content providers or settlement organizations, execute the processing of forwarding

data in a lumped form, with the portion surrounded by a dotted line in Fig.4, that is the

devices 0 to 3, as a group. A plural number of such groups exist in the tree structure

of Fig.4.

It should be noted that the node and leaf keys may be supervised in a centralized
fashion by a sole key management center, 6r on the group basis by the providers or
settlement organizations transmitting or receiving a variety of data to or from the
respective groups. In case of, for example, key leakage, the node or leaf keys are

renewed by the key management center, provider or by the settlement organizations.

As may be seen from Fig.4, the four devices 0 to 3 of one group own common



respective groups. In case of, for exanple, key |eakage, the node or |eaf
keys are renewed by the key managenent center, provider or by the

settl enent organizations. As may be seen fromFig.4, the four devices O to
3, of one group own common 32 keys KOO, KO and KR as node keys. By
exploiting this node key co-owning configuration, it becones possible to
furnish e.g., a comon naster key oﬁﬂy to the devices O to 3. For exanple,
i f the co-owned node key KOO itself is set as _a master_ key, a conmon

mast ekekeK@GnKheandtKRBnasy nbde keys. deBycexploiting shigi noda, kel e OWMRE new

key forwardi ng operations. Mreover, if a value Enc (KOO Kmaster) obtained
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poi nt keyiseemns aster keyresa hsset palydioythedeyicesfhio 3 pathesbriacutigg®el koo,
KO and KR were anal yzed by an aggressor (hacker) and disclosed, the device
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data transmtted or received in the system (group of the devices 0 to 3).
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keys nd K(t)R, respectively, while these renewed
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Enc (Ka, Kb) indicate data obtained on encrypting Kb with Ka.
Ifit is revealed at a certain time point / that the keys owned by the device 3, that
is K0011, K001, K00, KO and KR were analyzed by an aggressor (hacker) and
disclosed, the device 3 subsequently needs to be separated from the system in order
to protect data transmitted or received in the system (group of the devices 0 to 3). To
this end, the node keys K001, K00, K0 and KR must be renewed to new keys K()001,
K(1)00, K(t)0 and K(t)R, respectively, while these renewed keys must be transmitted
to the devices 0, 1 and 2. Meanwhile, K(t)aaa denotes that it is a renewed key of a
key Kaaa with a generation: 1.
The processing of distributing a renewal key is explained. The renewal of akey
is executed by storing a table formed by block data termed a key renewal block (KRB)

shown for example in Fig.5A in a network or in a recording medium and by sending

the table to the devices 0 to 2.



I s executed by storing a table fornmed by block data terned a key renewal

bl ock (KRB) shown for exanple in Fig.5A in a network or in a recording
medi um and by sending the table to the devices 0 to 2. 33 The key renewal
bl ock (KRB), shown in Fig.5A 1is formed as block data of a data structure
in which renewal is possible only for the devices in need of renewal of
node keys. The bl ock data shown in ﬁﬁgs.SA and 5B are forned with a-viewto

distributing a renewal node key of the generationt to the devices 0, 1 and
2 of the tMde ket renetwat blochd kR By shiogvin Fig. hyisfermedrasthloek dpg.of at he
devices 0 and | are in need of K(t)OO K(t)O and K(t)R, as renewal node
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key KOO 10 owned by the device 2, so that the evi ce I s, abl.e to decrypt
the edstyibutingeagnewaknadedenyi afghe generationr’ t dye g@l%%ﬂﬁﬂ%@@f &9 free
Moreover, using K(t)OO 1, obtained on decryption, the encrypted keys

Enc( Kithu@furd shbein)in®ligi4n Aisheay be saeh fiom Figd) theeddyva¢dsodmnd 1rirgin Begd can be
decrypted to give the renewed node key K(t)00. In a simlar sequence of

oper SN0, PRI KRS dcihelar HSAEIGDs, IWhildQneldbridied seonged of 11 om

top o ypted to give a’renewed node key K(t)O whil st
can by SEH KTHOAKDR S5t Paie el Ces 0 and 1. the node key
oot nOtAst é)hObVSn :ne tnheeml%d{'B (l)ft' Fiig?SX,n [Lﬁllrzlfl(élzccrﬁiteg te)yg) a?engontained in KRB.
The encrypted key at the bottom row is Enc (K0010, K(t)001). This is a renewal node
key K(t)001, encrypted by the leaf key K0010 owned by the device 2, so that the
device 2 is able to decrypt the encrypted key by the device’s own leaf key to obtain
K(t)001. Moreover, using K(t)001, obtained on decryption, the encrypted keys
Enc(K(t)001, K(t)00) in the second row from the bottom of Fig.5A can be decrypted
to give the renewed node key K(t)00. In a similar sequence of operations, the
encrypted keys Enc(K(t)00, K(t)0) in the second row from top of Fig.5A can be
decrypted to give a renewed node key K(t)0, whilst the encrypted keys Enc(K(t)0,
K(t)R) in the first row from top of Fig.5A can be decrypted to give K(t)R. As for the
devices 0 and 1, the node key K000 is not to be renewed. It is only K(t)00, K(t)0 and
K(t)R that are needed as renewal node keys. As for the devices 0 and 1, the encrypted

keys Enc(K000, K(t)00) in the third row from the top of Fig.5A are decrypted to obtain

K(t)00. Similarly, the encrypted keys Enc(K(t)00, K(t)0) in the second row from top



K(t)R that are needed as renewal node keys. As for the devices 0 and 1, the
encrypted keys Enc(KOOO, K(t)OO in the third rowfromthe top of Fig. 5 A
are decrypted to obtain K(t)OO Simlarly, the encrypted keys Enc(K(t)O0O,
K(t)O in the second row fromtop 34 of Fig.5A are decoded to give a
renewal node key K(t)O and the encré@ied keys Enc(K(t)O K(t)R) in the
first row fTomtop of Fig. 5A are d ypted to give K(t)R In this manner,

the devices O to 2 are able to acquire the renewed keétsFeK(t)R. Meanwhi | e,
i ndi cof Fig. 5 qire slecaded te givs ol isnewalimode Jeoy K(H)P randhtheceneiyptedikendys used
as decodi ng keys. If renewal of the node keys K(t)O and K(t)R in the
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assuned that the devices 0 to 3 in the group shown by a dotted line in

Fi g. 4 aardecodinggkeyscert ain recordi ng medium and that a new corninon master
key K(t)master is needed. At this tine, data Enc(K(t)-, K(t)naster),

obt ai ned onfeagéwall 6NthednARVk SRTRIH0r AREREARMRSHRY topayodf(rojwas ties tresi ng
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such as device 4, beco ossi ble.. _The sane .

needed, the key renewal bloc (KRBS of Fig. 5B may be used to distribute the renewal

node key K(t)00 to the devices 0 to 2.

The KRB shown in Fig.5B may be used in case a new master key to be co-
owned by e.g., a specified group or a media key unique to a recording medium is to be
distributed. As a specified instance, it is assumed that the devices 0 to 3 in the group
shown by a dotted line in Fig.4 are using a certain recording medium, and that a new
common master key K(t)master is needed. At this time, data Enc(K(t), K(t)master),
obtained on encrypting a new common renewed master key K(t)master using K(t)00,
which is a renewed node key KOO common to the devices 0 to 3, is distributed along
with the KRB shown in Fig.5B. By this distribution, distribution as data not decrypted
by an equipment of the other group, such as device 4, becomes possible. The same
may be said of the media key.

That is, the devices 0 to 3 are able to decrypt the aforementioned cryptotext,

using K(t)00 obtained on processing KRB to obtain the master key K(t)master or the



may be said of the nmedia key. That is, the devices 0 to 3 are able to
decrypt the aforenentioned cryptotext, wusing K(t) QOO obtained on processing
KRB to obtain the master key K(t)nmaster or the 35 nedia key K(t)nedia at a
tjme point 1. To sunnnarize, the processing at the respective devices nmay
be explained as follows: 1. The res fctive devi ces check the index part of
the KRB to be apprized of the structure of a tree sent with the KRB. 2.
The devices decrypt the cryptotext using the uppernost one of node (live)
keys nncdlarl@yd@nbghatateammmt the present instance, KOOO for the devices
0O and I and KOO 10 for the device 2) to acquire the renewed node key of
the parent T stfendiide the pepiessingrat thdrespeetice dpviceextay be dgplaiptdads usi ng
t he renewed node key, to acquire the renewed node key of the parent node

of th%ngﬂg. in question. 4. The above sequence of operations is repeated to
acquire e renewed node key of the uppernost node of KRB. Meanwhile, the
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origin, by way of an exanple, conparison may be nmade of the degree of
newnessrugturehef &KRBs sentl withitke KRIBwal of K(t)O and K(t)R is not needed,
K(t) OO can be co-owned by the devices 0, 1, 2 by enploying the key renewal

bl ock X KR de¥ickd decryB thE#yplofextiukin S'ﬁppéﬂﬁoﬂ%ﬂectﬁﬁlddet(ﬁvé) ksysmicine
group enpl oying a given recordi ng nedium the recording
renewed by the KRB (in the present instance, KO0O for the devices 0 and 1 and K0010
for the device 2) to acquire the renewed node key of the parent of the node in question.
3. The cryptotext is decrypted, using the renewed node key, to acquire the renewed
node key of the parent node of the node in question.
4. The above sequence of operations is repeated to acquire the renewed node key of
the uppermost node of KRB.
Meanwhile, the generation of the KRB represents the version of the KRB, such
- that, by using a larger value of the generation to represent the KRB of later origin, by
way of an example, comparison may be made of the degree of newness of the KRBs.
If the renewal of K(t)0 and K(t)R is not needed, K(t)00 can be co-owned by the
devices 0, 1, 2 by employing the key renewal block (KRB) of Fig.5B. That is, if, when
the devices 1 to 3 form one group employing a given recording medium, the recording
data is encrypted using the media key transmitted using K(t)00, the data so encrypted

can be rendered not accessible from an equipment of some other group, such as device

4. Specifically, although the devices 0 to 2 co-own K(t)00, using e.g., Fig.5B, the



data is encrypted using the nedia key transmtted using K(t)OO the data so
encrypted can be rendered not accessible froman equi pnent of sone other
group, such as device 4. Specifically, although the devices 0 to 2 co-own
K(t)OO wusing e.g., Fig.5B, the 36 nedia key K(t)master at the tine point

I is encrypted and stored in this state in the recording nmedi umwhich has
held the KRB. The devices 0 to 2 dec3r6ypt t he above cryptotext, using

K(t) 00 obtained on processing the KRB, to acquire the nedia key K(t) nedi a
at t henadiagkeydK (thmasteFiag tife mevmointsissemryptedsindystoret anthds staton &hei ng t he
medi a key K(t)nedia at a time point i as proposed in a senior patent
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t he processinhg of evice 2 which has received, through the recording

medi u Enc( K di a) which nmon
o U ol R e S Plabil BBXERCIB G el €Y
assuned that, as shown in Fig.4, the four devices 0 to 3 encircled in a
dot t e (Pimediaré thegmedeeint A a certain recor di ng and/ or reproduci ng system
Fig.6 shows the processing in finding the media key needed for the

recordi ng ﬂ%lﬂhoh@pﬁ@dp%ﬁ}sm@&nstaﬂcé dfubténidy the meia key Kdt)ndediappt t he
content on e recording nediumin case the device 3 is revoked and the
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K001, KOO, KO and KR of the respective nod
through the recording medium, data Enc(K(t)00, K(t)medla) which has encrypted the

new common media key K(t)media using K(t)00, and the KRB shown in Fig.5B.

It is assumed that, as shown in Fig.4, the four devices 0 to 3 encircled in a
dotted line are included in a certain recording and/or reproducing system. Fig.6 shows
the processing in finding the media key needed for the recording and/or reproducing
device (device 2) to encrypt or decrypt the content on the recording medium in case
the device 3 is revoked and the media key assigned from one recording medium to
another is used, with the aid of a key renewal block (KRB) and a device key
memorized by the recording and/or reproducing device.

In a memory of the device 2, there are safely stored the leaf key K0010,
assigned only to itself, and node keys K001, K00, KO and KR of the respective nodes
001, 00, 0 and R from the leaf key up to the root of the tree. The device 2 has to
decrypt the cryptotext with the index of 0010, in the KRB stored in the recording

medium of Fig.6, with an own leaf key K0010, to calculate the node key K(t)001 of



001, 00, 0 and Rfromthe leaf key up to the root of the tree. The device 2
has to decrypt the cryptotext with the index of 0010, in the KRB stored in
the recording nediumof Fig.6, with an own |eaf key KOO O to calcul ate

t he node key K(t)001 of 37 the node 00 1, to decrypt the cryptotext with
the index 00 1, using the so calculated node key, to calculate the node
key K(t) 00 of the node 00, and finéﬁly to decrypt the cryptotext with the
i ndex of 00 1, using the so cal cul ated node key, to cal cul ate the nedla
key Kthd jpodeli0f.1, Thdeonypivehe ofyptotent wath e indext0p uising thecseaalevlaied t he
depth fron1the | eaf to the node for encrypting the nedia key is increased.

That indde ké?' tHEdl&HﬁteCtﬁb #edakePR(tR06 JTeRéadde 002and fiaallgyside ehe there
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reproduci ng processing for a recordlng medi um i s expl ai ned. The recording

and/ offrampthedieifhes dayimsle’ 86 ancuyiptiag theenmakia koyels mcresmed. cBhatuisat i ng
processi ng based on the own KRB descri bed above. The recordi ng and/ or
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identification in OI‘IT&'[IOI’I as a rea een recorded on e.g., a recording
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=9 p?oé(?srslglongggg;) gnrlploymg the so calculated and acquired media key are hereinafter
explained.

Referring to the processing block diagram of Fig.7, an instance of the data
encryption processing executed by the encryption processing means 150 and the
recording and/or reproducing processing for a recording medium is explained. |

The recording and/or reproducing device 700 acquires the media key by the
calculating processing based on the own KRB described above.

The recording and/or reproducing device 700 checks whether or not a disc ID
as the identification information has already been recorded on e.g., a recording
medium 702 as an optical disc. If the disc ID has already been recorded, the disc ID
is read out. If otherwise, a disc ID 1701 is generated by e.g., a random number
generation method selected at random or predetermined at the encryption processing

means 150. The disc ID 1701 so generated is recorded on the disc. Since only one disc

ID suffices for the disc, it may be stored e.g., in a lead-in area.



generation nethod sel ected at random or predeterm ned at the encryption
processing neans 150. The disc ID 1701 so generated is recorded on the
disc. .Since only one disc |ID suffices for the disc, it nay be stored e.g.,
in a lead-in area. 38 The recording and/ or reproduci ng device 700 then
generates a di sc uni que key, using t@e medi a key 701 and the disc ID. As a
speci fied nmethod for generating t he 38di sc uni que key, a nethod of an
instance 1 _enploying the results obtained on inputting the nediq(key and
the disc | Bhegeeondingandioc repsadacing devicg 700shen gerergtasa digasniane keyas shown
in Fig.8, or a nmethod of an instance 2 enploying, as a disc uni que key,
onl'y ugingethdatediatiey 7010ahd fHdelils@ID@OA@htslgeditftvdtmeﬂhidafd?egbmiratingwhei ng

data generated on it concatenation of the nedia key and the disc IDto
‘he h : ' . . ) . :
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specific key,.is erated.in the epcryption rocessi ng .neans 150 (see
Fig. ihemedinken ‘iﬁ‘%g‘sﬁqpr'@oee asth unctiopaRleYing & losk CiRhFE A Runbor
generation, to record the so %enerated title key on the disc 702. From a

conbi asshownah Rig8, di s method of ak enstande 2 emipbyyingdistahdiscsnique key, only
conbi nation of the disc unique key, title key and the device uni que key, a

titleauiedug dakeﬁbén'gﬁa HORE h A168bit bafpudcHstanidden iﬂ}ﬁltﬁh% datapémetatddeon there
may be used the nmethod of the instance 1 enploying the results obtained on

0 R B, AR B AR SO SRR By oo
o 1 Tebined in MpS (Pederal tniSrmation Pocdssing Standards Bublications) 1 86-1.

Then, a title key, as a recording specific key, is generated in the encryption
processing means 150 (see Fig.1) at random or by a predetermined method, such as
a random number generation, to record the so generated title key on the disc 702.

From a combination of the disc unique key, title key and the device ID or a
cmﬁbination of the disc unique key, title key and the device unique key, a title unique
key is generated.

For generating the title unique key, there may be used the method of the
instance 1 employing the results obtained on inputting the title key and the disc unique
key, the device ID (in case of not limiting the reproducing equipment) or the device
unique key (in case of limiting the reproducing key) to the hash function employing
the block cipher function, as shown in Fig.9, or the method of the instance 2

employing, as the title unique key, only a needed data length from a 160-bit output

obtained on inputting data generated on bit concatenation of the media key, disc ID



t he bl ock cipher function, as shown in Fig.9, or the nethod of the instance
2 enploying, as the title unique key, only a needed data |length froma
'160- bi.t output obtained on inputting data generated on bit concatenation
of the media key, disc ID 39 and the device ID (in. case of not limting

t he reproduci ng equi pnent) or the device unique key (in case of limting
the reproduci ng key) to the hash funttion SHA-, | as defined in FIPS
180-1. Meanwhile, limtation of the reproducing equipnment neans rendering
r epr odndithe deyicecld {uneasgaafnastlonting thetneprodiceigi AR PREHLLAT ay‘séﬁwpe only
in a specified reproducing equipnent. In the foregoing explanation, the

di sc umiguekEeyini ase dfdimitiag thé@ﬁpﬂd@lacﬂ?dl'k@) tioethie dagh tfectibrs SHA, 1 asd t he

title unique key is generated fromthe disc unique key, title key and the

devi c r: f 2 114 |.C : kvely,
the ti e@egnlflqﬁtr}g@kfeéﬁrlmyéﬁwgﬁﬁ si Hﬂteattg)glng{rsg‘lee%p? ?Ig){r;n&lit?l ﬁﬁ‘é‘é‘%}‘ﬁgh@ hgi sc 1D,
title key .and thg devi cg | D or,device _unigue keﬁ)ﬁ’ W t hout usi.@% tt]e di sc
uni quéenRdsringrapredugiionpheantony data stored 18 the TeReoEMNgMmediHm PossIR MY e Key
may be generated fromthe nmedia key, disc ID and the device ID or the

devi cenaripgodiddyeproduwng egeipmenthe title key. Referring to Fig.7, the
ensui ng processing is explained. Froma block seed, corresponding to

separ at ed ||g3Hé fereBdipEsxplanAtion M dist IG@skey ist fehebatedfrelatthe meédiput as
data for encryption, and fromthe previously dgenerated title unique key, a
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the title unique key may directly be generated from the media key, disc ID, title key
and the device ID or device unique key, without using the disc unique key. Still
alternatively, a key equivalent to the title unique key may be generated from the media
key, disc ID and the device ID or the device unique ID, without using the title key.
Referring to Fig.7, the ensuing processing is explained. From a block seed,
corresponding to separated leading number 1 to number 4 bytes of the block data,
input as data for encryption, and from the previously generated title unique key, a
block key, as a key for encrypting the block data, is generated.
Fig.10 shows an instance of generating the block key. Fig.10 shows two
instances of generating a 64-bit block key from a 32 bit block seed and a 64 bit title
unique key.

The instance 1, shown on an upper side, uses a 64-bit cipher function, with a

key length being 64 bits, for each of an input and an output. The block seed and a 32-



uni que key. The instance 1, shown on an upper side, uses a 64-bit cipher
function, with a key length being 64 bits, for each of an input and an
out put.. The bl ock seed and a 32 40 bit constant, concatenated together,
afe input and encrypted, using the title unique key as a key for this

ci pher function, to forma block key as the result of the encryption. The
i nstance 2 uses the hash function SH& | of FIPS 180-1. The title uni que
key and the bl ock seed are concatenated together and input to the SHA- |
and abita®nistant, cancptenatddiogether,cweinmd nod enoryptediusyg beditleasninpe kayl oyi ng
only lower 64 bits thereof, is used as the block key. In the foregoing,

the i ngtaansefafthiesphét fum@tibhetdiform & Blstkekdieys thel fekelt wiithe @nkByptiomd the

bl ock key has been. explained. Alternatively, the block key nay be
generated -ysing the,med g k I s | ] 1eRloC he
device ID %I tagg%@cqéses Elﬁef ﬁ#«b ﬁ’é’&sﬁlﬂﬁ@%}é Légghﬁé%gb]lotbé? lgféb‘?ﬁc}gl%&t o]
generate the bl ock key, w thout enerating. the digc ique key or. the
Ui 1 ek aqdéhkblpckm@ia&erc@nsawat 9%@6@@%}%60, the $3A Eaflé az60-bit
encrypted, using the so generated bl ock key. As shown in the bottom part

of Fi gutpit theof eamtitragtedutotédrbits, such awlbgpemphoying ealy lawdrdidbits thereefk anpl e,
8, of the block data, inclusive of the block seed, are separated (selector

1608) 5 wéd thdSloRR kePCcrypted, while the nunber m# | data up to the
trail ?Sntg% éi;?é; arebencrgpt ed. Meanwhile, the num ber | to nunber 4 bytes,

o L") OGS MGG b B B on B Y o
'nac (e:u?{i (tjl?enlgleoc\ll(\li kte?/ l;[agebeen explained. Alternatively, the block key may be generated
using the media key, disc ID, title key, block seed and the device ID or the device
unique key may be used from block to block to generate the block key, without
generating the disc unique key or the title unique key.

When the block key is generated, block data are encrypted, using the so
generated block key. As shown in the bottom part of Fig.7, the leading number 1 to
number m bytes, m being, for example, 8, of the block data, inclusive of the block
seed, are separated (selector 1608), without being encrypted, while the number m+1
data up to the trailing data are encrypted. Meanwhile, the number 1 to number 4 bytes,
as the block seed, are included in the non-encrypted m bytes. The block data as from
the number m+1 byte, separated by the selector, are encrypted in accordance with the
encryption algorithm preset on the encryption processing means 150. As the

encryption algorithm, the DES (data encryption standard) provided for in, for example,

FIPS 46-2, may be used.



encryption al gorithm preset on the encryption processing neans 150. As the
encryption algorithm the DES (data encryption standard) provided for in,
for exanple, FIPS 46-2, may be used. 41 By the above processing, the
content is encrypted, on the block basis, by a block key generated based on
t he generation-managed nedi a key or plock seed, so as to be stored in the
recording medium Fig. | | shows a bl'ock diagran1shomﬁng the processing of

decrypting encrypted content data stored in e nd of
r epr oduci nd¥ the V@IQEQ%&@B,@&@QMCUNS@HE’W@{) Ee%f@ 4§é°e ylaﬂ{f sin
the encryption and recording processing explained with reference to Figs.7
to 10keg géhsratedbased diethe ge n@&ettﬁnﬁtma%ed)mddﬁwkepd'r blodkeseednsb adeo besc | D,

a title unique key is generated fromthe disc unique key and the title

key, erated fromthe title key and the bl ock seed
3teli3F el Pedor Bl a9

as rea ¥ Ot recor I'ng medi um The bl ock-based encrypted data,
read out from medi um 702,. i s decr usi n t he ck key
as the dec@%ltlrﬁ‘golb’é)ﬁ quka BAS &W%Fh%@&%%%ggﬁfaﬂcwggg &Pﬁ@'pgs‘ﬁtent
data on a recording nedium and in the decryption processing in re roduci ng

t he conntemt ddtt stofedanthéwecosdiog diedjummad afreprestuging-thetsedlegnpted datanedi a
key is cal cul ated based on the KRB. The key for encrypting or decrypting

the cont enfintheReprddaéin rﬁb@@ssﬁ@@@ ifthé bRciyptioal aid Ricefdinggstioseksing or
other identifiers. In the above-described ihstance, the configuration of

e TN MO T S R
key and the disc ID, a title unique key is generated from the disc unique key and the
title key, and the block key is generated from the title key and the block seed as read
out from the recording medium. The block-based encrypted data, read out from the
recording medium 702, is decrypted, using the block key as the decrypting key.

In the encryption processing in recording content data on a recording medium
and in the decryption processing in reproducing the content data from the recording
medium, as described above, a media key is calculated based on the KRB. The key
for encrypting or decrypting the content then is generated based on the so calculated
media key or other identifiers.

In the above-described instance, the configuration of generating a key used for
encrypting or decrypting the content data has been explained. Alternatively, the key
used for encrypting and decrypting the content key may also be generated based not

on the media key but on a master key common to the plural recording and/or

reproducing devices or a device key unique to the recording and/or reproducing device,



used for encrypting and decrypting the content key nmay al so be generated
based not on the nedia key but on a naster key comon to the plural
recordi ng and/ or reproducing devices or a device key unique to the
recordi ng and/ or reproducing device, 42 acquired fromthe KRB. The nedi a
key, master key or the device key per, se, as acquired fromthe KRB, may
al so be applied as keys used for encFypting and decrypting the content

data. By eml oying the key renewal bl ock (KRB) as, described above, it is
possi @pgulrgg ﬁgﬂhﬁ@h@ %’éﬁéﬂ%‘gg%@% HASIET KCY 1QE the dsyaes) kY (&S @Sdevi ce,
so that, by using the so furnished key, it is possible to encrypt the

cont emcguired from tlec KRB gnayedisonboapphied gesnekatseused or epetypitorg d@edr ypt i ng
the contents read out fromthe recording nedium |In the above

conf i QGAld il t téft dffst ance has been expl ained in which only one key
renewag# @fﬁogﬁg KRB iag stored in one recording nmedi um and used for

acquiring the renewed, key. An il.l.ust.r aii struct.ure i n | € 4ral key
enoual b1 dxentpigans tos B sttual WS RIS S desFhBE R abBud K udielPiB (h
encrypted contents data recorded on the recording nediumis adapted to

have thdumislothesrenewedkey anbntothe disenced anterts isleyiaes soithrtnby L§ingtdg whi ch
KRBs on plural key renewal blocks KRBs the nedia key used for encrypting

t he ceotfaniishédkay ok peeibleenenaypttheldontdiRBiorathe recaridingthedoimanity i n t he
recording mediumbut also in a menory of the recording and/or reproducing

i S e T T
such t'Irhl(';‘[ltlé ag(l)]\rlé anf?gcucrgtsus)ﬁ,n&chg% irrls%%&r:ed hgsgbeng%ldeixlf)ﬂin%%i%;] wﬁcho(?nlly %ad ik%g
renewal block (KRB) is stored in one recording medium and used for acquiring the
renewed key. An illustrative structure in which plural key renewal blocks (KRBs) are
stored is explained. In this case, each of the encrypted contents data recorded on the
recording medium is adapted to have the information based on which it is possible to
ideritify from which KRBs on plural key renewal blocks KRBs the media key used for
encrypting the contents data has been generated.

The KRB may be stored not only in the recording medium but also in a memory
of the recording and/or reproducing device. The memory means for storage in the key
renewal block (KRB) of the recording and/or reproducing device is of an overwritable
configuration, such that, during accessing the recording medium, such as on loading
the recording medium on the recording and/or reproducing device, the KRBs on the

recording medium are retrieved, and the KRB of the latest version newer than that the

device holds, if any, is substituted for the KRB the device holds.



the recording mediumon the recording and/or reproduci ng device, the KRBs
on the recording nediumare retrieved, and the KRB of the | atest version
newer ,t han that the device holds, if any, is substituted for the KRB the
device holds. 43 Fig. 12 shows a typical format of a key renewal bl ock
(KRB). A version 1201 is an identifigr indicating the version of the key
renewal bl ock (KRB). The depth denotes the nunber of |ayers of the

hi erarchical tree for a device which is the [ n of distr ti on of
the key rerdgd? showsca tyme! f onna*aqa%ab@ym@walﬁg lﬁ)&&bg AUCE%@légghjtion of
a data part in the key renewal block (KRB), whilst a tag pointer 1204 and

a_ si grigtanr ”leptfiet mdléﬂtﬁlﬁg A vérston bﬁdw)keytrenmabbloakt(é@{]aaxr Theatepthnd to a
signature, respectively.. The data part 1206 hol ds data which is an

encrnye?l%té’seré AlmbRk oF gﬁf‘s I)Prth%qﬁ@ﬂggéhlc;lh?reb PR devidd wHigh ds tthe

speci fyl'ng the position relations ween the eaf key and the node key

ol aidsatinaloh f@%&%ﬂﬁ@dﬁﬁﬁpﬁéﬁww o Bt B 200 TR i ng

the key renewal block (KRB) explained with reference to Fig. 5A. The data
i s shdarthé positiombf @ datarparhin the dky resievealdioek KRB, winilet 2 tag mﬂ@fdagf’ress

I ncluded into the encrypting key at this tinme is a top node address. In

this gagka ﬁ%@dt{lﬁj podser aAddisepsint S0 KRebgswitises ofier eag partcb2@Aianddid he
renewed key K(t)R of the root key. The Enc(K(t)O K(t)R) at the uppernost

o0 Ol kRSB 1 Gy | FESOEB hh SgApR Vhien,
ENC( K( tf)aogod (Er)rce)%lewayl ng at a | ower I eft position with respect to the

The tag part 1207 is a tag specifying the position relationship between the leaf
key and the node key stored encrypted in the data part. The rule in imparting this tag
is explained with reference to Fig.13, which shows an instance of forwarding the key
renewal block (KRB) explained with reference to Fig.5A. The data is shown in a table
on the right side of Fig.13. The top node address included into the encrypting key at
this time is a top node address. In this case, the top node address is KR because there
is contained the renewed key K(t)R of the root key.

The Enc(K(t)0, K(t)R) at the uppermost row of the encrypting key is at a
position indicated by arrow in a hierarchical tree shown on the left side of Fig.13. The
next data is ENC(K(t)00, K(t)0), lying at a lower left position with respect to the
previous data. If there is or there is not any lower layer data for a given data, the tag

for the given data is set to 0 or 1, respectively. The tag is represented as {lefi(L) tag,

right(R) tag}. Since there is data on the left side of the uppermost row data Enc(K(t)0,



previous data. If there is or there is not any |lower |layer data for a given
data, the tag for the given data is set to 0 or 1, respectively. The tag
is represented as (left(L) tag, right(R) tag). Since there is data on the
| eft side of the uppernost row data Enc(K(t)O 44 K(t)R), the L tag is O.

However, since there is no data on the right side of the data Enc(K(t)OQ,

K(t)R), the Rtagis 1. In simlar 4nner, the tags are set for all data so

as to forma data colunn and a tag_colum shown on the | ower _ side of Fig.
13. RAE(HR),rthe Lotagiig 0. 1Howener, e thermis ne data emdhe sght sidgef tilﬂfgata

signature is an electronic signature executed by e.g., a key managenent
cent erEncdKge)0f Kift)R)prhe'R gy is lorInasiselar hearewer, thedags aratseofordlli didta hassi ssued
the key renewal block (KRB). The device which has received the KRB

confi 8otk &4t r&%‘\w@ rz#lﬂrai liag%iﬁlﬁﬁ ’shPQ@It %rg Ef‘el Tower si® 6P Rlg. 13.0ck (KRB) is

one issued by an au o y renewa ssuing concéern. A first

enbodi nent of the rene r sl n or,the key, ren bl oc KRB S
expl ai ned. %évmlpgﬁ%%iﬁ#@em@&%aé% °ﬁ¥@é‘?°‘§ﬁi‘%ﬁl§n§ﬁ§géﬁa to the
flowchart of Fig. 15, the configuration of storing plural key renewal

bl ock=l¢HRBEY signatureeexeontedybyoé.gt, fekeyenmndizenyeaherrder, repmienisiprgvieyi ce,
and the processing of storing the latest KRB in the nenory of the

r ecor ¢jr'g seifidhitint 'R PiAGHGOM WHIEl Hha isdued! thieskdyhfenemad bdsck (REB). r €hewi ng
t he key renewal block (KRB) stored in the recording and/or reproducing

ot S NPT P RL KRS oy e A S PR a1, 1 0
Gt at o reRCwATack (GBED Teage rénebhy PR RutienRigY redyabtlog iFuigk Gonge® 1 "°
A first embodiment of the renewal processing for the key renewal block (KRB)
is explained. Referring to the block diagrams of Figs.14A and 14B and to the
flowchart of Fig. 15, the configuration of storing plural key renewal blocks (KRBs) in
the memory of the recording and/or reproducing device, and the processing of storing
the latest KRB in the memory of the recording and/or reproducing device, that is the
processing of renewing the key renewal block (KRB) stored in the recording and/or
reproducing device, are hereinafter explained.
Fig.14 A, shown on an upper side in Fig. 14, shows the state prior to the loading
of the recording medium on the recording and/or reproducing equipment. Specifically,
Fig.14A shows the state in which a sole key renewal block (KRB) 1411 is stored in a
recording and/or reproducing device 1410, and in which two key renewal blocks

(KRBs) 1421, 1422 are stored in a recording medium 1420.

The KRB stored in the recording and/or reproducing device 1410 is a key



recordi ng and/ or reproducing device 1410, and in which two key renewal

bl ocks (KRBs) 1421, 1422 are stored in a recordi ng nedi um 1420. The KRB
stored in the recording and/or reproducing device 1410 is a key 45 renewal
bl ock (KRB) 1411 of a version TI, whilst the KRBs stored in a recording
medi um 1420 are a key renewal bl ock RB) 1421 of a version T 1, and a key
renewal block (KRB) 1422 of a versi T2, which is newer than the version

T1. In the recordi n}ggmadi um 1420, there are stored contents 143 1,
encr ypeaewabblagk KRBYil41 kef ajeersion &d, whilst theeKRIs storedidn anresordingrB) of

the version T I, and contents 1432 encrypted using a nedi a key generated
from tiiedigy 1420884 k&) ealkwal KBk (KIRBh&4YEsFa oersich TWaerd 4 hgy ratwali ng
e

medium 142 0 is | oaded on the recording and/ or reproducing vi ce 1410,

{1, 4L (RREPILR AETRURIoPTACRIRTR Aol R Y CSM D ocks  (162)

it hol cordanc . At "step S 1501 of
Fig. 15, the recording and/or _ reproduci ng deyice 14 reads  out the
versions a ntt{a@rwﬁémm 11b14§(ﬁ|tﬁk@>ﬁrﬁg%@éporype&é&h(ﬁégﬁypéﬁw&gi n the
recordi ng medium 1420 to find the latest version. In the instance of Fig.

14A, temedey keyegenemited! foo theA&)y fet@vabiblodle (KRB oftheeversiar Tilhandat est
version. At step S1502, the recordi ng and/ or reproduci ng device 1410

conparnédig 1430%ReypledNpimeasmelid Rey lkederafite fihn ThO &y ciBralsblockd in
the nenory 1n the recording and/or reproducing device (such as nenory 180

of Fi g to 4 he |at KRB on the recordi ng medi um 1420 as detected at
step g@bof,thqﬁ%rlmqff% key renewal bl ock

When the recording medium 1420 is loaded on the recording and/or reproducing
device 1410, the device performs renewal processing for the key renewal blocks
(KRBs) it holds, in accordance with the flowchart of Fig.15.

At step S1501 of Fig.15, the recording and/or reproducing device 1410 reads
out the versions as the generations of all key reneWal blocks (KRBs) stored in the
recording medium 1420 to find the latest version. In the instance of Fig.14A, the key
renewal block (KRB) 1422 of the version T2 is of the latest version.

At step S1502, the recording and/or reproducing device 1410 compares the
degree of newness of the key renewal block (KRB) stored in the memory in the
recording and/or reproducing device (such as memory 180 of Fig.1) to the latest KRB
on the recording medium 1420 as detected at step S1501, that is a key renewal block
(KRB) 1422 of the version T2.

In this comparison, if the KRB detected from the recording medium is newer,

the program moves to step S1503. If otherwise, the program skips the steps S1503 and



(KRB) 1422 of the. version T2. In this conparison, if the KRB detected from
the recording nediumis newer, the programnoves to step S 1503. |f

ot herwi se, the program skips the steps S 1503 and 46 S 1504 to term nate
t he processing. In the instance of Fig. 14A, it is the key renewal Dbl ock
(KRB) 1411 of version Ti that is st%ed in the recording and/or

repr oduci ng devi ce 1410 and the key newal bl ock (KRB) 1422 of the
versio él'& is newer than the first-stated bl ock. Thus, the program noves
to steg1 4 tiptermapatgthe PEDCESHIBE. it is verified whether or not the newest
KRB, scheduled to be renewed, can be decrypted with the |eaf key or the
node key owhethehinstanee bEEdqy. 84 Agit istlty key rememad bbookg(KiR1) dd 114afOverFtom i s,
the key renewal blocks (KRBs) are sequentially decrypted, by the own | eaf

key orTj tﬂl’i’atrlggﬁ)rESTi'n tl@eﬁé@i@# Elt? /é)Wﬁé todh&hg Vi@ 110FAkPthE Ke§ rEénewsl verify

whet her or not the no version of the wupdated generation

hi o VBPER IR H2F SRR Fersion 1 s niek A B AR A oph e THER. Rl “an”

encrypting key decryptable on direct application of the own |eaf or node
key t hprogramondiesytoastep 81503pr oduci ng device holds is stored in an index
part of the key renewal block (KRB) shown for exanple in Fig.5. |If it is

verified atAstep SI50B) % ishatifliddewhethes or KBBtlrchewedtddRB) sbhedidedytptbed can
be decrypted using the | eaf key or the node key held by the recording

B e vrenERRUDEHT b HoEREE withfhe 1E4T Y GAhETOTRARY dvined BY tfe Atdinld
and/or reproducing device 1410. That is, the key renewal blocks (KRBs) are
sequentially decrypted, by the own leaf key or the node key, as explained with
reference to Figs.4 to 6, to verify whether or not the node key of the new version of the
updated generation information 7, for example, K(t)00, or the root key K(t)R, is
obtainable. This verification processing is performed by verifying whether or not an
encrypting key decryptable on direct application of the own leaf or node key the
recording and/or reproducing device holds is stored in an index part of the key renewal
block (KRB) shown for example in Fig.5.

If it is verified at step S1503 that the latest KRB scheduled to be decrypted can
be decrypted using the leaf key or the node key held by the recording and/or
reproducing device 1410, the program moves to step S1504. If otherwise, the program
skips the step S1504 to terminate the processing.

At step S1504, the key renewal block (KRB) 1411 of the version T1, stored in

the memory of the recording and/or reproducing device 1410, is renewed, using the



skips the step S 1504 to term nate the processing. At step S 1504, the key
renewal bl ock (KRB) 1411 of the version T 1, stored in the nenory of the
recordi ng and/ or reproducing device 1410, is renewed, using the 47 | atest
KRB stored in. the recording nedium 1420 as detected at step S150 L As a
result, the KRB stored in the recordipg and/ or reproduci ng device 1410 is
updated to a key renewal bl ock (KRB§ 1412 of version T2, as shown in Fig.

14B. The processing of recordj.ng conten data on the recordi di um by
the rlatest KRG & -ﬂl@gﬁ@@{;ﬁnggn@gunbﬁ%%&ﬁemtpg@t step ﬂﬁ@% g&%laai ned
with reference to the flowharts of Figs.16A, 16B and 17. A recording

and/ orreselvy thaUCR Bostdred indthd 8dédrdingrargl/orligprodiiving devicer 4dPpeupdptedttoi n Fi g.
16, holds a key renewal block (KRB) 1611 of version T2, and undertakes to

encr yp%lﬁé)?ﬁe%lﬂé& g@RnIggqqué dgz\%&rﬁ?ﬁrwta%hﬁwtiﬁfﬁig j4Ba recording medium

1620. e recordin um 1 eré are recorded a key renewal block
(KRB) 162 f version Ti, ang contents 31, encrypted based om the nedia
key gener at W?‘Eﬁ?ﬁmﬂi%ﬁwr‘ﬁi‘é‘ﬂ%‘%mﬂﬁﬁaw T}égﬁ(ﬁngila.eg‘f?l ows t he
processing flow in recording the contents data on the  recording nmedi um
The r geperdingandfargepraducing devee showngn Figrl as nowsapdained iwidyrefarenseep s
1701, the recording and/or reproducing device 1610 generates a nedia key
from tibahkdlowetizemwadf Kik9d6 AL KBB) a1, of the version T2 held by the

recording and/or reproducing device 1610 itself. The recordi ng and/ or

repr oduci ngAdr%é)ﬁﬁné'gﬁg/oir ?e&%'dfu%fl{g &&i&@%ﬁb%ﬁ%@i 184 %hown on an upper
part in Fig.16, holds a key renewal block (KRB) 1611 of version T2, and undertakes
to encrypt the contents to record the encrypted contents in a recording medium 1620.

In the recording medium 1620, there are recorded a key renewal block (KRB)
1621 of version T1, and contents 1631, encrypted based on the media key generated
from this key renewal block (KRB) 1621.

Fig.17 shows the processing flow in recording the contents data on the
recording medium. The respective steps of the flow of Fig.17 are now explained.

At step S1701, the recording and/or reproducing device 1610 generates a media
key from the key renewal block (KRB) 1611 of the version T2 held by the recording
and/or reproducing device 1610 itself.

The recording and/or reproducing device 1610 is performing the processing of
renewing the key renewal block (KRB) of Fig.15, when the recording medium 1620

is loaded thereon, as explained previously, such that the latest one of the key renewal

blocks (KRBs) in the device and on the recording medium, here the key renewal block



renewi ng the key renewal block (KRB) of Fig. 15, when the recordi ng nmedi um
1620 is | oaded thereon, as explained previously, such that the | atest one
of the key renewal blocks (KRBs) in the device and on the recording

nmedi um here the key renewal bl ock 48 (KRB) of version T2, is stored in

the device nenory. At step S1702, g contents data are encrypted, based on
this nedi a key Thi s encryptlon pro %ssi ng i s executed in accordance with,
for ex t he .net hod |ned wi.th reference to Fig.7. The contents

dat a Méﬁtﬁé@@ﬂ F%@@F thg deyice MEEWIWi ng nedi um 1620. It shoul d be

noted that, in storing the encrypted contents on the recording nedium
1620, the VAt stepr$ 1792t the gaentadatinarerehorypred drasetl anfthisamedia keyewdhisbl ock
(KRB) which has acquired the nedia key used in encrypting the contents,

here Bﬁ?ﬁcryﬁggﬁ ﬁﬂ'o{%sfg{% fexEENed eiﬂeﬁ\@éoraﬁl?&k“ﬁfﬂ?eﬂor 188 nples tﬁ@q{%éﬂﬁ%‘a on the

recor n assoclation with the encrypted RShtents.

ver si on eratl i tion of,the key rene

o | aaingdargr e a Fl&”iqtﬁﬁawtsﬂt%a%m%%ﬁgqu%“@we&grfthéfgﬁ'h?ey, s
recorded in the dat a managenent file, constituted as a nmanagenent file
cor r el rgcenling nredinm LX) dt shouldibe, noted thatonetioting the encrypred comtents on
recordi ng medi um 1620. The recordi ng and/ or reproducing device 1610 then at

step Sh¢#R3oidiAgantdiumeRberhoveRtdn hieh&k g¢nérnenainfbimation SRBhe deyt he
sanme version as that used in generating the nedia key has been stored in

the reg EQ/‘a 8@%%%?81)6% cH fhag rTﬂt‘if‘:(c)ﬁﬁrgﬁkt;ht::' ﬁ‘leai [(@9 Usddt &ecﬁ&@gﬁﬂg“ﬂleﬁed' um

1672, [ ppe termnate processin
ot her Vgosn?ents ere the {/grg}on 15 or the l?etyelpenewafglock (KRB) 1611, isrecorded on the

recording medium 1620 in association with the encrypted contents. The version as the
generation information of the key renewal block (KRB), similarly to the auxiliary
information of contents, such as title key, is recorded in the data management file,
constituted as a management file correlated with the contents data, and stored in this
form on the recording medium 1620.

The recording and/or reproducing device 1610 then at step S1703 inspects
whether or not the key renewal block (KRB) of the same version as that used in
generating the media key has been stored in the recording medium 1620. If the block
is stored in the recording medium 1672, the step S1704 is skipped to terminate the
processing and, if otherwise, the program moves to step S1704.

At step S1704, the recording and/or reproducing device 1610 records the key
renewal block (KRB) of the same version as that used in generating the media key,

here the key renewal block (KRB) of the version T2, on the recording medium 1620,



At step S 1704, the recording and/ or reproducing device 1610 records the
key renewal block (KRB) of the sanme version as that used in generating the
nmedi a .key, here the key renewal block (KRB) of the version T2, on the
recordi ng medi um 1620, 49 to finish the recording processing of the
contents data. By the above processigg, the encrypted contents data,
obt ai ned on encryption with the nedia key acquired fromthe | atest

avai |l abl e . Rg and the | atest, key tigenevval bl ockéKRB) regru{i?red f.or Bbt ai ni ng
the redimisik8ie recqrdipgprocessingokthe contants datdg Bntheahavernroceswng.gheng
processing, can be recorded on the recording nmedi um 1620, as shown in.

Fi g. XeBryptad cpntenesdatagobrhinedenrencoyptiongy it tieomed mpreychorjung ddeaindbe of

readi ng out from the recording nmediumthe contents data encrypted, using
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and recorded Iin this state, 1s ndow explained using a flowhart of Fig. 18.
At ste 80 1, the.recording.and/ or, reproduci ng device reads oqut.the

ver i dhediadreayiein A8 161 RRGTRIDBEHE SR @RE RSP e REr SRR Sk ke,

desi gned for generatin a nedia key which has _encrypted the contents data
to be reegided arethe reperdreg mediumsl 620y as ghownan iFag 168t or mati on of the key
renewal bl ock (KRB) corresponding to the respective contents data on the

recor di ng nil processing bf theretordidgandserepreduding deaice efireadingroad ficaha
managenment file. At step S 1802, the recording and/ or reproduci ng device

det ecgﬁe récro?g?ln i e(‘ﬁ{m}1 arcﬁnl%‘?%s d#fh @H@I{yﬁk’é& DsihgtHERsY 0Bl &fibasdidiGhe

recording ne suc one havi ng e dame-version as that of the
gener ghief! a\;aﬁa%ienﬁé}l Pe%egv%?glo%ﬂt(&Bitatelﬁ rgcolrﬁgd iLri this' (sjtate, is now explained

using a flowchart of Fig.18.

At step S1801, the recording and/or reproducing device reads out the version
as the generation information of the key renewal block (KRB) designed for generating
a media key which has encrypted the contents data to be reproduced. The version as
the generation information of the key renewal block (KRB) corresponding to the
respective contents data on the recording medium is written in, for example, the
aforementioned data management file.

At step S1802, the recording and/or reproducing device detects, from one or
more key renewal blocks (KRBs) stored in the recording medium, such a one having
the same version as that of the generation information read out at step S1801, and
decrypts the key renewal block (KRB) to generate a media key.

The recording and/or reproducing device then at step S1803 reads out the

contents data from the recording medium to decrypt the read-out contents data based



decrypts the key renewal block (KRB) to generate a nedia key. The recording
and/ or reproduci ng device then at step S1803 reads out the contents data
fromthe recording nedium to decrypt the read-out contents data based 50
opn the nedia key generated at step S 1802 to use the so decrypted data. The
contents data stored in the record|g€ medi um can be reproduced by the
above processing. Thus, the set of ormation recording and/ or reproducing

devi ces qf th resent | ventl confi ure t. the | at est
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key renemal bl ocks (KRBs), having plural different generations, or

ver si adeta storddiin the oeamldmg médiunrecan be séprodeced by the rhown prenessingpr oduci ng
device, and so that, in the processing of storing the contents on a

recording rrpﬂumhe §a%fixﬁbﬁﬁéu&§&lebﬁdl ngﬁndweeﬁlodhbm@ae@iﬁ%@)om& b@mt ed

fromthe plural KRBs stored in the nory of the recording an
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in the recording medium_ The key renewal blo whi has ired
t he mdbeaekeydingemedmmaholding plyral hé‘%’o’fﬁn@m liql@ (;B&)WB 1 BRYAS ur;le
recordi ng medium So, the KRBs of plural versions can be stored in the
recor ctliﬁ@retm:gemraﬁdm oroendions, andrs sypee th thiethemioey of dierdcoydiaggodrad from
the different KRBs can be stored in the recording medium In newy
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plural KRBs stored in the memory of the recording and/or reproducing device or on
the recording medium, and a media key, for example, is acquired from the latest key
renewal block (KRB) for storage in the recording medium. The key renewal block
(KRB) which has acquired the media key used in encrypting the contents is newly
stored in the recording medium.

So, the KRBs of plural versions can be stored in the recording medium, the
contents encrypted with the media key acquired from the different KRBs can be stored
in the recording medium. Innewly recording the contents on a recording medium, the
contents are encrypted, using the media key calculated based on the latest KRB held
by the recording and/or reproducing device and by the recording medium at such time
point. Thus, if the KRB of the old version used in contents encryption at the time of

manufacture of the recording medium has already been stored in the recording

medium, a KRB of a new version is issued by the key renewal processing executed by



point. Thus, if the KRB of the old version used in contents encryption at
the time of manufacture of the recordi ng nmedium has already been stored in
the recording nedium a KRB of a new version is issued by the key renewal
processi ng executed by 51 the key managenent center, provider or the
settl enment organization, as the illi ﬁl(]jt equi pnent is revoked, as already
explained with reference to Figs.4 a 5, whereby the encrypted contents
subseq enf{l y stored on the recor,gi ng nedium are encrypted based on .the
medi a &@y G\ ananagemens pentes, RreYiger Ohdhe sattieanentoerganiaatioan asdhadlligiv ed
solely by the authorized equi pnent, thus enabling the elimnation of

decr y pequapireend is reepked] as alreadybgxplimed avittkederenue poBigs. 4 difteS fwlicaeby tg
description of the preferred enbodi nent has been nade in connection with
an ins SHreh : ﬁﬂﬁfe Hovever,
t he ke@@}gﬁtég\%ryptt?gl?\@ﬂ{elﬁg\%nﬁggd ?ﬁ?%@r&éﬁ%nﬁlﬁ% e ééfi’%wgd Rast er key
comon_t lural .recordin nd/ or oduci ng devi ces_.or a device .ke
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the key renewal by KRB nmay be applied to key renewal for a master key or
devi ceSalelysby the authonaed equipmentiihps enahbngtthé elimmmatien k€ dscryiptiontend
above- descri bed enbodi nent, the renewal processing of the key renewal

bl ock feisRRJudtiornby tles revdkad equipni@ntpoi nt of | oading the recording medi um
1620 on the recording and/or reproducing device 1610. Alternatively, the
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. (%
at a tinme point o re reproauci ng processi ng.

connection with an instance of employing the media key as a key for encryption.
However, the key for encryption, renewed by the KRB, can also be e.g., a master key
common to plural recording and/or reproducing devices or a device key unique to each
information recording and/or reproducing device. Moreover, the key renewal by KRB
may be applied to key renewal for a master key or device keys, in the same way as key
renewal for media keys.

In the above-described embodiment, the renewal processing of the key renewal
block (KRB) is performed at a time point of loading the recording medium 1620 on
the recording and/or reproducing device 1610. Alternatively, the processing for
renewing the key renewal block (KRB) may also be performed at a time point of the
recording and/or reproducing processing.

A second embodiment of the renewal processing for the key renewal block
(KRB) in the recording and/or reproducing device is now explained. The processing

of renewing the key renewal block (KRB) in the recording and/or reproducing device



A second enbodi nent of the renewal processing for the key renewal bl ock
(KRB) in the recording and/ or reproducing device is now expl ai ned. The
processing of renewing the key renewal block (KRB) in the recording and/or
reproduci ng device 52 and on the recording nediumis explained in Fig. 19
ff. Figs. 19A and 19B show t he proceﬁﬁing of renewi ng the key renewal bl ock
(KRB) in the recording and/ or reprodu¢i ng device. Fig. 19A shows the state
prior to, loading of the recording nediumon the recordi ng and/ or

r epr od®ed R8 tﬁéxfﬁ@&dmw@dlmnmexgl,anﬁdgnﬂ@g.lé)nﬁws the state in which a sole
key renewal block (KRB) 1911 is stored in a recording and/ or reproducing

devi ce 1910Famdl 9A anidi £9B tshowkehe gmm‘hg ¢l elesvih B8 kel Orchewhd Bloék e

stored in the recording medium 1920. The KRB stored in the recording and/or
whor cat g Lt FE;cai 4nty G KDYodAARE MBvice, 3RE 1Sl we e o BRLEL, ™

bl ock {K 1 of version T3. It should be. note that, of, the versions
T3, Tz‘%éﬁglgrioazﬁt‘? recqrding medipm, ons then recarding Red(esr ssrducingedgyicet he
oldest. In _the recording nedium 1920, the contents 1931, encrypted using

t he nedpecifically gBigeidA shows the sthee ineyhichrmesedé kby oetewMtBbck (KRBYI®A  Wien
the recordi ng nedium 1920 is | oaded on the recordi ng and/ or reproducing

devi ceis b8dRdana recardiifpeshdidr feppodirsing detidea9d0@nd ARV IIEHEWOK edS8hERall 910,
the recording and/ or reproduci ng device 1910 retrieves the KRB of the
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version IS Versi

The KRB stored in the recording and/or reproducing device 1910 is a key
renewal block (KRB) 1911 of version T2, whereas the KRBs stored in the recording
medium 1920 is a key renewal block (KRB) 1922 of version T3. It should be noted
that, of the versions T3, T2 and T1, T3 is the latest version, with the version T1 being
the oldest.

In the recording medium 1920, the contents 1931, encrypted using the media
key generated from the key renewal block (KRB), is stored.

When the recording medium 1920 is loaded on the recording and/or reproducing
device 1910 and accessed by the recording and/or reproducing device 1910, the
recording and/or reproducing device 1910 retrieves the KRB of the latest version of
the KRBs on the recording medium 1920. The latest version is T3, which version T3
is newer than the key renewal block (KRB) 1911 of the version T2 stored in the
recording and/or reproducing device 1910. So, the KRB stored in the recording and/or

reproducing device is renewed, using the key renewal block (KRB) 1922 of'the version



I's newer than the key renewal block (KRB) 1911 of the version T2 stored in
the recording and/or reproducing device 1910. So, the KRB stored in the
recordi ng and/ or reproducing device is renewed, using the key renewal

bl ock (KRB) 1922 of the version 53 T3. As a result, the key renewal bl ock
(KRB) 191.1 of the version T2 stored_jn the recording and/or reproducing
device 1910 is replaced by a key renédal bl ock (KRB) 1.912 of the new
versiQE T3, If the KRB stored in the recordi ng and/or reproducing device is
newer tparf\aayesult, thekexmeaewabblogki(KRB:19 bL of theyersian b stored methekRB i s
stored in the recording nediumat the tine of accessing the recording

medi umecbiding 204/ arrdpaiaciipdeibe 19¢0Ncaiplactld byes kedirarewdldbloe KRB )by t he

recordi ng and/ or reproducing device on the recording nmedium Fig.20A shows

the stpdp Bf§ @gﬁ of the recording nmediumon the recording and/or
reprodUcl?ng eré:}ll‘%:vgvg pecifically, Fig.20A shows the state in which a sole

key renewal 0 KRB) ,2011 is stored in a recqrding and/ or reproducing
v co 2010 ESBERRE Siored TRESS prisPERRCInEENice JonaweDBan de
stored in the recording nedium 2020. The KRB stored in the recording

and/ orofrtbeidRBs istaged dw theerez0iding smediuey the reve R Bak stdred KiRB)e 2@biding
version T3, whereas the KRBs stored in the recording nedium 2020 are a key

r enewahediudg lit (HeRBhe D0 AtceNsinteihRi reBortin@ Atk diuite FipePeWednd PHBGholw(RR) 2022
of version T2. It should be noted that, of the versions T3, T2 and T 1, T3

Is t heco'n%ﬁ@&f r%%rﬁiﬁé" thehdw KK'S bYhs k&ﬂ)rahlgba?{.ﬁgr Iterb?oc%cqﬁg Yevice on the

recording medium.

Fig.20A shows the state prior to loading of the recording medium on the
recording and/or reproducing device. Specifically, Fig.20A shows the state in which
a sole key renewal block (KRB) 2011 is stored in a recording and/or reproducing
device 2010 and in which two key renewal blocks (KRBs) 2021, 2022 are stored in the
recording medium 2020.

The KRB stored in the recording and/or reproducing device 2010 is a key
renewal block (KRB) 2011 of version T3, whereas the KRBs stored in the recording
medium 2020 are a key renewal block (KRB) 2021 of version T1 and a key renewal
block (KRB) 2022 of version T2. It should be noted that, of the versions T3, T2 and
T1, T3 is the latest version, with the version T1 being the oldest.

In the recording medium 2020, the contents 2031, encrypted using the media
key generated from the key renewal block (KRB) of version T1, are stored.

When the recording medium 2020 is loaded on the recording and/or reproducing



In the recordi ng nmedi um 2020, the contents 2031, encrypted using the nedia
key generated fromthe key renewal block (KRB) of version Ti, are stored.
When t.he recordi ng nedium 2020 is | oaded on the recordi ng and/ or
reproduci ng 54 device 2010 and accessed by the recording and/ or
reproduci ng device 2010, the recording and/ or reproducing device 2010
retrieves the KRB of the latest versPon of the KRBs on the recordi ng

i nedi uin ,2020. The | atest version is T2, which version T2 is_older than
the kedeviendfdOD andarcessrb)by2thel regording erd/or gaprrducing davice 200, thecor di ng
and/ or reproduci ng device 2010. So, the key renewal block KRB 2011 of the

ver si orecdBding ahdl@@ptoditingdevies Q040 ngtrigres e KB of fise Bité@sidrsiontdfe key
renewal bl ock (KRB) 2023 of the new version T3 is added on the recording
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present invention, ng none 0O a and

whi ch i s .not .the | atest versi 0 cording nmediumjs, deleted.
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recordi ng nedi um by the recording and/or reproducin device. Fig.21 A
shows reperdingard/or reprotucingaeiivg 26¥10t Se, thekey dénagvaf%dbd«KRrB 20161 oftheor di ng
and/ or reproducing device. Specifically, Fig.21A shows the state in which
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reproduci ng device 2111 and in which three key renewal bl ocKs (KRBs) 2121,
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Moreover, in the recording and/or reproducing device of the present invention,
the KRB used in encrypting none of contents data and which is not the latest version
on the recording medium is deleted. Figs.21A and 21B show the concept of deleting
the unneeded KRB on the recording medium by the recording and/or reproducing
device.

Fig.21A shows the state prior to loading of the recording medium on the
recording and/or reproducing device. Specifically, Fig.21A shows the state in which
a sole key renewal block (KRB) 2111 is stored in a recording and/or reproducing
device 2111 and in which three key renewal blocks (KRBs) 2121, 2122 and 2123 are
stored in the recording medium 2120.

The KRB loaded on the recording and/or reproducing device 2110 is a key
renewal block (KRB) 2111 of any optional version, whilst the KRBs stored in the
recording medium 2120 are a key renewal block (KRB) 2121 of version T1, a key

renewal block (KRB) 2122 of version T2 and a key renewal block (KRB) 2123 of



renewal block (KRB) 2111 of any optional version, whilst the KRBs stored in
the recording nmedium 2120 are a key renewal block (KRB) 2121 of version
Ti, a.key renewal block (KRB) 2122 of version T2 and a key renewal bl ock
(KRB) 2123 of 55 wversion T3. It should be noted that, of the versions T3,
T2 and T 1, T3 is the | atest versiog with the version T | being the
oldest. In the recording neditu-n 21 % there are stored contents 2 13 1

encrypted. using _the nedia key generated fromthe key renewal bl ock (KRB)
of theversiosi b3 TItshould bg that opkithegvarsions I3, T2oand €1) $3de thehateste
recordi ng and/ or reproducing device 2110, and the recordi ng nmedium 2120 is

accessm]‘simyl,uﬁmﬂﬁqmrgibngrlabdhgrthebk&rsgduci ng device 2110, the recording
and/ or reproducing device retrieves a key renewal block (KRB) not used in

encrypting g E?Q%ozdﬂ%ﬁeaﬂﬁin W’g?@,{;hklse @% As\t&%? fgﬂ{ﬁé 2 ll<9 p‘én@@ﬁtt&? }lglglgor di ng

medi um 2120 tances ock

( KRB) 1 f .the versi I s, detecte KRB sat | sfying

t hecon ak?NegelnSE"E? Qrmk%frwwg&@&kéi@gwg 1©Y451k et es t he

det ect ed ke%]herenewal bl ock (KRB) not used in encrypting contents data and
whi ch i s noWhenéh¢ mcosding omeliun 21 @ isleadediomthereconding@dbor vepradueingl t, t he
there are recorded on the recording neditu-n 2120 the key renewal bl ock

(KRB) @hade 01 10eavtlé etofding um@ald:ﬁrz EC{y#dessed byehe e8¢ sdisg and/drhe key
renewal bl ock (KRB) 2123 of the | at est version T3 as shown in Fig.2113.
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wi th rr%Ilg\Evael %ci(?KRB) not used in encrypting contents data and which is not the latest
one on the recording medium 2120. In the instances of Figs.21A, 21B, the key
renewal block (KRB) 2122 of the version T2 is detected as being the KRB satisfying
the condition. The recording and/or reproducing device 2110 deletes the detected key
renewal block (KRB) not used in encrypting contents data and which is not the latest
one on the recording medium 2120. As a result, the there are recorded on the recording
medium 2120 the key renewal block (KRB) 2121 of the version T1 used for encrypting
the contents and the key renewal block (KRB) 2123 of the latest version T3 as shown
in Fig.21B. As a result, the recording area of the recording medium can be used
effectively.
The three sorts of the KRB renewal processing, as explained with reference to
Figs.19, 20 and 21, may be executed e.g., at a time point of loading the recording

medium on the recording and/or reproducing device. Specifically, when the loading

of the recording medium on the respective device is detected, a CPU 170 reads out and



Figs. 19, 20 and 2 1, nmay be executed e.g., at a tine point of |oading the
recording mnediurn on the recording and/or reproduci ng device.

Speci fically, when the |loading of the recording nediumon the respective
device is detected, a CPU 170 reads out and 56 executes the KRB renewal
processing programstored in a ROM 1 or in a nenory 170. This processing
sequence i s explained in accordance th the flowhart of Fig.22. At step
S2201 of Fig.22, the recaording and/or reproduci ng device retrieves al

KRBs d¥echiesithe BRIB menenali iipcessing pragamsstoed in 4 ROM J69 sfinia@emaiBs and
the version (generation) of the KRB stored in recording neans in the

recor dify dthdé ?»rocdsei@rgommeﬁae deekplindd it hesrdmecesinitis theeflbwehaand,
processing is finished without doing anything. If the |atest KRB on the
recor Ci:ijQQ%WEdi umis newer than the KRB in the recording and/or reproducing
devi ce, “thé program noves to step S2202, where it is verified whether or

not the |atest K h I t.o be renewed,can be, decrypt.ed usin he | eaf
toy or t ho Aotieh RagOn & 12 18 recebfing Agair aperoduciaetch se e s all Tt
is, as explained with reference to Figs.4 to 6, the key renewal bl ocks

( KRBs)KRBBs orsthgurenording medkramygprdecympariesghe latesteerie afthese KRBsramddghrey hel d

by the recording and/or reproducing device itself, to verify whether or

not t ReréieAYgkRdratibn) BE e KRB sEdret.in rébérfding) ehadatl aHe GeOGidMg afd/or
infortnationt, such as K(t)00 or the root key K(t)R, can be acquired.
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If the latest KRB on the recording medium is newer than the KRB in the
recording and/or reproducing device, the program moves to step S2202, where it is
verified whether or not the latest KRB scheduled to be renewed can be decrypted using
the leaf key or the node key held by the recording and/or reproducing device. That is,
as explained with reference to Figs.4 to 6, the key renewal blocks (KRBs) are
sequentially decrypted, using the leaf key or the node key held by the recording and/or
reproducing device itself, to verify whether or not the node key of the new version,
with the renewed generation information ¢, such as K(t)00 or the root key K(t)R, can
be acquired. This processing of verification is carried out by checking whether or not
an encrypting key that can be decrypted on direct application of the own leaf key or
the node key is stored in any index in the key renewal block (KRB) shown for example
in Fig.5.

Ifitis verified at step S2202 that the latest KRB scheduled to be renewed using



t he node key is stored in any index in the key renewal block (KRB) shown
for exanple in Fig. 5 |If it is verified at step S2202 that the | atest KRB
schedul ed to be renewed using 57 the |eaf key or the node key owned by the
recordi ng and/ or reproducing device is decryptable, the program noves to
step S2203. If otherw se, the skip 85;03 I's skipped to finish the
processing. At step S2203, the KRB in‘the recordi ng and/ or reproducing
device  is updated, using the |atest KRB on fhe recordi ng nmedium .as,

expl aj ﬁh@oﬂeaf key or¢he mededkeycowned by the gecording andéonrapreducing. dewica He ot her
hand, if at step S2201 KRB in the recording and/ or reproducing device is

newer déagptabie, ithd MRBhoresthistep §2208i tothedvise) thelhkipE220Rivskgyssd s to
step S2204. At step S2204, the KRB in the recording and/ or reproducing

devi ce; .. & t | ' 0 step
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unneeded .KRB on.t he recordi ium The unpeeded,.KRB is spch KRB whi ch
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medi um and which is not the latest KRB on the recording nedium If any

such KRferencets Fig.hB, tor tigish therpraxessiogst ep S2206 to erase the KRB fromthe
recording mediumto finish the processing. If there is no unneeded KRB at

KRES i n the o e i e B T e e krE.
on t hedé\%@ fsdﬁéWeIrEﬁQﬁ e Pa?&tmtdnotﬂe%cémné’%mﬁg the program reverts to
step S2204.

At step S2204, the KRB in the recording and/or reproducing device is recorded
on the recording medium. The program then moves to step S2205. At this step S2205,
it is verified whether or not there is any unneeded KRB on the recording medium. The
unneeded KRB is such a KRB which is not used for encrypting any contents data
stored on the recording medium, and which is not the latest KRB on the recording
medium. Ifany such KRB exists, the program moves to step S2206 to erase the KRB
from the recording medium to finish the processing.

If there is no unneeded KRB at step S2205, the step S2206 is skipped to finish
the processing. Renewal of KRBs in the recording and/or reproducing device,
recording of the new KRB on the recording medium and deletion of the unneeded
KRB from the recording medium may be realized as discussed above.

The processing of recording contents data on the recording medium by the

recording and/or reproducing device shown in Fig.1 is explained with reference to the



KRB fromthe recording nediummy be realized as di scussed above. The
processi ng of recording contents data on the recordi ng nedi um by the
recordi ng and/ or reproducing device shown in Fig. | is explained with
reference to the 58 flowhart of Fig.23. At step S230 1, the recording
and/ or reproduci ng device generates a nedia key fromthe KRB held by the
device itself At step S2302, the cont®nts data are encrypted based on this
medi a key. As the sgecified met hod for encryption, the nmethod in

accor diowehatt o Figjh@3above expl anation made with reference to Figs.7 to 11.
may be wused. The encrypted contents data are recorded on the recording

medi um At Afdtep SRBOE, thkh@cdiﬂ'iﬁ% aid /o8 e&rodtdg dblicefgenbeatKiB nvsdia kegr
s

generating the encrypted conten is al so recorded on the recording
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managenent file in ich there is stored the information pertingent .to which
dat a dwsedionythas mpdharkay ¢ As. theyspes I%Wé#%i é@reﬁgm,tlonhéh%mertﬁaééa
contents data and the KRB i nformati on necessary for reproducing the

i nf or retondancaywible the abovieekplanatidre magleowith rgfereniato Figsdhwahil [ enay bet he
encryption of contents and storage of the encrypted contents on the

recor gj ' a¥og ' n iskey may
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the de}g %lstoorebceorcslé((i) ro%dthienrecording medium. Similarly to the recording generation

number or the title key, shown in Fig.7, the KRB version (generation) may be recorded

in a data management file in which there is stored the information pertinent to which

data constitutes which title. By the above processing, the encrypted contents data and

the KRB information necessary for reproducing the information may be recorded on

the recording medium.

Meanwhile, in the encryption of contents and storage of the encrypted contents
on the recording medium, encryption and storage of the contents by a newer key may
be promoted by detecting the latest available key renewal block (KRB) from the key
renewal blocks (KRBs) stored on the recording medium or in the memory of the
recording and/or reproducing device itself and by encrypting the data to be stored in
the recording medium using the encryption key obtained on decrypting the latest

detected available key renewal block (KRB).

The processing of reading out the contents data, recorded as described above,



the recordi ng medi um using the encryption key obtained on decrypting the

| atest detected avail abl e key renewal block (KRB). The processing of
readi ng out the contents data, recorded as described above, 59 fromthe
recordi ng nmedi um by the recording and/ or reproduci ng device, is now
explained with reference to the flomggart of Fig.24. At step 52401, the
recordi ng and/ or reproducing device ads out the version (generation) of
the KRB generating_a nedia key which has encrypted contents data to be

r epr oduierd thermecenshing oredigenby dhe geporsting radidBrenspducipandaviee 1 16 ROW
respective contents data on the recording nediumis witten in, for

exanplgxpliinedayith esferdncensdhe dlabwwchapneiegRdt file. At step S2402, the
recordi ng and/ or reproducing device fords out such a one of the KRBs

stored on t In | U ' . £.ar. | i on
number (gerfer SEPa B BB Mhd/Y RO i BoeB TERRDOAE KR
accordance wt the procedure expl aj.ned with reference.to Fig.G. The

r ecor digﬁgeréﬁ@ﬁ"s of ItlaepKﬁ&smrga%g Adecdi key L\%J qcmd&aptqlﬁ%gé@ﬁ?em s
data fromthe recordi ng nedi um and decrypts the data so read out based on

t he nduk mpradyceagk rBreavarsioay gdnemtiony df tiedBB ddraespioinding tontheespactiyessi ng
for decrypting the cipher data stored on the recording nedium it is also

possi Rigntéips LER tlié%c&ﬂ'iﬂc(ﬁ hedilifAYs weitenah, firesandpi&Bhe asérentshtionedhe
menory of the recordi ng and/ or reproducing device itself, but also the key

rene lock (K| ored in the nenory of the recording and/ or
mg%anag%m%%}ﬁ%.

repr

At step S2402, the recording and/or reproducing device finds out such a one of
the KRBs stored on the recording medium and which has the aforementioned version
number (generation f) and, using this KRB, generates a media key in accordance with
the procedure explained with reference to Fig.6.

The recording and/or reproducing device at step S2403 reads out the contents
data from the recording medium and decrypts the data so read out based on the media
key generated as described above.

Meanwhile, in the processing for decrypting the cipher data stored on the
recording medium, it is also possible to detect not only the key renewal block (KRB)
stored in the memory of the recording and/or reproducing device itself, but also the
key renewal block (KRB) stored in the memory of the recording and/or reproducing
device itself and which has the version number coincident with that of the encrypting
key for the contents being reproduced, and to decrypt the cipher data stored in the

recording medium using the encrypting key obtained by decrypting the detected key



device itself and which has the version nunber coincident with that of the
encrypting key for the contents being reproduced, and to decrypt the

ci pher. data stored in the recording nmediumusing the encrypting key

obtai ned by decrypting the detected key 60 renewal block (KRB). Thus, with
the set of information recording and/or reproduci ng devices, according to
the present invention, keys of pIuraﬁogenerations or versions can be stored
in a recording nmediumin an enviroment where plural key renewal bl ocks
(KRBsﬁenaM@hbgkkﬂéﬂﬁﬂl generations, that is versions, are used together.

Mor eover, when the recording and/or reproduci ng device accesses a

recordi ng mMERlIMyith fRWEEL BEYinfermaid e6cdrlinighandREOreprodusingi déviced)i | e the
| atest KRB is stored fromthe recording nediumin thé nenory of the

ol ot SopraRBeR ind RAARY il KoL o SR enRfafiyy tPRBSERRLE R, o

havi ng a KRB newer than,any KRB stored in the recording nedjumis able to
r ecor dNtAeCRBNINERBedIM, i 3l enyinegmasdiwhere dlene! kay éwglf blﬁsi(s ?1168& i ng
contents data, so that the speed of mgration of the new KRB can be

i ncr easithl.diffgrdrti genprayoms s thag is versions; aireliusgd negstherrayiobsoveir owdidni thet he
recordi ng and/ or reproducing device one after another and, in recording the

dat a, rEB&-di%faﬁd%reregﬁédtl Rhe eING aﬁg%gﬁgr&%&m Wﬁeaﬁuﬁ,eﬁe%kq%ﬂsed by

t he | at est B store en‘in the re ng and/or reproducing ce and

. SRR S CED e SHE T KR A B0, BESREPAR, om
recor Clllllg iugne diinutrlr1]ebne1ie:1r1]1%r}? )c()tfrtﬁemraég’or?ﬁn% aI;)dr/o;E Peeprggl?cing device itself, and any
unneeded key is deleted from the recording medium.

A recording and/or reproducing device having a KRB newer than any KRB
stored in the recording medium is able to record the new KRB on a recording medium
even in case of not recording contents data, so that the speed of migration of the new
KRB can be increased. By this processing, new recording media may be stored in the
recording and/or reproducing device one after another and, in recording the data, the
data are encrypted and recorded using media keys calculated by the latest KRB stored
then in the recording and/or reproducing device and in the recording medium, so that,
even granting that the recording medium was produced at a remote past time point,
with the KRB pre-stored on the recording medium being extremely old, or the KRB
stored in the recording and/or reproducing device is also old, the probability is high

that a new KRB be used at data recording time, thus assuring higher data security. So,

the configuration of the present invention provides a recording system in which it is



stored in the recording and/or reproducing device is also old, the
probability is high that a new KRB be used at data recording tine, thus
assuri-ng higher data security. So, the configuration of the present

i pvention provides a recording systemin which it is 61 effectively
possible to prevent illicit duplication of data protected by copyright,
such as notion pictures or nmusic (t®at is duplication. against the
intention of a copyright owner of such data). Mreover, since the present

i nvent effiachvelyipissible topdevegnt idli¢ioduplicativn efdanyroeorddsdcsiRighthaich s any
KRB not used for encrypting the contents data and which is not the | atest

O ne op S odipichir@s of ritfeit tha 36 AIBRICT Rbdifike R infBHELCOF & LOPYDE,

recording medium it IS poss e to save t recordi ng capacit

recordj I U [n,t above-descyi bed enbodi ment, the expl anation has
been rrg@ge Eﬁ'l“gﬁ flgfa).c «SBY?roﬁ"\ﬁFffhe PHRSCRVERURN BIOYIEEH 3 CPHE%H@&}QQ key as
the encrypting key. Alternatively, the encrypting key renewed by the KRB
may al SoWhechhany snaeedes KREhthahistanypKRBinot nsext farténemypting this oontdats ces.
The key renewal by the KRB nmay also be applied to a master key or a device
key i ndataearsiawhicheiy nas tiee Im&btilm@ﬁ)f-thbII,RBﬁsﬁt)li’@(Y@nCiﬁé%é&ﬁ%g?ﬁi%@%lﬂ?fﬁ, the

key renewal block (KRB) is renewed when accessing e.g., the TOC

Fecor o e S ees ghEERE AR I BRSRIEA R e LiBeeRY Hhadhe o807 e

key repnewal. bl oc&. KRB) may al so be renewed when accessing the recording
medi umSPTHDEMEMYBE Nt of recording or reproduction. It should be noted
that, for protecting the benefit of the copyright owner of

In the above-described embodiment, the explanation has been made mainly in

connection with the instance of using the media key as the encrypting key.
Alternatively, the encrypting key renewed by the KRB may also be a master key
common to plural information recording devices. The key renewal by the KRB may
also be applied to a master key or a device key in the same way as a media key.

In the above-described embodiment, the key renewal block (KRB) is renewed
when accessing e.g., the TOC (table-of-contents) of the recording medium at a time
point of loading the recording medium 1920 on the recording and/or reproducing
device 1910. The key renewal block (KRB) may also be renewed when accessing the
recording medium at a time point of recording or reproduction.

It should be noted that, for protecting the benefit of the copyright owner of
contents, it is up to a licenced device to control the copying of the contents.

That is, for recording the contents on the recording medium, it is necessary to

check whether or not the contents is allowed for copying and to record only the



contents, it is up to a licenced device to control the copying of the
contents. That is, for recording the contents on the recording nmedium it

i s necessary to check whether or not the contents is allowed for copying
and to record only the 62 contents that is allowed for copying. Wen the
contents recorded on the recording nediumare reproduced and output, it is
necessary to evade illicit copying obP2the output contents at a later tine.
The processing of the recordi ng and/ or reproducing device of Fig. | in

whi ch ¢dhientgathhieiit sllovead fetecbpsting. e Whelv dedcasteagniecotdddsomehegesbrdingt o t he
copying of the contents is explained with reference to the flowhart of

out'si a3 Ak repthloed o dLRRALT IehecBEsdr R SIGR IRl Ry o BN £ 11

t he flowchart of, Fig. 25A takes place. Here, the recording and/or

r epr odtRILRRY at]a?égmé?m\mn in Fig. | is explained by way of an exanple.
VWen the contents of di ?I tal signals, (digital contentt) are fed over
e.g., a, |EEEapetessinga tbuecmdlwgtamd{pnremudmng device@f Fignd 1 mpuch thet put
I/F 120 receives the digital contents at S2501. The programthen noves to

step SEdliéntsAlecdidll SE 28R odhb&d !a@%ﬂntﬂﬂtl@%aﬁé%eﬁ@s ¥&1théi y\Mi'g?td’tEﬂ]eor not

the digital contents received is a | owed for copying. That I f the

con KV e LGRS ptogot 2, (o2 e
EQSy?ﬁSYe st %22%95 lg'éﬁh@togﬁt@?ﬁ’gte%ﬁﬁlrére e Guide Ofgh ERSAEE1 00
cont Ornnlgdt[u?n, the recording processing in accordance with the flowchart of Fig.25A takes
place. Here, the recording and/or reproducing unit 100 shown in Fig. 1 is explained by
way of an example. When the contents of digital signals, (digital contents) are fed
over e.g., a, [IEEE1394 serial bus to an input output I/F 120, the input output I/F 120
receives the digital contents at S2501. The program then moves to step S2502.

At step S2502, the input output I/F 120 verifies whether or not the digital
contents received is allowed for copying. That is, if the contents received by the input
output I/F 120 are not encrypted, (as when the plaintext contents are fed to the input
output I/F 120 without using the above-mentioned DTCP), the contents are verified
to be allowed for copying.

It is assumed that the recording and/or reproducing device 100 conforms to
DTCP and executes the processing in accordance with the DTCP. The DTCP
provides for 2-bit EMI (Encryption Mode Indicator) as the copying controlling

information for controlling the copying. If EMI is 00B, B indicating that a value lying



DTCP and executes the processing in accordance with the DICP. The DTCP
provides for 2-bit EM (Encryption Mde Indicator) as the copying
controlling information for controlling the copying. If EM is 0013, B

i ndicating that a value |lying 63 ahead of it is a binary nunber, the EM

i ndicates that the contents are Copy-freely, whereas, if EM is 0113, it

i ndi cates that the contents are not @ | owed for further copying
(No-nore-copies). If the EM is 1013, it indicates that it is allowed for
copyi raheadlof ibrce birarpynuorber gthedi dliindicateshthnete, corftentsearEopysfreely, B, it
i.ndicates that the contents are inhibited for copying (Copy-never). If the

EM i Sy A 5 i ls 2 i i | ut put
T T T e Rl L B e O T YR et s
are verified .0 be all.oned r i.n [ f. th M ks, No-nore copies or
Copy- HopYITE (NG Shnishr of Bhe ERRY i T8, it mfieats hie o FORICHEI R 11
the contents are verified at step S2502 to be not allowed for copying, the
st eps c8PBOE ondy speidCemeortkgpneration) mhereas, iftbedddbrl H3, ipislieases Hyt So,
the contents are not recorded in this case on the recording nmedium10. If,

at st ehe SahRAts aﬂ&anhmrfoﬁcaprﬁingqc%fpsmmr).o be allowed for copying, the
program noves to step S2503. e procéessing simlar to that at steps S202

and S203 @ﬁ ' ' . 2NS That i s,
the pr ocesglf‘tnﬂg;el 0 e%%@ﬁ@ﬁp %%%ﬁfﬂlﬁglﬁ%ﬁ%gﬁs ?‘%1%%@@?2?%&3?@2@113@ S
carri out . and , resul i encrypted contents are recorded.qn.a
recor ﬁﬁﬁgawﬁm QPRSI Py -DReTESTHiOp: thecoansigs are verified fo

be allowed for copying. Ifthe EMI is No-more copies or Copy-never, the contents are

verified to be not allowed for copying.

If the contents are verified at step S2502 to be not allowed for copying, the
steps S2503 to S2504 are skipped to finish the recording processing. So, the contents
are not recorded in this case on the recording medium 10.

If, at step S2502, the contents are determined to be allowed for copying, the
program moves to step S2503. The processing similar to that at steps S202 and S203
of Fig.2 A then is carried out at steps S2503 to S2504. That is, the processing of
encryption by the encryption processing means 150 is carried out and the resulting
encrypted contents are recorded on a recording medium 195 to finish the recording
processing.

Meanwhile, the EMI is contained in the digital signals supplied to the input
output I/F 120 and, when the digital contents are recorded, the EMI, or the information

indicating the copying controlling state, as does the EMI, such as embedded CCl in the



Meanwhile, the EM is contained in the digital signals supplied to the

I nput output IT 120 and, when the digital contents are recorded, the EM,
or the information indicating the copying controlling state, as does the
EM, such as enbedded CCl in the 64 DTCP, is also recorded along with the
digital contents. By and large, the information indicating the
Copy-one-generation is recorded aft& conversion into No-nore-copies such
as not to allow for further copying. In recording the contents of the

anal od¥T0M a4 slsbrrecordetisilcieg withethealigitali comtertsocessing i n accordance with
the flowhart of Fig.2513 is perfornmed. The processing of Fig. 2 5b is now

expl ai ned. (oFs Yo\ - Qg S . t sent
Co the i nput) and yiie i iyl RAGHD BT ony-BRE SAcFRIER"F0fiER
receives the analo ntents and proceeds to,ste 8%1112 to verify whether
or notallarEoryerieh i NO-MelespRiEn sk 45 ol amder MBI SOPYRE: The
processi ng of check at step S2512 is perforned based on whether or not a

macr o- vi si dn micgndingdhe coDGBs Af(the mnatem eignalsofronn vatridentheSesoedingnal og)
signal is included in the signal received by the input/output I/F 140. That

i's, thobBdsim indctopdarfediith thesflowehard oS Fi25 Bubpeforihéd.r Thepesskseimga Vi deo
cassette tape of the VHS system proves a noise. |If such signal is

cont onte by EpP ARG aRERWHER oY o Enrs At Bl [ fRick i) A5 25 0
nd wifEBhG hesiaptt oBRE 1ThdaDofi MPHBMERD! /oA 4078 SkeraPes L Soepurethern -
CGVs- A signal denotes that the contents are Copy-free, Copy-one-
analog contents and proceeds to step S2512 to verify whether or not the so received
analog contents are allowed for copying.
The processing of check at step S2512 is performed based on whether or not a
macro-vision signal or a CGMS-A (Copy Generation Management System-Analog)
signal is included in the signal received by the input/output I/F 140. That is, the macro-
vision signal is such a signal which, if recorded on a video cassette tape of the VHS
system, proves a noise. If such signal is included in the sighal received by the
input/output I/F 140, the analog contents are verified to be not allowed for copying.
Moreover, the CGMS-A signal denotes the CGMS signal used in copying
controlling digital signals and which is applied to the copying control of the analog
signals. The CGMS-A signal denotes that the contents are Copy-free, Copy-one-
generation or Copy-never.

Thus, ifthe CGMS-A signal is included in the signal received by an input/output

I/F 140, and the CGMS-A signal denotes Copy-freely or Copy-one-generation, the



generation or Copy-never. Thus, if the CGV5-A signal is included in the
signal received by an input/output |/F 140, and the CGVS- A signal denotes
Copy-f.reely or Copy-one-generation, the 65 analog contents are verified to
be allowed for copying. If the CGVs-A signal denotes Copy-never, the
anal og signals are verified to be not allowed for copying. If no

macr o-vi si on signal nor CGVS-A signabSis contained in the input/output |I/F
140, the analog signals are verified to be allowed for copying. If the

anal ogargilgedsteatscard geaified ne te atlosied foS2dEng ol f the GEMS-fosgralfdenotesopyi ng,
the steps S2513 to S2516 are skipped to termnate the recordi ng processing.

Thus, ¢ hi Lhgg medi um 195.
RS o S N R A S R R e
for copyi t he program.noves t p, S2513. In the ,steps.S2513 to S2516,
the procesdilymés -]v%poq 8gf‘ﬁ]a‘E°ra€G§§§b§ Sigpg lst%’%ddf‘?g‘? g}pug/é)qtgut
perfornmed, whereby the contents are converted into digital data, MPEG
encodeldF 148¢ tlyparal ogsigmadscanedeattifed toteealleged fomeppagum to conpl ete the
recording processing. If, in case the CGQVs-A signals are included in the
anal og si gngifstheesfilyedighals hﬂ;edbtéli’ﬂﬁﬁ&ghpuieﬂ ﬁfs 12 Gotttoebandllongdc fut ent s

are to be recorded on"the recording nedium the CGV5-A signals are al so

epr oty BE tEERA I doS2R 1 Rrr SKiobel fo i RRass HE b Ui cRBssing, |
No- mor.e-copi es. to prohibit further copying and recorlgq%d i n Is form This,
howeve l,luﬁ,énr‘igks GASF 4 BP penignis arg TP%‘“&]HB ergerdimg mediyiy Ed-st ates: " The

Copy- one-
If it is verified at step S2512 that the analog contents are not allowed for

copying, the program moves to step S2513. In the steps S2513 to S2516, the
processing similar to that at steps S222 to S225 of Fig. 2B is performed, whereby the
contents are converted into digital data, MPEG encoded, decrypted and recorded on
the recording medium to complete the recording processing.

If, in case the CGMS-A signals are included in the analog signals received by
the input/output I/F 140, the analog contents are to be recorded on the recording
medium, the CGMS-A signals are also recorded on the recording medium. In this
case, the information representing the Copy-one-generation is converted, by and large,
into No-more-copies to prohibit further copying and recorded in this form. This,
however, is not valid if a rule is adopted in a system which states: “The Copy-one-
generation copy control information is recorded without conversion to No-more-
copies, but is handled as No-more copies”.

If the contents recorded on a recording medium are reproduced and output as



generation copy control information is recorded w thout conversion to

No- nore- copies, but is handled as No-nore copies". |If the contents
recorded on a recording nedium are reproduced and output as 66 digital
contents to outside, the reproducing processing in accordance with the
flowmchart of Fig.26A is perfonned. The processing of Fig.26A is now

expl ained. First, at steps S2601 an@ S2602, the processing sinmilar to that
at steps S301 and S302 of Fig. 3Ais carried out, whereby the encrypted
cont endigitale @dnearits ftoooutside, ribe oreproducing epiiocessing ideacctrdabge tvwugh ether ypt i on
processi ng neans 150 so that the decrypted digital contents are sent over

the bg%\%ghén A F%@&ﬁ% ?@i(ﬁoh%ggpt‘ﬁéé @Foée%gilngT@PFigﬁ%'N 1?4 i feéc dindd0 at

step checks et glt contents sup thereto is

he | MER LGRS Sodh L8 NeCumdht ppsseagneaimiiat 1d Rt & 8B Bao phfi ot

controlling infortnation) as does the EM, is not contained in the digital
cont ertfFigedA iscarrigdootitnwherebytthe enenyptebogntents read ouh from the meosdingned t o
be all owed for copying subsequently. If the copying controlling

i nf or MRk i$debodsd BMthe efic§Phbai pidedsing RteatisdiJ0abo tiatthendecrspied! i ed to
the input/output I/F 120, that is if EM is recorded in accordance wth

Copy- (TR ASEAR BHEALRThERLS 11BTBIRE Bpy RRp L 30 [ Conying )
ot o be. alhsepuBuRepY Faksd sttaySaR0f hecks viether of ndt e gl "
contents supplied thereto is allowed for copying subsequently. That s, if, for example,
the EMI, or the information indicating the copying controlling state (copying
controlling information) as does the EMI, is not contained in the digital contents sent
to the input/output I/F 120, the contents are determined to be allowed for copying
subsequently.
If the copying controlling information, such as EMI, is contained in the digital
contents supplied to the input/output I/F 120, that is if EMI is recorded in accordance
with the DTCP standard during contents recording, and the EMI (recorded EMI) is
Copy-freely, the contents are determined to be allowed for copying subsequently. If
the EMI is No-more copies, the contents are determined not to be allowed for copying
subsequently.
By and large, the copying controlling information, such as EMI, as recorded,

is not Copy-one-Generation nor Copying-never. The reason is that the EMI of the

Copy-one-generation is converted during recording into No-more-copies, whilst the



By and | arge, the copying controlling information, such as EM, as
recorded, is not Copy-one-Generation nor Copying-never. The reason is that
the EM of the Copy-one-generation is converted during recording into

No- nore-copies, whilst the 67 digital contents having the EM of

Copy- never are not recorded on the recording mnedium This, however, is not
valid if arule is adopted in a systgm which states: "The
copy-one-generation copy control information is recorded w thout conversion

to No-g; < ' - hESa t St 3, the
cont erd enaf SOARRES havily EEMICOBRERL R eRbE focorled o i RBoRFRE
prograi n,noves, to, step S2604 rg the.input/output I/F 12 t py t he
G o7t Aediim <Rt haweliers gt valid ska s Slaned Mbsiemmiop stearhe |1,
at step S2603, the contents are found to be allowed for copying

subs e rapyt-bye-genératipn cgpyconirokin formatiearpisszeaiiedheitikouttoonvepion saNaut |1/ F
120 outputs the digital contents to outside in such a fon-n as to prohibit

its Sbiﬂ%?éwspfesc&%d?ﬂl’ledHsﬂ%%ﬁbﬁ@@@ﬁieswth the DICP standard, to terminate
t he reproduci ng processing. That Is, if, for exanple, the copying
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condition is Copy-one-generation, the contents are not allowed for further
copyi rthe digitaltdomtemtpuo obatsigeito fermindad thé teproduciagipyooessingaut hent i cati on
wWith respect to counterpart devices, in accordance with the DTCP
standards. Jff atlsfg S0, B Hitents affound to be allowed for copying subsequently,
the program moves to step S2605 where the input/output I/F 120 outputs the digital
contents to outside in such a form as to prohibit its subsequent copying, in accordance
with the DTCP standard, to terminate the reproducing processing.
That is, if, for example, the copying controlling information, such as recorded
EMI, is No-more copies, or if in a given system, there is set a rule running: “the Copy-
one-generation copy controlling information is recorded without conversion to No-
more-copies but is treated as No-more copies” and the EMI recorded under this
condition is Copy-one-generation, the contents are not allowed for further cépying.
So, the input/output I/F 120 effects reciprocal authentication with respect to
counterpart devices, in accordance with the DTCP standards. Ifthe counterpart is an
authentic device, herein the device conforming to the DTCP standard, the digital

contents are encrypted and output in this form to outside.

If the contents recorded on the recording medium are reproduced and output to



aut hentic device, herein the device conformng to the DICP standard, the
digital contents are encrypted and output in this formto outside. If the
contents recorded on the recordi ng nmedium are reproduced and output to 68
out side as anal og contents, the reproduction processing conformng to the
flowmchart of Fig.2613 is perforned. The processing of Fig.2613 is now
explained. In steps S261 1. to S2614g the processing simlar to that at
steps S321 to S324 of Fig. 3Bis performed. That is, the readout,

dect ypbiiemie ARFGISLEAHNG, A DIAIRAMEERIORIAL coRRrERAEYPRINoWRRRAN! S ar &

carrie I'ng analog contents are“recel ved by the input/output
|/ F 140...At ep S2615, e input/outnut JI/F 140 is,verified, as et her
or ' not 0§ Fig-26Hbfeexraradsh A heaRrObeRSHg of Hii 2 SBhisoRe TR et d S8R 24y no.
For exanple, if the copying controlling information, such as EM, is not

co- r ector 4, the processing simfilardothatratstepsi$32d saS33¢ of Kig I iwperfomned.o be
enabl ed for copying subsequently. If, during recording of contents, the

copyi Nph&dgtitherdddott, dRcAfptiodaMPRG dedslingsandEMA cdrivebsion ottt ehvryped
recordi ng of contents in accordance with,” for exanple, the DICP standard,

cnabl B ATl by Bfs s R pheRaR il frgtefoiVeq B PAOHRLH Rulfiyt
or 11 P4 Pven System | there is set a rule running: cthe e
Copy- one-generation copy controlling information is recorded w thout
conve (rj Z ijon Ab step- §26 5, cthpiinputbonitput [{F &40 dsl vasifisd-asotoewbofliersor notdthehe EM
o contents supplied thereto are enabled for subsequent copying. For example, if the
copying controlling information, such as EMI, is not co-recorded in the recorded
contents, the contents are determined to be enabled for copying subsequently.
If, during recording of contents, the copying controlling information, such as
EMI, is recorded during recording of contents in accordance with, for example, the
DTCP standard, and the information is Copy-free, the contents are determined to be
enabled for further copying.
On the other hand, if, for example, the copying controlling information, such
as recorded EMI, is No-more copies, or if, in a given system, there is set a rule
running: “the Copy-one-generation copy controlling information is recorded without
conversion to No-more-copies but is treated as No-more copies” and the EMI recorded
under this condition is Copy-one-generation, the analog contents are determined to be

not allowed for further copying.

For example, if the CGMS-A signals are contained in analog contents supplied



under this condition is Copy-one-generation, the analog contents are
determ ned to be not allowed for further copying. For exanple, if the
CGVB- A signals are contained in anal og contents supplied 69 to the

i nput/out put 1/F 140, such that, during the recording of contents, the
CGWs-A signals are recorded along with the contents, with the CGV5- A
signal s being Copy- freely, the analeg signals are determ ned subsequently
to be enabled for copying. If the CGVB-A signals are Copy-never, the

anal Ogtg%g%ri@fﬁ%lﬁéﬁt PEU0TLRAHLEE RFiRNRRIECoMRs of GPHbAE, DCBMSOAl y. 1T,

at st contents are deter ed for copying

subsequent.ly, the program mves to step S2616 he | nput./ I/F
T0°arsigeals e rsopliCHonE vtk e c SrERE v SORISA BEsa B BpR G
termnating the reproduction processing. On the other hand, if, at step
S2615, freely, thenanalogsignals anetdetermined sehsequentdy tabrenabled far coppingdf the
subsequently, the program noves to step S2617 where the input/output I/F

140 outomis-A bpnalkareCop9icset, thé indlogRonrRhtsdire deterMined ol diibledfdisequent
copying to termnate the reproduction processing. That is, if, for exanple,

t he copyin ntrolling informati on, such as recorded EM, is No-nore
copi es&ﬁgﬁgggﬁﬁeﬂugﬁt&'ven system there is set a rule running: "the Copy-
out conversion
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controlling information, such as EM, recorded under this condition, is

Copy - cnubsgquenthy, therproghem moves to step $2616 where the input/output I/F 140 directly
outputs the analog signals, supplied thereto, by way of terminating the reproduction
processing.

On the other hand, if, at step S2615, the contents are determined not to be
enabled for copying subsequently, the program moves to step S2617 where the
input/output I/F 140 outputs the analog contents in a manner of not allowing for
subsequent copying to terminate the reproduction processing.

That is, if, for example, the copying controlling information, such as recorded
EMI, is No-more copies, or if, in a given system, there is set a rule running: “the Copy-
one-generation copy controlling information is recorded without conversion to No-
more-copies but is treated as No-more copies” and the copying controlling
information, such as EMI, recorded under this condition, is Copy-one-generation, the
contents are not allowed for further copying.

So, the input/output I/F 140 appends e.g., macro-vision signals or CGMS-A

signals indicating Copy-never to the analog signals to output the resulting signals to



contents are not allowed for further copying. So, the input/output I/F 140
appends e.g., macro-vision signals or CGM5-A signals indicating Copy-never
to the analog signhals to output the resulting signals to 70 outside. If
the CGVB- A signals recorded are Copy-never, the contents are not all owed
for further copying. So, the input/output I/F 4 outputs the contents to
outside, along wth anal og contents70 after converting the CGV5-A signals
to Copy-never. By recording or reproducing contents as the contents are

cont r g |i&def ?%%@M‘SJA sigif 1?&%%?&@%&%3%&&, the cBREMIPAR dt allbfédnt t he

copyi ng out'si e range owed contents (illicit copying). The

above-descrj bed sequepce_of. operati b erfor ot .only

nar coelCE PSP IR 61 tiinBur oo LB oLy IR loR O PieY pighe
processing neans 150 nmay be arranged as encrypting/ decrypting LSI, it may
al so b@lthmnaluge@myntsaaﬂmommggwCQMﬁffélﬁlﬁl'ﬁéS o GEPYMCVET.execut ed by a
gener al - pur pose conputer or a one-chip mcro-conputer. |If this sequence of

processi ng BpRicatdiagor Aptoduciagtantenys asthé tuateats drbeoptrojed fof copying t he
software is 1nstalled on a general -purpose conputer or a one-chip

2 conpaBpouRegapbre. s BINR el e Lo BRI R BIRTREETCT e

sequenﬁe of operati.ons. The program nay be pre-recorded on the hard disc
2705 dhe&RNfqds iD9OBYINGY a recording mediumbuilt into a conputer.
Alternatively, the programmay be transiently or pernmanently stor%d
(recor ded) The aboecrdesdrited ssxpedie of repératrnzaney be performed riot only by

hardware but also by software. For example, although the encryption processing
means 150 may be arranged as encrypting/decrypting LSI, it may also be arranged by
a configuration in which the program is executed by a general-purpose computer or a
one-chip micro-computer. If this sequence of processing operations are executed by
software, the program forming the software is installed on a general-purpose computer
or a one-chip micro-computer. Fig.27 shows an illustrative structure of an embodiment
of a computer on which is installed the program executing the above-described
sequence of operations.

The program may be pre-recorded on the hard disc 2705 or on the ROM 2703
as a recording medium built into a computer. Alternatively, the program may be
transiently or permanently stored (recorded) in a removable recording medium 2710,
such as a floppy disc, CD-ROM (compact disc read only memory), MO (magneto
optical) disc, DVD (digital versatile disc), a magnetic disc or on a semiconductor

memory. Such removable recording medium 2710 may also be furnished as a so-



such as a floppy disc, CD-ROM (conpact disc read only nenory), MO (nagneto
optical) disc, DVD (digital versatile disc), a nmagnetic disc or on a

sem conductor nenory. Such renovabl e recordi ng nmedi um 2710 nay al so be
furnished as a so 71 call ed package software. Meanwhile, the program may be
install ed on a conputer fromthe above- nentioned renovabl e recording

medi um 2710, transmtted over a radim path to the conputer froma

downl oading site via an artificial satellite for digital satellite

br oad tted to the conputer over a cable through the
net m@ﬁeaggghgé gséf?‘%fegr net. The corrputer is able to recei ve the so

transferre conmuni t 2708 to . instal rogram on
2 BUTT -1 MERGWBIGe e, Bepgrimormay i, iesta Bl on 4 Gomh i tenthde
processing unit). To the CPU 2702 |s connected an |nput/out put interface
2711, mertionedrsn@iie redordingmedin 29 10ppansmigyechoveen radio pathde thee i nput
unit 2707, such as a keyboard or a nouse, through the input/output

i nt er fmlp L?tZi'-Jfroﬁlhﬁ dlf\@ﬂlro@ﬂhﬁ;t i@ dih Mt RefREM hesititeofby digival yateH03 s

execEt ed accor dingly. Alternatively, the CPU 2702 | oads a program stor ed
o i PRSP A T o
disc 2705, or a E,Logram read o %)tl fromthe rem)vabl e rquiordl n |um 2110
| oadedSoMitsrneti v&he 7eamputesds able do; resehia the sR tiaBstesred aragran on the

RAM (random access nenory) 2704, for execution. Thus, the CPU 2702 performs
t he proocensnngtioanfror 2708 td msteflbthatpmgram on a built-in hard disc 2705.

The computer has a built-in CPU (central processing unit). To the CPU 2702
is connected an input/output interface 2711, over a bus 2701. If a command is input
by a user acting on the input unit 2707, such as a keyboard or a mouse, through the
input/output interface 2711, the program stored in the ROM (read-only memory) 2703
is executed accordingly.

Alternatively, the CPU 2702 loads a program, stored in the hard disc 2705, a
program transferred from a satellite or a network, received by a communication unit
2708 and installed on the hard disc 2705, or a program read out from the removable
recording medium 2110 loaded on a drive 2709 so as to be installed on the hard disc
2705, on the RAM (random access memory) 2704, for execution.

Thus, the CPU 2702 performs the processing conforming to the above-
described flowchart, or in accordance with the configuration of the block diagram
described above. The CPU 2702 outputs the processed results via e.g., input/output

interface 2711 from an output unit 2706 formed e.g., by an LCD (liquid crystal



described flowchart, or in accordance with the configuration of the block

di agram descri bed above. The CPU 2702 out puts the processed results via
e.g., input/output interface 2711 froman output unit 2706 fornmed e.g., by
am LCD (liquid crystal 72 display) or a | oudspeaker, for transm ssion from
t he communication unit 2708 or recording on the hard disc 2705. It should
be noted that, in the present specifjacation, the processing steps stating

t he program designed for the conputer to carry out a variety of processing

oper at i%ﬁphgf glvaaa 5 ‘kjéﬁ;@gitk%iﬁg{igﬁslﬁ%&n%@p@hﬁ%ﬁ@éﬁ uRit2 FE8IgeNCce

state owWC rocessing also may I nclude processing
carried out in rallel. or tch-wi se, such as parallel processing or

pr ocedSrH! O%Eﬁ%s?¥ﬁé$°?ﬁ5§progran1nay be processed by one conputer or by
a plural nunber of conputers in a distributed fashion. The program may

al so be tr dhstfomld belnotedhat, irethequesantispecificatron ghe prpeassing steps statipgesent
enbodi nent, the description has been made mainly on an instance in which

t he blipg brdghnedssighRdifosiesonpitenth Ediey 604 OBtistyl of procesindyperations chip
encrypti gg/ggecrypt%ﬁr?g LSI. Homlg%/er, tdggycontent stylencéypti ng dgcrypti ng

choun dFGsESsaly bR CafnOREi AN i Co o S U P Do Wtbar ey 7

e pribs BrRCCSHRERSOmaYARCIBEe PrRAsSFNBSaB)ed pat ixparplld G otaliaing SDhr eat  on
or substitution of the enbodiments within
as parallel processing or processing by an object.

The program may be processed by one computer or by a plural number of
computers in a distributed fashion. The program may also be transferred to and
executed by a remote computer.

In the present embodiment, the description has been made mainly on an
instance in which the block for encrypting/decrypting the contents is formed by a one-
chip encrypting/decrypting LSI. However, the contents encrypting/decrypting block
may also be realized by one software module executed by the CPU 170 shown in
Fig.1.

The present invention has so far been elucidated with reference to certain
preferred embodiments. It is however apparent that the present invention can be
modified by the skilled artisan by correction or substitution of the embodiments within
the scope not departing from the purport of the invention. That is, the present

invention has been disclosed in the perspective of illustration and hence the scope of

the present invention should be defined in light of the claims without being construed



the scope not departing fromthe purport of the invention. That is, the

present invention has been disclosed in the perspective of illustration
and hence the scope of the present invention should be defined in |ight of
the clains without being construed 73 in a limting fashion. Industrial

Applicability In the systemof the information recording and/ or reproducing
devi ces, according to the present imvention, the key renewal bl ocks (KRBs)
having plural different generations and versions can be stored on the
recor di aq: AR hidpi | e the latest key renewal block (KRB) can be taken
out and‘stored in a menory in. the recording and/or reproducing device. In
t he pr.ogessi of. st.ari.ng contents on a recording nedium the | atest

usabl én “%“BPRBPEF%FED’nunber of KRBs stored in the nenory of the
recordi ng and/ or reproducing device and on_the recording, nediumi.s

detect ed, dndthensystemypofithe idormatiem resordingdand/Rerepraducdngi §84S4S om t he
| atest KRB. Using the so acquired | atest nedia key, the contents are

encr ymb@é'r@ﬁ% 6 ehb Ypresaiteitvemtion, beriagoratiowal rdeks(KRBs ) egving pduzd]l bl ock
(KRB) which has acquired e.g., the nedia key used for encrypting the

cont e%ﬁgf;@g @gfrg&t%g%g’ Lid v fkrilgﬁgen%{fﬁé’ b o9 oggﬂé ‘x'gé(?rgﬁ‘% mieQiiaMvhileqBer di ng

the c e recor | UM encryption erfornmed using the
Vor s dhfebt 8 FEnRuAL UACE IR Bof i koD rut PR shired il PRer oS TP e
recordi ng medi um has been recorded on the recording nmedium the KRB of a
newer reeorsling and&s uegreduding deviceci In dheipsaesssing 0? StQkrEl CORHEHE PN Bhe
recording medium, the latest usable one of a plural number of KRBs stored in the
memory of the recording and/or reproducing device and on the recording medium is
detected, and an encryption key, such as a media key, is acquired from the latest KRB.
Using the so acquired latest media key, the contents are encrypted and newly stored
on the recording medium. The key renewal block (KRB) which has acquired e.g., the
media key used for encrypting the contents is newly stored on the recording medium.
So, in newly recording the‘contents on the recording medium, encryption is performed
using the media key calculated based on a newer KRB.
Thus, if the KRB of the old version used in contents encryption at the time of
manufacture of the recording medium has been recorded on the recording medium, the
KRB of a newer version, issued as the illicit equipment is revoked, whereby the
encrypted contents acquired from the KRB of the new version that can be acquired

solely by the authorized equipment can subsequently be stored in the recording

medium, thus enabling the elimination of decryption and reproduction by the revoked



encrypted contents acquired fromthe KRB of the new version that can be
acquired solely by the authorized equi pnent can subsequently be stored in
the recording nedium thus enabling the elimnation of decryption and
reproduction by the revoked 74 equipnent. 1In the systemof the information
recordi ng and/ or reproducing devices, according to the present invention,
progressively new recordi ng nedia najd4 be stored in the recording and/or
reproduci ng device one after another and, in recording the data, the data

are egﬁpﬁghggtand recorded using nmedia keys cal cul ated by the | atest KRB
store N 1A the recording and/ or reproducing device and in the recording

medi um sq that, even nti.ng that t rgi r@ﬁ,lr ' iduged at a
renot e pas'?[nt ?Ii"% SYB(§itht© ﬁﬁ A aﬁﬁg g?e%& g@%r g{a&orrl t eHgﬂé%Yggd?%gl@ﬁédi um
being extrenely old, the probability .is high tha&. a new KRB b% sreﬂ at

dat a racordingp thepresens inventian, pregresuinely nayajeqs %\%P#‘Pé&aﬁ | r?Sog
encrypting key of a newer version. So, the configuration of the c&rggsent

i nventjiqhe REQYiRgand/sieeprcdiuoihgsdeicooneaafierianother and, ireeendingthe ¢itasi bl e
to prevent illicit duplication and propagation of data protected by

copyr i QE%&E I%ﬁz? Sﬁfxiygﬂ&% #x?d; rdotdel SinBmEYR! Koys @lowxRdrbyethedlapdst <R Bon

agai nst™t . copyright ™ owner. "Wth the system of the
| nventstersd Wendades FeaiaBapdor kB obir s oYEE AR in HE R ithe Melififinpr esen
different versions can be stored on the recordi ng nedian, such that K when
the ey, cuepeganting et the Croordg ETBEREN vaS PEOGICNA) g0 RASHALIS ot he
e d}!):iit, with the KRB pre-stored on the recording medium being extremely old, the

probability is high that a new KRB is used at data recording time, so that the contents

may be encrypted using an encrypting key of a newer version. So, the configuration

of the present invention provides a recording system in which it is effectively possible

to prevent illicit duplication and propagation of data protected by copyright, such as

motion pictures or music, for example, duplication against the intention of a copyright

owner.

With the system of the information recording and/or reproducing devices,

according to the present invention, as described above, the keys of plural generations

and different versions can be stored on the recording medium, such that, when the

device accesses the recording medium, a newer key may be stored on the recording

medium, a newer KRB may be stored from the recording medium to the memory of

the recording and/or reproducing device itself and moreover an unneeded key is

deleted from the recording medium. The recording and/or reproducing device having



medium a newer KRB nmay be stored fromthe recording nediumto the nenory
of the recording and/ or reproducing device itself and noreover an unneeded
key is deleted fromthe recordi ng nedian. The recordi ng and/ or reproducing
device having 75 a KRB newer than any KRB stored on the recordi ng nedi um
is able to record the new KRB on the recording nediumeven if contents
data is not recorded. So, the speed T8 mgration of new KRB is increased
such that progressively new KRBs are stored on the recordi ng and/ or

repr Ogﬂgl{@n@k@& ﬁl‘%n al}{g!lﬁ@B%’EoreH dnd#k fecordiig giedium deatde ks revoed yie Bevand
ed using the ne

recor ia key calculated by the |latest KRB stored on the
recor di nmedi um or .in the recordi r i device. Thus, even
i f thgkﬁgc%‘? g?%ecr%@ingW%@E‘%?%%@%“gﬁ{hqéaété‘#g?{e"?g%@‘ﬂtgﬁi'ne point, with the
KRB pre-stored on the recordi ng nedium being exire old, or the KRB
stored in Sdéhe qmmdmfmggmiwfn%%@imgeawi wrﬁetbx%ﬂré’gf%ﬁsﬁ’,etbfﬂﬁw
probability is high that a new KRB is used at data recording tjne, thus

assur iR B sleestof@T Bhithe retotdieg andformteptiodutzing . devhes. eNdorsovar.t i daa
configuration of the present invention, such a recording system may be

n of t ent 1! n, st ordi 1 e
fgpg%{@gﬁ#@@%ﬁg@gﬁégﬁ&gﬁ%ﬂa 'd%&gr‘ag?klgggthe%é(ﬁﬂkby‘é@wumedWIt slateste

owner a protected by copyright, such as

noti o ictures or nusie¢, my,.be prohibit j :
unneeﬁg gre ﬁnttﬁeerecpé@agdp%(au%& mﬁhetrﬁg&(ﬁéé ?ﬁghﬁ%@ro%hfgg%\ﬁ e
encrypting the contents data and which are not the |atest an oli he KRBs
on t héThes; even iffharetardingmedisnuwasipradueed gba r‘?IBQ'EFrEﬂSﬁH“}FdEﬁIHﬁ]W hhe savi ng
the recording capacity of the recording medi um )

KRB pre-stored on the recording medium being extremely old, or the KRB stored in

the recording and/or reproducing device is also old, the probability is high that a new

KRB is used at data recording time, thus assuring higher security of the encrypted

data.

Therefore, with the configuration of the present invention, such a recording
system may be constructed in which the illicit duplication (duplication against the
intention of the copyright owner) of data protected by copyright, such as motion
pictures or music, may be prohibited effectively. Moreover, unneeded KRBs on the
recording medium, that is the KRBs not used for encrypting the contents data and

which are not the latest one of the KRBs on the recording medium, are erased from the

recording medium, thus saving the recording capacity of the recording medium.



76 CLAIMS 1. An information recording device for recording the information
on a recording nedium conprising: nmenory neans for hol ding a node key

uni que: to each node of a hierarchical tree structure having a plural

nunber of such information recordi ng devices, operating as |eaves, and. a
| eaf key unique to each information recording device, said nmenory neans

al so holding a key renewal block forpgd as renewal key storage data
decryptabl e using at | east one of the node key and the |eaf key; and
encryption nmeans for decrypting t ‘Kﬁyﬁyenemal bl ock decryptabl e using at

| east one of the node key and the Teaf key provided in said information

recordjn device to calcylate an encrypti.n ey _Hsed in encrypti data to
be st -eg\q NLQFTHAtION: EeHOLEING ‘iﬁé’dﬁ’% r 5%05‘518&659&1?%%%%“ @n%%ﬁ&ﬁgg t he
data to be stored in said recording nmediumusing the cal cul ated encrypting

key, smedivsmccorpprisingnmeans detecting, in encrypting and storing the content
for said recording nedium the | atest usable key renewal bl ock from key

renewal bl qgksh oty pi@fs forholding 4 R ibyfhifidiowachhd db beahidiardival trreval
bl ock stored in sald nenory ans of “the informati on recordi ng device

ecor UG WEAFRNEE g RERBRE PEBtatR el Bldin e P53, ShdifiBl 5
detected | atest usapl e key renewal, bl ock. 2. The j.nfoymation, yecording
devi cele&%%raélidn@LiF@fb IS%NMC]LU%P%‘P}h l%fgfﬂél‘ﬂgﬁl%rfﬁﬁ?li%g 168, SAHIEPMOTY rast er
key common to the plural information recording devices, a device
means also holding a key renewal block formed as renewal key storage data
decryptable using at least one of the node key and the leaf key; and
encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in said information recording
device to calculate an encrypting key used in encrypting data to be stored in said
recording medium; said encryption means encrypting the data to be stored in said
recording medium using the calculated encrypting key;
said encryption means detecting, in encrypting and storing the content for said
recording medium, the latest usable key renewal block from key renewal blocks stored
in said recording medium and from the key renewal block stored in said memory
means of the information recording device itself; said encryption means encrypting
the data to be stored on said recording medium using the encrypting key obtained on
decrypting the detected latest usable key renewal block.

2. The information recording device according to claim 1 wherein said encrypting key

is one of a master key common to the plural information recording devices, a device



77 key unique to each information recording device and a nedi a key set so
as to be unique to each information recording device. 3. The information
recordi ng device according to claiml wherein said information recording
device is configured for executing the processing of witing the | atest
usable one of the key renewal blocks stored on said recording nediurn and
the key renewal block stored in the7denory neans of the information
recording device itself on the recording nediumin case the | atest usable

key r ekepnahidqueotk each iﬁfeﬂhsuoﬁea@mﬂhn%)kievﬂee @idoa ededia kdieseresony totens of
the information recording device itself and the |atest key renewal bl ock

I s not,a u¥? eﬁER @gtlgﬁﬁeéﬁg?{eﬁdamcgedl um 4. The information recording

deV|ce a CO n sald |nfornat|on recordi ng deV|ce is
confi for executln rocessin t he. | at.est usa one
oo™ by Ther Dottt Hooedige deutecicordiag e cul ovidigin g A

renevval bl ock stored in the nenory neans of the I nformati on recordl ng
devi cereicosding dewicetin eonfigured forexevating the processing phiwritargahe latssthisebleey
renewal block is the key renewal block stored in the nenory neans of the

i nf or ngid 8NtHERSY Finkall BYdckS stdr%&'cfn ﬁﬂ&iré&ﬁdh@rlﬁéalmﬁ ANdtREROR reidwglk 1S

not as yet stored on the recording nmedium 5. “The information”recording

FencuaPgX Rl efita e fhdthdiy oV B PR tEdordhre fEpek RERR e 1
B Sl S b By b i
device as a leaf to be supplied with said encrypting key;

stored in the memory means of the information recording device itself and the latest

key renewal block is not as yet stored on the recording medium.

4. The information recording device according to claim 1 wherein said information

recording device is configured for executing the processing of writing the latest usable

one of the key renewal blocks stored on said recording medium and the key renewal

block stored in the memory means of the information recording device itself, on the

recording medium, in case the latest usable key renewal block is the key renewal block

stored in the memory means of the information recording device itself and the 1ate§t

key renewal block is not as yet stored on the recording medium.

5. The information recording device according to claim 1 wherein said node key is

configured as a renewable key and, in a renewal processing of said encrypting key, a

key renewal block encrypted using a key including at least a lower layer node key or

a lower layer leaf key is distributed to an information recording device as a leaf to be

supplied with said encrypting key;



78 said encryption neans in said information recording device receiving
the encrypting key encrypted with said renewal node key; acquiring said
renewal node key by encryption processing of said key renewal bl ock; and
cal cul ating said encrypting key based on the acquired renewal node key. 6.
The information recording device according to claim| wherein said
encrypting key is associated with a7%ersion nunber as the generation
information. 7. An information reproducing device for reproducing the

i nf or mat i onsdid cgncaypticc enetingginesiduinformatipn irstoglingetavige recemsngothehol di ng
a node key unique to each node of a hierarchical tree structure having a

pl ural?Wﬁg%*&X'%ﬂe@dtm% dﬁﬁ&,{&pﬂ%i@ .devi ces operating as |eaves,

and a ique 'to eac ormation repfoduci ng device, said nenory
means al so hol di.ng key renewal , bl ocks each .fornmed as rene key storage

Gotn deoryRragtiad srshera) Sads kSR spaSRuoR secasyaaranbey Enewal " Oand
encryption neans for decrypting the key renewal bl ock decryptabl e using at

| east ldoekpand he node key and the |eaf key provided in said information
reproducing device to calculate an encrypting key used for decrypting the

ci pher dat aczﬂb@lhﬁﬂﬁisﬁicﬁéi&ypﬁﬂgké based'el thicfididl @mewabhbde kepans
decrypting the cipher data stored in said recording nmediumusing the

cal o 81 SARGH AL AR PR IBGEIR R
the °ns a%goéigteedkv%%h rae\?e?'\s,\%ln n?;lllcl)l?el(r asstt g%%niernatliorﬁemfonnation.
7. An information reproducing device for reproducing the information from a
recording medium, comprising:
memory means for holding a node key unique to each node of a hierarchical tree
structure having a plural number of such information reproducing devices operating
as leaves, and a leafkey unique to each information reproducing device, said memory
means also holding key renewal blocks each formed as renewal key storage data
decryptable using at least one of the node key and the leaf key; and
encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in said information reproducing
device to calculate an encrypting key used for decrypting the cipher data stored in said
recording medium; said encryption means decrypting the cipher data stored in said
recording medium using the calculated encryption key;

said encryption means detecting, in the processing of decrypting the cipher data

stored in said recording medium, the one of the key renewal block stored in the



79 recording nediumand the key renewal block stored in the nmenory neans
of the reproducing device itself, which has a version coincident wth the
version of the encrypting key of the content to be reproduced; said
encrlypti on neans executing the decrypting processing of the cipher data
stored on the recording nmediumusing the encrypting key obtained by the
processi ng of decrypting the detected9key renewal block. 8. The

i nformati on reproduci ng device according to claim7 wherein said encrypting

key i Sréﬁ@@dﬂfg medifih eindkgie kynTenewad Blbek ptoredlinithé anembip mémgostiteg
devices, a device key unique to the information recording device and a

medi a @\rfo ﬁc}iggodeﬂ/?cé gaglffh&v‘ﬁﬂé}ﬂ}iﬁs Q&8 ié}ég‘ih?gﬁ@f gﬁﬂ% ;l‘?é’%{jéiﬂﬁ &'P}ﬂ e. 9.

The in nma repro evi ce accor wherern sa
i nformation, recordi device js configuyed. for executing the processing of
w41 nEENBtNG RE ol (BaBPRIent DS reRrAdu gl Shid GHkay bipt Elcats P eloh i o
recordi ng medi um and the key renewal block stored in the nmenory neans of
t he i ndlemryptingproeessingj ofjthiesipher datacitored on therecoedmgymedams vsing the
recordi ng and/ or reproducing device itself, in case the |atest usable key
renevabn i Biligiley! dttaliRd b ﬂ?é"@foclékﬁﬁ St d’é&?pﬁ the deeasdkeg reRévam and
the | ates Bke rgnemal bléfk 'S not ag yet s org% in the nenn?y nmeans of .
t he reﬁgkging and/ or reproducing device itself. 10. The infornmation
reprod g device according to claim7 wherein said node key is
configured as a renewabl e key and, in a(égne | . processing .Qf said.
encrypdi nhg#yformatienyepredugiag dsyviseiacepiding tyclaimriwheisin sedncBmiid node
key using a key including . . _ _

key is one of a master key common to the plural information recording devices, a

device key unique to the information recording device and a media key set so as to be

unique to each information recording device.

9. The information reproducing device according to claim 7 wherein said information

recording device is configured for executing the processing of writing the latest usable

one of the key renewal blocks stored on said recording medium and the key renewal

block stored in the memory means of the information recording device itself, in the

memory means of the recording and/or reproducing device itself, in case the latest

usable key renewal block is the key renewal block stored in the recording medium and

the latest key renewal block is not as yet stored in the memory means of the recording

and/or reproducing device itself.

10. The information reproducing device according to claim 7 wherein said node key

is configured as a renewable key and, in a renewal processing of said encrypting key,

a key renewal block obtained on encrypting a renewal node key using a key including



80 at least a |lower |ayer node key or a |ower |ayer |eaf key is
distributed to an information recording device as a |leaf to be supplied

w th said encrypting key; said encryption means in said information
recordi ng device receiving the encrypting key encrypted with said renewal
node key; acquiring said renewal node key by encryption processing of the
key renewal block; and calculating $8id encrypting key based on the
acquired renewal node key. 11. The information reproduci ng device accordi ng
to cl adtheastealomer hayexindde key ppa lowger lager leaf keyss disttibatedito anan femstom
ntunber as the generation information. 12. An infortnation recording nethod

|0 an iopdiBldeiicd ERIEHIRG bEUDPRoA IR eMld kRErypiRTIi ng the i nformati on

for a recordi'ng nmedi um sal rmati on recording device holding a node
key uni que toﬂeach nﬁge of a hier tree structure havin ur al

rchi cal . a [l

number of - stRl ErirsPRAE tarielth Shith GaBPabE et 4o TR e,

| eaf key unique to each_information recording device, said nethod

conpr i egypting kepenerynted sath said renewalinade keyabl e one of the key renewal

bl ocks stored in the recording nediumand the key renewal block stored in
sai d menor yacqpanagahid fehewiahhodérkey by greepptibimprotesding oftthelkey ranswap of
decrypting the detected | atest usable key renewal block, at said detection
step, pRicRYafd | east the node key or the leaf key held in said information
recording device, to calculate the encrypting key used in encrypting the

data stor edcaillgula%f;iligdsalrci3 Sfér%t?ﬁg E%q | ased on ?he acquired renewal node key.

11. The information reproducing device according to claim 7 wherein said encrypting
key is associated with a version number as the generation information.

12. An information recording method in an information recording device adapted for
recording the information for a recording medium, said information recording device
holding a node key unique to each node of a hierarchical tree structure having a plural
number of such information recording devices, operating as leaves, and a leaf key
unique to each information recording device, said method comprising:

a step of detecting the latest usable one of the key renewal blocks stored in the
recording medium and the key renewal block stored in said memory means of the
information recording device itself;

a step of decrypting the detected latest usable key renewal block, at said
detection step, using at least the node key or the leaf key held in said information
recording device, to calculate the encrypting key used in encrypting the data stored in

said recording medium; and



81 a step of encrypting the recording data for said recordi ng nmedi um
using the cal cul ated encrypting key, to store the encrypted data on the
recordi ng medium 13. The information recordi ng nethod according to claim
12 wherein, in case the detected |atest usable key renewal block is the
key renemal bl ock stored in the nenory means of the information recording
device itself and the |atest key ren8hal block has as yet not been stored
in the recording nmedium said detection step executes the processing of

writing thea ktipesf ehayptirgeherredordnig data fer saideeoordimg mediimnusing thehe
i nformati on recordi ng nmethod according to claim 12 wherein, in case the

det ect | I t d
t ﬁeecrﬁﬂg‘ﬁlﬁfﬁénﬁﬁa’rﬁ KERor RO ARe e Rifed Balath) URRTSBRAME mADR ot ﬁee'n”
Sar o dbto 0o TR d BRGPaE Do SAPEaiF ot ol 1 MCrHHD: 1 ca g

r enewal bIock in said menory nmeans of the information recording deV|ce
i t sel fdetecteddntestiusabletieyrenaypalddack isghekeyoanewal blookstoradenitbemeseenydi ng
devi ce adapted for recording the information for a recording nmedi um each

of a phneamd bfm&“hfmh@dnorﬁ%ﬁﬁﬁgla@wberiﬁseﬁ‘ailﬁdﬁe ketgstdyarepchval BRsok irde of a

hi erarchical tree structure having the plural respective infonnation

recor dingedgy grsg%%g&gguaggegfgc&m@% e, Sl Bk, H5b WBchsoas"

od "conpri acquiring
e Ver sl on oot 0 SN e et g Koy o0 e cortan e g
the kef/ 4. rgl’rileemﬁllfogll:t(;gn féc%rrgl(:] |1ge;[hr:)?1 eqcec((:)(r)crh(rjlI nto claim 12 wherein, in case the
g g

detected latest usable key renewal block is the key renewal block stored in the

recording medium and the latest key renewal block has as yet not been stored in the

memory means of the information recording device itself, said detection step executes

the processing of writing the latest key renéwal block in said memory meéns of the

information recording device itself.

15. An information reproducing method in an information recording device adapted

for recording the information for a recording medium, each of a plurality of such

devices holding a node key unique to each node of a hierarchical tree structure having

the plural respective. information recording devices operating as leaves, and a leafkey

unique to each information reproducing device, said method comprising:

a step of acquiring the version information of an encrypting key for the content

being reproduced, stored in a recording medium,;

a step of detecting the one of the key renewal block stored in the recording



82 nedium and the key renewal block stored in a nmenory neans of the
reproduci ng device itself, which has a version coincident with the version
of the encrypting key of the content to be reproduced; a step of
generating an encrypting key by decryption processing of a key renewal

bl ock as detected by said detection step; and a step of decrypting the

ci pher data stored in the recording @@diun1using the generated encrypting
key. 16. The information reproduci ng method according to claim15 wherein
sai d doesiumoand she kewrenewalsblosk stersdansd memdrywrieans eftthe repraditcingabl e
one of the renewal blocks in the nenory neans of the inforrntion recording

devi cedevieelifselfl WhidlSlasideersinecdineidant With ke veianet te ey pting key ey

renewal block stored in the recording nmediumand the |atest key renewal

bl ock J[hce @cﬁﬁeﬁ?t&'ﬁ%r@&ﬁﬂﬁ%ﬁ'n the nenory neans of the information
S N

recording device | An infonnation recordi ng medi um capabl e of
recording the information, said recording nmedi um having stored_therein, as
key renewal AR I SROATAENS N @r%ptm&&w%md&mamqn progessmg AfiRokeyY of key
renewal blocks, each obtained on encrypting a renewal node key contai ned

i n eactencocd blegk andeteeteddyesaitl detaitiohatep;ramda  hi erarchical tree structure
havi ng a plural nunber of information recording or reproducing devices

operating ag stqpyLdecrypiing theiphbe Matdterel indheaebotdih® imdih@ usin@ ¢ di ng
or reproduci ng device; using a key including at |least a | eaf key or a node
key Oéer?er'a?a‘ﬁ%no'r?ffﬁﬁg key.
16. The information reproducing method according to claim 15 wherein said detection
step executes the processing of writing the latest usable one of the renewal blocks in
the memory means of the information recording device itself, in case the latest usable
key renewal block is the key renewal block stored in the recording medium and the
latest key renewal block is not as yet stored in the memory means of the information
recording device itself.
-17. An information recording medium capable of recording the information, said
recording medium having stored therein, as key renewal blocks having different
configurations, a plural number of key renewal blocks, each obtained on encrypting
a renewal node key contained in each node key unique to each node forming a
hierarchical tree structure having a plural number of information recording or
reproducing devices operating as leaves, and a leaf key unique to each information

recording or reproducing device, using a key including at least a leafkey or a node key

of a lower layer.



83 18. The information recording nedium according to claim17 wherein said
key renewal block is associated with a version nunber as the generation
information. 19. A conputer programfor executing on a conputer systemthe
informati on recording processing in an information recording device which
hol ds a node key unique to each node formng a hierarchical tree structure
havi ng plural such information recoﬁaing devi ces, operating as |eaves, and
a |leaf key unique to each information recording device, and which records
t he i nl8r nbhe onfamationerenodding mediinuracsardingrtogelaimi Kt wdaireig: saiddetyect i ng
step of detecting the |atest usable key renewal block fromthe key renewal

bl ocksregictvat blodk fs8sscaRdlitl afRgsiBAMmaNtbdrhe thegehentitm infhdsatigiored in
the nmenory neans of the information recording device itself, a decrypting

et oot | g o B Rty PR Brestiil, ot P dalalfyr sRRER by RN hio O\ e

in the information recording device, to calcul ate gh ncrypting key used
i n encheFptding RIQEessig an anowndarpatian racorsing dewipeny iﬁhﬁo R 208¢ Yot
encrypting the recording data for said recordi ng medi um using the

encr ypamniqgekey eash fmeded formirgd ch héarayghticalgtret egtriictusd dravingeplarad r ypthed
recording data on the recording nedium 20. A conputer program for

e BRI SO NS VRERARLSTER iy PIEATAS) TR PEEBRITY 1 2
form ng BrdhGsdr cpoir%%{g tdg\%%e,s Lhd SRR rré%\éir(i]sg tltleh(len oerara llonsc%: ha recording
medium, said program including:

a detecting step of detecting the latest usable key renewal block from the key
renewal blocks stored in the recording medium and the key renewal block stored in the
memory means of the information recording device itself;

a decrypting step of decrypting the detected latest usable key renewal block at
said detecting step using at least one of the node key and the leaf key provided in the
information recording device, to calculate the encrypting key used in encrypting the
data stored on said recording medium; and

a step of encrypting the recording data for said recording medium using the
encrypting key as found in said decrypting step to store the encrypted recording data
on the recording medium.

20. A computer program for executing on a computer system the information

reproducing processing in a information reproducing device holding a node key

unique to each node forming a hierarchical tree structure having the plural such



84 information reproduci ng devices operating as | eaves, and a | eaf key
uni que to each information reproducing device, and which decrypts the

ci pher- data stored in the recording nediunm said programincluding: a step
of. dcquiring the version information of an encrypting key of the content
to be reproduced, stored on a record%gg medi um a step of detecting a key
renewal bl ock having a version coinci®dent with the version of the
encryptinhg key of the content to be reproduced, fromthe key renewal

bl ocksfopmation feprpducaigodeniaes aperatingasdeares, kad & leatkey umasktaeasted in
the nenory neans of the information recording device itself, a step of
gener ainfogmanoanepypducigg deyicey adé ovlyiphi dserppteahs siiplierofatahstokerl in tlenewal
bl ock detected in said detecting step; and a step of decrypting the cipher

data st ; . | LygMsi ng the generated encrypting key. 2
_68&31#3{1}1%&&}%5%?%%6&9 %ﬂb}e{@%@ recording the information on a

1. An infor evi c

ol 0l ng 3 nBGEEyAGHRILE CEHEN QRGO R TR AT PR ReY BEATe SontGRl ur o

having a plural nunber of such information recordi ng devices operating as
| eavestabel repriodutedesyorediaparacordiagimedivon;mat i on recordi ng devi ce, said
menory neans al so holding a key renewal bl ock each fornmed as renewal key

o720 e apad ol aisynenstal ik Bl dsorsapent e o
renevayeltfih of the encrypting key of the content to be reproduced, from the key renewal
blocks stored in the recording medium and the key renewal block stored in the memory
means of the information recording device itself;
a step of generating an encrypting key by decryption processing of the key
renewal block detected in said detecting step; and
a step of decrypting the cipher data stored on the recording medium using the
generated encrypting key.
21. An information recording device for recording the information on a recording
medium, each recording device comprising:
memory means for holding a node key unique to each node of a hierarchical tree
structure having a plural number of such information recording devices operating as
leaves and a leafkey unique to each information recording device, said memory means
also holding a key renewal block each formed as renewal key storage data decryptable

using at least one of the node key and the leaf key;,

encryption means for decrypting the key renewal block formed as renewal key



85 storage data decryptable using at |east one of the node key and the

| eaf key provided in said information recording device to calculate an
encrypting key used in encrypting the data to be stored in said recording
medi'um said encryption neans encrypting the data stored in said recording
medi um usi ng the cal cul ated encrypti g key; and renew ng neans for
conparing, in accessing the recording medi um the version of a key renewal
bl ock stored in(%he recording mediumto_that of the key renewal bl ock
owned Hyragrdatardscpmtabls usmenatdeay ans\ofctheinodeikey anddhe deafilayt proyidad key
renewal block of the new version on the recording nediumif the key

r enewain ssiid akfopimatibe recoedingelevicertoical duisteloayenceyprned kdyl wszld inteatpepting t he
menory neans of the recording device itself, and the key renewal bl ock of

the neevgits t&Be strb@ln Sd%8Lordlr dffint &ﬁﬁi glflr@nﬁgffﬁ)mﬁeﬁﬁ?ﬁéﬁ@}rpﬁﬁ%t -Q;te ost

I nformati on recording device acc Ing to ¢ erein, I
usabl e;one of t.he ﬁﬁﬁe r enewal | ock .i séﬁhe key renewal .bl ogcks stored on the

I
recordﬁi?FG storsd i Eecordng tpedipim usipg dhe gglcp NCYPHRE Ke¥s2Rdt as yet
been recorded in the nmenory neans of the recording device itself, said
renewi ng new@nswing means fier dompasing, kegcaessingthe teicovdingmedismytinoversiogans  of
the recording device itself. 23. The information recordi ng devi ce according

to cl aofa Ry réirsweil bleuki slofedrin e recoi dinginedianm@anat Sfthe ke rénesvnl dlsuke of
t he key renewal bl ocks stored on a recording nedium not used for

e YR IS oSSR AR TSI SR G DO

' enewatl)lotcjzi(%cflihfe new ;[fgrgiornegr? ‘Ehdel r%%opgi%igunnl]edium if the key renewal block of the
new version is the key renewal block stored in the memory means of the recording
device itself, and the key renewal block of the new version is not as yet stored on the
recording medium.
22. The information recording device according to claim 21 wherein, if the latest
usable one of the key renewal block is the key renewal blocks stored on the recording
medium and the latest usable key renewal block has not as yet been recorded in the
memory means of the recording device itself, said renewing means writes the latest
key renewal block in the memory means of the recording device itself.
23. The information recording device according to claim 21 wherein said renewal
processing means detects such a one of the key renewal blocks stored on a recording
medium, not used for encrypting any content data stored on said recording medium
and which is not the latest one on the recording medium, and deletes the detected key

renewal block from the recording medium.



86 24. The information recording device according to claim 21 wherein, in
encryption and storage processing of the content for said recording

medi um said encryption neans detects the |atest usable one of the key
renewal bl ocks stored in the recording nediumand the key renewal bl ock
stored in the nmenory nmeans of the in% rmation recording device itself and,
using the encryption key acquired by °decryption processing of the detected
| at est 55%351 ey r enewal undertakes tqQ encrypt the data to, be

st or ed2ftn paEBaien f@%&@&dﬂw%accmdmgﬁp& laien Lérvhessor, dnregcaxptive
according to claim 21 wherein said encrypting key is one of a nmaster key

commonand stdragplproeéssiny of tied contene for daidaredemding snediuntlesaid enkeyptiori que to
each information recording device and a nedia key set so as to be unique

to eacheif AerRid fHe 15%\%}3&94519 098\65? 5%}5 enEwWal 'bm&@%%ﬂemartﬁ@%éﬁrﬂﬂl eV' ce

according to claim21 whereln sai I's confrgured as a ren

i SR B HE Y e s o e,

key of a lower layer and a |eaf key of a |ower gg is distributed to the
i nf onnmcpbdﬂngei@dmltsglfaad;usmg;tﬂmetenerymwnkemaeqtm by doeryiptioniprheessiig h t he
encrypting key; said encryption nmeans in said information recording device

recei vofithe daeceddaist Laublk Ry eaewalt sldckisinteriakes t¢eBRYBIpL el datacty; beand
acquiring said renewal node key to calculate said encrypting key based on

the agapid fiflsdi@NeVGdidPRR

25. The information recording device according to claim 21 wherein said encrypting
key is one of a master key common to the plural information recording devices, a
device key unique to each information recording device and a media key set so as to
be unique to each information recording device.
26. The information recording device according to claim 21 wherein said node key
is configured as a renewable key and, in renewing the encrypting key, a key renewal
block obtained oﬁ encrypting a renewal node key by a key at least including one of a
node key of a lower layer and a leaf key of a lower layer is distributed to the
information recording device of the leaf intended to be furnished with the encrypting
key;

said encryption means in said information recording device receiving the
encrypting key encrypted using the renewal node key; and

acquiring said renewal node key to calculate said encrypting key based on the

acquired renewal node key.



87 27. The hifon-nation recordi ng device according to claim 21 wherein
said encrypting Kkey is associated with a version nunber as the generation
information. 28. An information reproducing device for reproducing the
infon-nation froma recording nedium each information reproduci ng device
conprising: nmenory neans for hol ding 3 node key uni que to each node of a
hi erarchical tree structure having § pl ural nunber of such infortnation

reprodygi deyi ces, operating 6 as |eaves and a.leaf key unique to each

| nf or mid ﬁﬂepﬁﬂmuenﬁecc&ém&é,ewsmcwﬁ%@ clgimad whersimeni CRGTYPLS
renewal bl ocks fornmed as renewal key storage data decryptable using at

| east lkeyeisodssobiatetbuithkeeyeraimn mirebéreas theqgeneeatonyiptfomatieans for decrypting
the key renewal bl ock decryptable using at |east one of the node key and

the |epg k?)&npih%/ﬂlﬁﬁ%dﬂ Iﬂer{%ﬂﬁcihgf AEvRE ifo‘réyﬁngﬁggitﬁg énﬂﬁﬁia‘f:ﬁmt floffl£ul ate

an encrypting key use encrypting data to ored In sard recording

medi u sakd encrypti on neans decrypting .the data stored in said recording
redi umecREding ThANBL <3gh F BT ahER, arhdaibg delfis toipdiiShenmans | or
conmparing, in accessing the recording nmedium the version of a key renewal
bl ock st or etemoryecansdor kioldingraaedakeysinigae tagachmodeof aheeravehical tersk
owned by the reproducing device itself, and for witing the key renewal

bl ock sttudthes hawing \aeplaral munbdrite suehdnfirnativhdieproduding devicey operdtivgg bl ock
of the new version is the key renewal block stored in the nmenory neans of

repro ' ' | 5 . : ion is
or " ackSleRod N §Fed 1RF iniq G Eh cdchinfépiiEdBroMARE dBlick \ATMERS O, 1o

devi “CmB5is " s'on%otl(?lngl g Ik@yZErgenvc\ahvvez{lell)lr(])bké ffotnrlll%dl gé er%ttlewal key storage data

decryptable using at least one of the node key and the leaf key;

encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in each information reproducing
device to calculate an encrypting key used in encrypting data to be stored in said
recording medium; said encryption means decrypting the data stored in said recording
medium, using the calculated encrypting key; and

renewal means for comparing, in accessing the recording medium, the version
of a key renewal block stored in the recording medium to that of the key renewal block
owned by the reproducing device itself, and for writing the key renewal block of the
new version in the recording medium, if the key renewal block of the new version is
the key renewal block stored in the memory means of reproducing device itself, and
the key renewal block of the new version is not as yet stored on the recording medium.

29. The information reproducing device according to claim 28 wherein, if the latest



88 wusable one of the key renewal bl ocks stored on the recordi ng nedi um and
the key renewal block owned by the information reproduced device itself is
t he key renewal block stored on the recording nmedium and said | atest key
renewal bl ock has as yet not been stored in the nenory neans of the

i nformation recordi ng device itself, gaid renewi ng neans wites said

| at est key renewal block in the rnené y neans of the information
reproduci.ng devi itself. 30. The infarmation reproducing devices

accor dW?é’q@ o6 off ﬁxezl@wmmag blogks steredven thetesesdingrBediia g thedkey of t he
key renewal bl ocks stored in the recording nmedium not used in encrypting
any of renemtad bl oclavwned byaHe amfosmiation eeprodiucgd dedicentsetitiswhe key resewal t he

| at est one on the recording nmedium and del etes the detected key renewal

bl ock lBFo‘éII‘sié}%ldrcﬁﬁHE Qlé&ﬂd{@qheﬁi‘un?’ ahd saltFlatddt REVRINERAL HRRKPEY %;ks :?9’% ﬁgt" I ces

according to claim28 wheréein said encryption neans detects,

procesgin f decrypting the ciph data stqred in said, r.ecoydj di um
the onaedlt stared 1B hE nilary 'mresioR OF the dpformaticp) wsgording; device dtgltngaidredi um
and the key renewal block stored in the recording and/or reproducing device
i t sel frengmanghneanshwsites sedd dnisst key menavealtblack in the memenomesmst oibthe
encrypting key of the content to be reproduced; said encryption neans

executinfgrmaton eeproduting dovississiing of the cipher data stored on the
recordi ng mediumusing -the encrypting key obtained by the processing of
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mast ermlég s GO such z;[ gge 8% lecall(eyi rnefn%wlﬂ)io%li'(s rs'?o(ifgcri%il e recording medium,
not used in encrypting any of content data stored on said recording medium and which
is not the latest one on the recording medium, and deletes the detected key renewal
block from the recording medium.
31. The information reproducing devices according to claim 28 wherein said
encryption means detects, in the processing of decrypting the cipher data stored in said
recording medium, the one of the key renewal blocks which is stored in the recording
medium and the key renewal block stored in the recording and/or reproducing device
itself, and which has a version coincident with the version of the encrypting key of the
content to be reproduced; said encryption means executing the decrypting processing
of the cipher data stored on the recording medium using the encrypting key obtained
by the processing of decrypting the detected key renewal block.

32. The information reproducing devices according to claim 28 wherein said

encrypting key is one of a master key common to the plural information recording



89 devices, a device key unique to each infortnation recording device and
a nedia key set so as to be unique to each inforniation recording device.
33. The information reproduci ng device according to claim28 wherein said
node' key is configured as a renewable key and, in renew ng the encrypting
key, a key renewal bl ock obtai ned og encrypting a renewal node key by a
key at |east including one of a nod 9key of a lower |ayer and a | eaf key
of alower layer is distributed to all _ information recording device of the
| eaf | AedeRicd dpw.csé(eyunnmmqt@ccaﬁhmforxm@tlen@ewﬁmgdem@@/an@ampcbhireyﬁ@ﬁ on
means in said information recordi ng device receiving the encrypting key

encr ypseds tsbeanidir toeehdhforateionaycardingdeavice] ng sai d renewal node key
by encrypting the key renewal block to calculate said encrypting key based

on t he33.a<f-Pg klgfﬁglprrénfigﬁ%roaﬂglﬁ gi%c@écco?{i/ﬁ%lg:tﬁfcpfﬁlgf?% glﬂefeﬁprsg%?ddd%esﬁ vice

accordi ng erern encr g assocl ate a
versi on nunper as the generation . infon-natiaon. 35. .In.a recording o
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hierarchical tree structure having a plural nunber of such infori-nation

r ecor dblogkdbtrained onagrergptingya senever nede kapdyaa kesast least inalugieg voeefeh
recordi ng device, said device being adapted for recording the information

on a reede kepdoMadiowsr RyefMhlo4 1E8F kegnsih Nawdh 1aP6r YPdigieiblsead eomw i si ng:
a detection step of detecting the | atest usabl e one of the key renewal

bl oc ksinf&;lﬁ{lt?& 9&0&@1?1gr(?e%%ed$ﬂge B iR dad %o bl Fulifithd ARENRhe %h8%tﬁ{g0f ed in

t he nenor

key;

said encryption means in said information recording device receiving the
encrypting key encrypted using the renewal node key and acquiring said renewal node
key by encrypting the key renewal block to calculate said encrypting key based on the
acquired renewal node key.
34. The information reproducing device according to claim 28 wherein said
encrypting key is associated with a version number as the generation information.
35. In a recording or reproducing device including a node key unique to each node
forming a hierarchical tree structure having a plural number of such information
recording devices, operating as leaves, and a leaf key unique to each recording device,
said device being adapted for recording the information on a recording medium, a
method for renewing an encrypting key comprising:

a detection step of detecting the latest usable one of the key renewal blocks

stored on the recording medium and the key renewal block stored in the memory



90 neans of the recording or reproduci ng device; and a renewal step of
undertaking, in case the |atest version of the key renewal block 1is the
key renewal block stored in the menory nmeans of the information recording
or- ‘reproducing device itself and the key renewal bl ock of the new version
has not been stored on the recording medi um the witing of said key
renewal bl ock of the new version on gaid recordi ng medium 36. The
encryptin E? renewi.ng net hod accordi.ng to, cl aim 35 wherein said renew ng
[

step fU¥aRE he rergeding ayireprosucingdevie®ia in case the latest usable one
of the key renewal bl ocks stored on said recording nedium and the key

renewal bl oakenewal stepmf unkertakingy medaise therlatest densmpnosf the key deneiwa] bliesk ce
itself is the key renewal block stored on said recording nmedium and the

| at est jiAY k¢ paY&LalH108K stored ﬁﬁth)é%el%ﬁy n%%ﬁé‘ of Y Bfohfalife réEdMing sEANS of
d g devi ce,

the information recording or reproduci the processing of witing

said | atest, ke enewal . bl o in_the ne s of the. recordj and/ or
repr od{FcHrﬂgu‘HEé i‘{eé(lqetv%lf?‘n‘gﬁ’.e keyrepgwa Hé#g'ﬁaB? NESEASIRG ﬁ%ﬁﬂ%ﬁg ordi ng
to claim35 wherein said renewing step further includes a step. of

det ect steged gorthe reeerding medivmy thewsiting of saidskeysrancaal itloek of ithe mew ng

medi um not used in detecting any content data stored on said recording

medi unversibnnbm shidireconling heedimhest key renewal bl ock on the recording
medium said renewing step also deleting the detected key renewal bl ock
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renewing step further includes a step of undertaking, in case the latest usable one of
the key renewal blocks stored on said recording medium and the key renewal block
owned by the information recording or reproducing device itself is the key renewal
block stored on said recording medium, and the latest key renewal block has as yet not
been stored in the memory means of the information recording or reproducing device,
the processing of writing said latest key renewal block in the memory means of the
recording and/or reproducing device itself .

37. The encrypting key renewing method according to claim 35 wherein said
renewing step further includes a step of detecting such a one of the key renewal blocks
stored in the recording medium, not used in detecting any content data stored on said
recording medium and which is not the latest key renewal block on the recording
medium, said renewing step also deleting the detected key renewal block from the

recording medium.

38. A computer program for having a computer system execute encryption key



91 renewal processing in an infonnation recording or reproducing device
for recording or reproducing the information for a recordi ng nedi um
hol di g a node key unique to each node formng a hierarchical tree
starticture having a plural nunber of information recording devices
operating as | eaves, and a | eaf key Pﬂique to each information recording
devi ce, said conputer programincluding: a detection step of detecting the
| at est usagie key renewal. bl ock, of the,new versjon of Lhefkeg r enewal

bl ocksTeHEWal BreRFseing 1h Angniermatiptyecarding orpepradpcing desice far 5qording eq i n
the nenory neans of the recording or reproducing device itself, and a

r enewadr mpepduding tikemtfermatipn for aceserding mMeahwst holding anodé keaemkgye teenewal
block is the key renewal block stored in a nmenory neans of the infonnation
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recording device, said computer program including:

a detection step of detecting the latest usable key renewal block of the new
version of the key renewal blocks stored on the recording medium and the key renewal
block stored in the memory means of the recording or reproducing device itself; and

arenewal step of undertaking, in case the latest version of the key renewal block
1s the key renewal block stored in a memory means of the information recording or
reproducing device itself and the key renewal block of the new version has not been

stored on the recording medium, the writing of said key renewal block of the new

version on said recording medium.



