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SECURE PAYMENT SYSTEM FI ELD OF THE | NVENTI ON The
invention relates to the authentication of users for
wo b@spsesppose of conducting, e.g. financial PCT/AU2004/001663

transactions, and nore specifically to a system
met hod and apparatus by which transacti ons between two
physical ly sepa i ver a public
dat a net work suc§31é Rﬁ%ﬁ%%@ﬁe can e secured.
BACKGROUND OF THE | NVENTI ON The systens to secure
a rII_.EPt I nternet have been inproved since

FlEL‘hwé EJS‘S’E’#\‘&H the md 1990's to the point where
d'TI%ter\)ér{tféhaFéélte%rf%dtﬁe foatieh GFSud&i! Ry %Ne@epﬁﬁl‘do\ée of

%@ Jsierft
with that of other er Not Present
conducting,a gi ﬂnancmldmmctlonamobmqua spesifiaaliy toga slystenesmethod

and PEpARils S8 PHFE vibAoforte, BRI WG PR oyl parties

conneetsl overd bNindﬂétla&?é@Jvoﬂd‘ SULHES IR In€stRbL 68768 secured.
Attenpts to increase the custoner's perception of

BACMQQND QF THRINYENEIQY re-i nbursenment for contested
¥ SRR S e o, LR PG e

sincerthaih ardeiptlba\/la thetmidi &19910 sdoehtasuirt whees eliliettly aelﬁted credit
ran ctlo cau ar nable to suppo t he
card a5 e ADRVBSIRITY Wi Hsnt Qe CRERIGeRal Baesant{CNP)

trans‘é%ﬁbﬁé‘e%MIérCIQBR‘?ﬁhnﬁéﬁ)ﬁéﬁcﬁﬁ{; Hthes! HARHoBERSMBRISE with a

or fraudulently hat exi st are
dispaygta meastia foasrs Qm&e@hoaseanﬂfraw\tmndmnscwhm gsulted in a
he | nternet. ,are processed. The custoner
cons%@gﬁgﬂ %Mg 89?’8& CPB*'?%C%rchant all of the
reAteefﬂpts dey alricﬁeéé‘e t iR fc@ﬁbﬁ‘ﬁ!ﬂs CpérdeptioniClbfassecurity, by
Primary Account Nunber (PAN), exp |r¥ date, etc - which
guaranigsing fenikussemant fop pwﬁS@ﬂar@& t Aansaetiens, t hips merely

exac&ﬁfeﬂ FS Sﬁ%g%‘? ffom Ghe ! bér B%m. . Iql\g%(r%l( kel tﬁ%%m?lheé online

a paynent reques ncludes
merodnaatsn havé swntmiyamntaodep’earice dsfocreue dairdh alran'sabtions because they
s their ccount

I
are Griabi ko' S5 Bert 076, eskmaied HOP-RAYB TN o IGaRHRdbat seissodiated with
cust&ﬁe&emqb%n%w%ﬁga&ﬁﬁ@henﬁér lﬁé]?'orr frfdu%féﬁtl?l on

institutions. The nmerchant's 11 nanc institu ‘
r efhe pmblems dsat e¥dst/arguayistengaticaakinet methcxbrﬂnd eonventions by

i34 BB ek Bk Pl RRR L i ofbuires t
provigerte the enerdadntoall bhheCietdvaime Hetails of their payment card — such as
Primary Account Number (PAN), expiry date, etc — which enables the merchant to
then charge the fee to this card. The mechanics of this payment involve the
merchant sending a payment request that includes the customer's payment
details to the financial institution that holds their bank account, or to a financial
service provider who facilitates the connection between merchants and their
financial institutions. The merchant’s financial institution, referred to as the
Acquiring bank, then sends an authorization message to the financial institution
that issued the payment card, the details of which were provided by the customer.
This message is sent through an inter-bank network, usually maintained by a third
party such as a large payment card authority such as MasterCard, VISA or other
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This message is sent through an inter-bank network,

usually maintained by a third party such as a | arge
w@aopsesasocar d aut hority such as MasterCard, VIBA/AD2004/001663

ot her provi der. The fi nanci ? institution that issued

the paynment card is identified by the first 6 digits

prowc%rr 'I*H‘ae f(?ralﬁ;fé]t |ﬁ§ﬁftﬂloﬂl{ﬂ?ﬁfssu5@?ﬁ\é‘ 8332‘@?\? cBr'ls lhéﬁﬁ’ﬁﬁd by the

ere to ensure th

first @ hliglts‘,ebfaths pawvemtedarkjonumﬂrekwwnta&)yhe @rduﬁsmerNumber
BIN genui nely belong to that custoner, and have not been
(BIN){'y audul ently obtained. t is this |nabi lity to confirm

tp{%\nﬁv%?emé’reoﬁstrh? A8y UBl eR¥mer tiRdt tHee duaits tdﬁ@\hded to the
| eads to such a high percentage of 'charge backs'

mercmamrmathe customtasrgenuieely helongfo thaticeistararr, rdhaaye Pﬂt been

t T
rauc i LHIRERH L0 BRBINY rerigh R g e sl
ownePdTst@Bt cardotiatoleadBeio sact e higraipeerentage adf ‘ahaa;;e backs or

signature - the noney is refunded to the cust
transaetionserwheret et cegiomert lenies stakeigst Badr dNa Tréasac'“on

Tradlgbﬁﬁ (ylf,] AR UL S EG ?%ﬁ‘g %éfsz?r’ﬂl%nkﬁtsﬁ pdpcﬁérfﬁ&tchant is unable

ecause 0 he t eir card
to préeératl beoofThﬁ ﬂ'\eineémthoanatamcerswbj‘r |a$gat h@natwras-ad‘ln& gnoney is
after th

refunpﬁé ée d?er‘ PVStBFXQ'ﬁ %%HQP@ ﬁ%ﬁ@?nﬁg\&%g FoYe tﬁaﬂﬁs ner chant s
”@d&&h@(@&@é@lﬁé@eﬁfraﬁéﬁé@d’%nﬁ? aflﬁklﬁgﬂmeh‘iet payment options

ostensibly to stream ine repeat purchases for the
becausm@tuﬁmr ofsthe theftef theinpar @eiadeoﬁlaﬁl%tthefa@anwcur during the

the cri t deed [
ranehBidF el 0 PREE, AP LA chBLRSon oty tne
merchBats WdloBlopss NRity menchars S’néilm@mtlatd’daéeou’gbustomer card
transactions that result from such a t}\ol en card'

detailse oskanaigEdoLREREMIpe TROCRE PURAIASSS 196 IPRCCHAUAIRI 280 these
datat?ése%ol!) %)rﬁQ atﬁ%‘éﬁbﬁq?@egé‘ 1 HRe RHHIREI BhttRitdl NhaGed it is this

'S en I SCoUurage nmany consuners.
pers@tefﬂbe rmofa e rrmdsbdmes’s C rsemsltwbosafanmlchs dhat nfrightens many

US6, 098, 053, UsS2002/,0123972 003 400 ,
consiSgiR 1% G307 GANOUG 20836115 YA 1900 Tody S0 Ao pfgy card
may tb% Sﬁgﬁﬁéae Acl AolUiheOmekrhdritl thePinebheanience réfedting sogcoupled

It ona EFTPOS functionality into the |nternet

with ptherrbutden afaobiainings@ dunesrds iseepobghai® diseyage many
const hatr i nvol ve the use of an EFTPOS device that is held
HA¥'Srai nt ai ned by the custoner for the purposes of

'T;'&;sﬂ!émg S@@Jrﬁnﬁmﬁdtgnfsubh tadse miesehmheclm;edwom /86,098,053,
US2002/0123972A1, U82806)3r;85400(§)4,&/1 US2002/0077978A1, and
US2003/0154139A1 have attempted to provide a solution to this problem by
integrating traditional EFTPOS functionality into the Internet payment arena. In
these documents methods are taught that involve the use of an EFTPOS device
that is held and maintained by the customer for the purposes of making a secure
payment to the merchant without fear of fraud. As the customer's payment
details are not passed to the merchant, or passed to the merchant only in
encrypted form, there is no risk that they will be compromised, at any stage.
However, these systems require fundamental changes to the interaction between
customer, merchant, and the banking institutions. The merchant is required to
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details are not passed to the nerchant, or passed to
the nmerchant only in encrypted form there is no risk
w0 bas/osd8ey Wil | be conprom sed, at any stage. POIBUZN04/001663
these systenms require fundagrental changes to the
i nteraction between custoner, nerchant, and the

banki.ng, L pastlputi h h ' i .
NSRS OBl BBERLAR Mkt e e
merch&htadridois hicquipet iersmobed frenc tientransaktians Aogeverwithout the

rempved fromthe transaction. Ho i thout, the.. . .
suppert; 9h e mgrehaptsdhere; s ggln%)c??é}tye;ﬂfg\r/ﬁlraé icﬂg on:ejt;,'@t p%;tlcnpate in

the sﬁ%@wg ;@%ﬁnﬁ %&’ﬁ{érbﬁéﬂa&?p it {efe Y Pbastdmd8etheVéddlomer

ant support there I's no systemfor the
to takaupadrier Convexkelyydhere is nGdneentivsl for theemerghanido alter their

i ncentive for the merchant t | t j
payme Sueria WIRHL i FBRcCer B RLabiecl LARE s, ghanges.
TherdfdfS ang @%@E%vofmﬁﬁﬁrﬁ rs?swm/ facss) arfevdhpicntalachalleyngé o gain
faces a fundanental challenge to gain nonentumin

momeaiukrein aomariet stominaied Lyt an witernativieapar&digm. and thig; Ryoblem

ro % t ake of these systens.
has %Y%tﬁg}ﬂﬁ]%@pgé’k%o?ﬁ@%%gyﬁ Eénfﬁg'pr ovi de the customer with
a fiengativelis othéNsystemd praviderthy dustersed withr a eiregle use PAN,
transaction. This renoves the ri slk associ at

which (gantonly enuseqi o5 file YapgRaans, Tais feapves Zﬁﬁzfvistkhastsrb%iafe"
with #ﬁg{hgb d?%é'c@lgt&jﬁ%ﬁg%gt?ﬂ%t, é§f th@g%r@q{cﬂ LIsreﬁtﬁlScﬁﬁéiH@ﬁhe context

he customer has already pertormed This system
of a $inglenteangastiobhat thre bestomen has areadycpedoinyed hEhis system has

custoner in the transacti whi | e J .
merifo BUFGeRPE e tAPTP G e 4 s OB IT A A EREfof whie
proving Y BEndi ek She ¥ABRIENED Adihaicaiied abevsethechighBeve of scharge

a“key problemin increasing revenues in this field, .
backahgdenesatey stheongndnteroet capImercsyiitia eyepiqbler, in fpereasing

nerch . f [ [ '
ool 1t BEG° ol ) B P B8 ol BBt o e
merdha@t t‘eﬁ{e;é A ?afmi@rt togémtey in fiee mdﬂ;et. Ihesemystams also suffer
correc i de t [
o S5 o AE e SRl 2P SR8 Bidams 10
corr%&él???@%&‘x ??rtdi iﬁ’ceé_r?géf tHé_n§ut5s3il’5Ltét|é?3PANaQ§ ipRIbrigiisd eEhettastomer

nsum ng he high quality
who asitiatedibe trandactioni fAlesatians tocthesedanking sysiemsuare gestly and

i L S 558 R L S EOBREAG) Gl
that %Ué*‘tkbesbf%‘t.en%d/iﬁ@ﬁéilf% heesySé@tBms arexpesmhpdtible with some
0

a single card nunber r many transactions. Finall %
merchant cpyichase seftware  Giich @sudheig ol wlielkar gystemsy) where the

custB5 B Bl FEPHBRETFRls PRk 1y Wahsaggons. Finay
the tigtbinerti®dimited to using only cards that provide this replacement PAN
facility for any transaction that they perform on the internet. This limits the
purchase and payment choices of the consumer, therefore reducing the appeal of
Internet commerce to them.

A similar system is disclosed in US patent application no.
2003/0195842A1, however the system described therein is further limited in its
application by necessitating the use of stored value payment cards by the

customer.
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pur chase and paynent choi ces of the consuner,
therefore reducing the appeal of Internet commerce to

W b@s052805i mi | ar systemis disclosed in US patRei/AU2004/001663
application no. 2003/0195842A1 , however the system
described therein is further Iimted inits

p%ﬁgﬁt’ﬁ%ﬁaayfg SERaMG Bf ritmief FratisfofineisdaBght!s) US patent

appn@m@nrnmg.ls?oo@mgﬁremp\n anfds tsiystesn weqmeefgan inlerrosdiary party,
atent application no. US2003/ 0097343A1 S
referregqm 85 2o RTOCRSSINB dFAHIP: plor BF 22 rgAUt, HHQUQM WhiEn the

trans?ﬁ%e%' EShdiRAeEE Cgsf@)?ﬁera%eéuﬁﬁlndé“ brovilet! &y wedabing the

e transaction is conducted. Customer security is
exposurevofdeustomers’dpaymgnt HetaﬂSp’f@sa reingle trusiedrparty, rather than a

ntd allst aS|ngI r t
pluraﬁy O r mqr{: qwever, %25&89} Eﬁfsrﬁlérl @Eﬁ&rs AR the

requn%n‘?ér'\tafdr)’a %yéfeeﬁs\mfd@oﬁaida@gmesmﬁnam rrfed:lnoda btyywhmhn Internet
wi de paradigm shift in the nmethod by which Internet

paymenjsrera Magdee nade. US patent no. 5,809,143 teaches the

uﬁgé@"\t ?ﬁc o' ﬁ%éfqﬁg%%&ésofhe' a déébf‘ SlsccBeTRE yard for Internet

I's SysS Fovi des secure en
comniérice h@hdaﬂlomi or ffats mystenmcproaxiascseaute rajmtyelof agard holder
PIN. However, chani sns f wth t

informghem e P8 ATSHEG ORBE 255i AIN: AddPPEtR TG MERaANEmS for

mter%c?i%H' rvﬁffﬁ”l‘hef Ohefchifft OBAET HitERAMBHEAL AgHIA. mZv‘;i\l‘ilaltlonally, the
the application of this systemin the pre

reqummenbfunmsecmadmyomﬂgwnlqah@n@ rmeans figuig th@@ﬁ?'@?ﬂ@%mf this
can gr ovide benefjt to all involved parties -

SySte@l‘Jg}gWeP ARE SAMFYTMEAY fi nancial institutions - and

t rdcopdinghe thleid &y adneedl fepal syetemntiediczine psovide benefit to all
act any party other than the custoner who us a hte
invols partiest— pestomaereMrrehant aggj fe@ancia! infitulipnssspnd that can be

deplda&dﬁ%hfi?%g@ﬁ%cgrll ?'a??/l?ﬁ‘é'nﬁg @nﬁnﬁ&t SHy ‘:Paf]rtyasother than the

CUStcgﬁQIOth usesitee systbrﬁ’l N, provided by a user of a public
at a net

ailb ke MeeRER a0 FPBST S PrestRvantcl fo Biyjd€ et and
systé?hls@"za?é s tli%fcagi?llﬁgirc]ﬂ@lﬁyﬁ] C%nggglﬁtﬁon agligh s &Bétw.\rﬂdﬁlﬂnbér and
o explain the contex
PIN, gfrovidedi hy emtuser. of ashoblicl deta netwoskesuets agnthe lntemet that
mltlgBFqsot?\eaa nre%ﬁ%éh@?é’d Blodibiis BHAE pibr A med part of the
Any discussion of documents, devices, acts or knowledge in this
specification is included to explain the context of the invention. It should not be
taken as an admission that any of the material formed part of the prior art base or
the common general knowledge in the relevant art on or before the priority date of

the claims herein.

SUMMARY OF THE INVENTION

In one aspect the present invention provides a system for the
authentication by a card-issuing financial institution of identifying information of a
card-holding user of a public data network, including:

a secure data entry device connected to the public data network; and
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the conmmon general know edge in the relevant art on or
before the priority date of the clains herein. SUWARY
W@EOFHIRSVINVENTI ON n one aspect the present i nvRCI/AUZ004/001663
provi des a systemfor the authentication by a
card-issuing financial institution of identifying

i nformation of - hol di ' .

nBtdEPRaY; Vl'ci?d??]@%. cgege{coulfﬂeég el g%fta} &eg}degékcéngatﬁaa private
data FEtVRBE USEd For tidieniittingi medabges betwedn financiabastiutipns;

devi ce connected to the public, data networ

3 dt

priheseie thasgchia dRipienkdavie NCHYST MEPAY l*ﬂ@@?aﬁ%sfam enter
. . S i + e' . . . .
o ALY 2, [0 B e unprrasEnuton
and rhéans ifcbw?_agsmitﬁmg tieet icdbentifying odounatioyudnl sogeedre wanger over

i Ssuin i.nanci institutjon, and f
the p‘t‘*?'%@?ﬁt’ltha&tﬁgh?@@fﬁ\”ﬁ)’i%'?er\fa&dnan‘ts?gﬁ i gra secure

”W?ié‘?éinqnsgqa&é\ﬁa@abhbé HallRicRaheans féotrahsmitie Way identifying

_ device; and wherein the gateway device includes neans
information tatericatd-isguingdinaedial institgiamasd fat reeeiyipgt3 approval

B T
i DHereby it appedval hespohsatprovidee authentidationhet tey idemdifying

] approval response provides authentication of the
informarden by jhe gaichiseving finemnass! IpSEUBAR-4- i ssui ng fi nanci al

[ [ N4 AC LN y BFyR

[ %fcabtr?towwﬁg tp‘ﬁf r?r%?i %lr@éggé%qggrﬁbﬁol der hlhg)ggtdggna?f aa card
holdgrdbcatedfatupointstpurehetse farooteafiigmpanyhpoint of sale twobgyerified

verifjed by fhe card-issuing financial i [ [ '
by the GeichieUREr AN drS LR T 2usral Roragter over'® Bublle data
netwbikef erably, the public data network is the Internet.

he secure data entry device may be connected to the

ghLRrbfer_anrt thenpublisr datai aetwerkuisdhedniaspebnaheaeyig fata entry
. The privat t ' .

ceviclL ol "L L P D {930 154 ersona
complaép. The private data network may be provided via a

dedi cat ed net K
C s ATVl S TERBe RPY b AR dBIST R Rebork Gted for the

trans@%ﬁr@{l gf"tégéf(cﬁb%ic i sBELIYAL Bafipl ATRE Ydte ”@dtabﬁeﬁv%rk may be

e network provided via a host publi
providetiavia e wedicatdth echwsitk mperateddfor dheeseler kurpaseef ¢enrducting

suc:hI glte%{rgﬁltc' transactions. Alternatively, the private data network may be a
virtual private network provided via a host public data network. The host public
data network may be the Internet.

The secure data entry device preferably includes a card reader for reading
relevant information stored on the user's card. The card reader may be able to
read ISO 7816 ‘smart card’ or ISO 7811 ‘mag stripe’ type cards, and is preferably
able to read both types of cards.

Preferably, the secure data entry device also includes a keypad to enable
the user to enter data into the system. Data entered by the user may include a
Personal ldentification number associated with the card.

The identifying information preferably includes one or more of: the Primary

Account Number associated with the card; the expiry date of the card; and the
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The secure data entry device preferably includes a
card reader for reading relevant information stored on

wo b@sossnl s card. The card reader may be abl e POT/AB284/001663
| SO 7816 'smart card' or | 781 'mag stripe' type

cargs, gndfis greferﬁbly able to read both types of
cards. . . i
user§ B Sanal IR Aln 1B USSR R TR oY, A5y Reousty

by endBlRgt iR BY¥&t RIMpréWba i aifeemation Her ueentizationcinudesecure
a Personal ldentification nunber associated wt,

manngirat. a Peinti ofepurch@sadhah neaynee; imefeeiremasny Rorﬂl'é]q tagg'g"e: the
one . i i
systeff SRR i 4 oLl af §RopP gl atal oapep i ahe dard a

_ e card; an
the pbiteespurchaBer sonal Identification Nunber associated

w_th the card. A t ly, b bl.
o JESTNG nGHRI T R hURDRRUIsE, Ufeh 4 stdhdard

transrégfr?%’rg ng@f%%%f fofthal Rthphiarit! toP 1508583t MRvefdY P the 1ISO 8583

_ _ any point of sale, the systemis able to
messayef iise istenepok aan'©2007 finarcialk presentiaenianessags; a1d aRe0104’
card at the point of purchase. The identifying
auther, Pﬁﬁf“?%??df%ay be transnitted using a standard

t rees galdvidy BBGisa0prdierdo sommdladés hoedrBOf@5S&ansmitting the
Pr ef ergablvgl)éyt he I809858336r$yessage used |s one_of: J

approm(gespepmseatmm s@eursefaireaptcleyicse. ImAgPTafered Gbodiment,

aut hor i,sat i e. hee I

the §pal18] 3R GREVBERRY gl IACIGHBY eanserd BERURG! rom the

approgsinpesgensevétifiabie qroef thatt dhe musiordens wentifying information has
erred enbodi ment,. the secure dat devi c

f
beer! avibREHCAIRG RIS GATAHSSHOE THATCAN e Rrideh-+ HoepPEuay be an
authlélgtiérﬁi’ii%ﬁedé‘tg rBIf)#l@QJ:cﬁ'\sﬁ’étﬁq]of Bata E&@pEtsd MMBIseécure manner from

ITyrng 1nformation has been_authenticated by the
the aymrovalsent fronf theacaicrissuing bank.i dhe data hiedomayaRe pewhole or

vun S ARS8, S50l o 48080 Bt ey
sord 839 s hesenn eenhaedsan b o0k my be ¢
encr 1on O
cioun hsachon P oot o JOELE, e BT e
i t t i .
sl T S TRk S Spnl vl £ o th o

of pifdhage thetirhantbee usedoin stibséquentetransactionst withaethesl devices

owner of the card at the point of purchase that may be
havipg ke ?h"'%@s\@ﬂﬁémepf sactions with other devices

hay Q% 4rhEuIahy prdtertel ¥Rdddimehe thEO®dteway device also includes
means to generate a replacement card number upon receipt of the approval
response from the card-issuing institution. The replacement card number may be
transmitted to the secure data entry device over the public data network. The
replacement card number may then be used in a subsequent payment
transaction conducted over the public data network. Advantageously, in
accordance with the invention actual card details are never transmitted over the
network in an insecure manner, or provided to a merchant or other online
operator, thus providing for greater security of card details and enhanced
consumer confidence in the system.
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n a particularly preferred enmbodinent, the gateway
devi ce al so includes neans to generate a repl acenent
weandosasober upon recei pt of the approval respRCEaUL001663
the card-issuing institutien. The repl acenent card
gun‘_oer may be transmitted to the secure data entry
4P TEaREEeRt Faft Buirbe fady e BEhraed ByhaRaqg R use in 2
singléAgt@éﬁ@dtt ibAn lCNténﬁtMalwvmet neplpoeiment deaakd n@um%ek. may be
. Advant ageou , in accordance with the invention
maintgiiggsan 5?%53%;’5?‘“’“8%"@1 B¥St ransmitted over the
n pﬁféf'nérﬂaﬁﬁ SRSIRC \&F € TRAYRdctio?!, IRERIirftEbried of more of the
nmerchant or “other online operator, thus providing for
transgmte:?t amosiat and taymefrchant ddeiptificationa mpe Alsenke dranshtiad to the
conf,i dence .in the syste e a
gatenz dees B PR e Hald Sy AR TRl Sald rppRmentary
details' B IAHshifled Ab ties Batewss devickenthe tansaetion ceessage carrying
~nhunber may be naintained and used for nultiple
the lmr)%@tﬂf@’mtl%ppl enentary details of a transaction,
i ncl_u i i
ml«rﬁ &ghﬁ%y%@ﬁt ﬁnﬁf%@%@ eﬂfb&c‘i‘i%é&f’t%é@&hl@rl'dé’r'iﬁﬂd:‘&'hoﬁtﬂgumber of

I on, may SO be transmtted

the r%ﬁlé%:@ﬂéﬂ%d%ber inaythiees elected sdal zbhatrthe;paymm_éransaction

s roulad EURT s GRIRNANE Ber e i e chrbate e mete@ Befdr&being

sent ?&‘ﬂgé/ bQ&-EEﬁ%\ggﬁP&dcﬁMiﬁ&itﬂjﬂbﬁf Rtdragtively aiheaBahk Utientification
preferred e [

ment the Bank ldentification Nunber of
Numbéeof thel repacement nagd mymixer may heeselectad such that the fayment

ransgdfote¥ ieriesl Bt i Bl KB TEOMBIC P I, Hatdag btice by
identﬁ?inbhmecgél@waﬁééﬂﬂefésﬂan@éﬁd-iésnliﬁg' ingtitution of the replacement

ternatrvely, the Bank ldentification Nunber of the
card nepigtenent card nunber may be sel ected such that the

e ol e otk oGS RRREt! Heldes bRy S féfetaeiving

payn@&ite tansdetiors enassagesarfbnns the ngrivatet idadai oatwerks hmeans for

repl acenent card nunber. .Preferabl th o
modieog ECPAPE RAYTeIR) {iaesscikn resgRobs. BNt REER% b, fransmiting
said ! : nﬁ@rftsi‘%%aﬁﬁdﬁn ashhb¥ate thet aanalivsuitg financial

neans for difying recei ved paynent transaction

institutios agherebyribergaieway sleviceairsablet forgubsiiteragdial ard numbers
or BRAEE ) SAREDE s TGRSR v SPEfal ARt ransacton
mes88yés {odtheWard idsuing Anangidl ipatittionnber s

In a particularly preferred embodiment, the gateway device further includes
a database of replacement card numbers including corresponding actual card
numbers and supplementary transaction details.

In another aspect, the invention provides a method for the authentication
by a card-issuing financial institution of identifying information of a card-holding
user of a public data network, including the steps of:

providing a secure data entry device connected to the public data network;

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial

institutions;
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for replacenment card nunbers before transmtting
recei ved paynent transaction nessages to the
w@a00d/05238ui ng financial institution. n a partiPCi/apRop4/001663
preferred enbodi ment, the gateway device further
incI udes a dat abase of replacenent card nunbers

54 BB, o & BUSHE Soabh oy o car
issunﬁgﬁﬁnarrmalnhstauthm Mo thesssecumt datd drdry déndceut henti cati on
PINCTEAEEA AR RIS S T T W
data gg{vmklfo tﬁ@ggﬂéw dVig;steps of : providing a secure

ata entry devicé connected to the public data

nétansmiittingr dlé didentifyingt évaymeatieon céo c theeeargdisswinghdinancial

public data network and to a private data network used
'nSt't'f'tbqn @nsni tting nessages between financi al

| netdiling AN BpphevalTespeniefror theesdrdtissuipgi firfaproiatinstitution
of a card issued by the card issuing financial
over thesprivajeidata natwprkhe secure data entry device;

”vﬂ{bsrgb 4ha I?Svélq Bbod oliREe" tfbnaofs?r?é“id’entlfylng
1ERROlRE Bolifee dTRhehfid

mehner SOVer et wor e gat ewa
inforrﬂﬁtlmﬁy éhe @afdnssulnlggﬂrtdmelaldasﬂtuflgm ng information to
the card-jssuin anci al. insti.tuti d
arlny§hpBYther Pé@%@n{f@ Ve RTiPR PreYgs @%‘ﬂ%%%ﬁﬁép aratus
for uéé‘?ﬁ bté;}s'téiﬂ 8V fHle é@ﬁeﬁﬁéé{ﬁéﬁ ?3& BaRflesbirg fIM\é}%lﬁlbiV\sfnﬂ‘umon of

appr ov response provides authentication of
identifgiagtinfoymatjon of eroand-holding uses of arutilicslata @ettwcn@mapblﬂmg

o riRltac or B Ecq@Pdont prBRgRla nedorkoy “Uee T

syakans far thehisenusd kewdr idlintityind yhfarrmation iof sucand issued by the
financial institution of identifying information of a
finangial inshigutting user of a public data network incl uding:

ner}gﬁéﬁée raﬁfﬁngn?ﬁtl {h%%épgﬁnﬁ@ i noﬂﬁQ’ubﬁ i &l Sedifk WRAKner over

use 0 en yirng information o
the pubtierdhta setecrkily a gatdwamdeum:le thaSincﬂumIes; meaneafios tlfamlsmlttmg

t tt h
the TPl elaS I e 5 BSR4 oB 51 Feceving
an aﬁ?i’d\%‘? E5FndeNfbindfe %&sﬁﬁfg tih@nsigl Istiigidnever the private
ent| y| ng information to the card-issuing financial
datainedwotkyt i on and for receiving
whereby the approval response provides authentication of the identifying

information by the card-issuing financial institution.

The invention further provides a process for the authentication, by a card-
issuing financial institution, of identifying information of a card-holding user of a
public data network, the process including the following steps:

providing a secure data entry device connected to the public data network;
and

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial

institutions;
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an approval response fromthe card-issuing financial
institution over the private data network; whereby the
W@pPsosah1 r esponse provi des aut henti cati on of PEEAU2004/001663
identifying informati on by he card-issuing financi al
institution. The invention further provides a process

for the. .authenticat. . car dj ' | ' :
| Herbit g e Jpe B elahetichy ot 2 SR LU pleriRR DBk the pubic
dataﬁ@mbrh%mél?amydévi@e;publ ic data network, the
process including the follow ng steps; providing a .. .
sdansaiiinga tat fﬂ@(ﬁ‘@e"ﬁ@ﬁﬁ@%i’@dt oth%ecﬁ@oﬁsﬁa'ngatfﬁ‘anc'al
et A ; and providing a gateway device connected to
msht{l‘tﬁt{eﬁ’,\%{? lic data network and to a private data network
useckifioy am approvali regporses digen thet cardrissuingrfinagicial institution
i nsti.tyti ns;tm}s(mtti ng the identifying information
over {h¢ privaie A RE »over the public data network to the
gafrrualy 98 difbroldlaRspbhdd Holidesi slaAbhfivatitt of the jdentifying

information to the card-issuing financial institution;
information by éhe icard-msungdinangial iasifuiiee. from t he
card-issuing financial institution over the private
dat a network; whereby the approval response provides
aut hentication of the identifying information by the

card-issuing financial institution. BR EF DESCRI PTI ON
BR'E&W&@WA&I@FFWEMAMQ s and advantages of the

pr ' [ ' afpRA i< N: . ,
f oﬁﬁ%n%&@%r% Ygé;r\{la SP&%%Q?) écr r edbgﬁeodé [ Ir?‘e’%ﬁ go%fwwhtéecome
appairenteint ﬁhﬁrﬁpllmﬁvirrgwdesmiptbnmﬁ préfemedezmbbdinuenisi afethednvention,
imt e, scope of the inyvention.or any of th . .
whichsBeul Rt SRS, ok " HSRHL B 4Rl BB aipe’ B the nvention o
any i@ﬁ%ﬁ%:ﬂgEEec‘i!:Yinbhsté%‘rﬁé@tlﬁpePfréférF@d PRI AEN S Grelr @eddribed with

gure 1 illustrates an enbodi nent of a

referencatethauacennapanyingdeawings dawhiehii n accordance with
t re t . Javention. Eigurn .
oDl B4 B SiiodfBl B AR SRR e S covic
in adebRiEnceivAEN &8 prlesent idventiena bl ock di agram of an
enbodi nent of a gateway device in . . .

Figure 2 shows the secure data entry device of Figure 1 in the form of a
functional block diagram;

Figure 3 is a block diagram of an embodiment of a gateway device in
accordance with the present invention;

Figure 4 illustrates a system for conducting a secure transaction between a
customer and a merchant in accordance with a preferred embodiment the present
invention; and

Figure 5 is a flow diagram illustrating the steps that may be carried out in

the course of a transaction within the system of Figure 4.

DESCRIPTION OF PREFERRED EMBODIMENT

Figure 1 provides an illustration of an embodiment of a secure data entry
device, also referred to herein as a Point of Payment, or PoP, device. Figure 2
represents this device as a logical block diagram of its composite parts.
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accordance with the present invention; Figure 4
illustrates a system for conducting a secure

wao ea@nssasti on bet ween a custoner and a nmer chant PETAU2004/001663
accordance with a preferr enbodi nent the present
invention; and Figure 5 is a flow diagramillustrating

t S S {

WS EETRIE 1T 6 Bt o ey FAERR BlogBicosing
unit Eﬁl%lz Bk Rl 57 BkEYIdN\G, &idigplay 4, armiladeﬁteaface 7 providing for
the ra@SSSIOTPEAAReHE PONST PGS B A5 BB meuter
8. Tl?é i c%? echﬁ‘érxﬁn%Ié SPEBREALS pibReff hieffads stich as a

gl ca |agram I't's conposite parts. The PoP
USBd:emneethh is a low cost secure product that includes a
DI B3P 06 1 e SaXU5b ol Pypnt nformation
from t & A\ ftbmer 0Bueh datpa tpeaver degtiteeihd Irmerdenalc ddertification
a Personal Computer 8. The interface 7 may be,

Numbea(RINg, and engnpding these gatilafor thedr ﬁa@wesh%mﬁ%’t £p gggmote
onpe |

dovicor B Y TRE SFRATH Tod PO BRREP bt Phesd s used

by théﬂ?fd@dévmerddm@kﬂyamI$068563Personal | dentification

SR eréranabie o 38 Y8 AseRn il Sdriod Shal Brbfces the
contr‘é‘:ﬂ‘gﬂg> é;&gbnlé Qforﬁﬁ% rr¥ﬁ’|§n‘é?ﬁerﬂ§ f 'iﬁésc?é&ﬁcé o4 fBM §s 8dAftolling the

evice co to SO 8583. The processing unit
keypad] s:ilspiaya,swdbbgrd)fread@"ctamﬂwlprsvndhag farothalescure storage of

oncr ARl S SR S B0l YL SRR gk 2 sine

integfated bﬁé\ﬂf—‘f butaf’t‘]I nﬁtiy)\doﬁm@ﬂ dfoan t Aeseedly QJfSpI@ysi@lyOfseparate
encryptlon preferred enbodi nent,

'”tegpa’@d@@“ﬁg Oﬂﬁ%er@l&@r@l@s PaGS SUE BSgiransistors aed.'@glcmtes
: ang@¥gf00 g&%l T 518 aQe&‘%é SRRl 02 r Wn@%éﬂhf&%ﬂah%ﬁ)rmatlon

or other el ec ronirc parts such
fromtd @Uéﬂoﬁﬁ@fsspaylﬂehbgam @adaaay Heecoasttuctealdmr sppart camlis with

embadder elprbionics,ayatAe baeiha RTAY R Lm0 A B siar card
sandi9 L S PRSI kpelecatgs oty g vor
faces 4o dold hﬂormatmesscroasysa eheomplianti'pagostripeecayds. In the
prefe?r%cp gg{pédPrglﬁﬁt tdﬁégggc{ t%aggr @ﬁggﬁgﬁﬁ%ﬁgsa% C‘J}ngrct cla%) and said
‘mag stripe’ card types.

The keypad 6 is used for user interaction with the system. It consists of a
number of keys that allow the user to perform actions including the entry of
numeric digits, and the acceptance or cancellation of entries. The keypad 6 may
also support character based input, and is constructed and scanned in a manner
that ensures the security and integrity of the user input. The keypad 6 may also
support the use of additional ‘function’ keys whose function is dictated by the
status and operation of the software application being executed by the processing

device 3.
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preferred enbodi nent, the card reader 5 supports both
said 'smart card' and said 'mag stripe' card types.
wab@sksagpad 6 is used for user interaction w tPCT/AB2004/001663
system t consists of a n er of keys that allow the
user to performactions including the entry of nuneric

dil@i t d . ' i .
Sl gl PSS B 0B RIGE 950 e
and i eurictiononit thec prsferrad eselbodieteritntiee wisplay cohaists of a Liquid

CrystahDiapigy e RugArable, SLaisPBYITY Al icask 20PWs i & shalapters.
;?W@fttjh%rb&nkﬁdi%ﬁf@%ﬁ\é PBﬁtdéiﬂcf:é% SiLEALIBSedWithive a casing 2,

atus and operation of the software application being
prefeeatsly unade tion e ipespensive plagdic alio. Brcutity phegsures such as

tampBE SVcER G RS iRk oy kg BhaPSe Rt fito the
devicbh_ﬁnéiio‘é\l@h@’td?EféSﬁeﬁt singlithdriseduaccdssytst tHe Bompoagnts, such as

which is capable of displaying at | east 2 rows of 8
the keppadqreprocessing gevicke SURPSRAWHRY Hreasigepdse Jedrrements of

the figéﬁgzi%g@sgﬁﬁ%nytb r\‘/@/lﬂ?l‘? tﬁée‘?o?’gdégicgrrﬁﬁ adhedrasif éféjgésential
pensive plastic alloy. "Security nmeasures suc
for thesdéviopas aecepteihec?|Nsatiaé arel etssotiated withdcustomer cards. Said

SN N O T STy
LL@%&'%V Badh&is o qsseal Bﬁcﬂgc]!’lbt@‘?amsklf:% Rfeay Wevice 12, also

ures are requitTenents he fi nancCi al
referietsta hetdinas a Bolrhgatewalie whish i goorectgdttodanthdbe lateanet 10

are_essential for the_devige,to acc .1 he P
and & '8 %cfi%tl%e&'_egx\ﬁ'?% géstu(? rf%'értg@sq@gﬁ"ﬁﬁnﬁgé\%‘%&%ggh as
transkBtibh Emassdidt ivsaveen fMfariche itdtititibakdemMhdunetwprkhes is also
transaction. Figure 3 shows a |ogical block diagram of

refereecyto brssin sy ae dntep-Basksewark: r éhetdptawayi iRclidey nrgpessing

t ) iLch, i s, t
meafif A" ol ", FUERRTSRS0 LAnIoKSeABEIAL BEfely [na ot
peripiesslapariwarec lwhish texa@estest iaoPoft sazlieatiobel Tietkat controls the

operaaia bip POP@HEIAY 42 31 MRRACERIR S Nop awitch 18 and

a cadBL GWBYr HaGhddesopr ocessi ng neans 20, such as a
m croprocessor and associ ated nenory and ot her

pefheheoakssing dmeans 20 couldxbeursy aystem dbpt iadlewsorfor the
exectfobr o B2 ed TEPREF AR, Cud, SH° P gBhg oS, o
mairfiiRe coflLAdas AltdatiVel, e prSSesHingreaesens?20csilid beea single
Integ?’gyedséisr}':gi? ctJrhc%tmt?ilnlcltci)sAr? o; ?r{antyhghysically separate Integrated Circuits
or logic gates.

The financial host switch 18 is an application that is designed to provide for
the transmission and receipt of messages with a financial institution, including but
not limited to those messages defined by the international financial interchange
standard 1SO 8583.

The card number database 19 is a database of ‘virtual’ card numbers that
have been assigned to card holders for use with one or more transactions.

Figure 4 is a block diagram of a complete transaction system, according to

a presently preferred embodiment of the invention, that illustrates the different
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execution of programred comands, such as a personal,

i ndustrial, or mainfrane conputer. Alternatively, the
w@e@sessing neans 20 coul d be a single |Integrar@dAU2004/001663

Grcuit, or conbination of 4gany physically separate

Integrated Circuits or logic gates. The financial host

padi?@‘tﬁe{t%ré%oﬁ‘éht?a‘ﬂ e & l?l%'hsh?ti&f,%nar{ﬁ% E&wrﬁ’écﬁ’bing%etween
or the transm ssion and recei pt of nessages w Na
thent.i masurnadary ntbeisystenoincluded adiustprbert 9 hatzihg ai semiliré data entry

devige(EPBnGRNIEoL CanterEd) ol Adeic] GarASndnpaibed above, this
conrft@tiBRans8y b broviletpliRb®RecHtomdrst F"é&lsbnéiir@brﬂldm%?_r(ﬁ?). The

that have been assigned to card holders for use w
systemealep inaludes aanergbanbhs, havigaeeviduakstare tbak can dgr agsessed

via fie ufE' £ crid 20 EhbBRentiTe Ty PRERICS Sufen igios the
bankKihd Usddoahesoft the @ndrchasni(Meréhaat AbQlirery e Priiendystdry further
. involved in a transaction, and_the connections between

includge @ cardsisrdingyfinangial isditetian A3|(Gaed Issuars thakholds a banking

acodfif bR RRGHER Y # gBReh, JOMGE 2P ARERN . 11
colmnihet presenthy phefeped\andiecdimientt the custdroverr9 ¢ ey sutistbr and
Co : I [ . ITer. ,

paya P h s AP eEoERa & ER a0l IS Hohetted to a

persbihEédRputet 8 Whttheis sthddiéd o he'dmert 10StTRs cusfdbrér also
whi ch hol ds the banking account of the nerchant

possesses apaymenfwardand assaeiatgtsPiMn f urt her i ncl udes a

Cnife bRt ORI, ce bl n g Thetac £518, yeigtdon.  he

mergifire WagsgssdsLan ltetmRiteaihataliisesa idihdaies payingnt system for
preferred enbodi nent, the custoner 9 is the initiator

the H@&e_ﬁﬁ%@fd'ﬂt%nqtrtéﬁM@ﬁP% agddhisosysiends %Pm%ﬁﬂ@‘_é\i?h@lgh the
el 1050 118 RAPRER S 18 RFGA SRRSO 660 3 PVt Sorvio
provjues tkestsfesilitatpsynteniet camimaroe s soanexdtiad lekchaiits and financial
. .{Eﬁ.rchant 11 is the recipient and payee o f a

InstifulioRSacti on. The merchant possesses an Internet site

t hthe Unekdieiy's@bahRMERT AIRAKRBAN B¥SHRMA&4UiiRE Bank, is the

~ processing of Internet transactions and this systemis
institdionethaé chalds dhgh nershant e rbank aecowd amdc immongeptatk to the

merdig UBE T BFIE 16 ShEP AP0 FEliBL 45 an intr-ban
netwaRk NEC liséd) forethehansfesal of iefsbtonil transddtion idats.. Examples of
such networks are Bank Net which is maintained by MasterCard, and VISA Net
which is maintained by VISA. These networks are the standard method for the
transferral of transactions between physically separate financial institutions, and
as used by the present Internet commerce systems to issue authorisation and
funds transfer requests.

The Card Issuing bank 13 is the financial institution that issued the
payment card to the customer and is also connected to the inter-bank network 15.

The PoP gateway 12 is connected to both the Internet 10 and the inter-
bank network 15 and is involved in both the initial EFTPOS transaction that is
used to confirm the identity and funds of the customer 9, and the standard
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The nmerchant's bank 16, al so known as the Acquiring

Bank, is the institution that holds that nerchant's
whaook/0se8epbunt and is connected to the nerchantPi/auLiee/001663

Internet 10, either directhy or indirectly, and an

i nter-bank network used for the transferral of

i ' ' t f K
oS i Ve s 0BTl St ey

merohiapts Mexquitiicc Bank 16ai Muliipleepaypem gitewayssmayegxishr atsany one

. re the standard nethod for the transferral of . .

time o5 pleYnT HOCREoal BrsuieaPrSe JUEk: B Prdiclal; of service

attadkDfroht iridefing th8 Gysent fithebablé et iBafss possibletittany arbitrary
comerce systens to issue authorisation and funds

PoP ideying aray bguestised taecanmest (e auspepifiaikol patgwapedue to the
! S iaite . _ o

geografiBat Moculish | BH! BArbcAhl | ARUTEheLTUTRAIST Ao Yevice.

Additienalty; khe Poiffeg&eWayahesdnofl Beizs physicalty sdparateé aritity,Heut may

. Internet 10 and the inter bank network 15 and js ., , .
in faph b8 i0iGaratRd BN then BteTbania opyor e deaiRya nsh Tiaiaiained by
the datd YRhhd 8aﬁlgﬁg'e{sfﬁ bhR dfﬂ@ﬁﬁbhéﬁaﬁﬁ‘&stf of the

custoner 9, ¢ he" st andar daut hori sat’i on f_unds
t rigufeed pvidasea tiowitdiagrans &0 6f the taperation efnthev preferred

t he rchant' s Acquiring Bank . | tiple nen
emblyifdli € R ERfEE. Trelfla Bt 507 utligher uifé Sotem may be
used- @89ebtdi®nadhepfcatidt efatustelfer sslaledasimanciinidetaikl for the

service' attack, fromrendering the systeminoperable.

purppses ol so possible that any arbitrary PoP devi ce may

tbetr{ﬁs‘iéhfnggprb%z%f’é‘ﬁﬁ’tﬁghtié@ioﬂ SR hdrparty; gateway due
o the geographrcal Tocation or contractual
arolstagdéme atrep laicesrnd cRaPnamaber that Ak beasdd in, corfjenétadh with

.gat eway. need not be a physically separate entity, but
the IRy ToRSHDSRAUSRY EgPRIGRUCHRSST 108 | nit er bank net wor k
or oista i S%Bl‘é@eﬁﬁn@bﬁfd“ﬁ&nbér 4 redy Bel 524 ch?ggilﬁ%tggw with

a part of its financial host system” Figure 5 p
the invéntion for agruaehaocwrentlydngpegresson of the preferred

enbodi ment_of the invention. .The di agram 500 .

TS ke Rerlaty DSt B, g8, eSufbhe; egingd, above, the
appraptidenépérating mede /ififspBlected 802d Thenaperatingdfiodid & one of:

for the purposes of: transferring proof of

authgpiieriion pracfoAYRIMigneRIdeRUPRPT yePlapemientngr static card number
repdEARE T B8 e ol o AaAef gy qustomer

conj unction W
interpadtiar) asesautomatically nbygthe rceptomense Rersandl MComputémhadr the

procBeding mese of the b davice?” M 1N

In the next step 504 in all modes of operation, the customer enters their
card-identifying information by entering their payment card and PIN into the PoP
device.

To obtain authentication of the customer's identifying information, in the
next step 506 the PoP device communicates the information to the PoP gateway.
In particular, the PoP device 1 provides for the secure transmission of the
customers’ payment details to the PoP gateway 12 over the Internet 10.
Preferably, this security is provided via the encryption of the information, using an
encryption scheme and encryption key maintained within the secure housing of
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the invention for a purchase currently in progress. n

order to performone of the three operations outlined
W@bwsme5280he appropriate operating node i s firsSPCT/AU2004/001663

sel ected 502. The operating,node is one of:

aut henti cati on proof; dynamc card nunber repl acenent;

said g’;saf g%}tlllgﬁ %%Wﬁé C({uggdrﬁ%reyﬁgkmg@ gé‘fé E?éj nBPYGaitible to

any paktgroraddvide egterigalt tonthiel BaPlde\Aine ihmancusénompted form. In the
Per sonal Conputer, or the processing_neans of t he PoP
prefeyesd @@boﬁlmw& thsceneyption aad; Messagerfrrawtdisegpior ampinicate

to séb@%» Shfefd oo s%@@dahagaﬁg\ﬁ@g fngf ﬁé;gﬁghpaetans

r| ng tEelr payment card an o th
are ﬁt&maﬁed @e ab0200' putdimsei ont'0td¥ ohuthwisatishotransaction.  An

sl M rf B v e B g o o
gate%S/We sBleBfidt hBHE ¥ opERRIORABr RV rescht PiaPsheisn.f or
secure transm ssion of the custoners' paynent

delnathlesswhsaquenpemgée&mme EgPog@tevanemrd@mms and forwards

vis GAEhIARRLY b e AL k3 TS bR P sty

re-eﬁdrtlplrf&g aemib/@n esyorimatiind eenmigssage eformtrahsmigdien stec UH@ card
usi ng of said PoP device 1 such that the custoner'

|SSU'r39yh%Wf Fet df Ite a%eédmw%s/éqqn&b%e% dmnm%%ﬁt?yamrova' of the
tar
payrigit GEteRE €'y o iFrRT PIRE GBI B, UK CaERie then an
indicatien dbat fher transactied has beemdeclined is oetandd RoRhgdPeleadevice,
. canf orm C|f|cally t he payrrent

Wh'CBéPgﬂr”@ éa@ &“ﬁg?m%rdgﬂg‘ejg W§S00' purchase or '0104'
autBRevsatif ek bb?ﬁ}%ﬁ@tde@éils are bppiciaid 8) the Edvdsissuing bank,
nmessage is supplied by the PoP device to informthe

thenForthgastapsyarss camied satdat dbe seleise forgratians hieingeelaséed 512

r t a i t sequent step 508, the
on tr%ogsggtoé\%\%?gﬁ%%gje@:&%{bg °§§5§}? rwar ds thi sptransacti on
t oirt e AathéntisstionBrduimiods of therativry, theVvROR eydtéwalPdFansfers
ateway re-encrypting and/or re-formatti %theﬂes%;e i
514 fhp appeayshiren) e %’dt'ﬁ%ﬂ%lbanﬁgﬁhﬂd:@%ﬁ{]? The o device
c k 0 n a h
therC g | 541 drbad s et RO T SLRAARRAN Ahalnd Mstomer

ldentlfymg: uﬁbmﬂro)n, haﬁ@neanawthdntkmtedm Thetproobwill typdcadlyi @ke the
urned to t

form 3 af Athetigetioh datsblock coRusty pliAets fpsteey be ot in a
secltdy WdHnefefrahl Sthar appRivaPVeshtbYrohetkarr dardsissiing Bapk. An
authentication data block may be, for example, generated in the form of a secure
digest of the approval message, such as a whole or truncated encryption of the
approval message. Such encryption may be performed using a secret key stored
securely within the PoP device.

The approval message in combination with the authentication data block
may subsequently be used as proof of authorisation by the card-issuing bank. A
receiving device is able to verify the proof by confirming that an approval
message and authentication block provided to it by the PoP device are valid. If a
symmetric encryption system is used to generate the authentication data block,

then the receiving device requires the same secret key for verification as was



10

15

20

25

30

then further steps are carried out by, the precise
operati ons being selected 512 on the basis of the
webwsossande of operation. n the Authenticati oPCPAT04/001663
node of operation, the PoP;gateway transfers 514 the
approval fromthe card-issul ng bank to the PoP devi ce.

T ' . | '
ol B2 BB B TR 5y R oy oo
distribofeal tathose Securbesm trusieendevieds rbquliirey thiemf vial &hy one of a
o3t e 4 gl W A A o
asyn%ﬁégfceeﬁpﬁﬁé%ggﬁgh{ %ﬁ’%h@é‘&' inS@iich a%@t&QePoP device uses

car entication at a
a priate He@rrtoegemqnate thgeawlnmtmtlon date blosk randlf the rexeivikrg dewce is

ableqp % t he 3@? oc[;crarrlf%%)aog’gm o) Ctpllcﬁé%% A'%Chéa%%s not need

to b@él@féﬂ)bt@i@tﬁﬁike@ﬂq aeekare™@nHer.ng a secret key stored
securely wthin the PoP device. The approval nessage

i indbathtaticiGardviNumben Keplagesrentinede of @@@@a’tm@chhenﬁgstem is

usedzgf‘ggﬁégﬂ% (n:é t%gr}]#sﬂﬁ&\ Al iR IQ%en%ﬁtWr&%Htga{ ] RhidH Enables

SoRI Iy VT el
the PePi devitdreo RS@@%ebMNmnﬁelfch‘ang thHattutitise ea)pavmént system that

nmessage and t hent bl ock ded t
StorgR RUSAIEFS PRSI HelAI 105 UsgrcRdtReauRt: JAISaSIaRR . e ‘one
click ﬁ)aglsn%ﬁ-t ts&sfé?ﬂ%aér? ggw td?eéﬂdhcété)%'fbrﬁat prafaakiy, kth§ PoP

ecel vi ng requures he sane secr et
gatefmay stered ithiat static areplacensent Wdt hembeR thasi edowing the same

o dRBRU, 3 BB B o B SO ment car

wrespéatWer obNGhet ﬁ@ﬂbulbﬂ PRPYd&Vice 06ed. AEhedtively, 3ies UPEP kieice may
di stribution methods known in the art. Alternatively,

stor@thea%tghmwla@er@ﬁatymrmmbgrstem may be used, in which

th P
O SR LRGSR A6, LSRRI H4E boor
|nd|@|t)éd%|rt mevrepiyf ﬂomfthema@d)ﬂswtsmw bahkehe (HoFegammay!gZ estabhshes
534 BitBhe AL HeNien 8 SRkl SPAARRETt For DUBIERT; & Hlpigbly, the firs
six Mgﬂ?eéf W'r@ﬁlggﬁl‘?\bnfr%‘?d Cﬁurﬁﬁ’&r Atricih atshﬁwesﬁéﬁmldéntlflcatlon

d to I ssue e custoner wt a static repl acenent
Numberd areirdet rtowhi sgecifitavakie ﬂh¢|ﬁd@auﬁwﬂuﬁ1he Gard;dwinber was

. WL, th rchant s t hat { t hat 'S

issugd e, BOPoar e it BUGWR 2 FEReREN, 6Tt BBl merghants

bank 18M6asd rqted thiRighCiid HIre batd@mynmuuﬁmgn@rtraﬁsnmhrough the
exanpl e of such a system Preferably, the PoP gat

way
intershaytke netwpek s%ttOcth%ﬁﬁgtdﬁ%lﬁﬂgcbaW nlﬂTbePrefﬁfably, the Bank
Iden%hl:&mnnglmers 88%&d in the replacement card number indicates that the

card is issued by the customers Issuing Bank 13, but that the transaction must be
routed through the PoP gateway 12 before reaching the Issuing Bank 13. Such
specific routing can be indicated in fields 33 and 100 of an ISO 8583 transaction
message, the values of these fields being set according to the card BIN. The
remaining digits of the replacement card number could be the original Primary
Account Number encrypted by either the PoP device 1 or the gateway 12, a card
number randomly generated by the gateway, or a card number chosen from a list
contained within the card number database 19. If an encrypted version of the
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repl acenent card nunber to be provided for a

particul ar paynent card irrespective of the particul ar
weomsdssice used. Alternatively, the PoP devi CBCTYAY2004/001663

store the static repl acene card nunber. n the Static

Card Nunber Repl acement node, once approval has been

oo b, ol S SR R 5, ot 1 i
encryipitéd | aliéPna ?eﬁﬁrﬁeéé%edryn wisisuréribéereplhyemehe cfard shumber

six digits of the replacenent card nunber, known as
compligs tB@fﬁW regeiied Pﬁ&ﬁﬁnbﬁa'ﬂlﬁ?ﬁ@ﬂar Bre set to a specific

‘é;\*rtéﬁsettaﬂgt egfé@éﬁ@f\?%}dq%mbgfe Cieth Fre¥e®, the rwa the

at ewa S oWs a transaction
PoP deviceer, @maininay beastbretbinttbe loeviceut et in tihe wagind mnmbe?od%atabase

during its transit through the inter-bank
190&8@%’1{91‘% ?fre card |ssuing bank 14. Preferably,
nglb@@”é' ElissdduRRt NbUTERAsE!S Rk | Eustomered 3;5?901%@5 the

car indicates that the card is issued by the
mercbast amrwﬂw thessiatig répiagemant ¢ard number ineplacams dbeir @stual card

=S e g B e R 08 gy 20522
as desdtiteRl imdréatbedetdll fn tedfolBWing disdi@sidn ah the®w@iddic Card

transacti on nessage, the values of these fields being
Replagemgptavogersf ansratied.card BIN. The remai ni ng digits of

t

IR TR o B, Mook B 1 Sl s e
to issimviheecustomet vithgataplaoenieht paymaeni camlmelmbesnwahmay be used
i G PR mehesd il he S2RERe05 hects
good%?hé?ﬁ%éé’ FPFO%’ rrY&bﬁéﬁ’c”I Piveb @‘?c@rélﬁ PIceBHS 6 rtﬁé p@%ﬁ'&?ﬂt‘page in

card nunber is used, sone nodification of
the rmmwpnamwalvmeraﬁyem@rﬁwewaegl wigh éh%uﬂerqhﬁ@t’s 11 payment
. rep | acenent card nunber conplies to any required
mforrgg})pr@ﬁ?m&ard standards. The static repl acenent card

NUARRE Dﬁmdrﬁ@f()érdaﬂ%ﬁérf Répkeeiient wittle, \drice! éip?prBOEl has been
devi ce , may be stored in the device , '

mdlcatﬁddlmuh%@plw&pabﬁs%caﬂd lﬁﬁ@lngdwarg;}%ttawfwﬂgatqway y 12'ehecks if
t h
the RIS B AL eathenConid umHSL Blar o 1t ang wi

use thisrﬁiéi‘t exists| alfenatf thePoP gatewsly d Arebtalnlidiees 548dwitindhe PoP
nsactl?é: is completed in, a corgance

deviash 39SPIAGAN GRS Waithy WIGEBOY 105 BiReromaindt of the
transfdégbﬁ‘%lﬂgtr% freteRan Phe BapkMBAicationr NuRtidrafay®ided to be

setto a specmg \F;glrug ’tlhgtn indicates that the card number was issued by the PoP
gateway 12 to allow the transaction from the merchant’s bank 16 to be routed
through the PoP gateway 12 during its transit through the inter bank network 15
to the card Issuing bank 14. Preferably, the Bank Identification Number used for
the replacement card number indicates that the card is issued by the customer’s
Issuing Bank 13, but that the transaction must be routed through the PoP
gateway 12 before reaching the Issuing bank 13. Such specific routing can be
indicated in fields 33 and 100 of an ISO 8583 transaction message, the values of
these fields being set according to the card BIN. The remaining digits of the

replacement card number could be the original Primary Account Number
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n the Dynam c Card Repl acenent node of operation, the
systemis used to issue the custoner with a

w0 epbassment paynent card nurrber that may be UBETAUZN0#/001663
transaction currently in gress across the Internet.
The customer 9 selects goo s/ servi ces from nmer chant

ercrlR3H) TP BB 40y L EaREHEE T A I randomy

gene@é@h%mthé gatewdNY 2| ircd wakd eiunhissmthasenhfrofdy aaist Ccontalned
nber Rep | 'acement node, once approval , has, hee

within rtbngarédnumbehéiat@ﬁ%e fPonf: AR mtﬁéswﬁ@nbafmﬂ“et feginal
custd:r@%rl %%&msn afd gﬂﬁﬁ%els uk88 188 mq ’ anﬂat\?fvi ﬁléféébﬁ/pted

r aSS|gne
valug higy bé netessang teenfuredhe reblacén%rga:’aed/vaymbér complies to any

the PoP device 1 a repl acenent

es abllsh S 51
reqwggé GRS Pa‘iﬁlﬁ %'Pldﬂaﬁ apply for the remainder of the
t IBREAEh] He"P‘th @Wdﬁ?ﬁ%@ﬁobtﬂh@ ﬁ%‘i‘ﬂﬁa{@#?élhf n¢ &bitAB cost

Nunber need be"set to a specific value that
of the rhr(armacmn ahduden’i@ca’mm ohthebmeretant; with gespact &, thGPde rchase
und(_:%gteway 12 to allow the transaction fromthe
P¥hant' s bank 16 to be routed t hrough t he PoP

gafIPOPL gatéwayn 2 ithén istarasithetrepRisgdrt e:armmmtmn kand the
network to the card |Issuing bank 14. Preferabl
orlglrmlnqarﬂdenmbﬁr,caﬂdoanwmgm%élaforr@at%eom@aﬁacél@tmg to the

trans%%flgn MnBr%rc BQdinC‘m ir%ur{'ngﬁt t%éjr%ds% W5SHPdLdy 1ARS in the

oner PSPyl ng the transaction
transagtion b Altevnhidaly, hhes@ k:letdiis déoRl betteamesynittad betle BoP gateway

12 in, Soeal Hhidh Sh e TPRSAEN JBEStgR JoTB i tarrerP e for the
cardtﬁLﬁﬂﬁé‘F&ét‘éBaQESﬁgﬁraﬁlpetH@PHPSq_hE\Maﬁ}e’ﬁze slipSdrEisbBEh N these

set according to the card BI N e rémaining digits of
methads. r epl acenent card nunber could be the original

" AR MR el G i i o

the &losrireVeyrsbhal Confpuiér thatuaireplacbarmi o‘ard)mn,mbersmas been
contained within the card nunber database 19.

obtainesk ypiTals veplaremest ¢atd srMpeRals dhee oHerfsayﬁe#O to the
merdHn®s” tﬁﬂ%ﬁ lp%gHr%Wfi a?%”eelt'ﬁ‘é? tf\fdi@fl)‘n' e 2 eﬁ&h%f the PoP PC

encrypte hecessar
applicenbacatmnatm‘mlyotletembmmg:mwlocahom of dmg carjoumber Field, or by

ment card standar Pr ef er ab] PoP e
displ3H 5 Dt AN AR ASIBY 2 St PO delics So1or Shes gystomer
9 to HrHABSAS Inf8t ﬂr@ﬁﬂéﬂeféé&bh‘lﬂﬂ% ph§g. nerchant, with
respect to t pur chase und ervvaK
The merchant 11 then proceeds with the transaction using their standard
payment system, as used with any normal transaction. For example, the
merchant may have their own payment processing system that is used , they may
transfer the payment request to a payment service provider, or they may
communicate directly to the financial institution that maintains the mmerchant’s
banking account. Regardless of the embodiment of this payment system, a funds
transfer request will ultimately be issued to the merchant’s Bank 16.
The merchant’s Bank 16 will then forward 522 a funds transfer message to
the financial institution that is indicated by the BIN of the replacement card

number supplied by customer 9 via the inter bank network 15. In the preferred
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The PoP gateway 12 then stores the replacenent card
nunber, and the original card nunber, and any
wa@ewsnsasonl | nformati on obtained relating to tPEI/AU2004/001663
transaction in process, inqkhe card nunber database 19
for use later in the transaction. Alternatively, these
embgt?ih?éHtsof QH{edin%P{iéfﬁn?ﬁf‘st fse‘?he% OcdtsmERP Qé’rtoe-}%@{lir{]gﬁ Bdhk 13,
special fields o Re "t ransacti on nessage, Trenovihg
howéver thisquay aisanibe the PoRegatewdy n2nirefelablbide message will take

Preferably, the P gateway. 12 su r th of these .
the F@%@@.éwﬂﬁbp@ﬁeﬂ%@a@rf B rerbies | B20Bhemegsate, Hhancial
preséﬁt?rllérﬁafé sB OB T @és@ébé’,eﬁf fHANCRE [ESERTRENS advice 02207

Per sona nputer that a“replacenent card nunber has

messagm obhaityrel. formad, angl movbenof coessagesbibati are Isent to said
ansfgc{red. 520 t.o0 ,the nerc

custyBE Sl [bing b ghPends 2idfE rbeafid! Afio B AR the policies

of thePildréfdnt@nbank asat M@tiple setsddes iy bbesemic dbf eRafiple the
the card nunber field, or by displaying the card

merghamnbsrbank fBemay sgang, an authprigatioppressiest enessage dqeverify the

custG} BT 0 R PRIRE RURHR DGR BRI, RERRAIRR0 wit
the ftcusttsaer, i and uttierg ddmel a fiaamiblr gresenteent syequest adhen the

used with any normal transaction. For exanple, the
transr?@i“@ﬂé?’]{t'nﬁlﬁ;?dhave their own payment processing system

t Rt thbSprffbd effb@WiriBMt &f RBShEEntidhetnRAABIRL tra §SEE flessages

to a payment service provider, or they may conmmunicate
are skntdotthe customer's jaandh dsuing henk t1d vierthen2oPngatemaiynd2. This

th h ¥ j ) f .
routb5 BIFEHRS By AL B8 3R8 P4DoeRBREEAly 55 TmBes spaped by e
custér@er ©stInwhe Inext bteps24 wf e trasssliohOat the PrePCHateway the PoP

Bank 16. The nerchant's Bank 16 will then forward 522

appligationdd7t dgnéfies thes saplacementcard naHEr ithsits t¢ardopumber
' . ndicat ; 1 t

carshHh 15 AR F iAoy Sl bRRhBE Sl pidr. Ay

supplementdsy tatails supplipd efueing ebe iriiial iavthndrisationhteansaction, such as

the @ﬁ%gﬁt{%ﬂs@}rﬁéﬂ%tg@% ”Sﬁgzaqsg%rt%g@&%ﬂﬁ@bs?gée and the
trané&%c%i%ﬁﬁé‘?ﬁjlécfé@ i tHB'é%S\?élﬁeé";té h(g)’%L %\‘gf‘cﬁ hdsE M Gh tAE carPnumber

aut hori1 sation reques nmessage, financi al

datapass &%t mifrall suppliest suppleoientary sdefails are fourghdodie correct, the

r esent ment vice ' 0220 sage, The,t e QL mat
mesEiS F GRS (oreCenyns s nlE B A Blamo, bERT i< Bhpk 13. 1
the RPAPGdtewHy N2 RABYICARP 8D b tHEEclistanRASt dad IBETINGL bank, the

and the policies of the nmerchant's bank 16. Miltiple
PoPnapplicgéiennalsonaitersnthe massaganigl ensyre that the response to the

message is routed back through the PoP gateway 12 on its way to the merchant’s
bank 16. In an ISO 8583 message this can be achieved by altering the Acquirer
field in the message.

In the subsequent step 526, the customer’s card issuing bank 13 receives
the financial message from the PoP gateway 12, and processes it in the normal
manner. The response is sent back to the PoP gateway 12 as dictated by the
alterations to the original message performed by the PoP application prior to its
transmission to said customer bank. In a step 528 performed at the PoP gateway
12, the customer’s card number is once again substituted with the replacement
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merchant's bank 16 may send an aut hori sation request
nmessage to verify the custoner's ability to pay for

wao b@spsesehase before the transaction is final i BEeAWRGW001663
t he custoner, and then sengga fi nanci al present nent
request when the transactionh is finalised. n the

card LB FECRSRERS & torkfied Y REMG Bphlfor £ By merchants

banki $6.Ui Tigis haay réguive ahd FoPa Ppﬁl@twﬁw k@ep Ehrecar@ubf figwarded
is determned by the BIN of the replacenent card

finangighaessAgss| foeanaerihio cepsait the FESPRasAdacksias ghe serrect

saction, at the PoP gateway the PoP
fman%falfrfé?g tlrd?)ﬂ 17 |dent|f| es the replacenent card nunber

| rUpdm; reaelqbt mfnblerthdahra:hmﬁomgmdagmenespensessstsﬁr&sfrom the
onmer s’

custqyBen FAE BRI baMda Vg FRE G caraan Jan di She RNt bank 16

fmall&é@%@cthb%ans%%ﬁbn ASTHeN§o Y Bﬁgénﬁ&uﬁqﬁgféd‘w ¢Aandustomer
details, are also checked at this stage and t

are fullapaiddor, @nd thertegnsactien isfcampleted/882ies t o not rmt ch

a8 Erpdobd Beb@igiBb il oTe280 Bpidetjdtiose siiled i

the é@fméﬁtmalﬁ)h&/aﬁ@ﬂéﬂ@&)flmepééﬁﬁéeEa)ﬁmént g8 SHdomethod are
t he custoners' card jssuing, ban f the PoP gatewa

possible 1§ AeRATHANeS Witihdbe INYSRYRN, ANBIcHis ot dar e iilpAqlo the
emb8dittentd hkﬁeé%‘?n? aPPIA Gl Bf ftﬁ:e ih&ficnd *b? f&ohnag€n 9e  been

ensur e Re response to nessage 1's routed
described wgjth téferdPml tgatpewific dribodiments whyhe veindion, or component

oart g VBT o e e PSP Bt e Barcus
featUurBS PBiEbe 'tominsd! RS BfHER Wayk! \ﬁﬁllé 31 fAifey WIPIPTRY s@ope of the
card i'ssui gbbank 13 recei'ves the financial nessage

inventiagnas defi gm%aapeadzed elaiin®r ocesses it in the

P BBER g SRTRIS 5 S0 brBeR o Fifons

may RS ade ﬂbethbolpﬁledjd%ca mememam%me régrationrefahetdevits into a
transm SSI on to sal d custoner, bank. n a step 528

Comlﬁ'étﬁf 5, mebil Poph?ﬁﬁ‘ eﬂﬁ&ﬂt'mg deyigec @5t 6?'9@1" sUGh rgpmputer
er

penﬂrHeéE?acgﬁng% ﬁ@ er gh% he ﬁte\;\%%&nsggﬁ%e f%fr v’fpﬂed naventlon

Furthermaref the Féolatgatemay n2meadhmtrtmalsmnd—aldmerdew® érhni snay be

nteof b Py ok el ARRA A0S 5B sRub oS e her-bank

netwofk.transmt the response back to the correct financial
institution. Upon receipt of all the transaction
melgsether wgggm@egdglgwnaf sapparth or the secure payment system may

be provided by the merchant’s web site. For example, rather than the customer 9
being required to enter their card and PIN into the PoP device 1 in order to
activate the PoP software, special fields contained within the payment page, such
as HTML tags that are not displayed to the customer 9 may cause software
installed onto the Personal Computer 8 to activate the PoP device 1 which will
then prompt the customer 1 to enter their payment card and details. Such special
fields could also be used by the PoP software to convey the customers’ payment
information and shipping details to the merchant.

It will therefore be understood that the invention could take many forms
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custonmer card issuing bank 13 via the PoP gateway 12,

the nerchant bank 16 finalises 530 the transaction.
wah@sgsasds or services requested by the cust oneCT/AD2004/001663

fully paid for, and the tr?@sactlon is conpl eted 532.

From the foregoing descripti it wll be readily

ana JRARL50 by HRRG e, B AL B e SN i
the d$pists ahdl esdopeact tHel ameation] wHidte is ty dyet understéod has ot being
not to be limted tgo the enbodlnen s, desc

A
imitas o dheopaRiSHIR senSrSIgnar SRiaIRog! o ReATRIE, Hissyssed
abO\)Q' ttﬂjt r\ﬁﬁl%ﬁeg)?tgnﬁé’ tdPE&EH 'n%v@l""?%?thfge%ra ﬁémbﬁﬁtlon of features

tion, or conponént parts thereo owever it
dlsclbsechpparr endenﬁrmmdhslepdcdtd:apenamd the accommeymg dtamngs All

features may be.combi ned
of thezd: AfpTam oMt s pensitufé darpS et Ageey of the
invertiort he appended clainms. n particular, it will be

apparent to a skilled person that many nodifications

may be nade to the PoP device , including the

' WE‘%?H SO DL UnbBRIGRY tieft tHa Rerfh ec%FﬁHﬁﬁs”k(%Yh@rgciammatlcal

one pointing device, or other suc ut er

varignis)i pslemld innthis specilieption iis gauivaienthte e ferm amfsludes and

snoufPRE 18 B SRIn FBEEIT b i BRG0P eaturs.

Furthet! aerénst iisddoinatHR Bpesiivatieh, ftheasah dlnclutiﬁsf’ ﬁsltncﬂna term of
(PoP I ssuer) or the inter-bank network. n aoth

limitatign, andoiss Noh Agi iekenAs sx@peing #@rpm@ng%afr@hsaﬁ‘@ments or
feauﬁgéten1nay be provided by the nmerchant's web site. For
exanpl e, rather than the customer 9 being required to

enter their card and PIN into the PoP device 1 in
order to activate the PoP software, special fields
contai ned within the paynent page, such as HTM. tags
that are not displayed to the custoner 9 nmay cause
software installed onto the Personal Conputer 8 to
activate the PoP device 1 which will then pronpt the
custoner 1 to enter their paynent card and details.
Such special fields could also be used by the PoP
software to convey the custoners' paynent information
and shipping details to the nerchant. t will therefore
be understood that the invention could take nany
formsand be put to many different uses. Al such forns
and uses are enbodied wthin the spirit and scope of
the invention, which is to be understood as not being
limted to the particular constructional details of
t he enbodi nents di scussed
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above, but which extends to each novel feature and
conbi nation of features disclosed in or evident from

wa hios/osyseci fi cati on and the acconpanyi ng dr awi POFAUZI04/001663
of these different conbi natépns constitute various
alternative aspects of theTnvention. t wll also be

CLAS rstood that the term"conprises" (or its

tical variants) as used in this specification is

equi valent to the term"includes" and should not be

1§25y 1 ML el B0 Y028 bl HERILP tion of

idertip@ag infophbon of Aeat®hBldingaserdsts pulslio@ataendtaiork dhcluding:
limtation, and is not be taken as excluding t

h
pr &s¥afgse dRta eRy deviersrnsesieditedhe pebliedaiape vorkpand
sygl Qfeg\fﬁy HQ@@%@BH@% e P%ﬁbﬁ’c Gafad]'nbﬁﬁ&‘l@gnd o a private

fi nanClI i NS n ot rdentlifying rntornation o
datz aetivdrkludieddouFansmittirey meskages betweest fivaarcial institudions;
a secure data entry devjce connect %d to the

i
ST B Se S At STk Ve P e ieere bt e feer to enter
idergggh{; GnfdRinatioR lofer Earﬂrlgsdéﬂbg¥ Rhé YiRhRcigPirtiARIOM rdhdUfREns for

~Transmtting nessages between financi al _
transmittinguthiecidentifying: iifermationsiscarsecyse mameryoveivihse public data

i n¢l.udes ans f.or. the user to enter identifying
netwﬂ&oﬁoﬂﬁﬁgﬁe\gﬁy Qe}flg?'oari] sued by the financi al
I NSYHdrein R gRtedayrRvief inciutes means fordran¥enitting the identifying

_ identifying informatign in a secure manpner over, the
infopnptipr tadba qredRsuing Bnangialyiastiyiion and fer: regeiving &nearproval

resilSefofi R ARSI SR il (ERTC e hifwork
i navheraby dhe aapproval nespense povides pptherdication pofnthe identifying
. frO{}nthe éard-ﬁissui ng. fi nanci %J [nstitution over the
infognatian BY §Ae SardisRying. TANSIA ISP ppr oval response
provi des aut hentication of the identifying information
by the card-issuing financjal institution. 2. Th
2. JysHhenPteR of G i b6 oublic pts aeiorkds ths ftemet.
the Internet. 3. The systemof claiml1l or 2 wherein
the secure data entry deyi cgpi s connected to.the

3. pubihe system @t @R Vi & W E%_Ha’i ecéﬁﬁ‘d'ieerd.at%.?ﬂ"ﬂé device is
con?\)éEfe‘?:"‘ﬂoocgle?ﬁu‘bli8'El%taiJ effdfk Wﬁ?@?{&@gﬁké@twere' n the

private data network 1s an Inter wor k used for
the transferral of electronic transaction data.

4. The system of any one of the preceding claims wherein the private data
network is an inter-bank network used for the transferral of electronic transaction
data.

5. The system of claim 4 wherein the private data network is provided via a
dedicated network operated for the sole purpose of conducting electronic financial

transactions.

6. The system of claim 4 wherein the private data network is a virtual private
network operated for the purpose of conducting electronic financial transactions
via a host public data network.
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5. The systemof claim4 wherein the private data
network is provided via a dedi cated network operated
wo es0ke80s0l e pur pose of conducting el ectroni CPCT/AU2004/001663
financial transactions. 6. e systemof claim4
wherein the private data nefwork is a virtual private

7. DA% SRR B1 S e bR MAEE P YREERD e secure cat

enteladevioe fumies includée ssyatdasadér fonyeading oéletvénet |pfemed1umg stored
cl ai 5. wherein_the seéure dat a entr devj ca Q(F\

on thecyspiscard; angd @ keypadto egab '.eetaal ¥ iopates data intb the system.
i nformati on stored on the user's card and a keypad to
enabl e the user to_enter data into the system

8. systhesyster af paim dhwharein thecart eades ik b'Psth{'Iﬁaé' PBe or both
8 t | SO 781
of |S%’"?'8?e§’%n&’ér1 B?r‘ohoPisd)g%ﬁ Pr%,?;h&ﬂg% t ‘p‘é'&g dsor

ripe” type car emo claim?7
vvherel n data entered by the user includes a Personal

' deﬂﬁé f% yafirh °5‘f @Hme"? %%f%haﬂgg \ghfé?eﬁ hlﬁyéctﬁédusép includes a

The syst’em of one 0O e preceding clains whe
Pesandl Idéatlﬁcbeftmnn‘gumbéoamadmatediwim thdesardne or nore of.
the Primary Account Nunmber associated with the card;
the expiry date of the card; and the user's Personal
10.| deThé foysteinh @f ddyrbre afsthecpreceding tlhimdhevhereid. saidllidentifying
system of any one of th% precedi ng cl ai ns wherein the

qura@{lppflg}q;lH@es; APBOERIPTEPT s transnitted using a

nt to |1 SO
858 qﬁ'gm&}pﬂeégl}sdttm of clai rﬂd\iﬂéwg%tlhﬁﬁtg%lghﬁso 8583

nesﬂmp(puyeiategfti‘lmcmﬁ and’ 0200 financi al present nent

Theteysesh FrSang lgratisateR N Rbet e HrE Wil e e,
the gateway device al so i ncl udes neans for
ent 1 0o IR, 180T FHe 65 1o Tt T wABHA, i ddentinving
lnf&?ﬁéﬂo‘h id damshified udRy & Stahdafd Gansadtiomiess fofreat compliant
deriving fromthe approval response verifiable proof

to KS€48588Be customer' s identifying information has been
aut henti cated by the card-issuing financi al
institution.15. The systemof claim 14 wherein said
12pr oEFheissys@m aficlaimt 1 cwhietsin dbe 4SO 883 massage s isfone of an

02@@%{3 nz«mca upﬁrﬁgeﬁtﬂwe%t ?ﬁes%%ﬁengﬂg of aﬁr‘(?%a{ hc\%tl‘?cﬁ% q}/oq.] message.

13. The system of any one of the preceding claims wherein the gateway
device also includes means for transmitting the approval response to the secure
data entry device.

14. The system of claim 13 wherein the secure data entry device further
includes means for deriving from the approval response verifiable proof that the
customer's identifying information has been authenticated by the card-issuing
financial institution.
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card-issuing bank. 16. The system of claim15 wherein
the data block is a whole or truncated encryption of
wo besamsooval nmessage derived using an encryptPONAK2004/001663
stored securely within the ? cure data entry devi ce.
17. The system of any one of the preceding clains
15./MeHRL 841 BPbEIAMAAGH SR LuB8br IO 6h WRRe el data block,
enerate a replacenment card number upon receipt o e
cons[smngvcaﬂ datasqoomsuted rio 8n sdveire anahnessfuomothenspproval sent from the
The system of claim 17 wherein the repl acenent
car é?%’"?l%%é?' is transmitted to the secure data entry
deV| ce over the public data network. 19. The system of
im17 or \r/g;erel n the replacenent card nunber

16. G B SHRtERy e |1 WhpreiR dhe datashlagk ds d AYele aroffuncated
cHibtio &f St %EF@J é?abé BErivé Wﬁ@gﬁ' Qnté\’?cr&ptflon key stored

reptlI acenment c 'S mal ntai ned”and use
seqmmlyivﬁtwthaaeweldahaenuydevbe system of any one of

claims to 20 wherein supplenentary details of a

transaction are also be transmtted to the gateway
17.devitoe Syﬁtameofs aoyr enal aff athenprqceding océainmdvhdsre'rreithe gateway

t d t | d
denige, Tulhier ieTidhs, iedlisy o, oRpeBiiare TalsesmeRbRgh nusmber upon
recgib@ o$ﬂfet Qﬁb@f\/apﬂe%bﬂhé’éfrbﬁﬂh%' d’ér§-ﬂé§’uﬁ§ RRSIROIBOR A Y

details are transmitted to the gateway device in the
transacti on nessage carrying the identifying

18.1 NTPREBEYHEm ot cHI IYS uWiHBrein Qﬁéngﬁﬁla%nférﬂ' BBrd Ondhber is

wherein the Bank Identification

transmitieddadne seaure dalaiesiry teyidecovsar|tbetublicdaia meiworkhe
paynment transaction is routed through the gateway
device on the private data network before being sent

19.t o The syatemniofsclaing 17i oar8i wheteis ttheutdpdacementrioard number is

of an e of .clail. to 22 erei n the Bank
geﬂ%afﬁ‘ﬁ él&y Fﬁfr’fb“‘grmgfs"ﬁg tFaé‘&PE '®Rent card nunber
may be sel ected such that the paynment transaction is
di rect ed ver t

20.ge T S5 Bt FRP g Bhd8gapery e, fesiseemant e Flmber is

maﬁﬂélﬁed%ﬁw uked mmmme%neécﬁ&fs repl acenent card
unber. 25. The system of any one of clains 17 to 24

V\herel n the gateway device further includes:
21. The system of any one of claims 17 to 20 wherein supplementary details of

a transaction are also be transmitted to the gateway device by the secure data
entry device, and wherein said supplementary details include one or more of the

transaction amount and a merchant identification.

22. The system of claim 21 wherein said supplementary details are transmitted
to the gateway device in the transaction message carrying the identifying
information.

23. The system of any one of claims 17 to 22 wherein the Bank Identification
Number of the replacement card number may be selected such that the payment
transaction is routed through the gateway device on the private data network
before being sent to the card-issuing financial institution.
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nmeans for receiving paynent transaction nessages from
the private data network; neans for nodifying received
W@a0osesasot r ansact i on nessages; and neans for PCT/AU2004/001663
transmtting said nodified paynment transaction
nmessages to the card-issuing financial institution;
24, V\hel“rﬁebélyétgﬁl Sﬁéﬁ&"’%}‘neQﬁleélﬁq% 9730 2 Vﬂwe?éi?rsﬂ'fet Béﬁk Identification
actual card nunbers for replacenment card nunb
Nurbbebokther reptatemenigard cwinkeas mayrbawseiec‘mlsamh that the payment

ne es to the card-issuing jnstitution.
trargacian o< dyBelail oVehifis BRLAGY deldPREVE (e dRtefy device by
ideftifging athevgatedely g8vitarddar cartlsedry msUitRASE thé replacement
repl acenent card nunbers including correspondi ng
carggtiidiercar d nunbers and suppl enentary transaction
details. 27. A nethod for the authentication by a
card-issuing financial institution of identify

25.i nfldiengystem of anycenel-aictaimey ista %wbemjamh@ gateglay device

including the steps of: providing a secure
furtﬁ%n{ﬁg@@ﬁ rsy devi ce connected to the public data

netrmearks fam ecenliny paymene ransaetion enssszgest feomt thel phvate data
uq(l_ic data network and to a private data network used
NetWgrKit r ansmi tti ng nessages between fi nanci al

| N§hehi f o |F)Q?gc g&?\(e@f‘ﬁﬁ(}h%t ‘crﬁﬁ@éétf ﬁ’%ssaﬂes; and

information o | SSUe e card issul
f i maeghsforitrestsimitiingosaid madified paaymﬂrﬁ teeatsaction mpessages to the
&ew ce: transmttlp the identifying information in a

car ‘?’I’v

é‘etﬁW%g W&?\r}ﬁé?l B?/tgl" e public data network to the

gatgNerEbland eRidway eevick i8 hibl8 ol sifyatitdtsi adual card numbers for
information to the card-issuing financial institution;

replagament esaringuabesp hefora transsaiiing freeeiverlepayment  transaction
megﬁ{%s BIHL %grcf Vﬁ%amgoﬂe{mc%tlﬁéﬁ{hh(?ﬁ] over the private

et wor e approval’ response provides
aut henti cati on of the |dent|fy|ng informati on by the

260t SRAHY oL G ShE o, i, A7 K28 e REr S8l device

furthesincludies endatabasel enteglatargehttardmimberinciuding corresponding
card- hol ding user of a public data network, the

actyal s@ed QUMRGNs aNA GUPRISMENABiArARSactigRdetails.

27. A method for the authentication by a card-issuing financial institution of
identifying information of a card-holding user of a public data network, including
the steps of:

providing a secure data entry device connected to the public data network;

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial
institutions;

the user entering identifying information of a card issued by the card
issuing financial institution into the secure data entry device;

transmitting the identifying information in a secure manner over the public
data network to the gateway device;
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providing a secure data entry device connected to the
public data network; and providing a gateway device
weosesased to the public data network and to aP@I/AuU10/001663
data network used for transgitting nmessages between
financial institutions; transmtting the identifying

I nf i 1+Aa & il r ¢+ h uph tCi : i
et R, e L IREARISy TRIBENaBY | (01 e oaldpisda  financial
institakiort;isngi ng i nformation to the card-issuing financial

institution; and rc?cei vi%% a%n approval .resBonfse frc]m tituti

t h&SCIVIRG; 2R APREPYAT TERReES THRIP the FH-159WN9; ffiancial institution
ovePthe/ plivat8alata RetWskk; whereby the approval response

provi des aut hentication of the identifying information

by Wheseb¥theiappiova) respelisg drovidesi autheatication of the identifying
information by the card-issuing financial institution.

28. A process for the authentication, by a card-issuing financial institution, of
identifying information of a card-holding user of a public data network, the
process including the following steps:

providing a secure data entry device connected to the public data network;
and

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial
institutions;

transmitting the identifying information in a secure manner over the public
data network to the gateway device;

fransmitting the identifying information to the card-issuing financial
institution; and

receiving an approval response from the card-issuing financial institution
over the private data network;

whereby the approval response provides authentication of the identifying
information by the card-issuing financial institution.



