; €3e<F~66T? WD 031 003282 PCTI SC021 000~7 A Portabl e Devi ce Having

Bi onetri cs- Based Aut henti i ilities The present invention rel ates
to a portabl e device) ancummwmmlmmwmar a portable data storage and access
control device having bionetr]cs-based aut hentication capabilities.

Portabl e data storage devices”HaVe beconme a class of indispensable

peri pher aM 83083283 cre widely utilized in business, educaPCéF&L24M4 honme
conputing. These devices are generally not permanently fitted to a

particul ar host platform such as a petsonal conputer (PG . Rather, they
can be convePoetibly Devita/idaving@ilombiriesBuswriAuthenticationCaeibiliges Ng t he
appropriate connection port (e.g., a serial bus port like a USB port, an

| EEE 139A. ("Firewire") port), Thus, these portable data storage devices
enabl e a user Ty freaasiflerfidheRBYS Fbbiasie Abvies M any Bl Farkiéldar, & © not

ot herwi se connected. A popular type of portable storage device utilizes a
non- vol atforiabipilaie-sivmage andrascosg eonfrol devissthavingdrignetiicstiasedt or age nmedi um
and so d . i JmVving parts or a nmechanical drive nechanismfor
accessi n%ﬁtﬁéém&z?g@ﬁ%?hgblémgeéence of a drive nechani sm enabl es these portable
solid-state nenory devices to be nore conpact than surface storage devices

such as magne'h;c &i sks and CD-ROMs. As portabl e storage, devices becone nore
wi dely used i & gata fieepe devicrainays desemschalpse shipdisPREsaei r onnent s,

prevent i NgprivRaIE Bdt 08l withey Stillz6am %ﬁSiﬁ%&,%u}cB{i&{d@hH Pdnsd @dsrf.lsnéan a

portabl e yr designated storage nedia is one of the nost signi
chal | engekesg devicasrreigenctady meb| sy aneatly fittethio apantipuler hoet platfoiny

£ denti . : : ) ! . i cal q
i nanci a1 e B R EPREDALEARTEL IR,  RERGEMRy LM B8 BNty epfRRale 2"

IreI i Ftbl ? fmmn’d:a_;ttambadm any b@rpi—l?ﬂrﬁiﬁmﬁbﬂ?é @ppexfprigte]?dmmmcﬁom ptartdgxgr.,cwi desda
evel of protection appr i ate of. info ion to be secured.
To date, %{5‘9& gﬂ%?f’gﬂ'ﬁggs@gé RgH; ﬂ'é\ﬁ/)é%ésﬁﬁé&gﬁ@@@bt@ﬂ{)w hiSefhe§8sswor ds as a
Security smRewi BafftoRigelReldeBSasRl 4 abelBarnifiriBEeatithg Afseas. Wile the

-use of passwords as an authentication nechani sm provides sone |evel of
pr ot ect | cPraRdprssthat argunoi Gtherasaenipested tA pepwiar ypek partable Boragser s as

cunber so ven . 8 sword and to
- Ceooo0r eREEHBEE R Rltaid SBud Rt PR 8. (B RG] Bl e uer
request s sto@gesnetinmany ssyoésnet regults enovisy phsoor & medhedicabdies | odi cal |y
change hi s/%%ar .ga sword as ?}['1 ad%:d_gl‘ evel of secyrity. This furh er adds to
t he i ncorVERTHNRE . TONBPESHER 1R AR  absenge ql afnvgdReshANiSM SB88Saccess to
sever al qagwbaﬁagwsgoﬂa&taa@%aﬁpmmé@orb%%b.relé&nmm S@rider! . the user
may have to nenorize nunerous di ferentdassmrds because they are not

necessar i $GraugdRviGas sush asHeagngticedigiy ard/ SPaREMSThus, it woul d be
et 5 ! , A Py .
advant ageous /ngélgé( Ig%tdar?%ér’hé?‘%?bglf&ng 6r8%&88 F%ﬁﬂg@éﬁéﬂg or preventing

unaut hori zed acc o1n mat 1 on ored on a p or designated
st or age ninstitatiomes tandparssnat computngrenyirorimentavevertingf unautherizesleusers n

addi tion,, passwords ar.e nqQt uni gue anon i fferent users and are .al so
cubj cor B SRERRE e PR oni R PriA PR Erkle doTeg By alCu Rt MatRen
conpr oni s@ts ofhethest diyhificaad vedliepgbs th FEdrattion tddhrdidnedhy dpokiser to an
unaut hori zet;lwﬁarty or toy malicious hacking, confidentjal data that is

supposed $pEeptassmyrecofseatialdysinassipforpairt psiranabimformaiioadixe

unaut hor | gedicBF RS Andfuisi 4 Birdt tASPST s fRY Bf W18 esi&RM (Phagihended

ﬁ a
periods of tine. Ongoing i ntrus%ns usuaF‘Fy remal ns undeterred until the
vi cti mi zegliaklersecurityl myasurathat és sinpde to hes, denzetiast drebproxicies sslesiolwfd/ or

suspi of o oR R iAppLPTaig I SIS hEE BN RBUAIPILICY B8 ant ageous <o provi de
a secured accCepsdaR)hicet poRatlaRtcTEYS devREShass revdriaaab gbr pasiwdias aged
access to data stored in portable storage nmedia and vari ous coniput er

I

syst ems whERRUTK mrAsusR i Ipyotesting agaiseidinapthizre dgtaneraste MURibING provi des
a uni que ;RCERSsLsiRYds EQEn ?ﬁ%n‘ti%‘ﬂidﬁ H\%&har‘rlﬁ:%{fr?ﬁ&é&wﬂnagé\&’el dehe present
invention provides a nmethod and system whic elivers a highly reliable and
user - f r i epr@igctigntagainst saautbarizastacasiss nit fopften regarded by users as

cumbersoms and Inconvenient due to the need to remember the password and o

IENR TN

*G00001 *

—i




preventing unauthorized access to information stored on a portable or

desi gnat ed storage nedia. Furthernore, enbodi nents of the present invention
al so provide a highly secure access control mechani smfor protection

agai nst unaut hori zed access to stored data and conputer resources as well
as guardi ng agai nst unauthorized entry to prem ses. Aspects of the present
i nventi onWOWESt i | i zes a unique bionetrics marker as XCHSEOFOGAT
identity authentication and as an "access key" for each individual user,
are described in detail herein. W 0431003282 PCTI SG02100047

Speci T i cadely ¥t In @vBRAfiRE HRE uEEYRELIERE bctss NR RaRFSRtehEVE U%&QQ aliPVvi des a

portabl e dévice which includes a mcroprocessor, a non-volatile nenory
coupl ed tragvieadoto patipdically shangs bis/hsn pesswiondrasman eddéedlevebolidesudtnt rol | ed by

{1 nger pri 10 GERRGRERE Y 1 APatenlsfBay VARGV SohE RIBRYeet BBty (e

non- vol atrieels meoess/to saverdliconguutatsystants atdrer hetegekrequirirguddeessi cat i on

T bor - RoRUB % b o PBvS 1 Moot el BRFemtymymipelutatauts " ¢
embodi Menhey greNEMTesgaily m&ﬁimtmhwﬁérﬁm &Yfstéhig. ThiYaf Rbllthd S Stored in

the portabl'e device's flasSh nenory when the registration process is
conpl et ecddvap@dgeaus tdprayidma rejsple avtberftioagon préahaniam formréventingn nodul e

reads th r's fingerprin C ares it wt he regist.ered fingerprint
st or ed iﬁ‘“ﬁ‘g‘??ggr?cn%ﬁ%by'"g‘)ﬁﬁ’aﬁgﬁ.s%ﬂ/%&%‘?f%bﬁ.%gr %%?'F\aé?dtsﬂ’é?%ei s a match
bet ween trhediaWeat is hobicimbeRohse didacdrivienikmt faruhdeser.cation of the user's

identity Is syccessful, and the authenticated user is granted access to
| nf or et i on | i BRERPTRRRSSHATES 16 09 YYRHSPHERS AiRient YBEs ARd BFF B%Anot be

found bet dRadiaRg by rhdjoniiR HokaRd SRS & paESHSkAhd bager print, access

to the flas mem)rcé contents is denied. As suc thi s enbodi nent of the

present |gpnmpTeMisedd dheikerdyanadvaitont disakpstredit 2 bosadidedisgntd arl i abl e system
for user ' ' q:{}q.1 : [ G0, ] i
passwor d-%&’gﬁd} Fazlﬁﬁ %iee{r@in%a i o%@‘g‘%f%ag%ﬂ’t@; gbﬂ%nﬁlg% bigﬁﬂgﬁégﬁé?cé%éﬁo
i nvent i orbeapgEsaeirdipestebiral arkimedongar guasded eindged nirtiitherizgaladoceestd or an

i ndi vi dual , hafve been | egal ||¥ cﬁﬁd hgni versal | acceq%&_ed for verifying
© i dentity $45P IPERatonR BIAYES UnRgiiged fgf erpgsf_ 'ﬁlﬁ-t_@HQ‘BS}ga user) as
passvor dsink@éibils ushally’ refidhfy ubdeeméd B ReE viRtifmadd thsl@??iﬁﬁlcl)br‘éélliéb Hak er ,

duplicate, or crack by hacking. As such, fingerprints and other bionetrics
based t echaidgtreBasbeengicresagidiand/draesiroyed or amtibinersystene adimimsteatdr or access

control s L L i Ae pr | NV I vant ages of the

i nventi on@évﬁ.gétrk‘%g%a@%? %?gﬁ%ggp%gﬁi‘)ﬁ%s i-ﬁlﬁet?%r%gts@?@ggpsoon hat foll ows and,
in part, advahtdgeousdepstwuds alspctiedsecess comoblinedhaaisan forfpramciidre
description. herein, The acconpanying, draw ngs, whjch are ncorporated in
and const T4 USAHHIANZEH RS ©piate PO INJPPTAnIT BSFRaR Medit Ak YaisHsodi mont s
of the i nypbitensyEies ViGN fRafot whbily ddMenrdRSad BY hasidng 8y plain the
principl es of thse i nvgnti on. ° V\DI 3Idgg%282 P S?:%Z?%%%amfé%b%re 1A is a

bl ock di RJPHIRFE BIYHaYtasegss kA tTPoerah Indidual ¥selone enmbodi ment of t he
portabl e device of the present invention and an illustrative operational
configuration thereof. Figure 1B is a block diagrarmillustrating

functi onal bl dterdinglyntiteheresentiodintion profidesha npethodbhd systercwhich t he

Present | AEaK £ e thfie arcusbe iy BRERESoN bl i POt abl e
preventing unauthorized access fo information stored on a portable or designated
storage media. Furthermore, embodiments of the present invention also provide a
highly secure access control mechanism for protection against unauthorized
access to stored data and computer resources as well as guarding against
unauthorized entry to premises. Aspects of the present invention, which utilizes a
unique biometrics marker as a basis for identity authentication and as an “access

key” for each individual user, are described in detail herein.



fingerprint nodul e 1n accordance with one enbodi nent of the present

I nvention. Figure 3 is a rear perspective view of the portable device with
an integrated fingerprint nodule as shown in Figure 2, Figure 4 Is a bottom
pl an view of the portable device with an integrated fingerprint nodule as
shown in Figure 2. Figure 5is a top plan view of the portable device with
an integr X@®/4BM3er pri nt nodul e as shown In Figure 2. FiR§I/4:0804047 3 | ef t
side elevation view of the portable device with an integrated fingerprint
nodul e as shown in Figure 2 Figure 7 is a right side elevation view of the

por tabl e devi aghalifdan@r prafstesPé fBobinidf oPHe PreSBtUhferftorSitoVBes & Figure 2.

Figure 8 is a front elevation view of the portable device wWith an
i nt egr at erpbrishigdeyice whishodaudesn e rBigtmpiotasspt, guran-yolatipdJuemoy ¢eupled ear

el evatio ' . ' W ' Lpger print nodul e
2 shown iR tieb BorRR Bates B tneRudlson RS kBBl by k0T B 00 OF
user regimioraprocedsunt Pesferaldy,ition biomostdestecanolggy uped Isfigergemi ce i n
accordance W th one enbodi ment of the present jnvention. {;i. ures 11 (a) and
11 (b) arithentcalen dedhineiaay. ane Hest meghery de iepdes tasian-HelptBanaROBF di ng 1o
an enbodi gRAls dhbédifeht) Wsatih@storift Aithénticatibl nibduRPailotitichfypRimptse second
portable device with an integrated fingerprint nodule as shown in Figures

11(a) andtheyssy fo Rdigierchisgher gngempdnt with fheaporiabisvdeyice npondisdiel Ysér tiBbl e
‘ﬁ‘("b)ce W4 BBty b R A LIMbbAREIHR 4 BEmBREU R drriit8detdion bIHeeS 11(a) and
fingerprint is stored in the portable device’s flash memory when the registration
process Is completed. Upon a subsequent use, the fingerprint authentication
module reads the user’s fingerprint, compares it with the registered fingerprint
stored in the flash memory and reliably determines wheather there is a match
between the two. If a match is identified, authentication of the user's identity Is
successful, and the authenticated user is granted access to information in the
flash memory. On the other hand, if a match cannot be found between the user's
fingerprint and the registered fingerprint, access to the flash memory contents is
denied. As such, this embodiment of the present invention delivers a highly
convenient, secured and reliable system for user authentication and access
control which is superior to password-based authentication approaches In prior
art. The present invention appreciates that fingerprints, being unique signatures
for an individual, have been legally and' universally accepted for verifying identity
for over a century, that they cannot be forgotten by a user, as passwords cauld,
and further that they are almost impossible to alter, duplicate, or crack by hacking.
As such, fingerprints and other biometrics-based techniques are well-suited for
use as an authentication and/or access control solution, as embodied in the
present invention.

Advantages of the invention will be set forth, in part, in the description that
follows and, in part, will be understood by those skilled in the art from the
description herein.

The accompanying drawings, which are incorporated in and constitute a
part of this specification, illustrate several embodiments of the invention and,

together with the description, serves to explain the principles of the invention.



Figure 14 is a left side view of the second portable device with an
integrated fingerprint nodule as shown in Figures 11(a) and 11(b); WO
03J003282 PCTI SG02100047 6 Figure 15 is a right side view of the second
portable device with an integrated fingerprint nodule as shown in Figures
11 (a) and 11 (b); Figure 16 is a front elevation view of the second
portabl e dEQI0&EO¥®2%t h an integrated fingerprint nodul e as RERSEP20004F gur es
11 (a) and 11 (b); Figure 17 is a rear elevation view of the second
portable device with an integrated fingerprint nodule as shown in Figures

91 (a) and 11 F(I?Qwe TR® RbARR HadravalidtRiting Fuhotichbl Biscidesidridoed more ful Iy
with reference to the acconpanying drawi ngs, in which preferred enbodi nents

of the i nershedienicé thenpaablardevipe o§ the: prepeainyeiiondnd aolldstiertivebe enbodi ed
in many di . d not be construed as being limted to the
enbodi mnﬁgéér%ﬁfﬁ%l()c{oﬁﬁgﬁrgﬂgﬁaﬁ?%ﬂ her these enbodi nents are provided so that
t hi s di scl osurléguid 1B liea bloak aighaanidustatingdtiectond) bibdks éfanotheonvey t he

invention tp thos illed in,the art. indeed, the invention is intended to
cover al t%’?’ﬁﬁf“im ,°§5?)?IP‘P€%§? PSWgeé’ﬁh’ee%rt?W%q 'EYI?"E‘O& t hese enbodi nents,
which will be gjgataigdedaWohDpérshERiVaOAER ohBthotiabld devide Wille anmiviegkdted as

defined by the appended clains. Furthernore) in the follow ng detail ed
descri pt i troesprintacgulede gecordgees widh ong@rebaslivesbeldhe presest iivestiahe set

f h I der i ' . i 3
| mventi on, - HowEpard > Y Bt ARRE A OB AP iod Wi BRI atet o oy

t hat the fimgerprnt modeketasoshowmyinifégyredtti ced wi t hout such specific details.

I n other instapces, well kno nmet hod rocedures, comgponents, .and circuits
have not been G99 #i28 qoﬁogl\&ﬂgﬁ I”eéi‘éc’ﬁtgg p[o(gtag%\iérses\gﬂti F‘Q'qﬁgfﬁj?% aspect s
of the pr brihf e BLIeOst st iheFidurelz a bl ock diagramillustrating
functional bl ocks of one enbodinent of the portable device of the present

i nvention and Eigure Pugarter plpa vigye phihemritabie Aevige withiandntegsateds . Fi gure 1A

shows a p ' 7&9&9{.1 I a host platform90. In this
-enbodi mnﬁ‘?é%@bﬁ“&%}él"%ﬁaﬁm |'§'ﬁ: ur%lozéd to a power supply circuit 80

| ocat ed i n por Fighire 6deiicie side eldation viaw pf theqgioriabld dd8lcewittvanpower from
host platfgorm 90, and serves ower urcg for various conponents of

S a ,

" portabl e HBY9R d ,QEFQB?'%F‘P? B EPIPMIN PP & 1A, portable device 70
further includegpd7iobemhetae ddvativhiview ofheddilabiddemednith 2, a vol atile
menory 30 and a fingerprint nodule 50. Integrated circuit 10 can be
conveni enit9graigsl Bagerpedt madyn as sipwrdn die#e 2. PCTI SG02100047 6

appl i cati on-speed f.L G ;Lat Ol j I I : : erred
enbodi nent, fl grngUfnjerrgr%rIa J@%@Leggt'ﬁgggwa&gﬁ é?é’géb?ad&é’gﬁeﬁym@g?&’géﬂ%@éw and
512 MB, afipgerpriohmoidulshasshaeminddgurssdl to store one or nore tenpl ates

generated in accordance with the pr.ese i nvent,i SCI | OoW.

Mor eover, in a%b‘-’r‘g? r'?@degﬁ%'%%&f?éﬁ 19V ih% gﬁ%@?gsgygér‘”g@'s%yr@%?ﬁeﬁa
reserved #ngérpdint Modele a88®swn POFighiech is specifically designated for this
purpose and which is net otherw se accessible to the user, Additionally, as

descri bed in dEIQUe OB AW Gapiam lkstraling sees pka et ypt ed before it is
stored | N aiaeiudmalhkntdtioR focds RiHd A pBf18ERIdevitel R ERALe withafehY
provi di ng added security agai nst hacki'ng. In one enbodi nent, volatile
menory 30 eémbagdimenhef the présendinvantioh.ci rcuit 10 and can conprise either a

(5Ram © Arong. WS 18 SRy e el o BAANE AL ST S IR Y

storage amidviicaficoglifg éRaih embadivhé@gestiié Mvehtimge captured in accordance
with the present invention. |Integrated circujt 1%&:&%})“ ses a
mi cropr ocessor MAURHIZIR 2 top plaveviawial dhedetond roria IR WHBSfor . 1n a

current |y Re8FR6d Ao HRAAERN astthait RENbLE3LHPH) SO NG 12 i's i ncl uded in

i ntegrated circul ut henti cati1on engi turns Conprises a
t enpl at e gener &ligure3ais arebtwny plaihhiew bl the sexdol pottable deyigs wite agener at or

v chi o ¢ naenPard BRGSint PoBliRat Shatl RyiBus Sl MRCEURL  ngerpri nt
i mage is refer rgureol4as adeft eidel \vadéve of the sdrmmnkchdrabipgevées witkeint hat accor di ng

to currant,_bio rics technagl ogy, a fingerprint can iquely identified
usi ng bet \A%@ﬁraggéﬁlﬂgﬁ@"ﬂf@t"F‘H'@tgsp%h%%‘“ﬁérangI‘?é 1r1z$$) ﬁ“??gggggf the fingerprint.
Fi ngerprint information can thus be conveniently stored in a condensed
fashion as data pertaining to the 8 to 13 relevant data paints. A preferred
enbodi nent of the present invention advantageously stores a fingerprint in
a conpact format as a tenplate referred to above. In this enbodi nent, a
tenpl ate has a size of 512 bytes. O her enbodi nents can use tenpl ates of

di fferent sizes. The other conponent of authentication engine 12,

o o, a o a ~1 o o o e M



accordance with the present invention. It should be appreciated that

aut hentication engine 12 is well-adapted to nunerous | nplenentations within
the scope of the present invention. In one enbodi nent, authentication
engine 12 is Inplemented as firmvare stored in a non-volatile nenory within
portabl e device 7D. In another enbodi nent, authentication engine 12 is

i npl ement &P &0%8Pt of microprocessor 11. In still anot h&CT&RSMOAENL

aut hentication engine 12 is inplenmented as a processor separate from

m croprocessor 11. In yet another enba&di nent, authentication engine 12

includes the qgﬁ@ﬁﬁw§|d§ﬂﬂlav$©fﬂ\éssécbﬁd%@ﬁébfelﬂéiﬁdémﬁh as descri bed
herein, but is located in host platform90 rather than in portabl e device

70. In otintegraied fingerarinhinadviecsstisps inFigures di&@eand 1Hbknt i on,

aut henticatio vi ce 70.

| nst ead, Merg'@?ﬁ%q?l Ca(%fﬁg%ﬁ{)ﬁ@féwg‘*hé%e&&?d BSF%@%@%P@&"@e%an choi ce,
thus aff dntegregedifsgenprint mwodbiel aﬂs,hdwm isFigures fifl@)entd fp);i cati ons i n which
t he present ventiqn can_be ut errin il toF re 1A, in a
preferred errb%&ﬁ‘ﬁ@ﬂt s @ fpapplava @%Y'?‘&’Lﬂfﬁ’ﬁs?ﬁ?néi%#a&%ﬁﬂg% Flus

i nt er f acqentbgratbd ﬁhgé@ﬁht odlLiRSasc s InGRAgures Medyv@ri@y.egrated circuit 10
and ot her conponents, such as volatile nmenory 30. integrated circuit 1 Q
further includes a flash controller 14 for controlllng access to flash
menory 20. In i the npl at e
duri ng user 1 AoPareaRnVEin PRI e U EE WAL RN RRTIEREE U 2
gener at oractdmpanyintairawings, umewnyh pmienred echbiodimdrts ©f thﬁ mvémtmmreermr y 2D
for use in sub uent user%@ t henticati on. in a rrent y

pr ef er r eP'@Mo diNiFeREsepLiY ey, howexgT, ke %@Eﬁé‘@%" B"'Ewyt rﬁBt uni ver sal
serial busrhd/aR) shbaladt bedstriied HE B8Ing IR ICBRAE eibodiAdits 8PN | N this

enbodi nent, int eg@at ed circuit 10 also Includes a USB device controller 15,

whi ch serfasein; eteerthese embodiments are aravisiedsa that thip disclosrie Wllbece 70 and
host pl at :
o BT i, 8. i TN S OB 5, o 7 <

| nt egr at eatt. clndeadlthiaﬂn\aerﬁmnlmmtemm ta cosbnalidraatingsy modifations anqhon vol atile

17, d d | ati.l .031.00328
- PoT! Skoz/ SHREHB B pseemeo e aden eL B hhged WM Haee 20fves as a
wor ki ng ”@Wrdftrﬁé"rnv@hﬁéﬁaé AeRaePb ﬂhla ahpandedididmeP Futheford\intheo!l ati | e
menory 17 is a read-only nenory fg in this enbodi nent and can be used to
store fi rfﬁm@gmﬂe@l@ewﬂm%ﬁ aPregent invendorf nuseeroys speellic detilyo.
Addi t I Ki
(LS onabilee R B cirels B BB BRIRR h BreB AR 1
oper at i onHoveyery it avill be eiear tethitde df ordiarylsiilie tlaﬂ)artébatahe@resm ECC engi ne
19, lik t t 12 | I
ol crment EPORE AL e PreRERSa b P B SRR e PR e Bhere el e, EcC

engi ne 19%mown Methaae), ﬁmaafbswomgbﬁmﬁé Car{ceeitbuits fHavewat Best aesdlibed i
non-vol ati | e menory) part of mcroprocessor 11, or as a processor unit

separ at e #9BHARNGE Qméwﬂmbsweéﬁpwg oL {8 BresBNENYeRtoN A, fi nger print
modul e 50 COWH:E%&.%S1@|SS§IB oﬁ%ﬁﬁi‘nﬁlﬁtﬂaﬁ ?&%ﬂbﬂaF@B&l&H@f dride fingerprint

| mage of a fingér being p ereon ngerprl nt nodul e 50 al so

conpri sesembowmﬁﬂpéth%mrtame davise pi/the prosemrineantion andmruitiasirativager pri nt

or of or r oo Bt b o FoPRY BB HIOER o ShhiEa pREBe i FEAE s o of
data by ctowhesteaticrman, frethis émbudihiint, rosiprRoyM3D istopplet abheatari ce 70
for tenporary storage, In other enbodi nents, converter 54 caa@gv roduce i nmage

data of df4RRly BlFFUIEEY logated inpertsblerteviagail. ePewer SR FiIrpHESQ, San optional
control f %DS is controlled
via mcr og?%%'g@%ﬁcﬁﬁdﬂ llalrt\feggrgt@t%r{ e%//sl %rasm? O?'?éﬁg*e or checking the
qual i ty o€orhpompmsiof nortaiplaglesiceaf ur ed by sensor 52 to determ ne whether a

given inmage is S |l below, if ft
I s determ ned ?%%fﬁﬁgﬁ @ﬁé?@q& F’@ﬁ@gﬁt‘fﬁ‘}é‘%&’m‘ﬁg@ n%! tv:sg"‘le table, the
user wll Mtégra’reurmmd 100 afflagh endrhery B, afviorgite w@mwmﬂcmoﬁdﬁmpnn’so that a
new i mage can red, Reference is now made to Figure , which is a
bl ock di afioaHle ?q UE'E‘F%{'?F%GWWH@IO AR grnyeRiendy '@H e‘eﬁﬁaﬂl ment of the
portabl e device of the present invention. In this enbodi nent, portable
device 179 is conpatible with the USB standard and includes a USB plug 118
which) as Figure 1 B shows, is coupled to a USB host controller 193 of a
host platform Optionally, portable device 170 further includes an
additional USB port 162 that is coupled to USB plug 118. USB port 1 B219
provi ded as a convenient feature that can be used to coupl e ot her USB WO
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m croprocessor 111 which preferably is a RISC processor. Integrated circuit
110 further includes a flash controller 114 for controlling access to flash
menory 1 z0 and a nenory controller 133 far controlling access to volatile
menory 130. Integrated circuit 17 0 also includes a volatile nmenory 116 and
a non-vol atile nmenory 117. Preferably, volatile nenory 116 conpri ses a RAM
for use a¥OP3RBIRE ng nenory for nicroprocessor 111 duri nBCTBE0H9847at i on,
while non-volatile nmenory 117 conprises a ROM for storing firmvare that
perform various functions of portabl eedevice 170. Specifically, In one

enbodi meRpplidXtdnlsbeccMBgratde® chalid ABI0Y In 4 BURERIyGRERsred &mpadimehi,7a for

reading fingerprint sensor 152, firnmware 117b for processi % fingerprint
i mges, flaphfaraory 2fccarohavecs elosagen garasity betwasen & MBaad 512398 for
encrypti ' j [ onb YR i émfg 117e far
verifyin 0 |dr§g§§'g@%?£%htgﬁ%§§it§?%eolQI%vertﬁéﬁ%gg%%éésmou éﬁBe VWD

03| 00328 acEardasCe NINADE pre@nhpyvebtiomae destriedibelaw. Mdreovert ilfve enbodi nent

of the presgnt .invention, such fir re can be stored,in a n;vol atile

meory WRRERHCCIRREITSR) e GmRtalsiars sieird M fernitd avasiiiehing

Addi ti onghéiory 20 GIcAti€ dpédificaly idebibhateiClor 896 p@iposdtang WHick lg st checki ng

(ECC) engi ne 919 foré_gerform ng various error checki n%Qt asks during the
i

oper at i oW acasseibleipithe ussh. Additianally) as desglbedde datallfuithar betew: engi ne
119 can i i e (e.g.,

or coeesort SrRE TS BhEaRR tbiaPlettyath oo BRIy 20 LRI C Lt o

Ref er r i ngrefieried enbddimente tHerBpy proviging addéed secluity adaifsicloagkins el anesensor

152, er 154 _and i onal | 58 thi s _embodi nent,
sonsor s erinddifent WP mBMoRY BhaS Bxeate i Plactitedzionk g A bei ng-
pl aced t henffe PBY8Hy/REMIDANISHVASERS {DRAMPHH 58 Farasw pr i nt

image into electrical _signals representing tze i mage) and opti onal
control | @cc@s%me@'méam\gﬂ)cwéwg plheguses. tvplatife MeReEY BRicAN Semyas aBapt ur ed

by sensor. r r i i j r t. It
shourd ba EarbRCEEE i thE RFla Mol B0 SabEn ar F PRl Wit
i mpl enmrenttbe pussend irsehtiomre (e, g., firmwvare) tar hardware (e.g.,

pr oeessor/ procgessor, modul. withi.n the.scope of t sent _invention. In a
" currently pr eﬁ@éﬁé‘ﬁe%%ﬁﬂ{smﬁ?mggsﬁ ?HQ?W"QF%&S”{ ﬁeﬂﬁ("g ' ¥ i croprocessor
111 cont rghBodifiend Us a FSEAB6éssopS IrPacLaBh®y R%@Vﬁrﬁ@i dmBodmedritdamg flash
controller 111, USB device controller 195, M 116, ROM 117 (and execution

of firmeAheriisation gnginetlivdp dngydeddndnteated ciraust mreﬁ’f}ﬂ")‘i’"g@ﬁtwrl'@?e 133,
and contr : L IS i rtabl e
device 1 Oilngprsng)ssl&nc ”ﬁé?@@é@iﬁ‘?& ég%%&oﬁni%vﬁgﬁﬁﬁg 'ﬁvﬁ?@ﬁ,@\%ﬁﬁen

act i vat edlemplatgeensraios 8pi®usabtor ganetatecarndéncaxied warsior ohan dvage of &l ash

menory 129. Wt erence next..to Fiqure 2,..a frant perspective viegw of a
i rett orfhasPint, SIS i et 0F plect PBaish cld rrisGpBFf Rodimlit e
accor dandcgmigal it Refenred esTho aitemplatef Ittsheull IRsaniretiatieenthapactsrdimgasn. | n
Figure 2, portabl e device is showmn with USB connector '18 protruding

! | 7Q ) r .
fromits GUEsRE biameties iegapplogyta RogrrpENtean ke UpgUAlY dderlifiedd'siitg uct ural I'y

i ntegrat %éwgéh sPHd PPUBHAG s?r@trie”rla% Iﬁfé{gbq{le\?%ﬁﬁiérPﬁg%iﬁg%?ﬁﬁirihh sensor

52 di spose n the top side of portable ice gnt tting diode
(LED) ' 73nfasmatign candws ki sprosaientiystoretién s dgndensedyashiap asidadaof portabl e

aa-oaszs PG IS SR bR ol S BRertEE s En R s 2
activity pregestdhesntion Rivahtageoesih athre® atfingktpridt iida tomphst fopnbbas adi cat e

that an aut henti cfati on p ocesF IS under_vvag/. .
template referred to above. In this embodiment, a template has a size of 512

bytes. Other embodiments can use templates of different sizes. The other
component of authentication engine 12, verification module 12b, is used to
compare a newly generated template against a stored template to validate the
authenticity of a fingerprint provided by somaone purporting to be an authorized
user. Thus, authentication engine 12 works in conjunction with fingerprint module



Referring next to Figure 3, a rear perspective view of the portabl e device
with an integrated fingerprint nodule as depicted in Figure 2 is shown.

Agai n, portable device 70 is shown with USB connector 1$ protruding from
its front end, and fingerprint nodule bO is shown as being structurally
integrated with portable device 70 in a unitary construction, with sensor
52 di spose¥O8HIBER top side thereof. LED 73 is agai n shoWCTs@possd near
the edge of the top side of portable device 70. optional wite protection
switch 44 Is al so shown as being | ocated at the rear end of portable device
70. Ref ersg)eRstibetifi grede:r detdiiteine, BlimphintdhtsRerauReRidtiomipl an vi ew of
the portable device with an integrated fingerprint nodule as iilustrated 1n
Fi gure 2.asgosipneeanith e Rresetiinyanéi@nar i ndentation 77, an optional feature

whi ch al | ows (ol I i i \ S {ng or
decoupl i ng po?t%@ eld %gw égc}%g{jg%r@r%%g}? ﬁ%’?%@'@%%dﬁ%%ﬁ% (‘agal{ , IS
shown on nureeivos timplesnerdatidnspoitttiaiesape afdh® presenFingantont. InUSEe connect or

18 is al hown.  Referr.i t to i 5 t | ] f th
bor t abl e TEHPRMEt AR IGHIeR FA9iR 12 RADPEINCHBRATEVAE SRR Figure 2
i s depi Ctrﬁﬂr-v&ﬁﬁl@ﬁhéﬁwgﬁ?ﬁtﬁiﬂ pbftabR M7V IManstRecanbeGhidnt, 18 prot rudi ng

fromits front end) and fingerprint nodule 50 is shown as being.
st r uct ur AAuthetigatign angined 2 i§ Ipelarasnted @s\nackotraicraprecasspt Aty st ruct i on,

with sens | : ; A t i hown

di sposed %’E&%ﬁ%ﬁgﬁggég&g’%t %ﬂicgg%?hgﬁgfﬁéﬁﬁgb e 5%%?%:2 @’g‘%%g? erence is
now nade sepafatpuraméicwpratessser Bl.| kf yet singéhearleavbsdiroenty avtheoticatits port abl e
device w th .an. i.ntegrated fingerprint mdul e as shown in Figure 2. USB
connect oré'l%"?ébéﬂﬁaﬂeﬁ)ﬁﬁ%ﬁﬁﬂgp?@?ﬂtf’ﬁé‘afsie{)‘fﬁstﬁf’ sBB‘ret#g{Bf’gé %A ce 70, and
the peri pliescribell heesis PhutSa Idcatead 16\Mbss blatiBirh Y0Nratee thar iapdzeld asviss de of
portabl e device 70. xt, Figure 7 is a right side elevatiqgn view of the

Next, F : )
port abl e G@visether werdsm W‘Wrb%ﬁeﬁc@ﬁaﬁf fhechispentinventioneautbentieation n Figure 2.
Once agai | i ont of
-portable %l%%[!‘%?zggmgﬁé@%irﬁé t&é&@ﬁ@%ﬂ?@i{%ﬁ@% ?g'zirfsgéas‘#ig@nérél ightly raised
from t he autbestickionfenging &b isctodevplaced &.a deshgh 6B6i06,3RBL affoiding dasigno~~ 12
Referring,next to Fi e 8) a.front .el evatjon view.of the portable device
i th an' ieeE bR R adhicH i & VR IR it imianien S2R B et ot ed. The
i nsertiony@pedof USB connector 18 is centrally depicted, and the periphery
of sensor 52 is shown slightly raised fromthe top side of portable device
70. Reference Refeaiong aibte figuei e agrefgiediemiodimest integiated ciptit@w of

the porta i j an. 4 rad: Ji I | own in
Flgure 2. ThBgoirsesd b0 brdl 48BN cciltak oy filidnbdtes il | e 1 op
si de of ptegiBias ewuitcd et othatcopponends, sushias wiatbe nemey A0he bott om si de

of portab i j - Vi Sibl t Y. i i wi tch 40

s Bl'so sliBegtle Bl AP LimblsRop aastiontBlert A Yok bEuRb e 57 Ve

r ef er enceflaghkmeoriFi2@urie ohé efihodiraeht, updn tiesudqressiobgénearation efwof a second

portable device 370 with an integrated fingerprint nodul e i.n accordance

with one EHRJEIERHINCYSE HRoIBiraiioRy flasth Genfolsh 1 coamuwHcaten with tepwialsi

const r uct Lgerdtor 152 Bt 6% AblvlySadrtbrafetdamphitd fhib *ﬂa&Q Rlerhdg 20| e 70_(and
T r din Fg. 11 (a} a

hence many of the reference nu : S use ré simlar to
t hose useth subsBuyentuserputhemtigation. byloBReRT, ibatcuri@ptly prefersed an di f f er ent

500 whi cnEPFimeYs. BTae Ue0RE TS CBinpuiR N e stal seliAfs (U5,
cl osed postandand amd fricuies alws(gfjgnggsmr fgishewns. Th thiklerhsodingegond rear
perspectiyv a

vi ew of the por iLce 37D sho in Figure 11 (a), but
with the %T_P?eéb@fqhw %5)'5?)_ udssa Y %&ﬁ\’dﬁﬁ G%E{gﬂﬁﬂf@,w o SewRsdf 352 1 s
rot at abl ecgutrdinge E:Bﬁnﬁlﬂgé?ﬁoh%tﬁéeﬁ BBgAbIE o%vfcb%eér?f W‘]‘eﬁé)plﬁﬂnrﬁﬁgd,%uﬁﬁke a

rolling contact with tl I nger. The second formo second portable
devi ce 37@siasUdBsomisdipia permonal cgeputer (RE)haivingvs USB hast controller 93

therein.
With reference still to Figure 1A, integrated clrcuit 10 also includes a volatile

memory 16 and a non-volatile memeory 17. in a preferred embodiment, volatile



In Figures 11(a} and 11(b}, the portable device 370 is showm w th USB
connector 318 protruding fromits front end. Fingerprint nodule 350 is
shown as being structurally integrated with portable device 370 in a
unitary construction, with sensor 352 (shown in Figure 11 (b}} disposed on
the flop side of portable device 370) Alight emtting diode (LED) 373 is
al so showWapPapszkdd on the rear side of portable device FI/SGROHHE

enbodi ment, LED 373 flashes when data in portable device is being accessed,
thus serving as an activity indicator.gln another enbodi nent) LED 373
l'ights u I alé ' ' [ WY WO
oa~oa3252m%c i??g?%g%@%?%%%@g@@w DWI @ag%g\ﬁzaé éa‘gea pl ate Osrxpported
for slidifoegnicroptesepbamt! dirindiite opgration.f Noo-velatidmepuny 461 ie adead€ah372 by

L- shoped gui des 0_pr.ojecting fromthe upper. syrf of the portable
devi ce 37’8‘9"‘%“&0’8?“ gﬁﬁgnﬁoﬂfrﬁﬁt@@? RNt ﬁ?%*é’rst@ﬁgﬁ ﬁﬁhiﬁeans (e g.
grooves) d&forfPvaritiis fanstiris cﬂ'gj@)rtﬁbied#évlde TEt negitioRalfy ndégrarsi diicait (0F1 gur e
11 (a)) in which the cover 300 covers and protects f he sensqr 3b2, and a

second porludes apmrtignal arorghepking (RirCe Rnpinedifter petforntipg ivaraws /Pt e
ond. | \ c . . S of
ort abl ¢ e sk Qi HethorailofbrpBlddelif 7006 diould'be 1 78 B0

portabl e devic gure an view of the
port abl e dpieclated thiat ECG engine 40elikef authentination engihel B2, iswelsuited to Fi gur es

11 (a) and 11 (h). is depic¢cted. .Portable deyvice 370 .is show-with USB
connett or PUTESgeREREER R th B S Peshe EhihS Packee IRGERET P roaul 6 350 i s
shown as brim@lesECACEnGiAE 119 dantiRoingisrieet byefinabd ¢s.45 irmfary Sloved a
unitary construction, with sensor 5z di sposed on the tap side thereof. The

cover 300N &nepro@ieMERTY)yas Rartal nieroprepgseor il @b pe aRPERERESNts now nade

to Figure 1 : ¢m plan view of the portable device with an
i nt egrat eg |rﬁ%ﬁiﬁ'?%%ﬁ?s§%g illustrated in Figures 11(a) and 11(b). A

subst anti al | y Refaring agaiarto Figieatiat fiogerptimtmoaunledtt ¢omnpriseiscnsensorbii ch

|1 to _hgl d t apl e, _devi 370 f] il ]
Gecoupt § nifsts ePE dieBRtS BecrRBHrFE e bt & bdeing plREl iy i
shown on Fhgehfint aMbdiils 60 RflscPedirhpiied sdedHvestesdh, Whichisgtied td3ontkéi B _
connector 318 is_al so ,shown. Reference is now nade t4 Fi igure 14, which is a

“left si deceptaiad ingerpiinimegetinte e&ﬁﬂﬂ%ﬁ?@na&meeewtimm@ riBt%ed
fingerpri gﬂﬁtﬁ i [ ( tor 398
i's shown gEr"(;tr |(§5&ﬁ%§ﬁyﬁgw‘%@n€ﬂ%®gﬁgﬁm gﬂﬁ%%c@gggwgﬁg@? @cover
300 and gof dats kYO revedes fidwndslenttot vojatila msstbry IF@nefipoetablpdasicie7 @ forpor t abl e
device 37D. Next, Fiqure 15 is a ri.ght, K side e|leyation view of th ortabl e
dovi oo w FMBSTANSOER o FnergRPRidiRENo BERENsE 2y Prich Badt e’ o5 an
11 (b) anbedifemint siZdsB Fitgepaihtanodi8 50Jusiericindesd andpagndlconrbhenif ront  of
portabl e deVIhQﬂé'l 370, and the coverﬂéuo and gui des 400 are shown sl |1ghtly

. 9 A
rai sed fr8&mvNehing wirgatyprefgrredsrmbodisyepteisantroligd wWamigrriesesees ki gur e
16, a fro i i i IR ! Wikt iddholaidt egr at ed
fingerpri mpﬁr&nﬁf‘gbgige‘!fﬁhﬂ&&%ﬁs&%ﬂ%@%ﬁl@b?l&?ﬁgﬁg&?ffﬁfé?%%‘}bflgt |ﬁIﬂa\/(‘\:f/oego3r 003zsz
r cTr scazr gapiuged by seegnrdizio. determnitawbetties @ giveh inagesSs aceeplablecer '3t S i s

cent a1 akilheti O B Bl O AR A BB
Fi gure 17imade Bhunacepladig, ted ay@twit be\préwpidd tohtace his/her finger on sensor

52 again so that a new image can-be captured,

Reference is now made to Figure 1B, which is a block diagram illustrating

functional blocks of another embodiment of the portable device of the present

invention. In this embodiment, portable device 170 is compatible with the USB

standard and includes a USB plug 118 which, as Figure 1B shows, is coupled to a

USB host controller 193 of a host platform. Optionally, portable device 170 further

includes an additional USB port 162 that is coupled to USB plug 118. USB port

162 Is provided as a convenient feature that can be used to couple other USB-



portable device with an integrated fingerprint nodule as shown in Figures
11 (a) and 11 (b). The cover 300 and gui des 400 are shown slightly raised
fromthe top side of portable device 370. Optional wite protection switch
340 is al so shown a$ being |ocated at the rear end of portable device 370.
As mentioned above, a significant difference between the first formof the
portabl e d¥QU¥3283 and the second form of the portabl e deRGEE¥CP4Ti s t hat
t he sensor 352 of the second formof the portable device 370 is provided as
a cylinder having its axis lying paraléel to both the top surface and the

rear surf@sgpgioid bevid;@(\é?]&ﬁth%ms it Sérftile WBGIES 4 7DNins ik eRbdiREstS t hr ough
the device 370, sandwi ched between its bottom and top surfaces, fromleft

to right.poredble dades 138 alsosingludpy AddSR deise caniplias 1 5fpbaaatraliing Hig s

ither f li8n Wi H B i I . At
i es whetunRERPBuod pd QIR 3kiEs t7b sl e St ol uoataer™) .
sensor 35riteollepped.nbswne ambodisnait po ddvert softoad 130 andem applicatiethe housi ng

f th t abl e devi 37 hi ti ' 1 h 52 |

ot at ed MRGTPTRS arreEs aEN: o7 e tiiPelBes Feritbetd SpRRER Tf cover
300 (t her RRICHKARS hBgL athsthi id ciniUimcsty Wit UISE Aosbetritrmer 093 tde sensor
352) and then rails his finger (or thunb7) an the cylindrical surface of the
sensor 35@cllita diempperatier of Beriaflle sgyiced Br i ng successivel y new portions of
the cylindri capoiié 8EGichR7H o RthSbs 2Rt QRratkd ciriie 118Ya il user 1

able to contact e sensor ar ger ea o nger 1n total
t han t he meawrpfl20laada@yValatie intahorutrdtaclategnateti cirsuietpdsad bet any one

nonment. An_advantage of this feat i,s that, even though the proportion of
the top sﬁ‘??"?@i‘erﬁly %H‘%%ﬁ?éﬁf@%@ﬁcénfﬂe fetfineri'1_§°‘3 i 2FHVVEhe sensor
352 remai frpail PfiERREMoAST IMistRRdA6 6ldte ohB P imdredeinBlades hBRoratsBiAr 352
is Capable (in a single sensing operation) of sensing |arger areas on

Li nger s t aegprearceswitiz e esentiavesitione frurihguaates insthimembedimentt hat this is a
useful fe i j i i ndi vi dual s
whose 11 nasboi FERThERoh/ Geal 2 REL oL 8IEEs O] 129 JRESK RBRUY LTS o

di f f er ent whathes or noMidredli® d8AB2 1PCHaSBdeh ivevidusiy rététerad imgraverdarice Fi gur e

10, a flow.diagram 200 illustrating s of a,user .
 regi ot at MR BAPRBRAT Duental SEUCBLER BB crRolPatabia deviee 1708 11 1 st
form or dauMiopsatiR4ly Bloké 8 reégis@atbr grodb¥d Lborfits inttif aka! Aldéédedpni nt nodul e
i n accordance with one enbodi nent of the present invention is shown. In the

f ol | owi ngdetedduitharibglow.y i pRRismbedimery. ¥oiatile signeernt3d saneiseseither Aave been
descri bedD@fM i e L g ' Sfﬁb% e
nunerals. Tn sﬁég%@' %gﬁ%ﬁéﬁaggﬂﬁ‘gﬂ%ﬁ@é %g%% *bglaa orrénrﬂtg@rsggbl e

devi ce 70ragucedindecgrizmcawifhrtheipréserdinventipm.ocedure. In a currently

f d embogdipent . the initiali,zati i nvol t abl i shi
Pt cat + on RSB Eye. Jf GoitR BREAETHE SonBMeRRE " prat form s~
awar e t hami@iepictebgordemi WRick Qrefdrdblpsa RESD pfsteBked Ihixgfrafed. circOita1ep 220,

portabl e device 70, 37g determ nes whether a user registration is

necessar yfurthsr incluans iagh comrallgp |l 4 fngopioling ageess 1§ flashigemsad’3®dr t he

First ti i 1%=&qr 20, portable
devi ce 7(r)r,E né%&"\e\n&f’ff%t élé{ Egé a%égonp gm@?)%%?ée{sgma‘}brlgetg?gﬁ at or:;m process
(steps 22mte@aid arhifadid 56 inptudisscvolatid nerhaony) 118 andhamoervolatiier f ace

(e.g., pop-up_nessa i ndows hrough t host . pl at Thus) _upon the
first use rﬁZbﬁﬁ'eﬁéé&?‘x'e\";}ﬁﬁle érﬂgq?ré{ G‘% CQWRFE%% oéﬁ'ﬁgrgsrﬁlr chase), a
pr ef er r ed wonliAg niBPRGry Joit HRbpreabsaoriti i tduhg it peFalins whab ineR-yoldless t o

generate the frrst ( ma,ster"'_){ tenplate. This is preferably acconplished by
checki ng Befaeiydd 7rqomprises @ ROM fay storing firawara iatperisry vepigusfundigié e 1 B) .
Subsequen LSE et ), : rd td by

"nd vi duaP! pO%eEe HELEENTR) SRR Ih BRY i dthofERAM 1A it o
portabl e dulowieg Mnwa@scslepfimnwsrenbiZa fohseadingefingseprintisengant$2r enbodi nent

th i St | t.i pl fi i 0L te templ ates. |
yet anot hEMWAEOH iy Prodessg idgtuint fmiages, SMPRERTLT S0 oepibbeq
nul tiple térpﬁ@t@fiﬁh\fvéwmd foe BRbRPAAY fifderprintiatdgablagdia\erpiatés, aadu can

facilitate e registration of additional users) and/or additional

t enpl at e(§|5m\é'ﬁf%é?7%§¢rr‘!ﬁf‘fym finaarprintaughentigibo nNeverthelpss, iUl By whet her a
new user/tenpl ate needs to be added or upon the user's request in step 22D.
If an additional user/ternplate is to be registered, the registration
process will be invoked. If it is determned that no new registration is
necessary) process 200 proceeds with an authentication process (steps 23a,
24Q and 28Cl as descri bed bel ow). WO 431003282 PCTI SG02100047 ofi It

Shoul d be appreciated that within the scope of the present invention,

Y o o o Y . o



process 200 proceeds to step 245) wherein a tenplate is generated based on
the captured fingerprint Inage. As described above, in a preferred

enbodi ment, the captured image is converted into 64 KB of data, which is
then used as input to tenplate generator 12a for generating a 512-byte
tenplate. In step 248, the tenplate generated in step 245 Is encrypted. In
one enbodWRA9034%%e encryption is performed by firmare (P&TQQQOZ/@%?ypti on
firmvare 117d of Figure 1B), thereby providing an added | evel of security
agai nst hacking. In step 255, the encrgpted tenplate is stored Into flash

menory 2Qppldétifed thabigdin@RimatiB@iscdigestoithe gessdntinventiamdswhcr ypt i on of
a tenplate, flash controller 14 is pronpted bét,t?hrrpl ateag&erator 12a to
o

store t hdiRBEArg cgaherserd iBANENQIFHe Sepey SheStPIEE MBSy 20 for

use in s & ﬁgtﬁg_ﬂti cation. Moreover, as described above, in a
pr ef erregpéﬁﬁggl&rrae%é teﬁe wo 031003~s2 PCTI SGUZ100~47 17 tenplate !s

stored in a rduslitiarmllyrictegodied chekit frEPrincjudes aheptionakerspredhisckiw | v

desi gnat fQr_stari te ' . i i hsSe ible to
the tser (ERCIEEl 186 e SEpthPoTe-AlS ik Sheihd Rhig bl LB aReEfeH
conpl et i qif peftableed&es $70.2alt ishouldecassretiategithat ECEdndime an9 eahda ment where
portable device 70, 37D is used as a secure stora%g devi ce, K step 280 can

i

al so ent dMPleshemteras sdiwass (RddEmeare) or bardwarge PrOFRSIOERIICESERT st er ed
user accgﬁg%&i‘g) gﬁgi,{tﬁgg_cggé afﬁqlgiﬁ.ﬁgeérgqhmo%l te data thereof to partable

device 7 mappl ng port evi ce , 370 to a valid drive letter
on host pl at f dRefe@ing stilitth Figefre @&y Giegarprint modulei horemprjsesraesenaanddi cat i on

Pensor 57 coees BAARPaT oltiel Eorlfbner f8a Tn B PPy 1orbsAoEi " oer - s
finger thajsdascdpba® thb fEgstpHPEIrRRR. of dfiryes bolrgnilasedtherasr, ednestadi nent ,

step 230 also includes a quality check of the captured ipage by control
unit 56, 13551smesft%éon\fﬁ;b@ce%tym@wgﬂrplrlntu@age;uaiateieﬂmqalﬁm@ga&m ity of the

captured RYS J i i qut’]?'% vl I ratd If a
.repeat ca'{g ure nllaéb Eéeedli e“%,g’tahg dg)@ gﬁ&w E%' L%H 'Sr%%ttggﬁegfg&eﬁa% y?f t he
nunber of firgerpynt imagee capmindd gy samdar, 152rtoaletermimnwhgther ef givere thagebisdi nent

tep 230 al | ud i teml.ate based an th tur ed
i nger pr i SSPIALS CL AL oF 5P HE DR RS AR (R eI RS FrORESUG atl | e memory
"16. In s¢aRbiftes dafdeSiiplafehtBiRlstedsiwaae fe e arhwhidarfiagiare@y.y 20 for

use as the basis of authenticating the identity of the user whose
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is wo Offibhgedzsidcroprocessor 111 to disable write-access to flash memeory 120.
With reference next to Figure 2, a front perspective view of a first form of a

portable device with an integrated fingerprint module in accordance with one

embodiment of the present invention is shown. In Figure 2, portable device 70 is

shown with USB connectar 18 protruding from its front end. Fingerprint module 50

is shown as being structurally integrated with portable device 70 in 2 unitary

construction, with sensor 52 digposed on the top side of portable device 70, A

light emitting diode (LED) 73 is also shown disposed near the edge of the top side

of portable device 70. In one embodiment, LED 73 flashes when data in portable
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initial attenpt fails (e.g., steps 23U, 240 and 250 are repeated).
Preferably, the nunber of repeated attenpts is user-configurable and can be
set once an authorized user has been authenticated and granted access. In
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an aut hori¥Ye@3e¥2, access to flash menory 20 will be bl RKEEGQROH?, in an
enbodi ment where a software driver resides In host platform90, the
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that is inherent in the prior art password-based authentication approach is
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access control to various conputer resources, the present invention can

al so be advantageously utilized in numerous other applications that



require security clearance) such as entry into private hones, offices,

hotel roons, bank vaults and security deposit boxes, and so on. The present
i nventi on can wo oai oa3a8a PCTI SCa210aad47 20 al so be beneficially applied
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sansor 352 is rotatable during the operation of sensing a fingerprint, so as to make
a rolling contact with the finger. The second form of the second portable device
370 is described in more detail as follows.

In Figures 11(a) and 11(b}, the portable device 370 is shown with USB
connector 318 protruding from its front end. Fingerprint module 350 Is shown as
being structurally integrated with portable device 370 in a unitary construction,
with sensor 352 (shown in Figure 11(b)} disposed on the top side of portable
device 370. A light emitting diode (LED) 373 is alsc shown disposed on the rear
side of portable device 370. In one embodiment, LED 373 flashes when data in
portable device is being accessead, thus serving as an activity indicator, [n another
embodiment, LED 373 lights up to indicate that an authentication process is
underway.



WD U31003282 22 CLAfMS 1. A portable device conprising: a mcroprocessor;
PCTI S&21000~7 a non-vol atile nenory coupled to the m croprocessor; and a
bi onetri cs-based aut henti cati on nodul e coupled to and controlled by the

m croprocessor, wherein access to the non-volatile menory is granted to a
user prow ded that the bionetrics-based authentication nodul e aut henticates
the user' FUNEIEy and wherein access to the non-vol ati PETRERHPYT s deni ed
to the user otherwi se. 2, The portable device according to aim1, wherein
the biometrics based authentication notdul e I's a fingerprint authentication

modul e. 3. Thﬁﬂ@&éﬁ?'%o‘i@ P&ﬁdé&?&é’éﬁilé’tg sbifp&heét fBr%néﬁﬁgf‘ﬁtH’é ;BiBﬁefo'f nger print

aut henti cati on corrp | ses a erpri Bt Sensor erement. 4.
portabl e theviopeudece ptithegpartabls devies 373 WMWP@H@%@%@O prqmtmg f[LQm

user ot HEORR RIS Bl B RBRER blon a7 LR BOE T HHERRF B g, ©

successi vengmgémmtsn@dnsa(etgsgrbsvég Agarsorthatta ué’ém:amcsﬂtiebﬂ tmtd.eentaeﬂrat:cor di ng
to claim3 o tic

t 1
oo i oepastioy ol @l % Bhibhe sovaesdbinyas At arotsse e SANSSHER ng ¢ he

sensor el gﬁa%tseaeﬁd@o§msﬁ@ﬁgef§ﬁob?nnwaﬂtuaes hbe sensor elenent. 6. The
portabl e device accord to an precedi ng clains, further

conprising a uRptienaayrite @r¢tactlctm%w|¢&ls&a§0 E@WQWH aebeingupratad althen anot her
USB conpl k’ga engie\f'p%ﬁabie device 370.

Raferring next to Figure 12, a top plan view of the portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b} is depicted.
Portable device 370 is shown with USB connector 318 protruding from its front
end, and fingerprint madule 350 is shown as being structurally integrated with
portable device 370 in a unitary construction, with sensor 52 disposed on the top
side thereof. The cover 300 is the open configuration of Figure 11(b).

Reference is now mads fo Figure 13, which shows a bottom plan view of
the portable device with an integrated fingerprint module as illustrated in Figures
11(a) and11(b). A substantially semicircular indentation 377, an optional feature
which allows a user to hold portable device 370 firmly while coupling or decoupling
portable device 370 fo/from host platform 90 (Figure 1A), is shown on the bottom
side of portable device 370 in Figure 13. USD connector 318 is also shown.

Reference is now made to Figure 14, which is a left side elevation
view of the portable device with an integrated fingerprint module as shown in
Figures 11(a) and11(b). USB connector 318 is shown protruding from the front of
portable device 370, and the cover 300 and guides 400 are shown slightly raised
from the top side of portable device 370.

Next, Figure 15 is a right side elevation view of the portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b) Once again,
USB connector 318 is shown protruding from the front of portable device 370, and
the cover 300 and guides 400 are shown slightly raised from the top side of
portable device 370.

Referring next to Figure 18, a front elevation view of the portable device
370 with an integrated fingerprint module as shown in Figures 11(a) and 11(b) is



wo 03loa3i 8z PCTI SC021000~7 23 7. The portabl e device according to any of
the preceding clainms, wherein the bionetrics-based aut hentication nodul e
conprises a bionmetrics sensor fitted on one surface of the portable device.
8. The portabl e device according to any of the preceding clains, wherein
the non-volatile nenory conprises flash nenory. 9. The portabl e device
accordi ng Y8 %M89328% the preceding clainms, wherein the m cPEPPeSHr s
configured to provide a bypass mechani sm for authentication upon a

determ nation of authentication failur® by the bianetrics based

aut hent i cagpicedIOTA insedibn efdRIUISH LenistastoCR Siertehirally@epictedahd the

m cr opr ocessor,_ coupled to the bus; a non-volatile nenory, coupled to the
bus; and SOWIrGHR%§tevigas 480 AlR slpwn lightlyraissd foe E@Jepéﬂfq Rortabies,
wher ei n ugd@getahg control of the m croprocessor the bionetrics-based

aut hentication nodule is configured to (1) capture a first bionetrics

mar ker; (2) st Beterenee isinat madete figus 1ifawkish is a reacelavationoviawi dfdherenor y;
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modul e. 18ide ofporisbie dgyiee Ortigea! §yrie pERlestia iRt s I$PROWRA 88t ur t her
conpri si ngeﬁ,gqggé(@a%qlmégairgl.,dgyﬁoﬁ%ﬁg) i e control l er coupled to the
ed to the

bus and a USB connector coup to us, such that the portabl e device
i s capabl e of Asmamntianediabgvea pigaificast diffeeente between thedirgdBrroaithat or .

portable device 70 and the second form of the porfable device 370, is that the
seneor 352 of the second form of the portable device 370 is provided as a cylinder
having its axis lying parallel to both the top surface and the rear surface of the
device 370. In other words, this axis extends through the device 370, sandwiched
between its bottom and top surfaces, from left to right.

The sensor 352 is designed to be rotatable around its axis (either fully
rotatable, or rotatable within a defined angular range). At times when the cover
300 is open, a portion of the cylindrical surface sensor 352 is uppermost, and is
exposed through an opening in the housing of the portable device 370, but this
portion varies as the sensor 352 (s rotated. When the user comes to use the
device, he first opens the cover 300 (thereby exposing a portion of the cylindrical
surface of the sensor 352) and then rolls his finger (or thumb) on the cylindrical
surface of the sensor 352, causing It to rotate and to bring successively new
portions of the cylindrical surface info the exposed region. In this way the user is
able to contact the sensor 352 with a larger area of his finger in total than the area
of the cylindrical surface which Is exposed at any one moment.

An advantage of this feature is that, aven though the proportion of the top
surface of the portable device 370 which is occupied by the sensor 352 remains
approximately as in the device 70 of Figure 2, the sensor 352 is capable (ina
single sensing operation) of sensing larger areas on fingers than the sensor 52,
The present inventors have found that this is a useful feature, meaning that a
single device can be operated by individuals whose fingerprints are of greatly
differing sizes, e.g. individuals of different races.



WD 031 0032%2 POTI SG02100047 2A 13. The portable device according to any of
clainms 10 to 12, wherein the bionetrics-based authentication nodule is
structurally integrated with the portable device in a unitary construction
and conprises a bionetrics sensor being di sposed on one surface of the
portabl e device. 14. The portable device according to claim13 in which the
sensor is VP PE®print sensor and includes a el ement V\hlP(QT/SCé)Z’PWt‘?at abl e
during a sensing operation, to bring successive portions of a user's finger
I nto roIIing contact with the sensor, 1&nd t hereby sense successive portions
of a user's fiRgRfdig ﬁéxttdﬁguT@GOp@ﬂmm@rdmwma@ww@lenepsefauaenm 13 or

claim 14, wherein the bionetrics-based ilet henti cat, ?Rr} m)ﬁ conprises a
cover nouRgisiratigp/ayiiantisalicn pESRSLUTING Sithe/ Apvies 70&f dhe E‘%ﬂ ement and

a second @Qgid 590 of ﬁ*}éeé’édoﬂﬁ féﬂ?ﬁwﬁﬁ'&'ﬁ%tegi‘-éied ?hgemm ﬁﬁbaleqﬁwcesr@ﬁear di ng

to any of clains 10 to 15, wherein the non. atile menory conprises flash
menory. 1with Bhe qmchbmeet @fdheweewwwenh@ t3c5|mw1 oh the &lwwving D t o 10,

her el ¢ B A B3 W38 L4 RS ALAQRERGNLE e ) BRLAGY | 9Ured to

encrypt t |orre ore storrn r'rs |omatr|cs

mar ker i naldwe withn refoteaicelte Figure rh. ushiy thﬂmnwréfatdneedmm’na:ralsactnetaﬂu ng to any
of clains_10 to 17, wherein the m craqoprocess co gruredto direct the
bi omet ri c&laon being ervpled o B%Oﬁ{ﬂaﬁ m, porta le device 0 undergoes an

initialization procedure. In a currently preferred embodiment, the initialization
procedure involves establishing communication with the host platform and
ensuring the host platform is aware that portable device 70, 370 has been coupled
thereto. _

in step 220, portable device 70, 370 determines whether a user registration
Is necessary. For example, If portable device 70, 370 is being used for the first
time and no template has yst been stored in flash memory 20, portable device 70,
370 will guide the user to complete a registration process (steps 225, 235, 245
and 255 as described below) via a user Interface (e.g., pop-up message windows)
through the host platform. Thus, upon the first use of portable device 70, 370
(e.g.. immediately after purchase), a preferred embodiment automatically initiate
the reglstration process to generate the first ("master”) template. This is preferably
accomplished by checking a status flag (e.g., flag 121 in flash memory 120 of
Figure 1B). Subsequent registration(s), as described below, can be activated by
individual users via software on the host platform.

In one embodiment, portable device 70, 370 supports more than one user.
In another embodiment, the same user may register muitiple fingerprints as
separate templates. in yet another embodiment, the same user fingerprint may be
registered multiple times as different templates. Thus, portable device 70, 370
can facilitate the reglstration of additional user(s) and/or additional tempiate(s)
either by periodically (e.g., upon startup) inquiring whether a new userftemplate
needs to be added or upon the user's request in step 220. i an additional
user/template is to be registered, the registration process will be invoked. Ifitis
determined that no new registration is necessary, process 200 proceeds with an
authentication process (steps 230, 240 and 260 as described below).



to capture and store tile first bionetrics marker provided that no

bi onetrics marker has been stored in the non-volatile nenory. 19. The
portabl e device according to any of clains 1D to 18, wherein the

m croprocessor is configured to enable access to the non-volatile nenory
upon a determ nation of authentication success by the bionetrics-based

aut hent i cQ BPo#a8eul e. W O 031003282 25 PCTI SG02/ OQOa7 PLH/SCYHRI0EDr t abl e
devi ce according to any of clainms 10 to 19, wherein the m croprocessor is
configured to disable access to the nttvol atile nenory upon a determ nation

of authenti cafiispBultidid aebutddhabivtiBiihé Ssofrstflepitisiingamibon nodule. 21
The portabl e device according to an 0 20, wherein the
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a registrati oRepFieg &Ll g , g process Is I

step 225, the registration process is initiated. In one embodiment, this involves

informing the user that a registration process will commence and prompting the

user to place his/her finger on sensor 52.

In step 235, sensor 52 is read to capture an image of the fingerprint of the
user’s finger that has been placed thereon. In a currently preferred embaodiment,
step 235 also Includes verifying that the captured image is of sufficient quality for
further processing (e.g., template generation). This is preferably performed by
control unit 56 as directed by microprocessor 11. In one embodiment, step 235
will be repeated if the guality of the captured fingerprint image is unacceptable.
Under such circumstances, the user will be prompted to place his/her finger on
sensor 52 again so that a new image can be captured. Preferably, the number of
retry Is user-configurable.

Once an acceptable fingerprint image has been captured in step 235,
process 200 proceeds to step 245, wherein a template is generated based on the
captured fingerprint Image. As desctibed above, in a preferred embodiment, the
captured image is converted into 64 KB of data, which is then used as input to
template generator 12a for generating a 512-byie template.

In step 248, the template gensrated in step 245 [s encrypted. 'In one
embodiment, the encryption is performed by firmware (e.4., encryption firmware
117d of Figure 1B), thereby providing an added level of security agalnst hacking.

In step 255, the encrypted template is stored into flash memory 20, In one
embodiment, upon successful generation and encryption of a template, flash
controller 14 is prompted by template generator 12a to store the newly generated
and encrypted template into flash memory 20 for use In subsequent user

authentication. Moreover, as described above, in a preferred embodiment, the



(c) conparing the first bionetrics marker against the registered bionetrics
mar ker; anti (d) signaling an authentication success provided that a match
is Ildentlfiled In sold step (c). 23. The bionetrics-based authentication
met hod as recited in Caim22 wherein the registered bionetrics nmarker is a
fingerprint. 24. The bionetrics-based authentication nmethod according to

cl ai m 22 WP /083283 23) wherein the registered bionetrics RaFRe$2/40847st ored in
an encrypted fornmat. WO 03! 0a3282 PcT~scaz~aoo~7 26 25. The

bi ametri cs- based aut henti cati on net hodiraccording to any of clains 22 to 24
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the non vglatile nenory provided that a match is not identified in said
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r.A(- A(. A0 Beugdid?as e Abcé stiraldB(icBUstep 280!dan also entail enabling portable
device, l.e., granting the newly registered user access (e.g., read data therefrom
and write data thereto) to portable device 70, 370 and mapping portable device
70, 370 to a valid drive letter on host platform 90.
With reference still to Figure 10, the authentication process using the
portable device 70, 370 is now described. In step 230, scnsor 62, 362 Is read to
capture an image of the fingerprint of the user's finger that has been placed
theraon. In a currently preferred embodiment, step 230 also includes a quality
check of the captured image by control unit 86, so that the image capture will be
repeated if the quality of the capfured fingerprint image is unacceptable for
template generation. If a repeat capture is needed, the user will be so prompted.
Preferably, the number of retry is user-configurable. in a currently preferred
embodiment, step 230 also includes generating a template based on the captured
fingerprint image and storing the resulting template into volatile memory 18.
In step 240, the stored template(s) are read from flash memory 20 for use
as the basis of authenticating the identity of the user whose fingerprint image has
baen captured in step 230. In a currently preferred embodiment, microprocessor
11 directs flash controller 14 to retrieve the registered femplate(s) from flash
memory 20.
In step 250, the registered template(s) read from flash memory 20, which
are stored in encrypted form in a preferred embodiment, are decrypted. The
decrypted template(s) are loaded into volatile memory 18 in one embodiment.
In step 260, it is determined whether the user's fingerprint can be
authenticated against the registered fingerprint template on record. In a currently
preferrad embodiment, verification medule 12b compares the template pending
verification against the registered template(s). If a match is detected, the user is

authenticated; otherwise, authentication fails. In one embodiment, the user is
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109 () - d@b@lzdg user whose fingerprint has been previously registered, the user is
provided with an option to bypass the fingerprint authentication and provide a
password fo gain access instead. This embodiment affords the user the ability to
avold a helpless situation where access to contents of flash memory 20 cannot be
had unless and until verification modulc 12b is fixed. If the bypase password is
correctly entered, user authentication is deemead to be successful; otherwise, user
authentication remains a failure. It should also be appreclated that If added
security is desired, a password requirement can be implemented in addition to the
fingerprint authentication even for normal routine authentication within the scope
of the present invention.

In step 280, a signal or message indicating the successful authentication is
penerated. In an embodiment where portable device 70, 370 is used as a secure
storage device, step 280 can also entail enabling portable device, i.e., granting the
newly registered user access (e.g., read data therefrom and write data thereto) fo
portable device 70, 370 and mapping portable device 70, 370 to a valid drive letter
on host platform 90.
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performed by authentication engine 12 will be carried out. Thus, depending on
the particular implementation or application, the infonnation being transmitted from
portable device 70, 370 to host platform 90 can either be a simple notification of
success upon successful authentication, or image data representing a user
fingerprint that is pending authentication.

In a currently preferrad embodiment, performance of various steps of
procass 200 are controlled by microprocessor 11 executing firmware code, which
is preferably stored in non-volatile memory 17 of portable device 70, 370.

Significantly, it should bs appreciated that the present invention not only
contemplates using portable device 70, 370 as a secure data storage device but
also as an access control device. In particular, within the scope of the present
invention, portable device 70, 370 can act as an “access key" to host platform 90
to which portable device 70, 370 is coupled. More specifically, in one
embodiment, in order t¢ access any resource on host platform 90 (e.g., data, files,
application programs, peripherale) and/or any resource attached thereto (e.g.,
network access, network printers and storage devices, electronic mail) a user is
required to first successfully authenticate his/her identity as an authorized user
using portable device 70, 370 with integrated fingerprint module 50. In
accordance with this embodiment, such fingerprint authentication is used
preferably in lieu of {or alternatively In addition to) conventional password-based
authentication. Thus, the user inconvenience and less stringent'security that is
inherent in the prior art password-based authentication approach is
advantageously eliminated in accordance with the present invention.

Beyond access control to various computer resources, the present
invention can also he advantageously utilized in humerous other applications that
require security clearance, such as entry into private homes, offices, hotel rooms,

bank vaults and security deposit boxes, and so on. The present invention can
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biometrics-based lock is installed at the house. In the latter example, a hotel

guest first registers his/her fingerprint upon check-in at a hotel. Thereafter, access

to the house or hotel room is securely restricted to the respective key holder

(home owner or hotel guest). These and other wide-ranging applications of the

biometrics-based access device technology disclosed herein are all intended to be

within the scope and spirit of the present invention.

Although embodiments of the present invention have been described
herein as using fingerprint authentication technology to implement access control,
it should be appreciated that the present invention is not fimited thereto but rather
encompasses the use of other biometrics-based authentication techniques. One
such technique is iris scan technology. While such other biometrics-based
techniques are not expressly described herein, their applicability to access control
implementations using a portabie device is within the scope and spirit of the
present invention disclosed.

Moreover, while preferred embodiments of the present invention have been
described herein ag using flash memory as a storage media, it should be
appreciated that other types of non-volatile memory, such as ferroelectric random
access memory (FRAM) or magnetic random access memory (MRAM), can also
be used within the scope of the present invention. In addition, while such
preferred embodiments have been described herein as belng compatible with the
USB standard, the portable device of the present invention is not intended to be
restricted thereto. Rather, the present invention Is Intended to encompass
portable devices that support other communication protocols and/or bus
standards, such as the |IEEE 1394 (“Firewire") standard.

While preferred embodiments of the present invention, a method and
system for implementing access control using blometrics-based technology, have
been described, it is understood that those skilled in the art, both now and in the
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scope of the claims that follow. These claims should be construed to maintain the
proper protection for the invention first disclosed herein.
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CLAIMS

1. A portable device comprising:

a Mmicroprocessor,

a non-volatile memaory coupled to the microprocessor; and

a biometrics-based authentication module coupled to and controlled
by the microprocessor, wherein access to the non-volatiie memory is granted to a
user provided that the biometrics-based authentication module authenticates the
user's identity and wherein access fo the non-volatile memory is denied to the
user otherwise.

2. The portable device according to Claim 1, whersin the biometrics-
based authenticatlon module is a fingerprint authentication module.

3. The portable device according to claim 2, wherein the fingerprint
authentication modute comprises a fingerprint sensor element.

4, The portable device according to claim 3 in which the sensor
element Is rotatable during a sensing operation, to bring successive portions of a
user's finger into rolling contact with the sensor, and thereby sense successive

portions of a user's fingerprint.

5. The portable device according to claim 3 or claim 4, wherein the
fingerprint authenticétion module comprises a cover mounted for motion between
a first position coverlng the sensor element and a second position revealing the
sensor element.

B. The portable device according to any of the preceding claims, further
comprising a universal serial bus (USB) connector for coupling with another USB-

compliant device.
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7. The portable device according to any of the precading claims,

whersin the biometrics-based authentication module comprises a biometrics
sensor fitted on one surface of the portable device.

8. The portable device according to any of the preceding claims,

wherein the non-volatile memory comprises flash memory.

9. The portable device according to any of the preceding claims,
wherein the microprocessor is configured o provide a bypass mechanism for
authentication upon a determination of authentication failure by the biometrics-
based authentication module.

10. A portable device comprising.

a bus;

a microprocessor coupled to the bus;

a non-volatile memary coupled to the bus; and

a biometrics-based authentication module coupled to the bus,
wherein under the control of the microprocessor the biometrics-based
authentication module is configured to (1) capture a first biometrics marker; (2)
store the first biometrics marker in the non-volatile memory; (3) capture a second
biometrics marker; and (4) determine whether the second biometrics marker can
be authenticated against the first blometrics marker.

11.  The portable device according to Claim 10, wherein the biometrics-
based authentication module Is a fingerprint authentication module.

12.  The portable device according to claim 10 or claim 11, further
comprising a universal serial bus (USB) device controller coupled to the bus and a
USB connector cdupled to the bus, such that the portable device is capable of
communicating with a host platform via the USB ¢onnector.
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13.  The portable device according to any of claims 10 to 12, wherein the
biometrics-based authentication module is structurally integrated with the portable
device in a unitary construction and comptises a blometrics sensor being disposed
on one surface of the porlable device.

14,  The portable device according to claim 13 ih which the sensoris a
fingerprint sensor and includes a element which is rotatable during a sensing
operation, to bring successive portions of a user's finger Into rolling contact with
the sensor, and thereby sense successive portions of a uger's fingerprint.

15.  The portable device according 1o claim 13 or claim 14, wherein the
biometrics-based authentication module comprises a cover mounted for motion

between a first position covering the element and a second position revealing the
SESNsor,

16. The portable device according to any of claims 10 to 15, wherein the

non-volatile memory comprises flash memory.

17.  The portable device according to any of claims 10 to 16, wherein the
biometrice-based authentication module is further configured to encrypt the first

biometrics marker before storing the first hiometrics marker in the non-volatile
memory.

18.  The portable device according to any of claims 10 to 17, wherein the
microprocessor is configurad to direct the blometrics-based authentication module
to capture and store the first biometrics marker provided that no biometrics marker
has been stored in the non-volatile memory.

18,  The portable device according to any of claime 10 to 18, wherein the
microprocessor is configured to enable access to the non-volatile memory upon a
determination of authentication success by the blometrics-based authentlcation

module.
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20. The portable device according to any of claims 10 fo 19, wherein the
microprocessor is configured to disable access to the non-volatile memory upon a
determination of aulhentication failure by the biometrics-based authentication

module.

21.  The portable device according to any of claims 10 to 20, wherein the
microprocessor is configured to provide a bypass mechanism for authentication
upon a determination of authentication failure by the biometrica-based
authentication module.

22. A biometrics-based authentication method implemented using a
portable device, the method comprising the steps of:

(a) obtaining a first biometrics marker from a user with a biometrics
sensor installed on the portable device;

(b) refrieving a registered biometrics marker from a memory of the
portable device, the registered biometrics marker having been stored therein
during a registration process;

(c¢)  comparing the first biometrics marker against the registered
biometrics marker; and

(d)  signaling an authentication success provided that a match Is
identlfied In said step (c).

23. The biometrics-based authentication method as recited in Claim 22
wherein the registered biometrics marker is a fingerprint.

24. The biometrics-based authentication methad according to claim 22
or claim 23, wherein the registered blometrics marker is stored in an encrypted

format,
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claims 22 to 24, wherein said step {d) comprises granting the user access™o the

non-volatile memory.

26, The biometrics-based authentication method according to any of
claims 22 to 25, further comprising the step of denying the user access to the non-

volatile memory provided that a match is not identified in said step (c).

27.  The biometrics-based authentication method according to any of
claims 22 to 26, further comprising the step of providing the user with a bypass

authentication procedure provided that a match is not identified in said step (c).



