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This invention generally relates to a method, program and system for processing and

© 10 retrieving data in a data warehouse and, more particularly, to a method, program and system
for the processing of data into and in a data warehouse, to the querying of data in a data

warehouse, and the analyzing of data in a data warehouse.

BACKGROUND OF THE INVENTION:

15 Data warehouses are computer-based databases designed to store records and respond
to queries generally from mulﬁplc sources. The records correspond with entities, such as
individuals, organizations and property. Each record contains identifiers of the entity, such
as for example, a namne, address or account information for an individual.

Unfortunately, the effectiveness of current data warehouse systems is dimjnishgd

20 because of certain limitations that create, perpetuate and/or increase certain data guality,
integrity and performance issues. Such limitations also increase the risk, cost and time
required to implement, correct and maintain such systems.

The issues and limitations include, without limitation; the following: (a) challenges
associated with differing or conflicting formats emanating from the various sources of data,

25  (b) incomplete data based upon missing information upon receipt, (¢} multiple records
entered that reflect the same entity based upon (often minor) discrepancies or misspellings,
(d) insuffic.ient capability to identify whether multiple records are reflecting the same entity

and/or whether there is some relationship between multiple records, (e) lost data when two



records determned to reflect the same entity are nerged or one record is, »
discarded, (f) .insufficient capability to |ater separate records waehne 2006

mer ged records are later determned to reflect two separ, t tities, (Q)
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mai ntain a persistent query in accordance with a pre-determned criteria,
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and enhancement processes used to receive and process the received data, causing any
results of such queries to be inconsistent, and therefore inadequate, insufficient and
. potentially false.
25 Similarly, current data warehousing systems do not have the necessary tools to fully
~ identify the relationship between entities, or determine whether or not such entities reflect
the same entity in real-time. For example, one individual may have the same address of a
second individual and the second individual may have the same telephone number of a third
individual. In such circumstances, it would be beneficial to determine the likelihood that the
30 first individual had some relationship with the third individual, especially in real-time.
Furthermore, current data warehousing systems have limited ability to identify

inappropriate or conflicting relations between entities and provide alerts in real-time based
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the 30 database wherein such anal yzing step may include: (a) conparing one

or nore i denipifarer SF TREAINENTRORSEr -defined criterion or one or nore data .
sets in a database, list, or other electronic format, (b) formatting the

identifier in Hivurabiastef te inventios tupreridelafricthed, rrogramand sysee) fonD 03/ 058427 1
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by querying one~or nore data sets in ot
' 20 receiving data for a plurality of entities, (b) utilizing an algorithm to process the received

data, (c) storing the processed data in the database, (d) receiving data queries for retrieving
data stored in the database, and (e) utilizing the same algorithms to process the queries.
The data comprises one or more records having one or more identifiers representing
one or more entities. The entities may be individuals, property, organizations, proteins or
25  other things that can be represented by identifying data.
The algorithm includes receiving data that has been converted to a standardized
~ message format and retains attribution of the identifiers, such as a source system, the source
system’s unique value for the identifier, query system and/or user. |
The algorithm process includes analyzing the data prior to storage or query in the
30  database wherein such analyzing step may include: (a) comparing one or more identifiers
against a user-defined criterion or one or more data sets in a database, list, or other electronic

format, (b) formatting the identifier in accordance with the user-defined standard, {c)



dat abases (whi ch nay have the sanme algorithmas the first database and ,
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match the records is later determined to be common across entities and not generally
distinctive of an entity. Such determining and scparating steps may be performed in real-
25  time orinbatch. The determining and separaﬁng‘steps may include stopping any additional
- matches based upon an identifier that is determined to be common across entities and not
generally distinctive of an entity, as well as re-processing any separated records.
| It is further contemplated that the received data is compared with at least one other
previously stored record to determine the existence of a relationship between the entities, and
30  that a relationship record is created for every two entities for which there exists a

relationship. The relationship record may include confidence indicator(s), indicating the

likelihood of a ré!ationship between the two entiﬁes or the likelihood that the two entities are
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of processing and transferring may be performed in real-time or in batch.

These and other aspects and attributes of the present invention will be discussed with
. reference to the following drawings and accompanying specification.
20

BRIEF DESCRIPTION OF THE DRA WINGS:
FIGURE 1 is a block diagram of a system in accordance with the prcéent invention;
FIGURE 2 is a flow chart for process data in the System block in FIGURE 1;
FIGURES 3A-3C are a flow chart of the Process Algorithm block in FIGURE 2; and
25 FIGURES 4A-4B are a flow chart of the Evaluate Stored Anaiyzéd Record block in

FIGURE 3.

DETAILED DESCRIPTION OF THE INVENTION:
While this invention is susceptible of embodiment in many different forms, there is
30 shown in the drawing, and will be described herein in detail, specific embodiménts thereof
with the understanding that the present disclosure is to be considered as an exemplification

of the principles of the invention and is not intended to limit the invention to the specific
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transforn aligohthie22 10 phdcesitie pceivdd\datal 20 IThel Slcbrieh it oA the SneRfirt 6 %d’
formatting.all soai al ﬁecuri &% unbers in a 999-99-9999 format)’, (
enhanci ng £HEOWSIe] ogHnpigented i‘\[‘]@p'?ﬁ?s‘gﬂ tem 10 to access one Or nore

dat abages 40 (WiheRcdivd da@20MAudiRg waRER HaiBad, TSl Rtlifedfila VO
03/058427 é:.gg.;J s%rl}recezs)(?s(t)e%l identification), is likely received in many data formats. Prior to being
processed by the algorithm 22, the received data 20 is converted into a standardized message
format 24, such as Universal Message Format.
Thereafter, as illustrated in FIGURES 3A-3C, the algorithm 22 receives the
25  standardized data 26 and analyzes 28 the received data 26 prior to storage or query in the
database by: () comparing the received data 26 to user-defined criteria or rules to perform
several functions, includiﬁg,— without limitation; the following: (i) name. standardization 30
(e.g., comparing to a root names list), (ii) address hygiene 32 (e.g., comparing to postal
delivery codes), (iii) ficld testing or transformations 34 (e.g., comparing the gender field to
30 confirm M/F or transforming Male to M, etc.), (iv) user-defined formatting 36 (e.g.,
formatting all social security numbers in a 999-99-9999 format), (b) enhancing the data 38

by causing the system 10 to access one or more databases 40 (which may contain the same

SUBSTITUTE SHEET (RULE 26}




+ PCT/ US02/41630 al gorithmas the first database, thus causing the systemto
access "addi ti onal databases in a cascading manner) to search for 23 June 2006
addi ti ona¥0Oxbssazmt i on (which may be submitted as recei ve®CTdso483p whi ch
can suppl ement 42 the received data 26, and (c) building hash keys of the
anal yzed data 44. Any new, nodified or enhanced data can be stored in newy
- created fields 5 to naintain the integrify of the original data. For
exanple, if the nane "Bobby Smith" is received in a standardi zed fornat
26, the nane "Bobby" may be conpared to a root name |ist 30, standardized
to the naned/zqeishmes thefing database thus causiegthe sysfeanib accets @idtliohalidatabaes andar d
nane. Addit ] ' | uh.s%alla ress.for .Bobby Smith is received 26,
the system %%E:dgﬁn%@%%iss a @ﬁ&gﬁiﬂ?@ﬁafwm“é‘f@&@ﬂ%@& SperBied ag repeixed :
dat abase 40data2Q}ythacheaBeipiplentmi 4 ithe receividdatre) sl @)} BHRIng hekH Kdys 6PMmet hen be

ia 36

formtted i, d b _def i ned t .
« Fur t hor mor cite RSt BREP daen? BREY REShhEA e combecporiimeuy arvased tds

resul tisg tomairisintiedhteprlly bt originalatital Fof HAmPRIirefe Hah “Bb zgd
address. Hash.keys a%gqf}cp%eeg' ui | %44 based upon the enhance ata and :
stored in dE®YFIIPAS |igyEnat 36, theames Bobby” may becompared to apootnage 46 from

the pl ur al ilisy30)stan@irdieeto I name Rob@HChnd Savéll ir d fedily LraSeS RO 1@ 0L ldam 22 t O

anal yze and process, the received queries 46. For .exanple, it a query for
“Bobby Sni tMMe; édaﬁ'eé?qveﬁﬂlfezaﬂteﬁég addsess for Babby Smitle i redeivedl 261 thesjatedi Hed t he
recei ved nagRacdB@dubnvénBiond! entEradiEha; Findfr! t ZSthe.
queried nane " Bo.bby'l'wt oo_t he tquer iaé%gﬂg_ﬁpgéggtﬁ?#égq% g%%?ﬁ%bé{es&g} &m 10
| oads dfd delephore pwakar, adich epndhenche famnattpdingcstandard wap beied egortasead @ihed

mai nt ai ni NQy UELrtiedhé | , and er.. As such,
as the sys% gﬁg&fgcessgﬁ%ﬁg&?ggg?@% y?&%&%g%@%%maﬁemﬁq%ﬁfﬁwﬁﬁ may
search ot hd# M&%B&s@ " added tgkeendof thestandardizedsdldrests Hiah kivaes thewbifiitad

M ssing. i NipdelEbfhe it slored i By RELREAGSr L han exact mat ches,

and may include relationship natches. exanp if the query is for
"Bobby Snmith", Thesxstearlp alsesateives Querieays fromlthepunality of surads 18pergylapd who have
used Bqbby

) b | 1: |ived at Bobby Sm.th' s address. 25

The al gori tu ﬁm %Eh %F@(%g%g}rl?](ﬁ)ﬁn% 039 %%%%E‘?Brnocﬁsﬁgﬁ IFC&V&Q ﬂ{{e"&F 4&%’}%@@?&?’% dat a
26 to: (a)fadpeentfor FBobh Strith isreeeied 46, thesame sidorittgn 22which siafdadigeddns abase
t hat mat ches,.: Nt & Loryespongdi ng .to.such received datg and (b) if so,
mat chi ng t ﬁ%’el&g@éﬁécﬁ %g at%td(;)e'f ¢ g?lp’%rl wYa SP&"E‘B%(‘]‘?'Z Fq'éﬁ'(!?aﬂﬁ'@? t he
al gori t hm ‘Bobtiy8vethe qugicd upme{ Roleedt Urledt theispadmi 1) REdS aRtcrdsir@defyedsSi M | ar
to the identifi in the receiy data) .fro e dat abase for possible
candi dat esaltéf’r'\'l Sgéagﬁ%?é%sergc?'h% 45@[ r B8 "ﬁ'i‘ﬁfg]f)i‘”gfa‘?‘ on @€ theguery systen 50
i dent i 2¢i nandameexAstichgs tieaysten 16 paicesseOBE FeREPANGHeG 460tht BRoAGREIV GG, dat a
based upon eéneq:q%Jrl % €i stjnct 'bve i ctﬁnt ifiers 52. |f % match is identified
54, the al SOFTO Sabassetd: Slichenapu ﬁé"‘i"?ﬁf"djﬁ'@ f.de §pdimissing anfamnatiay. new or
SUBSTI TUTEQGti kdsu(tfA-inay b9 brogded g eXddPMatches, and may include relationship matches.

For example, if the query is for “Bobby Smith™, the query results 94 may inchude records of

people who have used Bobby Smith’s credit card, or have lived at Bobby Smith’s address..

25 The algorithm 22 also performs a function upon receipt of any received data 26 to:
(a) determine whether there is an existing record in the database that matches the entity
- corresponding to such received data and (b) if so, matching the received data to the existing
record. For example, the algorithm retrieves a group of records 48 (including identifiers
similar to the identifiers in the received data) from the database for possible candidates and
30  analyzes the retrieved group of records for a match 50 identifying an existing stored record
corresponding to the received data based upon generally distinctive identifiers 52. If a match

is identified 54_, the algorithm analyzes whether the matched record contains any new or
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WO 03/ 058427 PCT/ US02/ 41630 previously unknown identifiers 56. If there vl
were new or previously unknown identifiers 56, the algorithm 22 wall Hne 2006
anal yze tvae oa@¥s4er previously unknown identifiers 58, add gfpyugdai&e t he
candidate list/relationship records 70 based upon the new or previously
unknown identifiers in the matched record, and determ ne whet her any
additional nmatches 50 exist. 5 This prodess is repeated until no further
mat ches can be discerned. The matching process would then assign all of
the matched records the sane persistent key 60. Furthernore, if no matches
wer e f oundpfesiousipynkreearidentifitre S6nifahad eeremew @i grevioutiguil@oansdegificts 565 own
persi stent key 62. e records retain full attribution_of the data and the
“mat chi ng pﬂﬁe@gﬁ"‘ag&mwg?"?‘b’&éhew YRR Sngrev identifiers S§adder ypdate| et e

function. # chedidfxasuRdigionbilip Fee6ias M0 Hdsedsonahe hdwdbvréliilslyunkadwn t el ephone
.nunber and, address, . and record #2 has the same name and 'a credit card

S

nunber. On¥leBBRRES Wgbe RABHFAMROrhaRd drtermitg Whethey any additigral gapiebes Hiexistdual , so
the recor dgh¥edceddSs tepRitedRBPEAfuther MAthes&inde dMcernEE OFfd mdfchidSprb&s€el ved,

i ncluding the individual's nane (sane as record #1), address (‘sane as
record #1youlddheaprsigiealefithematchedifeconds thesamedersisjenakay 60 Fdrthermaredifmanber .
Because th u : mat ch, -t he
system 10 ﬁ]g{;} %et%%ﬁ%uhgh?%g Fkg‘i‘a’ lgggﬁ'ﬂgte%gg g???’%%?ﬁ %P'gsaﬁ“i ndi vi dual ,
so the al gparsistamhken 62 hEhe neewrdy rdtainifullatthibutien dbitha data Tirbthe yetohing beocessen
re-runs the_ al aorjt Lin t record #1 with the other
records ofg?eggggg%cﬁg]g?[g%ﬁ?%h ao'gerg%gﬁ"?q%gﬁgfﬁg%%"gg% t hat incl ude

i denti i@ er s si nFdrarampe,tifwecordél bimenh indigidnal’s nBee atlsphohd eumnberandadiiras.edi t

- card nunber_of ed record #1 matches 20 the name and credit card numnber
of record PelterBEERR R R sPe and BogRL e RuRE  ORTFrd Ror ottt br o 1 <

t hen runf agaitheyazwmh 'as:atmdiheiviaaﬂd:iodaé &cbrﬁsmﬁﬁrbe&dﬂisblbmlTt(fjeﬂ@l@trad&reairdii evedh
| ooki ng fojp. matches .5 ntil. no.pore matches are ai ped. On occasion, the
yat e 10 T Fere e el s OB REE B GRips B R PR (ARt e ea por
exanpl e, s#p] Blepkie Wuinbsr (AL récord #1 ) aRNEeMEE R n@RRLr BbdaMscdthshdmict | ve 25
identifiers, for individuals, and thus_records often are matched based upon

the sahe silePhgne nupberand pddigsiien1 andié wach, the systeny dQwapdetenming thatddh nunber

in certai Nufeli 3G BdsatiGSthe baind iAditlduald®) B MEARAMIRdEs £EHI ARASELENt i ties
and not generally distinctive of an entity. For exanple, consider a data
entry operBitq YpeRdDithey rerryns dhgydgariden ompprngghe aptcBedyesard §1 withitherathess  a

requi red flegdills ofthd cdniRlad 3 or Gl InaPRE6AL B Wagdyidgﬁm{? kR fag soci al
security nunber of 30 the individuals nerely entered the nunber .

" 123- 45- 6 m8gchadgecosc checavrgitha rungland credis gar nambersd matched wowid #1l metnhes i ty
nunber , o quuetal e\ I Lt .no | onger
a gene%oal Ilﬁ;ga‘?g% iﬁﬁict I \I/ecq}(%lr ent fmfs(lyf(e}ftgcdfr %?i’;ﬂh:g‘g@'? rr?gdéé gfgggl%%Haggecgﬂﬁ]épZOOG WO
03/ 058427 P@THAISEDIdIEBIBD run aga_in against the candidate list or additional records retrieved

looking for matches 54 until ro more matches are obtained.

(4

On occasion, the system 10 may determine that two records were incorrectly
matched. For example, social security numbers are considered generally distinctive
25  identifiers for individuals, and thus records oftcn are matched based upon the same social
- security number. However, it is possible_that- such number, in certain circumstances, is later
- determined to be common across entities and not generally distinctive of an entity. For '
example, consider a data entry operation having a record field for social security numbers as
a required field, but the data entry operator who did not know the social security number of
30 the individuals merely entered the number “123-45-6789" for each individual.
In such a case, the social security number would be common across such individual

type entities and no longer a generally distinctive identifier for these individuals.



-9 Accordingly: (a) the now known conmon identifier would be added to a
I'i st of commpbn identifiers and all future processes woul d not att erskuné 2006
retri eveweewwsds27f or the candidate list or create rel ati ppghisgy4Rser ds 70
based upon the now known conmon identifier, thus stopping any future

mat ches 64 and (b) any records that were matched based upon that 5
“erroneous social security nunber woul d%need to be split to reflect the data
prior to the match, thus requiring no prior data |oss. To acconplish the

| atter objective, the system 10 separates any natches that occurred based
upon t he Atcerdinglyt (2 sheumoptlinows c6imbn idehiifign eionld Yeraddsd tb @ i commeAr r ect

assunption the full at ion of the data t hoyt any | oss
. of data. dﬁﬁﬂéc#?i?& ?IL@BLF%IPEQYLGSF% wou@dggéiegmt for'f'em(szeE‘Hd’h@avi%éé‘Pfh%ﬁaar di zed
" to "Rober br Geatt kl3tidnsttp Adorde 80 baxed ﬁﬁlﬁdhwdmkﬂmwﬁmﬁb% idifiedRgRgrt Smith",

~and it is Jater de%erm neg éﬁ these are two different indivi dual s, and
. that theysﬁqg%'ﬂ%@% e mgiehest and () apyeceys @?h\mrerr@%%b%e%umnam 2, the

al gor i s hmesonsots dcdRnbdchty nidbert WeiiBhead €tedpheE reflROPRE HarSPiidho aRimdi@cor d #1
was known  as "Bobby." Furthernore, the determ ning and Separating Steps -

can be pefwsFeastimeRomsiar daty lopee Toraceqinmlish e latFUP@P@WﬁﬂhfesySlemelos‘vemﬂat ed
records MRy Rfiched e BRiui8 2528 upivihd ﬁ&ﬁi‘e\é?ﬂ et 86 qu DBoiRee 3@9 in the

system There are also times when relati onshi ps, even Vi ous
r el at i onsHicpgect psamptien Pl’@%la@t\ﬁaFh@dtﬂé@ftr@thfF@?th‘emrp\héouuamdilossdimltes #1 and #2

may each ‘ifﬁlyse;ffi‘ecro?& # 1O UW Sl Gvnih On;q?éﬁé%r?c@:dﬂz%d to - }W%evtsgﬂi”)g]ogs' bl e,

perhaps likely, that there s a r wWeen 1 and
#2. THe r beeatmarictivid remnd Hifoe SRahedSthithd, afnéwtes hler detgmans] thdt dsepae atvé on. 20

Accordi ng ceived data to al rec rds in the
. stored da{ixfegkg%dﬁ:’?&éﬁe%’%ghar?&HEP F%sﬁ%%bﬁ broles o WéWﬂ'é&%WLaal.aP §f records
for whi chthth@cathnswsujdmdeneﬂyahatmmnp\ardlbm Bebart Sheth? eteadt #Y &ackidwin €s. The
rel ati ons or 0 woul.d cl ude rel ati anshi es f at her,
CO- conspi %Eal%é’ﬁjﬁf quz' AN H&rflc?gmf*wmg&a?&?’ ra ftglﬁcg%/&g%@&r@gﬂnﬁ gilcating the
strength mhe oeinaincbn Shitlenabre} the sdparated Iﬂécbfdsﬁh‘ia)y bé Ze-aitahiddias A6 rBRED

per si Zé‘en& 60 or 62. For 25 exanple, the confidence indicators 72 may
i nclu p6?f§ THESYIhd a | i keness score. The rel ationship score

is an indi cat OThereSaie bls@imBEW HEABladorfligs, t0en IERRAASRLIAiBRshigs ek Rood
that there is, a égla i onshi p between | ndividual #1 and i ndi vidual #2. The

li keness Sgplate %rché‘ﬁplien‘Bij'(‘ﬁQt’@F #1 anddiz may 99ek have s relatipnshin 0 ant hat

i ndi vi duadrg#lization #HETHRANEs BSJsté}ﬁaps'hﬂlQ&Vthﬂliﬁére i%% reldithsHipBEAAEPCE '
indicators 72 could be identified during the matchi nge process 30 descri bed

her ei nabo¥dividnnle #4 gad &m Thy relpdenshipssapie sxerded e serrbdrerres of 2paratind. quer i es
46 toaglet Eédﬂ'd?ﬂ;l} hge sy@?éh}sltOedaﬁﬁm@; dlﬁreEé?Vth' dalzQ8 aft BRbrddRELS 6%1%8 gg%, 5%@ ria of a

user-defined alert rule 74, such as an 23 June 2006 WO
PCTI US02/“4aesa relationship record 70 for every pair of records for which there is some relationship

between the respective entities. The relationship record 70 would include relationship types
(e.g., father, co-conspirator), the éonfidence indicators (which are scores indicating the
strength of relationship of the two entities) 72 and the assigned persistent key 60 or 62. For
25  example, the confidence indicators 72 may include a relationship score and a likeness score.
The relationship score is an indicator, such as between 1 and 10, representing the likelihood
that there is a relationship between individual #1 and individual #2. The likeness score is
also an indicator, such as between 1 and 10, that individual #1 is the sa.me person as
individual #2. The confidence indicators 72 could be identified during the matching process
30  described hereinabove.
The system 10 also analyzes the received data 20 and queries 46 to determine the

existence of a condition that meets the criteria of a user-defined alert rule 74, such as an




-10 inappropriate relationship between two.entities or a certain pattern of
activities based upon relationship records that have a confidence 23 June 2006
i ndi cat oky@bHadsgs7 t han a predetermined val ue and/or have pgrgedisid@dpshi p
record less than a predeterm ned nunber of degrees of separation. For
exanpl e, the system 10 may include a |ist of fraudulent credit cards that
could be used to 5.determ ne whet her arig- received data or query contains a
credit card nunmber that is on the list of fraudulent credit card nunbers.
Additionally, the user-defined alert rule 74 may cause the received data
and quer i g@fapptophiaterelpgdrkiEg betﬁ@én @.Do&li’iﬁﬁ@ or aerddie pinetridfRicifBiesitedtupbh , UPON
ent.ering dg]ta oé a new vendor, eterm ned that the new vendor had

the same ABAFUSEIP records that have Coé “8?/5' icatop, greptey thana Bredeserainedyale p bet ween
t he vendoranaifhivee ElambiRNig fedoftlbss HhnRESERRSmMInRE n@lﬁ’QérQ)Y g %r&‘Q WF gbphiakién.t O

investigate. Upon determination of a situation that trigger the

user - def i f@ac%ﬂna?l% the gyglemtlQanayyjaglydga it ?fsféayéglear?r@utéﬁtds thet smicbbp ypeg the
conmunisc a}dggrﬁiﬂﬁ%gmeyﬁﬁ'r%ﬁcaﬁ% % ueryd éb%bmﬁ% cg?ﬁ%ﬁﬁﬁﬁ%b%} ti’;aﬁé‘ox?ﬂm@‘i’lkﬁ or to

a hand- he comuni cat ron device, Such as an ha- nunmer1 ¢ beeper
per sonal & diapdilerd sesidis card mumbers Ad‘btl@l}?ﬂbﬁbﬁ Us_t:sdﬂ"med eleetmple @4 niaaswe ﬁpo n a

user -defi qgc%uféh% th ahd! l?en];s?{ H%l pothg%a%xﬁ an%‘l/e?t rﬂle kc sl 1t[]C{|
? den dica er ? %E&I mum of si X

rel ati onship con e In or great )an se

degr ees ofen35pg1daa Df)mnelﬁyentlhe ltsgas tiamnilﬂcdmh:htlthe Y] vemtierrrtad \thctsblme adtressdual  #1,

(b) find all oth r f I dcg Pﬁ ate tot#l h‘gw n% a COE})’i d@nce

i ndi cat or 3f EAFEY ?’ﬁgﬁe BER" %1 T 85’"5 IPApesrsgen the yen theemplyeqiiat ee of

~ separ afui Ompeihapi me dmploycraﬂ)uldmd: tde{vesftigmﬁeugbh détexehiinvatidh of &sitidtisrethadt ed to 20

the first deg ee of sep n individuals 80 havin confidence i ndicator
4 e it

greater t RYIGEgEH th%‘if glest ples dhe syprem J0dgsuesan 4 yhichgay ke { he six

degrees ofcomgaicatd GRohnaiBisaficdhifns, SRR as & MkbARR ViRdh Enf@ine o] BeHmMer cal |y
an alert 74 (that may include all the resulting records based upon a

user - def i FEEIEP{cARGT )Ce’tSBC'l e iphayamens brepeh B %ﬂ“a’o‘?‘g‘?éﬁsé}sii‘%c’rsayst em
enabl i ng fidieghbae. action. 25 Furthernore, the relationship records 70 could
be duplicated over several databases Upon recei pt of received data 20,

t he syi§t em couFeF €yEplenbasd wpamp ‘é%’aﬂ%‘&@‘bﬂlﬁfhﬁﬂw@!aﬁ)éeceﬁdsﬁﬁéhﬂ‘fwer k | oad of

each of t igeitHBebe %xamﬁﬁ&nﬁa&cglnatcmobg&%& fhgn @L&ﬁ@warrﬂix%ﬁﬂ offigl yzed

records to the database nost likely to efficiently anal gze the stored
anal yzed degressdi separating 78/ the ssteni7lp \tldiu{adst@nﬁehthb@dmd%éu( ) fand allrpgharesul t s

emanating; df \gg&a?%@aﬁf hato Qf‘fnﬁﬁﬂgﬁf nﬁﬁ&cg eE@PthQﬁ &%@Ez&g &‘i’;ﬁ&l?z can be

transferre Itiona abases based u on casca Shouse
publ i cat i eH of thetfirg@egrhaof separatimmiindividualhes, sadréeterhgwalltihdw@24ls &l tehead ton a

e e e
84 and (d) repeat the process until it meets the six degrees of separation parameter 78. The
system would send eiectronically an alert 74 (that may include all the resulting records based
upon a user-defined criterion) to the relevant individual or separate systemn enabling further
action. |

25 Furthermore, the relationship records 70 could be duplicated over several databases.
Upon receipt of received data 20, the system éonld systematically evaluate the nature of the
~work load of each of the other databases and distribute the matched/related/analyzed records
to the database most likely to efficiently analyze the stored analyzed record 68. Any alerts
74 could then be issued from any results emanafing from the other databases.
30 Finally, the processed data can be transferred 88 to additional databases based upon a
cascading warehouse publication list 86 that may utilize the same algorithm 92, eitherona

real-time or batch process. In this manner, the transferred data 88 can then be used to match




S with,data (which may include different data) in the additional databases
and any subsequent database to identify relationships, matches or 23 June 2006
processi W@ @fossech data. For exanple, the matched recordpchasedsdppn the
confidence indicators in a | ocal database nmay be transferred 88 to the

regi onal dat abase to be conpared and matched with data utilizing the sane 5
algorithm 92. Thereafter, the processed!-data resulti ng-f romthe regional

dat abase may be transferred 88 to the national office. By conbining the
processed data in each step, especially in real-tine, organizations or :
syst em us &fith dagafwhichenaabincdudedlifferens data s thei additipnal }ﬂaﬂahﬁses o1d anp Bibséquenng dat a

pronpti ng ve twar n be use
. 1 npl ement d%‘ﬁ{)&s? SJnlgiglﬁlt(g%Pel% L}’ t@g% goﬁg Oc%f)mﬁe atBr %rreémnalﬁdﬂgyst em
descri bed nameéreca’ﬂdebasedi epcmahe bafidére eﬂlimatmrsa:ﬂ)ﬂ lﬁtmlf@atitﬁl&e mheRcahkeri@d um

for use b r.or a d networ k of conputers, such-as
. the Interﬁg;Eb E’ﬁ? ﬁ&n@ 288? ﬁ‘ﬂnpairet I"Tat% gBH&Q?@éB“%‘%@F&Nﬁarous
var i at 5 onslgarighmr®2diTheeaftérpthe prd&esyedaﬁtaelfeilmﬁ{geﬁbt i bemllkSh%%ngfg?%%gé ,?%,a%g (r)]gn t he

ﬂolmr It ;t ?gﬂ Qﬁgﬁlﬁﬁﬁgéﬁé‘gg‘aé%‘\éf Wétég@b?qﬂi‘%“'%ﬁljlﬁi’&c&?e‘? fi3t3, 5 eagh ¥ep. herein i s

intended espesialindeddEnicNbr@idifond dr shsiem | Qierscx%lﬂéﬁe abltfdefliko cover by the
appended claims all. such nodifications as fall wthin the scope of the '

clai ms. 282BRIRRaRPrFon{fefingdatsEapptrturimestion 630 - 12 CLAI MBS WHAT | S
CLAIMED I'S: | eofvehiiadi otlvaly REESH Hagls&ﬁhﬁn@ dﬁlﬁﬂt i ﬂﬂct[o‘ﬂ?n éé;&%f‘ai

recei ving data conprising at |east one reco avi one
. identi'®i eF‘e[héﬁ(ﬂ‘iog@“@E@:@ﬁ@"’r@pﬁ“ﬁ@éﬁbqvﬁg%ﬁquea&t bmiecedfonanpd:qmmxltdrty of

entiti es; rdafduid hédism 35t @%9)95 Eﬁl?@cgrﬂ g%fsu%bm?edrn%&vedr gfi co?xﬁ{ufef eélf oL ng the

processed data I n a database ecely uerires
| east a ptedntometof the data stored in the dat abase; and 10 utili ZI ng t he

nit oo ar o poanae ol R offerydl B TR0 o™ i malele or

per sonal peppeeffegted Witholthiepartthiyomale spiritiand ophef e mvehRnpaisNRl property
o e Vol BB Bl Sk B ASIER AN PRI B2 e e

or gani zat in@nded or should be inferred. It is, of course, intended to cover by the appended claims all

such modifications as fall within the scope of the claims.



7. The nmethod of claim| wherein the entities are chem cal conpounds. "8. .
The nmethod of claim | wherein the entities are organi c conpounds. 23.Juh@2006
met hod oWw@bzessxd7 wherein the entities are proteins. 10. Pagygwbinpdy of
claiml| wherein the entities are biological structures. 20 11. The net hod
of claiml wherein the entities are bionetric values. 12. The nethod of _
claim!| wherein the entities are atomici2zstructures. 13. The nethod of claim
| further conprising the step of converting the received data into a
standardi zed nessage format prior to utilizing an algorithmto process the
recei ved data. 25 14. The nethod of ®IAIMS wherein the step of utilizing
an algorit le received data includes retaining an

attributi O%@Igé@ﬁ&ﬁ@%%ﬁ[% 15. The met hod of claim 14 wherein the step of
retaini ng an atA methot faprabssingdad @apficing theclepdefs retaining an identity of:
‘a source system providing each record and $0 a unique identifier
representing ed& TS atlGest eng reqred Bangi leastnge ideptilicr, qeh ¢l ai m 14
wher ei 15 t heccl Rprasénting bplei D& G Rdriity Bbkduass;0f each record incl udes
retaining an ideptity of a query systemand a particular user. 23 June 2006
WO 03/ 058427 PEHITR N 28Hbm.iq progess thepeceiygd H¥8 of claim | wherein the step
of utilizing apwphgaeiprditist@dfh aF£ERabhre received data includes anal yzing
the received data prior to one of storage in the database and query in the
dat abase. 18. T¥félvingdaduetiesdprietrieting whessth portipe ofthe gata ftomdan thei ng t he
recei ved qgtBadldfdr to one 5 of storage in the database and query in the

- dat abase includes conparing at |east one of the identifiers against one
of : a Wser - def uhlizing ¢ akgpiitim tapebcats theepetiesone data set in one of a
secondary ~dat a ' list. . 19. The .method of claim 18 wherein the

conpar ed izgenti -iéglreﬁjiggOgd%lg?rrgawg?r%’é’tthqeé'gsf%s 35?15808;3‘_ 10 the plurality of
entities 3nd t Abe dathad sb¢lainsl wherainnbransitiesont pdrigial pragertyThe net hod of cl ai m

18 wherein the. £Q red.identifier js an address of at |east one of the
‘plural i _tyQ"of eﬁ?ﬁ?g‘é’g&'ﬁﬁa née“’h%{{“&‘ eeR“%"QaaliPﬁOP&HYéEfd’Fg’é?s-| ist. 21. The

net hod of 5cl ai Fhd Biethhé peilmint hﬁh&&ﬁphﬁntiﬁ&@@fehlﬂﬂo?&rtyl east one of the |
udes formatting at | east

identifiers agains er-defined criterion inc
one i dént % | erqﬁ%"’fé“"if?Eé?'a‘aﬂﬁ'gerﬁﬁ"ttw PHECS FLEPTEYHFAURBY st andar d.

7. The method of claim 1 wherein the entities are chemical compounds.
8. The method of claim 1 wherein the entities are organic compounds.
9. The method of claim [ wherein the entities are proteins.

10. The method of claim | wherein the entities are biological structures.
20 11.  The method of claim I wherein the entities are biometric values.

12.  The method of claim 1 wherein the entities are atomic structures.

13.  The method of claim 1 further comprising the step of converting the received data
into a standardized message format prior to utilizing an algorithm to process the
received data.

25 14. The method of claim 1 wherein the step of utilizing an algorithm to process the
received data includes retaining an attribution of each record.
15, The method of claim 14 wherein the step of retaining an attribution of each rcéord
includes retaining an identity of: '
a source system providing each record and
30 a unique identifier represehting each record in the source system.
16.  The method of claim 14 wherein the step of retaining an attribution of each record

includes'retain_ing an identity of a query system and a particular user.




. 22. The nmethod of claim 18 wherein the step of analyzing the received data
prior to one of storage in the database or query in the database i23cluuéees0s
enhanci ng/c ésoasexrei ved data. 23. The nethod of claim 22 whensofsiche step
of enhancing the received data includes: 20 querying at |east one data set
in one of the secondary database and the list for additional identifiers
for the received data, and supplenentirig the received data with the
additional identifiers. 24. The nethod of claim 23 wherein the step of
guerying at |east one data set includes: at |east one data set being in
t he seconddry ddeaiesind ofitlhim ¥ iwheretntike sdpoefnitititing bwalgerithy 1o gfocesd diet i onal

dat abases to | ocate gc{gitiﬁnal 4’den§]iefri ers retl at.i r‘lg to‘a‘at | east, one of the
. received - i dentTFIVEH $o% Iglyaes ARPARR g PR date BHY 1§ 80F of HOA&H R fhet he :
~additional ideruiabisetnd uepainakt daabhdee secondary dat abase. 25. The met hod

of claim wherein the step, of analyzing_the received data prior to one
. 30 of sto?lége ﬁrﬁefwg‘ogé’f %EB‘HEQ ‘éhﬁe‘&&érsﬁpi"lﬁaf*ﬁé“% %f?ﬁ%‘éeqq?&lgﬂ’ééo ¥eat i ng
hash keys of  {df6rotad€ it thd ddtdbase 48 qudrh e e ilashs® inchliay aMiEithdat: dnge step
of utilizing an _algorithmto process received 23 June 2006 WD 03/058427 -
PCT/ USOZ./41630°fff4$“éP&f’ﬁchﬁ59F‘l§g‘é‘§°§'t oring in the database processed queries
“based upon a user - dgf{idpQskinclctilctibh @ 27. The nmethod of claim26 wherein
the user-defined criterion includes an expiration date. 5 28. The net hod
of claim1 wherein #Heastensgataget ipoueoha sseendanyadatebispanda g at | east one
record haybng dhe bRl o0l ARG feicofipaid IRAAAE 1 LRGSR LAY oA of 025!
one of a plurality of entities, utilizihg an a gorlat mto process the
recei vied dat a, therurshity of ergities 4ral thy datess Bdn dasmesimotdistat abase are perfor ned
in real-tipe. . L t,hod, of ., cl.aim 1 wherejn.the steps of. receiving data
corprisi n@0a AbsEENgs FPHAG IR R miNEd Bl R Rligetrol R ov A,
record represenfimgluadlity efestiticrad dfe data spi isliredn ddgresflisent i ti es; utilizing an

o 0T DRl LB oA R e B RS 2

wher ei n t he st agaimst a userldefiried griefionlnghided formitingdt aashie idehgfigr@cei ved dat a
includes: 15 retriegvi n\gmmlom t_I&eeﬁlgzcalt abgasrg a group of additional records

havi ng”i dent i f PgfEdance ¢ user-defined stan
22. The method of claim 18 wherein the step of analyzing the received data prior to one

of storage in the database or query in the database includes enhancing the received

data.
23. The method of claim 22 wherein the step of enhancing the received data includes:
20 querying at least one data set in one of the secondary database and the list for

additional identifiers for the received data, and
supplementing the received data with the additional identifiers.
24.  The method of claim 23 wherein the step of querying at least one data set includes:
at least one data set being in the secondary databasé uti_Ii_zing the algorithm to query
25  additional databases to locate additional identifiers relating to at least cmé of the received
identifiers; and |
- supplementing the received data with the additional identifiers located in the
secondary database. | '
25.  The method of ;:laim- 17 wherein the step of analyzing the received data prior to one
30 of storage in the database and query in the database includes ércating hash keys of
the identifiers. | |

26.  The method of claim 1 wherein the step of utilizing an algorithm to process received




simlar to the identifiers in the received data; analyzing each identifier: ’
of the retrieved group of records for a match to at |east a porti o Rhe b
recei ved Va0H038#t chi ng at | east a portion of the recei vegpcaaisazMealh at
|l east one analyzed 20 record of the retrieved group of records that is
~determined to reflect a record-having identifiers representing an
identical one of the plurality of entitides; anal yzing whether at |east one
identifier is included in the at | east a portion of the received data that
was not previously stored in the at | east one anal yzed record of the
retrieved grougaefinciusiepstaring inalte databdsstreoasisadguarios bastd emin zuserdddingd havi ng
identifiers 2%.representing an identical one of the plurality of entities;
~and re-anal yzing each identifier of the retrieved group of records for a

mat ch to: 27at Mheskthad pbelhino?s whertinehe weedefiaet ctttmondndudean axadaaed record
of the retriev% group of records that is determned to reflect a record
havi ng identiflg s representing an identical one of the plurality of 30

entities; 28nd Jhetmethgd bhelaiftBl WhedintRE A Bf febeiling dokataRASEng at leastUa€ Met hod
of- claim 30 wherein matching at | east a portion of the received data with

23 June 2006 WSB%/"g¥gaylc jderitien, sagh reeped reprepeiag admast eneanfyaz ed record
i ncl udes assi gpivAginPofRatifdsStRRn @ hlgorthm fE*}:?oc@?sHH@ﬂ:p&fred‘Hgﬂt, Hﬂf’&orp%er ein the
afa fur

step of utilizing an al %[.thm to process the received er
‘conpri ses retr MEPFeEEssed Bafp inradadbesayye pertosmediimiredldimet  group of records

having ideptifires Sed®bdbf @kind Pwﬂ&@igit%:sg%p% gf %?é}[rihg dat? c@rh%r\k/sé@saa j3sRQE LT on of

the received data and the analyze retri group of records
~that i18 det er nteserd haying pdgaseene identificn cabhvenoirdwgpicsenting ftileassoneggfmesent i ng an

-identical one ki cal by, of Lhies pri .re-anal yzi ng each
denti {1 er or PREBEARIEE b an GHolibnd3 prtelshe ol G ARG 200 g o
cl ai m 32 wher efhn prcedséd davginandagdbgserare parformedindeebs t he recei ved data 10

i ncl udes peaty. ng. i n om t he. dat abase. a group qf records;
anal yzi nggg'ac hﬁ-‘%‘é(}g%t{' "{;‘ﬁ{eérhﬁ}élfs 11% ﬁy’r\’é eﬁ"é‘\?sa“fﬁf’gﬁ‘g‘zéf’rg%r‘é‘t%r‘ﬁ@} ' BREShi ng at
| east a porti othe ofceivbrbdatemeiudesd dat a; anal yzi ng whet her at | east one

identilgier is included .in.t east a porti.on gf 15 the recejved data

Y he, at | [ S
that Was not previ 6ﬁ%lF§ln§{r8we[B? (t:latabaseagrou of additional recor havmg identifiers

similar to the identifiers in the received data;
analyzing each identifier of the retrieved group of records for a match to at
least a portion of the received data;
matching at least a portion of the received data with at least one analyzed
20 record of the retrieved group of .records that is dctenﬁined to reflect a record having
identifiers representing an identical one of the plurality of entities;
analyzing whether at least one identifier is included in the at least a portion of
the recetved data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 representing an identical one of the plurality of entities; and
re-analyzing each identifier of the retrieved group of records for a match to:
at least a portion of the received data and |
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

31. The method of claim 30 wherein matching at least a portion of the received data with




retrr evr ng fromthe dat abase an additi onal gr oup of recor ds; and
re-anal'yzing each identifier of the retrieved group of records for Bjmé(zmﬁ
until noveRdd/esseatal nmatches are determ ned. 34. The net hogcefused/aisay 30
wherein the step of utilizing an algorithmto process the 20 received data
i ncludes: determ ning whether a particular identifier is one of: common
across records representing at least twd different entities and generally
distinctive of a record representing a particular entity; and 25
separating records that were previously matched based on a particul ar
identifier if thleasiane analized recatd includeseassigsingle persisiensdyt 0 be conmon acr oss

ocords ey esaql kel LERRSe LN SR Ihii b agsand, hek ggneral ly

. distinctive of a record represen g a part e net hod
of clai m 34 whegceivad ﬂheftsﬂﬁlpcoafpnbﬁslrémé\hﬁwfrﬁtﬂ tid @ibhdeRMabALENPERSS of hE

recei ved data includes |t| n i onal matches of records based
- on a 30 parti 59[%’5#?'?88%{# lffsﬁ"f'ﬂzlr X‘Bé‘? FESIPUY i dentifier is deternined
to be sonmon acrossat lkREOpSiGor ShESEMNIdWadhd| east two different entities

and not generally di St'éﬂ ctive of a record representing a particular
entity. 23 June 2008 anayred geoydenf dhe rgigved gapupAf deqords dhag is determied toas s gni ng

‘a persi st @éﬂeckﬂ)écorazlavﬁ[@ﬁleﬂiﬂfeﬁq@pﬁienﬁﬁgaéﬂ\iglﬂlcmé%f {ﬂchp atfty SFent] lesutl li.zi ng

an algorithmto process the received data further rises re rieving
fromthe databBEe a5c-ahabizingsad ideptifienof she setieyedigronmefiregprdsdfond imbickr s

sim | ar ta3theThdgRinbl beEiSind 3% witteid ﬁfﬁ&ﬁn nQi oh'th%tocgrocle th% Feggl\l\c/fﬁ? édat a and

the anal yzed record of ‘the retrieved record & i ned to
refledf a recHcldpaepesgng:dentifiers representl ng an identical one of the

pIuraIrty of entiti zrn achrdentrfrer of the
E&ewng%{% tﬁe ga?ab%%]ea% ofds;

retrieved group of recor e et hod of claim 32 wherein
utilizing an al gor|ktnhhfﬂitngegnhdd;@siﬁcrtdﬁ@erremved@lommcdorml udes  repeating: -

retrieving fromthe d ou recor.d anal yzi ng each identifier
of the retrieved group oé)gtﬁgaégar "pﬁgl?erﬁfer\ dé{;tar east a portion of the

recei ved data; analwlymnggvﬁhemhmtleaitohemaﬁnf&m&rhd@cl&ilnﬁ thefat ledst b peicUAlegl in the

at | egst porti recej v data that was not previously stored,
351 nrePRishieR Rt 45 e

retrieving Fom AR PN oY FPfe8nal group of records; and

re-anal yzi ng each retrieving from the database an additional group of records; and

re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined.
34. The method of claim 30 wherein the step of utilizing an algorithm to process the
20 received data inciudes:. |
detcrminin_g whether a particular identifier is one of:
common across records representing at least two different entities and
generally distinctive of a record representing a particular entity;
and
25 separating records that were previously matched based on a particular identifier if the
particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.
35.  The method of claim 34 wherein the step of utilizing an algorithm to process the
received data includes prohibiting any additional matches of records based on a.
30 particular identifier if the particular identifier is determined to be common across
records representing at least two different entities and not generally distinctive of a

record representing a particular entity.




identifier of the retrieved group of records for a match until no
addi-tional matches are determ ned. 34. The nethod of clai m 30 wher &3uhbe006
step of utilizing an algorithmto process the received data includes:
determ ning whether a particular jdentifier is one of: common across
records representing at |east t'ﬁoichji“fferent entities and generally

di stinctive of record representing a particular entity; and separating
records that W@tr Sb?’@\?f‘?ﬂ@ﬁﬁ“ﬁﬁ’ﬂﬁﬂé‘g@sB%@ét!lgérreﬁisrfa?qucul ar identifier if
the particular identifier is determned after a first occurrence to be
comon,.ACr 0 representing at |least two different entities and not
genera?'{jly g?gt'%eﬁﬁ |c{/éﬂagf18éw?“ér§’6‘rt T SulHRg Figlepridur to mogessy theredeivgd 35, The
met hoddaddf fushericpmBudsentreicsing fioReths Haibaef antidikibzl gﬂmﬁ BrRbgas ﬁabﬂ@x&éﬂ?ﬁ&? CessS

the reggiivedm | udes prohibiting any additional matches of records
based on a péf?%%ﬁ#ry%r dentifier if the particular identifier is

determned to beaEIMWmm@fshezreaﬁmd@Stara&present| ng at least two different
entities and not ygenal.a i nct of a.recaqr epresenting a
particul ar_entity U% hlré/ﬂﬁdl':os@ﬁé TRST 508 g‘@\b s geppmasaidgreflect a
PCT/ USB2¥F4H538 ‘del“i‘fﬁﬁ r@ﬁﬁ?&@%ﬂ%piemmredf thy pttlhﬂltﬂoﬁﬂ*etnhﬁ&ﬂ ar r ecord having a
relati onship w tﬂngrh@mpg,g%g ek 1detnﬁl‘?ero?81 r%'q% ato%p rec enti tXTh

e

represented by the portion of the recelve raggm
met hod of claim40 wherein the step of utilizing an algorrthnrto process 5

recei d8d damha meﬂﬁaﬂlddﬂ&nmbhéﬂnﬂgnﬁzh% &%hg@hfmrﬁ&cgs%@trcgé c%%atg?nc l{dg; ne
whet her % & rel ati onship records reflect at |east one el ations I'p not
d

previ OLPS etermned. 46. The method of claim45 wherein the step of
anal yzi ng the rereatcmgﬁhrnphﬁmd& dreg) dfedesrdgnal yzi ng rel ati onship records

reflecting at |eggsf, eqgrees .of separation. 10 47. The net hod
of clai m46 wherei nm?%@ack%’e% ogﬂj ??}9?"&83?08?8 *6%4%i p records reflecting

at | east one | ev‘@?tc}ﬁ@gﬁé@ﬁfeie@ﬁgm of @paecatveddati:ncl udes anal yzing rel ationship

recor ds nmeeti ng h 2 ABLhQACILS ; 48. The method of
claim nnt?ﬁé %t er;c of ana%ezl{ré%ﬂfr@i?aﬁgrfug%{ tgeartécag adjgrq?gg Mg at

| east cﬁlé’ %‘éﬁrf Yt AP I stostt i ncl udes limiting the rel ationship records
anal yzed to 15 ramemgﬁumtﬂe&m&bas@fand&gﬁcﬁﬁﬁgr% FERBF AL 4Q%e o R rink S TBL hod of

cl ai in . the ste | yzing relationship records rrrsg'3 h at
Ieastnl d%%eﬂggugétrﬁeﬁﬂ?ev ‘é‘f?tg' %ﬁ' arfB‘I“%H‘é‘Eﬂ Re pditiong! maiehes @Iﬂé@tpmnsdtﬂr p recor ds

anal yzed to

34, The method of claim 30 wherein the step of utilizing an algorithm to process the recejved data
includes:; |

determining whether a particular identifier is one of:

comman across records representing at least two different entities and
generally distinctive of a record representing a particular entity;
and
separating records that were previously matched based on a particular identifier if the
particular identifier is defermined after a first occurrence to be commeon across records representing at

least two different entities and not generally distinctive of a record representing a particular entity.

35. The method of claim 34 wherein the step of utilizing an aigorithm to process the received
data includes prohibiting any additional matches of records based on a particular identifier
if the particular identifier is determined to be common across records representing at least

two different entities and not generally distinctive of a record representing a particular entity.
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. rel ationship records that incl ude confidence indicators greater than a
m ni rum anount. 20 50. The net hod of claim45 wherein the step of 23 June 2006

utilizi nycpay/@kearithmto process received data further F@Fﬂébz%ﬁ%sd ssui ng
an alert based upon at |east one user-defined alert rule e net hod

of claim50 wherein the step of issuing an alert based upon at |east one

- user-defined alert rule includes having/-the alert communi cated via-

el ectroni c 25 conmuni cati ons neans. 52. The method of claim51 wherein the
el ectroni c comuni cati ons neans conprise an e-nail system 53. The nethod

of claim>51 whei aitity fepRsheAWy It paeticuRATIIRIdGRYING B SelARAREP GRARIE pdRIoA of
tel ephone. 30 54. The method of claim51 wherein the el ect ronic :

_ comuni caftedreivrd g ®dnprise a beeper. 55. The method of claim51 wherein

the el ectroni Ca&&fﬁ@‘i&b&@én&é&ﬁﬁtﬁ%?&n%m%&ﬁeadgﬁ artfis206 VO 03/ 058427
PCT/ US02/ 41630 geersonal di gifal assistant. 56. The nethod of claimb50 .

wherei n tHe st &pe Bet a%aﬁcg}%mﬁ@ wheesin di siep ohusiizipe eg elgetthm tfomprdceses |
dupli cgting t NRckigkAldORIRIR ALRILSe AhiiBhsnlFR)aORUCRREARIRL N U aDaSE: S

distributing received data to ast one second ary d ase for
anal ysi s basedfﬂlaﬂpmhll-‘eremﬁweﬂ%ét leafSt engrrplationghig “D!smgvinlg;bt detcrmiredt neet i ng

the crite St Qne secondary
dat abase. %‘7. O%e ne?%oﬂﬂ'#ﬂ@svah?#s%% %g%in\%ﬁ%é ?%néﬂ% 36808f utilizing an
al gorithmto pmolodssnalygng rentioashi maﬂdmﬂatlhglattlbas[ omedoy obdegreey éinsf erri ng
the stored pr oce spd data to at |least one secondary database utilizing the
al-gorithm 58. “PHE"Met hod of clai m 57 wherein the step of transferring the

st or edo pr éZ.es sk dathad cbf(blauat46|v&ﬁ&ﬁn tha sres etoal ainy rel@ionslas fcbrls REEdRENEd i N
real -tinme. 59. } tI ldff{g cl alfm 57 wherglgn th§ step of transferring the
‘stored process¥das 195! of figerges of sepapatign meludessnglyzips aelstippshiRrecardper f or ned
_in batch. 60. pﬁeemghadasi Blic lrselo@@ﬁxsa agedtat a conprising the steps of:
receiving gat HEEI Si ng.a ast one record having at |east one -
i denti fief sl aﬂ'@ﬁ? é@smq theysten of awalyzing rréat@flsfap rUfampetips of
entities; - least one user-defined criterion includes limiting the relationship records analyzed to
15 a maximum level of degrees of separation. '
49.  The method of claim 47 wherein the siep of analyzing relationship records meeting at
least one user-defined criterion includes limiting the relationship records analyzed to
relationship records that include confidence indicators greater than a minimum
amount.
20 50. The method of claim 45 wherein the step of utilizing an algorithm to process
received data further comprises issuing an alert based upon at least one user-defined
alert rule. |
51.  The method of claim 50 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic
25 communications means. |
52.  The method of claim 51 wherein the electronic communications means comprise an
e-mail system.
53.  The method of claim 51 wherein the electronic communications means comprise a
telephone.
30 54.  The method of claim 51 wherein the electronic communications means comprise a
beeper.

55.  The method of claim 51 wherein the electronic communications means comprise a



utilizing an algorithmto: 20 retrieve froma database a group of :
addi-tional records having identifiers sinmlar to the identifiers i3 lune2006
recei vedWRADHOS84Nal yze each identifier of the retrieved graapUsst/4taseor ds
for a match to at least a portion of the received data, match the at | east
a portion of the received data with at ] east one anal yzed 25 record of the
retrieved group of records that is det @i ned to reflect a record havi ng
identifiers representing an identical one of the plurality of entities,

anal yze whether at | east one identifier is included in the at |east a
portion of thdersanaldigdal assistant hat was not previously stored in the at

| east one s¥nal yARGhRRIYrAIagE 50 wﬂeremﬁergt%vcﬁqpapﬂh@meg%étﬁﬁa{ig&cééaét I's

determined to reflect a record having identifiers representing an
i dentical one dfchgdge plurality of entities; and re-anal yze each identifier

of the recel veq BapaHReE Tl RaRE R Btof wiPhE st aftastor 21630 - 19 ¢ he
anal yzed recor disfibutihgraceived dave tigras topstahe seeondats ddtdtate fos ahbtsRibageded t o

reflect a. r I ving i.dentifiers representing an identical one of the
plurali tyuggggen{]?@fi%‘s"%e%%(ﬂ"étori ng the matched records in the database. 5
61. The net hod ishing kimi alerbflcaning Heicriterih ©f 5 ts2p definedtaickt raieTennihe al IBRE bichm

i ncl udes assi gni rag a persistent key. 62. The nmethod of claim 60 wherein
the step 8Fc°ﬂg?rp’i @P5%an al gorithm further. conprises retrieving fromthe

dat abase &n. addint b2l cf el 103r 286RRFEFthD a¥p Bgutiiﬂ&@tahfaiégﬁﬁm%mﬂc@s to the
“identifiers in: 10 at |east a portion of the received data and the anal yzed

recor d%f the MEtEseEpddagluist semprseoransiermgithg storad peremserdnta te atleast | ect  a

record having bq@mgﬁda@&tgbg&rﬁﬁ%g{h@ggﬁ,mhingenti cal one of the plurality.of
entities rior to re-analyzing each identifier of the retrieved group of
records f@f a rht Bxthod of claies Tyaheiegn thefstep|ob ravsf@gungthe sRraginspcsisnd dite tst ep of

utilizing an ahgefd b RebdtihiydBtibast & JefBRAL if%alfifk! i €ving from a database a
group of additi onasl regor ds};}l’ an%l yz[i;eng eaclﬁg?adelnti fier of the retrieved _

group of P8cor dge methad oh¢lpign Bt wheseis thegtepof trpmsfertng thh etoredquicessad datd &y
' 71‘5 at least one secondary database is performed in batch.
| 60. A method for processing data comprising the steps of: _
receiving data comprising at least one record having at least one identifier, each
- record representing at least one of a plurality of entifies;
utilizing an algorithm to:
20 retrieve from a database a group of additional records having identifiers
- similar to the identifiers in the received data,
anatyze each identifier of the retrieved group 6f records for a match to at least
a portion of the received data,
match the at least a portion of the received data with at least one analyzed
- 25 record of the retrieved group of records that is determined to reflect a record having
.identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
30 representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:

the at least a portion of the received data and




+ anal yzi.ng whether at least one identifier is included in the at |east a
" portion of 20 the received data that was not previously stored; reriaydowm
fromthe‘ﬂqj’;\& an additional group of records; and re; [ each
identifier 03?6%? e retrieved group of records for a match P%E’lﬂlsﬁﬁg%-
~additional matches are determ ned. 64. The nethod of claim63 wherein the
steps of receiving data, utilizing an ghgorithm 25 and storing the matched
records are perforned in real-time. 65. The nethod of claim 63 wherein the
steps of receiving data, utilizing an algorithm and storing the matched
records are perforngd.i he reRe £ cordsh AN O MAGgt the step
of utilizing an al gglr iatﬂ%gla?\%:ahddcg?:er Ee?er 5"‘r??_chg ‘v(\)hetherssa par telscul ar
identifier is oeflecof rec@d hwommidentfersospresening aigdensiprl@senf haglumlity efast t wo
" different entitiges an general ly distinctive of a record representing a
. entities; an . . :
particul ar enti Py, an separating records that were previously matched
based on a par tsioeing the mattdad rekords in the Hgba&3 June 2006 WD 03/ 058427
PCT/ USQ2/ 41630, 20 particul ar identifier i.s.deterni ne%o E@Fcormﬂn across’
recor ds r &pr esdiE MeFo4 P! FIRTLR0 YiGEn MersieR oL HTAE 4 TR Peiiles SERRR |y
di stinctive of agefsRRarkeyr epresenting a particular entity. 67. The nethod
.of claim66 wherein the step of utilizing_an_ algorithmincludes prohibiting
any addi t {%nal Thapefhed obflairetbyhrzeip diestrp ol valigng 41 AR PRI SRS 1t he
5 particul ar i dandvifd fdm e HRLAE Bh D&Ml BBuC I TBRRIARNRE SddnBR&E Snilar _
representing at least two different entities and not generally distinctive
of a particul ato @afdepgfiers®: The net hod of claim 66 wherein the step of
utilizjyng an al gori §hmei DEdrGESt threcVREESIHAT the separated records as
received data. 69. The nmethod of claim66 wherein the steps of determning
whet her a parti cul athe analyzed esspididfahe regicvndegrorp o aeanmds teal isgtpiermingd ks
representi g gl rek&%i%vifm%fae&mérst r'eﬁr%s%ﬂg%argﬁgrﬁ{cgll dn¥ of lhé%ﬂi?ﬁ&%)éﬁenﬁiiesa record
representing a particular entity and separating records that were
previ ousl y mat phiedo as-anaheingencheidentifier efthe teirreaed group Fhrecards feoamefchel ai m 66
wherein theg- st m_ni r I ' £ i s one of
common ac?’g'ss ﬁﬁ%g*?{ﬁlggrgéﬁélg?gﬁﬂt% ?ﬁ%"@;ﬁ%@ﬁé%%t&b?ﬁ\{é& lﬁl%? énr%]h entult-dth?c%sé 15 and.
gener aisl y di st irepedtinge of a record representing a particular entity and
separating records tg_%t. re previousl p d are rformed in batch. 71.
The nethod of cl ain® "Wﬁﬁ?"é’l zgdzg?lbéses? uf;c:%ta@ ﬁllopz?ir%cﬁp‘%h al gorithm i ncl udes:
conpari ng the receismatyzihgteachitiémifiat of thaetricoegrsepofadcaidcord t o determ ne
t he exi stence . i .
matching at least a portion of the received data; .
analyzing whether at least one identifier is included in the at least a portion of
20 the received data that was not-previously stored; |
retrieving from the database an additional group of records; and
re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined. '
64.  The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
25 | and storing the matched records are pcrfdrmed in real-time.
65. The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
and storing the matched records are performed in batch.
66.  The method of claim 60 wherein the step of utiliziﬁg an algorithm includes:
determining whether a particular identifier is one of:
30 common across records representing at least two different entities and
generally distinctive of a record representing a particular entity; and

separating records that were previously matched based on a particular identifier if the



of a relationship; and 20 creating a relationship record for each stored
record determined to reflect a relationship with at |east a porti qs Johe DOE
recei vedwimbsussf#?. The nmethod of claim 71 wherein the stepcqfuyddbiidsgi Ng an
algorithmincludes creating at |east one confidence indicator for each

rel ationship record. 73. The nethod of claim 72 wherein the steps of
conparing the received data, creating &0 25 relationship record, and
creating at | east one confidence indicator are performed in. real-tinme. 74.
The nmethod of claim 72 wherein the steps of conparing the received data,
creating gparticalaatdentifih iipdeteemined fo o nmonatiosgreatrdt epebening acledt ivibence

i ndi cat : in batch. . 30 75 The method of claim 72 wherein at
| cast one BIEEREMHBARMBNGS AN CHIBPe o Aar0R BEoroHRE P PRIFHNSORDf B

rel ati onstd7m baheertioddt cRii 66 WhéeRHREAH Fatilding Realpadhh Gatlaks r ecord havi ng
.a relationship with the paortion of 23 June 2006 WD 03/058427
PCTI US02/ 41630 Probiingeanyddifigaal maiches of gergrds basedonayparticpleedentifien ifithe ¢ he

portion of the ph@e@unviachtiRt & detbfnindd'@ HERbHAEN aérogs!raéd?asteééh%Eﬁ%&h@ah | east
one of the.confidence indicators indicates the likelihood that: 5 an

entity represeftediffsient pritigyind notgenerally distingtivg of npprdcwlasieatityonship with the
portion ofgg t hant 8efiod e cid trUMidiERLE : portion of
the receive data are thecsigﬁngé W7_7.ng e% Elloéiloé) cﬁ%&ﬁgi&\){%&?&n the step
of utilizing abrosesgmeithesepiraed rewls anwgtsiveddgta. t he rel ati onship records to

det erm ne et r | P rec > ast .. 10 one
rel at ionsrﬁyg ngﬁé'ﬁ%g@?gﬁéﬁéﬂ %?E%r%nﬁ%f?gpggf&%@?%ﬁ}é%f!]%fapgft%g?ﬁ{'77 wherein -
the st@p of anadeptfiengs ereeof cethaibn acretsirpcardsoepreentingat laaskas o @ntitley ahdg '

(oL onh PSS AGHASE U BEE L S Y5k Bl Bl o
rel ationship regorddshar etiegedvingly rdictet alegasbrneden katkeme.of degree of
ser - def 8 o1 BRIGR o Him 8t et N wat Brdern s RS R ARG op of
anal yzi ng r el aidentifidriisone@? 0stlmonBabisneods réfFedeniay 4t RAS (Rb idifREdn@BndiRs | udes
imti lr;g the r grll éeingrg p Id smfc%ﬁé) E) -asreg(?raalr p%eesgnt}ng aaparticular entity and separating
records that were previously matched are performed in batch. |
‘71.  The method of claim 60 wherein the step of utilizing an algorithm includes:
comparing the received data with at least one stored record to determine the existence
of a relationship; and |
20 creating a relationship record for each stored record determined to reflect a
relationship with at least a portion of the received data. _
72.  The method of claim 71- wherein the step of utiiiziﬁg an algorithm includes creating
at least one confidence indicafor for each relationship record.
73.  The method of claim 72 wherein the steps of comparing the received data, creating a
25 relationship record, and creating at least one confidence indicator are peﬁomed in
real-time. _
| ‘74.  The method of claim 72 wherein the steps of comparing the received data, creating a
| relationship record, and creating at least one confidence indicator are performed in
batch. ‘
30 75.  The method of claim 72 wherein at least one of the confidence indicators indicates

the tikelihood of a relationship between:

- an entity represented by the particular record having a relationship with the portion of




* maxi num l-evel of degrees of separation. 20 81. The nethod of claim 79
wherein the step of analyzing relationship records neeting a user-Zehhaeohs

criteri oo d@sgges Llimting the relationship records anal yggghsbRieso
rel ati onship records that include confidence indicators greater tﬁan a

m ni mrum anount. 82. The nmethod of claim77 wherein the step of utilizing an
al gorithm further conprises 25 issuing2en alert based upon at |east one
user-defined alert rule. 83. The nethod of claim 82 wherein the step of

i ssuing an alert based upon at |east one wuser-defined alert rule includes
havi ng t héeadcivied aaayauai cated via el ectronic communications nmeans. 84. The
net hod of claim 83 wherein the el ectraoni c communi cati ons neans conprise an
30 e-mai | syst #Entbgepresratefby MsPogionaf hefeepredlditei n the el ectronic

CONMUNI Cahé. ONSTREAGRoCHTIMih T8 wherchBdiSRBRRE of A3 cdMRn@dMBcarOididL 98427
PCT/ US02/ 41630 -22 86. The nethod of claim83 wherein the electronic

comuni cat i onsthirlibglihoedthal i se a  beeper. 87. The nmethod of ¢laim 83 wherein

~the elgctronicnc&,ﬂgugl?rg (el A8 u GRS 4SS vi - el . asgi stant.
-5 88. The net h?)d ol C al?cm{eg;\ﬂﬁ??eﬁﬁ t%és?gg%?%g%@ﬁ%ﬁ ‘P{gf‘?"ﬁi’%%“e‘?é’ ionship
records fhpctcatyeddatyyapdi cating the relationship records on at |east one
secondary dat X I | j N [RY] ta.to the at | east one
secondary,fora@ﬂezlﬁ%rf;@la%g{gggyhﬂﬁgﬁrtgﬁ%&hreﬁgﬁeoag gr?fett}é?fagl,e' and 10 issuing the
al ert basé&d upbe métodsfelin @2 whedirathesiep ofiitidizing amalizgbéth mtind16ds hndyking
secondary dat abase.. 89. The . nethod of claim60 further c ising the step
of converti ngalF %%e?‘lrngﬂsZﬁ‘R/@&"rﬁsaﬂoémeFﬂ’PS w&"@?&hﬁ?”a&? P rﬁ‘é’a‘%ﬁ‘:"l‘ B'rl%"h‘f pri.or
to theo step ofonstrélhtichsiip naupréli@ely deteimin®®. The nethod of claim 60 wherein
the step 15 an attribution of

utjl i zi n al gorithmjncludes retaining. )
each of t id@Wt’P?‘F@r{gdag‘i%Vﬁ%reWe‘P%ﬁﬁP oranglyzipgthg selpfinesip recoe step of
retaining the iagltdds atdly ) ekati@RE QB Bfleding hiuelRBorca43i &¥ dagreads | dent ity

of : a source system provi ding each record and
separation.

79. ©  The method of claim 78 wherein the step of analyzing relationship records reﬂecting’

15 at least one level of degree of separation includes analyzing relationship records
meeting at least one user-defined criterion.

80.  ‘The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to a
maximum level of degrees of separation.

20 81, The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to
rclatibnship records that include confidence indicators greater than a minimum
amount. | |

82.  The method of claim 77 wherein the step of utilizing an algorithm further comprises

25 issuing an alert based upon at least one user-definéd alert rule. |

83.  The method of claim 82 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic
communications means. '

84.  The method of claim 83 wherein the electronic communications means comprise an

30 e-mail system.

85.  The method of claim 83 wherein the electronic communications means comprise a

telephone.




a unique identifier representing each record in the source system 20 92. :
The met hod of claim 90 wherein the step of retaining an attributi ore3ofuneatds
of the Mdep3NSBUErs includes retaining an identity of a quefyusySigg and a
particul ar user. 93. The nethod of claim60 wherein the step of utilizing
an algorithmincludes analyzing the received data prior to one of storage
in the database and query in the databa®e. 94. The nmethod of claim 93
wherein the step of analyzing the received data prior to one 25 of storage
in the database and query in the database includes conparing at |east one
of the idd&ti fiTde seghgdiohelninpdEwhdreinahamestronie tommdnicatione reaws can@rigeta | east
one data set i &Jgﬁ of a secondary database and a list. 95. The nethod of
claim 94 wherein‘the conpared identifier is a nane of at |east one of 30 .
the plurald7ty dhe ewrthotliobslaiangB whereidaliccel@@bnit SoMuMcARABMeiMQbmblistta 96. The
-met hod of claim94 y\,Eerqi n.the conpared identifier is an address of at

| east one of PRE° iafi}sug'f" entities and the data set is in an address

list. 23 38ne J0OMmethdDoDALREENRHerARTHBD2r 4dfdthg BSrelifiondiiSrefBiod of claim
94 wherein t he.sciuglg of conparing at |east one of the identifiers against a
user - defined cM“%P¥on includes formatting at |east one identifier in

accordance Wi t QupHginiSee retl@bhdhgrrebdrtid &1 dWast 38 sechPEaryBIARG.,0f ¢l ai m 93
wherein the step of riagfltal yzin ?ﬂ‘e recei 'vedsdat gecpr(ifztj)jf t%'ﬁgeh’e 5 of storage

i n the dat abas8isgibYtingfessivadiiag o eablgas onmesrondiary fondnalysisibgsedivpon 2cei ved
data. 99. whheloaBtiega;@hd C! @i m 98 wherein the step of enhancing the received-
-data includes: querying at |east one data set in one of the secondary "
dat abd8e and t ieuing e aley baseddigpn tho msdr-detieattaldri mledrdnothetahleastesei ved dat a;
~and- 10 su ' he received data with the additional identifiers.

100. The %Itl)ﬁ%@dpgétg}'gf%l m 99 wherein the step of querying at | east one data
set inclu8®s: Thametbodef adaim edumhes eompxdsingrhe ste bfscon e DIihe yeceliatbdnas e

utilizing the 101, 1 r addi t i | dat ses to |l ocate additional
identifiers re -g(tgé)grﬁ%r}dp}o&tg? ey fosfal Brior [alfe pe ?@@E“gﬁﬁéﬁf’?‘gp‘er s; and 15
suppl enen®@d.ng Theemetbokofiobimd@tvehevdii the slep obdkilizinganalgofidenincfub€y Saing@at ed in

t he 2condary_dat.abase.. 101.. Th t hod of claim93 wherein the step of
utili ;l?ng an a?"g%lrnlgf'%%qfﬁé‘ﬂh‘gé%e@F'g&efsng hash keys of the identifiers.

91. The method of claim 90 wherein the step of retaining the attribution of each record
includes retaining an identity of: | |
a source system providing each record and
a unique identifier representing each record in the source system.
20 92.  The method of claim 90 wherein the step of retaining an attribution of each of the
identifiers includes retaining an identity of a query system and a particular user.
93. The method of claim 60 wherein the step of utilizing an algorithm includes analyzing
the received data prior to one of storage in the database and query in the database.
94.  The method of claim 93 wherein the step of analyzing the received data prior to one
25 of storage in the database and query in the database includes comparing at least one
of the identifiers against one of:
a user-defined criterion and
at least one data set in one of a secondary database and a list.
95.  The method of claim 94 wherein the compared identifier is a name of at least onc-of
36 the plurality of entities and the data set is in a names root list.
96.  The method of claim 94 wherein the compared identifier is an address of at least one

of the plurality of entities and the data set is in an address list.




' 102. .The nethod of claim®60 wherein the step of utilizing an algorithm
includes storing in 20 the database processed queries based upon a3 June 2006
user - def wesh/osgdzrer i on. 103. The nethod of clai m 102 wher pifkhs1630
user-defined criterion includes an expiration date. 104. The nethod of
claim60 wherein the step of utilizing an algorithmfurther conprises
transferring the stored processed data?%o0 at | east one secondary dat abase
utilizing the 25 algorithm 105. The nethod of claim 104 wherein the step
of transferring the stored processed data to at |east one secondary
dat abase B3 peThomathdd bfclaigcd4 whenen thtQGp off benpieinp adient ok it® idQdifeker ei n
-the step of transferri ng f]Ehfﬁ stored Iﬁrocessed daﬁa to _at | east one
. secondary dat ab#B" # UserEphnsf cuigripn inghydes formgitingpf leagt opg idepiifier ¢ separ at i ng

previ ously nmat gdtefllah®@GaftEe uichQefiRl Badris@npri sing the steps of: determ ni ng
whet her a partjcular identifier in at |east one record rregﬁresenti ng at

| east 23 IBme SboBethoriRiimEaverevrtie siop of anplyzmeibe weriveditaatpyior © ompe of -
COMDNsacr 0SS §EGQhELSIn HRRI6S£RhA Gued) inl £83dbaleWRe1flics feﬁl{a%&}‘u%?l@tréctefv?@ and

general |y distinctive of a record’representing a particu entity; and
separating rec®Hds that were previously matched based on a particul ar

dentifievol f TREmOnBRbHdaHIAIcHERE eFbr LiafiShEHEIRE k] QbR gommon acr oss
records representing at least two different entities an Hot gengrally
di stinctive ofqueryiegaiesrapgdaneetin neg of thascrociatyadatabadeiahy the 188for The net hod

of claim ;@d?tagnu{gdgﬁ{icpsqu&%ggrcgg &&hi rl?éti ng any additional matches of -

records based on a 5art| cu identrfier if the particular identifier is
deternmdned to fupplesomimgnhactdes damonithttie adfianakidentifigrsa pl ural ity of

entities t gepe I istinctive of a record representing an
ontity 1887 TR AEPRLH aaimb srisrein e b Br Slenind 52 on b oo arebiged

re- processi ng dthessmpanateadeingee he dsondatPdardtaee wihRAhOfigHith B gy Wher ein
. the steps pf. dei 21 i ni % Whe%crer' gl.gar_ jcular identifier is one of common
across r e‘&c&“{f’ga B Y orye idiopalddentifiers aplatng ta 4t leash e of ghe recetyed g

gener al | yidéitiiersiahd ve of a record representing a particular entity and
separati ng recorglfs: t hat were previ ou,sIK mat ched are performed in real-tine.
111. the net hodPBFmeErtLRghergse Videlt it theadditanal identifigtsdecsedimge whet her a
parti cul agecodddpdadbb®l 1S one of conmon across records representing at

| east two different entities )
101. e method of claim 93 wherein the step of utilizing an algorithm includes creating

hash keys of the identifiers.
102.  The method of claim 60 wherein the step of utilizing an algorithm includes storing in |
20 the database processed_queries based upon a user-defined criterion. |
103.  The method of claim 102 wherein the user-defined criterion includes an expiration
date. _
104.  The method of claim 60 wherein the step of utilizing an algorithm further comprises
transferring the stored processed data to at least one secondary database utilizing the.
25 algorithm.
105. The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is perfonﬁed in real-time,
106. ' The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is performed in batch. |
30 107. A method for separating previdusiy matched records, the method compﬁsing thé
steps of: '

determining whether a particular identifier in at least one record representing at least




and generally distinctive of a record representing a particular entity, and:
separating 20 records that were previously matched are perfornmed 123 hai 206
112. A nmetchesdosBe? processing data in a database, the net he¢rasepiissé ng t he
steps of: receiving data conprising at |east one record having at |east
one identifier, each record representing at |east one of a plurality of
entities; conparing the received data ®w#th at | east one record stored in a
dat abase to determine 25 the existence of a relationship in real-tine;
creating a rel ati onship record for each record stored in a database

det er m nean¢ entity gfdneef: a rel ati onship with at | east a port| on of received
- data in real-tinme; and storln? ocﬁ R eel?htn Ef R g(ﬁp i n..the database.
113. The nethod of CYAPAY IS FEPIREF CENDES TG Y heE! §f68ber5'lnescarn8at| hg at

| east one 30 confi ﬁaﬁﬁﬂlyldfbdhcﬁﬁéﬁfafe@dird@é;ﬁéseﬁtﬁig&tpaﬁﬂﬁht&tft?(hﬁdd in real
time. 114. The nethod of claim 113 wherei | east one confid

‘indi cator indi é%&'“gﬁeéordls|“!9é?”?’ﬁ@6€d‘%s'yé“ar‘°é'f°’élf’?58 %FB""B%‘{'%@W"?‘ ?J\Sne 2006 .

WO 03/ 9584 arfichiamideiiids AlRaPmmediodk comiroh Ycrofreas @efdsdaling NGeab@tbi cul ar
record having a relationship with the partion of the received data, and an

entity ref# &%P%ﬂﬂéy‘l"@ Pt ES’Eﬁf%llY&ﬁS“GF“‘Fr?éafeéE’é'i ERIgSatRga Pardeular tpEY et hod of
clai m 113 ygher ghdnRthoh 8RShLinPE fﬁn‘%i‘ﬂ:frbs’:ﬁﬁ}%g' ﬂ?&hﬁﬁh?any d&gltﬁﬂﬁl%t&gﬁof >

| i kel i hood that; an entity represented by the particular record having a
rel ationship wrachrdshasegon taupewc-d#r ld@lwélet ié theipaetigulanidantifien is deteroined toybe
represented: by ?ﬂzﬁ 116. The

met hod of cl ai ﬁé‘n@fgg‘gﬁés%%fﬁ urt rf%?’?lé?g’tég? egg‘%‘l;‘g"‘g angl yzing the 10
rel atil@nshi p r distimative pha weordrrmrmntmg@nhemtyt he relationship records reflect

I d 117 Th hod of
glt al renéiLqu\g‘er gﬁ%%[ H’%%{qd%m ana%gl%%h%"s;{%gﬁér %?pn?fpr% s(f'ncessmrget% Sr%H%nEtte?l(rjlcl Sdes

anal yzi ng r el atdcomishi p records reflecting at | east one IeveI of degrees of

i 15.118. . Th m117 h f |
"ol at ononf  2B6Pce PRl went Fe Sk S ERFRbirR wrbeypluSes Y C

separation i nCid&dﬂﬁera{k&ie)oibdikgmbleh(ﬁbswml‘ﬂspeprés%ﬁmfgdﬁ leagred o dffetdnt érﬁﬁsi one
user-defined criferi OByflllg Th Hod of claim118 wherein the step of

anal yz'ls ng rel a P EroRR lémlago AFETqT errescntmg a particular entity and scparatmg

records that were previously matched are performed in real-time.

111, The method of claim 107 wherein the steps of determining whether a particular
identifier is one of commen across records répresenting at least two different entities
and generally distinctive of a record representing a particular entity and separating

20 records that were previously matchcd are performed in batch. |

112. A method for processing data in a database, the method comprising the steps of:
recetving data comprising at least one record haviﬁg at least one identifier, each

record representing at least one of a piurality of entities; |
comparing the received data with at least one record stored in a database to determine

25  the existence of a relationship in real-time; |
creating a relationship record for each record stored in a database determined to
reflect a relationship with at least a portion of received data in real-time; and
storing each relationship record in the database.
113. The method of claim 112 further comprising the step of creating at least one
30 confidence indicator for each relationship record in real time. |
I14.  The method of claim 113 wherein at least one confidence indicator indicates the

likelihood of a relationship between:




at | east one user-defined criterion includes linmting the relationship
records analyzed 20 to a maxi mum|evel of degrees of separation. 120undbeoe
met hod oWOQP3AISBH2I18 wherein the step of anal yzing rel ati oreshiugoz.e6sr ds
meeting at |east one user-defined criterion includes limting the

rel ationship records analyzed to relationship records that include
confidence indicators greater than a nfhi mum anount. 25 121. The nethod of
claim 116 further conprising the step of issuing an alert based upon at

| east one user-defined alert rule. 122. The method of claim 121 wherein the
step of i ssui n#} @Witareptesentpdwdheprstivular racardduvipy e relaipgship eith thecbosticaraf r ul e
includes %%&g,eaggmadngrt communi cated via electronic comunication neans.
.30 123. The nethod of claim 122 wherein the el ectroni c conmuni cati on neans -
conprise an eamwitity pssaatnd by 2k poftien ofticrectivel delaai m 122 wherein the

pcr/ Usoa) JEaortoefed SIS EER s Ruf o= thiinr PN n 1t e

el ectroni ¢ conkkehihcatthan neans conprise a beeper. 126. The nmethod of claim
122 wherein the el.ectroni 0 nicafion ans conprise a,, 5 personal -

digital assi st%{hetnp%’ffer.esefﬁg%ﬁé%ﬁn% TP A iBg af ‘PH%FP YUk BrEiPsriRg of he ste

of 1 dupl i detrédeiyed Bgtara@liat i onshi p records on at |east one secondary .

dat abase; distributin rec%iyved data to the at least one secondary

dat abase for a%"?@?’gprg%@ﬁﬂ disReTiRsat thegergived deta aredhe s#e- 10 i ssuing the
alert neetigg manamd&rcxaam@i12%&51%@@?édﬂ%'sﬁwetstéptufﬁnmz@gg[me at | east
one secondary database. 128. For a systemfor processing data and a
conput®r r eadaBiadonsh reGAresTA detprmiag Wheshes gheaplationshipaeacrdsmeflachat leagiomet | on by
a conput er f oreRRbdsRpHoNBrelB8s1BIERfhedCONPri sing the steps of. 15 receiving
data conprising at |east one record having at |east one identifier, each
record repltlesecHeimghadoficlaiigl 1o whergin the ypafanilyzingthe eshttionshiwrecerds | | zi ng an
al gori thmto PRAG&RS Sndtffing RESLYRE SR renttiff hGst 8 IRLPSERSES fata in a

dat abase;

separation. _

15 118. The method of claim 117 wherein the step of analyzing relationship records
reflecting at least one level of degrees of separation inciudes analyzing reiétionship
records meeting at least one user-defined criterion.

119.  The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined criterion includes limiting the relationship records analyzed

20 ~ toa maximum level of degrees of separation. |

120. The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined critérion includes limiting the relationship records analyzed
to refationship records that include confidence indicators greater than a minimum

. amount. | '

25 121. The method of claim 116 further comprising the step of issuing an.alcrt based upon at
least one user-defined alert rule.

122, The method of claim 121 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes haviﬁg the alert communicated via electronic
communication means.

30 123. The method of claim 122 wherein the electronic communication means comprise an
e-maif system. '

124. The method of claim 122 wherein the electronic communication means comprise a




receiving data queries for retrieving at |east a portion of the data stored
in the 20 database; and utilizing the algorithmto process the. queli-krse 2006
129. Thewwmapessez? r eadabl e nmedi um of cl aim 128 wherei n t hecanidobiRSo ar €
people. 130. The conputer readable nedium of claim 128 wherein the
entities are personal property. 25 131. The conputer readabl e nedi um of
claim 130 wherein the personal propertytare vehicles. 132. The conputer
readabl e nedi um of claim 128 wherein the entities are real property. 133.
The conputer readabl e nmedi umof claim 128 wherein the entities are

organi zat i ons. telg@ne.The conput er readabl e nmedi um of claim 128 wherein the

Clai m 198 Zer ATRnEfioddne SRR Dietein B Ziert e CBGUon e neeaBcs o
03/ 058427 PCT/ b&pet. 41630 -27 136. The conputer readable medi um of claim 128
wherein t entitie r roteins. . 137. The conputer readabl e nedi um of
clai m 128“\%‘& ﬁn}eﬁmgﬁgﬁflgﬂ L?? ‘Q?cée"bfjhﬁle[‘}&‘f%‘? CONIRNNIEAIGR BSans LOWPrisere

conput er r eadabbroriedigitinagdistaltai m 128 wherein the entities are bionmetric 5
readabl e medi um of claim 128 wherein the entities

val ues. 13%7 TE_E corrpgt ?r ! {
are atom ¢*7st TOeiifed of dain [2Hurthes poyprrismertbietiebple medi um of cl ai m 128
wherein the maﬂq@aﬁwﬁaﬂat@ﬂmﬂeéﬁ&soﬁd?feaﬁto%séb%nalagf‘&ﬂ &g the received

data into a standardized nmessage format prior to uti11Zing an al gorithm
to process thedisEpaiingegceimddataza the arlgest ewmisoendaryrdatabads! for analysisibased cl ai m
128 wher eiBof NEkSbRPrRErialidd | Zing an algorithmto process the received
‘data includes retaining an attribution of each record. 142. The conputer
readabiPe nedi uisswihg tealemmettnguhe cetenia offvensst-dgfined aleatrale fiomgheat leatone '
Cattributi 9&0@32::?9&}55 rgcord includes retaining an identity of: a source

syst em provi di ng SAch record and a uni que identifier representing record in
t he sour cd28ysFem sysdd foiliveces snpduteandracactipbiecreatbicmediim ebidhifing 41 wherein -

- the step of r eﬁ;%winqgslgx%ﬁons for execution by a computer for performing the method
| : comprising the steps of:
15 receiving data comprising at least one record having at least one identifier, each
| record representing at least one of a plurality of entities; |
utilizing an algorithm to process the received data;
storing the processed data in a database;
receiving data queries for retrieving at least a portion of the data stored in the
20 “database; and ' '
utilizing the algorithm to process the queries.
129. - The computer readable medium of claim 128 wher'éin the entities are people.
130. The computer readable mediurﬁ of claim 128 wherein the entities are personal
property.
25 131. The computer readable medium of claim 130 wherein the personal property are
vehicles.
132, The computer readable medium of claim 128 wherein the entities are real propérty.'
133.  The computer readable medium of claim 128 wherein the entities are organizations.
134.  The computer readable medium of claim 128 wherein the entities are chemical |
30 compounds.
135.  The computer readable medium of claim 128 wherein the entities are organic

- compounds.




. of at |east one o

. attrlbutlon of each record includes retaini ng an |dent|ty of a query system
and a 20 particular user. 144. The conputer readabl e medi um of cl a@uh28006
wher ei n W@oxesse7of -utilizing an algorithmto process thecraseygd data
i ncludes anal yzing the received data prior to one of storage in the -
dat abase and query in the database. 145. The conputer readabl e medi um of
cl ai m 144 wherein the step of analyzing?the 25 received data prior-to one
of storage in the database and query in the database includes conparing at
| east one of the identifiers against one of: a user-defined criterion and
at | east didé dé'fhaC@leput(rrrfeagin@lemedtuheofdmuaﬂa&@yhanm the dritisibs ar&ﬂﬁyrenﬁhe corrput er
readabl e iu are | dentif name
B, ] Olﬁhﬂéﬂ} ur a W{é " &ct] |tl?§r§% %{ﬁl& beentigies ate E‘é’{ogfcg in a nanes
root |ist. 14%truchimes.conputer readabl e medi um of cl ai m 145 wher ein the
conpar ed idgntifier dd ast one of the plurality of
< entities al(ég tﬁfé’c&%’{‘%“ wdtadpe medig ‘%@ﬂ"@éé Mhep theeniifisrare bioetripn 03/ 058427
PCT/ USB2/ 41630 vai&. 148. The conputer readabl e nedi um of clai m 145 vvherel n
the step qf ,cogpari | east one of the identifiers against a -
user - def i ﬂéa c ?8?’?@%6”‘?‘?&‘ BBediugy chetaim A48 wherpig dlag engjties are afemic fi er in
accordance W t Bréwiser - defi ned standard. 149. The conputer readable nmedium
of claim éﬁ4 V\/qﬁrel n the step of anal i;m n&t he 5 received data prior to one
of storage*Pn thHecHBRUS andtls mgdismofichin 1hwhereiahd methoiegheraninarisisng t he
recei ved dat a. tf&@@:gn OTE&V%HEHE‘?EC&\EQQQQH% Iedhdiri b ofds @ g}‘c;rﬁ‘ngta%‘{])? [gin the
step of enhanci ng recelfved data I ncludes: querying 3 one dat a
set in%mne of Xl mnﬁmtangqesmcr@ad@ctqual identifiers to for the
recei ved a, e addi ti onal
ddentifi e(rigi lgﬁg%ﬁg%gt%paﬁ%e?gggg Zlgl'agg?r%gd/‘?ﬁ%gg% S 30? & "&iler ein the
step of queryi h'@OFatbmlt@a@FeSSdn:eettta\te&ldgetmqhmc* weh@sng at attriberidn ofeechdat a set
being in at |eggtqone database utilizing the algorithmto query 15
addi ti onal databases to locate additional identifiers relating to at |east
one of t ha4?.ecé&he/@anpuicd ezatdtic mc@umaxﬁdlaam;bﬂl elmmhmgtebberdtzﬁmaguﬁd data with

the aqgl tional ath'ﬂr%[}&n £fle?l(€hsl"8!3(9 lﬂC I%EIS %ta?‘mng an agﬂtione addi ti onal dat abase.

a source systern providing each record and
a unique identifier representing record in the source system.
143.  The computer readable medium of claim 141 wherein the step of retaining an
attribution of each record includes retaining an identity of a query system and a
20 particular user. |
144. The computer readable medium of claim 128 wherein the step of utilizing an
algorithm to process the received data includes analyzing the received data prior to
one of storage in the database and query in the database.
145.  The computer readable medium of claim 144 wheréin the step of énalyzing the:
25 received data prior to one of storage in the database and query in the database
includes comparing at least one of the identifiers against one of:
a user-defined criterion and
at least one data set in one of the database and a list.
146.  The computer readable medium of claim 145 wherein the compared identifier is a
30 name of at least one of the plurality of entities and the data set is in a names roof list.
147. The cbmputer readable medium of claim 145 wherein the compared identifier is an

address of at least one of the plurality of entities and the data set is in an address list.




152. The conputer readabl e nedi um of clai m 144 wherein the step of o E
anal yzing the 20 received data prior to one of storage in the dat alfak@eanos
query i nWO@3@¥4dbase includes creating hash keys of the pdRotiddi€s. 153.
The conput er readabl e medi um of claim 128 wherein the step of utilizing an
al.gorithmto process received data includes storing in the database
processed queries -based upon a user-de®ned criterion. 25 154. The
conput er readabl e nmedi um of claim 153 wherein the user-defined criterion
i ncludes an expiration date. 155. The conputer readable nedi umof claim 128
wher ei n t ht48st eB comppiet iadablegmethium of dainpl4Ssihetgimthelsepof canparing aolegst havi ng
at 1 east one i ie f4 . o1 representing .at.least one of a
plurality of egﬁaioilfEﬂgﬁaeﬂflﬁ?‘?ggerrll'gs?g%geé'ldag}elgtcﬁ%n?%%ﬁuglﬁse @?ng?tg?f’éﬁ‘i’f@d 30
data, and st oriideptifiaeinprogdssedithlatseridafideddandrdse are performed in

real-tinme. 5 T onmpu readabl e .medi,um of ¢laim 128 wherein the
steps of rle4c?<'1ai SI; hﬁﬁgﬁgﬁtg%g‘%%rm%ﬁ%c’ qa’f“e]g’étwr%ﬁé“ &'@é@?&fﬁ?ﬁxzﬁ’@ the | east one
i dentifd er, eachceieddae priepo@aest ittigzeia thHARLZARQS qu%?ir@%&é&é@i}cmd@s

PCT/ US02/ 41630 -69 at |east one of a plurality of entities, utilizing an
al gorithmto pr3b¥SReMRIer¥did8y data, and storing the processed data in

a dat abaselsar e MeichbapietkehdibRahddiim d5cfaim 138 whHerR he Ete,F sﬁgﬂ.ghé?n di-um of
m

clainms 128 or 144 wherein the step of utilizing an algorit 0 process
the received ddfsivehdpiadnelides; retrieving fromthe database a group of

addi ti onal  eCeuelgingaviead ohdgih ik s of 3 bR ok RE abBAO ldoiifrd 1 LI
-recel ved data; ‘anal yzing each identifier of the retrieved group of" records
for a Wat dRrthgreseived damand portion of the received data; matching at |east

~a_portion of gy lasakehedakRodid yih SATlioPR uelfalyzed to record of the

~retrieved group of reco that | erm ne ore ct a record having
i denti fi erl9ly eghe semputergeatiable dedivincefl clame SO wherein the ste@bf queryolg 2 Mabit | €S;
anal yzi ng whet i gne identifier is included in the at |east a
portion of theﬁégégéeféégﬁﬁlgg%a that was not previously stored in.the at

| east one anal yleait pmcdatabseobeing et leadt bhedmabagnailipingfthe RER1NIR td Rty | S

det er m.ned ,k: f,l.ect ecord. having identjfiers 15 representing an
i dent i Cal qg(?fgm% d%tﬁbea Sepsﬁa Eoé: ﬁetagdlg?"a'i:?#l‘? feéssrfclaﬁ%mr leastong of the ressai
i denti fi endenfifitrgeandet ri eved group of records for a match to: at |east a

portion of the received data and the anal yzed record of the retrieved group
of records thaf BPEMGRHERE Be FRSEHVE data with the additional identifiers located in at least one

additional database. _

- 152. The computer readable medium of claim 144 wherein the step of analyzing the
20 received data prior to one of storage in the database and query in the database
includes creating hash keys of the identifiers. _

153. The computer readable fnediu;n of claim 128 wherein the step of utilizing an
algorithm to process received data includes storing in the database processed queries
based upon a user-defined criterion. -

25 154, The computer reada.ble medium of claim 153 wherein the user-defined criterion
includes an expiration date.

155. The computer readable medium of claim 128 wherein the steps of receiving data
comprising at least one record having at least one identifier, each record representing
at least one of a plurality of entities, utilizing an algorithm to process the receivcd

30 data, and storing the processed data in a database are performed in real-time.

156. The computer readable medium of claim 128 wherein the steps of receiving data

- comprising at least one record having at least one identifier, each record repr.csentin’lg




* reflect: a record having identifiers representing an identical one of the
plurali'ty of 20 entities; and storing the matched records in the dz Rlhaseos
158. The readabl e medi um of claim 157 wherein ma ' t _least a
portion g}f&?ﬂ%} ‘eﬁ?ecei ved data with at | east one anal yzed ?é@’(&’ggﬂ'ﬁﬁg‘i udes
assigning a persistent key. 25 159. The conputer readabl e nmedium of claim
157 wherein the step of utilizing an abgorithmto process the received
data further conprises retrieving fromthe database an additional group of
records having identifiers simlar to the identifiers in: at |least a

portion of theafeeebyesta ﬂff’ﬁrﬁu?‘ﬂﬂe&tﬂﬂ@s ﬁﬂﬁﬂllygza%%éom 0‘9{% cekifhe Fes Litgved gar oup

of records that is deter to 30 reflect a recor avi ng | dentifiers
representing adagadsiosag ﬂlsm@cwedﬂﬁéamlﬁﬂambﬂ&e}ar&ﬁerf@nmdtmbatch prior to

re-anal yzijgg e%@cérﬂ;ﬁﬁ% %Adgl;le dluﬁ cf‘?i rﬁé Pl\éiogéwmﬁ‘%gem the gorfdu%liilgéﬁr? mat ch.

160. The conputer r b um o a| m izin
al gorithmto 23lgouthen RPBGess t!&(recqn\red(detssndimsrecel ved dat a incl udes

repeating; retrievi n fro t.abase a rec 2| ng each
identifier of the r& F’lv‘é'gg] mts%gfﬁa% e?‘@@&?%@‘fdﬁp‘%“flﬁﬁoﬁ% héf’“?%gg? & portion
of the recei Vesinﬂlat@theaxﬂaityiatsﬁgth&h&iehed dath; | east one identifier is included
in the at |east a poriyl on o cei ved dat a tr%at was not previously

stored; retrieving ¥ ﬁﬂ"gﬁé‘:hdg"t"éiﬁﬁrs(gtl?rfeﬁﬁﬁﬁdtgr%?aﬂ TS S0t matgk ¥ As:  and

re-anal yzi ng prastia pofiRalof their@eived didhe retrieved group of records for a
match until no additional matches are deternmi ned. 161. The conputer
readabl e medi um of BRGHIAS FgasthRarieTriithrereativgg da With atiezstage amplygedori t hm t o

process the reggbrded tt@&&tﬁe*eﬂ(‘g}dﬁ%? recEhRlk Aabls e RmindtEoheHecPa F@ﬁ’irﬁ ihﬁHh?\rM)

identifier is one of: common across records representing at |east
different entlth@Sﬁeé?FGPmﬁéH@ﬁl1F’§#“l§i“§ﬂ‘PﬁEﬁ’Wb"ﬂiﬂ@fﬁrﬂé&f6rd representing a

particular entity; zﬁnﬁf}aﬁ@%étﬁ&‘dﬂilaa&%ﬁﬁfdéﬁnfﬁeﬁ]%tm aerﬂup gui R ?ﬁh?ﬂoﬂ%ﬁ%’fqed

based - on a parti-cular "identifier particu entl
det er mi ned af t &g regeivpd data hacwasmenhprevipesibaioed imtbeatdeasves analyzrddecord of

represent | 1 ahe AT Il oflcLh B0k AL MLc O HFARA kin st ot i ve

of a record representli ent |
medi unf of cl ai m@&—lﬂlmgridbmicalrmle@fépphfraluypfanzltwsgalah al gorl thmto process

the received data i,GhHisRe BERMeRltid: BPnE Wi d pldoB Bfteclfl F15mallh 00T IS

at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
20 | ~ entities; and
| storing the matched records in the database.

158. The computer readable medium of claim 15? wherein malching at least a portion of
the received data with at least one analyzed record includes assigning a persistent
key.

25 159. The computer readable medium of claim 157 wherein the step of utilizing an
| algorithm to process the received data further comprises retrieving from the database
an additional group of records having identifiers similar to the identifiers in:
at least a portion of the received data and |
the analyzed record of the retrieved group of records that is determined to
30  reflect a record having identifiers representing an identical one of the plurality of entities
prior to re-analyzing each identifier of the retrieved group of records for a match.

160. The computer readable medium of claim 159 wherein utilizing an algorithm to




particular identifier if the particular identifier is determned to be
common across records representing at least two different entities23fge D006
generally distinctive of a record representing a particular entity. 163.
The.conput er readabl e nedi um of claim 161 wherein the step of utilizing an
algorithmto process the recei"'vé "dat a i ncl udes re- processing the
separated records as received data. 164. The conputer readabl e nedi um of

cl ai m 161 wher ei AT°fE thtregsived fatg incbodes mpeatingshet her a particul ar identifier
i's one of commDN acr Og&risBGORES HeAREEIEN NG oflcdgaSt two different
entities and generally distinctive of a record repfesenting a particular
entity and separati ng &0 AEh Writfienehthe sstrisysdomrapyofmmosked are perf or med

in real-tinme. 165. Thenaeiigut Rist s fadabbRnoRAWR L, Cl @i m 161 wherein the
steps of deternining whether a_ particular identifier is one of common

P Al L Uelnt .
across records repres&HTARE Hethebgdsstoppiieptitisr fs implpett ipthe Ut 20660n MD
03/ 058%2 FeckiEHd d4BORAAR 36t pradodswatddéd; f er ent entities and generally

distinctive of a recorr_egriervgfr se@ti%%) a %xartj,cul ar entity and separating
records that were previously WhtcHEEPaT ddiieen! soup pirepnidis And re66aly e
conput%8eh idewfifieh PEtheretiiaymd grbwe bixkards3r avhatiinil hiedStam Rfiocndd iki zi ng. an

al gor i debimain@4.pr ocess the recei ved data includes: 5 conparing the received
data with at | east one stored record to determ ne the existence of a
relationship; and creating a relationship record for each stored record
det er misned T2 co@ph@leaddblel; ' al ' | east. a.portion of the

recei ved data. 1B7. The cﬁpﬁﬁ%de@%ghagg%égﬁggﬁcus%%gku%fzg'}gn@lnfg%’“a}ﬁbt?ei n the
step of uti’:fr?chsntgeﬁ’ﬁe‘vwaﬁ‘l‘%‘t‘qeﬁ‘hm to process the received data includes
creating at |easieteonmiporHet@engaticuld dica@bR s f@lbreach rel ationship record.
168. The conputer readabl e rregli um of claim 167 wherein the steps of
conparing the recelvéd datar “dFEEETHRY 24 lepgtrue diffseni ptifisend d, and creating
at | east one corsehgtehodistinbtigicf at@brdat@esertifepifuiNedi®abad | M. 15 169. The
conput er readabl ' Lm 167 erein, the steps of conparing the
recei ved data, grg%ag?ﬁ%g&gﬁfrs gﬁg‘?}l‘% %eﬁ’loﬁs}”e“g%b%ﬁ basgtlpraragicpiagidentifepifde one
conf i d&fHewar ifoifient detergired@eef ofittentoirrenito b corAth acfise rcaaptipREentigagtabl e
medi umeagfiwé dfierind &ficWhekfblgeatra f; onfidence. indicators

i ndi cates the |ikelihood o?g a rﬂéfgﬁ%gﬁ%ﬁﬁf% r%%{:hev\rlg%ﬁsienéf?a r‘i‘mé’ﬁitaf PR
represented by the particular record having a relationship wth the portion

of 162.  The computer readable medium of claim 161 wherein the step of utilizing an algorithm to

process the received data includes prohibiting any additional matches of records based on a
particular identifier if the particular identifier is determined to be common across records
representing at least two different entities and not generally distinctive of a record

representing a particular entity.

163.  The computer readable medium of claim 161 wherein the step of utilizing an algorithm to

process the received data includes re-processing the separated records as received daia.

164.  The computer readable medium of claim 161 wherein the steps of determining whether a
particular identifier is one of common across records representing at least two different
entities and generally distinctive of a record representing a particular entity and separating
records that were previously matched are performed in real-time.

165.  The computer readable medium of claim 161 wherein the steps of determining whether a

particular identifier is one of common across records representing at least

SUBSTITUTE SHEET




"the received data, and an entity represented by the portion of the received
data. 171. The conputer readable nmediumof claim 167 wherein at | eastJuan2006
of the cWO0des8¢y indicators indicates the |ikelihood thatrnReyamzentity
represented by the particular record having a relationship with the portion
of the received data, and an entity represented by the portion of the

recei ved data are the sanme. 172. The c@hputer readabl e medi um of claim 167
wherein the step of utilizing an algorithmto process feceived data

i ncl udes analyzing the relationship records to 30 determ ne whether the
relationship r mgid@:rqnecmﬁ@ies angigehasaliytdissinetivesif arécorighprpsentng a partculaus| y

determ ned. 173_.. er | i laim 172 wherein the step
of anal yzi ng tﬁrétltggﬁc}]%ﬁg@%@;&@%ﬂ%&e&ﬁgbﬁ@ﬁ ; Iﬁ&ﬁ% i) % btagp‘ati onshi p
records i r166.ud@se eomapwarireegiable metivord Blapm 18T ehdsinitef depcifiufifiziad al east one

| evel of degr eeg oé separ atiﬂ?n. 17§. The ®omut er readabl e nedium of claim
. 173 the step of ESRAPVOPRE Y ILEr e PB Wit ds reflecting at | east one
| evel aof degreesmpiring@RaeakteddataMGihudRast afkddtydd Rgord2o BebalihOms Biiftes@COr ds
meeting a user-defined criterion. 175. The conputer readable nediumof =~ -
claim 174%5%\%8*%@"& ep of analyzing relationship records nmeeting a
user - def i ned Cerehtiig (0Blalibizhipdesrd fohbdch R@rddtecord 8t@iiRash temedrgcor ds anal yzed
to-a maxi mum | evel of degrees of separation. 176. The conputer readable '
medi um of T%T‘&“FH‘RWF"'\RH@?SZPﬁo't“ﬁ@c’%‘ﬂ‘%r?c%‘f’ew-yzi ng 10 rel ationship records
meeting ajgper TRESdnRtk: (Eadhiie n@Muide LA $od 4 Mlrlih ngg%f u{i@i dponshi p
records analyzed to relationship records that inclu confi dence '
i ndi cdPors gr edlgeithmyg progessithivi rageived duta includesreating ot leastrpust @nfidemaciabl e nmedi um
of claim172 BictboPrdr B hSEERoRfin Webid 2 Ng an  algorithmto process
recei ved data further conprises Pssul ng an alert based upon at 15 | east
one user - §6§.i nEek coimputer ragiable WZGum Phelaimo Muwiearein drdeps of coagatimg hé cl ai m 177
wherein the step.. {.SSUi ert. on. at |l east ong user-defined
alert rule i nc]l%ge gésd %%v&ﬁggm}g%gcg '%rs%'p r%%?ﬁﬁlgfhﬁy‘%%ﬁ 8 a%/IF%IS?g?ee‘:@PE%W%
conmmuni cat i onsindwatasare p#Aformelén eadrpmet er readabl e medi um of claim 178
wher et g, el ARl dAfufer SRIRHDERLh 8P ind P67 TS BRTRS Sheciaig | SYStEM

recetved data, creating a relationship record, and creating at least one confidence
indicator are perférmec[ in batch.
- 170.  The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:
20 an entity represented by the paniculér record having a relationship with the portion of
the received data, and _
| an entity represented by the portion of the received data.
171.  The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood that: | _
25 an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data are the same.
172.  The computer readable medium of claim 167 wherein the stép of utilizing an
algorithm to process received data includes analyzing the relationship records td
30 determine whether the relationship records reflect at least one relationship not |
previously determined.

173. The computer readable medium of claim 172 whefein the step of analyzing the




180. The conputer readabl e medi um of claim 178 wherein the electronic ' .
communi cations -means conprise a tel ephone. 181. The conputer readald ke 2006
medi um oM@ PHPT¥#A78 wherein the el ectronic comuni cati ons PABESR/4EEIIPT | Se a
beeper. 25 182. The conputer readable nmediumof claim 178 wherein the
el ectroni c comuni cati ons neans conprise a personal digital assistant.

183. The conputer readabl e nmedi um of cr¥ m 177 wherein the step of
analyzing the relationship records includes: duplicating the relationship
records on at | east one secondary database; 30 distributing received data
to the at | east®Birnshipsesondsineledst anshemereationshipyedosishefiteting atpest aewor k | oad
criteria; and i]@@p{bmﬁ;etggopgeﬁirgﬁdgpeti ng the criteria of a user-defined '
alert rule fromthe at | east one 23 June 2006 WD 03/058427 PCT/ US02/ 41630
-33 seconddfty dJ&espapeter regipble Thadivomefinlain_t 78 eeedadpl of anmigiingiebtiosship ms 128 or
155 wherein th BT g RN wd ithmto. process the received
data further Cgﬁ%ﬁgg@%@%ﬁg%ﬁﬁgA@S/@{%f?egrggsr%%gpaﬁ%gé%ci S A4 ™™o at | east
one sedondary ddatidnalsip regoidsingieting 4 dser-ddfiped tititeion.5 185. The conputer

readabl e iu laim 1 wher ei he step of transferriing the stored
processed r[gg_t a%gg%rﬁplﬁ%rarg?ég'ﬁém %lgb‘ﬁcf i 12‘;5’&‘8‘&5\9&’? gepebanalyaeg in
real -time. 18@latifinehip osrprds eectimpariabl-derivedititstiod inblhdds kg mber ei n the step

of transferring,the stored prgocessed data to at |east one secondary
dat abase is pe?efj%}oﬁgﬂp fer?c”[ﬁ'ég‘&‘ﬁ?zeg Pepmargpmfeve) ot dagreed of sspasaéansi ng data into

and in a dasabTkecashiér rsﬁmuhﬁﬁiufrﬁﬁ@&li}h@ﬂ@«h&%ﬁﬂt%@r&&&ﬁaﬂhlﬁ&i{?ﬁeprOgram
instructions for cution by a conputer for performng the t hod

eXx : el .
~conpri'ding t hetatiopshipfecords sispungigiser-dedined srsernian ingudes limitingtthone r ecor d

having at | eastelf@idgsHif fRbIdE hitliyze® RGPt bREB

r &R ' | east one of a
plurality of entities; utilizing an al gorltﬂcr%tozﬁﬁﬁg”dfgghg%efroma

dat abase a gr olificaors:graater taanA minisewm awovivi ng i dentifiers similar to the
identifiensgyi nﬁ%nqﬁ,@@i Atk 10 k& i ifier..of the retrieved
group of records for a match to g?q{?gigﬁ?7§@g%?*1?§§n&é?f6ftuﬂgz‘f’%%rbi ved dat a,
mat ch at | east 2IgoHBMitP Brpcess rechived datefurber adatpaisesi itshingtan heasasednpomtal yzed
records20 of tRgsbeL hdeP¥sEhedLRIAQf records that is determned to reflect a

record havi ng '
178. The computer readable medivm of claim 177 wherein the step of issuing-an alert

based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.
179. The computer readable medium of claim 178 wherein the electronic communications
20 means comprise an e-mail system. 7
180.  The computer readable medium of claim 178 wherein the electronic communications
means comprise a telephone. |
181. The computer readable medium of claim 178 wherein the electronic communications
means comprise a beeper. |
25 182. The computer readable medium of claim 178 wherein the electronic communications
means comprise a personal digital assistant.
~ 183.  The computer readable medium of claim 177 wherein the step of analyzing the
relationship records includes:
duplicating the relationship records on at least one secondary database;
30 distributing received data to the at least one secondary database for analysis based

upon a work load criteria; and

issuing the alert meeting the criteria of a user-defined alert rule from the at least one




~identifjers representing an identical one of -the plurality of entities,-

anal yze whether at | east one identifier is included in the at | east23alune 2006
porti on O¥O 08M#8422cei ved data that was not previously stormgeishziaieeat

| east one anal yzed record of the retrieved group of records that 'is
determned to reflect a record having identifiers 25 representing an
identical one of the plurality of entit¥#es; and re-analyze each identifier
of the retrieved group of records for a match to: at least a portion of
the received data and the anal yzed record of the retrieved group of records
that is desesprfameditabase. refl ect a record having identifiers representing an

i denti cal t | . enti.ties.-..and storin he. mat ched
: records inpgthﬁeoyacg@ggégwe%wq‘%‘émégﬁ%ﬂ 5rl&ér gfali?gﬁ‘f f%gliﬂaﬁ]gg%u@pg]gﬁplm
wherei n the st eqigaithrutd proeisnithe arveRad dannfartBQREmpiids G3rAEBAR he RioidaUS02/ 41630

-34 algorithmtg t received data with at .|east. one anal yzed record :
i ncl udes assi g %Cﬁpsgdd%tg?os?ti?aémneI?'é‘i?."éai%g’?tabf'ﬁee"te’é}?ﬁ&tfee?lg?ré%-abI e medi um of

clai m 187 #ser eThe coinputsit repdable mididm &f digmaB4 whk@a thé BBp bt dnbRHringQRP! | Ses
retrieving fromtth dat a ?se an additional group of records having

i dentifiers sinilarP P& ihERR APt FeEseqoRdany fapbaseis parfpramdiinreabime. he

recei ved dmga arm coMputa18ddaBRInddARPHILIRH 18D S/hERINthEUSI-Ar ARk decor ds
that is determned to reflect a record having identifliers repfesenting an

i dentical one Ofor4RECGSPIA dpia g atdeaseoneiseqopdary gatalsse is perfermedai baing each
| denti fi erigafl fapa byalehd @Y SbcalbilyBa@nG B4 Y3l I Phifhuid feshe ThE

conput er readabl e nmedi um of clarns 187 erein e step of utilizi ng
an al Hori t hm imfaiuHeedinpRproRIAE: instaictigns forregedutionbra dahpliaser @rfgrming of

addi tional recQtdsetho Zi DG, tdentifier of the retrieved group of
records; matchi nge a? ea@slt g 5%?%?8% of the received data; 15 anal yzing

whet her at | eadecelying daldeamipfisieg atileast onelresdethavingtahleasaond riamifieq epei t | on  of
t he recei ; t_-previ .stored; retrieving fromthe
ED 4l %}Ji%sénlﬂgé atlBR %%Ooff R ?ur!ll&%'é% c%gﬁ%s

dat abase an addition gr ofJ ecor re-anal yzi ng each identifier
of the retri evatlizmgannlgfrithreeor ds for a match unti-l no additional matches

are deferm ned. 20 I:'Ieg‘lle he ac&gd%uter rea aQAigonrg?dl um of claim190 mhgrel n

. ve frpm ase i ifi
the stéps of receiving dafa se a group of a records having identifiers

similar to the identifiers in the received data,
| analyze each identifier of the retrieved group of records for a match to at least
a portion of the received data, |
match at least a portion of the received data with at least one analyzed record
20 of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 - representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:
at least a portion of the received data and |
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

188.  The computer readable medium of claim 187 wherein the step of utilizing an




‘utilizing an algorithmand storing the matched records are perforned:ih _
real -tinme. 192: The conputer readabl e nmedi um of claim 190 wherei n 33 Rine 2006
steps of W@e¥Dasuriy data, utilizing an algorithmand stori rgTism2asdsehed
records are perfornmed in batch. 193. The conputer readable medi umof claim
187 wherein the step of utilizing an 25 algorithmincludes: determ ning
whether a particular identifier is one ¥f: comon across records
representing at least two different entities and generally distinctive of

a record representing a particular entity; and separating records that

wer e previ ousl yalgasithyn eithp seceideddntawitnatidasi ing andlyired réchbideincludestabsien®(y a
particul ar ide%}sﬁét&?k%f determ ned to be conmobn across records
representing at" least two different entities and not generally distinctive
of a recortBd efFhesempitagreadabberrhddinth af claimt 187 whereliDdhe siEp of @ipglagr r eadabl e
‘medi um of cl ai m, 19. erein the step . of .utilizing an 23 June 2006 WO

03/ 058427 PCT/ ggf?ﬁ‘ﬂ% e %%“Pé’ls"gso’F'i'"?HH% f’ﬁ‘BF‘EPa‘é‘é“bgﬁec?ﬂiaéS'PP% BHP °hddi t i onal
mat chess of r ecoedbsdsiasiag iduntifiers giatilat o Heddentiientin:f i er i f the particul ar
identifier -is determned to ,ggoggmmn across . records representing at | east

two different entitAEE2SLAGOM, REscelleddah adi nctive of a particul ar
entity. 5 195. The wmurg@dd ré&?di&hh@reﬁ%dédlé’fbﬁﬁoﬁleé’érﬁﬁ s Mﬁi&ﬁﬁigﬁt&he step

of utilizing an al q%rjt m i ncl udes re-processing the separated records as
recei ved d&tiesta rggrd

feserd hawis idsmpilitre represeriap Pridaptirial iAot thel pluralicy 9Benities ei n t he
steps of det er mipi Bgc-am%iﬁ‘?%{:@id«%ﬁtme'r 6tth@ferided kiohb f rg%érd?ﬂ)?a ailc(l\‘npmn

across records representin l'east two entitfes and gener al
di sti ntt i V&80of The pesppipter readable sundiunnef clipat 87 erUiBawhersini thy stepidf utili@ing epar at i ng

records that Wei8iRHEMERHS! ¥ hed are perforned in real-tine. 197. The
comput.er r eadablggnrrehgll umH%'fr %CFE‘?% 193 wherein the steps of determ ning

whet her a parti cul arctiqyangfrdm edatatmsongronp omiditionalaeroodss r ecor ds

representing at |ea t L ener al | istinctive of a record
representing a -part?%ang"%)egﬁwj%@fgﬁaﬁﬂgrgpac?’a{F’Iﬁﬁa’?{ejrg%(?rﬁss that were

previ ously mat ched swrehingrf loastegdoitinon bbhe Feceil&d dddff. The conput er readabl e
medi um_.of cl aim 187 er ei he step of ,utjli.zing.an. algorithmincludes:
conparing the recei V&4 zﬂlﬁ‘%‘e&/ﬂef ﬁﬁ%f'tsp?"gé%eln"%ﬂés g’Fg‘F%‘ﬂ'“rﬂ&”g%&“@d’U&é’Pé}f m ne

t he exi st elmoeceivadl datartkedt atak ecigind viousBistbr&r; eat i ng a rel ati onship record for
-each stored record determ nedh%%ar flect,a 20 relationshi % with at least a

S
portion of the rec AT (,ﬂog} t tabase an additional group of records; an
o - re-analyzing each identifier of the retrieved group of records: for a match

until no additional matches are determined.
20 191. The computer readable medium of claim 190 wherein the steps of receivihg data,
u.tilizing an algorithm and storing the matched records are performed in real-time.
192. The computer readable .medium of claim 190 whcréin the steps of receiving data,
utilizing an algorithm and storing the matched records are performed in batch.
193.  The computer readable medium of claim 187 wherein the sfep of utilizing an
25 ' algorithm includes:
determining whether a particular identifier is one of:
common across records representing at least two different entities and |
- generally distinctive of a record representing a particular entity; and
separating records that were previously matched based on a particular identifier if the
30~ particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.

194.  The computer readable medium of claim 193 wherein the step of utilizing an




199. :The conputer readabl e medi um of claim 198 wherein the step of : ,
utilizirng an algorithmincludes creating at | east one confidence iX3duaatdtc
for eachwoetsaissaishi p record. 200. The conputer readabl epgpglishiigso Cl ai m
199 wherein the steps of conparing the 25 received data, creating a

rel ationship record, and creating at |east one confidence indicator are
~perforned in real-tinme. 201. The conput’®r readabl e nedi.um of claim 199
wherein the steps of conparing the received data, creating a relationship
record, and creating at |east one confidence indicator are performed in -
bat ch. 30 202. aifhethooingludes prohitstitagng addidenahmetches lofireroi98asabai i n at | east

. (rjgfat(:) T ohgﬁi SOB%%@/@%%rSd%]hﬁgrinif ?\tefP 5&%&5‘?&@%& igfsjis bg‘gﬁée%éwgg‘gmg‘ a‘?r@%,sor d havi ng
a rel ati onshi presoids réphemingtat Rt Go cﬁﬁ’etlﬁt%ﬁti@&@ﬁdh(\f@eﬁé”tﬂw&%&iw of a

PCT/ US02/ 41630 -36 the received data, and an entity represented by the
portion of thePPEEHNFBAYdata. 203. The conputer readabl e medi umof claim

199 wher eilps.at Theasipuld fa@ivlé MEAIGRAN cARN 83 whdidh ARLRLSruRfbiGAles the
l'ikelihood that: 5 an entity represented by the particular record having a

rel ati onshi p wigATtPRdngisies reoprogsmsing fie spratiddrecprdsas secebrdidatm enti ty
[ epr esent ¢d6. 0y Thilrifet Aol mbdiEm Ry DIATARLE S MMMl THE
I 9 p of utlll

conput er readabl e nmedi um of claim19 erein the s %ing an
al gori t hm i ncl WhetBergmpartigulanigentifier iseng of emyhdrpacrase weoksls tepredertiag mi legst whet her

the to relatignsdi ' : t 0O rel ationshi p.not

previously determ 'Hg%fraﬁggé%%?;gg%&? gar‘ Le%@%&%?%mrlr"@uﬁ %’%‘?ﬁr&ﬁgy Atb 04

wher eilf t he st sgparefingapedrgythagrvdrdprevicad] pinhiohshirpparfocmedlin realaimedes anal yzi ng

relati onshyp reco fl i hg,.at ast.one l.eyel of ree, of

‘separati 02_9.?20@3‘{Pﬂ%u%gmnﬁu{bi?m%é'gagk%?mnﬁ% ‘ﬁfﬁmd'f %8 ISEP?T?f%g“W{'@TEei n the step

of anal yzi ng 1&hetidratpaciaslar idemiieois@ae obfonendn Rhseiechrdffpredeifting @Meist Of

east one userSPT HREdRGEHEERY dRRasls of frest St e Bl oHBa P of

cl ai m 206 wher sparadnperesirdxhafw ¥idi attiddaikd fhéd i@arhkds neeting a
sShom oo

user-dgefi criterion includes linting the relationship records analyzed
to a 1 Xi ﬂ%ﬁ] Ic'fekfeclomé’f"eﬂréﬁ‘faé’t?smﬁ“'gB ligt 185 hemin he step phehilzggat er readabl e

medi um of cl ai Apotfden Mekided:n t he step of anal yzing

comparing the received data with at least one stored record to determine the existence

of a relationship; and

creating a relationship record for each stored record determined to reflect a
20  relationship with at least a portion of the received data.

199.  The computer readable medium of claim 198 wherein the step of utiiizing an -
algorithm includes creating at least one confidence indicator for each relationsh-ip
record. | '

200. The computer readable medium of claim 199 wheréin the steps of comparing the

25 ' received data, creating a relationship rccofd. and creating at least one confidence
indicator are performed in real-time.

'201.  The computer readablé medium of claim 199 wherein the steps of comparing the
received data, creating a relationship record, and creating at least one confidence
indicator are perfonﬁed in batch.

30 202. The computer readable medium of claim 199 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:

an entity represented by the particular record having a relationship with the portion of




rel ationship records neeting a user-defined criterion includes limting the
rel ati onship records analyzed to relationship records that include 23 June 2006
conf i den®e0D 03/m$i27%at ors greater than a m ni nrum anount. 209.pchingsosQiagut er
readabl e nedi um of claim 204 wherein the step of utilizing an 25 al gorithm
further conprises issuing an alert based upon at |east one user-defined
atert rule. 210. The conputer readabl e3¢medi um of clai'm 209 wherein the
step of issuing an alert based upon at |east one user-defined alert rule
includes having the alert communicated via electronic conmunications
means. 30 Hateceiveddatnppslit er readabl e medi um of claim 210 wherein the

el ectronic cogq?{%ﬁtg P%]ﬁﬂt]@%f ;%8%%8 \Aﬁlereacgwg |I system 212. The

conput er read dirum o Srern -t el ect roni ¢ comuni cati ons
23 June 2048. V@e@%ﬁﬂ&ﬁ@i@@@ﬁddﬁﬁﬂbﬂclﬁ&&% @ﬁ’eraiaan&asfceﬁ&)éﬂ thecahfii@lcgphone.
.213. The conput.er. | eaq@c H‘Egkl of .claim 210 wherein the electronic
conmuni cations - MEAns ! bﬁ%? Syt QQH@F 214. The conputer readabl e medi um

of cl aism 210 whaeksiipn rdpl&&eﬂb@ﬁﬁ the PhiGic FIQTEEM RdVinO @ latiénsHARRh GO PBHibs Bf &
- per-sonal Egl t al (@fﬁ& %ﬁ 215. The conputer readabl e nmedi um of claim 209
V\,her ein tH y2| ng the relationship records includes:

dupl i cating thQnEﬁﬁ@deﬂ!%éthb@b)F@a@@Bﬁ'Sn BPmBheckio@ i SRMSGRRNDary dat abase;
received data to the at | east one secondary for anal ysis based

di stributi
upon a 1@%& he gamppuwsriteadablg medin ofccdaim {8p whasein thersteptsd stkizingam the
user - defi ned a'a%hthhﬂh@lu&és%ﬂ&l%ﬂﬁg b rélgtﬁ,a;m,g&@md§€oc&&%m »ﬁ-ﬁ[h%p 216. The

conput er readabl’e nedi um of aim1l furt conpri si ng ep of
conver®i ng t he /¢leivashippcamls reflentas leastone refrionshitenbt pesmage deermingd. pri or t o

~utilizing 205, e @Argﬁﬁértrgﬁﬁ}iblg%dmm B %ﬁercﬁqggtfeq % tagd%n % f Cl aim 187

wherein the step of utilizing an or|t m|nc
attribution of radatwhshof records inghes éuabrzmg nﬂdx&nsth]&cm(dmmﬂleamgraemdabhe medi um

of claim 217 V"ﬂ:%ledf'aﬁérpeeofssie‘ﬁ%at%n retaining the attribution of each record

includes retainin 20 a source system providing each record
and . . 206. . The computer readable medium of claim 205 wherein the step of analyzing

i5 relationship records reflecting at least one level of degree of separation includes
analyzing relatio.nship records meeting at least one user-defined criterion.
207. The cdmputer readable medium of claim 206 wherein the step of analyzing
‘ relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

20 208. The'computer readable medium of claim 206 wherein the step of analyzing
relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to relationship records that include confidence
rind'icators greater than a minimum amount.

209.  The computer readable medium of claim 204 wherein the step of utilizing an

25 ' algorithm further comprises issuing an alert based upon at least one user-defined alert

rule. o

- 210.  The computer readable medium of claim 209 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.

30 211. The computer readable medium of claim 210 wherein the electronic communications
means comprise an e-mail system.

212.  The computer readabie medium of claim 210 wherein the electronic communications




d uni.que identifier representing each record in the source system 219. The
conput er readabl e nedi um of claim 217 wherein the step of retaining3tlae 2006
attri but ivoo osbssazch record includes retaining an identity pefrgsodMedsy System
and a particular user. 25 220. The conputer readable nmedium of claim 187
wherein the step of utilizing an algorithmincludes analyzing the received
- data prior to one of storage in a datab¥dse and query in the database. 221.
The conputer readabl e nmedi um of claim 220 wherein the step of analyzing the
recei ved data prior to one of storage in the database and query in the

dat abase .30 i retapsieomprisapeléphgneat | east one of the identifiers against one

of : a userqdef i i i and. at ast,,Qne data set in one of a database
Cand st 28R Bbk B P of SRR Sr R Ge AeimbSommnisatetou or
readabl e medi urmeahs cinaprise 2Bdepehier ei n t he conpared identifier is a nanme of
at | east ofthe plural] of.entitie nd the data set is in a nanes
. root |ist %323.“???8'“8%}%8?&@{’% PE&H’é'b‘P*Jét‘%’B}lﬁmﬂsqeﬂ’éh%ﬁlFﬁ@zzf GRARUBIC]tiNse
conpar ed i dent irdafis confpriz®a parsihab&igiD hssatant. €ast one of the plurality of
entities ﬁﬁg t?,f,% data set Is in an address |list, 224. The conputer -
readabl e i urh"GFompulerrasionle mediug) of claim 209 whersin thavignef amglyaing theast one of
the identifier rag@inp redotds flctuided:i ned criterion includes formatting at

| east one  identifier in accordance with the user-defined criterion. 225.
The conputd¥plisang e relatanshipracerds en aj lpaspors segnedary databaseist ep of anal yzi ng t he
recei ved data pgisl : ' n ery in a

dat abase i ncl uggﬁgﬁgﬁﬁgﬁgﬁgﬁﬁﬁ%@%&%%ﬁ%ﬁg@?&%ﬁ%@lﬁ ‘fg)g&cdl Ut er
readabl®e ek ingd fiteg:aingn 225 wherein the step of enhancing the received

dat a i ncl udes: ; j | ne. data set | ne. . of dat abase and |i st
for additional ls?%@%ﬁc %élra%sedﬁl g?'; {hr%éjg?ré‘%éﬁdza rﬁrgfeaf?onéﬂlﬁ aiga“?ﬁﬂfbl ementing the
recei ved desoaday difabase additional identifiers. 227. The conputer readable

R S e R i e e S
the al gorit hm tanveuisg yhe regtilicd dam adto o atapheting ricsdge €ainat @il id h@RHg an
i dent ilfsi ers r eLl%Eriitﬂ%. to at least one of the received 20 identifiers; and
217. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes retaining an attribution of each of the identifiers.
218. The computer readable medium of claim 217 wherein the step of retaining the
attribution of each record includes retaining an identity of:
20 a source system providing each record and
' a unique identifier representing each rcéord in the source system.
219.  The computer readable medium of claim 217 wherein the step of retaining the -
attribution of cach record includes relaining an identity of a query system and a
particular user. | '
25 220. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes analyzing the received data prior to one of storage in a database
and query in the database.
221.  The computer readable medium of claim 220 wherein the step of analyzing the
received data prior to one of storage in the database and query in the database
30 includes comparing at least one of the identifiers against one of: '
 a user-defined criterion and '

at Jeast one data set in one of a database and list.
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suppl enmenting the received data with the additional identifiers |ocated, in - *
at | east one additional database. 228. The conputer readabl e nedi uid hihe 2006

cl ai m-220Ves0884p7 t he step of utilizing an al gorithminclpceggserigddl Ng
hash keys of the identifiers. 25 229. The conputer readable nmediumof claim
187 wherein the step of utilizing an algorithmincludes storing in the

dat abase processed queries based upon a3duser- defined criterion. 230. The
conput er readabl e medi um of claim229 wherein the user-defined criterion

i ncl udes an expiration date. 30 231. The conputer readable nmediumof claim
187 wher ei 422 helhstcoppwer igadablenediurg af claimgddd ivtliersirf e coreparedidpitfizes a

“transferring t t ce .at | east one. .secondary database
utilizing the a g%rq?%ﬁ%sp% "83%@@%%%%’% B eSS S aGameTes T30 235,
The conput223. r ebgabmputmedadabicofiedbing bfelARR2Mwefimthe bempdr@pidedtifler AR&T erri ng
inreal time 395es5otat Bt ofthe wERTly o SHulR aiM OF b stk B30 odEIGRh (ho
' step ofs t r2dsf éfheicogpitereadablemedivm oCAAHEE 1 ddkrid Be atbp bﬁ@)?ﬁpéﬁﬁ?atﬁ&gpndary
dat abase is perf 4. _For a systemfor separating

orp&d.' nggatch. 5 234, . ; S

previ ously mat SH&8 8&49? °T agaipsh AYsRrSlefined coibamion Inclydas {pamatting atiledstaepr ogr am
instructions f adentiRi@GH kécordahde Wite @ERsHr AEfide@lcriRgibhor M ng the net hod

conpri si n%'zéhe teps of: determ ning whether a particular identifier in at

| east one “°@cor d° FEPPEEdRtdRRIg mediumpefalaimRR wherein the step ofpmalyting #© common
across recor ds g@Re8IfNbiitdo Bhe &f%f?o'}igeti}{"&c%'afa&?sfz and %]%ﬁ Jtnta'- gar?%@th%ger al l'y

‘distinctive of a record representing a particul ar Y, separ ating
“record® that wepkangingiegessivpd dateched based on a particular identifier if

the parti ar i Lo ed L 1 acr oss records
repr esent ?ﬁg atpI|h ?_gg@t)m%ﬁ%adh@fg? g@%ﬂ%ﬁh&? ? g’gﬂgﬁ‘ﬁgﬂ’ %ﬂé?"ﬁf"lg)}hedi stinctive
of a record repcewehditnipcludesarti cul ar entity. 15 235. The conputer

e o AL S i RETRLA R R A
i dent i f i eforithe wetiveddatrednd 0 be conmon across records representing a
Teprodinting afmieind 95ueeLEEh I it adtiBon e et um of cl ai m 234
© further c@®pri Thaprbfueer stadgblomediam Qlajih 02EHEérSi the WepSTRAEF R fe&EOr dS.
- one data set includes: | _
at least one data sct being in at least one database utilizing the algorithm to query
_additional databases to locate additional idéntifiers relating to at least one of the received
20  identifiers; and |
supplementing the received data with the additional identifiers located in at least one
additional database.
- 228. The computer readable medium of claim 220 wherein the step of utilizing an
algorithm includes creating hash keys of the identifiers.
25 229. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes storing in the database processed queries based upon a user-
defined criterion. |
230. The computer readable medium of claim 229 wherein the user-defined criterion
includes an expiration date.- '
30 231. The computer readable medium 6f ciaim 187 wherein the step of utilizing an

algorithm further comprises transferring the stored processed data to at least one

secondary database utilizing the algorithm.




' 237. The conputer readabl e medi um of .cl ai m 234 wherein the steps of

determ ning . whether a particular identifier is one of commobn acr os33 June 2006
records_?w PUCEM i ng at least two different entities andPGEAISPLHIL650 _
distinctive of a record representing a particular entity and separating
records that were previously nmatched arg performed in real 25 tine. 238.
The conputer readable nmediumof claim 3%4 wherein the steps of determ ning
whet her a particular identifier is one of conmon across records

representi at. |l east t ifferen ntitjes and generally distinctive of
a record f ggre _ %f?rﬂ%“eéf%ﬁ?ﬂ? E‘ﬁ‘?‘éﬁ" Otféﬁﬂ’?é/f gﬁﬁelgélﬁaﬁ@tqfﬁgangggg@g that were
previously mat eled pascesspedd o Raétdnddcbhtiaryd@htabaf is fforfed ¥ Hnf0r
* processin ﬁlat in a database, a conputer readabl e medi um contal ning
program i %é r %P? ERTRPULSE readgble tredinm ab glaim d3hshareip tegteprsd rmesferringthehe et hod
. conpri sing t hesgfe@Psocedsed dita Mﬂﬁa&%Qésecma%%@%%%%@ga}{np@%ﬁbﬁ.630 -40
r

receiving _data_conprising at |east one reco avi n east one

i dent i fi el34-caker 2 yslewfor seppsptingavgvionglyaratehed sacorsine aoinpatepteadatild ty of
entities; compaeliifh dohGinieSFoMaH el n - ne record._stored in a
dat abase to determ ne. ‘t“%?fc_pz st gﬁce&'c?ﬂ E&Fgﬁ%g{ll gﬁfsﬁ*ﬁ bnefﬁuﬁ?rfoégﬁf?mﬂ‘ég, 5
creating a rel heimsthodicomprsing die stops fach record stored in a database

determned to . l.at i ip with | east a .portion of received
data in real -t?értrg?d '@ﬁ%wgﬁﬂgcrqia%hlg%ﬂdfgﬁﬁacf }"§§Iseﬁf[8"? teeddenTsepting A psthase.
240. The owngnuityels oneeaidabl e medi um of claim 239 further conprising the step
of cre ting at least one confi dgnce i ndi cator. for .tsgach rel ationship record
inreal time. 10 24T™™HRSCEOSHIEETES CPESHLRE & IFAsHQ iffsrentientivps 289 wherei n at

| east one confi dencenerhifyddistaicove dfadead Rprebdneng h atithaesligf ada rel ationship

between: an entity.represented by the partjcul ar, record having a

rel ati onship wiP #?w%%ﬁ?sttﬂg,we& B/rfﬁﬁusrl’g‘(‘j‘éﬁc Pagedion 2 P&HEﬂ’uﬁ'ﬁ‘d@W?fleﬂf the

r epr esent patidartideuifieris 8adtniicdttd Be E@GRON L5058 Adcards depreddming hhRage RIBPUL er

r eadabl e &Ffdi-um of clgim240 wherein at_|east one confidence I ndicator
i ndi cat es®RE" TREF] 5" gemerelly distnchys el ieensd BpEsenig Bpartiselarentiti cul ar

recor ds haw3ang FhelcdhpliteOrRadioR Médidin Bf@aiﬁpiﬁif%e?fzomﬁmgﬁﬁgﬁbmﬁga ta, and an
entity represented by the portion of the received data are the same. 20
243. The conpudditiopd mpsabpeofiaenrdsirastd on aparticulag Bleptifiep ifghd partitwbar conpri si ng

the step of identifier is determined to be common across records representing a plurality of

entities and not generally distinctive of a record representing an eatity.
236.  The computer readable medium of claim 234 further comprising the step of re-
20 | processing the separated records.

237. The computer readable medium of claim 234 wherein the steps of determining -
whether a particular identifier is one of common across records representirig at least
two different entities and gcnerally distinctive of a record representing a particular
entity and separating records that were previously maiched are performed in real-

25 ' time.
238.  The computer readable medium of claim 234 wherein the steps of determining
: whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating récords' that were previously matched are performed in batéh.
30 239. For a system for processing data in a database, a computer readable medium
containing program instructions for execution by a computer for performing the

method comprising the steps of:




anal yzing the relationship records to determ ne whether the rel ationshi;p ;
records reflect at |east one relationship not previously determ nez idé2006
The compYRO3PEHEDbI e medi um of cl ai m 243 wherein the step@iusnahymi ng t he
rel ationship records includes analyzing relationship.records reflecting at
| east one 25 |evel of degrees of separation. 245. The conputer readable
redi-.um of cl ai m 244 wherein the step of*anal yzing relationship records
reflecting at | east one |l evel of degrees of separation includes analyzing
rel ati onship records neeting -at | east one user-defined criterion. 246. The
conputer r eadaHF"é”‘Hﬁ’d‘i‘at?rﬁ%‘fPf@lﬂﬁlahﬁeﬂsnwm@qréhﬂmmgm Iaatleqne&ﬂenaﬁal gaehng 30

relati ons%&ra%sgﬁlng%@fehgggn%do@ %?gnu ser-defined criterion includes

limting the relationship recor o a maxi mum | evel of degrees
of separation. cRwparingthe woripest data wﬂaatadmlstsonafeehowﬁt@i:d il addaiabd<to BeiGhe t he

step of ar}ﬂéé’;&ét@;&e 331]&11{{]%“&85)@1[%%4\% 03/ 058427 PCT/ US02/ 41630 -41

rel ationship records neetin one user-defined criterion |ncludes
limtidg the redating orebitiopshieecord foraael e@d stofed iR akthtios BichmfiRAQE ds t hat

i ncl ude ¢ nd| reater_than a.mni num anount. 248. The
conput er ?géé&gg%%mm @fit Sﬁségﬁ?rﬁﬂ‘é"ffrﬁ?et"ﬁé‘rda@éﬁffﬂ -dmgigndhe step of
issuing 5 an atoengcimasﬂﬁhdmplﬁpr@brdlﬁ@&tdaiaﬁ@seuser'def' ned alert rule. 249.

The conpu dabl e medi um of .cl aim 248 wherein the step of issuing an
alert batszgg gﬁﬁ“%{?PH‘%Td%%da@]ﬁ@edwof&@ﬂmﬁé% fugthes qompuising itrectapad srelating ng t he

alert. comuni eslegdond @nfilidict frﬂ@aﬁarﬁﬁ%@lﬁr}blﬁ%ﬂsﬂg R R redt e, ThE CONPUL €T
readabl e g&?l u%of claim 249 wherein the electroni c connmuni catl on 10 neans

~conpri'8e . F PoraRi appdable medipeof clim 3¢@ whereiadi ks onedinfiderat cl ai m 249

wherein the el g@t@@p;,ﬁ,&@mmkgmd q ﬁﬁ rise a tel ephone. 252. The
conputer readable medi um of clai m0 %a Bﬁs}]wvécegl ectroni ¢ conmmuni cation

nmeans conpri se?®hepibesaresenest ygRe partiailar oevpust lewing @aelatiinehipedinuhe sdrtiél ¢ff m 249

wher ei n t b Blepl dRR] uaCoNMMUNi cation neans conprise a personal . digital
assistant. 254. The conputer readable nmedium of claim?248 further
conpri si ng t heakendiy igpresenthdilyi thaparion ¢ffike ediaddidamshi p records on at | east

ocondary  Bh bBeaREAE: ot HLAUE BB SER HEReA3! fod B briret T ang
indicator indicates the likelihood that: _
an entity represented by the particular record having a relationship with the portion of
the received data, and
an gntity réprcsented by the portion of the received data are the same.
20 243. The computer readable medium of claims 239 or 240 further comprising the step of
analyzing the relationship records to determine whether the relationship records
| reflect at least one relationship not previously determined.
244.  The computer readable medium of claim 243 wherein the step of analyzing the
relationship records includes analyzing relaﬁonship records reflecting at least one
25 level of degrees of separation.
245. The computer readable médium of cla.im, 244 wherein the step of analyzing -

relationship records reflecting at least one level of degrees of separation includes

analyzing relationship records meeting at least one user-defined criterion.

, 246. The computer readable medium of claim 245 wherein the step of analyzing
30 relationship records meeting at least one user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

247.  The computer readable medium of claim 245 wherein the step of analyzing




; i'ssUi,'ng- the alert neet i ng the criteria of a user-defined alert rule from
the at | east one secondary database. 23 June 2006
WO 03/058427 ' : PCT/US02/41630

-41-

refationship records meeting at least one user-defined criterion includes limiting the
- réiationship records analyzéd to relationship records that include confidence
indicators greater than a minimum amount. |
248.  The computer readable medium of claim 243 further comprising the step of issuing
5 an alert based upon at least one user-defined alert rule.
 249.  The computer readable medium of claim 248 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communication means. |
250. The compﬁtér readable medium of claim 249 wherein the electronic communication
10 means comprise an e-mail system. |
251. The computer readable medium of claim 249 wherein the electronic communication
means comprise a telephone. _
252. The computer readable medium of claim 249 wherein the electronic communication
means comp.rise a beeper. ' .
15 253.  The computer readable medium of claim 249 wherein the electronic communication _
means comprise a personal digital assistant.
254.  The computer readable medium of claim 248 further comprising the step of:
duplicating the relationship records on at least one secondary database;
distributing received data to the at least one secondary database for analysis based
20 upon work load criteria; and
' issuing the alert meeting the criteria of a user-defined alert rule from the at least one

secondary database.




