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RFI D TAG W TH MODI FI ABLE AND REVERSI BLE READ RANGE
BACKGROUND Description of the Related Art [0001] RFID

wo e@anadieyy is well known. An RFID tag nmay be BET/US2005/045869
integrated circuit with a tag insert or an inlay
including an integrated circuit attached to an
antenna. An RFID reader/witer sends out
el ectronmagneti ¢ waves to an RFID tag that induces a

current . ' \ I [
e RD 1% Wb oDuFRABRR AN By R Rp bl S
nodul at es the waves and nay send information back to
BAIGKGREOUNDeader /writer. Additional information about
the itens the tag is attached to can be stored on the
tag. The tag may be passive or active. Passive RFID
Del@iptionyot thaiReYatbd@Wet N0 power source, and rely upon the
energy deltvered by the interrogation signal to
transit a streamof information. Active RFID tags nay
e . o . .
00 ® KB B USSR HEoRD. A EREES e il i ot vt
.and the RFID reader iter. thr h either inductive
wi s 15" Bt RSB S gt R it e LT e an
different frequencies, but generally the nost connon
RFYH) eeadeypyvyiter Seils oyislemqgnﬁﬁg WayasFong RiplP)tag that rglugesgreurrent
(850-900 WHz), and mcrowave (2.45 Ghz). [0002] RFID
in thy tgrantenng. Jdie REIDireast¢r/voitefanay bt mExechdevaes eremportable device.
| ocation of articles of interest, inventory contro
Thatd niddutkee wasseind mackindgn@atlati@CaeR ty thet RBIEKteader/writer.
manuf acturing parts, tracking goods in supply chains,

AdBRYAR B fostali G Bhout B ilehR thd K8-is Ached {8 dafBe S bRHIR tag. The
information that nmay be used for security, access

tag%argltbreoﬂa‘ssigg gé 83U ‘PQS%Wei Ieﬁ‘ij t%gs %Ee@ﬁ? fizve no power source, and rely

upon the energy delivered by the interrogation signal to transit a stream of information.

Active RFID tags may have a power source such as a direct current (DC) battery.
Information may be exchanged between the tag and the RFID reader/writer through either
inductive coupling or backscatter. RFID systems may use many different frequencies, but
generally the most common are low (around 125 KHz), high (13.56 MHz), ultra-high

(850-900 MHz), and microwave (2.45 Ghz).

[0002] RFID systems may be utilized to determine the current location of articles of
interest, inventory control and tracking, asset tracking and recovery, tracking
manufacturing parts, tracking goods in supply chains, payment systems, and the like. An
RFID tag may store information that may be used for security, access control, and/or

authentication purposes.

[0003] In retail situations it is desirable to disable RFID tags, for example after an item
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[0003] In retail situations it is desirable to disable
RFID tags, for exanple after an itemnmhas been purchased
WO eoopoetiest customer privacy, disable a securiPgI/US2005/045869

mechani sm or enable access to the attached item A
kill command nmay be used to permanently disable the
RPID tag, rendering the REID t nusabl e. Current
has pgenpurd§ORd PTBTHTENAEICEPE TR GFPC BTN ATECT il g7 enable
permanent and require difficult fixes to regain
access tbibE ttgehstl iteme A kigl cqnopans] may bessed tg permeagicaily disple she
RFID tag that is | ess destructive to the tag is
RFIDeasg, reierBRITER FIESGRIAT (b GhurfdHE RBRAMANGE {ononsids Freeusually
present invention may be better understood, and its
perrRAHERT SUseat Péﬁrﬁ_ﬁ@fﬁ a8l depaNAMRUR FixBRbrepfn AEVILitytod the tag.
those skilled in the art by referencing the
accompanyi ng drawi ngs. [0006] FIG 1 illustrates an

IOOdIﬁEI D ﬁyté&fm?%gg%sgﬂl):ll@ nEFTRN £ TRO R 8B MesiPlctivB o Mk @8LRdesired.

venti on. 2 1llUstrates a flow di agram
for an RFID tag according to an enbodi nent of the
present invention. [0008] FIG 3 illustrates a flow

BROIBDESGRINTION OF THEBRAWINGSer according to an
enbodi nent of the present invention. [0009] The use of
the sane reference synbols in different draw ngs
[0005)di CThepresénviv@ntion miagdrtbettal unidestod, DESERIPTEr@N fEFures and
THE EMBODI MENT(S) [0010] In the followi ng description,
bl kiligd & fie 2&tbyfrefetdhciddone Yeompahyin
advelﬂisf ﬁglga?igts‘gggblﬁtﬁgt‘[g%&n‘%%%iéﬁent s of yt he invention rmld;l }t/Jeg
dralt acticed without these specificdetails. In other
'H&t'ances, well-known nethods, structures and
techni ques have not been shown in detail in order not

[00(%6? © blgféil.r 1ei11%rs]tral%cg]sdaenr ﬁﬁﬂﬂ] gyllsrt]& ggcotrcmlg tode?nsgr%(?&ihi%gr of the present

invention.

[0007] FIG. 2 illustrates a flow diagram for an RFID tag according to an embodiment

of the present invention.

[0008] FIG. 3 illustrates a flow diagram for an RFID reader/writer according to an

embodiment of the present invention.

[0009] The use of the same reference symbols in different drawings indicates similar

or identical items.

DESCRIPTION OF THE EMBODIMENT(S)

[0010] In the following description, numerous specific details are set forth. However,

it is understood that embodiments of the invention may be practiced without these specific



10

15

20

[0011] References to "one enbodi nent," "an
enbodi nent," "exanpl e enbodi nent," "various

wepedsdrent s, " etc., indicate that the enbodi neeit/{SI005645869
the invention so described may include a particul ar
feature, structure or characteristic, but not every

ecessa iy incl s th rticul ar

et e R o S oo i B o eues have mot been
repeat ed use. of the phrase "in one odi ment " does

Shomst inyfigtadld gFder yot f@rcz%qsc‘trs ag H@d%ﬁﬁ%ﬁé&ggﬂtl%%tﬂp’fm hough
it may. [0012] As used herein, unless ot hervvl se
specified the use of the ordinal adj ectives "first,

[001 & c orftpferenaeRitg done esplodimens,”d'es epibpdinaent.or td@)r«@bpdlment v
merely indicate that different instances of |ike

“vaolbjpe embodiments £ atgy, indfoatertbat thoembodimans)ndtthed inv@robadotdescribed
inmply that the objects so described nust be in a given

ma SRURTRCEparRdull ieeath RITBRcRhk Yor chRbicaiklid] but Aot dhboddhent
in any other manner. [0013] Unless specifically stated

nec@§sjaﬁ 5})'\fnél%desatﬁe ?&gﬁﬁﬁg %‘eaﬂtg 'Etﬁlﬁt%ref ok h@%&&l@i{pl lgé.g?l‘&lr Q5eated

appreC| a roug ut t € specl

use% o SirI on’?n. gt:tll r 0€S ut S rt'll rgt% St 9 e odiment,
g %%tP ¥ nFﬁ"e“H &Cer ortae 4“6 FmB

actl on and/or pr ocesses of a conputer or conputing
g #M2%r simlar el ectronic conputing device, state
nachlne and the like that mani pul ate and/or transform
data represented as physical, such as electronic,
[00&2ant iAd ussd heretn, unlesy otHemsesiprgifiad the useof Bsendipal adectives
physi cal quantities. [0014] FIG 1 illustrates an RFID
“firsty stsetomic Cahigd, N gtd ,ao @dvsceitb adbiivin abjedinacrglydadivhte that different
i nvention. System 100 includes a radio frequency

1nst'a§&@tdf fie @EJ'G@(E‘ afd i) ref@ R/ Mdl dr€hotlif&nBa@Mb R8p ;ﬁn\nﬁlﬁgt%ﬂ@

4 and an RFID device 106 having antenna 108.

obj&tpw&cnl%gl r%hgat];l])t%gﬁ ﬁ%“lfg% <§In gr:éms_: %@ﬁ%g&%%géalw?)fn Pa%king,

for exanple, a dipole, a Ioop, a patch,
or it iy Ghep fured |

[0013] Unless specifically stated otherwise, as apparent from the following
discussions, it is appreciated that throughout the specification discussions utilizing terms

29 ¢¢

such as “processing,” “computing,” “calculating,” or the like, refer to the action and/or
processes of a computer or computing system, or similar electronic computing device,
state machine and the like that manipulate and/or transform data represented as physical,

such as electronic, quantities into other data similarly represented as physical quantities.

[0014] FIG. 1 illustrates an RFID system according to an embodiment of the present
invention. System 100 includes a radio frequency identification (RFID) reader/writer 102
having antenna 104 and an RFID device 106 having antenna 108. Any of a number of

different low profile antenna types may be used for RFID antenna 104 and RFID antenna
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[0015] RFID device 106 recei ves and processes an RP

signal 110 fromRFID reader/witer 102. RFID device
wa®emesi73 ncl ude power harvesting and vol t age PCT/US2005/045869

processing circuitry 112, a processor or state machine

114, storage 116, a nodul ator 118, and i npedance

ont rol circuitry 120. Power harves and vol t age
106;3?@%‘@%& Hbeﬁmﬁﬁr@t%v’li’ Hlofen? A} 38 Ob&g?réct i on )

circuitry such as a diode (net shown) and a voltage

regul ator (not shown) and an inductor (not shomn%&ﬁg
[00tdcei REIIRAewicehAP rereyentnd RIRgASEE Bkl 803 IQ from

capacitors (not shown) to generate power to erate
readeivbitete\)2c R FIDGJevadet 106 ugely in¢leds pareert iapvesting V¢1ta|$'ﬁ peqpessing

in this context. Storage 116 may include non-vol atile
c1rc[1ﬁryV\Ifl'2t APFReSBOIF Mtate@hdching g4 SierapH ¥ e6) bintstul&ondI8, and

limted Iin this context. Storage 116 nay al so contain

o R LR SR a1
at 18 trol

may, e e B e RaD bR B s U Bl g dpiteb fegulasgr (not
oo e gy RSt TRl i o

m smatch tap 124, for deliberately and reversibly
capacétdm(inngsfmwri)m@gm&tﬁgowtrdoro@amtﬂréﬁgédmcﬂi}@aﬂ’é@%@éhe
106. [0016] To access RFID device 106, an
invéntio@d gainhicsd iaithiv@bntery Sheags Artcmay ﬁr&ﬁ,ldbyloﬂﬁloﬂ}ltile re-writable
reader/witer 102 in a vicinity of RFID device 106.

meIHng/n al'Ekﬁ)%%h Rhe R ettt ik ALEIARERHIBR coheralStoREt D16 @by asso
may updat e inpedance control information, for

cong efo:[ gg&%?ﬁgﬁn vilcg%e%}’ic RANGE o gn@ ('51 Q@ﬂﬁ)ﬁ £{d other

e an enna may e tune at ever

suchgf S%%&‘x%ﬁvﬁ cﬁﬁ?tgéi?%ngofs%%%ﬁc}ﬁﬁﬁ g R TR  or

normal full range comuni cation with a typical mni num
commstnieationsgdthengh fedmyentipe is nos barifsd i flisoqued FRggance control
change command, for
circuitry 120 includes circuitry, for example, an impedance mismatch tap 124, for

deliberately and reversibly reducing or increasing the read range of RFID device 106.

[0016] To access RFID device 106, an interrogation signal may be transmitted by
RFID reader/writer 102 in a vicinity of RFID device 106. Upon receipt of the
interrogation signal, RFID device 106 may update impedance control information, for
example, RFID device 106 may change the impedance of antenna 108. The antenna may
be tuned for whatever impedance is convenient from an antenna design perspective, for
example, a 50 ohm impedance match for normal full range communication with a typical
minimum return loss of 15 dB. Upon receipt of a read range change command, for
example, a soft kill command, impedance control unit 120 may switch an on chip resistor

across the antenna port, reducing its impedance to 30 ohms and thus reducing the
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exanple, a soft kill command, inpedance control unit

120 may switch an on chip resistor across the antenna
w@enb/o6aiexiuci ng its i npedance to 30 ohns and tPCEUS2005/045869

reduci ng theantenna's return |l oss to 5dB. The anount

of inpedance is set in a non- volatile manner such

that the rea remai ns.at _a given r.ange unti.l
neigney gt SEm e ot Hnpdteis tedf AHEpt g gppner
kill command nmay set bits in a non-volatile nenory_. ,
suckythat theHFRhra@EALSRAIRS &l R VaHPREUFHY pBRthes rapgg command is received.
i npedance. Note that there are nultiple nethods of
Forakarepieng soth &ilbernemarsl mpay setibitp edaneeyolahls mpewmgennit which
invention is not limted in this context. The read

confroRgke ednfiguk&didiafilteimbRbaics. Nodetheckhbe dre diidiiplg ntetieds of
efficiency of RF power harvesting unit 112 which in

altewg hﬁle{ ﬁﬁéﬂnﬁﬁﬁlr:ﬂcﬂéﬁ)l@dﬁ!cgﬂﬁé pRIUR ineBNEH & o lifd#atih @ds context.

ypl ca Imtations, this has the effect of
drasti cal uci n he_read.r . Oof - [
st b P e B0 R MR oV SR p RIS P RE pover
conmuni cated in signal 110 may bhe a sinple one bit .
harvﬁégg&@@t(lé%mcqwaﬁg@ rﬁqulﬁﬁglwﬁﬁégser BVl V RS Y finfition. With
multiple bits to achieve multiple read ranges. By
typiseliti @ dinedtations, dkis havths affeet ofdrastieadlydred ugiae thefremiapge of RFID
devi ce 106 may be increased or decreased, for exanple,
devidedbone foot to 15 feet and vice versa. [0018] Thus,

unlike full "kill" commands or nethods, enbodi nents of
the present invention allow an RFID tag to remain

[ooiynct mMaBaped@dnbeténtdl ifofhAfR dodMgficatilinkegRasid shay be a
reconfigured for full range operation. This is useful,

_ c : . : . RS
s o TSl QPR BN CTRAL o B! S
0 nd whi ch d . ' d .
PR Pyger e gusen! et B kR Get RLRFD device 100
rotected fromfar-field il f ot h d
may PRiACHSRed PGeTeaRt G or <P e Hom 16 1508 19 dige Edenerse
reconfigured and the itemreturned to stock.

[0018] Thus, unlike full “kill” commands or methods, embodiments of the present
invention allow an RFID tag to remain functional, albeit at a close range, and be easily
reconfigured for full range operation. This is useful, for example, in a retail environment.
After an item is purchased, an attached RFID tag is given a “soft kill” command which
reduces the tag’s read range to, for example, one foot or less. The consumer is then
protected from far-field surveillance of the purchased item. If the item is returned, the

read range can be reconfigured and the item returned to stock.

[0019] In an alternate embodiment of the present invention, processing of RFID
device 106 may include decryption and authentication to protect against malicious access

of RFID device 106. Any type of authentication protocol may be used, for example, one-
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[0019] In an alternate enbodi nent of the present
i nvention, processing of RFID device 106 may i ncl ude
waewsypptiron and aut hentication to protect agaiPGI/US2005/045869
mal i ci ous access of RFID device 106. Any type of
aut henti cati on protocol may be used, for exanpl e,
oneway and two- roto ol s. t.ion is not
way g1 TR PRPTOffce S e drtent PBERS] f iitel i B st
enbodlnent of the present invention, RFID deV|ce 106
send a status_or. confijrmation nessa g%€@§§ to ale
loomadem o pltcapate gmbodigrept pf fbe gresent; UPYEEE%IP% EVi§eolf/6 may
diagram for an RFID tag according to an enbodi nent of
send hetaprses ennfiinmyionmessagedracRiP RFighedaderédwritee d0%ed by an
RFID tag, for exanple, RFID device 106, bl ock 202. The
RF signal includes read range update information. In
[0021]e eFDOAL itkistrated a flow disgsarfor AnEM tagraccqavmgrtoiag embodiment
derived fromthe RF signal for signal processing,

of thd Beker? Ubrentthet. EAARIE NS is debgyddftlyDut RBIDBE, ForGkatepleARFID

power source, such as a battery or the like. The

dev%:s?lréglhbllo%gwp eg%n gl&@efgkéﬁi Lﬁaﬁge ﬁ#}%g nflé’tggatlon. In one

|| thenticated hent |
erilmnt gl sl My oees eP g e rovadel Kb G 5pieRA

I f authentication is achieved, read range information
progessiggdaee2fe chitamsiy o Bl ST maémg@lugﬁa@wer source, such as a

information received in the RF signal, block 212. For
battemeorthe likei pliad @ghal éademahped infoor d@ttab&ngMyMb eptsimetled

in menory and/or used to control the inpedance of

dec@lﬂt&ﬂ BRckQB6. Ble SidAMNAE BptidiaRy hiettaacs, blocknd&nifaufbtication
t'he read range of RFID device 106 may be changed, for

f
is ngf@:ﬁg%v@d aﬂﬁﬂﬁ%ﬁ %ﬁﬁc&{tkrﬁlggw g?gg ?ﬁ&délgésigffcht%{on R aSlidvdéS read

nt ac updat e,

g B REn b Gl ool OO BITREE o P B v o

of the present i nventl on. RFID reader/wite
the RFshgnl.tdock2 IR For ﬁﬁegpplpou ted read range 1nforrnat10n may be stored in

memory and/or used to control the impedance of antenna 108. By changing the
impedance of antenna 108, the read range of RFID device 106 may be changed, for
example, increased or decreased. Optionally, a status signal can be sent acknowledging

successful update, block 214.

[0022] FIG. 3 illustrates a flow diagram for an RFID reader/writer according to an
embodiment of the present invention. An RFID reader/writer transmits an RF signal to an
RFID device, block 302. The RF signal includes read range update information. An
antenna of the RFID reader/writer is tuned to an antenna attached to the RFID device. The
RFID reader/writer may optionally receive an acknowledgement signal from the RFID

device acknowledging a successful update of the device’s read range, block 304. If not
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RFI D devi ce, block 302. The RF signal includes read
range update information. An antenna of the RFID
WO e@deeditF i ter is tuned to an antenna attachedP@DUS1965/045869
RFI D device. The RFID reader/witer may optionally
recei ve an acknow edgenent signal fromthe RFID device

recqpiige N DRas0AH Pt MAD S BERY BF RY FignRrp ek 302 ndoF g an
reader/witer may retransmt the RF signal, block 302
erroartdpdr3U6og an error, block 306. [0023] In one
enbodi nent, the RF signal includes enough power such
that the RFID device can process the signal, update
[00231pedEnee endnidiroént] thiedRThagriabmcleded coptghqaier yuchethat the RFID
status nessage back to the RFID reader/witer. In an
devRk 8 PRkess @E@ﬁ%ﬂ;}ﬂﬁg, datd ihe®icP cogvdldeformetiordesd bpormily send
e

power” sour ce. F signal may include device

a stétgg&%ésfagééﬁa{ckgg Ehf]aﬁ%j? E%ahé‘rﬁipljit‘aﬂ I.nanoarleﬁ{ait@&n%kﬂnhq@Eﬁ[ tHRERFID

encr ypt 4 ugh di scussed above wt

reference to RFID |i ke st r.t f . : .
e 1S T R PO ot SR EE BTl igontiicaton
within the scope of the presenct i nvention including,
f®ess Local Area Network

authentierdiog anﬁHflatheh%T{der&aX be engpyd
(WLAN), Wreless Wde Area Network (WMAN), Worl dw de
Interoperability for Mcrowave Access éW Max) ,

[00241r el Adtbowmsir dsnvsbedartoze NethwefickencinmnRE D (ke ysiams, other types of
Metropolitan Area Network (WVMAN), Code Division

wirdlbdstdopintuinAaicies Sy{t&bb/Mje intehdadl tarbevatiinthel sepprorighe present
comuni cation systens, d obal System for Mbbile

invéelmml&ﬁﬁé,%ﬁo@ai&@t 1tk wb anireRed Db&I AphONewsyis {WITB\N),
Nort h American gital Cellular (NADC) cellular

e
o HR e TR N B n v
Netv'\\//tc))?li %\Ke/M-E‘?IlI)e, (:C%%r}i/i%iaotni ﬁgl?ipgygéceegg ((CL]JDMI\T/ii)) 'cel?l?lgr radiotelephone
communication systems, Global System for Mobile Communications (GSM) cellular
radiotelephone systems, North American Digital Cellular (NADC) cellular radiotelephone
systems, Time Division Multiple Access (TDMA) systems, Extended-TDMA (E-TDMA)
cellular radiotelephone systems, third generation (3G) systems like Wide-band CDMA
(WCDMA), CDMA-2000, Universal Mobile Telecommunications System (UMTS), and
the like, although the scope of the invention is not limited in this respect. In at least one
implementation, for example, a wireless link is implemented in accordance with the
Bluetooth short range wireless protocol (Specification of the Bluetooth System, Version
1.2, Bluetooth SIG, Inc., November 2003, and related specifications and protocols). Other

possible wireless networking standards include, for example: IEEE 802.11 (ANSI/IEEE

Std 802.11-1999 Edition and related standards), IEEE 802.16 (ANSI/IEEE Std 802.16-
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the like, although the scope of the invention is not
limted in this respect. In at |east one

w0 ppbeeams ati on, for exanple, a wireless |ink PGI/US2005/045869
i mpl emented in accordance with the Bl uetooth short
range w rel ess protocol (Specification of the

Bl uet oot h t Versjion 1.2, Bl uetoqt .

2008 EHG 00065 MHER O APBATEBERF AT o e N T 7 nd refaced
protocol s). O her possible wireless netwarking .

standards devetpei | theBuropesn Eslegasrraunications §tspdards Institute (ETSI)
(ANSI /I EEE Std 802.11-1999 Edition and rel ated o

Brosdband Radis)A cceEBRet80 7k s B RAANG HONERE (StodneRI2Spas: g0y, Revision
| EEE Std 802. 16a, March, 2003 -and rel ated standards),

2.01HTRERANRY: Tethandl Cahmitest, silanmiardad eemed opeifidiyiond)eand/or
Eur opean Tel econmuni cations Standards Institute (ETSI)

Othegoadband Radi o Access Networks (BRAN), HomeRF (HomeRF
peci fication, Revision 2.01, The HonmeRF Technica
Committee, July, 2002 and rel ated specifications),

d/ th .. [ 002 R i i . i .
000 ke BLHR0 gl OAln R0l BEDISB AN RGRH SRR b
e S ke B b Sen A Sy TR S0t o v

variations, nodifications, additions, and inprovenents
andaoelipoing Many vieietes myidificaipng, aflditipes apd BBPIREGMBRS are

provi ded for conponents described herein as a single
posdibis! ARGerdi3oynlani iasalies wesrbevanvided for compoeeits described herein

operations and data stores are sonewhat arbitrary, and

as aRfpld fndlafile. IPGIRRIQRIRES Various EsBb@RnisNopdreticiRng ¥hta stores
of specific illustrative configurations. O her
al | ocatigns_ of ' WA i Si -
are isogpefwc%"t Fﬁnllt?]a e @é&%&gﬁ’%ﬁp‘%{%{)ﬂ Sre ?@&’s‘t@feﬁ'?ﬁ’ %ea&%téﬁ%ff specific

ns that tollow Finally,

., Sstructures and functignalit esent as di.scr

SO BTSN DN AR B AF GG FRER B sy SR8l fid may fal
I mpl emented as a conbi ned. structure or conponent.

witin Siscscapelo orlers theirpHe W o el roHTueTLEssang funcHiadal b Ripsgnied as
and i nprovenents may fall within the scope of the .

disdrete eoipomenassindbé ivarias iconfigreatidnsimay tehiaplemented as a combined

structure or component. These and other variations, modifications, additions, and
improvements may fall within the scope of the invention as defined in the claims that

follow.
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follow What is clained is: 1. A systemconprising: an

antenna; and a read range control circuitry coupled to
wo bwsastienna; the read range control circuitryP@DUS2005/045869

nodi fy a read range of the antenna between a first

read range and a second read range. 2. The system as

recited in Caiml1, the read range control circuitry

to nmodify the read range of the antenna according to a
Whatagi¢laimedi§uency (RF) signal received on the antenna.

3. The systemas recited in CQaim1l, the read range

control circuitry conprising an inpedance control unit

tolmgisggt IM@nfpeRthgf ange of the antenna between the
first r ag range and the second read range. 4. The

systemas.regited in Claim3, the inpedance contro
uniaflag%e%?’ias:ang an i npedance m smatch tap. 5. The

systemas recited. in Cd ai he read range control

ci raéﬁiﬂ ’f%gﬁﬁ%ﬂi@?ﬁlr?‘ﬂgyf:ﬂ‘&%&roe%a WENYE is greater than
the second read range. 6. The system as recited

O dherrerd rangs couisel Gisniey loanedity 4 ead rmge of thegnirpas gfﬁween a
the read range between three or nore read range

di st ancefirst réad finge sydé eenoad reagapnged in C ai m 1,

further conprising a radio frequency identification
(RFID) tag coupled to the antenna. 8. The system as

recjt in daiml1, further, conprjsing n i|le .
U5, L P L TR AR BB AR L o
readfAh§OBPthe antenna according to a radio frequency (RF) signal received on the

antenna.

3. The system as recited in Claim 1, the read range control circuitry comprising
an impedance control unit to modify the read range of the antenna between the first read

range and the second read range.

4. The system as recited in Claim 3, the impedance control unit comprising an

impedance mismatch tap.

5. The system as recited in Claim 1, the read range control circuitry wherein the

first read range is greater than the second read range.

6. The system as recited in Claim 1, the read range control circuitry to modify the

read range between three or more read range distances.

7. The system as recited in Claim 1, further comprising a radio frequency

identification (RFID) tag coupled to the antenna.

8. The system as recited in Claim 1, further comprising non-volatile memory to

9



9. The systemas recited in Caim1l, further
conprising power harvesting circuitry coupled to the
w@pioened7s o harvest power from a radi o frequenegT/(5F6Ps5/045869
signal containing read range update information. 10.
The systemas recited in Caim1l1, further conprising a
nodul at i ng swi t.ch couE(Led to the antenna to send a

storg gead rangs Jlogpateres el 9@@’86‘& # nessage on the

antenna. 11. A nmethod conprising: receiving a radio
frequency (RF) signal containing read range update

| nfr ARt §Q0m 80HRIRIC1AG 2, feREr ¢ARERINEaRAMMr Ihakwestig circuitry
an antenria according to the read range update

coug%ggc? %a ggpenna &ﬂfr L0006 ASRY R0 gHQ‘QZ&ﬁF ) BERLIMRhaHMing

one WO" Or “nore prespe read ranges.
%2 The, net od as recited in C|a|n111 wherein the two

rea Fmﬁﬁﬁ@ﬁﬁ%?gﬁ@gp?led read ranges conprise a short
read range and a |l ong read range. 13. The nethod as
recited in Claim1ll, wherein updating the read range

5 capgbirhd §>>été%9 HPfécﬁ@@ i Odidh Yi fgtheNcdhimadancioailatihg switch
ant enna. he method as recited in Caiml1l,

coupf'é]gliwﬁl% aﬁfé’ﬁHé tosée[ﬁg aSth%H; aﬂgeeﬁ&ﬁter &%ﬂo%%@@é}g&ﬁ%s@age on the

mation i n non-v menor e nethod
recited in Claim1l, further conprising authenticati ng
antgifa. RE sjgnal . 16. The nethod as recited in Oaim 11,
further conprising decrypting the RF

11. A method comprising:
receiving a radio frequency (RF) signal containing read range update information;
10 and
updating a read range capability of an antenna according to the read range update
information;
wherein the read range update information specifies one of two or more pre-

specified read ranges.

15 12. The method as recited in Claim 11, wherein the two or more pre-specified read

ranges comprise a short read range and a long read range.

13. The method as recited in Claim 11, wherein updating the read range capability

comprises modifying an impedance of the antenna.

14. The method as recited in Claim 11, further comprising storing the read range

20  update information in non-volatile memory.

15. The method as recited in Claim 11, further comprising authenticating the RF
signal.
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signal. 17. The nmethod as recited in Caim11l, further
conprising sending a read range update acknow edgenent
wore®sagEa’s 18. An apparatus conprising: a read PERUS82005/045869
control circuitry to nodify a read range of the
antenna between a first read range and a second read
range. 19. The apparatys.as.recjted in. Claim1 he
a8 PTBEEOAT RO i 14 B ST DR B SNGRT
sign&’if the antenna according to a radio frequency (RF)
signal received on the antenna. 20. The apparatus as
recited in Claim18, the read range control circuitry
Conprird IIEJlgtheﬁl1 as E&ﬁg@{}f@laﬁﬁ MY I Akh A dmprRidPhiMgtahead range
read range of the antenna. 21. The apparatus as
update atkreavi¢dpefdent meddge.t he i npedance control unit
conprising an inpedance m smatch tap. 22. The
apparatus as recited in Caim18, further conprising a

r adBpAhnpputetns yornpesingf i cati on (RFID) tag coupled to
the read range control ci réi:}“” . 23. gﬁﬁ alptgara\%lfls as. it
r e@iTedshrange QInAioh PGy (R PRELY B SYASTTPREHY IROALVYIRALS Ve @ s

menory to store read range information received on the
ant enna.rerangfandzgpysaead 1ped egeecited in O ai m 18,

further conprising power harvesting circuitry coupl ed
to the antenna to harvest power froma radio frequency

(RE i gnal cont ai ni I N .
o TS0, OO, SRR om0 o
further conprising a nodul ating.switch coupled to. the

the jead gangs ﬁ’é thedgianpg %cc&rqll&lg itq ¢ Vq%frgcgﬁzacyé (I?.@asggr}agﬁeégwed on the
updat e acknow edgenent

antenna.

20. The apparatus as recited in Claim 18, the read range control circuitry

comprising an impedance control unit to modify the read range of the antenna.

21. The apparatus as recited in Claim 20, the impedance control unit comprising an

impedance mismatch tap.

22. The apparatus as recited in Claim 18, further comprising a radio frequency

identification (RFID) tag coupled to the read range control circuitry.

23. The apparatus as recited in Claim 18, further comprising non-volatile memory

to store read range information received on the antenna.

24. The apparatus as recited in Claim 18, further comprising power harvesting

. circuitry coupled to the antenna to harvest power from a radio frequency (RF) signal

containing read range update information.
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message on the antenna. 26. A nethod conpri sing:
sending a radi o frequency (RF) signal containing read
WO angecdaiptiat e i nformati on; wherein the read raPQBEUS2005/045869
update i nformati on specifies one of two or nore
prespeci fied read ranges. 27 The nethod as recited in

C aiim 26, V\herelnthet reseC|f|ed

- age i AT e g Crau! ST SHAPEaTB g UE switch

range. 28. The method as recited in Caim26, wherein
couplbd toRie s¢agrrangeraontrabeiradint i 5¢8d ancasdupnesndaia 3RO Wisdgement

The nmethod as recited in Caim26, wherein the RF
mesSdggrval thé sntemex: ypt ed. 30. The nmethod as recited in

Claim11l, further conprising receiving a read range

updat e acknow edgenent nessage.

26. A method comprising:
5 sending a radio frequency (RF) signal containing read range update information;
wherein the read range update information specifies one of two or more pre-

specified read ranges.

27. The method as recited in Claim 26, wherein the two or more pre-specified read

ranges comprise a short read range and a long read range.

10 28. The method as recited in Claim 26, wherein the RF signal further contains an

authentication.
29. The method as recited in Claim 26, wherein the RF signal is encrypted.

30. The method as recited in Claim 11, further comprising receiving a read range

update acknowledgement message.
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