WO 2012/062994PCT/FR2011/052602 PROTECTION AGAINST PASSIVE SNIFFING 5 The
invention r&Y&é8xe/he%potection of cryptographic algorithms against passiV& $HiRue 11GA602
cryptographic algorithm is an algorithm that aims to protect information, for example by ensuring its
confidentiality, its authenticity, or its integrity, through mathematics. A cryptographic algorithm is often
based on one or more keys, which can be secret, private, or public. Some cryptographic algorithms do

not use a key, which is true for C@;ﬁgar@%sh@wg{@ﬁwgﬁb ﬁé@ PrINES, SHA-256,

RIPEMD-160, etc.). Cryptographic algorithms include encryption algorithms (which render information
unintefligible) and decryption algorithms (which recover the original information from encrypted
information), algorithms for e-signature, signature verification, authentication and authentication

verification, etc. Some dPthe§ptSEraftiriedydatihfs P0olRRiNaf keploarie relrEihBsas
symmetric (for exgmithrisdaridmsBES, 3DES, AES, RC4, HMAC, etc.). Some symmetric
algorithms are specialized (for example the HMAC algorithm is used for signature/signature
verification, but not for encryption/decryption). Symmetric algorithms derive their name from the fact

that they use the same key {apReErUYRRICHRIbIAAS 2R aPRCERIARANOTRBENVRHRN agd gegagtion, or

for signing or verifying a signature, etc. Symmetric cryptographic aI%%’rligthms therefore require that the

two parties using RTS8 BOMIAUNCETSHENIHY SRRfdeNsyTHE ARYAlREnRTits
Encryption StandgiggpigoritisuissigatieanbhesanserfptoisihrioagihhaWatereag8dnos000 by

NIST to become the standard 30 symmetric encryption algorithm for the government of the United

States of Americd2TStREFMPYB IR B iR RPRSEE TR BRI fo AsPaBlinnRAME FEY RRYARRIDSA,

RSA, elliptic curve gaetatsragrsithas bhespusaiardifereatike.istpe e AntAgRaHIRS (ugh as
communication. Each party has a private keiéand an associated public key. For example, one party
af*t@@e e

can UsSe one of it>5priv ye6-<gh Y REMGH-HIBr Al dratamaRiie erding B iMHERRy is
WO 2012/0629945eybirADAERZRRL Bvhich render information unintelligible) and decryption

algorithms  (which recover the original information from encrypted
information), algorithms for e-signature, signature verification, authentication
-and authentication verification, etc. Some of the cryptographic algorithms
20 which are key-based are referred to as symmetric (for example the algorithms
DES, 3DES, AES, RC4, HMAC, etc.). Some symmetric algorithms are
specialized (for example the HMAC algorithm is used for signature/signature
verification, but not for encryption/decryption). Symmetric algorithms derive
their name from the fact that they use the same key (generally referred to as
25 a secret key) for encryption and decryption, or for signing or verifying a
signature, etc. Symmetric cryptographic algorithms therefore require that the
two parties using them secure their communications using shared keys. The
AES (Advanced Encryption Standard) algorithm is significant because this is
the algorithm that was chosen in 2000 by NIST to become the standard
30 symmetric encryption algorithm for the government of the United States of
America. Other cryptographic algorithms are referred to as asymmetric (for
example DSA, RSA, eliiptic curve and other algorithms) because a different
key is used by the parties to a communication. Each party has a private key
and an associated public key. For example, one party can use one of its

35 private keys to sign a piece of information and the corresponding public key is



“used by the other party to verify the signature, or one party can use the public key belonging to
another pat{ P EHEAIBP4A piece of information, and the other party can the® GdéhR28bHES88AdiIng
private key to decrypt the piece of information. 5 2Cryptographic algorithms are often described in a
very precise manner in specifications accessible to everyone, as the security of a cryptographic

algorithm is genelSRAHL HReaftaabrasty docrealithoRdh B ERRE QAR BRIIMARHHER e RYBlifed to

be secure due solaly KzlbRHisgtesyArRAParleD BitAaely siacked Yoensiem eaginarlivter he
specifications determine what an algorithm must produce as output when it is provided with certain

information as inPA Y HFERNEERLPR iReROPESPANG BEHE VBt IRicagbmhitemeRsh Phhat
different implemepiatigigignist function reciprocally. For example, one can reasonably expect that
information 15 encrypted by any implementation of an encryption algorithm should be decrypted by
any irﬁplementation of the corresponding decryption algorithm. This does not mean that there is only

one possible implementa{opiofRAMICEIGIRBRMPSISralatthNefevRER QUittfhecarBansthere are
many possible implementations of each cé?%/r)tographic algorithm, and there are a multitude of 20

different ways to PeBRA B IR ACARIFRIGNIF6Y EENBIe Beise el QR SYRISErPHG

possible to first callgidatent™ s thenaatythaptadd diege wodeymsaiddhemadbd, of tosalgtdate X+1,
multiply the result b nd then %gd 1, or evenﬁ#ot calculate X+1 and square the result. 250ne might

think that the secmféﬁ(es# VRGP B AR DR ES Uiy UiE ROl MRS A SRR S and

any keys that aregisgtl, whietiaesigecsrickaarivale) asvdisrioseddméeingecifivadionsmnsiaationghe
exact method which is used tg calculate the result defined in the specification. In reality, this is
generally not so. HSHEIBERA fR SEAIRAbMUSLRIGSLFRESAPIBHANRaTLH 5t BN RS 4Rhic

algorithm dependsengii@nlyfnriigiastuas cryipfographic ageiths, hé alprabibemannesinwbich it is
implemented and on other}fgé:tor such as the charz%}%(%rfi:ﬁgcs of the electronic device used WO
I

2012/062994PCTIPRSEA BRIHS 6905 o e BIGRBIY SFR LI P A Y SV A WG N
unprotected electresisrdexise rens sefvapteimplemeniingr-ezypitgyapisaigoiam e nive”

15 encrypted by any implementation of an encryption algorithm should be
decrypted by any implementation of the corresponding decryption aigorithm.
This does not mean that there is only one possible implementation of each
cryptographic algorithm, however. Quite the contrary: there are many possible
implementations of each cryptographic algorithm, and there are a multitude of
20 different ways to perform the same calculation. For example, in order to
calculate X?+2X+1, it is possible to first calculate X*X, then 2*X, then add
these two terms and then add 1, or to calculate X+1, multiply the result by X,

and then add 1, or even to calculate X+1 and square the result.

25 One might think that the security of a cryptographic algorithm depends
only on its mathematical definition (and any keys that are used, whether
secret or private) as disclosed in the specification, and not on the exact
method which is used to calculate the result defined in the specification. In
reality, this is generally not so. It turns out that the security of a particular

30 implementation of a cryptographic algorithm depends not only on the actual
cryptographic algorithm, but also on the manner in which it is implemented

and on other factors such as the characieristics of the electronic device used



5 manner, meaning that it does no more than simply produce the numerical result expected according
to the spedKida#dA/¢62e4t as an encryption result) from a given input, it is geMeFARRPIIHER64d perform
passive electronic eavesdropping or sniffing of the efectronic device and to obtain critical information
about the cryptographic algorithm's execution. The advantage of 10 passive sniffing is that it is
non-invasive. ThéxR&RR Hevice is not damaged, and its owner may not necessarily be aware that
he was attacked. The device could have been appropriated and returned without the owner suspecting
it, or simply used in the owner's absence, or even spied upon in the presence of the owner without the

owner being aware (for ExaRApiEHR L 5SmyEllcBoMe dieat bafiese theRrsetrsirRdd SlasEranig its
power source). Thaigierauine QumpaRl anSiasiamicaVier, FRIgramich aipaMatmRRAKe MRS

extracted by an attacker is not led to revoke his pair of RSA keys, as there'is no reason to suspect an
attack? The attacKBRBEARNEIPARIEY that thedReR PRVARR RNaRtP NG HwRIeLHsaINhe dizasHsa

operations he hadeagl 23 peclemad (i Rxas ol seimbiaiindsUensleth ArelspiRRGelaature of

contracts) have been attributed to him, or that a third party has clearly had accessto confidential

information (for eX&Mp@ HYRPId e turie it deheil s RRELBIA pititBPUALEr hiaafiro P RGIRNES for

proposals by a venywaalopmpdndr 28niffind asiveesifibgsinb canaist, fexamplaent analyaing
electromagnetic radiation emitted by the device while it executes the software (for example as part of a

TEMPEST attack/HBREO B SRGUIIN e GI¥BLPEFPRLRLAING USRS YHsm: JRT arpRa%utean be

morejgeneral). Inggssive3Osplemitp magneticifagiationiroraaoeleranigdemiet: ffexample fot
processor, depends on what the processor is currently executing, such as an instruction the processor
4

is currently execUiRG 89 @ IS REIoMRYCIRERAGESTaY B0 b9 /B EIa PRt e YRR BltREXES? 4
processing. It is aisppgssible o @aahARORANYRSSrBbERSMaliRN rsHASS (IRHBSIaHaNSRHEPOWeEr

consumption of an electronic device, and use this to distinguish what tasks are being performed based

on the electrical p¥EPRYIGGINkd BySiHEYY 14584 it 1981SY/BEESIREXNFRaRUIVEMBRIGVBRALIS
5(some componeris presursseRibieteviksaiithdifiereatbnarnensling anavbatds beinamertamed), as

well as temperature variations, etc. Passive sniffing can also include an analysis of the time

requited to execuTeAHRIFIPREIRTh LBUEE Ve WSHRIGUIANE GMERRIGRS ribin RRWer source).

Therefore, the owner of an electronic device from which a private RSA key
was extracted by an attacker is not led to revoke his pair of RSA keys, as
there is no reason {o suspect an attack. The attacker can then freely use the
RSA private key until the owner finally realizes that operations he had not
20 performed (for example electronic funds transfers, or electronic signature of
contracts) have been attributed to him, or that a third party has clearly had
access to confidential information (for example multiple occurrences of the
same competitor underbidding on requests for proposals by a very small
amount).
25
Passive sniffing can consist, for example, of analyzing electromagnetic
radiation emitted by the device while it executes the software (for example as
part of a TEMPEST attack, which is generally focused on capturing
emanations from CRT displays but can be more general). Indeed,
30 electromagnetic radiation from an electronic device, for exampie a processor,
depends on what the processor is currently executing, such as an instruction

the processor is currently executing or data the processor is currently



10 analysis, when these operations are not protected against attacks referred to as "timing attacks".
For exampeQaHaduRed verification operation unprotected against timing ¢3¢k g Bofipare the
bytes of a submitted password with the bytes of the #xpected password, byte by byte, and return an

error when a byte is different. Based on the time required for the 15 verification function to respond
that the password®i8GEesEctitdh alfRossihlfitacinaanpiher iras Bitkdairaatinfequahd@setry by

submitting a probglle-RasswAEb AR ARk BN Bidh BedHifhArihihaderrORR URE Biwe down

somewhat which would indicate that the N+1 byte is now correct, at which point he would move on to

the N+2 byte, andiS§nsighimhet Jogdsmpletd s ReFPrEsstahrsedHere Ihe glestisajuedwer

password havingadengid KyinHRKestaguenivRenikds Soskinng RessaEd (idianary algetRhet
possible), the average complexity decreases from 1/2*(28)K to a much simpler average complexity of

K*27.9n order to RRSLLFRIRG aRaRiss afesHesemiBlntendbratingtdifesmiiviesperinemabata

constant executiqq §Bigg YetfainrRi Al hietdHplrnturay Meayrabladt provides no information on
what is occurring during the operation. Additional countermeasures are also possible: in the previous

example, the password could be blocked after a certain number of failed attempts, which is the usual

approach With PIN COQ%&E@V@%W@%@'HQS%QG@@%@'éﬂ@ﬁ%&%%f%‘?@e”@@ﬁ%‘%@qﬁh%@eﬂ@ema'
30 protection against timing attacks, not a substitute, For example, assuming that a bank card blocks a

PIN code after fiveXGRE{R cESERINMRRIREANS: irRBRSHYEEMUHiG panSe GRFIHEIANS HOWedbifed
abovgy someone £fs1)416) AN AR HPEHIIRR03 LSRG R examplaindesnasrs. riceraalayee,

etc.) could appropriate a bank card (for instance from his mother, his boss, etc.) each time the

legitimate owner R8s niHES t2HRESion,FoF eRXRAPRIGHayPneRERSMPELIsiRECRIRA irPRTEE&0rant
(which resets the gayrotecrid RRiaee shviRilematis ang sardagrafeakiteiptes Jtambibeaeadime.

For a four-digit PIN code, it would thus take an average of twenty attempts (meaning that the card

would have to beR8REN Y FHl) hAPY IR IIm BIBHP ARFFPIOS iR B I B0 A8 AWK ould

be fairly easy to cairepd: MORasiesffiagisanigensiat oBsikpalyddemiéyinga sregtiffeghaiaciesistic
from a specific measyrement on the targeted electronic device. This is the case for exa%%l‘e with

so-cdfled SPA (SHABIERRTe FRIEH0RIdP EESARN G SRRk AR RESS WA ddI AP X Rfte R tRSRPERformed

in a "naive" imple@@@mati@améhm&%@lgmtmnbmésc@aéuamm,oéﬁmﬁiﬁwdf vepngitiagert when
a 15 bit of the exponent is equal to 1 (h}jﬁh consum&tion and when a bit is equal to 0 (lower

consumption). In PAePaRERAFIMAFRpEReRRAiSRE, M bl BY'e imRiEdh Rt GisuspeRsadBASnd a

multiplication opesrfies derlie dopsiiarBRe BN BIYA. idiate At AORlYIMAles fovldarreeperation.
By observing the trace of electricity consumption during modulﬁ exponentiation, one can thus 20

identify series of & $UBsRR e Ep¥REIG TIRLR FréCplif 18 theHiBLARENS N Fe WL Ry
consggption. TheRSARsnensioi tRectashuherBiSceee® 3 pEyate BAPORORY, aeXisemely

O e e e e i 5475 SHBRRE S
possible), the average complexity decreases from %*(2°)¢ to a much simpler
average complexity of K*2". In order to avoid timing attacks, it is possible to
ensure that all sensitive operations have a constant execution time, or that

25 although the duration may be variable it provides no information on what is
occutrring during the operation. Additional countermeasures are also possible:
in the previous example, the password could be blocked after a certain
number of failed attempts, which is the usual approach with PIN codes.
However, generally these additional measures are merely a supplemental

30 protection against timing attacks, not a substitute. For example, assuming
that a bank card blocks a PIN code after five unsuccessful attempts but

implements an unprotected verification as described above, someone (for



25 private signature key thus allows signing in his name, and obtaining his private decryption key
allows decYyptitgd 1 Ifessages. However, these sniffing attempts (eash<id/inRaEméstyére not
always effective. More elaborate sniffing techniquesre known, such as the so-called 30 DPA

(Differential Power Anal?/sis) techniques in which an attacker regjeatedly executes a cryptographic
algorithm, record PXPRE & & 48§88 a6 SEMAIRPYE]f R IEXa RN IF® PERERtFaBeBRTRhear théRtttacker

makes statistical EW@%WQ@Q%%&T@?%@E&?I%Q&P%Plﬂﬂ%”ﬁw@%éﬁﬁi%ﬂ@lﬁmérrﬁ%@ds and

obtains information in a manner which is more reliable and more difficult to prevent. To guard against
such attacks, it ispad8iBI&r i saetiesc (AHENRERIR 2 NRNHIOE R SivsITIE e libs Tt o b rosiaksaible,

hoise can be sUPRKAMROSESRS P ENEstHREIA DRVRIBIake disrApRlYSiha esm diffisuhdls Rower

consumption can be smoothed (for example with capacitors), the electromagnetic emissions can be

limite® by appropABEEEifeRAGY, leeitionrdpsdnicitiusadesiowavidtia tefrirbvatadsat a
randomly selectegruishlp o1 AR EpRANMRICINEATHETEAUD AANiSS ALILIRdISS (acayse the

operations of the cryptographic algorithms are then performed at a rate which keeps changing and
which is not knovAlth3HB &AW A iRibastemplete Hnd 48 Biferadnidiiel waksheprirly

consisting of conigglipentgrphsical access and/or logical access to the electronic device. For
example, smart 15 cards implementing private key cryptographic algorithms generally protect relevant
operations by a PIN code. A person who temporarily steals a smart card, hoping to extract the private

key agd then return the gaedanithatidhenvwesskeins amare rRfdhimyNauidpi-ar: bl rmgite the

relevant algorithm without providing the correct PIN (which an informed user knows %ZOheart and

does not reveal t&"aRYEnEPSHHPWBERPIHETROL R0 dBR 1BresioglanEoniadevice Thikg is the
countermeasures-ag Gy sRaMplseiukoubargiaansrallysHfisi ey thamsalig shecryse ey do

not protect agains‘étxgli[n%?g? 52'% modular exponentiation performed in a "naive" implementation
of the RSA algorithm, the consumption of electricity is very different when a

15 bit of the exponent is equal to 1 (high consumption) and when a bit is equal to
0 (lower consumption). In fact, in common implementations, a bit at 1 involves

both a square operation and a multiplication operation (called "square and

multiply"), while a bit at 0 only involves a square operation. By observing the

trace of electricity consumption during modular exponentiation, one can thus

20 identify series of 1s and 0Os in the exponent which correspond to the
fluctuations in the electricity consumption. The RSA exponent, in the case

where this concerns a private exponent, is extremely confidential data that is

a component of the private RSA key, which in general is not supposed to be

known to anyone outside of the electronic device. Obtaining a person's

25 private signature key thus allows signing in his name, and obtaining his

private decryption key allows decrypting his messages.

However, these sniffing attempts (easy to implement) are not always

effective. More elaborate sniffing techniques are known, such as the so-called

30 DPA (Differential Power Analysis) techniques in which an attacker repeatedly
executes a cryptographic algorithm, recording the traces produced each time

(for example the power ftraces). Then the attacker makes statistical



25 attack scenarios. Another protection method consists of using a security measure, with the
cryptographi© aljaiei?4vhich consists of implementing the algorithm in suBE BR3P IAASR6Y@nerates
minimum fluctuations (electrical or other fluctuations§. 30For example, it is possible to modify the

implementation of a private key-based RSA algorithm so that it performs operations having the same
signature (electriGtafinadirard &B. NOIPIE BRET S anrdbRbiring priosRatigoin a manner

2012/062994PCT AR (L AkRa2602exRaNRBIOH IR RINIS KG¥nf Or example, it is possible to

perform a square and multiply in all cases, and only use the result of the multiplication operation when
the bit is 1. One obviously has to be very vigilant, and have the implementation to be as symmetrical

as possible. For exampleoitiiie it airbtesidhalneiies ibsibesiornet heesklia) e mulidication

should be used, this test must behave in the same manner regardless of its result (or at least in as
similaP a manner ¥s1PEsiBRIOBIECABKEDASS e RPHffiNEDBIR BARNAZE RAGURAIEIEIERSRUIMIne

whether the bit isigEQ0p gtdd Egﬁzﬁ@tﬂﬁﬁ%ﬁ@lﬁydﬁé%wmi@wmtp%@%&&@rMEm pbne

previous one) consists of mas %%sensitive data. Sensitive data can be, for example, cryptographic

keys, and/or an it nRSssEOABET P EXETINED WX SRPREIATE ihe ey pRiRFERMBINGERthm,
and/or certain inteimsigha dafid Rranipiaiesyddppebiitexetilivmef B clypiogiaphisigpitym. In

some 15 cases the attacker may know or choose an input message to be processed by the

cryptographic algBdthifl, SRECEN REHRAKEPRECRPRERE e A5 A rEIIERAY coRlESRfhgRaBlRrent

calculgtion. As the-dopindiessagieRNARAEHEIBIRY ala dadaRke IRRKGE itha iRannBEdaakdn grnciple,
is unpredictable by the attacker, this takes some of the information away from the attacker and 20 can

therefore significé?ﬂfif%@mﬁlEB%E?H&QHQ@@W%@@Fiﬁ%’ﬂb@iﬁ%tﬁ%ﬁ P ioEERME S dRiereRigBr each
use of the cryptogiagiccHanging aihe wiaiisticalnatalysincan heLammtikaiad. frmaprigeraveral

methods which protect by masking the AES algorithm have been proposed to protect against

side-channel attaBke. 5 HAEREFRIVGHEIN Y SIRMRISRRGRINhefcaniraing dhp MaysiFahia x is
replaced with magkeddgiatangfon %gi@ﬁ'loﬂl@ﬁéﬁ%hﬁ@@!ééwm&mé.eﬁéHYa&Qﬁﬁ?@ﬂ%ﬁi&h the

linear operations of the algorithm. The substitution (nonlinear) tables SD are then replaced with

masKked tables gefiPstetTBIPIRE MR G EF RIR MG FRRRMERS: AI9rEtamregareraioRisieRE
amount of memorny REERitSPRIRILIEN IS RAPNRTc8de. A person who temporarily steals a smart

card, hoping to extract the private key and then return the card without the
owner being aware of this, would not be able to execute the relevant
algorithm without providing the correct PIN (which an informed user knows by

20 heart and does not reveal to anyone), and would thus not be able to carry out
the attack.

These countermeasures are extremely useful, but are generally

insufficient by themselves because they do not protect against all possible

25 attack scenarios. Another protection method consists of using a security
measure, with the cryptographic algorithm, which consists of implementing

the algorithm in such a way that it generates minimum fluctuations (electrical

or other fluctuations).

30 For example, it is possible to modify the implementation of a private
key-based RSA algorithm so that it performs operations having the same

signature (electric, electromagnetic, etc.) for a 1 bit or for a 0 bit in the private



30 masked nonlinear operation corresponding to a masked substitution table Sl], applied to data x
masked by} 3tttk ml, can be written in the following form: WO  PCT/FR2011/052602
2012/062994PCT/FR2011/052602 8 y'= S"rx +=y +Mm2= S[x] + m2 where m2 is a corresponding
random mask which masks the output value of the substitution table. At the end of the algorithm, the

result is SunmaskBPRBBEHh the RRYAESKRYITEDSRAPRLA! BnBRFkIeaIM RRTIRERKEdYauare

Nevertheless, attagkswilkeAmBtmes sescenaivhovescp@edbamchiigidties NMRaderdde Ripmart
masking. In particular, sormpes of attacks 10 syt?g{h as HO-DPA (High Orggr Differential Power

Analysis) attacks ¥ARbREs Jakiiy dirfif EPAIRNENINBRS dHAf dRYMdeiRtts 2ndds s phgned in

particular in the agligiRntemaa6and- Gedgs Rijierastiatd quepdaabisisk By Maliedieyer HaseakFaller and
Berry Schoenmaker?, ublished in Cryptographic Hardware and Embedded Systems, CHES 2005,

Lectufe 15 NotedS# yetEies A680N20E) regtsridhs snriipicRliRly stRkldffd/SFRen an

attacker successfly £ RISERMNMOEGANSIETRIIAR (REMYRerEdarmatiereftthiatimelorith ralsylations
multiple times, he can spmetimes overcome the masking. 20The invention improves this situation.

The invention reldfe@% S THARJIITONSEEHPGIHE X EtRNSST BASSINRSRTNG SRIbHRIRCRYShst

passive sniffing, saidenetioesersyirdcrHiindNaskineaheain ryecesseaby, the cryptographic algorithm.
The masking of 25 said data includes a transformation step of the type x' = x.L+c, where x is data to

be masked (such as input data to the cryptographic algorithm, intermediate sensitive data, or a key), x'
is thg gorresponding maskethdataceigisy Caiayward inehided g lingaissdad. ablerfen MetEX
O ISng O Re oha) Bonereta of Thasking: Sensiive Sata. Sensitive Jats oan befor
example, cryptographic keys, and/or an input message that is to be encrypted
for example with the cryptographic algorithm, and/or certain intermediate data
manipulated during the execution of the cryptographic algorithm. In some
15 cases the attacker may know or choose an input message to be processed by
the cryptographic algorithm, and can then make much more precise
predictions concerning the current calculation. As the input message and/or
intermediate data are masked in a manner that, in principle, is unpredictable
by the attacker, this takes some of the information away from the attacker and
20 can therefore significantly complicate the attack. Moreover, provided that the
masking is different for each use of the cryptographic algorithm, the statistical
analysis can be complicated. For example, several methods which protect by
masking the AES algorithm have been proposed to protect against side-
channel attacks. One traditional solution is additive masking, where the
25 manipulated data x is replaced with masked data x+m (+ denoting here the
exclusive OR). This easily passes through the linear operations of the
algorithm. The substitution {nonlinear} tables S[] are then replaced with
masked tables generated on the fly after drawing a new mask (or all pre-
stored in memory if the amount of memory permits this). In this manner, a
30 masked nonlinear operation corresponding to a masked substitution table S'[],
applied to data x masked by a random mask m1, can be written in the

following form:



30 consist of a modified implementation of the algorithm, for example modified into a functionally
equivalent¥yld@HRMAGARANINg it produces the same output for the same indEIWIHEATHERIGBS at least
one step of masking by transformation (such as linedr encoding), and at least one corresponding step
WO 2012/062994PCT/FR2011/052602 9 of unmasking by decoding. The implementation may be in
the form of a software in¥pfem&ntalioh™1Y ha§jzafsdé Bififimplementation in electronic form, for
example a micro-coded implementation, FPGA implementation, ASIC implementation, or
implementation by develSpaigntof Snfa8HERSEPAHNT Ham QBrmaEKimNEMsheRich ey exERENY the

easiest form to caay UL isRRERIRSS efigienin feemsf ek obRRAHRONthe rddiftMgthod is

advantageous because it provides a more effective protection against passive sniffing attacks.
Moredver, unlike taenaskad 16emablkaiy Eieenfieh spetimdhrddrigieaafatmagoearpirdussy
multiple times. WhgmHuksame mask is used multiple times (in a one-time pad), this often allows the
attacker to overcome the mask. With the masking proposed by the invention, however, the same mask
can be used multiple times as long as the number of intercepted positions remains under a given

security limit. 15 The)sjeiiesids aisaasientagpousidhnidbe SansiosmalorbobiBmy Lifallows
detecting certain faults, mainly at the end of the algorithm (but it is also possible to perform fault

detection during tHESHYERMIAY ORUCRS WYREUNRAIARIERcteRRTEe ety ityB gD slipliees S erify
that yhe indeed hage0the faamDHAfoHR AetiRbX. Diffe AGERINIDERORG SRhefimRIKkdhespgRword ¢

is chosen at random during each execution of the cryptographic algorithm. Modifying the codeword ¢

makes a possiblee3RgaiahoAifteninieavrid #rdsnvanialeslsUINEATERS2 IR Asu_¥elHiBRFOen.
According to one eapiQEPERL e avadlx Edmransisnty.chaseamerme P My bRl gxgeutons of the

cryptographic algorithm. This is advantageous because the generation of this matrix is tﬁpically quite

slow Marc Joye, Pascal Paillier and Berry Schoenmakers, published in
Cryptographic Hardware and Embedded Systems, CHES 2005, Lecture
15 Notes in Computer Science 3659 (2005), 293-308, 'Springer Verlag.

Therefore, when an attacker successfully correlates power consumption {(or
other information of this type) with calculations multipie times, he can

sometimes overcome the masking.

20 The invention improves this situation.

The invention relates to a method for securing the execution of a

cryptographic algorithm against passive sniffing, said method carrying out a

masking of data processed by the cryptographic algorithm. The masking of

25 said data includes a transformation step of the type x' = x.L+c, where x is data
to be masked (such as input data to the cryptographic algorithm, intermediate

sensitive data, or a key), x' is the corresponding masked data, ¢ is a

codeword included in a linear code C, and L is a matrix consisting of linearly
independent vectors not included in the linear code C. The method may

30 consist of a modified implementation of the algorithm, for example modified
into a functionally equivalent algorithm {meaning it produces the same output

for the same input) which includes at least one step of masking by

transformation (such as linear encoding), and at least one corresponding step



30 which can be a disadvantage because of its impact on the computation speed if it is repeated too
often. The M6H2MABHG29 Hready adds a certain variability, which makes the 230K R0y CoOFR@EIRX.
However, it may be appropriate to WO 2012/062994PCT/FR2011/052602 10 change the matrix L
from time to time (for increased security). For example, one could generate a new matrix L each time

the device makin§fus@BRFERE AN iSRS EsoWerkeraaniptcasesaf dsvitedhghiiraregeénerally
left on for a consideraiiecPpHioR AEHBEI INMSFSEISS BURICHHPBAMLAREL S auauldOrRihe very

relevant because smart cards are rarely equipped with a battery or other source of electrical energy,

and are thereforef8fpieaB{plva s isieateReE nineleneRiaiasacibFP ( iraRpesEEQTenARIy
concluded by remmdng{BRiaatch TaMApmitabidivepdRrrpraiie & BFPYEs schRIhcargyith a

counter that is incremented each time itis 10 powered on, and to %enerate a new matrix each time the
countér reaches $@EY(aIi¢ tHreipREN iRk pRIEahe of29ESt AP E3ENIEH, HileibiBew

matrix generated yhe e eafidishtretbimsesialpsaniexdsdeptigxample, when a smart card is

completely swallowed inside an ATM machine and the transaction takes a long time, even if only due
to the mechanical constraints 15 of counting out the bills, this time could be utilized to generate a new

matrix. Or when a smartiGasdHsing $08taeiRItAgeH sy RNE SCEVING A8 &stiakeh ors PUflietiansport

(metro/bus, etc.) is topped up, for example once a month. Conversely, during a quick transaction (for
example when a B6fiBEHREs BaAKEhra3sT¥ed BMHIRGa RIEREFbrdMQTROY Bakay betotirditiveabll on a

highway, 20 or wherarpiartiesssEayhsashés ysayl theasaiyovglia sHRVRY galR). gyl

undoubtedly be inappropriate to generate a new matrix unless much faster communication protocols

are developed th&TERsEVEGH N DR M EHE 18 LSaAiRHHER B imesn hareng-tias aabnivuld be
based, for exampigea A6l aamaUSE: St @MRIerdbrns thEerdadideditiahe RRVIMRI Brodadedot

generated for transactions of less than 15 Euros). It would be also possible to use special fields for

recognizing transB¥ti8F YEEIQRnEQYF EEpEIRIRR U TS K FRB-REtHRESTMItiRR T 6 AScB@ible
architectural changemEqeNBEIE iRBANpESIPOIRTRRIWaKSNYIsha'S fhvaanssalinighinit.

stano1la5rdized). 30 WO 2012/062994PCT/FR2011/052602 11
The method is also advantageous in that the transformation of type
x.L+c allows detecting certain faults, mainly at the end of the algorithm (but it
is also possible to perform fault detection during the algorithm). In fact, if c is
known, upon receipt of a result y, it is possible to verify that y+c indeed has

20 the form x. L for a certain x.

According to one embodiment, the codeword ¢ is chosen at random
during each execution of the cryptographic algorithm. Modifying the codeword
¢ makes a possible attack more complex, and it is advantageous when it is

25 not reused very often.

According to one embodiment, the matrix L is randomly chosen one
time only for aill executions of the cryptographic algorithm. This is
advantageous because the generation of this matrix is typically quite slow,

30 which can be a disadvantage because of its impact on the computation speed
if it is repeated too often. The code word ¢ already adds a certain variability,

which makes the attack very complex. However, it may be appropriate to



(namely the cryptographic algorithm before |t isﬂprotected by the method of this invention), and an
unmaskingspefatitn289derformed after the cryptographic algorithm is appliB6 TS 63 HiRBageous
because the cryptographic algorithm then operates Iff masked mode from end to end. 5 However, it is

also possible to focus only on certain parts of the cryptographic algorithm (for example masking only
certain very sensfif@nasufinednatriy bolisimdipartastion {ferdnereaseperaaurit whrthax@melgritten

accordingly (typically §ihe HEXetiVRInRR!IQNEIDINIBUERTINE ANENLRTI MEGRPIRY Mtie

algorithm, although the security is then sometime somewhat 10degraded. The unmasking can be done
by decoding, for 8R&HTHN W%%E@iﬁg%w&ﬂ%d @bk Fages fof gRVIrRSareH are gaResintgto one

embodiment, the GryRIOgraBhiG ISR WS RN GYPRENTH WhicB daP Ieme RIS iedl aRhBRAEHRCEATON
(such as an S-Box of the 15 DES algorithm or of Blowfish, or a nonlinear operation of the AES

algorifhm). The néiRi@ A pesatidy Saleranabegaes SHsHliradds FEmfiBies aushapad 31ithiac) =
S(x).L+cl, where gaigeqcasiewaidOlhigdoess cdetficdn Bebrgdmast@llHeyrigramphic ng S
ally ma

make use of nonlinear operations because a linear algorithm has properties that gener e it very

20 predictable, wRRMEEES pRAIF N8 pBBLitObISATE: HANGRENED ofea HRRREGHRNILS agRIMRFATY For
example, if an engaANQROBy RS IRgahd! WatHaRPaSHNR IRNaW s RNGR B A gosum of

two messages if the encryption of each message is known, which is in principle unacceptable. This
embodiment is thRCUEISUPfoBAEU A e Mo 2P RBERN AN R dShdnfIRIBRDISy BRSYIRR digiSrithm,

becayge it solvesihgdrablem ahenmanaeaihameONRSRXOBEFAlRRT afR RIEERTHr VHERES BTy
often the case. According to one embodiment, the cryptographic algorithm includes several

rounds, each rouRBTREUHIFRPIRIGAIAE SGHTIRERD &@lENE, ZHd fhis RismBarehi dfohayesa

replaced with thegamnm AR iReAE teHNMSPAER: FoMRCis T B iSiR AR RICOMS RECFET ISR a
nonlinear operation by another operation which is different for each round is costly in terms of

performance, W& BFEDYLETIgresRIsEiyswallowed inside an ATM machine and the

transaction fakes a long time, even if only due to the mechanical constraints
15 of counting out the bills, this time could be utilized to generate a new matrix.
Or when a smart card using contactless technology and serving as a ticket on
public transport {metro/bus, etc.) is topped up, for example once a month.
Conversely, during a quick transaction (for example when a contactless bank
card is used o buy a loaf of bread in a bakery or to pay the toll on a highway,
20 or when a contactless smart card is used fo pass through a subway gate), it
would undoubtedly be inappropriate to generate a new matrix unless much
faster communication protocols are developed than those currently known.
The discrimination between financial transactions could be based, for
example, on their amount (for example, it could be decided that a new matrix
25 is not generated for transactions of less than 15 Euros). It would be also
possible to use special fields for recognizing transaction types, although,
depending on the context, this could involve unacceptable architectural
changes (for example in bank computer networks, which are in general highly
standardized).
30
According to one embodiment, the masking {(and therefore the

transformation) is performed before the cryptographic algorithm is applied



while keeping the same one makes it possible to maintain ari acceptable speed particularly for devices
which havéM{tratdd/pedidces, such as entry-level smart cards having a venf€I6WRIOLEBSH0CANd not
much memory. 5In the two previous embodiments, itlcan be arranged to determine a nonlinear
operation S such that ¢’ = ¢, which simplifies the unmasking operation. It is in any event necessary to

unmask what waéﬂﬂ%f@iédh@o%’ﬁtﬂﬂémgré'@%fﬁﬁi@rbﬁmé%lﬁdﬁtﬁfﬁ@éﬁfﬁﬁréwuﬁ@tﬁéeﬂaﬁde%suIt as
the cryptographicgigosithandthoutihe agﬁ_e%aﬁ%i%?wope&%iny@ﬁ%@.lﬁ%&e'aéﬂa;m_% _
electronic device including a unit for executing the cryptographic algorithm (the cryptographic algorithm
execution unit) aSWelcas s salgatbmaiskidgRtiedule. e'ﬁa@ﬁ@fﬁ@&@i@is@ﬁm@iﬁem apply
a transformation eh{Re\BaB M= AddrinierRe ISHARS o hemaskethdeiS kg GOREPIBOBANY

masked data, c is a codeword included in a linear code C, and L is a matrix consisting of linearly
indepéndent vectol¥ftandiugetisn arsaidate daeus orie emeridaiepasta e dhBer Ul egeRitie respect

to the method Ca’&l@%ri%ﬁﬁrsz?p%&%%@éhﬁggmﬁﬁi BhRAKiSH R %@9@%1&@%%@@&5[*;}1@% the

masking module is arranged to choose a codeword ¢ randomly during each execution of the
cryptographic algBReSh Al drdsl RNOhEheniBsamRafraliens ety AU IS @S aesdinatix L

randomly one time\@ba fpr alkoxpeatigns. of (IBPIAERPRICANRIILINYG ARCOTHRBIRONR the

embodiment, the 25 masking module is arranged to perform the masking before theé cryptographic
algorithm is appIiéWPAHErﬁPB&fEMHWUhn%@H@"bé’é@aﬁ@ﬁl&ﬁér'ﬁhé’@?p@@@?&ﬁﬁl@ AGBIRN
appliggl. Accordingelgraneemhedimenisihe) GARBEaph RIaestam ] the %&%ﬁ%@b{?"é&ﬂélﬁﬂg
algorithm |mplement|n% a nonlinear operation S, and the masking module is arranged to replace the
30 nonlinear ope@REAE FEFK REHIKdAr Biselingan @d@ich that S'(x.L+c) = S(x).L+cl, where ¢' is a
codeword of the linear code C. According to one embodiment, the cryptographic algorithm of the
execution unit includes WO 2012/062994PCT/FR2011/052602 13 several rounds, each round
comprising the same noffREH BDetaticNS, aRtPasimeatkitemeBiodr apRifgaloRsibMaie MR
nonlinear operatigihSritfith i isAMS NERHESR! SRRIANSP JpERdisATR lieHNss ARCALEINY K ane

possible embodiment of the two previous embodiments, ¢' = c. ) _
15 DES algorithm or of Blowfish, or a nonlinear operation of the AES algorithm).

The nonlinear operation S is replaced with a nonlinear operation $' such that
S'(x.L+c) = S(x).L+¢', where ¢' is a codeword of the linear code C. In fact,
aimost all cryptographic algorithms make use of nonlinear operations
because a linear algorithm has properties that generally make it very
20 predictable, which is typically the opposite of what is expected of a
cryptographic algorithm. For example, if an encryption algorithm is linear, it
would be possible to know the encryption of the sum of two messages if the
encryption of each message is known, which is in principle unacceptable.
This embodiment is thus useful for ensuring end-to-end security in a nonlinear
25 cryptographic algorithm, because it solves the problem of unmasking when

nonlinear operations are present, which is very often the case.

According to one embodiment, the cryptographic algorithm includes

several rounds, each round including the same nonlinear operation S, and the

30 linear operation S is replaced with the same nonlinear S' during each round.
This is advantageous because replacing a nonlinear operation by another

operation which is different for each round is costly in terms of performance,



5 Other aspects, features and advantages of the invention will become apparent from reading the
descriptior¥dP gAE28H#8%mbodiments. The invention will be alsol6&{ERZMIIEL66Y with
reference to the 10drawings, which show the followitig: - Figure 1 illustrates a method according to the

invention, - Figure 2 illustrates a device according to the invention, as well as equipment used in
attack attempts oW KeSRIBI1BI8gEREE PRRvNakRshI BersikigideummiBiain AfederpaiRRIing to

the invention. In thipmehadciSri FeLeiRES MhBASERG B feboldrtbdfaudieas textn,-for

example a data item to be encrypted, during a step MSK, and the cryptographic algorithm ALG to be
protected is then EXSESTBATBREIGRATMEGR MEENPRSNPIRFSRART 80 MEd) REAQRE result is
unmasked 20 at the end (in step U_MSK, for "unmask") in order to restore the value CR TXT (from
"cipher text", or encrypted text) which would normally have been produced by the algorithm ALG

withot masking. In othdP WoRdWVe e iRy Steprerinaiimg Vst b al it dRidaiainaingnmasking

U_MSK (by corresgriisiiag dpradiish ase gliginated <0 thag ORPhIAe SvminaERP e 2araaiihg ALG is
retained, the same output CR_TXT is obtained from the input CL_TXT, which means that the algorithm
has been made SRR By IR ARNGVENiRBCRIFREY g URMRRF oNBRANNAS. TREkSEsRMNAT

operations MSK ¢ag ke #nfegréefpstudia iht-UBIBAKiAY eaarabirtiubl MRK Witk ta erypoaraphic
algorithm, thus obtaining a particular implementation of the 30 cryptographic algorithm ALG which is

functionally the s&RYE1Q8'#RIYE BIFREBALMAM IR RAIEHRRIVAfYre secure against passive sniffing

attacks, in particular against the most elaborate attacks such as HODPA attacks. The WO

2012/062994PCT/FR2011/052602 14 _ _ . _ _
The invention also relates to an electronic device including a unit for

executing the cryptographic algorithm (the cryptographic algorithm execution
unit) as well as an associated masking module. The masking module is
configured to apply a transformation of the type x' = x.L+c, where x is data to
15 be masked, x' is the corresponding masked data, ¢ is a codeword included in
a linear code C, and L is a matrix consisting of linearly independent vectors

not included in the linear code C.

The embodiments described above with respect to the method can be

20 transposed to the device; in particular, according to one embodiment, the
masking module is arranged to choose a codeword ¢ randomly during each

execution of the cryptographic algorithm. According to one embodiment, the

masking module chooses the matrix L randomly one time only for all

executions of the cryptographic algorithm. According to one embodiment, the

25 masking module is arranged to perform the masking before the cryptographic
algorithm is applied, and to perform an unmasking operation after the
cryptographic algorithm is applied. According {o one embodiment, the
crypiographic algorithm of the execution unit is an aigorithm implementing a

nonlinear operation S, and the masking module is arranged to replace the

30 nonlinear operation S with a nonlinear operation S' such that S'(x.L+c) =
S(x).L+c', where ¢’ is a codeword of the linear code C. According to one

embodiment, the cryptographic algorithm of the execution unit includes



representation shown in Figure 1 is simplified to the extent that in the most frequeﬁt cases, it is not
exactly the"kcaWh2dl§gyraphic algorithm ALG which is executed in step AEGIHIRZAIHO81AB version
of this algorithm, to enable masking/unmasking in tHé presence of nonlinear operations. 5 Figure 2

shows a smart card SC according to the invention. A smart card is a possible example of a device for
which the inventiG§ Y§FARRYNERY BRGRAFRIGEbGEreBRsR ARG $aMAMPAPPREAIIR AlidReTickn o f

cryptography (SINheatisRIMG REGEINE BPARIEPRPAS IBRYS IRANSIFIGAP o BERIIGASSAM the

authenticating the card holder during a financial transaction, health insurance cards, etc.). However,

the invention is aSPRAUE MGG SHeBHOBevIcEUENEhaaS BnretdroNRCBELISSOIE ane-RBIRlE

electronic driver'sdiggRafnaresuif UeB ki suesHisoMMertards a gecure token, etc. The invention
may be also applied in a personal computer, a server, an SSL accelerator, etc. Most 15 personal

comp#ters are not secure, unlike a protected device such as a smart card. This makes computers

vulnerable to attacks that kg rayEE 88 Sala a3 lTBeat iBRRdgEsadaaks tRodRUBRUIMN RISiRs

against, such as attacks that are strictly software-pased. These software attacks (by a virus, a Trojan
horse, etc.) can cRidPARR L AFARureat bR asrABLP Petfuiy PHlpsREbeg IReBIs. It might seem
absurd to try to protect against complex and restrictive attacks such as passive sniffing attacks when
an attacker located on another continent could take control of the computer remotely and retrieve

critical information in a MARNEMPRIF mitnRa it a eSS HRABEGGS foViHinTolisepBSE S iti@ision,

the dgyice is not $tRIRfh GICUHIPVGNET: PRIMSIBRNFRAAal 25 computers (for example computers used in
military environments) are_highly protected against purely software-based attacks, and in this context it

is advantageous to proteft @i bhiuriseisssainethan Ry srrting I heiinegytien also shows a fake

smart card FSC, which is migiely 2 3Q.seprecterdaihe shanridhg snankcademmdhayingelecscal
contacts at the standard positions so that these contacts are connected to the corresponding contacts

of a real smart cafGURMBRIHHEEPR afghRiRMPiam P ishdssePa wo
2012/062994PCT/FR2011/052602 15 type of attack. The HODPA equipment is thus serially connected
between the real smart card SC being targeted by an attacker, and a fake smart card FSC establishing

the physical interface betldeER IhehRRiRZNEHY i§%ﬁ%@@'ﬁ€c@p@t’ﬁ@ﬂé‘é@iQﬁ%?ﬂ"@”é\gjtgéﬂ%nd this

real smart card S{ay&RedpuUlposRsah&tibe fake sroadseasthits 6y mibikRXABIQ S TEPYTRIT g current
consumption of the smart card SC without having to modify the terminal using the card (and in

particular the smaR'@ard&dabidr). FIRPInRMRIA TR dmbR earivetes ARG &sRiemMo &id@RRs of this
type and it is veryigéffierftoh R P Actstiipmae NAICE X dh e latasiad i@foméa{iqgkg@me@e(ﬁmart
card SC. example an encryption algorithm such as AES), then the result is unmasked
20 at the end (in step U_MSK, for "unmask") in order to restore the value
CR_TXT (from "cipher text", or encrypted text) which would normally have
been produced by the algorithm ALG without masking. In other words, if the
two steps of masking MSK with a linear code and of unmasking U_MSK (by
corresponding decoding) are eliminated so that only the cryptographic
25 algorithm ALG is retained, the same output CR_TXT is obtained from the
input CL_TXT, which means that the algorithm has been made more secure
by masking it without affecting its interoperability. The masking operations
MSK can be integrated with the unmasking operations U _MSK within the
cryptographic algorithm, thus obtaining a particular implementation of the
30 cryptographic algorithm ALG which is functionally the same as those of the
prior art but which is much more secure against passive sniffing attacks, in

particular against the most elaborate attacks such as HODPA attacks. The



10 As the invention is based on the use of a linear code, it is worthwhile to recall that linear code is
a particulaMPpd bYe&@4or correcting errors. A linear code C is a vector suBSFACB28f 41452602
n-dimensional vector space Fgn, where Fq is the finltk field with g elements. This can be field F2 (q =
2), in which case 15 the linear code is a binary code. Let us call n-k the dimension of the vector

subspace correspBRERSE URLIRDIBRAV BB G iR sieBtleg to dbgneyteNtdhaiisydhs masix G.
The element ¢ (anddeia gasesallyianseismean aidhesadedr)man R MECkRBHMMD NIto theilinear

combination form c = M1V1 M2V2 + MnaVn-k of a vector basis (vi, v2, ..., vi.k), or c = mG, 20 where
m = (1111, m2, .18 xeRytes dRistPmé b etoR Mmarkiess %%é’&ﬂ@iﬁj‘.'ﬁ PR e RAABIES also
defined of size N MghdhainiisRVR) Yreleaeriseattheflinaairedebe@atibnd, and reciprocally if ¢.H =
0 then c is an element of the linear code C. 25In general, m represents a message encoded by the
lineartode C. However, in the context of the invention, the codeword ¢ does not need to represent a

particular message. It caidherefospdigssaleptemtatdan BN att-arMAgNer Hiilavspiiat oS aag in the
coding employed for a wiretap channel. With a wiretap chann oal is to transmit a message from

el, the [ !
a sender to a 309@%“%?iH?ﬁ@‘tf)'&s@?fﬁ@‘ﬁ?%égn%edﬁ’é%@‘b&ﬂ‘égﬂe PilRYRh S rRaticularly
communications. dtisaassyae tiisigdrarpmisaion ghapiedsotet petfectidibeothnppRipaging is
arranged so that th? message cannot be decoded b@/ WO 2012/062994PCT/FR2011/052602 16 the
attacker with the bit' KGRt aH HRIHHRHEG R dMABUS BRONMINS HeltnBBs 258 RIREHRANSy TR Feceiver

can hg decoded witkhietiblRTgomeEtepd edeceivehdATRRIANN! 1o-PRa B0 ARSAL ipkha darention,
data protected by the linear code are only used internally within the cryptographic algorithm. This
i RKierEple

Y
means that there $&H5 cBIfch gt BVEYEGifTIRVEERRE SrapRiGaRIG e HERted by
wiretap Ch?nnne: cmliag,@@b@(ﬁ@@hmspfoﬁf,r%w@an§é1edh:j@@é<ﬁﬂ@|ﬂdsm@‘yvnbh§ht{]@ @agadaté%ns of a
cryptographic algorithm, 10 whic er es not need to communicate with other entities during
o exacution of e Bkesh AGERHTE MIIRAHG AeREUIE oAl B GG ES PR BELLRAHIe out
the device commupisiasingiwith paesoutsideomiiltdl jsexanuting e SYPtegmnbiaigostbmvibits also

does not rule out the devif:e implementing a secure prot?col (such as %Iéeg/ exchange protocol, for
15 personal computers arenot secure, unlike a protecte vice such as a smart

card. This makes computers vulnerable to attacks that are much easier to
implement than the atiacks the invantéon. protects against, such as attacks
that are strictly software-based. These software attacks (by a virus, a Trojan
horse, etc.) can often be carried out remotely without requiring physical
20 access. It might seem absurd to try to protect against complex and restrictive
attacks such as passive sniffing atfacks when an attacker located on ancther
continent could take control of the computer remotely and retrieve critical
information in a manner that is much easier and less dangerous for him (there
s no intrusion, the device is not stolen, etc.). However, some personal
25 computers (for example computers used in military environments) are highly
protected against purely software-based attacks, and in this context it is

advantageous to protect them against passive sniffing attacks as well.

Figure 2 also shows a fake smart card FSC, which is merely a
30 connector in the shape of a smart card and having electrical contacts at the
standard positions so that these contacts are connected to the corresponding

contacts of a real smart card SC via HODPA equipment, enabling an HODPA



15 example Diffie-Hellman, or a protocol based on symmetric cryptography), in which successive
cryptograpfiie éperfiéstare performed by two parties which progressively BxEHERYH IHEIe&lIts of the
secure protocol in order to obtain for example a comon key at the end of the secure protocol. In this
context, the invention can be used to protect each cryptographic operation 20 performed under the

protocol. A cryptdyPspRicaiResitr) LB efipaEnd iR dudy e alirerRN R iRIPsbERN Sstocol
such as the one gggreRasERAVESH RS talR EReSBP S A tisKEV &INIPR, S IsrheftasaRintarsaphic

algorithm but a protocaol which makes use of a succession of cr?{ptographic algorithms. In a modified

cryptographic algBHAMIREIR 8 fbaical Bleraco PERiFRE R RIMEabHGE dasUnpesetdby

channel coding thy, ARy FeABRIEadna cananal hirinsdplenthis taedsChatiberarisose data loss,
unless for example a fault-based attack is present (such as a DFA attack), or if a cryptographic

algorithm is exectREfIFESNARERIE &18&BhRISRHEERAHF e SREBPHTR SHIRRREGISHTIRNON

situations, the chapnrECambe cangidrredithai@ prifasy vstuabeigninel (epeavsiedbrig ivaaagiual
transmission of masked data). However, there is a transmission channel for an attacker attem8ting a

passive sniffing a8k AR fetBRIEPAEFRIC LRRCF6H dRAAPIBVRRYON, the smart card S

2012/062994PCT4-Refd 1/0513641% 14 elesbiamapngiic ffpasaHEsioNs QeppRficanFompioDnRsRied on
with an HODPA attack). This channel iti#ﬁt perf%it and it can ﬁenerally even be considered to be
[

relatively noisy afd diRAIBE db R ER RS ReQEnRLOR, eRdhe STREifAsESEnt in electronic
devices. 5 According to one embodiment, in order to manipulate sensitive data x having k bits
within a cryptographic al%é)rithm while toI_erating a leakage of at the most mu bijts, onegﬁroc_eeds as

[

follows: 10a linear code tSidESTAGHRIRY RARAT %%H?e‘?éfﬁ?rﬂé NGB GLE (- WOLRW RIS Rty

check matrix H oksizgl iflaskeddhet @ rf dtparizunatiges vihiekidavedbesttadremsdkKAnmasty
sub-matrices havir%%jrén-m_u) rows and k colur%né% will haye the rank k, L1, L2, ... Lk linearly

independent k vettBie SrdSeRi4BRHHRTRAS AN HiRenRARAl PSR itaRe faed THEHe fincar
code C, ¢ =mG ig ehogatiteafasdamord eiehdateantambaselestisd F2 (q = 2), in which case

15 the linear code is a binary code. Let us call n-k the dimension of the vector
subspace corresponding to the linear code C. The linear code C is defined by
a generator matrix G. The element ¢ (and more generally any element of the
code C) can be broken down into the linear combination form c¢
= mvy FMaVa L F MaVak  Of @ vector basis (vq, va, ..., vhi), Or ¢ = mG,

20 - where m = (m4, my, .... Mhx), G being the generator matrix (of size (n-k)*n). A
parity check matrix is also defined of size n*k, such that for every element ¢ of
the linear code C, c.H = 0, and reciprocally if ¢.H = 0 then ¢ is an element of
the linear code C.

25 in general, m represents a message encoded by the linear code C.
However, in the context of the invention, the codeword ¢ does not need to
represent a particular message. It can therefore be selected at random, in a
manner similar to what is done in the coding employed for a wiretap channel.
With a wiretap channel, the goal is to transmit a message from a sender to a
30 receiver in the possible presence of a spy capable of intercepting the
communications. it is assumed that the transmission channel is not perfect.

The channel coding is arranged so that the message cannot be decoded by



the sensitive data x, represented in the form of a vector (xi, X2, ... xk), is then encoded as x'= x.L+c,
with x.L = W12/t the case of a linear code C which is a binary cod®({lidi& 1) /fr2e02"
operation can 20typically be an exclusive OR opera%i?)n. This embodiment is advantageous
because it can tolerate a number of bits of leakage of up to mu = n-k for arbitrarily large n. 25The

sensitive data x d&¢ bAlgcKekamihetNaehit teiat L rafscinwiiien i esaseiescRiseshdsiny hile the
cryptographic algefifuadd- reteRePIfeHs debiovev e it sanisoder AUher infounationy ferexample a

cryptographic key manipulated during the algorithm ALG, or a subkey such as a round key. It can be
also encrypted daBSV#EVR to be decrypted with the cryptographic 30 algorithm ALG (for example an
AES algorithm), data (clear or encrypted) which is to be signed, or signed data for which the signature
is to be verified, etc. WO 2012/062994PCT/FR2011/052602 18 Given a generator matrix G for
the lindar code C, the rafeiePHdRd RGN B RN Rd H I disiiicRo diBta RRteripy oMRRst of

randomly selectingaatesifemhia thAlyassen shase aaN Wit nsalewing soh 0 GIgbhighatanths done

each time the cryptographic algorithm is used. In order to determine the k IinearI%/ independent
E

vectors Li, L2, ... NEABB i@t dBars iadicearestief@ Apaiinrts sSRSRURY théesilinale rg9pitsrector
Lt"i can be randogrlyrrelests hrnd dhan e/ pamyecisiRatbetinis westardsntain sheredediy.

applying the parity check matrix H (or in other words by calculating Lt"tH). If the result is zero, then the

vector Li"i is in thé TR RS RPESa T BB LIERINN R FRjseirtig TR eneWRiasiBR i algr BiRb wise,

Li = kit is defineqvansh therasraaratioasohyeeiesd estdsrenaateditiite BeWMVERIaldS iy which is not
in the linear code C, then an algorithm can be executed 15 such as a Gaussian elimination algorithm

in order to deternfreCHHEMh et fhe Rt jereiarRd b emd igeens hiednyltirstngdavie’t) are
linearly dependenidf thris afet thedastuenrewmierkyesiaihasidamiandanestapdiaide wane is randomly

selected (until a vector Liest is found which is not in the linear code C). If not, L2 = Liesi is defined and

a new vector Les?@%%ﬂ&@q&{%raphm algorithm. This also does not rule out the device
implementing a secure protocol (such as a key exchange protocol, for

15 example Diffie-Hellman, or a protocol based on symmetric cryptography), in
which successive cryptographic operations are performed by two parties

which progressively exchange the results of the secure protocol in order to

obtain for example a common key at the end of the secure protocol. In this

context, the invention can be used fo protect each cryptographic operation

20 performed under the protocol. A cryptographic algorithm may sometimes
erroneously be referred to as a secure protocol such as the one described

above. However, in the sense of this invention, this is not a cryptographic

algorithm but a protocol which makes use of a succession of cryptographic

algorithms. In a modified cryptographic algorithm there will generally be no

25 voluntary transmission of data protected by channel coding through any
communication channel. In principle, this means that there is no data loss,

unless for example a fault-based attack is present (such as a DFA attack), or

if a cryptographic algorithm is executed on a defective electronic device. With

the exception of these particular situations, the channel can be considered a

30 perfect virtual channel (because there is no actual transmission of masked
data). However, there is a transmission channel for an attacker attempting a

passive sniffing attack, which is the side channel used (for example



20 until it is not in the linear code, then a Gaussian elimination is calculated based on all the vectors
generated WP dftitHiz%86int (Li and L2, which by design are known not to bRUHERI) dépidatent, plus
the last Lest), and so on until there are k independeht vectors. These k linearly independent vectors
L1, L2, ... Lk can be chosen once and for all for each target device. For 25 example, for a smart card,

the vectors couldBeENTIAHRIGLFRANSIBIST RP T Rh BRMAT cHAUMRIINE ERiERefbnaiiPat®h step of
said smart card. Hisgpanigaleo rgenaadirmMmbngderdnie oas WasMRjeinadiRPeVven be

The invention is particularly advanta$eous in the context of s%mmetrlc 30encryption/decryption

algorithms such &OHRIREES SBrRtRIRIVAY DBty /E8dgtapeiotRY e/ 0srBOLLY I BARTHRBthe
prior art) are: . A%%K%@)tfp«%ﬂﬁ?%%ﬂﬂ%o@r&ﬁrci deopelte 9: (@) S = SubBytes ; 5(b) SR =
umns’;

ShiftRsows ; (¢) MC = MixCo d) AddRK(Ki). 3. S;
According to one embodiment, in order to manipulate sensitive data x
having k bits within a cryptographic algorithm while tolerating a leakage of at

the most mu bits, one proceeds as follows:

10 ® a linear code C is established having a generator matrix G of size
{n-k)*n, and a parity check matrix H of size n*k such that all of its sub-
matrices which have the size (n-mu)™k (namely sub-matrices having

(n-mu) rows and k columns) will have the rank Kk,

. L1, Lo, ... Lg linearly independent k vectors are established which have
15 n bits and which are not included in the linear code C,

® ¢ = mG is chosen, a codeword which is randomly selected,

® the sensitive data x, represented in the form of a vector (x4, X2, ... Xx),

is then encoded as x'= x.L+c¢, with x.L = x;.L1+... + x¢.L. In the case of
a linear code C which is a binary code (field F2), the "+" operation can

20 typically be an exclusive OR operation.

This embodiment is advantageous because it can tolerate a number of

bits of leakage of up to mu = n-k for arbitrarily large n.

25 The sensitive data x can be, for example, clear text CL_TXT which is to
be encrypted using the cryptographic algorithm ALG to be protected.
However, it can also be other information, for example a cryptographic key
manipulated during the algorithm ALG, or a subkey such as a round key. It
can be also encrypted data which is to be decrypted with the cryptographic
30 aigorithm ALG (for example an AES algorithm), data (clear or encrypted)
which is to be signed, or signed data for which the signature is to be verified,

etc.



4. SR; 105. AddRK(K10) Thus after having executed, in a preliminary step not shown here, a key
expansion'8getétfdPor?¥thich the round keys KO ... K10 are derived from afeRRHEA/PINkey, we
see the AddRoundKey operation which consists of 5 combining each byte of the state with a round
key (by means of an exclusive OR). After that, there is a succession of nine rounds, each round
including the SubBytes operation (which is a nonlinear operation in which each byte is replaced with

another byte using a subsjigiantaiehdherSINfROWSs: aReTatiosn: WishdmplemenisA Yapsagsition

during which each row of the 20 state matrix is cyclically shifted, the MixColumn operation (which

combines the fouPoyReSUIEBRIFIPM dhen LRAN B th&starR nRIRRYY afRMfiRiiytheeRgRRBundKey

operation alreadysdrsgiiied abens- Mtiphghef bR rapte theAkSealgenthmtrgaln exscutgnithe
SubBytes operation, which is followed by the ShiftRows operation, and then by the AddRoundKey
operation. 25  CARESGNAEIHR WRBHRMTERIFEARRES 2lgerthm I8 PRS&cted from end to end in the
following manner. First, a preconfiguration is performed. Unlike the conventional additive 30 masking
of the prior art, the operations will be performed using intermediate variables in a different dimension

than the one used for th8 PFERN AR PBIEE &t IRERDN I RIPRIRE & SRYNHthin Lrhis Lk not
preconfiguration fAai8ed MQrORZEH 2 CTHRR AMH0526682: 46 pesfonenelt one tine oadior

(meaning only one time regardless of the number of times the AES algorithm will subsequently be

used). The precohfigfialidlF (GRIQMILPBIEHITH B JBRBrARRCREW BB LBRY RdtHEvesRT Bnd MC,
suchthat: SAddRIK'(He=cddeRE(Kapplying the parity check matrix H (or in other words by

calculating LiesiH). If the result is zero, then the vector L is in the linear code
C and the operation is repeated with a new random vector. Otherwise, L =
Liest is defined and the generation of vector L. is repeated untit a new vector
is found which is not in the linear code C, then an algorithm can be executed
15 such as a Gaussian elimination algorithm in order to determine whether the
vectors generated up until this point (here L and the last L) are linearly
dependent. if they are, the last generated vector L.t is abandoned and a new
one is randomly selected {until a vector Lieg is found which is not in the linear
code C). If not, Ly = Liest is defined and a new vector Lig is randomly selected
20 until it is not in the linear code, then a Gaussian elimination is calculated
based on all the vectors generated up until this point (L4 and L,, which by
design are known not to be linearly dependent, plus the last L), and so on
until there are k independent vectors. These k linearly independent veclors
L1, Lz, ... Lx can be chosen once and for all for each target device. For
25 example, for a smart card, the vectors could be calculated (separately) for
each smart card during the card personalization step of said smart card. They

can be also regenerated from time to time, as was explained above.

The invention is particularly advantageous in the context of symmetric

30 encryption/decryption algorithms such as the AES algorithm.

The main steps of a conventional AES algorithm (which is very well



SR'(x.L) = SR(x).L MC'(x.L) = MC(x).L These calculations are easy to perform (and thus not very
costly in 10 @@ Formance) because these are linear operations. ThREBrEEBREYUFAHGH step
can be performed for example in the factory, during the step of photomasking an electronic component
that will implement this embodiment, the modified operations AddRK’, SR and MC' being for example
stored in the RONEYWRAHCHR SénRaieicartl 8frating system. It is also possible 15 to run the AddRK’,
SR"and MC' operations elaekgergri) Hon gxampRe fREIwired logic), which generally has the
advantage of faster execution than when using software executed by a processor. Next, a preliminary
step is executed for eack cRANGEBI i8Sk (this can 20 be done for example each time the AES
algorithm is used, or Iesgsayrgqygublgjné@rticular if a sufficiently large n parameter is chosen). The
preliminary step can consist for example of randomly selecting two codewords ¢ and c¢' and generating
S' such that Si(x.L+c) = GSE oPAiftigEse the same S' is used for each round of the algorithm for
reasons related to perfO{g)amge; thahambddifferent S' could very well be used for each round,
which would provide a sl htgeneral increase In security). Finally, a step is executed in which the
data x is encrypted usinﬁ%ﬁ% ﬁ@gﬁdorithm modified according to the invention, as follows: 300.
calculate x.L + ¢ from x 3. §ddRK'(KO) 2. for i from 1 to 9:

4. SR;
10 5. AddRK(K10)

Thus after having executed, in a preliminary step not shown here, a

key expansion operation in which the round keys KO ... K10 are derived from

a given encryption key, we see the AddRoundKey operation which consists of

15 combining each byte of the state with a round key (by means of an exclusive
OR). After that, there is a succession of nine rounds, each round including the

SubBytes operation (which is a nonlinear operation in which each byte is

replaced with another byte using a substitution table), the ShiftRows

operation, which implements a transposition during which each row of the

20 state matrix is cyclically shifted, the MixColumn operation {which combines
the four bytes of a column in each column of the state matrix), and finally the
AddRoundKey operation already described above. At end of nine rounds, the

AES algorithm again executes the SubBytes operation, which is followed by

the ShiftRows operation, and then by the AddRoundKey operation.

25
According to one embodiment, the AES algorithm is protected from
end to end in the following manner.
First, a preconfiguration is performed. Unlike the conventional additive
30 masking of the prior art, the operations will be performed using intermediate

variables in a different dimension than the one used for the intermediate

variables of the conventional AES algorithm. This preconfiguration may be



WO 2012/062994PCT/FR2011/052602 21 (a) S'; (b) SF?'; (t) Mc'; (d) AddRKIK1) 5(e) x =x + Cc +
MC'(SR'(c}Y9. ¥1 40845 AddRK'(K10). 6. Apply the parity check matrix H¢oTGRaIH tHE3M83! result.
10 In this manner, masking is performed in §9ep 0 using a linear code. In step 2(e), the
masking is corrected to take into account the fact that the nonlinear operation uses a constant ¢' which

is different from tREBAEEERRSHTER Y HHERG e ARtiaP AfadRISy RO3IENRSS ATk BURmbRLjattion of
the resulting datajmeiadige JREUSIRGHGRANViFhaaks@gianthiseliminatesdl praRpRgNIatYNCh are

in the linear code, and the data is thus recovered which would have been produced with the AES

algorithm without 3ABSS53 R eIrPEtels 0 hAsNBIa b IRAM ARSI PAr\EREEK PBtriend iMSthen
possible to perforgydpaayersion of the resulting matrix (x.L).H.

5 AddRK'(K) = AddRK(K).L
SR'(x.L) = SR(x).L
MC'(x.L) = MC(x).L

These calculations are easy to perform (and thus not very costly in

10 terms of performance) because these are linear operations. This
preconfiguration step can be performed for example in the factory, during the

step of photomasking an electronic component that will implement this
embodiment, the modified operations AddRK', SR' and MC' being for example

stored in the ROM as part of a smart card operating system. it is also possible

15 to run the AJdRK', SR’ and MC' operations electronically (for example as
hardwired logic), which generally has the advantage of faster execution than

when using software executed by a processor.

Next, a preliminary step is executed for each change of mask (this can

20 be done for example each time the AES algorithm is used, or less frequently,
in particular if a sufficiently large n parameter is chosen). The preliminary step

can consist for example of randomly selecting two codewords ¢ and ¢' and

generating S' such that S'(x.L+c) = S(x).c' for all x (here the same S' is used

for each round of the algorithm for reasons related to performance, although a

25 different S' could very well be used for each round, which would provide a

slight general increase in security).

Finally, a step is executed in which the data x is encrypted using the
AES algorithm modified according to the invention, as follows:
30 0. calculate x.L + ¢ from x
1. AddRK'(KO)

2. forifrom 1to 9:



201t is also possible to add a mask (another codeword) to the operations using the key (in particular
the AddRRVELHHEIBM?¥hich further reinforces the masking by making it mBfeldiffi20nd B5a¢ck. In this
case, the step of encrypting the data x with the modifted AES algorithm of the invention can then be
performed as follows: 0. calculate x.L + c1 from x, where G., is a random codeword 251.
AddRIC(KO)+c2, with cl @£&=/c 2. for i from 1 to 9: (a) 5"; (b) SR; (c) MC"; 30(d) AddRKIKI)+c2 (€) x =
x +cl + MC'(SR'(c)) 3. %‘) YW 2012/062994PCT/FR2011/052602 22

(c) MC’;
(d} AddRK'(Ki}
5 (e) x =x+ ¢+ MC(SR(c’)
3. 8%
4. SR’;
5. AddRK'(K10).
6. Apply the parity check matrix H to obtain the final result.
10
In this manner, masking is performed in step 0 using a linear code. in
step 2(e), the masking is corrected {o take into account the fact that the nonlinear
operation uses a constant c' which is different from the one {constant ¢) used during
the initial masking in step 9. In step 6, a projection of the resulting data is made
15  using the parity check matrix. This eliminates all components which are in the linear
code, and the data is thus recovered which would have been produced with the AES
algorithm without the masking. In step 6, after the application of the parity check
matrix H, it is then possible to perform the inversion of the resulting matrix (x.L}.H.

20 It is also possible to add a mask (another codeword) to the operations using
the key (in particular the AddRK' operation}, which further reinforces the masking by
making it more difficult to attack. In this case, the step of encrypting the data x with
the modified AES algorithm of the invention can then be performed as follows:

0. calculate x.L + ¢4 from x, where ¢4 is a random codeword

25 1. AddRK'(KO)+c,, withcy+ c2=¢ |

2. forifrom 1o 9:
(a) S ;
(b) SR’ .
(c) MC’;
30 (d) AddRK’(Ki)+C3
(e) x=x+ci+ MC(SR(c’)
3.8



4. SR'; 5. AddRKIK10)+c3, with random c3. 6. Apply the parity check matrix H to obtain the final result.
5The code¥e@rrid/8hyEEh so as to minimize operation (e). In some configuRSHBARAIEARRS02
performing step (e): x = x + ¢ + MC'(SR'(c")), it is po%&ible to apply in step (e) a function D(x, c) which
takes x and the codeword c¢ as input but not the word c¢'. This can be 10 achieved for example by
using a parity check mattixdfthich is associated with the code including all MC'(SR'(cc)), where cc

covers all words of the igitialgegler kg agyapiage phihsgmbodiment is that it eliminates the need to
preserve the c value. 15A simple example implementation (in particular where SR' and MC' are

deduced directly from SR &rPMEVccpHEY BRI I RIS WRErE e finad taetdfalue [x, 0 ... 0] (x

followed by n-k zeroes). Of course, the present invention is not limited to the example
lies to other variants, . . Therefore, although a method for

20embodiment describeﬂ?abov it agg) _
securihg a step of AES &?B%n% AENGFEESRBY L0 UENEHBREIREAG Edcure an AES
decryption step in the same manner. Moreover, although the described embodiment relates to 25 the
AES algorithm, the invenption applies to aI:.t es of cryptographic algorithms, and in particular to the
DES algorithm (and its gf)ESSé)é%%nt) '%ﬁl"ﬁtéoﬁ%4 a|8§%ﬁ)gn, bﬁ?alsﬁ?@?%meﬁf@%lgo ms or
to hash functionsysugh-as-SH&ISI[R25) SHA- Pk s & HIBEMPHL6A) dtepichat foayties desiragje to
protect certain "nﬁﬁ'fcfrlﬂ% |%gs>.< and the codeword ¢ as input but not the word ¢'. This can be
10 achieved for example by using a parity check matrix which is associated with
the code including all MC'(SR'(cc)), where cc covers all words of the initial
code. The advantage of this embodiment is that it eliminates the need to

preserve the ¢' value.

15 A simple example implementation (in particular where SR' and MC' are
deduced directly from SR and MC) corresponds to the case where x.L has the

value [x, 0 ... 0] (x followed by n-k zeroes).

Of course, the present invention is not limited 1o the example

20 embodiment described above,; it applies to other variants.

Therefore, although a method for securing a step of AES encryption
was described above, it is also possible to secure an AES decryption step in
the same manner. Moreover, although the described embodiment relates to

25 the AES algorithm, the invention applies to all types of cryptographic
algorithms, and in particular to the DES algorithm (and its 3DES variant) and
to the RC4 algorithm, but aiso to asymmetric algorithms or to hash functions
(such as SHA-1, MD35, SHA-256, or RIPEMD-180) in which it may be
desirable to protect certain linear functions.

30

Furthermore, the method according to the invention does not exclude

the use of other methods. For example, it is possible to combine the method



30 WO 2012/062994PCT/FR2011/052602 23 according to the invention with other countermeasures
such as th¥ 8dtifi8aiking of the prior art. Such manipulated data can b&’€T&43/8d 1 f2efample, by
level of sensitivity, with the less sensitive data prote#ted by a simple additive mask, the more sensitive
data protected by masking according to the invention, and the most sensitive data protected with dual

data masking (bo§GRECEMhIEnTeHh H \iaDeWiBsrIRg rapauRte imaRsgesceBeimp e @ affibvEon). All
combinations arerﬁg_gﬁﬁ;%{agke-th\é’%ﬁgﬂzé%zg%ﬁ ChaRANLEES 28RS 246 LM dsifidgthegfor

securing the executi a cryptographic algorithm against passive sniffing, the metho
ing th & hic algorithm (ALG ' [ iffi h thod

carrying out a mak@RaRimSRY sretaf spngibdbe i tHeecipsto eI aIgatrnpigiectsH f¥idBmethod
characterized by g maskingitdS i) aieaithdatmepmnisingiadransforpratierieieryf thedvpe

x.L+c, where x is data to be masked (CL_TXT), x' is the corresponding masked data, c is a cogeword

includ®d in a line&FERUENG, Ehéhe inenBan hskifthgeshneahfitivaciadertostasrwibt dva@lided in
the 10linear codedgta 2 n2RRMENY M Ardirtiimslaimaidivb ersiR ki, corewaid Giaghagen

randomly during each execution of the c_ryptographic algorithm (ALG). 153.Securing method according
to one of the pre &&HREHILIMRtNRHBYSAtRR). All combinations are conceivable.



matrix L is randomly chosen one time only for all executions of the cryptographic algorithm (ALG). 4.
Securing Méghaii 2068#ng to one of the preceding claims, wherein the 20BadgkiRif14/682684 out
before the use of the cryptographic algorithm (ALG)2%nd an unmasking operation (U_MSK) is carried
out after the use of the cryptographic algorithm (ALG). 5. Securing method according to one of the
preceding claims, wherein the 25 cryptographic alg HWI@\LG) is an algorithm making use of a
nonlinear operation S, said nonlinear operation S being replaced with a nonlinear operation S' such
that S'(x.L+c) = S(x).L+c', where c¢' is a codeword of the linear code C. 306.Securing method according
to claim 5, whereih the g5t dphiseagtnth T ADETeRPRPAESs GupErar bl 8leEh T (HEG)

comprising the saipgiRONIRRANEPEHHIRR SN TERAPEIPARGPSIRUPIALRIFRPIAGSKYVER &gy WO
2012/062994PC$’£;I§RE201 /052602 25 same nonlinear o erﬁay?t‘io% S' during eai:t;@ggnd.y;.Securing

methdd accordind 8 @aRAG Y E1avRBIRIATTaPicsRIFIEEBNE BBliceaid crehepihiatrstera®Bgraphic

algorithm executigy the masking (MSK) of said data comprising a transformation step of the
type x' = xL+c, where x is data to be masked (CL_TXT), x' is the
corresponding masked data, ¢ is a codeword included in a linear code C, and
L is a matrix consisting of linearly independent vectors not included in the

10 linear code C.

2. Securing method according to claim 1, wherein the codeword ¢ is

chosen randomly during each execution of the cryptographic algorithm (ALG).

15 3. Securing method according to one of the preceding claims, wherein the
matrix L is randomly chosen one time only for all executions of the

cryptographic algorithm {ALG).

4. Securing method according fo one of the preceding claims, wherein the
20 masking is carried out before the use of the cryptographic algorithm (ALG),
and an unmasking operation (U_MSK) is carried out after the use of the

cryptographic algorithm (ALG).

5. Securing method according to one of the preceding claims, wherein the
25 cryptographic algorithm (ALG) is an algorithm making use of a nonlinear
operation S, said nonlinear operation S being replaced with a nonlinear
operation S' such that S'(x.L+c) = S(x).L+c’, where ¢’ is a codeword of the

linear code C.

30 B. Securing method according to claim 5, wherein the cryptographic
algorithm (ALG) comprises several rounds, each round comprising the same

nonlinear operation S, and the nonlinear operation S is replaced with the



unit as well as an associated masking module, wherein the masking module is arranged to implement
a transfornieflci® B ehedBdpe x' = x.L+c, where x is data to be masked, X' is tR€ TR I dAdRG2masked
data, c is a codeword included in a linear code C, aRf L is a matrix consisting of linearly
10independent vectors not included in the linear code C. 9. Electronic device (SC) according to claim
8, wherein the m&SHHR) HBEMRATLRAEF ST S0 YHHEE#8E EBdRY/ord ¢ randomly during each execution
of the cryptographic algorithm (ALG). 15 10. Electronic device (SC) according to claim 8 or 9, wherein
the masking module is arranged to choose the matrix L randomly one time only for all executions of
the cryptographicalgorithAegaDE Nethod Eeedisiing de STyl cuiimigifoconeof claims 8 to 10,
wherein the masking module is arranged to perform the masking (MSK) before the use of the
cryptographic algorithm (ALG), and to perform an unmasking operation (U_MSK) after the use of the
cryptographic alg8rithm EARIP VS BRERR (1SRt CRVIPESRET Padidti@am R bnalepdiimeseriian
wherein the cryptagpRbiGalpastam KfSBEISHRE WIEHY ISR RIORHBRBIM#ENg HSRIRY) Adanlipear

operation S, and wherein the masking module is arranged to replace the npnllnear operation S with a
nonlinear operatiéh F&ngethin SnRlemgnt gpnsBPrRaLed Cfidhechisnverd ot s livbsreddis C. 30

WO 2012/062994k4 Hol BeOrhbi&lanf 02 28 tRENESreasbraivid FaaiipingtIeSHNe BORENRRE

operation S, and wherein the masking module is arranged to replace the nonlinear operation S with
the same nonlineBiHie4tidh @ AR eBRAGolmdand L is a matrix consisting of linearly

10 independent vectors not included in the linear code C.

9. Electronic device (SC) according to claim 8, wherein the masking
module is arranged to choose the codeword ¢ randomly during each
execution of the cryptographic algorithm (ALG).

15
10.  Electronic device (SC) according to claim 8 or 9, wherein the masking
module is arranged to choose the matrix L randomly one time only for all

executions of the cryptographic algorithm (ALG).

20 11.  Electronic device (SC) according to one of claims 8 to 10, wherein the
masking module is arranged fo perform the masking (MSK) before the use of
the cryptographic algorithm (ALG), and to perform an unmasking operation
(U_MSK) after the use of the cryptographic algorithm (ALG).

25 12. Electronic device (SC) according to one of claims 8 to 11, wherein the
cryptographic algorithm of the execution unit is an algorithm making use of a
nonlinear operation S, and wherein the masking module is arranged to
replace the nonlinear operation S with a nonlinear operation $' such that
S'(x.L+c) = S{x).L+c', where ¢’ is a codeword of the linear code C.

30
13. Electronic device (SC) according to claim 12, wherein the

cryptographic algorithm (ALG) of the execution unit comprises several



514.Electronic device (SC) according to claim 12 or 12, wherein c' = c.
WO 2012/062994 PCT/FR2611/052602
26
rounds, each round comprising the same nonlinear operation S, and wherein
the masking module is arranged to replace the nonlinear operation S with the

same nonlinear operation S' during each round.

5 14.  Electronic device (SC) according to claim 12 or 12, wherein ¢' = c.



