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INTERFACE DEVICE FOR CONNECTING PROCESS CONTROLLERS 

TO OPC UA PEER DEVICES 

 

 5 

FIELD OF THE INVENTION 

 

The present invention relates to managing communications between process 

controllers and peer devices for the purpose of industrial process automation. 

 10 

BACKGROUND 

 

Automated industrial plans typically comprise many field devices that are in a direct 

relationship with an industrial production process. These field devices are controlled by 

one or more process controllers. While several different kinds and architectures of 15 

fieldbuses have been used in the past to connect the field devices to the process 

controllers, many “industry 4.0” concepts assume that communication between process 

controllers and field devise will converge on IP communication in combination with 

Open Platform Communications Unified Architecture, OPC UA. Client-server 

architectures for OPC UA communications are known from WO 2009/083 133 A1. 20 

 

Much of the functionality of OPA UA field devices is provided by means of “methods” of 

the respective devices that are to be called by the process controller. For example, if a 

function of an actuator field device enables to control a valve, a call to a respective 

method “move” allows to position the piston of the valve. Field devices may implement 25 

many more actions (like “shutdown” or “reset”) that may be triggered by calling 

respective methods. 

 

US 2018/347 842 A1 discloses a method that generates a native node and a foreign 

node that includes a foreign data structure that is defined with a foreign protocol and  30 
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that represents information of a foreign device in a foreign namespace. The method 

links the native node and the foreign node in a native namespace and foreign 

namespace by a translation function. 

 

US 2020/210 869 A1 discloses a gateway for facilitating an integration of process 5 

equipment within an industrial environment supporting an open industry standard. Field 

devices having characteristics, capabilities and/or requirements that are expressed by 

a description language for industrial process equipment such as EDDL are integrated 

into a contemporary communication environment enabling a direct data access. 

 10 

WO 2016/155 856 A1 discloses a system and method for process controlling of plants 

and plant control systems by beams of an OPC UA based Machine-to-Machine 

network. For steering and controlling the plant, the process control system transmits 

programmable logic controller command messages to the plant control system by 

encoding the PLC command messages for the OPC UA transport layer and 15 

transmitting it in the OPC UA transport layer by means of a defined bit sequence. 

 

US 9,170,579 B1 discloses a digital energy system that monitors and controls a 

plurality of industrial energy devices. A server monitors industrial energy devices by 

obtaining values for one or more variables. To control an industrial energy device, the 20 

server sends a write request for the industrial energy device to an interface device with 

a value for a defined variable in a device definition for the industrial energy device. 

 

OBJECTIVE OF THE INVENTION 

 25 

It is an objective of the present invention to facilitate the automation of a plant with 

multiple field devices, and/or increase the utilization of the functionality provided by 

each field device, particularly in a setting where the process controller is not aware of 

the complete set of OPC UA methods that is implemented on the side of the field 

device. 30 

 

This objective is achieved by an interface device with a process controller interface, a 

peer device interface and a logic unit. 
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DISCLOSURE OF THE INVENTION 

 

The invention is defined by the appended claims. Embodiments and examples not 

covered by the claims are presented to illustrate, and facilitate the understanding of, 

the claimed invention. 5 

 

The invention provides an interface device for connecting at least one process 

controller to one or more peer devices.  

 

In particular, such peer devices may be field devices. Such field devices may, in 10 

particular, be devices that are in direct interaction with an industrial process. For 

example, the field devices may comprise measurement instrument that measures a 

physical quantity in the industrial process, such as a temperature, a pressure, a 

voltage, an amperage or a concentration of at least one substance. 

 15 

The peer devices may also be other process controllers, such as programmable logic 

controllers, PLC. For example, a process control system may be segmented into 

relatively autonomous PLC-based subsystems. A central process controller may then, 

for example, communicate with these subsystems to orchestrate the process as a 

whole. 20 

 

Generally speaking, the role of the process controller may, for example, be to 

orchestrate the operation of one or more peer devices of whatever kind towards a 

particular goal. For example, a low-level controller may have the job of actuating one or 

more field devices such that a certain quantity, such as a temperature or a pressure 25 

measured by another field device, is maintained at a given set-point. A higher-level 

controller may in turn control those given set-points such that another goal for the 

industrial process as a whole is met. 
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Claims: 

 

1. An interface device (2) for connecting at least one 

process controller (1) to one or more peer devices (3a-3d), comprising: 

• a process controller interface (21) for bidirectional communication with the 5 

process controller (1); 

• a peer device interface (23) for bidirectional OPC UA communication with 

the peer devices (3a-3d); and 

• a logic unit (22) that is configured to: in response to one or more inputs (4) 

from the process controller (1), and/or from the one or more peer devices 10 

(3a-3d), meeting one or more predetermined conditions (22a), 

o determine one or more to-be-performed actions (22c) from the one 

or more inputs according to a predetermined logic (22b); 

o determine, according to the predetermined logic (22b), one or more 

outputs (5) which, when supplied to the process controller (1), and/or 15 

to the peer devices (3a-3d), cause the to-be-performed actions (22c) 

to be performed; and 

o supply these outputs (5) to the process controller (1), and/or to the 

one or more peer devices (3a-3d), 

wherein the process controller interface (21) comprises at least one I/O port 20 

(21a) that is mapped to a variable (22d) of the logic unit (22), and wherein the 

process controller (21) interface is configured to enable a process controller (1) 

that has only I/O ports available for inputting and outputting of data and is thus 

purely data-driven, and not aware of OPC UA in any way, to communicate with 

the OPC UA peer device (3a-3d) by: 25 

• upon a write request to the I/O port (21a) by the process controller (1), 

reading an input (4) written to the I/O port (21a) by the process controller 

(1), and updating the value of the variable (22d) according to this input (4); 

and 

• upon a read request to the I/O port (21a) by the process controller (1), 30 

and/or upon an update to the variable (22d) by the logic unit (2), supplying 

the value of the variable (22d) to the process controller (1) by means of the 

I/O port (21a), 

wherein the predetermined logic (22b) specifically comprises: 
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• determining, from the input (4) written to the I/O port (21a) by the process 

controller (1), a call to at least one OPC UA method (3a1-3a3) of a peer 

device (3a-3d) as a to-be-performed action (22c); and/or 

• determining, from the read request to the I/O port (21a) by the process 

controller (1), a call to at least one OPC UA method (3a1-3a3) of a peer 5 

device (3a-3d) that causes an update of the variable (22d) as a to-be-

performed action (22c). 

2. An interface device (2) for connecting at least one 

process controller (1) to one or more peer devices (3a-3d), comprising: 

• a process controller interface (21) for bidirectional communication with the 10 

process controller (1); 

• a peer device interface (23) for bidirectional OPC UA communication with 

the peer devices (3a-3d); and 

• a logic unit (22) that is configured to: in response to one or more inputs (4) 

from the process controller (1), and/or from the one or more peer devices 15 

(3a-3d), meeting one or more predetermined conditions (22a), 

o determine one or more to-be-performed actions (22c) from the one 

or more inputs according to a predetermined logic (22b); 

o determine, according to the predetermined logic (22b), one or more 

outputs (5) which, when supplied to the process controller (1), and/or 20 

to the peer devices (3a-3d), cause the to-be-performed actions (22c) 

to be performed; and 

o supply these outputs (5) to the process controller (1), and/or to the 

one or more peer devices (3a-3d), 

wherein the process controller interface (21) comprises at least one I/O port 25 

(21a) that is mapped to a variable (22d) of the logic unit (22), and wherein the 

process controller (21) interface is configured to enable a process controller (1) 

that has only I/O ports available for inputting and outputting of data and is thus 

purely data-driven, and not aware of OPC UA in any way, to communicate with 

the OPC UA peer device (3a-3d) by: 30 

• upon a write request to the I/O port (21a) by the process controller (1), 

reading an input (4) written to the I/O port (21a) by the process controller 

(1), and updating the value of the variable (22d) according to this input (4); 

and 
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• upon a read request to the I/O port (21a) by the process controller (1), 

and/or upon an update to the variable (22d) by the logic unit (2), supplying 

the value of the variable (22d) to the process controller (1) by means of the 

I/O port (21a), 

wherein the logic unit (22) is configured to: 5 

• in response to determining that the variable (22d), and/or the input (4) 

written to the I/O port (21a) by the process controller (1), meets or exceeds 

a predetermined threshold, determine a call to a first OPC UA method (3a1-

3a3) of a peer device (3a-3d) as a to-be-performed action (22c); and 

• in response to determining that the variable (22d), and/or the input (4) 10 

written to the I/O port (21a) by the process controller (1), does not meet said 

predetermined threshold, determine a call to a second OPC UA method 

(3a1-3a3) of a peer device (3a-3d) as a to-be-performed action (22c). 

3. The interface device (2) of any one of claims 1 to 2, 

wherein the logic unit (22) is further configured to: subscribe to at least one 15 

message topic published by the at least one peer device (3a-3d) in a publish-

subscribe model, and determine one or more to-be-performed actions (22c) in 

response to receiving a message of the subscribed message topic. 

4. The interface device (2) of claim 3, wherein the one 

or more to-be-performed actions (22c) comprise updating the value of a variable 20 

(22d) of the logic unit (22) based on the received message of the subscribed 

message topic. 

5. The interface device (2) of any one of claims 1 to 4, 

wherein the to-be-performed actions (22c) comprise: 

• obtaining at least one measurement value or value of an operational 25 

parameter from at least one field device (3a-3d); and/or 

• setting at least one operational parameter of at least one field device (3a-

3d); and/or 

• causing the field device (3a-3d) to exert at least one physical influence on 

the performing of an industrial process in which the field device (3a-3d) 30 

participates. 

6. The interface device (2) of any one of claims 1 to 5, 

wherein the one or more predetermined conditions (22a) comprise, as a 

prerequisite for at least one to-be-performed action (22c), at least one interlock 



-15- 

 

  

condition for a physical state variable in an industrial plant that comprises the 

peer device (3a-3d). 

7. The interface device (2) of any one of claims 1 to 6, 

wherein the predetermined logic (22b) comprises determining the one or more 

outputs (5) based on information obtained from multiple peer devices (3a-3d). 5 

8. The interface device (2) of any one of claims 1 to 7, 

wherein the logic unit (22) is further configured to: map OPC UA methods (3a1-

3a3, 3b1-3b3) provided by multiple peer devices (3a-3d) to handles (6a-6f) 

within one common OPC UA namespace (6), and determine, in response to an 

input (4) from the process controller (1) that is indicative of an intention to call 10 

such a handle (6a-6f), a call to the corresponding OPC UA method (3a1-3a3, 

3b1-3b3) of a peer device (3a-3d) as a to-be-performed action (22c). 

9. The interface device (2) of any one of claims 1 to 8, 

wherein the logic unit (22) is configured to accept interpretable, compilable or 

executable code and use this as predetermined logic for determining to-be-15 

performed actions (22c), and/or for determining outputs for performing these 

actions (22c). 

10. A computer program, comprising machine-readable 

instructions that, when executed by one or more computers, upgrade the one or 

more computers to the interface device of any one of claims 1 to 9. 20 

11. A non-transitory computer-readable storage medium 

or a download product with the computer program of claim 10. 

12. One or more computers with the computer program 

of claim 10, and/or with the non-transitory computer-readable storage medium 

and/or download product of claim 11. 25 

 


