-1-SECURITY SYSTEM Field of the invention: 5 The field of the
invention is security systems for monitoring the security of specific sites
using security personnel. An example of an application of an embodiment
of the system is a security system for a site or building. 10 Background to
the invention: It is known to have security personnel patrol a site to
monitor site security. Security systems for remotely monitoring buildings
or sites using security cameras a&r&6ABRAIIY khwhEM such systems
security cameras are typically fixed in strategic positions around a site, for
example near doorways in a building, to record any activity in the area. In
sombedkde@fmbiges taparndd 89 “the cameras are monitored by security
personnel. However, 20 security cameras can only capture activity within

view of the camera and for a large site many cameras may be required
5 whidterepfdehis a Qfgnifka@t cdvEN tHQAIlind Bnd $e&HEIMg tsystems  for

SYHBR ESEIAE CRAErase MAYIFHO bE sWhieelitpilamapeeiullsing security
vandalism and 25 sabotage which can reduce the_effectiveness of the

seBFiF05&h. FuftfeCXeBig pefsoRfe3RR blifathate®o MBniEdirod iment

theoqaptHeesNRAESRS Gl eespend itd ey ssiEentsFecariyiRerserneui lding.
may also be required to patrol and monitor areas not covered by security
cameras 30 and report their patrol route and any incidents. In a known

10 sygaakdgroxiniy tardreadaiyana pieed at a number of locations
throughout the site. Security personnel use the readers to scan a
proximity card, such - 2 as a passive radio frequency identification (RFID)
cartt td seckribtheir patrdlabeougk tha bratiger3bardsla patrol a site to

monitor site security. Security systems for remotely
monitoring buildings or sites using security cameras are
15 also known. In such systems security cameras are
typically fixed iIn strategic positions around a site, for
example near doorways 1in a building, to record any
activity iIn the area. In some cases images captured by
the cameras are monitored by security personnel. However,
20 security cameras can only capture activity within view of
the camera and for a large site many cameras may be
required which represents a significant cost for
installing and maintaining the system. Security cameras
may also be subject to damage, faults, vandalism and
25 sabotage which <can reduce the effectiveness of the
security system. Further, security personnel are still
required to monitor the captured images and respond to any
incidents. Security personnel may also be required to
patrol and monitor areas not covered by security cameras
30 and report their patrol route and any incidents. In a
known system, proximity card readers are placed at a
number of [locations throughout the site. Security

personnel use the readers to scan a proximity card, such
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from the proximity card readers can then be downloaded at the end of a
patrol to log the route taken and approximate 5 times when security
personnel were present at different locations. Proximity card readers can
be subject to damage and faults similar to video cameras. Further since
both video cameras and proximity card re&@lers depend on an electronic

power supply, in_circumstances such as power 10 failyre or fire th
y8Eme mBy e FEpdr AL n RN e WIRRALEATAT LGB RY, card.
power. feetaris atiestirforpaitarodtiversysteghs fehprolidewt sengrity The data

mo1c||tor|n ervices. 15 Sfjmmarﬁ/dof I';_ré%g]ventlon: AC%erln%té) one

rqm € Proxemity. c ers, cdn e downloaded at
aspecq of the pr%ser)ft inventionthere'is prowdeaasecurlpy maonitoring

sydtbm (E_mdpltiﬂ‘ngt gﬁaztsgdurny nlmgtot;m\d’am_tastl_m_ieemoamd approximate
CO‘PE?Q%%CB\%R%G”E@%L'&V IBHIRL fa%rw.ﬂ?ééﬂﬁge%”% ifferent

adap 0O communic Ith the securlty monitor vi e communication
neflasratwneReby in RIeOsACUNtY pectie] PBad@IBptGa@an eagswhpect to

locatj ithi it i it Hﬁ%\ﬁ% ing messg -
baggg %q\%hé{brgang}ggqgt'ﬁ%g §§®uﬁ]§¥n’s§%o?§a%r%g wﬁereln t ge'securlty Her since
mdirmb;hisvaamed:mﬂee,rrﬁ? \ﬁﬁdthe_ramm@a foRsFm rﬁ@@ﬂié?_feﬁi_rrﬁﬂﬁl??nd on an
estaplighqd BAaseilap thesssyily meniterngniRseane coindden Wiy power
an area proximate a location associated with the captured digital image.

In $arhéEreoaimehiiife e fFNRERBMPMEDS abgs Jlnemeraple unless

sepBy iNaae s FasNISRISPBhIRINE WhiBrgercyithinie system and
associated with a given location of a monitored site, whereby, in use, the
security personnel

There 1s a need for alternative systems for providing

security monitoring services.

Summary of the invention:

According to one aspect of the present iInvention there is
provided a security monitoring system comprising:

a security monitor; and

at least one mobile communication terminal with a
camera Tfor capturing digital 1i1mages and adapted to
communicate with the security monitor via the
communication network, whereby iIn use security personnel
can capture an image of a location within a monitored site
and send a security monitoring message based on the image
to the security monitor, and

wherein the security monitor 1is adapted to verify
whether a location for the mobile terminal established
based on the security monitoring message coincides with an
area proximate a location associated with the captured
digital image.

In some embodiments the system Tfurther comprises a
plurality of security Iimages, each security image unique
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captures a digital image of a security image at a location, and transmits a

security monitoring message to 5 the security monitor based on the

captured security image. The location of the mobile terminal can be

established based on location data from transmission of the security

monitoring message. 10 In some embodin®ents the security monitoring

message includes location data for the mobile terminal. The location data

cal¥ irfdhiddte thecaatsihantbbisseahmtedhwi tie imageueas location of
capturgsh ibdrs@meiaBbodinenthihe qeatigadlatarisecoguaurg®ionpersonnel
nepuark sendce data genifyipa gaeice aga for the mapig emifale  ar o
The communication network service data can include ser_vicin)é cell atl]a.

In HrCakHRRIm M the TR ofdhSRSBITA Rarniie) ERAIDENE rifie§sage  to
by ttempady heysemwitingpte bdatadvitinthengiveafooatiod assagiciey image.
with the security image. In some embodiments each security image

contains coded 25 data. In these embaodiments the mobile communication

deVice cAPEEtEIPe Pt dELBdRdAG a PR GrkinS B dRFdarSAAp 1shed
trahsmédheoseclidterhoaitorimgtaesbags Hasadson teidetoddd dde. Iecurity
In PoR ¢ HHeRebsRpeurity image is a data matrix card. In some
embodiments of the system the mobile terminal is adapted to recognise a
security image in a captured image, 35 and automatically send the

sedirity BRMRorikPrREAgE ISthe BreuritpesolibEyForne@abishe ithg message

mojrile Fedeisal Reoe piPVidriyithfosoftwaie applisplien agapiathidl-.4  The
ANGYRE HAPUELITAYEAR CIAUNRRASH BB ion of the mobile

terminal when the Image was captured.

In some embodiments the location data i1Is communication
network service data identifying a service area for the
mobile terminal. The communication network service data
can include servicing cell data. In this embodiment the
location of the mobile terminal can be verified by
comparing the servicing cell data with the given location
associated with the security image.

In some embodiments each security 1i1mage contains coded
data. In these embodiments the mobile communication
device can be adapted to decode at least a portion of the
coded data and transmit the security monitoring message
based on the decoded data.

In one embodiment the security image 1s a data matrix
card.

In some embodiments of the system the mobile terminal is
adapted to recognise a security image In a captured image,
and automatically send the security monitoring message to
the security monitor. For example, the mobile terminal
can be provided with a software application adapted to



10

15

20

25

30

35

and cause a security message to be sent in response to capturing a
security image. 5 In an embodiment of the system two or more security
images can be associated with a location and each security image
includes coded data providing a different security instruction for each
security image. 10 In an alternative embodlment of the system the mobile
terminal further comprises global positioning system (GPS) location
furfiodXEg asd taapitetiRderhimiagas ftethdicadgpttsao mcleeée®ALY iImage,
Iocaﬁ'an drfade thg sg@&ﬂhmpniméiﬁgag@sswe- B& Aserelingrio geeifBhse to
%% f'ﬂ}e rese Pnjtont ere is provided a security monitoring
comp smg tepg of a%?urlng a digital image of a location in

a 20 monitored site by security personnel using a mobile communication
terimnalmaginigol § meeta; pfe e gsy seeurity o rotoring neessage pegd i mages
O”éB% etuted JRRaqHANGIEIING tRoReh | %”Qﬂﬁoréf#ﬂ‘eéw?r% image

securlt% monitor via a communication network; establi f a location

forth& R terrfii®basdfGh the EQ(Ydlﬂ&'?\gonlt@rmgdrﬁg §ithg Security
venifysigrwbdthen tHolo catoh fadahe nidlyilel tergenal establlshed
coincides with an area proximate a 30 location associated with the

d di Th hod can furth h _
o b L ORI e THAGITEHEn (Pl ud Wi P bRl e mobitle
mdkRbAgaysiEurihe Eacwapsdaeed whoba biveaselibeaidsgosystem (GPS)
mopdesacd site, Thetaioredy €y Peisaniglecaiotatere@viageIofike further
Se%&éﬁgageﬂé eaENCIPGauon @P8 rFIRNEFSIFCUEMLO R "Ehe  security

messa
monitoring message.

According to another aspect of the present invention there
IS provided a security monitoring method comprising the
steps of:

capturing a digital 1mage of a location 1iIn a
monitored site by security personnel using a mobile
communication terminal having a camera;

preparing a security monitoring message based on the
captured image;

transmitting the security monitoring message to a
security monitor via a communication network;

establishing a location for the mobile terminal based
on the security monitoring message; and

verifying whether the Jlocation for the mobile
terminal established coincides with an area proximate a
location associated with the captured digital image.

The method can further comprise the step of providing one
Oor more security images each unique within a security
monitoring system and each associated with a given
location of a monitored site, whereby security personnel
can capture an 1image of the security 1iImage at each
location and transmit a security monitoring message to the
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- 5 security monitor based on the captured security image. According to
another aspect of the present invention there is provided a mobile
communication terminal for 5 communication via a mobile communication
network and adapted for use in a security monitoring system, the mobile
communication terminal comprising: a canfera adapted to capture digital
images, whereby, in use, security personnel can capture a digital image

of IBcK EddVritPanaGe cohameitg@adthelatapt eedosariariitly dmage.
given location; and an application program executable on the mobile

COW&%nrl%aitir? L (r%mlgl%{lﬂ% gpglgfﬁéigg %9‘9? ea%)arpetggntg : % vention there
recognise a Secufity image contaifing coded data ih a_captured image;
and§se tI ¥AGRH image to BeBAdE at |eRNAURIEBR e cd@dddpal  for

prwel@rﬁi_amﬁi;ompnwcirén_g messrdel hasedcomiten Eﬁactsaicmded MOrk and
and Hransait afS?“”FXEBO”'iW n m?éé&?i“ﬁg Sm'i%&PPHgi:];EV%m, the

communication network whereby the _security Con er can ve

whER Len GRS WHRGALT It afiEH RO BEASA 38 the security
monitoring 26anessagadapridibstathcajptatien dikgintal areaagesximatbereby ,

theiﬁiV%%@SaE@Hﬁfi“E? SE@FEMHHéQe-daﬁnémmﬁn‘oﬁfdh%mo'oi'ﬁage of
communicatiop terminal, the lication is fyrther adapted to include. .
o RECR LhNictA08 Aol TN cEPHER, O A uaRaGhated with
se€ur@y veshithPiegthessag@nth an alternative embodiment, the mobile
communiggfionaimieafiBher garogises aseylebaltrosiéoninghsystei®@ mobile
3568%%3&?@%%?6%“‘W@é%%ﬂ%?@onEE%Q”%BEﬁ%%EWEon program adapted
to:
recognise a security iImage containing coded data In a
captured image;
analyse the security 1iImage to decode at least a
portion of the coded data;
prepare a security monitoring message based on the
decoded data; and
transmit a security monitoring message to a security
controller via a communication network whereby the
security controller can verify whether a mobile terminal
location established based on the security monitoring
message coincides with a Jlocation within an area
proximate the given location for the security image.

In one embodiment of the mobile communication terminal,
the application 1i1s further adapted to 1include network
service area data including cell data as location data iIn
the security monitoring message.

In an alternative embodiment, the mobile communication
terminal further comprises as global positioning system
(GPS) module and the application program is further
adapted record GPS location data when the digital image is
captured, and including GPS location data In the security
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adapted record GPS location data when the digital image is captured,
and including GPS location data in the security 6 - monitoring message.
Brief description of the drawings: 5 An embodiment, incorporating all
aspects of the invention, will now be described by way of example only
with reference to the accompanying drawfhgs in which: Figure 1
illustrates an example of a security monitoring 10 system. Figure 2
illuseatetamthexainpieagier security image. Figure 3 is a flowchart of an
example of a security 15 monitoring process. Detailed description: One

en@pgﬁgateg&ﬁ%c“g}ﬁ Wi%q@géyag@mbss 20 illustrated in Figure 1.

The security monitoring system 100 includes a security monitor 110
adapted for communication via a communication network 130 and at least

ONg MAMESSPIMIBHEICai o B puial€rty 2a FPCAJPeRiEsCF MR fention,
terminal 120, 122, 124, 126 has a camera for capturing digital images

an¥ 1 ddaptel to RRMABRREALPRAN thY sed@)y niShitofX8gRteneonly with
copETEVeRtion ReWERE 138 oRHRNRIRIg aisdiiAiRyoiewhi ch-

communication terminal is a mobile phone with a digital 30 camera. Other
devices such as network connected palmtop computers or personal

digtphagsistants (ALAate scaaerasaay Risodfe svitaleuFity monitoring
example described uses a mobile phone with an integrated digital camera

as this is a de?¥8¥ich can be conveniently carried and used by 35

security personnel and is a device likely to already be - 7 carried by

SRy PE PV SRR IR RGPS I tnge.

Figure 3 1s a fTlowchart of an example of a security

monitoring process.

Detailed description:

One embodiment of a security monitoring system 1is
illustrated In Figure 1. The security monitoring system
100 includes a security monitor 110 adapted for
communication via a communication network 130 and at least
one mobile communication terminal 120.

Each mobile communication terminal 120, 122, 124, 126 has
a camera fTor capturing digital i1mages and is adapted to
communicate with the security monitor 110 via the
communication network 130. For example a suitable mobile
communication terminal is a mobile phone with a digital
camera. Other devices such as network connected palmtop
computers or personal digital assistants (PDAs) with
cameras may also be suitable. The example described uses
a mobile phone with an integrated digital camera as this
iIs a device which can be conveniently carried and used by
security personnel and i1s a device likely to already be
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A mobile terminal 120 can be used by security personnel to 5 capture a

digital image of a location on the site. The mobile phone 120 can then be

used to transmit a security monitoring message to the security monitor

110 via a communication network 130. The security monitor is adapted

to establish a location for the mobile termifal-10 120 based on the security
monitoring message and determine whether a location associated with
thecedptardl imagseFor Bkympry sanseduriopmpaitsiady mesddsyeusing prior

incijee declippelatajerdbpgnobile terminal 120, or sending location
data for the message may be obtained from the 15 communication

network by the security monitor. For example the location data may
ideMtifjope k@ nkanfitaadn FveatdreL458Gviemgiaewiddie eahgnnel to
12&at1dwre:aa bel eginplediwiigéheddcadion aeatiiod from tltelesesultta The

ih MAroAES Eébef%ﬂ‘eiﬂ%ﬂ'%é’f ieadO E&obﬂ?’é‘?@ﬂﬁﬁl dsecurity
hence t

e security personnel. The system illustrated in Figure 1 includes
seBlH Y 1155398131914 t0Es. SEGHEdd¥ity THRALQH1- 148 svia a
unicoenwithicaitd eystemediebiskassdi@ted witlhe5 giesulorkyion vbaitor 1is

mo&ﬁi&ﬁﬁ@b&“%B“&‘ﬁﬁH’i‘i %S%Uriﬁéaﬁ%ﬂr”fé@ ey b%’&m@@ aterminal
ggrﬁ gger% e,toa bui Idlng A mobile termi aI 120 can be used b ai/‘nﬁ determine

y ggnr?é? to gpt rEH ] IWﬂgde 8 d@%cmﬁrﬁgﬁe
Thwhﬁdﬂﬂﬁerph@ne hocadaoherfbsasda tetansiiiba Isec@aptured image.

mariteringaRstage hared sadhe mumﬁmmt@? iHg tadesageuridan include
m°ﬂ5t85H8ﬁ"a& Cgénloca - daa‘jﬁ 19530 E‘}%ﬁﬁ%ﬂ”ty '38””0%'?9 sending

message can |nc e mob e terminal 1

exd PpREHRN o SR dﬁPJma:th?jeﬁtﬁ?%@@@orﬁ?ﬁMmcﬁmrﬁ’H@Wﬁ@elIf"om the
35ddzmaniicgitbr molgienernkinaby20.tHe Thessacuiityymoniboriiii-is For

adapied ey et NEeifion data may identify the communication
network cell 142 servicing the mobile terminal 120 which
can be compared with the location 1identified from the
security monitoring message to verify the location of the
mobile terminal and hence the security personnel.

The system illustrated iIn Figure 1 1includes security
images 111, 112, 113, 114, 115. Each security image 111-
115 is unique within the system and i1s associated with a
given location of a monitored site. For example a
security image 111-115 may be placed at each entrance to a
building. A mobile terminal 120 can be used by security
personnel to capture a digital i1mage of a security image
111. The mobile phone 120 can then be used to transmit a
security monitoring message based on the security image
111 to the security monitor 110 via a communication
network 130. The security monitoring message can include
location data for the mobile terminal 120, for example the
location data may identify the communication network cell
142 servicing the mobile terminal 120.



not the location data indicates a location within an area proximate the

given location for the security image. For example, verifying whether the

location of security image 5 SI-1 111 is within the cell 142 servicing the

mobile terminal 120 sending the security message. As each security

image is unique within the system, a locat®n—can be associated with each
security image, for example in a database or look up table stored in

sediny SRPIOE 1Y nedndrioThel W atishs 2daptssibdmapped fydathether or

sugfp@s méwclrdfc%eﬂisﬂ mwmmuatym@raﬁm WEERIYE BBn area
[ﬁg&"’edirﬁﬁetée Rf ‘i%‘c% fg 1he, Seg étyéfé‘é‘ae S image. For

ssage IS base on ok upt cation for e securl Eﬁ/ essag
thiSYBRSR caN‘Prre'rfYE!'b@ c‘ﬂﬁﬁﬂ?@d’ wkRencleeaitdPBsta |sﬁ§8%’r'tﬁ)é image
5 mcﬁ)llelternmual Veéhereitheiestaklichedwbhtion4vingdesy wibntpe the mobile

Cg% h %11 the Sq_%lty ﬁc feSe Uy, Pﬁ%?a%é%ﬁﬁ% med vali)gg each

processed urity monjtor. However If t stablishe

IoCAEHEbtHARRES, |b§aﬁm+ BitRr AR 180Ri0RY5TERY scRuligeation can
imbage, dssothesdairityimibnieachn selicateé thatithageesshige icraaljde In a

angl SEERALL SCHHILY | BISRSULRS: e iemPierEising ai‘rﬁm%éﬁ?‘i'fwg monitor
that the invalid ess irgue to a secu %?brr?ﬁ ach or atte pt to h
10 GBS e sy G ALHC e A SForer 16 ESH bb ARkRnSUCh as
com@é@”v@d Isenge ryd4fted 3 e@seive anlﬂ”&ﬂﬁlysé@cuﬁ@ﬂﬂlﬁht&fmgﬂon itoring
meﬁéggag&orﬁa@rcséﬁ,@aoﬂvﬁar@ appdoatiaryPregrteaNc¥hba dentify the
Xelel op e e e IRharshelinsecuqly ieseage GRS UERBIE D the
ion datd, an rforming any_netessary actions, such as raising an

a|a!9p&rﬁe%c[fmp hBRitRIRHY bEBédﬂﬁf%%%%pemé%u&Rﬁét%mp tgan then
15 pederncanspargeduchiahrating daces contacttgiehespedcyf@ the mobile

SeRMIGERi RLINSITUCHAR ASUIORSPT S8TYRY PERYMMYlocation coincides with
the Ilocation of the security 1iImage then the security
message 1s deemed valid and can be processed by the
security monitor. However i1f the established location

20 indicates a location other than the [location of the
security i1mage, then the security monitor can iIndicate
that the message 1i1s 1i1nvalid and escalate security
measures, for example raising an alarm assuming that the
invalid message is due to a security breach or attempt to

25 sabotage the security system.

The security monitor 110 can be a network connected server
adapted to receive and analyse security monitoring
messages. For example, a software application program can
30 be executed on the server for analysing security message
data, verifying the location data, and performing any
necessary actions, such as raising an alarm. The security
monitor may be adapted to operate automatically to perform
actions such as raising alarms, contacting emergency
35 services, or instructing actions of security personnel.
Such automatic actions may be based on defined rules and
security scenarios. Alternatively the security monitor
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Such automatic actions may be based on defined rules and security

scenarios. Alternatively the security monitor - 9 may be attended by a site
supervisor or security overseer. In this embodiment the security monitor

can be adapted to display security data based on security monitoring

messages to the attendant, for example-o® adisplay, 5 whereby the

attendant can take or instruct any action required. It should be

apprcidied aktendre dy¥tein Fhe bsuRRPERITakE SBRRUGIbYis@verseer .

pefrlfﬁrnt_m@e@ﬁ@b@isn@ﬁﬁetftﬂay d@aﬁtitemaﬁﬂ@ﬁiblwid &9 be adfgted to
information to the attention o tte t for escalatjon and huma -

intgril%%t%:)( if re%%‘l“?%g.' h{e Ioégt%ldgrll d%%%]v%égh i§ iﬁnclu é]gtllnrd?r? sec?gﬁp !torlng
moMRSRAg PfeskRe dItheHERRPARCSHrviceTtEa ¥ AMPHE 10840k og isplay,

thevbeatisity imepes cattenoappedoamo akemnumicaiet natorkany action

S PGS 2RO S Sy LS AP WL P sten nay

locd2fiorr R tELTSe, LAk LRPBEMASHI 96'% (REd REEIRITe 2OMIGitANalysIs
imade Sseguittyimagts|-hutomatdicakbzuran@0 monitgringnfiessageion  to

baged oy iPtRAIGBHY 18P0 e raRTBIGSHReAdPN B4R IRAFBYICASd  human
cell 1?2 can be. included with the message. This data may be embedded

in 1A% ﬁ@é‘%ﬁ&é%@ d p&ﬁ:%%m rning on the mobile phone or included

automatically by the communication network 25 equipment, for example

as Pag of eeravsmicaleinetwai¥cinessageirapededhepihethe  security
m d&ﬁ@%ﬁ%ﬁ"’rﬁgﬁaﬂ% EHTReMRRI PR '%“Ear‘ i‘cdeat%%g PBata. The
read from_the message. 1he Security image network mapping data is then
look@8ab AP cofbardd Rith SeEWChEYn dHtRARSIt sﬁ@ﬂldt?@ mapped onto
appemaied daet iocatine tadar Rudeasdice areas and this mapping data

used to verify whether the mobile terminal Is In a service
area which coincides with a security image location. For
example, a mobile terminal 120 1i1s used to capture a
digital image of security image SI-1 111, when a security
monitoring message based on this security 1image 1is
transmitted data i1dentifying the servicing cell 142 can be
included with the message. This data may be embedded in
the message by a application running on the mobile phone
or 1included automatically by the communication network
equipment, for example as part of a communication network
message header. When the message 1i1s received by the
security monitor this location data can be read from the
message. The security image network mapping data is then
looked up and compared with the location data.

It should be appreciated that location data such as a
servicing cell 142 or base station 132 may indicate a
relatively large area, depending on the network coverage,
and therefore not give a high degree of resolution for
verifying the location of a mobile terminal. It 1is
therefore possible that In some embodiments the security
monitor can only verify whether the mobile terminal iIs iIn



servicing cell 142 or base station 132 may indicate a relatively large area,
depending on the network coverage, and therefore not give a high degree

of resolution for 35 verifying the location of a mobile terminal. It is

therefore possible that in some embodiments the security monitor can

only verify whether the mobile terminaldis #9- 0 the general area of the

security image. For example as illustrated in Figure 1, more than one

sedivety Beagysil2 anga Spf 11hes|SeT18 iy benagged wikii ogxample as

celi IRGstr e gasartheilgoaiéondatadie sesdrtycheosdeind Bessaage SI-
trapgmitted for seqynty ingge;Sl9 115, r%%”@ e teming) %W}%b one cell

the Same as location data’in a security ring message tr Ansmitte

by Hébile terhﬁlnaﬁ‘ﬂ@forcﬁ%ntﬁh@agéQ@Qtﬂmf offtide ¥Brvi@ngsecurity

5 celhd:mimbaag shasiosald isidersifitdtedOfoe Icsator ilela. Hegevesl -5 115

InesSohei Toniartihai! ke abiely IBenhuneRBetRs PRI data in
ent cation of the mobile tefminal an he security Ima

Ioc%hor?ﬁﬁ&' FALY an RPN AarMe TR BambIPRSREELREY, by mobile
mokdtorimgalesdatye foFeecusecls mizge Bidpe15%dcidded Istatioh dataly the

IdesiidiE fAgNCUIArt aelbl4dr INsasee %ﬁﬁﬂ'&?mfa%jd'i@naddentuﬁed in

|nf%rmat|jn such asc Il sector data transmls on power g}ndlcatlon

E IS AT (el s o Rover Sihe TE6 A g ARkt Wil
incifoeblwithéne alth@iontiata tdentBiBbettdretorrélgibs between thélisparity

mqwtvveﬁninatﬁéatiq@da@.@m tbefseﬁhréty imslgglecatgrfiPphal and the

oDl FYPINEIC USRI MNCEHR L PP ILEE atar.

ocation of security imag e such an |n ica
seﬁﬁtre Ssamehyy e!lﬁeﬁth‘é%ﬂ"ll@ SERAEEON PSsnags9e 3d eF theecurity
15 celihdgesenddedbby 115 includes location data identifying an

incorrect cell 144.

10

In some embodiments additional i1nformation, such as cell
sector data, transmission power or indication of whether a
20 mobile terminal i1s In a handover zone 150, 152 may also be
included with the [location data to enable Dbetter
correlation between the mobile terminal location data and
the security 1image Ilocation. For example, a handover
region can be 1i1ncluded iIn the mapping data for the
25 location of security 1iImage SlI-2 112 such that an
indication of the service area being either the cell 146
serviced by base station 136 or the cell 144 serviced by
base station 134 would give a valid location correlation.
Where a handover zone indication can be included in the
30 location data, this may also be checked for a security
message transmitted for security image SI-2 112 such that
any security message for S1-2 112 sent to base station 136
without a handover zone 150 indication would be considered
invalid. As SI-2 112 is located within cell 144 on the
35 boundary of a handover zone with cell 146 1t may be
possible for a security message for SI-2 112 to be sent
with Jlocation data 1indicating cell 144 and not 1iIn a



base station 134 would give a valid location correlation. Where a

handover zone indication can be included in the 30 location data, this may

also be checked for a security message transmitted for security image

SI-2 112 such that any security message for SI-2 112 sent to base station

136 without a handover zone 150 indicatibh would be considered invalid.

As SI-2 112 is located within cell 144 on the 35 boundary of a handover
zohengp\sal 1zenenaydepeodding: e stbaritpaikssdgeliocgtpai2 of the

to helsere Witk famaien dataindicating well 14bandpplieciatkd that it is

h , ' | ' f il ingl
R e ALt o e e Y RS L, R Boterance

indRRed taderatéle bheedbhaRe ko BaklieEbRAIok %o Hee verification

5 venffcatios haolh iHemobite iemlindbloaation Data such as transmission
power may also be used to indicate a position with a cell relative to a
base station, which may be mapped against the location of 10 security

imRGAE FHUSAMAS, sdAARTISSd Qs PRYVRY 108R¥d cikePto e used to
basaditatel 3Gthapaertitynimagetis|-5al1cmlthe sealataVe46to a base

shayld ¢ligreforepl @ppregiptediat iapsiedal HgaimseionRBWejocation of
recgjlred for a security monitoring messafe for SI-5 115 on.the cellélj 4 114 i
bo a se 1S

S VY bATRE5Rr thah MatTEPERIG 14306 KA 9%
staliogatadhrshtissibn towtheakase sablfn tHSkckhendseanky b image
ggsd G digtmuiph befweaskihe r?@tcyiqe arqs for Slp4¢ 1bi4n@ndcﬁl-iﬁéﬁefore be

I m e wnegre m | -NasS fe -
poé |§£i%é%%%§ilit§,ﬂsg£h %E%Iogglgﬁélitigﬁﬁ%ﬁ;%y@gr%'(%—?bs OHEF required

funt@bnAitP QRER Ty nna terhith RRSS598d40Edd Técckd o ifiokhe cell
15 datosndarg @REIcobelitptes terenttharsethity infage S photaptdphddich is

nearer the base station so transmission power data
included with the location data may be used to distinguish
between the service area for S1-4 114 and SI-5 115.

10

20 In alternative embodiments where the mobile terminal has
accurate positioning capability, such as global
positioning system (GPS) functionality, then the mobile
terminal may be adapted to record location data, such as
GPS coordinates, when the security image is photographed

25 and send these coordinates as location data. This data
may then be used to verify the Ilocation of the mobile
terminal. Communication network service area data may

also be used iIn conjunction with GPS location data In some
embodiments, for example iIin an embodiment where the site
30 1s a multi level building and microcells are provided for
each level GPS data may not provide the same level of
location resolution as the microcell data. It should be
appreciated that the location data used may vary depending
on the site and communication network topography as well
35 as mobile terminal capabilities. It should be appreciated
that the security monitoring system may also be modified
based on changes to the communication network topography,
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25 and send these coordinates as location data. This data may then be

used to verify the location of the mobile terminal. Communication network

service area data may also be used in conjunction with GPS location data

in some embodiments, for example in an embodiment where the site 30

is a multi level building and microcells arelgrovided for each level GPS

data may not provide the same level of location resolution as the

midietell gxamnpkhourdsd tipneciabd tfsuthbedcativaluble use@miynication
vapyedQRading 2xethestierddh SOMpTHHEAHOrd fretvmrbxcipmr@pha asite may
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seddt y Monitorin may also be modified ased on c anges
théJEbmrﬁt!meﬁﬁ’dh‘ ﬁé‘ﬁvork‘l@pog‘?&ﬂﬂy pouadaxd@ple a%ﬁﬁlon wathin the

furttemmoelicaadromunéeationknetwork base stations within or proximate a
site may require re-mapping of location verification tables based on
alterations to cell boundaries etc within the 5 communication network. In

sothR eFPB8iImERRABKTEREMasESHERRE cAT98Sa MATIHIS [oded  data
demd)ﬂmbpm roebikieteoathl. 3or tRamplzb tHembeite ievalinal nrayrbeexample

pr%‘r‘féed e ﬂ@ﬂv’t%rﬁn%lﬂwéﬂph%ﬁ N agaptegodrragde alierst & software

portlon af the _coded fr m ured digital i f a securi
R R ?maage 05 e b dte AncHtldr e T the
a sfé@d@dce&ﬁ@mlﬁdi@%r Sentaivibn aghichi gtk M@@ﬂ@te@ﬁaa@d BRCUrity

imggmgad patteyp nexighmbedyidie 1'sepnkaatipn m@géta@le@/ the mpobar code,

ter h ile_te a P Yy P,
e T Bremae ey STaRURE P obhe SlEP Tt e ich can

ms%ctHhEQ‘BPEﬁﬁlnewgedﬁﬂty'ﬁéﬁﬁorﬂ@dmew Hnd“ﬁ‘zir’f"afﬂfé by an

codg Hatzarbhyrive exeauntegl tolR0 ittiedanoldnéseaeity imzrdtoringThe mobile

MegSpRE nYICRAAP adapted to interpret all or only part the
data coded Into the image. For example part of the code
may be iInstructions for preparing the security monitoring
message and part of the coded data may be a warning to
include In the security monitoring message, which may not
be i1nterpreted by the mobile terminal but simply included
in the security monitoring message as message data, for
interpretation by the security monitor.

An example of a security image in the form of a data
matrix card is illustrated In Figure 2. The data matrix
card comprises a sequence of light and shaded areas. In
this embodiment each line of the matrix can be decoded by
pattern matching the Jlight and dark shaded areas.
Alternatively the light and dark shading can indicate a
bit sequence, where each light area of the matrix grid
indicates a LOW data bit and each dark area indicates HIGH
data bit. The mobile terminal may be adapted to extract
the bit sequence from the captured digital i1mage of the
data matrix card and transmit this bit sequence as message
data to the security monitor. Once the security message
has been verified as a valid message based on the location
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be interpreted by the mobile terminal but simply included in the security
monitoring message as message data, for interpretation by the security

monitor. 25 An example of a security image in the form of a data matrix

card is illustrated in Figure 2. The data matrix card comprises a sequence

of light and shaded areas. In this emboditient each line of the matrix can

be decoded by pattern matching the light and dark shaded areas. 30
Altdakaively the ligiresidrddik shagingtan indlaate it sadapitegd to then
Whiaf&@aflré&hr ake ofﬁheltm%gzqgébdc@}di%t@s ?étgwmtlia brand necessary
ea ark area ipdicates atacbi ile termin y

adé%tg!jotg 'extra'%s_ ti%? gﬁﬁgaﬁgncéalfrobnet ‘zdﬁ’)‘ ur%ﬁ digi %F%%glé%?%eby the
35TeRkd heatrbedaiingl M nHeRRIBgscyusREs ke BresBand tptAng message
thebsaraditypmotiier. usdbe seatrityisetdage the beho berifiethge adoes not
vajil mgssqge baged Qo ihrloppiay - 18 datg,ihe iegeawiwmt%mor for
be adapted to then interpret the bit sequence and perform any necessary  _
actlSHEAPEEIARAGE of deldbfhgtREWrSTe HEE BMP hoBle ftfhareauired
anffeendiagha sExTuity fnitoridoessggeedsagd aothpalesdded tHatssending

is thabHie Wha's IMm3eRidesnGoic PaReEq S8 iaNsHIlR] t9fhe 88 thich, in

mogtiltor for inte:Fregi)ation. Thig reduces the amount of data required for
ea EQCurﬁWn i Lt‘fﬁ% fi833tye compared with sending image data,
reducing transmission time and data which, in 10 turn, can reduce costs.

TheHeessressdaie camba meighedhagainst erraauenseiofsitles sushgiehce of

e sienaenly e oA BEOARBANMARG iyses and

seARRYAREABLBaskdR DT (Eaksh it is iintifeRbeher heTi&skiypart of

imae isdockethayoximdtecartanterhel dlocation of the security image,
based on the location 1t 1is identified whether the
security 1image 1is located proximate an internal or
external door of a building to determine which set of
rules to apply. |If the security image is for an external
door and iIncludes door state information which i1ndicating
the door 1i1s open, then based on a rule an alarm may be
triggered and a call to police, a building manager or a
higher security authority may be made. In this case,
where door state information is included, two data matrix
cards may be provided for the door and the security
personnel trained to capture an image of one data matrix
card when the door 1i1s open or unlocked and another when
the door is locked. Mnemonic triggers such as colours or
symbols or location of the data matrix cards may be used
to assist in the security personnel selecting the correct
data matrix card to capture an image of. For example an
OPEN coded card may be placed inside the door and a LOCKED
data matrix card on the outside of the door, so the
security personnel can only capture an image of the OPEN
card and cause an alarm to be raised i1f the door i1s not
locked.
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external door of a building to determine which set of rules to apply. If the

security image is for an external 20 door and includes door state

information which indicating the door is open, then based on a rule an

alarm may be triggered and a call to police, a building manager or a

higher security authority may be made-Inlfiiscase, where door state

information is included, two data matrix 25 cards may be provided for the
dodhnandthe sdopdd perdonneheainsdld baptute ehinabe ofsneadapted to

MajibtigherahetriBe deeilip PEEN Dhiageocknd ape ARG ABENoH® based on
dogt fpdackede Mnemanis, lg0els, such 35 E3PH O IREIS M e rminal
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exdpretdf IGRENeoasodearF orayche hlased indds themdoer afska the route.

LOfED data %@Hﬁ%‘i‘?ﬂ On {Rg QUISIGELOT the, o8 ey §§CUY  security

personnel can only capture an image of the OPEN 35 card and cause an

aldMRNBER Sk dePRADr R - oSy, MeR TkeantehBdarknfg also be
maghviegeamneatiis fdapved-tofyntdrpeett ththsecsdigumatly andpgesrmare being

aciQiipteRsaf OPnrulesrrecexagif cicarpliiied indhe nediledst PRl route
maEY %e prograyrﬂined with a é)atroLroute andan5 1dent|f|ca%on cqde
eallit |

r .

8‘Curity i %’% fof thetSHE M Whed 'Bas%%urihfim%'é) u{aepaure Snd mobile
a seetfinaonigaing Feeskagdd eent dep tadiicaelomaceas afehe the image
pr%ﬁama@@letﬁm/ﬁgié/ t\?(vjﬁbfﬂﬁ?e&eh Cltﬁhif ifﬁ@ﬂ@% di€ benw pepturesdpected code
correct seque e t o t . s y
imégg?e iﬁgz_%pté]rﬁesd tﬁg maobile ?’eg;%glnaﬁgggn%r'iag &%&%ﬁgtigﬁﬂgd&%{?rt the
theSRaY BYid RRYSANAE WhEtheEite R khd AEkE@EERK-coddhsy patrol
noraute the case of amynexpksted dode alesptheted iIn  the security

monitoring message for tracking by the security monitor.

In an alternative embodiment an application on the mobile
terminal can be adapted to decode the coded data and
transmit the security monitoring message based on the

decoded data. For example, 1In a security image may
include instructions for the type of location data to be
transmitted with the security monitoring message. For

example, <coded 1i1nto the security 1Image may be an
instruction to send microcell data as well as GPS data
where the security 1image 1i1s placed i1n a multi level
building. Whereas without this iInstruction the mobile
terminal would only include GPS data as location data in
the security monitoring message.

In an embodiment the mobile terminal 1s adapted to
recognise whether or not a captured image 1S a security
image and automatically send the security monitoring
message to the security monitor. For example, an
application on the mobile terminal may be adapted to
analyse any image captured to i1dentify characteristics of
a security image. For example, distinguish the pattern of
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security personnel to the patrol route error. The patrol 15 route error may

also be reported in the security monitoring message for tracking by the

security monitor. In an alternative embodiment an application on the

mobile terminal can be adapted to decode the coded data and 20

transmit the security monitoring message®ased on the decoded data. For
example, in a security image may include instructions for the type of
locaticiatiatanetyel Xragaitearwitmecraerifriaonitorinbatossagef Far person

examlerwimthﬁ@cwatmmmax bg N ZRringawdonmty sendecurity

migr I dat well PS ata ecur, o) din
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terfMitQNARAGDMRYinciBBBEIPY dald8s I0eafih ik inM@RIZQIRY Mmessage
mondansg treseage 130 o aakédinent the rphblt&)garamal isadagpged red by

(o ¢Fe00als Er‘:tg) r‘EBr%%aPt“ESd DA ISTASCHY g@gefﬂi’s can be

automatical Yy S SeCUI'I monltorlng message_to the drit

mdiMbF'ﬂCoF‘BQan?&QV%ﬁ‘ 361y pl&fo#@ﬁth@%&&b%rnﬂﬁéﬁ%ﬁ?%b and can
adaptetido caridiyaengnysimmagan gapioretitioridegtifnebargesisatdefr acapturing
SegUriydgagpLlor ﬂ%ﬁ@@'e d'si'ngﬁhdiiﬁé’ﬁtteéﬁhlS’éd iﬁeﬁf’at%ﬁ‘éa”gecu rity

card or bar coge from Iﬁé)lcture of a person .and recognise the data m

o BB/ SIS 2Ry oL GRS Shatemb Ao deboRgnaing of a

ima&gEURTIMAalESERADBgNRS Saderity Shiehtofing Messtiges hegasion all

that pedrthre taline S @eihabaurapl i&vrienuir@d@etfﬂw%e%igsag@omelbe sent

to ?ﬁ%th%ﬁ‘ges%?ﬂf &) e%ﬁ“ brﬁegg geanci ﬁWﬁ@'e%égrng ?#PE% and an
ersonnel can avol om It Ing ng monltorlng messages

caﬁ‘tnuﬁwgra edculNg imbhL. Iﬁ%ﬂ%e’?%‘ﬂ%&ﬁlm@rﬁ tfe S]EHWKALY monitoring
message with a security warning In the message data to

trigger an alarm at the monitoring service.

In an embodiment two or more security images are a
associated with a location and each security 1mage
includes coded data providing a different security
instruction for each security image. For example, a first
security 1iImage can 1iIndicate everything 1is 1In order, a
second security 1image can include an 1iInstruction that
security backup 1s required and another security image can
indicate a fire. The security person can capture an image
of the appropriate security image and the security monitor
will respond with the appropriate action when the message
IS received.

An example of a security monitoring process is illustrated
in the flowchart of Figure 3 for a site provided with
security 1Images each associated with a given location.
While on patrol at each location a security guard captures
a digital i1mage of a security 1mage using a mobile
communication terminal camera 310. Location data for the
mobile terminal may also be recorded 315 when a photograph
of a security 1image 1is taken. For example taking a
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10 personnel may be asked a question to trigger sending of a security

monitoring message, such as "Is this location all clear?" an answer of

YES will cause the message to be sent with and all clear message in the
message data and an answer of NO will cause sending of a security

monitoring 15 message with a security-wading in the message data to

trigger an alarm at the monitoring service. In an embodiment two or more
se@Myoanges afeay atdddgel witacoibdanoh &rbesehadingtiamgdor the
20nimades ceded Haia previdipg eotitiaregt saspiboestaedan @aeach  In an
segyibimaga Qi RAmPle. allst spouibmage G0 dedie rcarty sent,
everything is'in order, a_ second security image can include an instructio
thakNdscufitepacRay iheqGrddied aabthed SEakiteIm&rtgantss based on a
indicste adee sEmideqyrifoparedorcan cagwes/ar inageié thehere may be a
appropyi YA CHH j ill n 'qy -
e T Sl O inage

se@ilfly iSRG pRceSE RN atdteFReSowdRireddegurdatsy amay  be
site-papaidiEtlyits usscutihaitn dbesadanbre statatate il adivdiolothtorlocation

Whyle ogatrad 8GRI CHliRAYR SCEHHY Beardeariurgychdigigl iIRge mobile
of a security image using a mohile 35 communication terminal camera
1 ?If&:'aﬁ%#gﬁg f&j}ﬂ%gﬁ%b 8 ?&Hiﬂgl'may also be recorded 315

when a photograph of a security image is taken. For example taking a -

16 TpleotogERPEUIREY trigarigecosking GRS ceprdnatesifordshe mebile recognise
termi e in Vi r .lna iment a
se%%?tr%e'[ss%‘g i§ g%%?ﬁa%_@aﬁ@%@ﬁ k%isgstgp’)gemaglﬁtﬁqmg and not 3?5 i
locdfIBk @atd bEBREEI B aH'R@8sal® séhdFRAdEddon. MBREGer, RhePECUr Ity
thenessagke a sigpifiepatrdelay33awdsssibe capturelod a sa@ily édagsecurity

image. The security monitoring message includes location
data for the mobile terminal and optionally coded data
from the security iImage. The prepared security monitoring
message i1s then transmitted 315 to a security monitor via
a communication network. For example the message may be
transmitted using known messaging technology such as a
Short Message Service (SMS) or enhanced messaging service
(EMS) message. Alternatively a data connection may be
established via the communication network between the
mobile terminal and the security monitor for transmission
of the security monitoring message data.

The security monitor receives the security message 340 and
reads the location data 350 included iIn the message and
any other security message data 355 such as an all clear
message oOr a warning. The security monitor uses the
location data to verify the Jlocation of the mobile
terminal 360. For example by comparing location data read
from the message with security image location mapping to
determine whether the Jlocation data for the mobile
terminal indicates a location within an area proximate the
given location for the security 1iImage 365. IT the
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and sending a security message, location data may be recorded, such

that location data relevant to the location of the security image can be

sent even if the mobile 10 terminal has changed location. The captured

image can be analysed 320 to recognise whether the captured image is a
security image or not 325. Where a captdrédimage is a security image, a
security 15 message is prepared 330 based on the captured security
imdgeatikosecdatamditoidt B3 saje indiedesnofutinh @&a foradmate the
m@@aermipal Wtioa@mmﬁdﬁﬁé@drmth@r@cuw&wﬂ- Theta, then
o 1 dReeH é@gg 524 Sér%é ai“%“ 4oR) 3 5<§ﬂ the security
security moni or Via aco rnunma onne\Nor orexamp
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a Branpessagmh8erica (ShESsagnhasedimeseagingskidcetlfMecurity
m‘%ﬁéﬂﬁ%d%'te@éﬁve%hﬁﬁ@””f‘&“oad‘é@gxgs eglaplis ¥ B€ gata and

commupnication network between the 25 mobife terminal and t curity
mdRET I AR AP RY M Se ity RibNitSHT mRSsgt dat thém' ice 1f
sedirity nsadtor idoeivesabsageuritdatessagadiOakes reaals thareak In or

'00@89639?%%50 '”Q'Hd%‘fﬂéh%m%\%ﬁ@ %é”ys‘étbﬁ'ﬁ riFh’onitor may
messa Eu& an all clear ssa%ror aw rnin
t

sl GRHon TR o o RE RR IS o L e st ions
terﬁfnalmrﬂﬁaté%mpleprgrccﬁ?ipmmigilocmorthgtaq&gaa pdmuwaadalism the

Messaae M SREHILOMagsy0aediguaBaPRIND Kot grtgsminsavheiken of the

ihejagalien daiplor Geamahipciinngycigies AR BR s or  for

area pro Imate the given ocatlon or the securi Yy Image
lochISH FRACR wihRPSSa Rippd®hs pf&d W\%féjm sekQrityRmbbee - In
locatiotihase cesartipd deatidredata tthen skeseduyty pmssegadd ddegedsent a

valdh 37 ppY hRSESHHY  indicating a fire has broken out, a
message may be returned to the security personnel
indicating that the Tfire brigade has been called to
attend. It should be appreciated that these instructions
may be generated automatically by the security monitor 1in
response to analysing the security monitoring message or
alternatively may be controlled by a site supervisor
attending the security monitor, based on the security
data.

Where the location data 1included 1n the security
monitoring message does not coincide with the Ilocation
associated with the security image 365, for example i1f the
location data indicates an iIncorrect network service area
or is outside a tolerance range for GPS coordinates for
the security image, then the security message is deemed
invalid 380. This can trigger further action, for example
an invalid message may cause an alarm to be raised 390.

In an alternative embodiment an 1i1nvalid message may
trigger further action, such as a check with a network
operator to determine whether a network disturbance has



monitor will continue to process the message 375. For 5 example, where

a message is deemed valid the security monitor can continue to analyse

any message data and perform an appropriate action, such as call for

police if the security message data indicates a break in or vandalism. In

some embodiments the security monitor 8y 40 respond back to the

security personnel with instructions or information. For example, in the
cas@ubgandalishethieo Eadirity Phaviae mdyrediRey aghot@iaph bevhich  may
takeacpfife de@agaspinisanFoitedi-PRcecuie RONIY fosecurity image
NSPRY Cf’i%%rgo%%%ogorréo-r%@ﬁ'% 9 pplce J{% 1§ﬁQ°§‘§éL§??§‘?ﬁ'%on itoring
where the security personnel has senta security message indicating a
fird"RESBiken olif@ ARGIAIEYNIYHH flimEaYo B fdapkegertonriiteract

5 indideting shat ovenlivel oegadsnhascierirkalled itoeattend. Wghamiidzel 1y update
apﬁ@&ﬂ%ﬁhatrﬁt%ﬁﬁ Iﬁ?tr“ﬁﬁo“sr@g ke oggergietayianaledly e  area

the security moni sponse to analysing the security monitoring _
mdRapeeF altehPativel)iMA} HeSontbAdFEIN site' QRIRRIEYA AendiRGCUr ity
thenseoukity muitoeSsageoratheiseclind data. 25 Where the location

data included in the security monitoring message does not coincide with

the lpcatjon assqciated with the security image 365, for example if the
10 0ok oS e e BT RS oA schUfee S84 B0 BY 1 fiRGRS do not
tol&eMdd FengR fRIBPS coothielrites fhpthecs@ipileintioe, thestd ty images
?e@ﬁﬁy BRRpage iﬁfgﬁﬁiﬁtwaf@bﬁ% This Cﬂlil lé@gelgélﬂf@eégggﬂﬁ'e mobile
or e i may c rm.Jjo ai =
In gmﬁ_{rﬁa?%%g%_ oéﬁ%jqé%\z(?gﬁ in?éidﬁsﬁ&%%%y{ trig(;%;er ﬁrﬁ%er%‘ﬁ’ the
acHCWOERASBOEHERN AR a PERIGR Wat@?to'@&?éﬁﬁ‘iﬂ@%tlﬁ’éﬂ&“y and
15 netveork destwrbaide/hasodified. Minimal infrastructure change is

required for a site to install the monitoring system as
security images are simply installed in relevant
locations. For example, sticking a data matrix cards to
doors or walls, and programming the Jlocations for each

20 card 1n a look up table or database 1In the security
monitor. Security personnel can then simply be supplied
with mobile terminals adapted to send security monitoring
messages to the security monitor iIn response to
photographing a security image. The security system as an

25 advantage of being easily modified, simply be updating
security i1mages and location mapping, In response to any
site changes or alterations in security procedures.

In the claims which follow and 1in the preceding
30 description, except where the context requires otherwise
due to express language or necessary implication, the word
“comprise” or variations such as “comprises” or
“comprising” 1i1s used in an inclusive sense, 1.e. to
specify the presence of the stated features but not to
35 preclude the presence or addition of further features in

various embodiments of the invention.



- 18 cause a temporary change in service areas which may require

re-mapping for service areas to security image locations and a

re-verification of the security monitoring message. The security monitor

may be adapted to interact 5 with a communication network server to

dynamically update location mapping in rf8ponse to network service area
changes to minimise falsely identifying security monitoring messages as

invalid. 10 It should be appreciated that the security images do not

reguiire isspdwe risal pplyd éarsteotp e Heetsecifityamagps ican simphyplo lication
printed cagds Orfes, andas e moblie, compLnicalon REMOTKIS constitute
indepengerﬁ of the S|?e, the ‘Security monitoring systém can Be
implemeatedsgickly atidals cihde pabibicatified. Mioima infragtactureof  the
ChRgf B SUAEFED R lFradal G RenIpno PSS SRFLHY.

images are simply installed'in refevant locations. For example, sticking a

data matrix cards to doors or walls, and programming the locations for

each 20 card in a look up table or database in the security monitor.

Security personnel can then simply be supplied with mobile terminals

adapted to send security monitoring messages to the security monitor in
response to photographing a security image. The security system as an

25 advantage of being easily modified, simply be updating security

images and location mapping, in response to any site changes or

alterations in security procedures. In the claims which follow and in the

preceding 30 description, except where the context requires otherwise

due to express language or necessary implication, the word "comprise” or
variations such as "comprises" or "comprising” is used in an inclusive

sense, i.e. to specify the presence of the stated features but not to



35 preclude the presence or addition of further features in various
embodiments of the invention. - 19 It is to be understood that, if any prior
art publication is referred to herein, such reference does not constitute

an admission that the publication forms a part of the 5 common general
knowledge in the art, in any country. - 20 2€laims: 1. A security

mo(gitodn system comprising: a security monitor; and 5 at least one

mobld ¥B”tmunication terminal with a camera for capturing a digital
image of a location within a monitored site, said terminal being adapted to
communicate with the security monitor via a communication network and
to dend\aSeeulty oM kP10 Rtk sSYUGEYRseatpIithe bagtured image to
the securiy gseniigrtandnpiviEsed; withtpcation data indicative of a

t inal | tign; ' { i i J tion, -
v ST QI SRR o

monitoF ANgdabtefias verAPHHEMY sdid teAEihERAbCcaliBAeSinGdes dvitd ocation
the loceiibh determioed tromethescapdyredamdgeernA saduriiyg irmonitadapted to

systemegmmigHied trclain R0 Uiy compisingapluraliyRi e6FY via  a

images, each security image unigue within the system and assqciated . .
with a GRERYOLAERR IR Bk Esﬂ@f’wﬁ&eﬁgﬂ BsSSLAly monitoring
10 personhebsagieredashgitalimaddef acaptunitgdmatjecgiea ldcatidineangecurity

transmifs RiSRSENBNED Prepiivted MEPERJY e HE sRrUWiBtaIoNigieassle of a
on the capngtirgdgefgg%/tiﬁnoargg. 3. A security monitoring system as

. 56 a
claimedin claim

wherein the system 1s adapted to determine the

location within the monitored site from the captured

15 image, and the security monitor is adapted to verify

whether said terminal Jlocation coincides with the
location determined from the captured image.

2. A security monitoring system as claimed iIn claim 1

20 further comprising a plurality of security iImages, each

security image unique within the system and associated

with a given location of a monitored site, whereby, 1in

use, security personnel captures a digital image of a

security image at a location, and transmits a security

25 monitoring message to the security monitor based on the
captured security image.

3. A security monitoring system as claimed i1n claim 2

wherein the security monitoring message 1S provided

30 with the Ilocation data during transmission of the
security monitoring message to the security monitor.

4. A security monitoring system as claimed in claim 2
wherein the security monitoring message includes the
35 location data for the mobile terminal.
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wherein the security monitoring message is provided 30 with the location

data during transmission of the security monitoring message to the

security monitor. 4. A security monitoring system as claimed in claim 2

wherein the security monitoring message includes the 35 location data for

the mobile terminal. - 21 5. A security motltoring system as claimed in

claim 4 wherein the location data indicates a location of the mobile

tertindl wheethd iyagaonrktaaptingd. Sys tesecasty mbakoedy sksterglaim 4

as claiygéd e PRIt PBe WNEEaH 106 logaken qaidisaeesnuaica@dtion of the

networllﬁ O%ervlce e art% L%eﬂ %H% a sﬁ%lce H%@% ;?rrn t%e :E%pqle % lg[mlnal 10

7.A securlty monitoring system as claime erein
communication network service data includes servicing cell data. 8. A
se@uritp mgaiteringtsysteonatoleimgd isydaiem’ 46 wokesiméhk ldcati@laim 3,

of the mpRje fatminglds vglie iy £oRRAINT e serdhinggebdadithe twork

the given location associated with the security image. 9. A security
momtoﬁﬁﬁ‘é)‘/%md&t@alhq&i"ﬁ'(féﬁmg 50 whErerBal E&ufﬁflnﬁb% mobile

containeeguuitkedata. 10.A security monitoring system as claimed in claim
9 wherein the mobile terminal is adapted to decode at least a portion of
the7co%§d data and transmit_the 25 securlté onltorlng ssac%%]based 0

the decbdef Gata! 1. ATSELUHR) HEBiitoriig SySterd s EAAITR oA Glain 6
whereinhieg edeurkpem e iRa deathani x ekdoslk 1 3evydagindata includes
monitogaggysipnyassimgdea claim 2 wherein the mobile terminal is

adapted to recognise a security image in a captured image, and

automatically send the security monitoring message to the security_
8. A security monitoring system as claimed in claim 7

wherein the location of the mobile terminal is verified
by comparing the servicing cell data with the given
location associated with the security image.

9. A security monitoring system as claimed iIn claim 2
wherein each security iImage contains coded data.

10.A security monitoring system as claimed in claim 9
wherein the mobile terminal 1s adapted to decode at
least a portion of the coded data and transmit the
security monitoring message based on the decoded data.

11_A security monitoring system as claimed in claim 9
wherein the security image Is a data matrix card.

12_A security monitoring system as claimed in claim 2
wherein the mobile terminal is adapted to recognise a
security image in a captured image, and automatically
send the security monitoring message to the security
monitor.

13.A security monitoring system as claimed in claim 12
wherein the mobile terminal i1s provided with a software
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monitor. 35 13.A security monitoring system as claimed in claim 12

wherein the mobile terminal is provided with a software - 22 application

adapted to analyse a captured image to recognise a security image, and

cause a security message to be sent in response to capturing a security

image. 5 14.A security monitoring systemZa claimed in claim 9 wherein

two or more security images are associated with a location and each
securitppddeaiclgies acagtadta Hovidngly aiferant seqakityed image to

ir;strucmqﬁmé 1h@ segdiy ﬁwgle- Jifmégeee,Cfuriﬁ/rmoni&aLr@esyTéemlélécur ity
claimed j im1 rein mqbile termi urther comprises. globa _
positio?ﬁé%%%é?emt}(l)é §§) I%%ﬁlton't%néﬁ)s aﬁ@ggnd{ltﬁe%%pm%iw aerr%in%?cu rity
is furth&Ma8&pted to include GPS location data in the security monitoring
message. 16.A security monitoring method comprising the steps of:

capturing a.digitakimag lon withj 0 moni iterusing a -
S SRR Y B0 TOTLIEA ARG Sotain o

monitofR§ FEsabW B2 BRRRe SSHE B IMbERgS R AbGidRgsagiated with
locatioa ddtzcaticativarnd aeachinaldocatiobyof saapermimallBtes coded data

transmisiag) e BRAUTY MGTHRARSAEeSSRER 19 RySCGWEL IRPYIa for  each

communlcatlpn network: determining the location within the monitored
site fromt the c‘za%(un’e'ﬁq%eage; and the security monitor verifying whether
the terminal 30 location coincides with the location determined from

15.A security monitoring system as claimed in claim 1
wherein the mobile terminal Tfurther comprises global
positioning system (GPS) location functionality and the
mobile terminal is further adapted to include GPS
location data in the security monitoring message.

16.A security monitoring method comprising the steps of:

capturing a digital 1mage of a location within a
monitored site using a mobile communication terminal
having a camera;

preparing a security monitoring message based on the
captured 1i1mage and provided with location data
indicative of a terminal location of said terminal;

transmitting the security monitoring message to a
security monitor via a communication network;

determining the location within the monitored site
from the captured image; and

the security monitor verifying whether the terminal
location coincides with the location determined from
the captured image.

17_.A security monitoring method as claimed i1n claim 16
further comprising the step of providing one or more
security images each unique within a security
monitoring system and each associated with a given
location of a monitored site, whereby security
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the captured image. 17.A security monitoring method as claimed in claim

16 further comprising the step of providing one or more 35 security

images each unique within a security monitoring system and each

associated with a given location of a monitored site, whereby security - 23
personnel can capture an image of the-se€@rity image at each location

and transmit a security monitoring message to the security monitor based

on the eepseemekcaaty ieRIGEUFE 8aN sétwig nidhitbthiag sesttbd &y image at
claihmﬁ@éra:ﬁla}im%&a’rﬁib&ﬁlinga@f@vidiaaahgfi;ﬁuritmmqgé@thrig Bessaghitoring
with the location data during fransmission of the secyrity monitori
messal 008 MDA M R St B Qe captured
whereif @& Ea&X ity PR@ftoring message includes the location data for

the mobile terminal. 15 20.A security monitoring method as claimed in

laj ' I ' ndi | j f ' .
corm 8 SR SRS RNS, glain 17

as claihB8 IWAARG 1DTSY BhbRGn (REFocatoRtattYs cOIRHARI g message
network iddrvictidata lderaifing a skhavige aleax imghe twabhien iawitioal. of  the

22.A se@B iy MYNIIRHAT FoRINAE ascdaimpd in claim 21 25 wherein the

communication network service data includes servicing cell data. 23.A
security monitoring method as claimed in claim 22 wherein the location of
thelobileseaunkly vaRRES0IRgcomgting thesseakadged ddta willim 17

the giv@herein the security monitoring message includes the
location data for the mobile terminal.

20.A security monitoring method as claimed i1n claim 19
wherein the location data iIndicates a location of the
mobile terminal when the image was captured.

21_A security monitoring method as claimed in claim 18,
wherein the location data 1is communication network
service data identifying a service area for the mobile
terminal.

22_A security monitoring method as claimed in claim 21
wherein the communication network service data includes
servicing cell data.

23.A security monitoring method as claimed i1n claim 22
wherein the location of the mobile terminal is verified
by comparing the servicing cell data with the given
location associated with the security image.

24_A security monitoring method as claimed in claim 17,
wherein each security 1image includes coded data and
further comprising the step of decoding at least part
of the coded data and preparing the security monitoring
message based on the decoded data.
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location associated with the security image. 24.A security monitoring

method as claimed in claim 17, wherein each security image includes

coded data and 35 further comprising the step of decoding at least part of

the coded data and preparing the security monitoring message based on

the decoded data. - 24 25.A security motbring method as claimed in

claim 24 wherein the security image is a data matrix card. 5 26.A security
monitoring method as claimed in claim 17 wherein the mobile terminal is
adggteﬂ_toﬁ@@egrii@g anRATEBrTRpe e RHEPUERS itaad @8d in claim 24
automatically -send the_security, monitoring message }o t ecyrit

montol B 5 LSRG SRR TRty Mgtk bara.

wherein the mobile communication device further comprises global
pogigoningssysiernts PAprfuecicinaijty niberoethesfudiericosapriding kaim 17
ﬁep1%ﬁg¢§ﬂﬁm¥h§Pﬁd@??@”f@?%?ﬁ&?tW%mgﬁﬁﬁ?égefﬁ_recognise a
captured, and_including GPS location data in the security monitorin i
messaﬁ@%AWobﬂ@%?nnﬂJ?]icQtioﬁqgﬁ"Hiﬁﬁpfor'&ﬁﬁﬁurﬁ@&ioﬁ“ﬁé)g.‘at ically
20 molsiEncbmthénicaéion netyorkand toupteyl forassigea decuiye security
monito|Rg F¥siem. the mobile communication terminal comprising: a

camera adapted to capture digital images, whereby, in use, security

personnel can capture a digital image 25 of a security image containing

coddd Batae@dr A3ocinestl Kan Bgivarabbasbnagndckadpeitation claim 17,

prograghetesitablegiethe mebid ecomaviiitatiipoderoinal, thevice  further

applica&i%é)r[?g@én adapéqdogg‘:l positioning system (GPS)
functionality, the method further comprising the step
of recording GPS location data when the digital image
Is captured, and including GPS location data in the
security monitoring message.

28.A mobile communication terminal for communication via a
mobile communication network and adapted for use In a
security monitoring system, the mobile communication
terminal comprising:

a camera adapted to capture digital iImages, whereby,
In use, security personnel can capture a digital image
of a security 1Image containing coded data and
associated with a given location; and

an application program executable on the mobile
communication terminal, the application program adapted
to:

recognise a security image containing coded data
In a captured image;

analyse the security image to decode at least a
portion of the coded data;

prepare a security monitoring message based on
the decoded data; and

transmit the security monitoring message to a
security controller via a communication network
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15

30 recognise a security image containing coded data in a captured

image; analyse the security image to decode at least a portion of the

coded data; prepare a security monitoring message based on 35 the

decoded data; and transmit the security monitoring message to a security
controller via a communication network-- 28 whereby the security

controller can verify whether the terminal location determined from

location defee nelywHitietheeecurifynoasriiphbesageas pigtdely whether
cr?incideswéﬁ at@ﬁmt?gmwiﬂiq@@ﬁga 5 drspePRiR Ee slzhmmlqcmi@atf@bn data
the securijty: image, maopile co nication termin. _Claime _
claim 28,\A€/ﬁv#§r_ein nzé%%plicgﬁgn isgg:f? g?g{a/apterﬁiggéﬁ%ﬁﬁ&é%petv%éﬁsage 'S
service aREQYREGSLIUEMCARa 49 #He 1 IotaGat Hath ivdEhin an area
security ool ingteetsrgay Bleh nialdlattbonmfocatbe teystoaliasy image.
claimed in claim 28, wherein the mobile communication device further

comprises as global positioning system (GPS) module and 15 the _ )
apﬁé)ca‘ho%%dr%n?@%HﬂéFéJd&Bd terphsdsagcalatagd e cdRim 28,

digital intnegeeisrcaioecedappd 1ioaltiting ARS Heatibe datadaptedectotyinclude
MONItOHBYWHPRSEErvice area data including cell data as the
location data in the security monitoring message.

30.A mobile communication terminal as claimed in claim 28,
wherein the mobile communication device further
comprises as global positioning system (GPS) module and
the application program is further adapted record GPS
location data when the digital image i1s captured, and
including GPS location data in the security monitoring
message .



