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CONTROL TO HI DDEN STORAGE AREA IN A DI SK DRI VE BACKGROUND COF Tig ‘MME df]ﬂ
5 The present invention relates to a disk drive and part|cularly t
security. technol ogy using a hidden storage area provided on a.di sk storage
medi um In recent years, particular attention is paid to the information
service systemwhich distributes 10 contentidata such as inages (notion and
still pictures), sound, etc. or prograns fromthe Internet or digital
broadcasting networks. In such a system distributed data is downl oaded to

digital devices including a pergamar e¥ypurerNmtitiIoNnsaved in a storage 15
mediuminstalled on the digital device. Digital devices include a digital

tel evision, a PHFY4TEM SFORIACCESS tGONTRGI STRH)DDEN (BICFAGE AR mne, and
a nobile .reproduction device, etc. The storage nediuminstalled on the

digital device RDISK DRIVE nenory card conprising flash EEPROM or di sk
drive such as a hard disk drive (HDD) or a magnet- optical disk drive (MO
drive). The information servi CBAGKGREUNPUSF TEE INEENTEQGNrity feature for
protectlng the copyright of 25 content data or prograns, especially for
copy The present invention relates to a disk drive and
particularly to a security technology using a hidden
Storagé area provided on a disk storage'medium.
In recent years, particular attention is paid to
the information service system which distributes
10 content data such as images (motion and still
"pictures), sound, etc. or programs from the Internet
or digital broadcasting networks. In such a system,
distributed data is downloaded to digital devices
-includinq a persdnal computer and is saved in a storage
15 medium installed on the digital device. Digital
devices include a digital television, a PDA (personal
digital assistant), a portable telephéne, and a mobile
.reproduction device, etc.
The storage medium installed on the digital device
20 can be a memory card comprising flash EEPROM or disk
drive such as a hard disk drive (HDD) or a magnet-
optical disk drive (MO drive).
The information service system must use the
security feature for protecting the copyright of
25 content data or programs, especially for copy

protection. This security feature includes an

authentication feature which specifies part of storage



protection. This security feature includes an authentication feature which
specifies part of storage 2 nedium areas as a hidden storage area for
perform ng authentication when the hidden storage area is accessed. Wen
an access request is issued to the hidden storage area, the authentication
feature 5 executes an authentication process for determning whether to
permt the access. Conventionally, securityssystens including various

aut henti cati on nmet hods are devel oped for a systemusing a nenory card e.g.
conprising flash 10 EEPROM By contrast, a systemusing a disk drive such

as an HOD pr ovi gesMal | 5 £ SR 11 S o e oS o S PpBlg o

device itsel f), imte security features for the disk drive

itself. The secuifperdtepid¥ ForfAMdreR® HIGi&O WMt dgadred Sidli sk drive

conprises the authentication feature which wuses the specified storage area

on the disk as aadiskkuy. StHaWean £ocdsdl rePidd £t s absassdstd othde hi dden
storage area. Normally, the hidden storage area stores Kkey information

needed for encr)pidded deltsyageé ardd), prloe emstingnt Jduisideyfeatfwremt i on is
used for encrypting or decrypting content data stored in a normal storage
area W t hdut acomescutess rarctawrisent Reareien |proddss atnheite texnimingret hod
enpl oyed for conventional nenory cards etc. uses one type of 25

aut henti cati on prleldrsr to cprinhit ofheli ae®e®s accesses

. Conventionally, security systems including
various authentication methods are developed for
a system using a memory card e.g. comprising flash
10 EEPROM. By contrast, a system using a disk drive such
as an HDD provides various security systems for a host
system (digital device itself), but offers limited
security features for the disk drive itself.
The security feature applied to the conventional
15 disk drive comprises the authentication feaﬁure'Which
uses the specified storage area on the disk as a hidden
storage area and restricts accesses.to.the hidden
storage area. Normally, the hidden storage area stores
key information needed for encryption/decryption
20 processing. This key information is used for
encrypting or decrypting content data stored in
a normal storage area without access restrictions.
Generally, the authentication method employed
for conventional memory cards etc. uses one type of
25 authentication process to enable or disable accesses
to the hidden storage area. Since the memory card has

a limited storage capacity, the hidden storage area



to the hidden storage area. Since the nmenory card has a limted storage
capacity, the hidden storage area 3 is also limted. Normally, a single
aut hentication process is sufficient for the authentication method.
However, a disk drive has a |arge storage capacity. It is possible to -
provide a plurality of 5 hidden storage areas on the disk. If different
aut henti cation net hods can be assigned t© r¥spective hidden storage areas
on the disk, it is possible to inprove the security feature for the entire
di sk drive. BRIEF SUVWARY OF THE I NVENTION 10 It is an object of the

present inventigr tasddngvidedn efderilivg eairdle fathers faatioml urality
of hidden storage areas on the disk and inprove the security feature for

the entire di sk pidaess lis andFidbras Wdih thee aaspestt iddation pedod. 15
invention, there is provided a disk drive including an authentication
system for access coHowdvem fa difsk dtiveademraadige sSWEAJe The di sk
drive conprises: a disk storage nedium having a plurality of access
linmted hidden stapaajey.20 Hr des mugaibiadic Proride aRYERldeLf o
controller which, in response to a request to access_each of the hidden
storage arfeas fruifiden sbarags aseAMAN Jare k- athetieeR$Yn processing

for determ ning access , perm ssion-for each of the hidden storage areas b
25 usi ng specifi%PEhRWR%ﬁqﬁ%ﬁq(ﬂﬁéhﬂigrﬁﬁq (ﬁﬁ?*ﬂﬂ?#¥%° respective y

hidden storage areas on the disk, it is possible to
improve the security feature for the entire disk drive.
BRIEF SUMMARY OF THE INVENTION

10 It is an object of the présent invention to
provide an effective security feature for a plurality
of hidden storage areas on the disk and improve the:
security feature for the entire disk drive.

In accordance with one aspect of the present

15 inventibn, there is provided a disk drive_including
an authentication system for access control to hidden
storage areas in a disk. | ”

The disk drive comprises: a disk storage medium

having a plurality of access limited hidden storage

20 areas other than a normal storage'area; a controller
which, in response to a request to access each of the
hidden storage areas from an external system, performs
authentication processing for determining access
permission for each of the hidden storage areas by

25 using specific authentication information defined for
each of the hidden storage areas; and a read/write

mechanism which performs a read/write operation for



each of the hidden storage areas; and a read/wite nmechani sm which
performs a read/wite operation for 4 the disk storage nedi um under
control of the controller and perfornms a read/wite operation for each of
the hidden storage areas only when an access is permtted according to a
result of the authentication processing. 5 Additional objects and

advant ages of the invention wll be set-fogth-in the description which
follows, and in part will be obvious fromthe description, or nay be

| earned by practice of the invention. The objects and advantages of the

invention may bepLgiAed ihgel heBhA ARhe DRI &t e controller

I nstrunentalities and conbi nat’lions particularly pointed out hereinafter.

BRI EF DESCRI PTl Qi dOp ekt rafe/ERAle 2 /ANE & obdr 43N Nor Ewrcinasorgmnyi ng

drawi ngs, which are’incorporated in and c¢onstitute a part of the

speci fication, 1dddiistiaifye dratismiily ofhérharn rwsrdson s gekntidgeder
with the general description given above and the detailed description of

t he enbodi nment s gasardite iy a sexsadl t @ xfiiaiauthentprdaitiql esradedding.
invention. FIG 1 is a block diagramshowi ng the main part of 20 a disk
drive acc&rding to ahdéhbbonaknebidéctsecapdeadviantageanef obhe Finventieonws
the configuration of a storage area on a_disk according to_ the enbodi nent;

FIG 3 shows a dtidrage et T im dde AsRFNLP B It P HPvishe and

enbodi nment ; . . . Lo
in part will be obvious from the description, or may

be learned by practice of the invention. The objects
and advantages of the invention may be realized and

10 obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which are incorporated
in and constitute a part of the specification,

15 illustrate embodiments of the invention, and terther
with the general description given above and the
detailed description of.the embodiments given below,.
serve to explain the principles of the invention.

FIG. 1 is a block diagram showing the main part of

20 a disk drive according to an embodiment of the present
invention;

FIG. 2 shows the configuration of a storage area
on a disk according to the embodiment; |
FIG. 3 shows a storage content of flash memory

25 ° according to the embodiment;

FIGS. 4 and 5 are flowcharts for explaining

authentication processes according to the embodiment;



FIGS. 4 and 5 are flowharts for explaining authentication processes
~according to the enbodinent; 5 FIG 6 is a block diagram show ng the
configuration of. an authentication nodule according to the enbodi nent;
and FIG .7 is a flowhart for explaining a process of 5 updating
I nformation included in the authentication feature according to the,
enbodi nent. DETAI LED DESCRI PTI ON OF THE +NVENT+ON An enbodi nent of the
present invention will be described in further detail with reference to
the 10 acconpanying drawi ngs. (D sk drive configuration) As shown in FIG
1, this enbodi nent aspueEséaisli gibbbckediagrannphowing thei sk drive 1 and a
host system 2. The disk drive 1 is e.g. a hard disk drive 15 and mainly
perfornms a read/asnfbgupet Hon ot | an raspoasel ca bl oo medidbe faoeeXdind ok
system 2. The host system 2 chiefly conprises a micro- processor and
various applicatila ¢noedimentt card on the disk drive 1, for exanple. The
host system 2 is 20 connected to the Internet 4,.a_digital network, e%c.
The host system 2 hasFéGeaEab$l$t§1@WCH6REI5%Hiﬁﬁplébﬁ%ﬁﬂtadﬁfac?§$g9 nusi ¢
or image data) and _prograps_ distribuied fromihese networks,to the disk
drive 1. FurtheruPeReiRGoinEgERation; LnpHedrdetP ubhh SLACHELTHIPon

feature to decrypl g1ctypLes, 983 L8 A embodinent.

DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the present invention will be

described in further detail with reference to the
10 accompanying drawings.

(Disk drive configuration)

As shown in FIG. 1, this embodiment assumes
a digital device comprising a disk drive 1 and a host
system 2. The disk drive 1 is e.g. a hard disk drive

15 and mainly performs a read/write operation in response
to commands from the host system 2.

The host system 2.chiefly comprises a micro-
processor and various application programs stored on
the disk drive 1, for example. The host system 2 is

20 connected to the Internet 4, a digital network, etc.
The host system 2 has a capability of downloading
content data (e.g. music or image data) and programs
distributed from these networks to the disk drive 1.

| Furthef, the host system 2 is provided with

25 a decryption feature to decrypt encrypted data in the

downloaded distributed data and the security.feature

including a copy protection feature etc. to prevent



downl oaded distributed data and the security feature including a copy
protection feature etc. to prevent 6 the distributed data from bei ng

copi ed. Moreover, the host system 2 has a copy feature to copy content
data read fromthe disk drive.1 or distributed fromthe Internet 4 to a
storage nedium 3 such as a nenory card. 5 This storage nmedium 3 is used as
a repl aceabl e storage nediumfor a PDA- a gmohbile reproduction device, etc.
The disk drive 1 includes a disk 10 as a data storage nedium a head 12 for
reading or witing data to the disk 10, a data channel 13, a disk '

controller 10 ¢HeChiktriBubld Hitaa&Qo&!%%H ngl Bt eldEEPRMe oWer, Thedi Sk

drive 1 also contains nenory such as RAM and al t hough not shown, as

well as the flagRseERistekfz ndRdRr oY Felat@ird e OBy tontenipidagdlae not or
11 fast rotates the disk 10 during a read/wite operation. 15 The head 12

is mounted on areae faom theodishkowrivellle czPdikt rdbetiside £rom whecontrol to
drive the actuator and position the head 12 to a target position (access
posi tion) on thdntiexnet04 The adatterepnmeldiit i35 smoheady \ar memogiyy realrd20
processing circuit and has a decoder feature to input a signal read by the
head 12 fBom t h&hdisslstoraue mestiome 3 tis sssdyed a repi@csalkgiensitodage The
data channel 13 also has an _encoder feature to convert wite data from
the HDC 14 to afresiawdd@rsiagFRA, 'ﬁlé‘qméelZFQPrr&ﬂ%%dzﬁVﬁ%reﬁ%e (e.g.

ATA interface specificatign), betwee
P The dlgk drlve 1 includes a disk 10 as a data

storage medium, a head 12 for reading or writing data
to the disk 10, a data channel 13, a disk controller
10 (HDC) 14, a CPU 15, and flash memory (EEPROM) 16. The
disk drive 1 also contains memory such as RAM and ROM,
although not shown, as well as the flash memory 16.
Under control of the CPU 15, a spindle motor 11
fast rotates the disk 10 during a read/write operation.
15 The head 12 is mounted on an actuator (not shown).
The CPU 15 executes servo control to drive the actuator
and position the head 12 to a target position (access
position) on the disk 10.
The data channel 13 is a read/write signal
20 processing circuit and has a decoder feature to input a
signal read by the head 12 from the disk 1 and restore
this signal to the original data. The data channel 13
also has an encoder feature to convert write data from
thé HDC 14 to an encoded signal. The HDC 14 provides
25 an interface (e.g. ATA interface specification) between
the disk drive 1 and the host system 2 and controls

transfer of various commands and data td the host



the disk drive 1 and the host system 2 and controls transfer of various
commands and data to the host 7 system 2. The HDC 14 contai ns an

aut henti cation nodule 20 associated with the authentication feature
according to this enbodinent. The. authentication nodule 20 is hardware 5
conpri sing speci al -purpose LSI. Mre specifically, the authentication
nodul e 20., as shown in FIG 6, includes- an encryption/decryption circuit
200, a random nunber generator 201, and flash nmenory 202 for storing key
data etc. needed for encryption/decryption processing. 10 As will be

described | ater g/ heneBCr Y RO MMCAY Rldrithiny - idutHid tiza td gl Wodlley of
types of encryption/ decryption circuit sections 200A t hrough 200C The

encryption/ decr ot igdsddifaddd AGh el ke tddidyaGn feathnfe dingiald
of types of encryption/decryption 15 prograns (200A through 200C) an

supply the CPU i WHils tdgariipdeddi.ans. In this case, the CPU 15 executes an
encryption/decryption programto perform authentication processing or
encryption/ decrypti orrh costssermigl catcicar diodple 20iiss drbotvamnt . 20 The CPU
15 is the main control elenment for the drive 1 and perforns authentication
processi n@ r el atostpic irge spesiElpurpase &5h aditing epad flewd/i tide
control and servo control. As shown in FIG 3, the flash nenory 16 is

nonvol ati | e mensuthentigadiion msinke AR iaf han dm &G & Bhclsdiemout

the drive 1 .
an encryption/decryption circuit 200, a random number

generator 201, and flash memory 202 for storing key
data etc. needed for éncryption/decryption processing.

10 As will be described later, the encryption/decryption
circuit 200 has a plurality of types of encryption/
decryption circuit.sections 200A through 200C.

The encryption/decryption circuit 200 can be configured
to store a plurality of types of encryption/decryption

15 programs (200A through 200C) and supply the CPU 15 with
these prbgrams. .In this case, the CPU 15 executes an
encryption/decryption program to perform authentication
processing or encryption/decryption processing
according to this embodiment.

20 The CPU ;5 is the main control element for the
drive 1 and performs authentication processing related
to the security feéture in addition to read/write
control and servo control. As shown in FIG. 3, the
flash memory 16 is nonvolatile memory for storing

25 unique information (drive ID) 160 about the drive 1
needed for authentication processing. The flash memory

16 can be used to store key information etc. needed



needed for authentication processing. The flash nenory 16 can be used to
store key information etc. needed _ 8 _ for authentication processing or
encryption/decryption processing. (D sk configuration) As shown in FIG 2,
this enbodi ment' provides 5 a plurality of hidden storage areas (three
areas 101 through 103 in this enbodinent) in a specified storage area,
e.g., an inner periphery area on the disk e _hidden storage areas 101
through 103 are access |limted special storage areas which are defined by
e.g. 10 setup commands fromthe host system 2. Excluding the hidden

storage areas lo%ogh%%¥g%n%9%ﬁE EBC%%% %eora qdy %1599d%b§§p¥ onfaves
a normal storagearea rage are ree ron1acce

limtations and a?%e of nornal read/ wite operations. 15 Generally,

t he nor mal storaé@ area 0 stores content data (distributed data)

downl oaded fromthe |mMiannelon®iQfuGatWery) the content data is encrypted,

It cannot be used as is and is consequently copy protected. 20 The hi dden

storage areas 101 thraulsht@ dre rIsRd 2,f dhide embdd ingnn gnaitietkscont ent
data or storing key information etc. needed to encrypt content data.

Further, tBe hi ddeplstrendgy afcadidieh tshovage Bi2as nthrde areas flon
storing key information 101A through 25 103A needed for authentication
associated with &bhcesggh 103 in this embodiment) in a specified storage
area, e.g., an inner periphery area on the disk.
The hidden storage areas 101 through 103 are access
iimited special storage areas which are defined by e.q.

10 setup commandé from the host system 2. Excluding the
hidden storage areas 101 through 103 from all storage
areas on the disk 10 leaves a normal storage area 100.
This storage area is'free from access limitations and
is capable of normal read/write operations.

15 Generally, the normal storage area 100 stores
content data (distributed data) downloaded from.tha
Internet 4 etc. When the content data is encrypted,
it_cannot be used as is and is consequently copy
protected.

20 ' The hidden storage areas 101 through 103 are used
for decrypting encrypted content data or storing key
ihformation etc. needed to encrypt content data.
Further, the hidden storage areas 101 through 103
include areas for storing key information 10l1A through

25 103A needed for aﬁthentication associated with accass

requests in the respective areas and areas for storing

unique information (to be described) 101B through 103B



requests in the respective areas and areas for storing wunique information
(to be described) 101B through 103B 9 about the corresponding areas. The
aut henti cati on processing according to this enbodi nent uses the key

i nformati on 101A t hrough 103A, unique information 101B through 103B, and a
drive ID 160 stored in the flash 5 nenory 16. (Authentication processing)
The followi ng describes authentication procgssing according to this

enbodi nent with reference to flowharts in FIGS. 4 and 5. FIGS. 4 and 5
show 10 a procedure for the disk drive 1 and that for the host system 2

D oL by cachaBbUE" tne, B8EEEdobhETng) RELGE! SSTRECOARGERPI chREGRT™L | O OF

commands bet ween® r|ve oSt System e host

system 2 domnloagfoeggﬁiﬂﬁe cc&?ﬁﬁﬂﬁf?éttﬂ?EaeﬁEoﬂlnaﬂﬁ'ﬁsggtﬁﬁefkgy‘the

Internet 4 and Stores i1t~ onto 10 of the disk drive

content data is §ﬁ§6§ﬂatmohh@omﬂreﬁkoﬁ%ﬁr&ggAaraﬁlqﬁeolﬁaotﬂgtﬂbﬁklé@sof
the disk drive 1. It is assuned that the host system 2 decrypts the 20

content data (engnhyghgH UoBB) asgessaditeompt h6odsskredr inetheatilaghpi es it
to the storage medium 3 such as a nmenory card. The host systemissues.an

access regoest iemblkg dbsk drive 1 in order to obtain key information
used for the decryption processing froma specified 25 hidden storage area
(101 in this exanple) (Bantheatication processing)
The following describes authentication processing
according to this embodiment with reference to
 flowcharts in FIGS. 4 and 5. FIGS. 4 and 5 show
10 a procedure for the disk drive 1 and that for the
host system 2 parallel to each other. A dotted line
indicates exchange of information or commands between
.the disk drive 1 and the host system 2.
Here, the host system é downloads encrypted
15 content data (e.g. music data) from the Internet 4
and stores it onto the disk 10 of the disk drive 1.
The content_data is stored in the normal storage afea
100 on the disk 10 of the disk drive 1.
It is assumed that the host system 2 decrypts the
20 content data (encrypted data) accessed from the disk
drive 1 and copies it to the storage medium 3 such as a
memory card. The host system issues an access request
to the disk drive 1 in order to obtain key information
used for the decryption processing from a specified
25 hidden storage area (101 in this example) on the

disk 10. In response to this access request, the disk

drive 1 executes specified authentication processing to



di sk 10. In response to this access request, the disk drive 1 executes
specified authentication processing to - 10 determ ne whether to permt
the access. The following chiefly describes the procedure of the host
system2 wth reference to FIG 4. \Wen the host system 2 requests to read
the drive 5 1D 160 for identifying the drive 1, the drive 1 sends the
drive ID 160 stored in the flash nenory 46 1® the host system 2 (steps Hl
and D1). The. disk drive 1 uses the HDC 14 and the CPU 15 to transfer data
and information to the host system 2. 10 The host system 2 then selects

the hidden storageteghenelfifetRebetracpesmed end hegussls ThHer €adlbryng

I nformati on 101A for the hidden.storage area 101 (steps

H2 and H3). In

response to thi scheégqitgt desbeibesvehé preaddurbeofeyhenhostatiystei02A from
t he specified 15 hidden storage area 101 on the disk 10 and sends it to

t he host system @itht epfEPencehtohBIG.sgstem 2 provi des a specified
decryption function section (encryption/decryption program) with the read
drive I D 160 and key Wheor thei bastOsgsiet 20 reqmestss todeeagdptde driiyee
information (information equivalent to 101B) corresponding to_the hidden
storage. area 18P i8§Peforujdensifyingt kbeadrh¥at lea héndFéH?uﬂeseaééordlng
to this enbodlnent allows the drive 1 and the host SéStGﬁ]Z to maintain

t he common unlquE BnA5LNEt 1Bn158 36598 tRothet £4ASH
informati on 101B

emaRGYt b8 GRi Ghe

host system 2 (steps H1 and Dl). The disk drive 1

uses the HDC 14 and the CPU 15 to transfer data and

information to the host system 2.

10 The host system 2 then selects the hidden storage

area 101 to be accessed and requests.to read key

information 101A for the hidden storage aréa 101 (steps

H2 and H3). In response to this request, the drive 1

reads the key information 101A from the specified

15 hidden storage area 101 on the disk 10 and sends it to

the host system 2 (step D2).

The host system 2 provides a specified decryption

function section (encryption/decryption program) with

the read drive ID 160 and key information 101A and

20 computes {decrypts) unique information (information

25

equivalent to 101B) corresponding to the hidden storage
area 101 (step H4). Namely, the authentication feature
according to this embodiment allows the drive 1 and the
host system 2 to maintain the common unique information
101B without transmitting the unique information 101B
corresponding to the hidden storage area 101 from the

drive 1 to the host system 2. Accordingly, this



corresponding to the hidden storage area 101 fromthe drive 1 to the host
system 2. Accordingly, this - 11 authentication feature ensures high
security without |eaking the unique information 101B needed for the

aut henti cati on procedure to access the hidden storage area 101. 5 Further,
the host system 2 generates a random nunber (pseudo-random nunber) from a
random nurmber generation function section yandom nunber generation
programnm) . The host system 2 provides an encryption function section
(encryption program) with the random 10 nunber and the conputed uni que

information to ﬁ%?ﬁH%ﬁ%iﬁgg{gﬂt£§§%¢géﬁéﬂéﬁf8§ ﬂigﬁ25888£¥9%ggftﬁ8&g't

(steps H5 and Sys en sends genera random

nunber to the-difgaggﬁ%etﬂe(éﬁf ENnebPnbbEofll $618 h¥Eada £HE the

aut henti cation nmodu 0 15 allows an encryption/decryption circuit 200,
e.g., an encrypihPRERELENPLORNpBbEES e SEEt 488e280fnE0RiNBERT 3dra§OA) to

perform encryption by using the generated random nunber and the uni que
i nformati on 101Baredheoaut henti cati on nodul e 20 conputes encryption 20
i nformati on as an operation result (step D3). The drive 1 sends the
conput ed emcryption i Rhpthat} obhet hosheslistemsgsygene2atesep Pdhdomhe host
system 2 conpares its conputed encryption information with the encryption
i nf or mati on obt ahwedeR5 (psendohrandomenumbef) afnemch ranfownaumbér host
system generation function section (random number generation
program). The host system 2 provides an encryption
function section (encryption program) with the random
10 number and the computed unique information to compute
encryption information or an encryption result (steps
H5 and H6). The host system 2 then sends the generated
random number to the.disk drive 1 (step H7).
On the disk drive 1, the authentication module 20
15 allows an encryption/decryption circuit 200, e.g., an
encryptioh/decryption circuit section 200A (or program.
200A) to perform encryption by using the genérated |
random number and the unique information 101B.
The authentication module 20 computes encryption
20 information as an operation result (step D3).
The drive 1 sends the computed encryption information
to the host system 2 (step D4).
The host'system 2 compares its computed encryption
information with the encryption information obtained
25 from.the drive 1. If a match is found, the host system

2 assumes that both perform the same encryption.

procedure and the first authentication processing is



2 assunes that both performthe sane encryption procedure and the first
aut hentication processing is 12 successful (YES at step H9). If no match
i's found, both performdifferent encryption procedures. The

aut henti cation processing is unsuccessful, disabling the succeeding
procedure (NO at step H9). 5 Wien the authentication processing succeeds
for the host system 2, control proceeds tp2authentication processing for
the disk drive 1. This authentication procedure is.explained with
reference to-the flowhart in FIG 5. 10 In response to a request for

random nunber . ggReraion (e e shap! 1oyt emnd hatal lientowaid,on
nodul e 20 of the drive 1 uses the random nunber generator 201 to generate

a random nunber poRer FldPsrah AFEERNARGVTYRITTer procepurids) amheD10). The
drive 1 15 sends the generated random nunber to the host system 2. The

host system prowhdeenitieaicn prcvessunet iien umseridess fudnc diabding ogr am
with the random nunber received fromthe drive 1 and the unique
information comghe ethdoeddiengpadamdiraut ntatc sttiegn H¥ocedure to 20
conpute the encryption information or an encryption result (step Hl). The
host systé&m 2 sends tWien ddmpuaathescicahion RrAeRIBNDEUcEeeds %k drive
1. In the disk drive 1, the authentication nodule 20 rqvi des the
encrypti on/ decr yiits st rsatep @ \Gantrol MROGREET ﬁ%@pqtj}ﬂg?ﬁm and
the unique info&g:géégging for the disk drive 1. This authentication

procedure is explained with reference to the flowchart

in FIG. 5.

10 In response to a request for random number
generation from the host system 2, the authentication
module 20 of the drive 1 uses the random number
generator 201 to generate a random number, normally a
pseudo-random number (steps H10 and D10). The drive 1

15 sends the generated random number to the host system 2.

The host system provides the encryption function
sectioﬁ (encryption program) with the random number
received from the drive 1 and the unique information
computed in the previous authentication procedure to

20 compute the encryption information or an encryption
result (step H11l). The host system 2 sends the
computed encryption information to the disk drive 1.

In the disk drive 1, the authentication module 20
provides the encryption/decryption circuit 200 with

25 the generatéd random number and the ﬁnique information

101B to perform encryption and compute encryption

information as an operation result (step D11).



101B to perform encryption and conpute encryption information as an
operation result (step D11). 13 The authentication nodule 20 conpares its
conputed encryption information with the encryption information obtained
fromthe host system2. If a match is found, the authentication nodule 20
assunes that the 5. authentication processing is successful (YES at step
D12). The disk drive 1 permts the access {gquest for the hidden storage
area 101 fromthe host system?2 and transfers information (key information
needed for the decryption) read fromthe hidden storage area 101 to 10 the

host system 2. 1T NGl pldn®l datfi@niddile 2@ doi@aie®k it Rmibultied S

fromthat for the host system the authentication nodule 20 assunes that

the authenti Ca%h%&yﬁrt(i%ﬁsih’i@:rﬁét‘i‘&%!l%&%hsﬁ:hb eNergbtibap inBbZhathiént hi s
case, the disk drivé. 1 does not permt 15 the access request fromthe host

system 2 for thepthiigddan froar ae ot s¢kteln2shorlt, awhamtchhds found,
encryption/decryption function type (e.g. circuit 200A) of the disk drive
1 matches that thle Gtheattcardoammddullee 20ublseutnesathart rohiehod 20
according to this enbodi nent permts an access to a hidden storage area
(e.g. 101p corr esyrheditrigattd onh grocessipgt iienstecegstiudn (KESceitos teppe.
Accordingly, it is possible to determ ne whether to pernmt accesses in

di fferent authe®li2dati Glrepdicds sadvieorl pgamids tthe apvegsdaeduessd 48 ar eas

101 t hrough 103.
the hidden storage area 101 from the host system 2 and

transfers information (key information needed for the
decryption) read from the hidden storage area 101 to
10 the host system 2. If the encryption information
for the disk drive differslfrom that for the host
system, the authentication module 20 assumes that the
authentication processing is unsuccessful (NO at step
D12). 1In this case, the disk drive 1 does not permit:
15 the access request from the host systém 2 for the
hidden storage area 101.

In short, when the encryption/decrybtion function
type (e.g. circuit 200A) of the disk drive 1 matches
that of the host system 2, the authéntication method

20 according to this embodiment permits an access to
a hidden storage area (e.g. 10l1) corresponding to that
encryption/decryption function type. Accordingly,
it is possible to determine whether to permit accesses
in different authentication processes for each of the
25 hidden storage areas 101 through 103.
Since the unique information 101B through 103B

used for authentication processing is provided for the



Since the unique information 101B through 103B wused for authentication
processing is provided for the 14 hidden storage areas 101 t hrough 103,
each of these areas uses different authentication processing. In this
case, the host system 2 uses the drive ID 160 and the key information 101A
t hrough 103A to conpute the 5 unique information 101B t hrough 103B.
Consequently, it 1is possible to ensure higfysecurity wthout |eaking the
uni que information corresponding to each h|dden storage area. It is
desirable to provide limtation of 10 permtting onIy one access to the

ni or mat i on- Tor BRERSDLFERF AL, SPEFOnT0F obf EReCH: OEr SapTef FAPER NG Y
sends 1t 1o the DPshs*¥sbeMufeslblar LOLALHRIEARILA gfébéégiﬂ encgypt ed

with a randon1nu ransm & aut héntication pr o edure from

the security V'EIM?Q' BhseACEREIL Gt T Qyé’@éﬁ Qnagésnsﬁé dEpedisk1d0 shares
the key information 101A fhrough 103A"and the unique information 101B

t hrough 103B defipedxéor ihberhbhesden 201At enpgegRr 803108 tbkpugh €R3. A
nodi fication may be configured to store the key information 101A through

103A and the unigheghefl dhfetinatidéNlBoLBr tigbudh3Bo0aB. webhsaguéheldyiyve ID

160 in the flash nmenory 16. As an application of this enbodi nent, the

hi dden 25 storafjs posaibl8ltbhenaghelighnseteritgkwibhouh ieéaking the
unique information corresponding to each hidden storage
area. |

It is desirable to provide limitation of

10 permitting only one access to the hidden storage areas
101 thrbugh 103. When the disk drive 1 reads the key
information for encryption/decryption from the. hidden
storage area and sends it to the host system 2, this
information is desirably encrypted with a random number

15 transmitted at the autﬁentication procedure from the
security viewpoint.

According to this embodiment, the disk 10 stores
the key informatidn 1Q1A through 103A and the'unique
information 101B through 103B defined for the hidden

20 storage areas 101 through 103. A modification may be
configured to store the key information 10l1A through
103A and the unique information 101B through 103B as
well as the drive ID 160 in the flash memory 16.

As an application of this embodiment, the hidden

25 storage areas 101 through 103 on the disk 10 can store
key information corresponding to different encryption/

decryption methods or different key information for



key information corresponding to different encryption/ decryption nethods
or different key information for 15 content types. Wen a systemusing the
di sk drive according to this enbodi nent saves content data with different
encryption/decryption nethods, it is possible to obtain key information
for decrypting the content 5 data from any of hidden storage areas.
(Updating the key information and the unique iformation) FIG 7 is a

fl omchart showi ng the procedure for updating the key information 101A

t hrough 103A and the 10 unique information 101B through 103B stored in the

hi dden storage ag e&Q_ltiz]?énghwﬂQé NsyBeedl 8Kid§. thécqosdi agive the

above- nentioned authentication procedure executed between disk drive 1 and

the host systemgeotliih§ B6SHAES &MBdaihenPOShvEYSEEHtEnEadatd WLERSS the
specified hidden storage area 101 on the disk 10 (steps H20 and D20). The

host system 2 rggBestentnéperppt DonABOCE YD BétREAsypitohé pdesilypéi on
nmet hods the disk drive 1 maintains (step H21). This information is

hereafter referred dtbtasin Réyt hnfermaypdbnhofiotrydecrypbingt tba. cdheent
encryption type information indicates the type of the encryption/
decrypti onSnet hodatar from enygrgpt hbddercsprage sreaait 200 in the

aut hentication nodule 20. Specifically, the -encryption type information is
equi val ent to a net hodUprdstipgnther kaypisgpamasind. and the unique :

information)
FIG. 7 is a flowchart showing the procedure for
updating the key information 101A through 103A and the
10 uniqué information 101B through 103B stored in the
hidden storage areas 101 through 103 on the disk 10.
According to the above-mentioned authentication
procedure executed between disk drive 1 and the host
system 2, it is assumed that the host system 2 can
15 access the specified hidden storage area 101 on the
disk 10 (steps H20 and D20). The host system 2
requests information about types of encryption/
decryption methods the disk drive 1 maintains (step
H21). This information is hereafter referred to as
20 the encryption type information. The encryption type
information indicates the type of the encryption/
decryption method for the ehcryption/decryption circuit
200 in the authentication module 20. Specifically, the
encryption type information is equivalent to a method
25 - name or a program hame.
The disk drive 1 sends the encryption type

information indicating encryptiop/decryption method



The disk drive 1 sends the encryption type information indicating
encryption/decryption nethod 16 types.owned by the authentication nodul e
20 to the host system 2 (step D21). The host system 2 identifies
encryption/ decryption nethod types for the drive 1 from the received
encryption type informati on. The host 5 system 2 configures new key
informati on (update information) by using p§ encryption procedure (system
supplied encryption program} corresponding to the nethod to be newy
specified out of those indicated by the encryption type information (step

H22). This new 1 ' [ o] Lipk ' ,COpr esPeRdS a
Q¥§e§é§gﬁegg§§ Pfe éygggﬁggc?ggeﬁnﬁbaame 26" esPeRAShbAtL

hi dden st orage ar speci ost system After the

above-mentioned gykhent bcaktep Bre§edurge hésteggge@hﬁd,iaaﬁtmggbssysten12
sends information 15 (encryption nethod nanme) indicating the newy

configured key i Bheryptien/aseripsienchyphoantppesedvietheedetiypt 10fron
program nane) to the disk drive 1 (step H24). The disk drive 1 receives

t he key infornmatthe récetwetihenbegpbtipat €yp2 andogmatdent hi Thenhoskati on as
20 tenporary information in a specified area on the disk- 10 or in the
flash menoby 16 eysEpmD23ronThgudesknewr key indfbsmattionedupdabenati on
I ndicating the encryption procedure (encryption program having the type
speci fied by theinégrmgyépggmbw usipacihi encaypiies prochrdugesKksystem-in
the flash nennrys%gplied encryption program) corfésponding to the
method to be newly specified out of those indicated by
the encryﬁtion type information (step H22). This new
10 key information or update information corresponds to |
a hidden storage area (e.g. 101) specified by the host
system.
After the above—-mentioned authentication procedure
is reexecuted, the host system 2 sends information
15 (encryption method name) indicating the newly
configured key information and its encryption procedure
(encryption program name) to the disk drivé 1l (sﬁep |
H24). The disk drive 1 receives the key information
_from_the host system 2 and stores this information as
20 temporary information in a specified area on the disk
10 or in the flash memory 16 (step D23). The disk
drive 1 also stores information indicating the
encryption procedure (encryption program) having the
type specified by the host system in a specified area
25 on the disk 10 or in the flash memory 16.

According to the encryption procedure of the

method specified by the information from the host



According to the encryption procedure of the nethod specified by the

i nformation fromthe host 17 system the disk drive 1 conputes tenporary
unique information corresponding to the hidden storage area 101 by using
the new key information and the drive ID supplied fromthe host system
(step D24). 5 Specifically, the encryption/decryption circuit 200 in the
authentication nmodul e 20 performs an encrypton. operation for

conputi ng-tenporary unique information according to the encryption
procedure of the type speC|f|ed by the information fromthe host system

10 More Specificgy ¥end g&pa99£'§£ gnfrxsﬁgagégeEémgafgfy %igﬂét (e.g.

200A) is selecte encryp decr ron citcurt- 2 0 perform

an encrypt i on 0£ﬁfa£ﬁgeloﬁheog9é& SYaLEH Bo2phe  Hadbaketsiugel then 15

perform the af orenentioned aut ent cat1 oh procedure st eps 5 and D25).

At this tine, thgradtDeDtbgahkoRg BRECRENW ReySEArbPRakeyni SHQT FREI ON and
the unique information which aré updated and tenporary ones. The

encryption proceddiget Ypes(ppleeticdrdfl €neruostonygeanypstep pRafuit 200A)
is specified from host system 2. When the encryption. information from the

di sk drives1l corspepifiisaldy} hthef enoxryyptibngtiecsyption2carcoeiti 290t bnt hi s

aut’hentication procedure, the authentication processing succeeds. This

means 25 that ththeosutbenticaiandmoteldi 2R derfermsnanuentyyption
operation for computing temporary unique information
according to the encryption procedure of the type
specified by the information from the host system.

10 More specifically, an appropriate encryption/decryption
circuit (e.g. 200A) is selected from the encryption/
decryption circuit 200 to perform an encryption
operation.

The host'systém 2 and the disk drive 1 then

15 - perform the aforementioned authentication procedure
(steps H25 and D25). At this time, the authentication
procedure uses the key information and the unique
information which are updated and temporary ones.

The encryption procedure type (selected

20 encryption/decryption circuit 200A) is specified from
host system 2. When the encryption information from
the disk drive 1 corresponds to that from the host
system 2 according to this authentication procedure,
the authentication processing succeeds. This means

25 that the host system 2 and.the disk drive 1 mutually

ensure an update of the key information and the unique

information corresponding to the specified hidden



ensure an update of the key information and the unique information
corresponding to the specified hidden - 18 - storage area 101. The host
system 2 requests the disk drive 1 to update new key information and

uni que information (step H26). In response to this, the disk drive 1
stores 5 the tenporary key information and the tenporary uni que

I nformati on respectively as updated final |?§ornat|on I n specified areas
al l ocated to the hidden storage area 101 (Step D26). The authentication
nodul e 20 sets an encryption/decryption circuit corresponding to the 10

encryption proceduyre (encrypti program of the type specified fromthe
host system 2. TREC P%Feﬁﬁ%? &ﬁgd update feature can update t he key

i nformati on 101A thro e f tshriugh 103B
corresponding to the %%@lﬁlg%é asggottr gngezuaryrggfe F(?rl] roug P(lIrgj‘%m cH&a?e
defined at I ls

or I dden st or agE Careas iy ke, Lot itn, (e EaRuETaNIB Rl ot 36t ¥

feature to restogge)the g %%?)oafs R9C tHiegS tfh@ @fis'kn'dtr'l%le at ¥lprals the 20
shi pment of di sk drlve products. In this case, the key information and the

uni que infgrmati @hear@mploiRary NMely dhifeetha tiodMahlde tHec Wenipb rérg\p@iikfue i t
Is desirable to erase Information stored in hidden storage areas at the
time of initialiZaifioathatdonVirespepdadtviely bh8updh¢mﬂhﬁlheﬁ|ﬂMﬁMﬁMﬂhnmm, t he
in specified areas allocated to the hidden storage area
101 (step D26). The authentication module 20 sets
an encryption/decryption circuit corresponding to the
10 encryption procedure (encryption program) of the type
specified from the host system 2.
The aforementioned update feature can update
the key information 10iA through 103A and the unique
information 101B through 103B corresponding to the
15 hidden storage areas 101 through 103 which are defined
| at an initial stage. Accordingly, this can ensure high
security for hidden storage areas on the disk 10.
It is desirable to provide a feature to restore
the hidden storage areas to an initial state at the
20 shipment of disk drive products. In this case, the
key information and the unique information are also
initialized. From the security viewpoint, it is
desirable to erase information stored in hidden storage
areas at the fime of initialization.
25 When updating the relevant key information, the
disk drive 1 according to this embodiment cdmputes

unique information from that key information and



di sk drive 1 according to this enbodi nent conputes unique information from
that key information and 19 updates the unique information correspondi ng
to. the hidden storage area specified by the host system 2. Accordingly,
changi ng the encryption/decryption method enables to change the

aut henti cati on procedure for 5 the correspondi ng hidden storage area which
mai ntai ns key informati on needed for encryqdi Qn/ decryption processing. In
this enbodi ment, the authentication nodule 20 may be configured to store a
plurality of types of 10 encryption/decryption prograns in the internal

flash JTemory 20%,aadea! LW LheaeucXPLLANLdBE" XBELOBERREHE! co20flet O

execute the sel et cryp 'On "~ program

enbodi nent may i gu $ d

aut henti cati on E%ﬁaﬁgﬁ 8 5§gg§har%gmﬁﬁgbgsggégbgr%%?2%?%?0 %e?ﬁ the flash
menory 16 to DQAE86BH§H§ﬂ9“téﬁéﬁb?ﬂ?aﬁﬁeUQH@%?p@iQﬁ?éétB?ptﬁéﬁoﬁétﬂgdt0
the enbodi ment. As nentioned abové hi s enbodi nment can provid

plurality of hiddgapsesr agecnafgs Ret hatHeAkiondidh gebeeaipne PE£N ssion
of accesses in different authenti- cation processing for respective hidden

storage argas. DBhReauseretpbhdingahsydennsusraget heedi wkidhi Meintatnsdi ng
to this enbodi ment can store key information corresponding to different
types of encryptkey/ ifSodmatyphi neededhfds encdyptiorridekeypthbormati on for
processing.
In this embodiment, the authentication module 20
may be configured to store a plurality pf types of
10 encryption/decryption programs in the internal flash
memory 202 and allow the encryption/decryption circuit
200 to execute the selected encryption/decryption
program. Further, the embodiment may be configured so
that, instead of the hardware authentication module 20,
15 the CPU 15 uses a program stored in the flash memory
16 to perform authentication and update processing
according to the embodiment.
As mentioned above, this embodiment can provide
a plurality of hidden storage areas on the disk and
20 determine permission of accesses in different authenti-
cation processing for respective hidden storage areas.
Because of this, a system using the disk drive
according to this embodiment can store key information
corresponding to different types of encryption/
25 .decryption methods or different key information for

content types in individual hidden storage areas.

Accordingly, it is possible to provide digital devices



cont ent types in individual hidden storage areas. Accordingly, it is

possible to provide digital devices 20 capable of ensuring an advanced
security feature. Mreover, it is possible to inprove security for hidden

storage areas by providing a feature of updating key information and
uni que information corresponding to the 5 hidden storage areas. For

exanpl e, the disk drive according to this xbodi nent
card-type or nobile 'disk drive used as a repl aceabl e storage device for

is applicable to a

a

personal conputer, PDA, etc. and.a server storage 10 apparatus used for the

I nternet or LAN 4

1 &1 9pabn 84V NG 28R Sa@PEn8BEi fbsatiepsrabthirel eadily

occur to those skilled in the art. Therefore, the invention in its broader

aspects is not |upréedetp ithesspessibledebaimprond sepueset Bt VRidden

enbodi mrents 15 shown and descri bed herein.. Accordingly, various

modi fi cati ons maytderagederaas byt pdepadihggaf featthhe ospupdétbngskepe of
defined by the appended clains and their
equi val ents. 21 inf¢¥atSofl &nd/BniQue linfodnskidni gercesponding: ta the
di sk-storage nedium having a plurality of access
areas ot he? thanhdddennatobageoangasarea; a controller which,

the general inventive concept as

to a request to

10

15

For example, the disk drive according to this
embodiment is applicable to a card-type or mobile
disk drive used as a feplaceablé storage device for
a personal computer, PDA, etc. and a server storage
apparatus used for the Internet or LAN.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and desciibed herein. Accordingly, various
modifications may be made without departing from the
spirit ér scope of the general inventive concept as

defined by the appended claims and their equivalents.

limted hidden storage
in response



access each of said hidden storage areas froman external system perforns
aut hentication processing for determ ni-ng access perm ssion for each of
said hidden 10 storage areas by using specific authentication information
defined for each of said hidden storage areas; and a read/wite nechani sm
whi ch perforns a read/wite operation for said disk storage medi um under
control 15 of said controller and perforns2a read/wite operation for each
of said hidden storage areas only when an access is permtted according to
a result of said authentication processing. 2. The disk drive according to
claim1l1, wherein 20 each specifi gyt henteetMEm 1 ormation is stored in
a specified storage area on said disk storage nmedium corresponding to each
of said hidden storage arfeaiisi3.drihse dadprirsitry:according to claiml,
further conprising; 25 a nenory device which stores said specific

aut henti cati on i nf or rmtdisk coromsp mbdigin daseicly &f plamiad iHiyddeh astamszge
areas. 1111111121211 1 I | | 11111212 !' I I CL MS 22 4. The disk drive
according to cl diimitedvididslan sdaotagspaicasc odinere fhiagatal eexmalor mat i on

i ncludes unique information defined for each hidden storage area and key

i nformati én for SFARAR idKFNCrypti on

a controller which, in response to a request to
access each of said hidden storage areas from an
external system, performs authentication processing for
determining accéss permission for each of said hidden

10 storage areas by using specific authentication
| information defined for each of said hidden storage
areas; and

a read/write mechanism which performs a read/write
operation for said disk storage medium under control

15 of said controller and performs a read/write operation
for each of said hidden storage areas only when |
an.access is permitted according to a result of said
authentication processing.

2. The disk drive according to claim 1, wherein

20 each specific authentication information is stored
in a specified storage area on said disk storage medium
corresponding to each of said hidden storage areas.

3. The disk drive according to claim 1, further
comprising;

25 a memory device which stores said specific

authentication information corresponding to each of

RO O R0 O

said hidden storage areas.




5 information including said unique information. 5. The disk drive
according to claiml1l, wherein specific authentication information includes
uni que information defined for each hidden storage area, key information
for generating encryption 10 information including said unique information,
and a drive ID for conputing said unique information by neans of
decryption processing conmmon to each hi ddem2 storage area through the use
of said key information. 6. The disk drive according to claim4, wherein

15 said controller includes an identification nodule for executing said

i dentification processi nginsahfsi doHdd | £add U AP RY NIk O, Miwriersdigri f i ed
encryption operation by using a random nunber and 'said unique information

20 corresponding to aeddhldesesi i @ga Rt 1@ thiom clessath t icienidsearigk key
i nformati on and said random nunber to said external systemin order to

conput e i nf or matuminquee din et idro e ichadhi fipre dadloiniridenn;stcaeryeres an
encryption result using information 25 equivalent to said random nunber
and sai d uni que ared canhtlkey Infonnssi ibrexfar enenedtiony enarypdripar es an
encryption result fromsaid external i iilllll U il Tliiil 111111, 23
system wi th an eirfogmatoion dndludingm saidl Wwhikusptinfermpdiate and perforns
determ nation processing to permit_ an access_to a hidden storage area when
a match is 5.7 The disk drive according to claim 1, wherein
épecific authentication information includes
-unique information defined for each hidden storage
area, key information for generating encrfption
10 information including said unique information, and:
a drive ID for computing said unique information by
means of decryption processing common to each hidden
storage area through the ﬁse of said key information.
6. The disk drive according to claim 4, wherein
15 said controller includes an identification module
for executing said identification processing;
said identification module
performs a specified encryption operation by
using a random number and said unique information
20 corresponding to a hidden storage area to be accessed;
sends said key information and said random number
to said external system in order to compute information
equivalent to said unique information;
receives an encryption result using information
25 equivalent to said random number and said unique

information from said external system; and

compares an encryption result from said external

i




found and to reject an access when no match is found. 5 7. The disk drive
according to claim®6, wherein said identification.nodule generates a
random numnber or a pseudo-random nunber and sends it to said external
system 8. The disk drive according to claim5, wherein 10 said controller
I ncludes an identification nodule for executing said identification
processing; said identification nodule per&grn& a specified encryption
operation by using a random nunber and said unique information 15
corresponding to a hidden storage area to be accessed; sends said key

information, sai ' i &3;& e rpLefelps) lc.}._ntﬁr ot &5 %ﬁ%@'ﬂ@
system recei veséba%éelﬁ/n?rl-yt% iﬁ%rngs 1"t ]TO?Qm sé{l . extoer%al system vmgn sai d
external systemarfd i d YPdirnd dAQ M BRASTYM P réddis SR K Permit
informati on and said drive ID to conpute information equivalent to said

uni que i nfor matdpn sk Pard A H A HIoRigeO R aReidrom Uittt isai d
I nformati on and said random nunber; and conpares an encryption result from

said external' sy dminty tdejprcterat Widews misan tind mabcniis efaamdt i on
device and perfornms determ nation processing to permt an access to a
hi dden st & age area when Bhersdidk idrive idd¢oridilid 1td |ddim 16,1 WHerdin | L
24 found and to reject an access when no match is found.
said identification module generates a random
number or a pseudo-~random number and sends it to said
external system.
8. The disk drive according to claim 5, wherein
10 .  said controller includes an identification module
for executing said identificafion processing;
said identification module
performs a specified encryption operation by
using a random number and said unique information
15 correspohding to a hidden storage area to be accessed;
sends said key information, said drive ID, and:
said random number to said external system;
receives an encryption result from said external
system when said external system performs decryption
20 processing using said key information and said drive
ID to compute information equivalent to said unique
information and performs an encryption operation using
said information and said random number; and
compares an encryption result from said external
25 system with an encryption result from said encryption

device and performs determination processing to permit

an access to a hidden storage area when a match is

* c L L} s *




9. The disk drive according to claim4, wherein said controller updates
said key information and said unique information in response to an update
5 request fromsaid external system 10. The disk drive according to claim
5, wherein said controller updates said key information and said unique
information in response to an update request fromsaid external system 10
11. A nethod of an authentication for ascegg <ontrol to hidden storage
areas in a disk storage nedium said nethod conprising: performng

aut henti cati on processing to determi ne access permssion for each of said

hi dden- st or age #o@ad ahd By wehegtShachticesauihent heanherhi AEOEGRhEON
defined for each of said hidden storage areas when an external system

requests an access t®.cadheoldisd drividercodidihagecaidadm andwherkdnm ng a
read/ wite operation for each of 20 said hidden storage areas on said disk
storage nedi um only saieh contaoddexr vpdades tsadd &eya imdouina tdbns and

aut hentication processing. 12. The nmethod according to claim11l, wherein

each specific asaighundgmeoinfptoationoin respoase 25 ani ypdatef or mati on

defined for each hidden storage area and _key information for generating

encrypti o® i nf GeeSiSén fren Saildy exdiednadi §ystemf-ormation; I1EIIj 111111

[Py 12121 it Tii( L , . ) ) )

10. The disk drive according to claim 5, wherein
said controller updates said key information and
said unique information in response to an update
request from said external system.

10 11. A method of an authentication for access
control to hidden storage areas in a disk storage
medium, said method comprising:

performing authentication processing to determine
access permission for each of said hidden storage areas

15 bylusing specific authentication information defined
for each of said hidden storage areas when an external
system requests an access. to each of said hidden
storage areas; and

performing a read/write operation for each of

20 said hidden storage areas on said disk storage medium
only when an access is permitted as a result of said
authentication procéssing.

12. The method according to claim 11, wherein
each specific authentication information includes

25 unique information defined for each hidden storage

area and key information for generating encryption

information including said unique information;

* < L M H *




25 - said authentication processing perforns a specified encryption
operation by wusing a random nunber and said uni que i nformation
corresponding to a hidden storage area to be accessed; 5 sends said key

i nformati on and said random nunber to said external systemin order to
conpute information equivalent to said unique information; receives an
encryption result using informati on equivakent to said random nunber and
said unique 10. information fromsaid external system and conpares an
encryption result fromsaid external systemwth an encryption result from

said encryption dews%‘icf‘%ﬁ?@ﬂ%dﬁi% ‘i{x‘gd@éi@@ processing to permt an

access to a hidden storage area en a match 1s 15 found and to reject an

access when no mat ch gey £ a shecifiedRMad RGN Gptadtdon dyn 11,
wherein specific authentication’information includes unique information

defined for eachdindfen reindoad umdeda anke\said enirRiueoinfermgeionat i ng
encryption 20 information including said unique information, and a drive

| D. for conputi ngoaadedpondiume itof @ MHEidden Btomemnarela decbepicaespredsessi ng
common to each hidden storage area through the use of said key

informati &n; sai d autdeads eatidrkqy dosSwinat 250 pd @aisl Langeon hivader
encryption operation b usi ng a random nunber and sai d unique information
correspondi ng t & &ﬁl&@xtﬁr@adgém tig prdagcdesegmpute information

equivalent to said unique information;
receives an encryption result using information
equivalent to said random number and said unique
10. information from said external system; and
compares an encryption result from said external
system with an encryption result from said encryption
deﬁice aﬁd performs détermination processing to permit
an access to a hidden storage érea when a match is
15 found and to reject an access when no match is found.
13. The method according to claim 11, wherein
specific authentication information includes
unique information defined for each hidden storage
area, key information for generating encryption
20 information including said unique information, and
a drive ID for computing said unique information by
means of decfyption processing common to each hidden
storage area through the use of said key information;
said authentication processing
25 performs a specified encryption operation by
using a random number and said unique information

corresponding to a hidden storage area to be accessed;
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SPANPTi L 22222200000 TEEEr 1 111l L MS 26 sends said key i nformation,
said drive I D, and* said random nunber to.said external system receives
an encryption result fromsaid external systemwhen said external system
performs decryption 5 processing using said key information and said drive
ID to conpute information equivalent to said unique infornmation and
perfornms an encryption operation using- s&ed -nformation and said random
nunber; and conpares an encryption result fromsaid external 10 system
with an encryption result fromsaid encryption device and perforns

determ nation procesgihdst9aPErkdy iRPoPREES6N | Os&idi dEibve SIDf aged ar ea when
a match is found and to reject an access when no match is found. I!'I10O
111111 1Hij I 11344 | fanddh ndmser to said external system;
receives an encryption result from said external
system when said external system performs decryption
5 proceésing using said key information and said drive
ID to compute information equivalent to said unique
information and performs an encryption operation using
said information and said random number; and
compares an encryption result.from said external
10 system with an encryption result from said encryption
device and performs determination processing to permit

an access to a hidden storage area when a match is

found and to reject an access when no match is found.
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