wo 2014/145431 A1 [N 00RO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date
18 September 2014 (18.09.2014)

(10) International Publication Number

WO 2014/145431 Al

WIPOIPCT

(51) International Patent Classification:
G06Q 99/00 (2006.01)

(21) International Application Number:

PCT/US2014/030197

(22) International Filing Date:

17 March 2014 (17.03.2014)
(25) English
(26)

(30)

Filing Language:
Publication Language: English

Priority Data:
61/801,334 15 March 2013 (15.03.2013) Us

Applicant: SOCURE INC. [US/US]; 419 Lafayette Street,
6th Floor, New York, NY 10003 (US).

1

(72)
1

Inventors; and

Applicants : MADHU, Sunil [US/US]; 419 Lafayette
Street, 6th Floor, New York, NY 10003 (US). PAL-
LOTTI, Giacomo [IT/US]; 166 Scholes Street, Apartment
1B, Brooklyn, NY 11206 (US). ROMANO, Edward, J.
[US/US]; 13425 Whitechurch Circle, Germantown, MD
20874 (US). CHAVEZ, Alexander, K. [US/US]; 1425
Garden Street, #04, Hoboken, NJ 07030 (US).

Agents: LAZZARA, Michael, D. et al.; K&L Gates LLP,
K&L Gates Center, 210 Sixth Avenue, Pittsburgh, PA
15222-2613 (US).

74

(81) Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

(84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(54) Title: RISK ASSESSMENT USING SOCIAL NETWORKING DATA

1.
SOCURE

702

706 SOCIAL 724
BIOMETRICS .@
708 704\( ]f722 726
vou YOUR

— CONNECTIONS [

710 728
23
APPLICATIONS
f732 /.734 r736 /-738 r74o
4, 5. 6. 7. 8.
FACEBOOK TWITTER LINKEDIN GOOGLE* OTHERS
FIG. 7

(57) Abstract: Tools, strategies, and techniques are provided for evaluating the identities of different entities to protect individual
consumers, business enterprises, and other organizations from identity theft and fraud. Risks associated with various entities can be
analyzed and assessed based on analysis of social network data, professional network data, or other networking connections, among
other data sources. In various embodiments, the risk assessment may include calculating an authenticity score based on the collected

network data.



