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           Figure 2 

Storing a link key in a first Bluetooth enabled apparatus having a first Bluetooth 

device address (BD_ADDR1) 

Storing a partial link key in a second Bluetooth enabled apparatus having a second 

Bluetooth device address (BD_ADDR2) 

Receiving, by the first Bluetooth enabled apparatus, a first user verification 

information and storing a first user identifier 

Associating the generated link key in the second Bluetooth enabled apparatus with 

BD_ADDR1 
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202 

Associating the stored link key in the first Bluetooth enabled apparatus 

with BD_ADDR2 

Establishing a secure Bluetooth connection between the first and second Bluetooth 

enabled apparatuses using the link key 

Receiving a secret key by the second Bluetooth enabled apparatus 

Generating a copy of the link key in the second Bluetooth enabled apparatus using the 

stored partial link key and the received secret key 

Sending, from the first Bluetooth enabled device to the second Bluetooth enabled 

apparatus, the first user identifier 

Sending the first identifier to a verification authority in communication with the 

second Bluetooth enabled apparatus 

Determining, by the verification authority, whether the first user identifier is 

authorized to use the first and second Bluetooth enabled apparatuses 

receiving, by the second Bluetooth enabled apparatus, a verification status message, 

wherein if a successful verification status message is received use of the Bluetooth 

enabled apparatuses is allowed, and if an unsuccessful verification status message is 

received the use of the Bluetooth enabled apparatuses is denied 
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