;e3ey@z<6T@ | DENTI TY- BASED DI STRI BUTED COVPUTI NG FOR DEVI CE RESOURCES

"FI ELD OF THE | NVENTI ON The invention relates generally to conputer systens,
and 5 nore particularly to conputer resources. BACKGROUND OF THE | NVENTI ON
In early personal conputing systens, application program10 15 had to be
programmed wi t i oeaashadendin Yt 1@&% HoRTaRY GOR DRV RESIURCES
application to use such evl ces. ex anple I n order to print to a
particular printer, a word prQge know how to print to
the printer, and general ly suBSEEe h supported printer.

Al ternatively, printer woul d supply drlvers mnth it for the nost popul ar
programs. The %%%rl%%ﬂano%oﬁ?iﬁﬁ?% SERRT Pt bYr 5P EFPRESF nFYRREMPr 0tPEAmM as
to which printer was connected to the personal conputer. Contenporary

oper abi ngneyeteast saehansy Mer oemput§¥ ndessupeess provi ded devel opers with
a way to interface applications with such devices regardl ess of the
specific device driver needs and requirenents. For exanple, wth the

M crosoft W ndows operating systema user or the device tells the operating
system which printer (or preatREROUNS OPNTRE!ERNVERften which any
application is able to conmunicate wth the printer ariver via the

operating SyStfﬁneé§l§-ﬁgfgéﬁalt@bﬁﬁﬁefﬂﬁi§§sﬁeﬁs, application program

had to be programmed with knowledge of various computing

10 devices in order for the application to use such devices. For
example, in order to print to a particular printer, a word
processing program had to know how to print to the printer,
and generally supplied a driver for each supported printer.
Alternatively, a printer would supply drivers with it for the

15 most popular programs. The user had to configure each program
to inform that program as to which printer was connected to
the personal computer.

Contemporary operating systems such as Microsoft Windows®

provided developers with a way to interface applications with

20 such devices regardless of the specific device driver needs
and requirements. For example, with the Microsoft Windows®
operating system a user or the device tells the operating
system which printer (or printers) is connected, after which
any application is able to communicate with the printer driver

25 wvia the operating system. As a result, to accomplish
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 printing, application prograns generally only need to deal with a set of
standardi zed printing functions provided by the operating system The
enormous benefits of such an abstracti on cannot be understated, e.g., this
abstraction 5 enabl es any one of thousands of software prograns to interact

w th any ho rj n of her [ it t he
program r%l{:/&ﬁfgirtl% k%f?%?g%?lﬁeﬂ?%@%g%%p%ér%r %ey d%]?g%rgg%%o%\% {%%%ipri nt er

i n advance, M crosoft_Corporation's . NET techpol o rovi des.a_10 somewhat
Simlar (Y o SBst7Ect FORIT R e iy T b s CLemp g S dad &Y | Fie
general, with . NET technol ogy, any .NET capable program on any device can

i nteract WPFRE S FYSLLMAL a ’(leil% PP S Jeenakheraehaed s@r vi ces. Because
of the schematization, the prograns do not need specific know edge 15 about
t he det aidlsstofadthiodn deannote. e , undechtated, to. de, sthhiedehatpropidrtary file
formats, but rather only needs to be able to deal with (read and wite)

dat a Bor nmmidieteacaof dhg ¢ tteuind®ref ofo f heaBe herdsran¥ t to . Nderact
technol ogy, a user's (or other entity's) 20 identity controls access to the

central | Ve g} Ntk 034 3 hSudandS &ﬁeﬁsrmef@eaﬁd/é\ﬁom@@m&@wég,e keep
his or her electronic mail data centrally stored (e. g., on the Internet or

an int rar{?itého@@dcﬂggé‘r %ﬁ%é\?ﬁ{%d@é AecrYdi {&? olgigr\b{]%gx?%ﬁﬁi/%?ethét any
time, fromany devi ce capabl e of connecting to - t he ernet or an
i ntranet %’}:gaizg\/iaq;go %pr o\?r am C@%gbl e oé interacting with the . NET | nbox
servi ce. BT et T 1R 8- Usetf t3 68U el y match the user with the
appropri ate data. , )
Microsoft Corporation’s .NET technology provides a
10 somewhat similar type of abstraction regarding a user’s or
company’s data. In general, with .NET technology, any .NET-
capable program on any device can interact with a user’s data
via centralized schema-based services. Because of the
schematization, the programs do not need specific knowledge
15 about the details of that data, e.g., which used to be stored
in proprietary file formats, but rather only needs to be able
to deal with (read and write) data formatted according to one
or more of the schemas.
With .NET technology, a user’s (or other entity’s)
20 identity controls access to the centrally-maintained data,
e.g., a user may use a .NET Inbox service keep his or her
electronic mail data centrally stored (e.g., on the Internet

or an intranet), and then access that data via the .NET inbox

service, at any time, from any device capable of connecting to



'Users can also controllably allow access to data by other 5 users, e.g., a
user can selectively nmake certain business contact information available to
busi ness associ ates, make personal contact information available to
friends, and so on, based on the others' identities. Wile .NET thus

provi des Eﬂ%”fﬂ@&%ﬁe?%%‘QQSEH&’&HSE'éédl 2t PndSE" Bx §9Q8a95§§bfé‘d pt her
entities, the centralized service and centtatized HaPa are h particul arly
concerned, with how a user uses various devices and tgose deyiceg' .

r esour cest M ERFAekEP | B CetiC e NET cARRYX S BEY E0Ral  TORPUEEF  EndIPRELEY
personal conputer have, for quite some tine, been 15 able to directly
synchr oni 2 Weh ePeSamstpty . mabchntlaeteper WwhEHr thenpePbvghriatandehdr way
to keep such data synchroni zed, although indirectly, wthout needing

speci al i Zégemsdcan opl$et erytsghtapbni abl vwnapreys anse. débaekher otkeen with

. NET, a user cannot easily use one 20 device to access the resources of
anot her deyéce, sugh, as hi®etis€ah heeToOtPiN &g nakercestai ageusbaagwi dt h,

i nput and out put mechani sns, prograns and/ or other resources of one device

on behal foof 200t NRFoARYE £En EvBilabPe PESTOEA R SONRLES-PLL BT tREREVI ted
task on the nore powerful device. Wiat is - 3 needed i s a common,

consi Stefcléeﬁl@c%(néf’ ESTRLEL Y1 SESERYEL ”9v§¥?a9k§feCQHDHHQﬂdé?SQH&C% gﬂ,
ut'ing devi ces or

vari ous onp 0 one anot her Cross-resource usage.

SUMVARY THE | NVENTI Briefl t he. present invention provides a system
and nethgééﬁ%) ¥t sk %eé?%%r%ndl%%%E+Fb$ﬁg conputing resources avail abl e at
various conputing devices associated wth an identit and for exposing

t hose resourcé@h%%eséN@TcE§u¥h@¥°VideS tremendous dagé—based benetfits

10 to users, companies and other entities, the centralized
service and centralized data are not particularly concerned
with how a user uses various devices and those devices’
resources. For example, devices such as a personal computer
and pocket personal computer have, for quite some time, been

15 able to directly synchronize with one another. To an extent,
.NET technology is another way to keep such data synchronized,
although indirectly, without needing specialized and
proprietary synchronization programs.

However, even with .NET, a user cannot easily use one

20 device to access the resources of another device, such as to
use the computing power, storage, bandwidth, input and output
mechanisms, programs and/or other resources of one device on
behalf of another device, e.g., to perform a complex or

better-suited task on the more powerful device. What is



.10 are addressable by software prograns, such that prograns on the devices
can | everage anot her device's resources. The device services are
identity-based, in that a device owner's devices discover each ot her and/ or
ot her devi ces accessible by a user based on the owner's or other user's
Identity.p %év\{ drides. - hazed, Oé‘oﬁgfé‘ééﬂé’ iy AEY 1 £EOVBEY é?éc@@é‘l”%ﬁ&rat or)
can contro at ot her users and other devrces can everage t

resour ces_of each ommgd # . é ng % g

resour ces *Rﬁﬁ?rﬁﬁmﬁﬁel?%rr%ﬁﬁﬁﬁﬁ%ﬁ ¢ ev§fo9%@ec%%p% ﬁ%%i??vo? The® d&f ces,
bandw dt h, processi ng power ., the CPU and RAM capabilities), input
nechanlsH%H%EEP¥W§QEMEF°$%nﬁ%??%%F%hﬂs%ﬁﬁer out put mechani sms and net hods
(e. g., screens, printers and audi o), and progranms. A device is thus
abstracted into its resources, which are then programmatically - 4
addressabl e from other devices in a conposible fashion (e. g., the renote
resoubces may be defined in SIRMNARYWOF MHE INVENTION in turn, conprised of
smal | er resources contained within the larger definition of the resource) .
I n other wordsgri&flp, davé GesSeddnpalivenPide prodidédtLl ygeah ghatributed
conput i ng nodel, various aspects of each participating device are

abst ract eg @h B S08FEEPAG Rl Vol 55001 Sortbot 0 N deviges. A

uni fied |dent|ty base chanlsnrdlscovers renote resources on
t he devicg, gﬁ%eof one or._nore f& &; onsr tentéye%escrlbeg t he

avail ar us COITI
renote resources on d%vrce o SeLUTT T Ioms t he

owner of the device to control mho h access to mhlch resources,. and to

what ext efen AT teffedp?%‘se?ffp‘?srﬁfe%t? € JeRFPHLT S RFpERT WL SDI Bt ons

10 are addressable by software programs, such that programs on
the devices can leverage another device’s resources. The
device services are identity-based, in that a device owner'’s
devices discover each other and/or other devices accessible by
a user based on the owner’s or other user’s identity.

15 Further, based on identity, a device owner (or administrator)
can control what other users, and/or other devices can
leverage the resources of each owned device, as well as to
what extent.

Computing resources may include, for example, the storage

20 capacity of the devices, bandwidth, processing power (e.g.,
the CPU and RAM capabilities), input mechanisms and methods,
rendering and other output mechanisms and methods (e.g.,
screens, printers and audio), and programs. A device is thus

abstracted into its resources, which are then programmatically



15 for a great nunber of exanple scenarios are enabled, including a set of
real -time scenarios in which one user device interacts with one or nore

renote conputing devices in real tine, and a set of schedul ed or predicted
scenarios that operate transparently and automatically on a user's behalf.

20 Gt h £l b  f i i
o et SRaThRste i SERte aBpRLenl Ly e ooLoLl g kamndehal LY
BRI EF DES%?IPTICN OF THE DRAW NGS FI%#?E.lA is a block diagramgeperally

repr esent ¥y EEROHPUT RFOLYSER MYt e RefelBr BUeht 2 FR¥NERRR FBSY be
incorporated; 5 FIG 1B is a block diagramgenerally representing another
conput er 98t eh® | B WhFeRPY heepr e efmal hOBnF EHAUHEGS beCT ke drpérut BlinFl G

2 is a block diagramrepresenting various conponents in a distributed
conput i ngtleavlaogeendef macton dabhcehei tésonrd®) aspetth othe¢hewprdsenfor
invention; FIG 3 is a block diagramgenerally representing an architecture
for descoyeridgs and exehbagbage I &5 oant Ctn t &I D g@Eh t odi & br fiseoedadedput 1 fig an
aspect of the present invention; 15 FIGS. 4 and 5 are bl ock di agrans

representjnge £Xa0RL £5u 91 a HoNEE Des PrESERt ph AVERL ORI £@NALPDEQVEr@ USEr _
conput i ng experience by distributing conputing operations to resources, in

accordancg, w L daérpgcxjﬁaﬁérép(ﬁ%‘pérﬁlﬁgtp{cégﬂ??}%%cgg%s@:\k@le6f1‘(§maotf:lllg%vr red to

di agram representing exenpl a gic and 21 [ operations perf
faci | itate the sharing of, resources | n 2 distiipuled couputing epyironment
list of remote resources on the device. A set of one or more
10 schemas consistently describes the remote resources on the
device, and a unified security model allows the owner of the
device to control who has access to which resources, and to
what extent.
With the present invention, desirable computing solutions
15 for a great number of example scenarios are enabled, including
a set of real-time scenarios in which one user device
interacts with one or more remote computing devices in real-
time, and a set of scheduled or predicted scenarios that
operate transparently and automatically on a user’s behalf.
20 Other advantages will become apparent from the following

detailed description when taken in conjunction with the

drawings, in which:



wi th an aspect of the present invention; and - 6 FIG 7 is a block

"di agram general |y representing an exanpl e i npl enentation including
resources distributed in accordance with an aspect of the present
invention. 5 DETAILED DESCRI PTI ON EXEMPLARY OPERATI NG ENVI RONMENTS FI GURE
1A illustrates an exanpl k2 g envi ronment 100 on
whi ch the invention may fﬁF ﬁHb dfgﬁhégew ﬁxaiﬁabten1enV|ronnent
100 is only one 10 exanple of_ a SU|tabIe conput i ng. envi ronment ,and i s not

i ntended to sufgHeeRE a%% }?n?t%%?%% géagﬁa@h%e§%6%glﬁfr%@éeﬁ?thﬂgt?onal|ty
of the invention. Neither should the conputing environnent 100 be

i nt er pr et eeMRISt GravEYIBt @yl depenidieplythe PrgEenEntRYeRElaRi MaYtBeany one or
conbi nati on of conponents 15 illustrated in the exenplary operating

envi ronmeimicdffordbed; nvention is operational w th numerous other general
pur pose or special purpose conputing system environnents or configurations.
Exanplses of wekicknDenisoapblocly Sysseam, genytd DIyenésre88At Ohg another
configurations that may be suitable for 20 use with the invention include,
but are ”@cSmﬂnhtETéfeéi)(ét‘:)empﬁ%&'\ﬁﬂu&?”@h'é%?eséﬁﬁvﬁﬁvéﬂﬂl’&ﬁ%éy pand-hel d or
| apt op devi ces et devices, nultiprocessor systens,

m cr opr oc gggﬂ%$§§§§dsystens set top boxes, programrabl e consuner

el ectroni¢s PCs, m ni conputers, mai nf r ame conputers
di stributed co utlng enV|rfnneq§s t hat include ap t he above sgstens or
devi ces. and tﬁg ock diagram representing varlous compo

in a distributed computing environment in accordance with an

10 aspect of the present invention;

FIG. 3 is a block diagram generally representing an
architecture for discovering and exchanging resource
information in accordance with an aspect of the present
invention;

15 FIGS. 4 and 5 are block diagrams representing examples of
how the present invention can improve a user computing
experience by distributing computing operations to resources,
in accordance with an aspect of the present invention;

FIG. 6 is a flow diagram representing exemplary logic and

20 related operations performed to facilitate the sharing of
resources in a distributed computing environment in accordance

with an aspect of the present invention; and



_The invention may be described in the general context of
conput er - execut abl e i nstructions, such as program nodul es, 5 being executed
by a conputer. GCenerally, program nodul es include routines, prograns,

obj ect s, conponents data structures, and so forth, that performparticul ar

tasks or inpl t b on may al so
be practiced ﬁﬂﬁgl S %u%u%fc%}?rp%gé g en@%lﬁ%%#e)f sr%#gre@{gﬁi’% %é are

per f or med renot e processi ng devi that are |inked throu

Dot L e T FEC ¢ b SL 3 DUTHE CORIURTHAE et FOHIEHEd B ogr am
nodul es may be_l ocated in |ocal and/or renote conputer storage nedia

i ncl udi NATRIFIZNEE ¥ hige A \VRTRact 16f e PEeeeRhcEIYNH @ . 1A, an
exenplary systemfor inplenmenting the invention includes a general purpose
conputing device in the formof a conputer 110. Conponents of the conputer
110 may include, but are not limted to, a processing unit 120, a system
menorg 130, and a system bus 1®ETAQGLEDIDESCRIPEIONAr i ous system conponents
i ncluding the systemnenory to the processing unit 120. The system bus 121

may be anyx@ipSENE' @behAPESG OENPHBo/MEMSEUr es i ncluding a nenory bus or
menory cdﬁTTUTTE“—"a—ﬁET—ﬁﬁETET“bUS—‘Eﬁd‘a | ocal bus using any of a variety

ar chi toctur es | e oe T ReLS 5 & Hﬂ“ﬁﬁfﬂé*ﬁl?e@%ur%%% et

Channel Arc tecture b Enh ncec [.SA (EIS . bus V'deo El ectronics
St andar A ALBE Y Bty ﬂ?% S P PTG RhRent 5

I nterconnect_ (PCl) bus al so known as szzanlne pbus. Note that any and all
of the elldWRRmeentRmn i TR FRIIREFLING SYRECBLROHHUEIRE t 10 @akh SRHeromy

standard hi gh-speed conputer
10 example of a suitable computing environment and is not

intended to suggest any limitation as to the scope of use or

functionality of the invention. Neither should the computing

environment 100 be interpreted as having any dependency or

requirement relating to any one or combination of components
15 illustrated in the exemplary operating environment 100,

The invention is operational with numerous other general
purpose or special purpose computing system environments or
configurations. Examples of well known computing systems,
environments, and/or configurations that may be suitable for

20 use with the invention include, but are not limited to:
personal computers, server computers, hand-held or laptop
devices, tablet devices, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable

consumer electronics, network PCs, minicomputers, mainframe



networ ks, including those distributed across a w de geographic area. For
"exanpl e, the systemnenmory 130 nmay be located in a 10 physically different

| ocation than processing unit 120, but yet defined in a conposible fashion
as |logical conputer 110. The computer 110 typically includes a variety of
conput er -r eadabl e megdi a. | ut er-readabl e nedi a can be any avajl abl e nedi a
that can PERRETed R un‘lg%‘gmciﬂr@?utﬂrfp S FEPTPRR LR t*fl?a/jo‘f(g“?ial“éy and
nonvol atil e medi a, and renovabl e and non-renpvabl e nedia. By way of

exanpl e, FhdHoOtakeys 1 ERMS IMARErCeaditl echedi B¢y conpri se conput er
storage nedi a and comuni cati on nedi a. Conputer storage nedia includes both
vol atil e and rithe clratern s on enaw aie elesel Hord 200 rigre vadnerakedientept enent ed
in any nethod or technology for storage of information such as

conput er -degsledd - dxtesdu il 1 0 Nivn s Al @t SdndIct suieds , a prmgsaramunbdiebe®r ot her
data. Conputer storage nedia includes, but is not limted to, RAM ROM

EEPROY| fdaishy By 8 heredmiii e § echuipd oyl y Clyidam dbduiedli gital
versatile disks (DVD) or other optical disk storage, magnetic cassettes,

magnetic ;tap i i QAge . r Lo St ogage devices, or
any ot her” rreg‘}dum |thrPec%’ns%feé%sen%9't o&';s%%r%g't he %eméredss'i (r)#or mati on and
whi ch can 5 accessed by.the computer, 110. nmuni cati on nedia . typically
enbodi es %toﬁ%bﬂﬁ%qﬁ’eaadg%lseo iiﬁ%ﬁ%cﬁkban P %r%tg?%h?@sa,‘r p absd?%r’r?lfmdul es
or other data in a nodul ated data signal such as a carrier wave or other

t r anspor t1HRIGNEN s R T HA URRS ERF G et YRS del TRRr A HRIY 01 FIRY t er m

"nodul ated data 10 signal" neans a signal that has one or nore of its
char act erd}s19 dee smtagyiedhngedi st et ed momeyt o tenencoteen s orlrete on in
the signal. By way of exanple, and not

10 tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
computing environment, program modules may be located in local
and/or remote computer storage media including memory storage
devices.

15 With reference to FIG. 1A, an exemplary system for
implementing the invention includes a general purpose
computing device in the form of a computer 110. Components of
the computer 110 may include, but are not limited to, a
processing unit 120, a system memory 130, and a system bus 121

20 that couples various system components including the system
memory to the processing unit 120. The system bus 121 may be
any of several types of bus structures including a memory bus

or memory controller, a peripheral bus, and a local bus using

any of a variety of bus architectures. By way of example, and



Jimtation, comrmunication nmedia includes wired nedia such as a wired
network or direct-wired connection, and wireless nedia 15 such as acoustic,
RF, infrared and other w reless nedia. Conbinations of the any of the above
shoul d al so be included within the scope of conputer-readable nedia. The

system menpory. 130 incl udes conputer. storage nedia.in_the r f_volatile
and/ or nd%%%l%f$}%a%%%%fys%g%Hgﬁgh%%%%tﬁﬁg%n}§c%%ﬂ%r%ngfiifygg 24ER% Fandom
access nenory, (RAM 132. A basic jinpput/output_ system 133 (Bl cont ai ni ng
t he basiCA¥%%%?%%%u¥%afI%%¥pb?%'tMéEE?th?£$%} ¥FBht%%F%%%n%§%%heh?§'

W thin conputer 110, such as during start-up, is typically stored in ROM

131. RAM B3zanged cESAy (EDBBAhi hes da¥ddandibectranics pragdarddodul es t hat
are inmedi ately accessible to and/or presently being operated on by
processi ngssmciatiPOn ByESWYy bbcekanpse, amddPeviphénal atooponé&hc 1A
illustrates operating system 134, application prograns 135, other program

nmodul 8s  SA86r @dih & © 91 BOT fabds 187so TheowR NPpeit#éz 4401 ABYb@ SO NHES Uehea Ot her
renovabl e/ non renovabl e, volatile/nonvolatile conputer storage nedia. By

way of exaiplen@nhy: & GnéAibhdstsalrsm Drdodbskefrive d4) that reads

fromor wites to non-renovabl e, nonvolatile 10 nagnetic nedia, a magnetic
di sk driv t.re f r i , tile
magneti c %?%iéi%%? %édggﬁho% |cglb%féisg?%g%aqggﬂ?%§§é§e% sg¥?%%1or wites
to a renovable,. nonvolati|le optical _disk, 156 such as a CD or ot her

opt foal TRATHOTER ot it DHOVS! Chisa. FERey Mk cod 15 TaR s | ) Ao a e
conputer storage nedia that can be used in the exenplary operating

envi ronnedted ncl iefe, eRP He e Hoe $YPFeRINemOTrYahhethay thpeleastedt &, af| ash

menory cards,
10 physically different location than processing unit 120, but

vet defined in a composible fashion as logical computer 110.
The computer 110 typically includes a variety of

computer-readable media. Computer-readable media can be any

available media that can be accessed by the computer 110 and

15 includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not
limitation, computer-readable media may comprise computer
storage media and communication media. Computer storage media
includes both volatile and nonvolatile, removable and non-

20 removable media implemented in any method or technology for
storage of information such as computer-readable instructions,
data structures, program modules or other data. Computer
storage media includes, but is not limited to, RAM, ROM,

EEPROM, flash memory or other memory technology, CD-ROM,



digrtal versatile disks, digital video tape, solid state RAM solid state
"ROM and the like. The hard disk drive 141 is 20 typically connected to the
system bus 121 through a non renovable nmenory interface such as interface
140, and magnetic disk drive 151 and optical disk drive 155 are typically
connected to.fthe syste us.121 b [empva | e e n such as

i nt er f ace 4%hta af i%rsag%gﬁ %t?%%SYEﬂ% t fBi PEAEE 0P ngté%i % bg?%?age
nedi a, di scussed above and illustrated in FIG 1A, roylde storage of
conput er -FRgRALI & ?%%%?EE??on@agﬂﬁté¢strﬂﬁtum%%nebt6g@bﬁ¥nﬁHﬂF@%eaﬂH ot her
data for the conputer 110. In FIG 1A for 5 exanple, hard disk drive 141
is illustelhed magrebi¢ ngtopagat dﬁgl@ggt eqr 1a34ay eblperceedenmpwbgcbnea1145
ot her program nodul es 146 and program data 147. Note that these conponents
can eithevebes¢dietsaseons vhe didés eredt ififormapioat and systemasBs,
application prograns 135, other program nodules 136, and 10 program data

137. @peratéagssdsbemidicompptéealion proghanscddbon 0hbeiaptPgiasl npdul es
146, and program data 147 are given different nunbers herein to illustrate

that, at émﬂ%@i@E”&oﬁ?@ye?r?egﬁé$féefﬁsEP@b@§oné‘ué@ﬁa”@ﬂr@@ﬁ@fegonnands
and |nfornat|on Into the conputer 20 through I nput devi ces such as

abl et qp oleghronhey QLOLLI ZBhec 104 o 211 2T R0RODS 1830, 2- keyhoas dol6p and

poi nti ng commonl y T é ¥ et 764 as nouse or “touch pad.

Q her i nput devrces not shown in FIG 1A na ncl ude, a joystick ane pad,
sater|.teaﬂ.%hcagth%eraverorh%*gtl?retrarreee srsohae: S S8 besedels b

often 20 connected to the processing unit 120 through a user input
i nt er f acea60l R FRAFMa sler e bEvesy tRedsy st eFRpuserBuimedylaeedofnedt ed by
ot her interface and bus structures, such as a

10 signal” means a signal that has one or more of its

characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not
limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media
15 such as acoustic, RF, infrared and other wireless media.
Combinations of the any of the above should also be included
within the scope of computer-readable media.
The system memory 130 includes computer storage media in
the form of volatile and/or nonvolatile memory such as read
20 only memory (ROM) 131 and random access memory (RAM) 132. A
basic input/output system 133 (BIOS), containing the basic
routines that help to transfer information between elements
within computer 110, such as during start-up, is typically

stored in ROM 131. RAM 132 typically contains data and/or

- 10 -



parall el port, ganme port or a universal serial bus (USB). A nonitor 191 or
"other type of display device is also connected - 12 to the system bus
121 via an interface, such as a video interface 190. The nonitor 191 may

al so be integrated with a touch-screen panel or the like. Note that the
moni tor and/ or_touc creen panel can si cal oupled to housing in
S whi on (RECTEAD AT RY TSy ERal 1A6e; SRRRREr FoTL, efeodatRlE. P el ot (ype
personal conputer. In, addition, conputers such as the conputing device 110
may al so PRRFERel bt PRINGPPRFRFET PRt PYit PHRGEERLNE LR sl ePeakBy swaysohind
printer 196, which may be connected through an out put peripheral interface
194 or tqurmlqekeancrhm‘cohmmatqqm nayG opbh at Lyt va pes wePReat &M r onment
using | ogical connections to one or nore renote conputers, such as a renote
conput er dpdrermhe3 4 enapel coapiderpid8framy bESa pehsonatogoapuhedylas server,
a router, a network PC, a peer 15 device or other common network node, and

typi cal | y13scdndesrogramodaed11®9f. t he el ements descri bed above relative to
the conputer 110, although only a nmenory storage device 181 has been

1 ustrated il Godducdhe | 0thopl s cDNERL] R JERLE! Sl bl Grmdd o) ude

a |l ocal area network 171 and a wde 20 area network (WAN) 173, but
I t t
e A 2 32@19@% PR BT P A O AT L0

110 nay  CORpIPE NI LE SR né{]frgﬁﬁfilﬁéﬂ%%g%gg ety Srokaveuvs TAE™
that reads from or writes to non-removable, nonvolatile

10 magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non-removable,

15 wvolatile/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, magnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM,
solid state ROM, and the like. The hard disk drive 141 is

20 typically connected to the system bus 121 through a non-
removable memory interface such as interface 140, and magnetic
disk drive 151 and optical disk drive 155 are typically
connected to the system bus 121 by a removable memory

interface, such as interface 150.
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and 'the renote conputer 180 may conprise the destination machine. Note
"however that source and destination machi nes need not be connected by a
network or any other means, but instead, data nay be m grated via any nedi a
capabl e of being 5 witten by the source platformand read by the

destination pI fo mor_platforns. Wien used.in N ne

envi ronnent, ﬁpﬂ?eraﬁé ghel%o%%%%?%%g?% ?%%pfﬁ &O¥ﬁ90ugﬁdlahetmnrk
interface_or ada % 170. Wen sed |nﬁ$ WAN netmorkln ironment, the 10
conput er qﬁ%FT§i a???v?n%?@dé§ WS HHAERY 172 BFCot hRr %ﬁ% foF CRERSBI PEhi ng

comuni cati ons over the WAN 173, such as the Internet. The nodem 172, which
may be i nERTPAFEHTrexiaPhal INHRYLGEl eBRnceabA FBTRABUE9St eRYBE5aM2] via t he
user input interface 160 or other appropriate mechanism In a networked 15
envi r onnmenddu be s gamdn ooldet eda depf et edhe etanpueetrolihe compbii@r 140, for
portions thereof, may be stored in the renote nenory storage device. By way
of exanpl €xamble NOhatdndiski @hiveél G111lhsi i1l usstnhesdr @80seoappyi cation
prograns 185 as residing on nenory device 181. It will be appreciated that

the net Wﬁe@@tﬁ?@n@;?ét&ﬂsl§bov@p}§k‘1§c§t¥fgﬂ?|1? FYqPads 0L NSl BBREE Pfogram
establishing a communi cations |i bet ween the conputers may be used.

FI GURE 1 t
(o sratt 26 ThE5a28 SRARLE hetinh ) S SugContal ahagaspaon™
t d. As t t of
He 18 %a%nﬂﬁa%%p%%"%l i e U T T S
is not intended to suggest any limtation as to the scope of use or 5
functional34y ¥PIheathoRPTodiranthel 37 hePtRehpRfeer@vedulgs 136, and

10 program data 137. Operating system 144, application programs
145, other program modules 146, and program data 147 are given
different numbers herein to illustrate that, at a minimum,
they are different copies. A user may enter commands and
information into the computer 20 through input devices such as

15 a tablet, or electronic digitizer, 164, a microphone 163, a
keyboard 162 and pointing device 161, commonly referred to as
mouse, trackball or touch pad. Other input devices not shown
in FIG. 1A may include a joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often

20 connected to the processing unit 120 through a user input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A

monitor 191 or other type of display device is also connected
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in FIG 1B typically includes at |east sonme form of conputer readable
‘nmedi a. Conput er -readabl e nedi a can be any avail abl e nedia (as generally
defined above) that can be accessed by the conputing device 188. 10 FIG 1B
shows functional conponents of a conputing device 188 such as a handhel d

(pocket-sj zed or tapl et e nal _digita sistant,. includin a processor
B0 mebbr g opySEed kpRa 2009 a ol SikeDBR6E " T8h (B BV hdsthe o

physi cal or virtual keyboard). The nmenpry 190 general |y includes both 15
vol ati | e Hewerlage. 190; REM BewLReh- %'%1a1ﬂ1PYeagré?rD]P9 tetegratrbwi Hovel A
cards, and so forth), An operating system 194 is resident in the nenory 190
and execut@@CbﬂS@h@e@rD@@%kowr18@$ suké. asNohe vitatowse CRonpboat &nd/syst em
from M crosoft Corporation, or another operating system 20 One or nore
appl i cat i pough oge aasn 19&nal echnade dphys Decakhpr yodPledntdor anhousihg in
operating system 194. Exanples of applications include email prograns,

schedyl i ngh PERIEREBcotbiM { REr S8Rt | N OF DB | B FBHAGEEB Nt JuPh0gE a1k, aWOr d
proceSS|ng prograns, spreadsheet prograns, |nternet browser prograns, and -

15 o] n conpyut I ay
ot 11 cat T oh Panatey 06 Teaned U TTe: monar§ 100: b ChrBReett et oh The
189. Th t t 196. h dI tificati uests,
C O T O N MG Rt TS oF bEr AR TBEC oL Rl cREF pRFEbRTbnput e
188 has a power supply 197, which is inplenented as, one or nore batteries.

The pomerO%ERﬁﬁydﬁ©¥c%%ys¥ﬁ?tﬁ%rSPﬁﬁkﬁﬁ% B0 e r Pai N potet 2 8 ouvRECh HERY

overrides or recharges the built-in batteries, such as an AC 10 adapter or
a pomeredb@o@qmm@p@¢@dtbrough an output perlpheral interface 194 or the

10 1like.

The computer 110 may operate in a networked environment
using logical connections to one or more remote computers,
such as a remote computer 180. The remote computer 180 may be
a personal computer, a server, a router, a network PC, a peer

15 device or other common network node, and typically includes
many or all of the elements described above relative to the
computer 110, although only a memory storage device 181 has
been illustrated in FIG. 1A. The logical connections depicted
in FIG. 1A include a local area network (LAN) 171 and a wide

20 area network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Internet.
For example, in the present invention, the computer system 110

may comprise source machine from which data is being migrated,
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_The exenpl ary handhel d personal conputer 188 represented in FIG 1B is
shown with three types of external notification nmechanisns: one or nore
light emtting diodes (LEDs) 198 and an audi o generator 199. These devi ces
may be directly coupled 15 to the power supply 197 so that when activated,
they remain og for a guration dicggéed by a notifiggtign Eech%nisn1even

t hough t h&AafBReF 8mBEFs SRIPUES UL &r MBY 0ERERHF S€85REndSEFABF “¢8Rponent s
m ght shut down to conserve battery power. The LED 198 preferably renains
on i ndef i RREBEPCunt NPLENBOWSENETt ARRS SOUHEE| BRT ﬁﬁﬁélFﬁgﬁoﬁoﬂﬁéﬁﬁﬁﬁéry
versions of the audio generator 199 use too nmuch power for today's handhel d
personal zeagunet bat renhestedndyse netwerkonti guvedthert neanst f buhen t he
rest of the system does or at sonme finite duration after activation. - 16
| DENTI TY- BASEGa8)|, SAREBURED BEMRUGIGCeB0RI DEXYhCEMBESOURERSbTheofir Beent
invention is generally directed to a systemand nethod that facilitate the

di strigut yentebnl B§OUhEESoQkce gedteasmt anat Rendadeyi ers. débBeinresent
invention is ordinarily not involved with what the devices do with each

other's r§§gggggﬁ,Oyhggag§ogggnunicated at that tine, or how the
communi cat 1 on between devices takes place. Rather, the present invention

can be general onsidered s.a .Sstructured way f devices to find
out about eachbefierssdri80nr B8 ARuRariib 46V LREMRPRY ' BhearPuBtEak " hen

al l ow the_devices to share resources on. their own. Although not necessary
to the préégn%siHQEﬂFFBﬁg 58 part oY i%&iFPFQPPHgatﬂ@tW8§guFBEerface or
distribution, security is provided for practical 15 purposes, at least to
ensur e thatapaprdléPedeWnpal Ysadelnequilpldnebwaskingoen¥i raeyeas, sthe
resources. Thus, the present

10 computer 110 typically includes a modem 172 or other means for

establishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be connected to the system bus 121 via the user input
interface 160 or other appropriate mechanism. In a networked
15 environment, program modules depicted relative to the computer
110, or portions therecf, may be stored in the remote memory
storage device. By way of example, and not limitation, FIG.
1A illustrates remote application programs 185 as residing on
memory device 181. It will be appreciated that the network
20 connections shown are exemplary and other means of
establishing a communications link between the computers may
be used.
FIGURE 1B illustrates an example of another suitable

operating environment (computer device 188) in which at least
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invention is preferably identity-based, in that distributed resources have
‘rel ationships with one another according to identity data (e. g.,
credentials) provided to the devices. 20 In general, the present invention
is directed to distributing conputing anong a user's devices, wherein a
user (or owner éeégninistrator% i S, anyone uthoriged to &ont&ol and/ or use
the devi &&*" D § PHRtAs e TR et dfPYeRT cHP SRS P east gy Beconi ng
di saggregat ed, the nethods and - 17, systens described herein may be nore
proper |y cribedtBR WK FHE P EHRPRAE Ry of FESoutBesS #RIYeX@fpl e, a

single distributed device may be nmade up of many resources, but may share
as |ittl eottepmrexansle esbur covl{tabley. operd ying semohronentdf@ 5% orage) to
participate as a resource provide. Notw thstanding, as used herein, the
ternms "dewitceideddtd resgyese”amy el geheatal by aat ©o ctlaegeadhe ekcepd ahere
ot herwi se apparent, e.g., using another device or using a resource of the

ot her sdevigec t DoeTOEP| & 5 he 8@ MEnomPLEh NY T1as ko dleAr Cogenes Al v Loasiger ed
the sane thing. Al so, as used herein, bandwidth is a device resource, even

though bandwi g h 1@y 10t of 1 Nt d] yabe sonpider edhRs P@M%@S@&ﬁ%@é%ﬂ W th
I G 2, adistribu

any particular device.” As generally represented 1 n Fl ted 15
conputi ng_enyi,rpnnment. 200 constructed | ccordance wi.th vari gus. cts of
Che pr eocr TR CTat € nol SRR T Feqadhll SRS Tl e Y S TER08 e
computer system 110 of FIG 1A)_and_a second device 212 (Device_B, such as
the compiReri3y @AY L ¢TSI hIHY WiHE PR BF 2T FRF Ry el (not
20 shown). Each device that participates in the distributed conputing
environmﬁﬁmgﬂﬂﬁnguﬁQKk%ﬁal%&stributed comput i ng

10 FIG. 1B shows functional components of a computing device
188 such as a handheld (pocket-sized or tablet) personal
digital assistant, including a processor 189, a memory 190, a
display 192, and a keyboard 193 (which may be a physical or
virtual keyboard). The memory 190 generally includes both

15 wvolatile memory (e.g., RAM) and non-volatile memory (e.g.,
ROM, PCMCIA cards, and so forth). An operating system 194 is

resident in the memory 190 and executes on the processor 189,

such as the Windows® CE operating system from Microsoft®
Corporation, or another operating system.

20 One or more application programs 195 are loaded into
memory 190 and run on the operating system 194. Examples of
applications include email programs, scheduling programs, PIM
(personal information management) programs, word processing
programs, spreadsheet programs, Internet browser programs, and
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manager, 204 and 214. In general, and as described bel ow, the distributed
‘conputing managers 204 and 214 may conprise some anount of code that
comuni cate with one another over sone - 18 medium e.g., wireless FM
| i ne-of -sight such as infrared, satellite, a direct connection, the

T et 8 £BPCR It A nabBHER] QUBLE,LIANCNG SHODGHPHLYTL IBY. Pctuae

avai |l abl €, e distri conputi ng  nanagers 00Se

which 5 one or,ones are best for gj ve ircunstance. An_jnitial purpose
of the diStPPbiteerEOpUTFREORBNLGEr L09890aHa 519 HFEOTS 13tat ¥AEGRN of her.

Such location may be automatic, such as by having each device occasionally
br oadcast €¥€8uEeai PAbENetHreecospEr $8And/ Brebyobdf L ¢aglpBrmeRRIgD 196

avai lability of other devices, or alternatively nmay operate in response to
sone spechéndlesquesificanianpreguastéoreuger)ftromcohaegppi bcanother
device. As represented in FIG 2, the distributed conputing managers 204
and 2¥4 epebgraatutesa security mechani sm 206 and 216, respectively, that
exchange 15 credentials 207, 217 or the like (e.g., obtained from an

aut henti cati onrger NAKENEPA) pbPsERASYUI BohBPat et NESHISEE S WAOpbRe FUELSEPILY _
operating the device which is contacting it (and/or the device itself), is

valid in i@fhg%ﬁﬁﬁﬁbyéeQmé?%@&%%?%h&?g&%&ﬂ&?W&or?”g?ggglléélyz%ﬁéhg?wer

necessary, e devic ei ng contac I's vali e that
a program bei d may_.also factor into the security / access control,
0.9, a 178010, bOF HRY LT REeBn BRLu e e e RES Rk P e RoPP E3 0T oL iR

anot her device's resource or resources,_but not another program

i ndependePYeBHF 1S | At aBBTRrBdeE ot RAcL UL EE - 1R FEGriegg such as an AC

10 adapter or a powered docking cradle.

The exemplary handheld personal computer 188 represented
in FIG. 1B is shown with three types of external notification
mechanisms: one or more light emitting diodes (LEDs) 198 and
an audio generator 199. These devices may be directly coupled

15 to the power supply 197 so that when activated, they remain on
for a duration dictated by a notification mechanism even
though the handheld personal computer processor 189 and other
components might shut down to conserve battery power. The LED
198 preferably remains on indefinitely until the user takes

20 action. Note that contemporary versions of the audio
generator 199 use too much power for today’s handheld personal
computer batteries, and so it is configured to turn off when
the rest of the system does or at some finite duration after

activation.
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and/or the device identity. Further note that the security nmechani sm may
‘operate per identity and per resource, e.g., one entity nmay be authorized
to use a device's display, but not its storage, while another entity may be
able to use any of 5 that same device's avail able resources, including its
storage. This is simlar to the . NET security nDdeI i n which services
provi de net hods that control access to a users' data based on the
requestln? user's identit¥ defined role and scope for that role. In this
way, dat alBPBNTHEY 2BASERHLBYRIBYTERNCPMPYHINGIFRRAPEHICE RASBYREAE

determ ned by the owner. In the present invention, instead of data it is a
devi ce resour cEhgepngsantesseant wher ebyganesatly ﬁdéﬁ@tﬁﬁcé@lénSY§é¢mned
role and scope for that role determ ne the extent to which a resource nmay
be accessaod réthodeedatt fiecsetuatéythechhatsibuoiohhef presentceavefiti on
are based on those essentially those enployed for security / access control

in . NBT s@&vi€es, t@SogEQEFéébYcQ§SCFTH§dpf€séhttﬁﬂvéﬁ@i@ﬁ patef8inarily
appllcatlons serial nos. 10/003,754 entitled "1DENTITY- CENTRI C DATA

ACCESS" S / I EIORL A REQUESTI NG
ENTI TY T%&%%E%k# VQ& %&%ﬁ?@égmg#% 3%3 ?g?egéoﬁg%bpé%ér ZghggBOI assi gned
to the aSSI nee gg thﬁagregeng ap glc gaog gnd hgreln i.nc rQOEﬁted by
reference’ ©F0 1 Hf3" e at®| @ ?%ln stbs the . RET'S%r vi'Ge runs on
each device which - gec S to advertise and shar e conput i ng
resourcesc?ﬁm¥%%c%ﬁ%??ohﬁﬁﬂ? eV+ﬁe%dﬁ?¥?%npl%¢?ocaﬁ?i@ﬂrrnFE?naI

consi stent security nodel may be executed on these devices such that |oca
security PECPRBYi HedeRrvepn wheh Peodenendl pepondigered more as a

10 structured way for devices to find out about each other’s
resources, capabilities and other details, and then allow the
devices to share resources on their own. Although not
necessary to the present invention, as part of facilitating
the resource distribution, security is provided for practical

15 purposes, at least to ensure that valid credentials are
required to use another device’s resources. Thus, the present
invention is preferably identity-based, in that distributed
resources have relationships with one another according to
identity data (e.g., credentials) provided to the devices.

20 In general, the present invention is directed to
distributing computing among a user’s devices, wherein a user
(or owner / adminisgtrator) is anyone authorized to control
and/or use the devices. However, because in general devices

are increasingly becoming disaggregated, the methods and
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5 devices may be disconnected fromthe centralized (e. g., Passport)

aut hentication service 220 (FIG 2). The present invention is not limted
to any particular transm ssion nmedium but provides that the distributed
resource services nmay be directly addressable to the target 10 device, or
may be queried via the.lnternet.or _an intranet, such.as.via the.centralized
cet of nErotenyi St biptuchREs A\ mEh hOREES ctr SPEr HhcoF i e B
intranet, _a programnay query the | ast known conputing resources avail able

on any de¥iekrHRubed af@HPWFIATL PR EERPUECRHent TPY, SEBRALGheR FHRILS devi ce
is offline or otherw se inaccessible. Bandwidth is also a resource, and may
i mpact hoWistdiehitedsdeesoarvey heeangfaren, of. many| reseyrges nopet efdyci ent
to | everage a personal conputer's resources when the personal conputer has
a hi gh speealrecasetitohetast beel Dternesoubcesnoe. gf, tbelpeisonadbn20
conput er connects only at |ow speed, such as if the other device has a

hi gh- speegoTOPNEEt s00radd) f 86t patbecPea6ONAE &OPPLbEFcaBYrdpidel O | everage
t he hi gh-speed connection of the other device, in which event that other

devi ce MayotRerhiEYRERIS, 2ak CSONE CRPE 1 L NOL RET SOPAL CQEPULEY . aRaY. . the -
21 devi ces exchange resources to provide a nore-optimal user experience.

In accor dapge, L. Ofe. a5pEEL s Pl L e, BF SRERLo LOYENLL OB, Lhe st r i but ed
b5 AR 31 FRgieey ;

conput i ng managers 2 al so eac cl'udea respective discovery
mechani sm 208 and 218, that allows the devices tg?discover anpot her

parti ci pa? FAGTUEST cRPRALHAF ed® r@sour BRI /2RAPIABY | FEYESS PhatSHRYI @hen t hat

other device is configured to share its resources. The respective resource
dat a 209 Beeenoe| ef f bhenptler (deyice| po X@tgomplish some computing task

10 are generally considered the same thing. Also, as used
herein, bandwidth is a device resource, even though bandwidth
may not ordinarily be considered as being associated with any
particular device.

As generally represented in FIG. 2, a distributed

15 computing environment 200 constructed in accordance with
various aspects of the present invention includes a first
device 202 (Device A, such as the computer system 110 of FIG.
1A) and a second device 212 (Device B, such as the computer
system 188 of FIG. 1B), along with possibly other devices (not

20 shown). Each device that participates in the distributed
computing environment 200 includes a distributed computing
manager, 204 and 214. In general, and as described below, the
distributed computing managers 204 and 214 may comprise some

amount of code that communicate with one another over some
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10 exchanged in accordance wth a defined schema, as described bel ow. As

‘represented in FIG 2 by the exchange of the schematized data 209 and 219,
bot h devices 202 and 204 are configured to share their resources (RAl-RAM
and RB1-RBn) with other devices in the distributed conputing environnent.

15 However as can_be apprecia inagiven environpent, a parficular
devi ce (ér.]eg&uné’ now 1'%e ‘flef%c%%%%ggmnglyl %% _Ii/l %o%%%?mars o*nfrgaé%éu(?’ces
rat her a provider of any resource, or conversely my be onhﬁ a grovider,
and not &ghsthEF. A ¥Rt TIRRET S Yhar iRy W"se’fré%'bur%sa edy- TSt
directly 20 comuni cate the resource data with the other device, but

i nst ead, IieeSamprree tan enerdude nediyedony des aoHevtele fand othrr
devices to discover. For exanple, a .NET service (.NET Devices) is provided
t hat centdiadtzyllsitord scalgwittieng essnager £ dp@bidnd | 254 suph ¢hadselatlal atmy be
appropriately - 22 formatted before sending it to a device, e.g., so as

to not seditke bYhorias il i Bds O Bphi £t dhevd@ars teepabl e of di spl ayi ng
them A simlar .NET Resources service, or an extended .NET Devi ces

service, my bg, pr,ov ded G0 NIl f Sehe dIUSri BB d sl Pl s glovs Ces.

The follow ng tables set forth sonme exanple schemas that may be used (e.

g., Wth %ﬂ(\)ﬂ;%r?é ol eagcéj%éi)lé(?a@é(c eogﬁéf.urﬁfékﬁtf%@?tﬁi&g%%%?%sg ng

power) in I on regarding a user’s devi Ces, 'S ex

i ncl ude work and, honme 10 personal conputers, and a cellul ar_1el ephone:
<ny St or ag8® T Te "?’ré?]%;w&r}wl%i?ﬁ—ﬁ - WP AL B6b5c Od" >
<driveSi ze/ > <freeSpace/ > <transter Speed/ > <seekLat ency/ > </ devi ce> <devi ce
nane=" HorRX FCa R dit- dTaBdBR bl U 44 10 B85t G by 6% Yeing FoedSpace/ >
<transf er Speed/ > <seeklLat ency/ > </ devi ce>

10 availability of other devices, or alternatively may operate in

response to some specific request from a program (or user) to
connect to another device. As represented in FIG. 2, the
distributed computing managers 204 and 214 each include a
security mechanism 206 and 216, respectively, that exchange

15 credentials 207, 217 or the like (e.g., obtained from an
authentication service 220) to ensure that the user who is
currently operating the device which is contacting it (and/or
the device itself), is valid in the distributed computing
environment, and similarly, if necessary, that the device

20 which is being contacted is valid. Note that a program being
used may also factor into the security / access control, e.g.,
a first program running on one device may have authority to
use another device’s resource or resources, but not another

program, independent of or in addition to the user identity
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~<devi ce name="Cel | Phone" uui d="5f733d84-b3f 4-4bal-56b5cOF > <driveSi ze/ >
<f reeSpace/ > <transfer Speed/ > <seeklLat ency/> </device> </ nyStorage> - 23
<myPr ocessi ngPower > <devi ce nane="Wrk PC'

uui d="7a733d84- b394- 4bal- 56b5c(d" > <cpuSpeed/ > <cpuUsage/ > <nenorySi ze/ >

<nmenor yUsage/,>_</[devi.ce> <dewi ce.name="Hg pPC' .

o 0o v aSaGaT o sRE. AETicRonHetr E0Te FLeERar ot R, HEAG e FRo<RERHF I zes >
<menor yUsage/ > </ devi ce> <devi ce nane="Cel | Phane"

uui d="5f 7886830 HSFUIBKa PPSEBEEOPEE LERNSHEY¥IABI<PBHUESFRIECeneRoPy Si PBF>
<menor yUsage/ > </ devi ce> </ nyProcessi ngPower> As is understood, the schenma
i s preferabkytvenstr be pusbariged. tonubei pl 8edegréesdiaplpy . | Pytedofor each
resource 5 type, to match the general concept of an identity having

di stri but ¢tsr esouages whdilkabhether eséjitinuepebdeablef tohesactuwml odevi ce
on which the resource exists. Notw thstanding, the present invention is not

limted tehabyspmet tewliae’scheaRlabldtorekoupats, e€ngludihg seBepasragy.be
devi ce- based, such 10 that each device may instead provide its |ist of

avai | abl eph@s0UECESH 920t BB tHEVI /8§ %FEHrHE?tmEB§15§HEwhEEHVEEEQQBeES

known. As generally represented in Fl 3, an architecture 300 is provided
icgnglrjfﬂ]gﬁ%ggﬁf\éi I&%a?w%?gE%@é?f%ggﬂﬁo;zaé@eéé Latgl kagnt dLeLrHRULgdon

the requesting user’'s identity, defined role and scope for

that role. In this way, data can be accessed by its owner,

10 and shared to an extent determined by the owner. In the
present invention, instead of data it is a device resource
being accessed, whereby a user’'s identification, defined role
and scope for that role determine the extent to which a
resource may be accessed.

15 Indeed, the security mechanisms of the present invention
are based on those essentially those employed for security /
access control in .NET services, as generally described in
United States patent applications, serial nos. 10/003,754
entitled “IDENTITY-CENTRIC DATA ACCESS” and serial number

20 10/003,767, entitled “AUTHORIZING A REQUESTING ENTITY TO
OPERATE UPON DATA STRUCTURES” filed on October 22, 2001,
assigned to the assignee of the present application, and

herein incorporated by reference. To this end, at least a

thin subset of the .NET service runs on each device which
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aspects of the participating devices are abstracted and nade
"progranmatically addressable froma different device. A universal

pl ug-and-play (UPnP 2.0) infrastructure or the |like may be used as the
basic, |owlevel mechanism 302 for 5 discovery of these resources.

Al ternatiyel he 1] . Les C for [i pus c I deyi may be
cached ingé%%%t%e??-éﬁ%ﬁﬁgf%%a%#%n?ﬁ%ﬂghcéﬁpggligt?gggﬁ#gggtg¥y8§§ore, to
enabl e qu%%%in of re be resourées,even ii th ,degice is o lé accessi bl e
t hrough sOREITAREFREdFaPy sTRh2GSIE1PRr efal PCBIL 3B W FEPERRL NGBS AP B E he
di scovery nmechani smare the schemas 304, e.g., one schema associated with
each specfeferiipengfiel hBa¥oRputraguEedoor cehespt AeBaERS ofUERosB2Echemas
exposed, for exanple, as in the .NET architecture. Note that while UPnP
provi des hosalt abterdiycovepyotbdedcauen swh8l4twot losabnbgepato-péerhe
process of actually using the renote conputing resources. Thus, UPnP and

. NET tsechael Dgé€esmay ebds@ilstonhactbilt kemr esoUcert 8HRL £8G, (BUy. are not used
to actually enploy the resources avail able on a device. Rather, once the

I esour CespRL SokPPYWNau BREHOPEL B 8hYs2Pyiosused progocg)s for that specific
resource domain are used. By way of exanple, UPnP, with the addition of the

.NET identit j - tics,
S vl | oul o e EhesEREPPAPLLERTCL, A0F LEOLESH EERASY SETiSeTRE OO
devi ce, however. a ﬁrotocgiasuc o.transfer

vi deo dat a° AP STHRY | F T’dggéoég?ﬁi%%% E%%égggéiagsgiggVée%etmeen t he
devices. Note that this is simlar _to the way_. NET afproaches data services
today, e.FESOURET PRBVIERS BAVebRaRiSATELY cRRfeeEsaBlants khectrbdek
endpoi nt representing a proprietary (e. g.,
10 device, or may be queried via the Internet or an intranet,
such as via the centralized set of .NET services on the web.
When connected via the Internet or intranet, a program may
query the last known computing resources available on any
device associated with the user’s identity, even when the
15 device is offline or otherwise inaccessible. Bandwidth is
also a resource, and may impact how a device’s resources are
shared, e.g., it may be more efficient to leverage a personal
computer’s resources when the personal computer has a high-
speed connection to the Internet, but not if the personal
20 computer connects only at low speed, such as if the other
device has a high-speed connection. 1In fact, the personal
computer may want to leverage the high-speed connection of the

other device, in which event that other device may then

leverage a resource of the personal computer, e.g., the
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Messenger) protocol, but once that endpoint is connected, .NET allows the
‘client to use an existing real-time protocol. Qther protocols appropriate
for other types of resources are used, e.g., CIFS+ for storage, which
scales well to both 10 corporate and hone storage scenarios and enables the

ser's fi stemto continuousl and tp_other storage d ces t hout
Forti ng t1Ev SLE Thtee F CROuR T e TR P erag seont cab Cimat cuSeEr i

summary, the present invention provides an identity-based approach to

di scover i fPEREIRC]5 additional resources that are available for use, but
does not thereafter directly deal with their use. FIG 6 is an exanple

fl owchart thatInepresedRBCcsonbtiycore ahspepects ofietbrepertentveénvedmni on,
begi nning with step 600 which represents receiving a request to use a
shar ed 20thesalsceibdbed recuest ingymdeagener ad4 &nd. 214 eguesteaght he |1 st
of resources that a user has avail able on devices configured to

part'@'paiﬁbl@&en@Yr@%pécE@ﬁéeéiségﬁeﬁyS@@@h&ﬁﬁsﬁesggsC&ndezgs, tRaf esponse
to an adverti senent pur poses - of this exanple, the request is

Lreat od. 1 Pl £aLRS Lol 00, SPRELLLGok CROULREr SLEPI ORZE £RE Capt So 1 B

eval uation the credentials, such as prOV|

Passport thentication 5 servi The req est nay |ncIu e the credenti al s,
or the croETT e SORNCEE Lo atbl Y ESE AN, 8 g R ar 76, Sakhart of
or after step 600. If pot valid at step 602, ste 602 branches to step 604
mhlch|%ﬂﬁ%¥%%?51$e?%%?t%ﬁr?ﬂet?eﬁ%%s l?ﬁtEe?%%fcﬂ%peHﬁ?ﬁgr%ﬁp%¢5tv%n
environnent, the request 10 wi thout proper credentials may be ignored

rat her th7a¢nselpe@¢f41@ta¢|%09e§1@@t%h9 is formatted (e.g., in XML) and

10 exchanged in accordance with a defined schema, as described
below. As represented in FIG. 2 by the exchange of the
schematized data 209 and 219, both devices 202 and 204 are
configured to share their resources (Ra;-Ray and Rgi-Rgn) with
other devices in the distributed computing environment.

15 However as can be appreciated, in a given environment, a
particular device (e.g., a mobile telephone) may be only a
consumer of resources rather a provider of any resource, or
conversely may be only a provider, and not a consumer.

A device that is sharing its resources need not directly

20 communicate the resource data with the other device, but
instead, for example, can advertise its resources somewhere
for other devices to discover. For example, a .NET service
(.NET Devices) is provided that centrally stores device

resource capabilities such that data may be appropriately
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If valid, step 606 is executed, and represents determ ning the anmount of
the requested resource that is avail able. For exanple, a resource such as
storage may be 15 limted because it has only limted free space, and
further, a device may be configured to nake only part of its storage space
aval | abl ecfor. 90381 09e L ESELYANG, LhE L6S1 Korsilsells A Lgsoures sych as
processor cycl ésS fay beé nade avar | apl & only Yo°T he® ekt ent®t He processor is
not bei ng ot%ermﬁse used, and 20 even then may pe further. J]imted so that
anot her deSRL A BRFYL P ERRD UPF FREECHak? ntind Qrbeht 1BF2RARL GBS ed cycl es.
Any resource may have a tine-out value associated with it, which may be
further c&hePhajehrg uplemi t sAusinilkay. NEY cRegeurads beesvibeed $Hramo nore

t han one hour per request, and the request - 27 will be termnated if no
file systextemdedstNEArkeditest eerat cé casdy everyrowoded nue esdvéntise s
manner, a device may be configured to share its resources to an extent
contral | ethby idSoewaeion edndbrhet rédwiced. Note that the resource access
may be dynamic, e.g., unused processor cycles nay be shared, however CPU

usage is a nuMieE EbelofiMStUMESs 0d FhEcH eQuRSt dRmILesicKlevisec Ry be
prioritized along with other devices and/or processes on the device that is

har i t . l e, .
cont ol aATE Rerson abe a1 rokoi ke ‘Shate Rl Sl SO RMR R i< ot

ot herwi se using th such as_bandw dt h or_ processi ower. Both U and
bandwi d 1P SRR ESG DT LT e R0 B ERCC SRS, RIUSEE hauHr Bl SEeh ERYRrTHY | e
constraints (e. g., cycles or bits per second)_rather than non 15
ti me- based $RIOUF CARVEIRT deniFR kiR tReFP ¥R ER) el NALUGE e tand home
schedul i ng mechani sns for tinme-based resources in

10 personal computers, and a cellular telephone:

<myStorage>
<device name="Work PC” uuid="7a733d84-b394-4bal-56b5c0d”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>
</device>
<device name="Home PC” uuid=“6d733d84-b3f4-4bal-56b5c0f">
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seeklLatency/>
</device>
<device name="Cell Phone” uuid=”5f733d84-b3f4-4bal-~-56b5cif”>
<driveSize/>
<freeSpace/>
<transferSpeed/>
<seekLatency/>
</device>
</myStorage>
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gener al

wi |

be fundanentally different than for

non-ti me based resources.

"Note that kiosk |ocations would enabl e many scenarios that woul d be useful

to such g
entirely

uests. A resource 20 such as a display nonitor may be either
avai l abl e for sharing or not at all, dependi ng on whether or

not

it
&06 may
amount of
r epr esent
schema- bag
requestin
be shared
requesting
correspo
resource
that this
it is red
step (suc
event, e.
when it i
be direct
t he resoy
requestin
Step 616

q én@pggée%g&ng [rel-gnor e,

nt | \lghﬂl;l’\ﬂ use
]3 A\ =]

pd; T1h||s ;\l%hnllﬂh not 61

|f approprlate) a request when there
nERSOMLER per 28, a= - AYALLALES 94 Hpa$ N5 B8~ St €p 608
S returnlng«@ug§§gpgse to the requesting entity, preferably t
sed respons&plibisdgeprovi des the resource capability data to th
g entity. 5SaBhepyH6i6/¥ epresents allow ng the requested resour
, and i ncl udegerfisagesanpl e, the exchange of data between the
devivdeaire>t he sharing device so that the sharing performs
di ng t‘a?§P(l$‘?JPa¥‘ﬁé'HP@%|LFé75t‘1“Hgi e a8 Soah Bed- THSELE Wnet her
was 10 exhay$t é .9., timed out or is no |onger avail able.
is shown anu ol n FIG 6 for purposes of sinplicity,
dily unders&ggﬁ Lhe actions nmay be event driven. Further
h as sigp.6Q8) nay e included in the loop / used to fire the
9., theielbecd aaned el UsagRed SudyNaAT TRIskYbIMANLbL-86bi@Edet er mi
s exhaust eckdpospddag>parti cul ar request. Note that a resource
| y exhaust ettrubieavethe requesting entity inforns the device th
rce is no |owgerysiéeded. Step 614 represents notifying the
g deV|ce tHﬂFmQUﬂFﬁ6e4esource is no |longer available for its

re abllng t he resource usage, so that, for exanple
roce551ng ower>

epresen ntoad 1n I C
r.l CIoeTIico OO LIl | T 1T U

5t ep
5 NO

»}

ne

ce to

U

Jolits]
ne
Not e

however

a
ne
ey
At

s e.

based,

distributed resources available for use,

actual device on which the resource exists.

type,

As is understood, the schema is preferably resource

i.e., multiple devices may be listed for each resource
to match the general concept of an identity having
independent of the

Notwithstanding,

the present invention is not limited to any particular schema

and/or formats,

10

resources to other devices such that the

that each device may instead provide its

the schemas may be device-based, such

e.g.,
list of available

same information is

known.

As generally represented in FIG. 3, an architecture 300

is provided in order for devices to participate in an

15

intelligent distributed computing model,

in which various

- 24 -



once exhausted the requesting device will need to nmake a new request if it

wants to share resources. - 29 FIGS. 4 and 5 provide exanpl es of sone of
t he many possible uses of the present invention. As will be understood from
the exanples of FIGS. 4 and 5, integrating conputational proxy support into

a network evic r I . Ay I n u rience
for users” 2% ggﬁgl%%e?%gl ?i&fﬁgg}ﬂa.dglrs yeé%é §S$€£%§%%n§§% f%&EIG. 4,
a small nobile device 400 ch as blle t hone nts to print to a
printer APPIRTWEIRICHh %%#?eﬂ%%? § ﬁg 3%133 apgropriate
printer driver. This may be because the nDblle devi ce 400 does not_have

suf fi ci et iespsyl tRLRGABATOEAA ABPRP o7 n0 b PREFRSETEPEYER PlckRa bket hat
printer 402, and/or does not have an easy way for the needed printer driver
to be inshay|leel used/as the bahbe, rbasoheve Notechsatsmh3@2ioa real 15
scenari o, and one proposed solution is to emt XHTM.-PRINT as a sinplified
PDL ( Bagediessvepyi ofi tlasgeagesotiroast heAhobrhaet ealge 406 10st hef printer
402, e.g., over sonme network connection (shown via the dashed line in FIG

4) . Al t hopghoudHdd - P&t NJat Soasleadiab €t 1 8y ade @Xé € may bé SEMEH O1h hasma 20
nunber of drawbacks, e.g., XHTM.-PRINT is not WYSIWG cannot control line

breaks. - apch gones | Yo s oYides: S RORE UBCKXPETHERSE: o FOVEYSFe [ {oVia the

pr esent i nvention, e device 4 I rst yham cally di scovers a

per sonal é&% éeaué§§1n938f remote resources even if the device is only

accessible through some intermediary such as a firewall or

10 wireless hub. Atop the discovery mechanism are the schemas
304, e.g., one schema associated with each specific type of
the computing resource, with each of those schemas exposed,
for example, as in the .NET architecture.

Note that while UPnP provides a suitable discovery

15 mechanism 304, it 1s only part of the process of actually
using the remote computing resources. Thus, UPnP and .NET
technologies are used to facilitate resource sharing, but are
not used to actually employ the resources available on a
device. Rather, once the resources are known, appropriately

20 focused protocols for that specific resource domain are used.
By way of example, UPnP, with the addition of the .NET
identityHeader, endpointHeader, and requestHeader SOAP
semantics, is well-suited to obtain the video screen

characteristics of the remote device, however a protocol such
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equi pped with a proper printer driver 406, (and which the nobile device
user is authorized to use), the nobile device 400 instead provides printing
data via the personal conputer 404 to the printer driver 406, which in turn
will create a 5 WYSI WG out put using PCL, Postscript or rasterization. As

mentioned. a , 1t resent inventio rovides.the discovery nechanj sm
and t her €4t ?@ﬁ%ﬁ%‘? | LSRG R TS TR ea}f-tﬁexén@q%/aﬂ‘/nw{%it he
personal conputer 404, such as by a lightweight PDL that has much

hi gher - f i HeFF2YCYY Al | RANdeN el IAECPRF NTFEWePR FRe FeVICehi ghNeERl ity
out put rendered very quickly, by |everaging the faster processor and proper
printer dehatertlos 1% 3irel bar somathe omivt NERERPIPEENSS déabhstery eses
second exanple, generally directed to providing an inproved user experience

when opertaddang, ae RPA 13NEPessonadedsi ginadhasssstantdornddct had a5 t o be
executing nmanaged code renotely on a server 502 (e. g., an ASP. NET

serves). ecedni® ScGOIDht SheptéSenin® dayeodRbetd¥y, cpangct to the

server to run the managed code, (e.g., by leveraging Mbile Controls

support i sy I e r t aé}%%’ i ndieat ed
by the dabg%é}ds%&i\%))i%%él%ég %gte ﬁ%e’?sh%%z dyn%%nr?ga y&g%%?%;@?he%ﬁﬁrﬁm

cont ent tolpf(pwes ro(gii ate screen size of the devjce. 500 thopt the ISV

creating et Yt posE e ode FoF FacH vt Iv\e/ev%rr%%?%l S requires

many round trips with the server, 500, - 31 with the_screen flashing for
updat es, AMPHENREIFYL DrIRR TR LR gf Ao e AR rE¥BGR P B @S O WA $ Rt Y ed
solution provided by the present invention is acconplished by having the
PDA dynariged | ye d¥ scvEFSt heer s Boprgsondli donpea kes 502l hssocbatled with the
user's identity can

10 corporate and home storage scenarios and enables the user’s

file system to continuously expand to other storage devices,
without forcing the user to deal with drive letters,
namespaces, and so forth. In summary, the present invention
provides an identity-based approach to discovering these

15 additional resources that are available for use, but does not
thereafter directly deal with their use.

FIG. 6 is an example flowchart that represents some

general aspects of the present invention, beginning with step
600 which represents receiving a request to use a shared

20 resource. The request may be general, e.g., requesting the
list of resources that a user has available on devices
configured to participate, or may be a request for a specific

resource, e.g., in response to an advertisement. For purposes
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‘be a proxy for a nunber of conputational resources, as generally
represented in FIG 5. In such an event, the PDA issues an HTM. request for
a renote page via the proxy personal conputer 504. The personal conputer
504 intercepts 10 the request and starts a session with the renpte server
502 to offload. the U rendering managed code, e.g., using WSDL_as the
rotocol 05 Tt care  €0oth, e dRPRD Lk [ Ran ke 1 TH BT Toouone
personal conputer 504 to the server 502 will be | ess than the bandw dth
fromthe H%%?c%@%Q%F?%'the proxy 15 personal conputer 504, whereby the
smal l er anount of data transferred over the slower link to and fromthe
server 502 restier §02 aremreserspore vevabertion oo f aelke wireedesbibyed on

t he PDA 500, providing an inproved user experience. O course, the two
bandwi dt hsuclanadepfovisded\iay uahedioressit e. RET t Passpdet paotlyestlicatdoni s
the nore-optimal one. Further, note that if the PDA 500 was equi pped with

| ocal By- rsgNge conti®l ednhed t tey SEivBid@BSh@bd Ledont E¥BE A06r EHeeVeEN
better experience nay be provided. For exanple, ASP. NET automatically

| ever agesc AdWerh O£ s o Sséfar el pUshcharided, &Sg@ U8dEfoPh CKes #&PEVO|)
running locally on a PDA running a Wndows-based operating system This

resul s 10 eusn dess.round 860 10 ANe SE1VeTo 20220001 PLOXY 504 Wi ih

| ess resulfant” screen updating / can be appreciated, there
are numer.ous aqt her_ex | e hat, are enabl ed by havi ng conputing resources
evol ve. dERAGISR FaeRi TR yE04 HErEEh TIP AT TENGE (FE ToF LRELTAT TRYIEEs: { hose
resources ship with, The_resource schemas and service fabric are not

linited tNPEF It diarending ehed reswrn cRRVimANenso alte i Rt el enents to

assi st those resources working together.
10 without proper credentials may be ignored rather than

specifically rejected.

If valid, step 606 is executed, and represents
determining the amount of the requested resource that is
available. For example, a resource such as storage may be

15 limited because it has only limited free space, and further, a
device may be configured to make only part of its storage
space available for sharing, reserving the rest for itself. A
resource such as processor c¢ycles may be made available only
to the extent the processor is not being otherwise used, and

20 even then may be further limited so that another device can
only take up to a maximum amount of the unused cycles. Any
resource may have a time-out value associated with it, which
may be further contingent upon its use, e.g., storage can be

shared for no more than one hour per request, and the request
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This can be appreciated fromthe follow ng two types of scenarios, nanely a
set of real-tine scenarios in which the user is interacting wwth a renote
conputing device in real tinme, and a set of schedul ed or predicted
scenarios. An 15 exanple of a predicted scenario may include a storage | oad

bal anci g, [PENANT SILANAL 06CRE! 903 Yer DS 0N 2UOLBDELYE o L0 LRI, SUTe

t hat one conpufing device s Tree siorage space i gorng o run ou

whil e anoiher drive has plentg of room. Thus, a rich iéhena naiugrovide
data that Gd%5 PETONATHD HERRFEHi ngl T heht RBPRRE t AcPEet $8sT9E RR as

nmet hods to schedule, at a particular tine or at regular intervals,
prioritiza®rbhowaedi kerghanadi Bat BerPareasi by advErbeReafoRr¥al bedshyl e
contention between real-tinme and predicted tasks, or multiple such tasks.
The schenatsegwpeovi dedhonisbeatoncept - 33 of cost, e.g., if two
connections are available to the Internet, it is valuable to recognize that

the user may hopaythgt otige préseufee addéss tivgly aissedgndiicanetder price for
an ampunt of data transferred over a different nmechanism and 5 sel ect the

better opih@fed REPbEESESPNESEBES NEaPYLE $RASEAT BYwéEET NBYU DEsalged; & 0a
under stand how users are interacting with their devices, and to achieve a

consol | dasefhouf ool boutauuoer, 0Bes LS. rEQibet: hhan, by cagply. dhaparat e

vi ews separated by device. s data S appropr known to

devices, and wi|l] ovjde an, automatic.way for_ such data to be

Consol | AR BT Pr BTG 1T B8 ptE iR 220 FORI RSB FAVAE amtCexCREngYd BiRed on
noni tored_usage, e.qg., if the systemknows that a user manual | y downl oads
parti cul HeY+HFdr Hed t obS t shar Fagdt kel @P¢ onpileerewamp e 159w $ & aysS pes oray

| eavi ng work, the systemcan start the downl oad
10 only consume a controllable percentage of resources when the

owner of the device is not otherwise using them, such as
bandwidth or processing power. Both CPU and bandwidth are
examples of resources which are scheduled according to time
constraints (e.g., cycles or bits per second) rather than non-

15 time-based resources such as disk or memory usage. As a
result, the scheduling mechanisms for time-based resources in
general will be fundamentally different than for non-time-
based resources. Note that kiosk locations would enable many
scenarios that would be useful to such guests. A resource

20 such as a display monitor may be either entirely available for
sharing or not at all, depending on whether or not it is
presently being used. Thus, although not represented in FIG.
6, step 606 may also reject (or ignore, if appropriate) a

request when there is no amount of a requested resource
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.duri'ng device idle tinme so the "synchroni zati on" appears instantaneous. End
user options/settings/preferences is also valuable information for the
shared environnent, e.g., what is a desirable or even necessary feature for
some users is 20 undesirable or even annoying to others. By maintaining

t hi s dat r .fhe p be in o] _of I r_experience.
Al so, ina%Y%gg?gg gﬁgi?%%ﬁﬁég; t%%gé %??Ig%%r%%gﬁéés%egﬁgﬁgﬁ h%client that
uses the protocol/schema to perform system managenent, ere "systent
fofers t b ERRSTRR, BF 1 OB, rorbensind’ SYELET CRLOHEtERly B FensR Pk ¢y
Al gorithnms and nethods can use the schema for predicting_such operations.
As is undepsReRee thakPrPeldanythal rapPerce eprPiBsl Brabiate biot HR®ugh
abstracting device resources and 5 aggregating them around an identity. A
nunber of rexaept&sgaertptyvi ded, however the |ist should not be considered
exhaustive or in any way limting, but rather serves to illustrate sonme of

t he many benef$tep aditlo atdapine agess 0d 1 1 6vel g esleat rédauest édnredsuexanpd else
menti oned above, a device with a small conmputer 10 screen may | everage an

unused cogpatEd, NBRd O c COARECT £6r { OxAnPEE SOPRE SRIRMLEE bprabester
di splay, use resources of a proxy to facilitate a better display on its own

di spl a i : i it s PLi riye y
conneoti ng £ priater s i IeTLEr BB R Ao hEay
correct driver, (FIG 4). . Qher exanples can be seen .in_.a very | ow powered
Govi co. oo SRAEi Rt se obme AN P e SRR S CE R SonEiY at L on by
using the nenDr%Hgnd CPU of a_personal conputer. Stored data can be

aut omat i CERTYCAMRY rBREHETR ent TR0 et FROMT AVRPFRSY Nl DOSRMTSR Y5 a

second when the first hard drive is getting full,
10 exhausted, e.g., timed out or is no longer available. Note

that this is shown as a loop in FIG. 6 for purposes of
simplicity, however it is readily understood that the actions
may be event driven. Further, a step (such as step 606) may
be included in the loop / used to fire the event, e.g., the
15 resource usage is dynamically monitored to determine when it
is exhausted for the particular request. Note that a resource
may be directly exhausted when the requesting entity informs
the device that the resource is no longer needed.
Step 614 represents notifying the requesting device that
20 the resource is no longer available for its use. Step 616
represents disabling the resource usage, so that, for example,
once exhausted the requesting device will need to make a new

request if it wants to share resources.
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‘including, for exanple, frompersonal digital video recorders that record
vi deo programm ng and need to delete old shows to nake room for nore recent
recordi ngs. The present invention instead noves those ol der shows to

anot her storage, rather - 3 than delete them A portable audio player

5
need not be ab o play_.apy_type.of physical diia, but _can_instead
recei ve and bu#?%%'agd?ﬁdSSrggégad?oeg? PhSﬁ\ggggPQSngf Egﬁpﬁ?gy and pl ay
the audio frompenory. 5 _Q her exanpl es incl ude allomﬁng%users to easily
;

. y
access t hBPFSEPLEsUFRBnPANYBelF EESPEgAPUFBELOBF WASI W1LL Pe spgpEatoPd
exanple, while on the road with only a small personal conputer, being able
to easil yfvpenthel exaspdeedodnFaGhRont peflsbnalntegpaténgoromprkapéprsahal
conput er, (independent of 10 centralized . NET data storage). A user may see
all of thprbkreessppoeti intar aonstdevkcedgei delriidengri appaianos maplic
sharepoints on a corporate network. A large-screen TV connected to an

approm i akesdevi €8 Auyebeeus@bdet Oedpevi phokogoaplisesaved an anpersanal
conputer folder, run a 15 slideshow, watch hone novies or novie trailers
saved on gepghsenal conputer, and so on. FIG 7 provides a denonstration of
an inplenmentation 700 run using four interconnected conputing systens,

702-705. The iER'§g$§%§E2§$a§$9ei985?883 %e&OHHHPgG§h2"a7&8afﬂdm8811e

application progra nmlar functron code) "on t hé conputing System
& sk) 716 BReF et ERnERhrRgag &1 BRPTBS. CRAEPACREL pPayEA1500REERE Efput | ng
system 705. Thus, in this exanple the resources are distributed such that
there i s progter 402, however the small device 400 does not have an
10 appropriate printer driver. This may be because the mobile
device 400 does not have sufficient memory to install and
maintain a printer driver needed for that printer 402, and/or
does not have an easy way for the needed printer driver to be
installed, and/or for other reasons. Note that this is a real
15 scenario, and one proposed solution is to emit XHTML-PRINT as
a simplified PDL (Page Description Language) from the mobile
device 400 to the printer 402, e.g., over some network
connection (shown via the dashed line in FIG. 4). Although
XHTML~PRINT is adequate to an extent, this solution has a
20 number of drawbacks, e.g., XHTML-PRINT is not WYSIWYG, cannot
control line breaks, and generally provides a poor user
experience.

However, 1f via the present invention, the mobile device

400 first dynamically discovers a personal computer 404
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an input resource the on conputer 702, storage resource on the conputer

703, and an output resource on the conputer 704. The conputer 704 acts as a
coordinating authority for the inplenentation 700. Al though the resources
are on different 5 conputer systens, the resources are accessed in

accordance with the, present invention to.essentjally form.a. single
funct i oni AP EREEN* éaé%ﬁ??e¥é%5ﬁ?E%r7qfﬂ%%ﬁIég%he(%$%lv%%§?oﬂh912, and
al so connects_to_the other devices' resources through ports 10 724, 726 and
728, concBPRLbE | §OYEPP c4TRY oS | FUFPeY L 72 st R neSPbr t CpRrMmeREbRrd®VISE t hough
a separate input and output port may be provided. Ports essentially
conpri se 400 utnstread guecresdepapr LAkl he drta teha (v ppeyserabrcomRt €Y nput )
fromvia a handle to that port. Ports are nobile, data is not |ost, and 15

security 4£an te tss oot hhesr Wit hver ppd 6, swichch hat toronei Pxcepeatdeai nt ended
entity will see the data intended for it. The shell 710 used in the

i mpl emeNtiRE s Bvd Oy t15u PasEfn §NP@L, Pr 68 BEdH N | SRR F EILE 16, t oadS
xSpresso, as described in United States provisional patent application

serial niygher; G0 80L39 S6due i £0e0D NeVerd0: o2 0920 Ae oKL Tad BEch 8y at o0

by reference inits entirety. 1n gener presso Is directed to a
programm ng .| anguage_and .runti that brokers control d_data fl ows anong
asynchroﬁ%%%h%?s?gh1%%é&&%ﬁﬁﬁ%fﬁéﬁnﬁ%ed?%%%i?hl%ﬁﬁ?ex p €55 expresses the
cooperative di nensions of - 37 ,Fro€$ans or %ggvices, inc%ggin rdering
and tim PP PHRCRER Yo PRogravmet FRathy RRTTIREd. CHRY Fahgtidbe é}‘ as

progranmatical ly express the passing of an organizational .
by a lightweight PDL that has much higher-fidelity (relative

10 to XHTML-PRINT). The result is high-quality output rendered
very quickly, by leveraging the faster processor and proper
printer driver 406 in the personal computer 404.

FIG. b demonstrates a second example, generally directed
to providing an improved user experience when operating a PDA

15 (personal digital assistant) 500 that is to be executing
managed code remotely on a server 502 (e.g., an ASP.NET
server). One way to accomplish this is to have the PDA
connect to the server to run the managed code, (e.g., by
leveraging Mobile Controls support in ASP.NET), with the

20 results transmitted as HTML, as indicated by the dashed line
in FIG. 5. The server 502 dynamically scales the HTML content
to the appropriate screen size of the device 500, without the
ISV creating special-purpose code for each device 500.

However, this requires many round trips with the server 500,
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schenme fornmed froma custom zabl e tag-based | anguage such as 5 XM.. In the
exanple of FIG 7, the nunbered arrows | abeled 1-4 and 6-10 represent an
exanpl e of the various conmuni cati ons between the ports 724, 726 and 728
and the shell 710, to display the text data of a file in the storage 716 to

the 10 display 718, e.qg.,_sim|ar to the well-know "type' function. In the
exanpl e IfiE Ghey sereferfhshieg kKESHImPreToARE TARCTHI 1Y REIVIHRS @

operation by typing the word "type" on the keyboard 714 (arrow | abel ed one
(1)). Thelegwided sercesnesiends. via the port 724 and communi cates data to
the port 728 15 for display on the screen 718, (arrow | abeled two (2)),

e.g., to echo amaimphevers esohasi ompottoaindédrby ot oppdeséot mndedehamei of a
file that stores the text that the user wants to have displayed. In FIG 7,

the arrowdahgbBikidd a8y (Haviepresemsa tdegnatetdal Wpi dsddvéhecidt epane,
such as 20 corresponding to an XM. file, which may al so be echoed (not

separ gt el yet 8ol LhomM d i 1416y T4d ed NG Shedle 110t NEN: YEAL £5, dBLR

(represented by arrow | abel ed four (4)) to the port 726 that corresponds to

equest 8 cheler e & R & (S Eera Fengt Rt A Cal e

request to s filTe System paral'le 0 calls (the
w de arrow | abeled five (5 he application program 712 to receiyve and

out put | FRFTSERL BartEPToE AAROnGe FEie ot or Ty g8 it & e Hads
outputting data via port 726 to the application program 712, which in turn
out puts i¥S§4eg RN gEMNL 7oBIWESt her i & o FR RAFR 6V 1A 8t h PFR¥PY esent ed by

the arrows | abeled six (6) and seven (7). The arrows | abel ed eight (8) and
nine (9) personal computer 504. The personal computer 504 intercepts

10 the request and starts a session with the remote server 502 to
cffload the UI rendering managed code, e.g., using WSDL as the
protocol to the server 502. Typically, the bandwidth from the
proxy personal computer 504 to the server 502 will be less
than the bandwidth from the PDA device 500 to the proxy

15 personal computer 504, whereby the smaller amount of data
transferred over the slower link to and from the server 502
results in a more responsive user interface when displayed on
the PDA 500, providing an improved user experience. O0Of
course, the two bandwidths can be first evaluated to ensure

20 that the proxy solution is the more-optimal one.

Further, note that if the PDA 500 was equipped with
locally-running controls that the server was able to leverage,
an even better experience may be provided. For example,

ASP.NET automatically leverages any local controls (e.g., such
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represent the rest of the data being transferred in a simlar 10 manner.
The arrow | abel ed ten (10) represents the status (e. g., success) code
being returned to the shell 710. In keeping with the present invention,
storage, input and output can be placed on different systens, with no

change to the inplenentation. Legacy interoperapjlit e provi ded 15
vi a comnﬁfl%ﬁgggﬁéq' ?%rﬁ???iég)clggﬁﬂgt %1§ftbﬁ§gégﬁ%§g N HeEgaty
conmponents, (e. d., .the keyboard, console and storage). Systemdispersion is
provi ded WHIGPTHcH2SH etdia% SMSF i -st iEdt &8 SUHHSe eSS oS58 i s
explicit handling of concurrency and nessage-passing. 20 As can be seen
from t he farmdjdinigpslct@i tleel skwcet pi0dmnd her oFexyprid dead @ reg$wd and
system for distributed conputing of device resources based around the

concept ofesuletdnt yscrdden nebdendirand/ sfsdsem@bstracts the resources of a
conputer fromthe individual devices in a manner that provides - 39

nuner gus benefid scdi® 1we t@%érmw,eraiéﬂe | 458 Qvi@fetd\es USEies Sodmpledy
experience. The nethod and system are schema-based, and are extensible and

highly flexiblee \/&;}A@lg@e& qymﬂcfrbg@é%%%&é% VAL Othfe garound

nodi fi cat1 ons and ternati’'ve constructlons, certalin | ustrate

enbodi nent.s ther.eaof are sho inh the d i s_.and V een scr i bed above
in detai 2™ 1% esrh%lu X blensl’Jtne \é\@s(%%o%t:o %é/\gt\\llrié%?p% a C@%r(raeé)?vslcneggi%cse%i on to
limt the invention to the specific forns disclosed, but on the ntrary,

the 10 i MHRIHFT SHP BV alFoRITEART oFHIeTF 1 AHar T LonstFUctS ons,

and equivalents falling within the spirit and scope of the invention. - 40
are not limited to simply describing the resources, but also

10 include elements to assist those resources working together.
This can be appreciated from the following two types of
scenarios, namely a set of real-time scenarios in which the
user i1s interacting with a remote computing device in real-
time, and a set of scheduled or predicted scenarios. An

15 example of a predicted scenario may include a storage load
balancing mechanism that occasionally runs on a home network,
to make sure that one computing device’s free storage space is
not going to run out while another drive has plenty of room.

Thus, a rich schema may provide data that goes beyond

20 describing the resources themselves, such as methods to
schedule, at a particular time or at regular intervals,
prioritization machinery, and data indicating how to deal with
possible contention between real-time and predicted tasks, or

multiple such tasks. The schema may provide for the concept
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1. I'n a conputing environnent, a nmethod conprising: at a first conputing
devi ce, discovering a second conputing device; 5 at the first device,
obtaining data related to the second device, the data including resource
information of the second device formatted according to a schenma under st ood
by the first device; and the first device interpreting the data to access a
10 resourelk ¢PSthe® scontf de¥P ceONBRCHHRNFreR FR R £2kat ¢ 8O f tR€ her

conpri sing, conmunicating a request to use the resource fromthe first

devi ce tolnterretontt deviceluablg. taheceeyibze ofhat atlne luser tihey be
conprising, conmunicating identity information fromthe first device to the
second deyvaging 20hd.pdhee nBbhoshbimttad ndeaberiont dhetheenprigei fidoramti on
corresponds to credentials. 5. The nmethod of claim4 wherein the

credenti adfo@ie Pf Q¥4 €lede b Sfebibdedd £ a4 | @F 5EF & € Bmechddism, Band\
conput er -r eadabl e medi um havi ng conputer executable instructions to perform

a net Bod, sd Ne- ed o d, COPPF i §hPgon > at a first conputing device: |ocating
infornati on about a resource of at |east one other device that is avail able

or o the, ket i o 9kt o, bapes Pheayd BN BROOHL SEFI e
understand how users are interacting with their devices, and
to achieve a consolidated view of how a user operates, rather
than have only disparate views separated by device. This data

10 1is appropriately known to many devices, and will provide an
automatic way for such data to be consolidated. Prediction
optimizations may be saved and exchanged based on monitored
usage, e.g., if the system knows that a user manually
downloads particular information to a hand-held computer every

15 Friday before leaving work, the system can start the download
during device idle time so the “synchronization” appears
instantaneous. End user options/settings/preferences is also
valuable information for the shared environment, e.g., what is
a desirable or even necessary feature for some users is

20 undesirable or even annoying to others. By maintaining this
data, the end user has the power to be in control of their
experience. Also, in a typical environment, there will be at
least one rich client that uses the protocol/schema to perform

system management, where “system” refers to the overall set of
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information; and accessing the resource of the second device. 7. In a
conputing environnent, a systemconprising: 15 a first conputing device
associated with at |east one identity, the first device including a first
resource and configured to provide access to the first resource by at |east
one ot her device associated with the identity, the first conputing device
provi di ngESFPBFHAT i 2PSABbAEeE el ER 3R DAeRblbYir ceAhEeht BRY 289 aNPERRUF ce
schema associated with the at | east one identity; a second device, the
second devdameusenthgusedena feyuesedactisg sechhepérasionssource; and - 42
t he second device perform ng a conputing task including using the first
resource on thesfisstindevsceodp pleeforaratmheastapasblefstbratisk. 5 8. The
systemof claim7 wherein the first resource conprises storage. 9. The

system of egd1sd 88 ToPhehLbiigh NEo &t F 8 £ { £ 0YEGEEOPBELSLScHandM dth of a
connection fromthe first device to 10 at | east one other conputing device.

10. T : i ! h i i i
oyel et of S ERBELIC AU YAGLE Do PROCKE Sty | PR IAGROEETUE SREmP] 06 JgoLN0
resource conpri an i nput_nethod, 12. The tem of claim7 erein the
ot s oovtnphaegh SRuslBe A Tode SFnald agY BE R Sdrah, sHRERSHYS
further conprising a thjird, conputing device connected to_the first

conmput i ngPHeVR Y WY et Ht hiEnGedontl TRYVIRE SREEe%etOt hblFFTERteetdMPce to

performan operation with the third conputing device. - 43
of the many benefits and advantages of the present invention.

As examples mentioned above, a device with a small computer

10 screen may leverage an unused computer monitor connected to a
personal computer for better display, use resources of a proxy
to facilitate a better display on its own display (FIG. 5) or
print to a printer even without printer driver, by connecting
to a printer via a personal computer that does have the

15 correct driver (FIG. 4).

Other examples can be seen in a very low~-powered device,
such as a mobile telephone, performing complex computations by
using the memory and CPU of a personal computer. Stored data
can be automatically and transparently moved from a first hard

20 drive to a second when the first hard drive is getting full,
including, for example, from personal digital video recorders
that record video programming and need to delete old shows to
make room for more recent recordings. The present invention

instead moves those older shows to another storage, rather
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14. ‘'The systemof claim7 wherein the third conputing device conprises a
‘printer, and wherein the first resource corresponds to a printer driver on
the first conputing device. 5 15. The systemof claim7 wherein the third
conputing device conprises a server, and wherein the first conputing device
acts as a proxy to the server for the second conputing device. 10 16. The
syst em of thénj gelstahehenn thAerprhabidt audionplarescoend eohphei aglaetPce
and the first conputing device is greater than the bandwidth fromthe first
conput i ngptleyi eeyt bypbeof hphdstoapuhedyadebutecad5idgteddcoapeaiee- arddabl e
medi um havi ng stored thereon a data structure, the data structure

conpri si nguffefi 488idi etdebmedi denitf yiol & H¥PEoNA1T €6APLESE &ndeplad
field for identifying a device that includes a 20 resource corresponding to

the type oforgsQybcerbdenbihbigd in the first field; a set of at |east one
third field, each third tfield in the set corresponding to the second field

third field, eacr reld’in ! second fi el d
the Torat 1] el Brisha=ommpEeR TRoL B AREbuked SEVLETLATERRIEY HPRRML (O ct

information to anpther device that is different fromthe one, 5 identified
i n the sebRRHEfLI8S SEERT HAY SRELEEHEFIREYIEE° cOh HAE¥S fbsbarEEored;

identified in the third field set. .
for example, while on the road with only a small personal

computer, being able to easily open files stored on a home
personal computer or work personal computer, (independent of

10 centralized .NET data storage). A user may see all of the
free space in various devices, including in various public
sharepoints on a corporate network. A large-screen TV
connected to an appropriate device may be used to view
photographs saved on a personal computer folder, run a

15 slideshow, watch home movies or movie trailers saved on a
personal computer, and so on.

FIG. 7 provides a demonstration of an implementation 700
run using four interconnected computing systems, 702-705. The
implementation 700 includes a command shell 710 and

20 application program 712 {(or similar function code) on the
computing system 704, a keyboard resource 714 on the computing
system 702, a storage (e.g., disk) 716 on the computing system
703, and a display 718 on the computing system 705. Thus, in

this example the resources are distributed such that there is
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18. ‘“The data structure of claim 17 wherein the first field includes

i nformati on corresponding to a storage resource 10 type. 19. The data
structure of claim18 wherein the third field set includes information
corresponding to total size data of the storage resource. 15 20. The data
structure of claim 18 wherein the third field set includes information
cor r espordft nPRBE f FREOWHER et B8t AN oFOTPRERY of Bde PEIBRIBTCIBUDIS FRetDEL a
structure of claim17 wherein the first field includes information

corr esponcbmiguter bahdini 2@ et eutpet Feeoduta onrubeuremphtera’ft 17 Wherein
the wherein the first field corresponds to processing power. - 45 23.
The dat a sémpeter €704 atas nal2a wesedindbeng hauthdéretd et thel udes

i nformation corresponding to speed data of a processor. 5 24. The data

struct ur eipbl &hahfa22omheo @i N ADenbhyh dehé el dssetcégcivdesni af prapthen
correspondi ng to usage data of a processor. 10 25. The data structure of

| ai 22 LNt LLd f4 el i I i tion ding to
ol ai m-22 whiggel O thestbytd Lhel dosetrLog! uelesatoLorant N coorasnondi ng

si ze dat a nmenory. 26. The data structure o alm erein the third

15 field set, inclu information correspondin 0 Usage_data of a nenory.
27, The o stitctrecBr "M T iof e r e AP EALE S 2 S FelP e
infornatign identjfying the device as a 20 personal conputer. 28. The data
struct ur "' HCH FH L SNREFBi n the second field includes information

identifying the device as a disk drive. - 46
The shell resource 710 calls the application 712, and

also connects to the other devices’ resources through ports

10 724, 726 and 728, conceptually represented in FIG. 7 as one
port per resource, although a separate input and output port
may be provided. Ports essentially comprise structured queues
that can be written (output) to or read (input) from via a
handle to that port. Ports are mobile, data is not lost, and

15 security can be associated with a port such that no one except
the intended entity will see the data intended for it.

The shell 710 used in the implementation 700 is based on

a programming language referred to as xSpresso, as described
in United States provisional patent application serial number

20 60/379,864, filed on May 10, 2002 and herein incorporated by
reference in its entirety. In general, xSpresso is directed
to a programming language and runtime that brokers control and
data flows among asynchronous system components. Among other

things, xSpresso expresses the cooperative dimensions of
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29. The data structure of claim 17 wherein the second field includes
information identifying the device as a tel ephone. 5 - 47

.A3_. Al . A3. A3. A3. A3. A3. A . A3. AF. A3. AF. A3. AY. A3. AF. AF. AF. A

. Al . AF. AFh. AF{. A3{. A3. A3. A3. A3. A3. AY. A3. A3. A3. A3. A3. AF. A3. A3. A3. AY. A3. AF. A
.A3. A . A3. Au: Q

| - x>?CF| 8oF xgnams 7ok cagrel eap cajral ediea] enfenina] eafceinipea) eadeafan] cal c
aJ ca] ca] ca]cal calca]calca U c”a]calca]ca U craUca! OnWw ¢

X]z{}xsnlheZ@n@@n@@m@@n@ébh&ca@raira@ca]Th¢cb¢n@¢a@¢cm§ya]ca]ca]ca]ca]ca]ca

]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cRa]c<aI R [
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]ca]ca]ca ca ca]ca]ca]c ca] ca] ca] ca] ca] ca! Acel ~' cWa@{>| ~ytoje [V]]ca]ca]c

3} gi‘LCf‘J} gg&llfr f ?@fcaf%x!ﬁ% ;é‘%@&:ﬁ?l&ﬁi&%&&lﬁéi&&l tahGad ol salralsa
<x5g{vqhgg]X]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca

In the example of FIG. 7, the numbered arrows labeled 1-4
and 6-10 represent an example of the various communications
between the ports 724, 726 and 728 and the shell 710, to
display the text data of a file in the storage 716 to the

10 display 718, e.g., similar to the well-known “type” function.
In the example of FIG. 7, a user of the keyboard resource 714
initiates the operation by typing the word “type” on the
keyboard 714 (arrow labeled one (1)). The shell 710 receives
this via the port 724 and communicates data to the port 728

15 for display on the screen 718, (arrow labeled two (2)}), e.g.,
to echo what the user has input and/or to prompt for a
filename of a file that stores the text that the user wants to
have displayed. 1In FIG. 7, the arrow labeled three (3)
represents the user typing in the filename, such as

20 corresponding to an XML file, which may also be echoed (not
separately labeled).

With the filename, the shell 710 then writes data
(represented by arrow labeled four (4)) to the port 726 that

corresponds to the storage (e.g., disk) resource 716, which

- 38 -



~U c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]cal!By( e
PHE [P~ pOf#S<Sv ISP ( %rvazupkf al W] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca

] ca] ca] ca] ca] caV] ca

U c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! YWOORALZz&&&& @' " " (R ( ((

)D))))8*u***/+@§r3fg+++%c (];11 9 Z]%;g] cg]&a%ca%ca%%:%}%a%%g% %S]ég]}r a] CﬁllCa] cajc

a) ca] ca] ca’] ca] ca)ca caj ca) ca a +H++FF, 1,

“Jee-nn- Pralieds  rpodhsthi o F3tital g cuida) 2urey) tabetfdat t5¢ cal ca] ca
] ca] ca] ca! ca! cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!l 0000001A1111. 2
| 22237333 iJae | FBELER 6IEB | REPT R ] ]]%] o) cefehTeded) eafral cBpeal cal cal
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 667E7a777
77778J)888880YOIAM®O999In "respdhse, the storage resource 716 begins

;, .. 1xsnid_Z]]]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calca]ca]calcalcalca]calcalc
a] ca] sa] ca) sl el tq] st £ ayta) sat€al Z@) €8l the application program 712,

&< <<<=P===>]>>>><?2???2@ @QOAA" A" Aj AAABYBBBC} xsni d_Z]]] c] ca] ca] ca] ca] ca] ca

] ca] ca] caliadisalsalcal C@a]x €3l £al €8l ©3d cad £l £88 ot canLadi £ ca] cajcaj ca
] ca] ca! CPCCCCDI DnDoDDDE>E| EEE2 FYFZFgFFFFFF2GMGGG" HOHgHHH| wr ]1]lca]lcalc

2@@%%%%@%%%@%%%%&%@%%@ﬁwﬁ%ﬁm o
]1ca] ca] cag}%%r} g,] cal C@} ca‘]]g(;%L ca]P_Eaﬂecj’_ﬁ‘](gaG]ﬂgeIal]l a]é:a] (]ca] a] &a ca] calca]calc

)a
g} (I;’?ng}DPmQ{ o RyRRRR7St SSSTPTTTT}xsnid Z]]]]1]ca] ca] cal ca]ca]ca]calc
a] ca] ca] cCEREG TR e A ]%%ﬁ’éa‘]%a‘]%%]%’]%d?%ﬁ}%a@ﬂ]% g ale o calehlian] cal ¢
alTT

UFUULIO06 VUNARARK WG SXaooer NhebelDRhZZS [ 010 ] {weprpded iy | dag cafatiea] ca] ca) ¢

a)J ca] ca] calca] ca] ca] ca] ca]ca]ca]ca]ca]ca

V] ca] ca] calga)] calead s cajda]oad o] v wenidd 4 S\ tha\sh¢ 1T 1719 W dM N - I K
O " aCaaaab}xsnid_Z]]]]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca

I ca] ca] ca] ca] cal qadaad sl wadic adal sed sad e al epdeal 6! bybgbabhzbbbput and
c[ cccdPdddd;

f hf .

evees(! hdLafaeaam b com 21 Healcel sl et eal sl ealsalomloal eal ool o
kokpk kk lelll]l

oo g‘lr%]’]t]a]tjlc%r]‘ta]%%‘?]ac%clar]‘c%]%%ﬁ%%'?]cja]%‘é]r&%]c%‘]c%]%‘é]%%%a] cal

! #pL +

o ?%%E?L&%f«?% Ry ASEHAYE A7) 708] Cofh] e el CLRwaeTca) cal cal ca
] ca] ca] ca] ca] ca] cal ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal uu, vcvvvwOMWMX >X
WXXXYYY 2SSy \A8Gae Y "GBRpgT) & nf &l 7] 1 ]‘]l}%d‘}%ﬂ?%ﬂ@a]%}%fa]%a?%] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal MeNzZz[ z
j zkzzz{{{4444dg¢) | | }9¥s G} }dreperd Rxsiw dZ}Vid4t ajwad chyoal cajda] ca] ca] ca]
cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! Bz)
gRSZ/ | } xstivi&hsfld hdi €hy cid st Gia) ted catsbdmea tad o) cad €] € adasd La €a] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca! Y@>v' dNTU-}xsnid_Z]]]]]ca]ca]ca

] ca] ca] calhad cals A £ Al GdeRd &ad ¢ Al k@] ked el £ad£ad 6@ cal ca] ca] ca] ca] ca] ca ca

] ca] ca] ca] ca] cal - aM#EZMAzON' b$}xsn| d_Z]]1]]calca] ca]ca]ca] ca]ca]cal ca] ca] caj

ca] capcal cajc
oadfs o ot LA T ERrEd i ﬂ] “’]%ﬁ%eiﬁ]r%% S EEa N L
ca] cal ca alcalc a aI XF< t'e"txsnid_Z c
a] I:a] I:a] ]él]elc%? I:Jaﬁ ]c%]%‘ajj ) caa]%%%% % ]%%ﬁ c%’] %%ﬁ%]%%]ca] ca] c!a] LL] c
aJcalca]calcalcalcalcal” *+LE$%SS#01b} xsnl d Z]11]1]calca] calca]ca]calca]ca]c
a] ca] cal c%ﬂ%]@a}%aﬂ%a]%‘a]‘c%]%%]%a’]%%‘] gef @ eHld e cHeea€a) caj cal F
, STe! " X2NOn} xsni d_Z] ] ]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] gt ta] cda]nelked cad af el en) dad wed e uy/(EHie SpagpYRees d°Z]3]]] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] ca] cadaajwadc aff varh | the Gl el dushi devided | a]  afarajea ] tded c apcaf tddal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca!’ eYHf
vl
3T}xsn| d_Z]1111ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca! IFFQIFL<FG }xsnid_Z]]]]]ca] ca] ca] ca]
caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]
cal ca]ca]ca!;
t#b' f SPC2p} xsnid_Z]]]]]ca] ca] ca] ca] ca] ca]ca]ca]ca]lca)lca]ca)lca]lcalcalcalcalc
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! +ht uRE7t (g&X} xsnid_Z]]]]]ca]

caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]
ca] ca] ca] ca] ca] ca] ca! R<{*aP' bNX*a}xsnid_Z]]]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca



=J----3.p. i K-Ks! 1109 ()-Y! 109%& () -, 10%& ()-!10%& ()- F#10%& ()-Y" 109& ()-"1
0% ()-p.../[//]0i K-KLO"109& ()-33. #10%& ()-, 10%&' ()-)"10%& ()-"

1098 () - Y@LOY& () - F##10%&' () - OMDO000001} si KLO" 109& () -! 10%&' () - 1010109910%&
' () - 6F109&' () - 4F109&' ()-y?2

109 ()-1A1111. 2| 22i K- K9! 109%& ()-sl " 10%& () - YL0%& () -, #10%& ()-s10%& ()-Y'1
0%& () - L! AWIRL Py 2D8e53a AT R- RFUFSHORNE ) ISNe kY (JIRrQYSR, F%@, UgEYRS () -1 1
0% ()- F10%& ()- 109& ()- B4444!5 555 K- Kf 29! 109&’ () - LO

1098 () - Feom$10vRy (§xperienge( ) - Thevgethod 180 ¢y s ven0see ($cbensBITseBV666i|
Kf 29! 109%& ()-"10%& ()- 10% ()-101010L&9: 10%& ()-6 10%& ()-4

109%&. () - 63HX ad 73 BSBL EnKIOVE' 4hd"ADSRLY) £58kIPYE. () - Y 109&' ()- @0%&' ()-! 109&

()-
109& () - J888BIRDIOI Kn&Y&h+OHE: 6nh - BEMPIOGELE 1 bBe 108B/ 4y 1 586 10%& () -, 10%& ()
-1109%& () -F: $10%& ()-9": 1115 M
i 1K-K410% 'é)fi,@%gy&é)aﬁﬁ" 9 e B9e! 10N fdher1d0¢& L22dain

109 7() - FLOY& () -:

Do &< KAL109&! () - 109 () - " 10%& () - 109 ()-101010L99: 109&' ()-6.109%&' ()- _
P Shat (RS Pttt St 008t Thernd odrbinde anE
109& () - Y"109& () ->J>>>><?7222i K- K n{ 10%&' () - %" 10%& () - Ey##109%&' ()- ! " 10%&
()-F 10%?‘?‘[‘?%‘%%@9%?? ihBegAPFVO 2o ;xlAi Klkeghé‘é@/g' ??-‘zﬁl%%t‘e?@f 2
109&' () - 90&! 10%&' ()-F . . ' o _ .

" 109 ()hawever: (§hat 10bRre)1s AGRANIR RERARBYBF K61 TIDYRERS - 1NVORE {90 FEQ0%R, (
)- Y"109%&' () - 10%& ()-101010L&9: 10%& () - YBBBCPCCCC K- K1LO%&' () - F1O%&' () - " 10%&
()-"10%& the specific forms disclosed, but on the contrary, the

109%& ()-Y"109%& () -, #10%& () - CDI DDDE>E| Ei K- K) " 109%& ()-' 9! 109%& () - %M 109%&' () -
FAA#LQYR (InGént108&l §) cd" 3008 (d11Ymodifications, alternative

10%& () - | EEE2FQFFFFi K- KL&9: 10%&' ()- 6" 10%& ()- 4" 109%& ()-f 2" 10%& () - LOY10%& (

)-33. E51000 4 ol DY () S FEFESORIILLL KLED L0 () 400850 (Jp 81006 -
1098 () - & 109& ()-109%& ()-101010" HOHqHHH. ThTTi K- K@ 109%&" () -

109" () -1 ZYA0Y& £) -4 109& ()% 109Kk ()-109& ()-I MLO%&' ()-11J]JIIIKCKI K- K, 9! 10%
5T of e YRk e () 1 izeaone 105 ()Y

& ()-*F'1 & () -1 #Z9409%&' ()-s!Z"109%& ()-Y

10%&' () - OKKKKL>LELFLGLi KA71010" 99L109%&' ()-6F"10%&' ()-4T109%& ()-y2Y10%& ()-
0! 109&' ()-Y3.10%&' ()-GLHLLLL6M/MV} _A710Y! 109&' () -, $10%& ()-! 10%& ()-! 109& (
)- 109& () -

10%&' ()-10MM NENNNNSQ K- 7Y: 1 109&' () -, Z"109%&' () -1 10%&' () - 3nPd0%& () - 10%&' () -
"109&' ()-F"10%& ()-500000f PcPPPi K- 731 . "10%& ()-S, 10%&' ()-*109%& ()-'

"109& ()-%" 109%& ()-3#"109%& ()-s!

109%&' () - PQ?Q QLY _UK3I . "10%&' ()-1010109&9: 10%&' ()-6"10%& ()-4!'10%& ()-2m
"109&' ()-0!10% ()- QR=RyRRRR7Si K- K "10%&' ()-F109%& ()-, 109%& () -,

109 ()-!2109%& ()-

1098 ()-"10%& ()-7St SSSTPTTTi K- KL! "10%&' () -3! 109%& ()-F"10%& ()-10%& ()- F10%
& ()-110%& ()-!'10%& ()-T UFUUUUGVUVI K- K90"10%&' ()-F. S

109& ()-+& 109& ()-)"109%& ()-' F'10%& ()-9% 0% () - Fy#Z%0%&' () - uWVWWWANWPW s
i K90"109%&' ()- @

10%&' ()-101010L9: 10%& ()-6109%& ()-14! 10%& ()-S2! 10%&' () - 2 VWWWWMXdXXXi K- K10%
& ()-10%& ()-109%& ()-Y109%& ()-,$10%& ()- & 109’ () -

109%&' () - XYNYYYY9ZWZi K- K% 109%&' ()-Y# ! 109& ()-s! F"109& ()- YL! 10%&' ()-, s10%&
(O)-Y"109%& ()-Y"109%&' ()-wzZZZ*[~M[[\iK-K4!'109%&' ()-f2z 109 ()-LOY"109%& ()-F
109 ()-,y 109 ()-)

10%& ()-'9'109& ()-\L\S\T\UWW\\]i K4A!'109%&' ()-!109%& ()- 109& () -

10%&' ()-101010" &9910%&' ()-610%& ()-1C}11] ¥ d " i K- KFs! 10%&' () -"109%& () -
10%&' ()-s109%& ()-F109&' ()-, 109& ()- 109& ()-""_- T K-K 3"109%& () - %
109&' ()-Fy# "109%&' ()-"!109%& ()-F10%&' ()-Y"109%& ()-Y"'10%& ()- O " aCaaai K- K6
109%& ()-4!109% ()-f2"109%& ()-90 10%&' ()-F

109 () -, "109& () -) & 109 () - aaaaab>bzbbi K6

109 ()-:!110% & ()-& 10% & ()- "10% & ()- 10% & ()-101010L9: 109 ()-bb

c[ cccdPdi K- KG'10% & () -

| 940% & ()-"10% & ()-10% & ()-s:!'10% & ()-sY10% & ()- @0% & () - Pdddd;

eveeei K-K) 10% & ()-'Z"10% & ()-% 109% & ()48#r10% & ()-s!' ! 10% & ()-Y

10% & () -,

10%€ & ()-e(fhfffg[gbgi K-K9&9: 10% & ()-6:!10% & ()-4:110% & ()-f2: 1 10% & () -
LO"10% & ()-3 .$10% & () -,

109% & () - bgcgdgeggghWhhi K9&9: 109%4 & () -, $10%&' () -! 109& () -!109%& ()-"109& () -
;1109 ()-10(20(20(hhi Niiii=jiK-KF'10%&' ()- 109 ()-1!'210%& ()- 109%& ()-
109%&' ()-sZ"10%&' ()-Y!'109%& ()-=jujjjkCk}kkiK-K, 109 ()-) 10%& ()-'

109& ()-9 109 ()-1#$109& () -s!

A NN P . Y- ] SR A PN A PN NN INA NI N\ ~ A PNAIOY N\



10F"10%& () - L10%&' ()- F#10%& ()- & 10%& () - - 10%&' () “110%&' () - F<ydE: /

10) " 109%&' ()-'!109%&' ()-% 109%&' () - 3y#9%$10%& ()-"!:!110%& ()-3!10%& ()-! dE:/

10 1099: 10%&' ()-410%& ()- S2! 109%&’ () - &0" 10%&’ () 3. #1008 ()-+10%& () - @xY:/

10YY10%&' () -, #10%&' ()-- 10%&' ()-F"10%& ()-"10%& ()-410%& ()- 108t' edE:/

10Y" 109%&' ()-- 10%&' ()- Y#10%&' ()- 109%& ()-& 10%&' ()-sl 109%& ()-e" dE:/

10) & 109%&' () - C 'I5: Y#$109& () -1 "10%& () - FY"109%& () - LdE: /

10610%& ()-410%&' ()-f210%&' ()-9010%& ()-Y .$10%& ()-+ 10%& ()- EbC 10

1098 ()-!109%&' 1) - : | WO%R' ¢Impi Oy (dnvilforfert), &9 MOOBOQ ) cSeHbIFITR :

103MB109%&' ()-! 10%&' ()-"10%& ()-s10%&' ()-Ym 10%&' ()-,"10%&' ()-bFdEbC

10%40%&' () - 3y#at 1OWRL £t ¢t MPIOURG ) AL, (disdO9E {0y : & 198€OKJ -, e! dELC

10f 2F" 109%&' () - 90" 10%&' ()-3 . 9$10%& ()- +10%& ()-) 10%& ()-' 10%& ()-! XbC 10
109 () - "dO8&i € In l@e\;{pcé.OL&Q 10%&' ()-6! 109&' ()-4&10%& () - 2mVdEbC

10nt 1098 () - M 10%& () - 10%& ()- SM10%& ()-9 109& ()-s 10%& () VQIEbC

105F. S10% (). V109 (-7 i y OBl O AT 150 (T R

10 10 10 &09L9 10‘V N (&at 6" 100081&}1 4210%&' che" 109 e&' IggtSOIOO%& él)le Uti dEY (li\IC 10

vice, a 1nc ng reso in ion o secon
device formatted according to a schema understood by the first
device; and
the first device interpreting the data to access a

10 resource of the second device.

2. The method of claim 1 further comprising,
communicating a request to use the resource from the first

device to the second device.

15
3. The method of claim 1 further comprising,
communicating identity information from the first device to
the second device.
20 4. The method of claim 3 wherein the identity

information corresponds to credentials.

5. The method of claim 4 wherein the credentials are

provided by an authentication service.
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locating information about a resource of at least
one other device that is available for use, the
information located based on an identity associated with
the first computing device;
10 selecting a resource of a second device from the
information; and

accessing the resource of the second device.

7. In a computing environment, a system comprising:

15 a first computing device associated with at least one
identity, the first device including a first resource and
configured to provide access to the first resource by at least
one other device associated with the identity, the first
computing device providing information about the first

20 resource according to a resource schema associated with the at
least one identity;

a second device, the second device configured to request

access to the first resource; and
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5 8. The system of claim 7 wherein the first resource

comprises storage.

9. The system of claim 7 wherein the first resource
comprises bandwidth of a connection from the first device to

10 at least one other computing device.

10. The system of claim 7 wherein the first resource

comprises processing cycles of a processor.

15 11. The system of claim 7 wherein the first resource

comprises an input method.

12. The system of claim 7 wherein the first resource
comprises an output method.
20
13. The system of claim 7 further comprising a third
computing device connected to the first computing device,
wherein the second device accesses the first resource to

perform an operation with the third computing device.
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5
15. The system of claim 7 wherein the third computing
device comprises a server, and wherein the first computing
device acts as a proxy to the server for the second computing
device.
10
16. The system of claim 15 wherein the bandwidth from
the second computing device and the first computing device is
greater than the bandwidth from the first computing device to
the third computing device.
15
17. A computer-readable medium having stored thereon a
data structure, the data structure comprising:
a first field for identifying a type of resource;
a second field for identifying a device that includes a
20 resource corresponding to the type of resource identified in
the first field;
a set of at least one third field, each third field in

the set corresponding to the second field for identifying
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18. The data structure of claim 17 wherein the first

field includes information corresponding to a storage resource

10 type.

19. The data structure of claim 18 wherein the third
field set includes information corresponding to total size

data of the storage resource.

15
20. The data structure of claim 18 wherein the third
field set includes information corresponding to free space
data of the storage resource.
20 21. The data structure of claim 17 wherein the first

field includes information corresponding to bandwidth data.

22. The data structure of claim 17 wherein the wherein

the first field corresponds to processing power.
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field set includes information corresponding to usage data of

a processor.

10 25. The data structure of claim 22 wherein the third
field set includes information corresponding to size data of a

memory.

26. The data structure of claim 25 wherein the third
15 field set includes information corresponding to usage data of

a memory.

27. The data structure of claim 17 wherein the second
field includes information identifying the device as a

20 personal computer.

28. The data structure of claim 17 wherein the second
field includes information identifying the device as a disk

drive.
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29. The data structure of claim 17 wherein the second
field includes information identifying the device as a

telephone.
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