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ELECTRONI C DOCUMENT FORVAT MANAGEMENT SYSTEM AND METHOD 5 TECHNI CAL FI ELD
The present invention relates to a technique for managi ng docunent
formats, and particularly to one enabling the recipient of the docunent
(docunent user) to confirmthe formats required i ndi vi
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el ectronic form Although in ge vant ages can be, gained
digitizing docunents, dlgltlzatlon facilitates the falsification of
docunents and ot her problens is therefore } essential to be able to

v ough a Heor ot éch@%@%@ﬁ‘@ﬂﬁ% uRReER ARsnETE A Reeleiont o

Digital signatures and other technol ogi es have been devel oped to prevent
t he reproduction and falsification of docunents. By affixing digital
S|gnatfﬁ éh% fH] nts requiring a record of authenticity, the signature
25 "guarant ee fhe contents of the document have not been falsified.
However, in conventional technologies it has not been 1
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The present invention relates to a technique for managing

document formats, and particularly to one enabling the recipient
o of the document (document user) to confirm the formats required

10 for individual documents.
BACKGROUND ART

Today many types of decuments, including documents of
15 authorization and correspondence, are being created in an
electronic form. Although in general many advantages can be gained
by digitizing documents, digitization facilitates the
falsification. of documents and other problems.. It is therefore
essential to be able to confirm the authenticity of documents of .
20 authorizatioh and the 1like through a .record of the process
implemented to approve such documents. Digital signatures and
other technologies have been developed to prevent the reproduction
and falsification of documents. By affixing digital signatures to
documents requiring a record of authenticity, the signature
25 guarantees that the contents of the document have not been
falsified.

However, 1in conventional technologies it has not been
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pbssible to guarantee the authenticity of the format/formrequired for
docunents of authorization. For exanple, if M. Adigitally signs a

- prescribed document of authorization, but an ill- intentioned M. B

- subsequently erases M. A's digital signature, 5 tanpers with the contents,
and transmts the document to M. Cunder M. A's nane, then M. C cannot
verify whether the format of the docunment of authorization requires a

di gi tal Hence t a chance that M. Cwll be deceived by

[ : i '

Mo B ABRE T AiohT St i dparT e aESH beamasiiig e momeireg

i i g. h description of entries in an_ applicati
Form USSd wReh oGt fy T HiciSe 6F g50adP I *sassntishentLvhar

i@t i LAVO an, applicant _(author). creating L he

2ppl | oaton tarr - oreor b crERethecoth: h g Unefest  hat ec
| ' ' -authorizes the purchase.
ool o Bl b PG Ry 2Bt Mranfosr S4ARTa theakimare
af 15 xed ahpel B0y dog WHNLon £ TE s2Ul PRLIGl s f LhIC, dogunent jgan he verifie
by exam ning these digital signatures using pu%llc y trfica or
the acmeunh’ snaaager aBd he @UEQHBbEe(zerg‘?gﬁ%ﬁéthggetgr098%% L%F the

aut hori zation 20 required for this type o Ication tormec )

under stioedmehitomft e thesardapidn g entdd es &Pgi@gld9§ﬁH§95regheH§%9§9t
tell, for exanple, whether the digital signature of the account hanager

. . S . ‘ . . hat
i s requheed. ibleacehantel $hpessihl & 44 1O 68t &3 ARRY it en such as t
shomnqin Fig. 17, in which the confirmation date of Jﬁg 25 account manager

(proof of conéktpathbs)phaslaeeniabsiht agdi mi td@@%sctrﬁ%e%lcﬁggﬂg renager” s
~knowl edge.. Since the description of entries in the forged application

shdn fat&FigedlZxdophet | Adjcale whetwhern description of entries in an
application form used when requesting the purchase of goods. It
is assumed here that the appiication process involves an applicant
(author). creating the application form, after which the account
manager verifies the estimated cost, and a supervisor (authorizer)
15 .authorizes the purchase. 1In this example, digital signatures for
the account manager and authorizer are affixed to the document.
The authenticity of the document can be verified by examining these
digital signatures using public key certificates for the account
manager and the authorizer. However, the process of authorizatién
20 required for this type of application form cannot be understood
from the description of entries in thé document. One cannot tell,
for example, whether the digital signature of the account manager
is required. Hence, it is possible to create an application such
as that shown in Fig. 17, in which the confirmation date of the
25 account manager (proéf of confirmation) has been falsified without

the account manager’s knowledge. Since the description of entries

in the forged application shown in Fig. 17 do not indicate whether
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2 the digital signature of the account manager is required, the docunent
may be m staken as authentic, provided the docunent includes the
signatures of the applicant (author) and authorizer. In other words, it is
i npossi ble to detect the above falsification. SUMMARY OF THE | NVENTION I n

vi ew of the, foregoing, enbodinent f the present_ _invention provide a
devi ce and%ﬂst H&g#%? ﬁéﬁﬁagHaeech%l“ ni%cCpo scurf%e_fﬂac—feorr bt srﬁgﬁéﬁ? ’ of
preventingthbe deeimenentmHf bbe mideaweRntad r emchenngdcfdegrioadidegandi ng the
docunent's required format. Enbodi nents of the invention will be described

based on €ReuReRStinEliides tesctiwadurast vt Hrreppahginy Gudibes) anNdxt, an

enbodi nent _Qf. the present._,invention.wilLl he described. In this enbodi nent
of the pregté%rtloﬁlnzvéfﬁt ?%n?théer 8]?%3’0%\%1‘ or ma Oasgégg%ﬁonge%:?ﬁtoﬁl}bel fagf’ve

si gnat ur esfangl tikatidbh ke is created and submitted to a fornmat certificate
authority for certifying the form This formstipulates whether digital
signatures are necessary, what organization or individual is required to

affix a di {,ﬁg‘},ﬁ Shkgn r e like. The fornmat of the docunent itself
may be desgrl e o Bgl %‘Et Egvgﬁﬁéégi bl e Markup Language (XM.) or the I|ike.

Mich progress has been gEdehen Rirardand,ziddbodVimeand. dMm thd Spseppett for

digital signatures. The persons attenptin to register the format of the

docunent (ﬂﬁ@eEFE@ﬁ(ﬁrQﬂide a device and method for managing electronic
document formats capable of preventing the recipient of the
document from being deceived regarding the document’s

T required format.

Embodiments of the invention will be described based
on the construction described in the accompanying claims.
Next, an embodiment of the present invention will be
described. In this embodiment of the present invention, a
form or format accounting for digital signatures and the

 like is created and submitted to a format certificate
authority for certifying the form. This form sti&n;lateé
whether digital signatures are necessary, what
organization or individual is required to affix a digital
signature, and the like.
o | The format of the document itself may be described
using the eXtensible Markup Language (XML) or the like.
Much progress has been made in standardizing XML and in
its support for digital signatures. The persons attempting
to register the format of the document (the creator or
manager of the format) may generate digital signatures-and .
attach the data ~representing these signatures to the

document format itself.
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manager of the format) may generate digital signatures and. attach the
data representing these signatures to the docunent format itself. 3 The
above-descri bed data may be sent to a certificate authority or agency
established to guarantee docunment formats. The authority nmay add to it the

(11 O eTeblian, dlalialsinali ooy ot Bl jond aunigle 10

created by the " cer icate aut hori I'ssué a certi

attribute centhdriiagt erf agendyo dshiabapiidcant gudfentae lotuadnta fdesaENt NMAY
attach this attribute certificate and format to their el ectronic docunent.

When veri f FBat RPRHBEtYh&adoedrehP 1§ Her ebig yof aiecgppioreatd chaiparbgr am

for processi e t i ggggmgm y rfar t ow.ng., 1.
Verify the %g%r?atﬂ§?b>%8§errgﬁ€y?ﬁg i'gi eﬁ n%i é‘%gt (r%ersTiDi I’g]g %gée% }Mﬁ/ ?%l'ééfornat
itself) 2. Contlfmdthatautherdert itkeafeandt hosiué yahasredtaehed éf san

guar antee based on the digital signature of the authority that issued the
attribute cBFEFPEER HOriER e EOrM Eat Bhe agRhbrGanF): 3. Conpare an

O e o o ool AL O 8 Lo HEY A Ie LR et
(format certeftiifdtrete aahdorfiotyat opbi ahally 4le@Quesyid hdocetdnitf.i caligen
authority r\ergra{ iicg%i\é\/r(l]etor%ertk}ehedogu%reg%t ihsasngggsnsalljrpyqat gr? gggiiigggj[c))n
program for processing the electronic document may perform
the following:

1. Verify -the format (by verifying digital signatures
included in the format itself)

2. Confirm that the certificate authority has attached its
guarantee based on the digital signature of the.authority
ﬁhat issued the attribute certificate (format certificate
authority)

3. Compare an electronic document to the original preserved
in the format certificate authority by querying the authority
that issued the attribute certificate (format certificate
authérity; optional) ' _

4. Query the certificate authority regarding whether the
format has been updated (optional)

5. Query an authority at which the format was valid

(optional)

The user of the format may perform the following
verificatibns according to need:
(a) Verify whether a digitél signature ‘was applied
according to the format intended by the iséuer
(b) Verify Whether the format was the most recent version at

the
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5. Query an authority at which the format was valid (optional) The user of

the format nay performthe following verifications according to need:
(a)Verify whether a digital signature was applied according to the fornat
i ntended by the issuer (b)Verify whether the format was the nost recent

i t 4 %1 . L gnat ure request d_signature verification
(0 Veri fy whina? (HE farharobadloiiid Fid ShnfPied o AR Se ¢ e
t he docunent(cwaset Ssyieshedtid f iteat ifermba) waRyvdEe Pridrmidllde rusedunbgnst he

reci pi ent need not append a digital signature and only w shes to know the
result of a &f gitltisieghBeudecdreitkads dsspee exanpl e the notification of a

manageri al deci gj : the Like se.(for e, notification_of a
manageri al decizéﬁgklégg%qgutﬁg izg% qu%hagg%?ggEggt,ug?dotﬁe?nauF ori zed
docunent wirtbhiphéch sesd resueappesdt & baigaeel f erignamaractdren) only
Verification (b) may be used when checking the contents of a docunent
under goi ng ¥uER8Fi tat korr (R restiplf, aa dledtest sigratragdiiiapddeei si on

R R e o
when savi ngldkeurest S fof caninpdet, shot hacatish bf o elsdagedidbrdsxikised peri od
to werify ggeggggogfygdcggigggsgE?é%ugg£[egg ¥¥H$§3£G%%%2222 Egcument
with which some request is to be made for some action).
Verification (b) may be wused when checking the
t contents of a document wundergoing authorization (for
example, a request for managerial decision being reviewed)
and affixing one’s own digital signature, or when defining
the work process in groupware or the like.

Verification (c) may be used when saving documents
(contracts) that must be retained for a fixed period to
verify whether the contents are correct while referring to
results of past decisions and past contracts.

Application programs conforming to this method may
be provided in the form of a digitai signature plug-in.
| The document format may regulate the logical
structure of mandatory entries, including applicant,
date of apﬁlicaticnh authorizer, date of authorization,
and the 1like, and such .mandatory items as signatures,
entry number, authoriZafion conditions, and the 1like.
Alternatively, the format may physically. restrict the

layout or the 1like. Hence, the document format can

regulate any
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results of past decisions and past contracts. Application prograns
conformng to this nethod may be provided in the formof a digital
signature plug=in. The docunent format may regul ate the logical structure
of mandatory entries, including applicant, date of application,

aut hori zer, dgéf of a%ﬁh%%izggion and the |ike, and such nmandatory itens
as signaturgg, %ﬁﬁqi' urber %MW%Qﬁization conditions, and the I|ike.

Al ternatively, thecdouing taYyaphysitcaldpectestr thé phesehayontertidhne |ike.
Hence, the docunment format can regulate any 5 conditions of the docunent.

Accor di ng tBharei st paspededofnt RéeprEseht fagepenionformaiemanagepenli ded an

el ectroni c_documen rﬁogi@% Ua%aeg%ge%r. SYSLETE QML RLPY: g rgans, f oL,

I nputting fo rra(;t da?zf or gn el"ectroni c OCUfT'eﬂt, means 1or generating
digital sigeapéctiemicl abcdadit 1 eleatred floe Yaaeeh©Did anigy tdac wigRbthossmat ;

el ectroni c docunent format storing nmeans for storing the fornmat data for
an el ectronfer dodatrfentradifdechetai gichgl edepghaenies g@@tﬂtlmt dafarpafated to

t he el ectropi n t; utting en. r ired,
t he format Q%%?gp(gwatﬁog%%ﬁr@onfl C oggﬁggﬁjfin nd‘gﬁr{e% di%éé’?t EF&;‘%a ﬁérjes for
the data refaired t datdhe Rirechnonélectaodi®ntddoamert sdrer edhebydifetal

el ectroni c docunent format storing neans According _to a second aspect of
t he present STIRAMESSN, fo1t Héte dadaprr@tided &R dhectl6RtECTbe uRBRESRt mat

nmanagement format; and means for outputting, when required, the format

data for an electronic document and the digital signatures
E for the data related to the electronic document format stored

by the electronic document format storihg means
According to a second aspect of the present invention,

there is provided an electronic document format management
system comprising: electronic document format storing
means for storing format data for an electronic document
in association with a digital signature for data related
to the electronic document format; and means for
outputting, wheﬁ required, the .format data for an
electronic document and the digital signatures for the
data related to the electronic document format stored by
the electronic document format storing means.

According to a° third aspect of the present
invention, there 1is provided an electronic document
format certifying system comprising: means for inputting
data related to an electronic document format; means- for
generating a unique - reception identifier; means for
generating a digital signature for the data related to
the electronic document format and the reception

identifier; and means for storing the data related to the



system conpri sing: el ectronic docunent format storing means for storing
format data for an el ectronic docunent in association with a digital
signature for data related to the electronic docunent fornmat; and neans
for outputting, when required, the format data for an electronic docunent
and the digidalraignatotesefior fobhratdataer eleategat itam tiverad ietiteoNni gndocunent
format stored by . the e|]ectronic docunent format storing neans. According
to a thirdhRpEal L 1T EsERt i nvention, there i s provided an

el ectroni c docufmenirqf g mtocerd i fybnge8YSIRIPLAD | B ”Q'he”eagﬁseéé%t
inputting data related to an el ectronic docunent format; neans for
gener at i nglrvemi e r etlepré onisdepritiided neans &lmct gyamiar atdogureent gi t al

si gnature gé)tr R e.rgat asrse,lcal'rtledc&% rtlggz el.ec'%nre%ni C Ocumanrjt ajto.r mat and the
reception CTdenti Fier : S4nd freaf® P or 3087 i n§°FRS datCs r ST ET1D tHe 6

el ectroni e dact@nic f afdminertthe frecepii anddendnfd erdoantent hershigit al -
signature. According to a fourth aspect of the present invention, there is

provi ded AFHEENDNEE FEEFREACT U PULt iIRF YR} enf EBAPFF s MeGNSnek®s f or

Creatihgiﬁbné¥é¥éﬁéﬂﬁCdﬁ&&HQE“Ei@Haéﬂré'%%&FQMé3éygéHEH“éféHE¥6nic

according to operations by a document author; neans for generating a

di gital sidpranaret f @nd helateeatredagkdct toni thedoeleentomnd dideumetated to

égguﬁLﬁftrfggﬁéégxﬁh n%@aggrQ%£é gﬁ%%&%%qﬁgfgReO%h%%%yJ%iérﬁ%éﬂégggonlC
associated with the data related to the -electronic
document format and the-generated signature.

'According to a fifth aspect of the present
invention, there 1is provided an electronic document
outputting system comprising: means for creating an

"electronic document according to operations by a document
author; means for associating .data related to an
electronic document format to the electronic document;
means for generating a digital signature of the document
author for electronic documents associated with the data
related to the electronic document format; and means for
outputting the electronic document associated with the
data related to the electronic document format and the
digital signature of the document author.

According to a sixth .aspeCt of -the present
invention, there is provided an  electronic document
display system comprising: means for receiving an
electronic document associated with data related to an
electronic document format that includes a digital
signature; means for.verifying the digital signature; and
means for displaying the electronic document format based

on the data related to the electronic document

6a



associated with the data related to the el ectronic

gener at ed

there is provided an el ectroni c docunent
creating an electronic docunent according to operations by a
aut hogscaeangg f otcassociadjdirat aspebat edrt o e ebestéppi €

docunent format to the el ectronic docunent; .
si gnat ur e bivemeleocunehere auiBor PreVidedct Boni ¢ lveuinte adeeenantd with

neans for
docunent

t he data

out putting

docunent format and the

signature. According to a fifth aspect of the present invention,

fﬁﬁ@d hgrn%ﬁl%m% get rﬂ@%ﬁoéioc%pﬁg@%&fs%ﬂljﬁté%@@d RS foLs

e elec C daocunent assocl

el ectroni cicpetiend f domaktandddte diogi t adn Si glalctrendfc t héo doaenent
aut hor. According to a sixt asgect of the gresent i nvention, there is
provi ded aPERFER +%%ié“ﬂﬁ€ﬁgenﬁ BRSPS sHFef@oiprissiatgd mE&nstRer

recei vi ng

&lecet&fi & ORbeuRBRY MBI rassOCkabedny tthdakgrngtated 4 orgn

out putting system conpri sing:

nmeans for generating a di

el ectroni ¢ docunent format that includes a digital signature, nmeans for
~verifying ahectégiranici dpavneet and theads ofidra ldisigrasiwges heoel elk€ronic

document f el Rt Lb@faﬁt?%d on.d het}%’?at ta%lreeé@&%’i ° éé‘@uﬁ%ﬁ%”?{;"rﬁagﬁ’f:“gﬁ&t

Accordi ng

0O a seve aspect o e presen I nventi on,

6a

eré i s provided

an el ect r ovnrtputociment whennmatremmiageyenttet hodrmnanpr idzitrg tfiwer steps of:

i nputting

format data for an el ectronic docunent; . '
electronic document and the digital signatures for the

data related to the electronic document format stored in
the step of storing'the electronic document format.
According to an eighth aspect of the present
invention, there is provided a storage medium that can be
read by a computer and stores a computer program for
managing electronic document formats comprising: codes
for inputting format data for an electronic documenﬁ;

codes for generating digital signatures for data related

-to the electronic document format; codes for storing the

format data for an electronic document and the digital

signatures for the data related to the electronic
document format; and codes for outputting, -when
required, the format data for an electronic document and
the digital signatures for the data areléted  to the

electronic document format stored by the electronic

document format storing means.

With this construction, data regarding the format may be
added to the document to make falsification by digital
signature impossible, theréby eliminating the risk of
the. document’s recipient being deceived by an altered
format. . _

The above data related to the format of fhe

electronic document  may be the format data of the

6eb

gi tal

datarel a ea to the



generating digital signatures for data related to the electronic docunent
format; storing the format data for an electronic docunent and the digital
signatures for the data related to the electronic docunent format; and
out putting, when required, the fornmat data for an electronic docunent and
the digital signatur for the data related to the el.ectronic_docunment
format stored in e]teﬁ%%gf%% of “Stor ng lt%ﬁgig ec?ro%?%cr&(?%&ﬁﬁnt O1for t.

Accordi ng telect®irdht doaspest Bimidte Presefibrendy eddiONEod hetends ®Fovi ded
a storage nediumthat can be read by a conmputer and stores a conputer
program f or thaadalitg el ectroni ¢ document formats conprising: codes for

i nputting format,.da . e npc_docunent:. codes for generating

di gi tal signat urIet(éj \I‘L%r &g%%gga?% a?llé%j{) t%etﬁge% eCtToni ¢ oecrhtneﬁ?rr?%ﬁmt;
codes for sberidegttifitedf yak Gadedcrobean ®ireGifieate daciH®mNtkyandride
digital signatures for the data related to the electronic docunent
format; andC@bbesiFade oabtplerity, kfREA Fusfiadvedoft Hdve ovpai fHa@BI9r an

electronic documenly and, Hgydhgl tal SLgnatyres, for dhe dataipg! aued to the
el ectroni ¢ docunent format stored by the el ectronie - docnent For ia

st oring neadscut¥nitl & hvsl dist,r uedndit i chat af sregandi npdddieord,or ipdat®y be
added to the docunent to nmake falsification by digital signature

i npossi bl e, VERRtAY el PR natiffy thekei skThe  tIRETiddcakent "autharidient
bei ng decei vgd: by; &0 alfLr e fRnT® format by affixing a digital

signature to the electronic document’ format.

Certification may

6c



The above data related to the format of the electronic docunent nay be the
format data of the. 6b electronic docunent itself, a description of the

el ectroni c docunent format, or reference data for either of these two. It
is desirable that the electronic docunment formats be certified by a
prescribed certificate authority. The certificate authority keeps custody
of the verifilgatborPerdfaracdnyséan ot btddne gserifi¢atelata regarding the

docurnent's valigity, ikt tons for i | i datd updat ed _ver.si.on and
the like. The c@ﬁr?lf icge%?gkg'}ﬁl?ﬁor%tydé%?etrﬁltfi teflsog{aﬁté’ do%erren © olr%lr%%fa%%y
affixing a dughddlty sagnatrie &odidfetel ecidroniGedeounpat themast data,
Certification may 6¢c also be perfornmed using an attribute certificate. Wen
certifying #hHeuRenEne oPRBRECT t e CRATLTETRBIE, &4t RERi &ffhhya ddifdikad

di gital sigpatiye, Locgh ?ér{)éi@éa%%at‘é{m%ﬂ Sca’ir'i‘euf?{’%&% Of gentif
certification] or can affix a digital signature to identl i catron Yata

t hat can untheetyrmatendata byt e deofepati cthatidlehy i i ¢ 2ceptdhen lidentifier or
the like. In addition to a device.or system the.present invention can

al so be i npl eneht @B NEPhBdICRIGFores ofVSSre™M hitee RERFRIY daiyepéion

i npl enent ed . t C u ram.. Jhes %’S‘E tspy0 r ng,.lavention.

and ot hers cgvx,;\hl Plgg esc%l %eg{e?%egorb dgtgrl1 gﬂqov@m})f)%lerggge%?ﬁc%h%% t he
method can be implemented with a computer program.

These aspects of the present invention and others

will be described in more detail below with reference to the

g /f

accompanying drawings and within the scope of the attached

claims.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings: |

Fig. 1 is a Dblock diagram showing the overall
construction of an electronic document format management
system according to the preferred embodiment of the present
invention; _

Fig. 2 is a flowchart lshowing a pbrtion of the
steps in a proceSS'exécuted by the format issﬁing agency
according to the preferred embodiment;

Fig. 3 is a flowchért showing the steps in the procesé
executed by the format certificate authority according. to
the preferred embodiment;

Fig. 4 is a flowchart showing the another portion of the
steps in the process executed by the format issuing agency

according to



acconpanyi ng drawi ngs and within the scope of the attached clains. BRIEF
DESCRI PTION OF THE DRAWNGS In the drawings: Fig. 1 is a block diagram
showi ng the overall construction of an el ectronic docunment format
managenent system according to the preferred enbodi nent of the present
invention; Fig. 2 is a flowhart showing a portion of the steps in a
process executed by the format issuing agency according to the preferred
enbodi nent a flowchart showi ng the steps in the process
execut%ﬁebgr?h% f%?n%Tb%%rT?? tate authorlty according to the preferred

mbod t 4 fl h th t f t t
in ?h;”SPoceEJsggexzc%%ea 6y CFRESFS, S48, SRENCS ﬁﬁéob%?vﬁéstsﬁ%aﬁeeps

preferred terrbodl ments, rrgC ésm fltov%gagrt Js:hef d%% tahce C)srt prgglﬁ .Y ocess
rovi t

for -crea?rng a®document . usi ng for'ma accor

prefer | g. 6is a flomchart shomnng the steps in a
proceséggfgppggrl y%%bé?ﬁg format of a docunent created in the preferred

enodi ment ; %ag%digy e¥pLanatoy 2y amshow g fhe,cpnbi-gusatign  of

format data e format issuing agency;
verifying the format of a document created in the preferred

embodiment;
Fig. 7 is an explanatory diagram showing the configuration
of format data managed by the format issuing agency;

10 Fig. 8 is an explanatory diagram showihg the configuration’
of.a document created using the format data of the preferred
embodiment; |

Fig. 9 is an explanatory'diagram.ehowing an example of formet
data according to the preferred embodiment;

15 Figs. 10A and 10B are explanatory diagrams showing an.exampie
document created, confirmed, and authorized based on the format
.data in Fig. 9; |

Figs. 11A and 11B are explanatory diagrams showihg'a portion
of falsified data in the document illustrated.in Figs. 10A and 10B;

20 Figs. 12A and 12B are explanatory diagrams showing a portion
of altered format data in addition to the portion of falsified data
in the document illustrated in Figs. 10A and 10B;

Fig. 13 is an explanatory diagram showing an exampie of format
data that can be referenced besed on a reference.code;.

25 Fig. 14 is an.explanatory’diagranrshowing'a<do¢umeht'that has
been created, confirmed, and authorized by referencing_the forﬁat

data in Fig. 13;



10 Fig. 8 is an explanatory di agram show ng the configuration of a
docunent created using the format data of the preferred enbodinent; Fig. 9
is an explanatory di agram showi ng an exanple of fornmat data according to
the preferred enbodi nent; 15 Figs. 10A and 10B are explanatory di agrans
showi ng an exanple docunent created, confirnmed, and authorized based on
the format .data in Fig. 9; Figs. 11A and 11B are expl anatory di agrans
showing a portion of falsified data in the docunent illustrated in Figs.
10A and | OBFi@0 Epgds 120 &xelerBtarey ekt @it oFpolilagr ansPIhbiPRg O
portion of altered format data in addition to the portion of falsified data
i n t hefadotiiest d3tustt atd fdacrmgst ®6AFAAd @B, Fig. 13 is an explanatory
di agram showi ng an_exanple of format data that can be referenced based on
a ref erence idtte;1 25 Fidg SEP LanafP Bk ol A BT PR HgR R SRENTRE taPdsetnent
that has been created, confirned, .and authorized by referencing the format
data i9f* F d?r%%?rjéoﬁgfoﬁf?ﬁa?s aH“expl anat ory di agram showi ng a portion of
fal.sified data inl%he docunent . of 6 i.s an expl ana

Fig. 14, Fiﬂ. ;oryf '
di dgr am shoui 1y a- dotmént T)’é%Je%lnaB?l 4 Eliirlégcfra béd Foritats" and®EPFFg.°"17 is
ocuna e T e R RO N BT FrE | WVENTI ON 10 A

preferred enbodi nent of the present invention will be

BEST MODE FOR CARRYING OUT THE INVENTION

10 - A preferred embodiment of the present invention wiil be
described below.

Fig. 1 shows an electronic document format management system
according to a preferred embodiment of the present invention, and
in ‘this figure, the system comprises a format certificate

15 authority 10, a format issuing agency 20, a client terminal 3Oﬁ
and the like, all connected via a communication network 40, such
as the Internet. The electronic document format management system .
according to the preferred embodiment provides a format in response
to requeéts.from the client terminal 30." Thé format of'electronic
20 documents managed by the issuing agency 20 can be an existing
stahdardformatcreatedknftheissuingagencyZOcn:éspecificformat
author, or a format specific to a registered user according to a
request from the user of the client terminal 30. The certificate
authority 10 serves to certify the formats issued by the issﬁing
25 agency 20 and, in the present embodimént, issues an attribute
certificate tocertify the format. Naturally any method can be used,

provided that a digital signature is affixed to the document to



described below. Fig. 1 shows an electronic docurment format nenagenent
system according to a preferred enbodi ment of the present invention, and
inthis figure, the systemconprises a format certificate 15 authority 10,
a format issuing agency 20, a client termnal 30, and the like, al
connected via a conmuni cation network 40, such as the Internet. The
el ectroni c document format nanagenent system .according to the preferred
enbodinent,grovides a format in response to requests fromthe client
termi nGFr 361 YTHe® fOrHEL -of FRr sctadmh e Qegdéé&n%m&a%?%%@eﬁrﬁpepmlgmu ng
agency .20 cagpn_be an exjsting standard format created by the issuin
agencguﬁéngrQ%Lgﬁeg???ﬁh?ﬁrH%TVGE%E%%r,O?re%quﬁﬁﬁﬂg:ﬁk%ﬂTirﬁ¢fﬁ%?io :
regi stgred user_accordi to a _request_fromthe user o e clien
Lorm nAPCges ThEL CareiTd Cie-C adfhorht 3! 10 RETARE £HeCoPOFEY OrReoT ditfat s
issued.b%uthe issuingg§5 agency 20 and, in the present enbodi nent, issues
a

an attiv g9 eart'tiédre to certify the format. Naturally any method can

i . igital si i ffiixed to.the d t ot
o hrtrty PRl AL e fed Ad a2y BIREL Fut Bl be R hRcaBRr, ”e“,f usi ng
' ay el | api i ture nmethod., The certjficate
Tt hor Eo 2R e B OBE g 0 e Bh R e TRty ey b o

The isguing- 39eNcYe£0 tigncl u r, exapplLe, w%% seryver 201, . an
applici?%d%:servefagof?'a%dq§§aa%géése 2§ﬁa§%%%nt éysfeﬁpﬁﬁgs af? ddifhect ed

to a LobindQdicdbeohAN-2RdROMNCCLS: Lo thg: e £OTTYNI CALL ORCRELURLKAG 4vi a a
router 205. The web server 201 provides a user Interface wth the client
thnin@£o3Qdes a user interface with the client terminal 30. -

10 The issuing agency 20_serveé to store and manage electronic
document formats. Upon receiving a request from the client
terminal 30, the issuing agency 20 provides an electronic document
format to the cliént terminal 30 via thé communication networkl40.

An entry for an eiectronic document format_includes,_as in
15 the exémple of Fig. 7, data for the electronic document formaf,
a digital signature of the issuing agency 20, an attribute
certificate issued by the certificate authority 10, and the like.
‘Data for the electronic doéument format stipulates the abpearaﬁce
of the document (size, ruled lines, and the like), essential.items

20 .(required content), and essential procedures (affixing a digital
signature). A more detailed example of format data will be
described below based on Fig. 9. The database management system
203 stores and manages format éntries in a format database 215.

The application server 202 in the issuing agency 20 executes

25 various services for the issuing agency 20. For example, the

application server 202 functions as a signature calculating unit

211, a temporary format registering unit 212, a main. format

10



10 The issuing agency 20 serves to store and manage el ectronic docunent
formats. Upon receiving a request fromthe client termnal 30, the issuing
agency 20 provides an el ectronic document format to the client term nal 30
via the conmuni cation network 40. An entry for an el ectronic docunent
format includes, as in 15 the exanple of Fig. 7, data for the electronic
docunent format, a digital signature of the issuing agency 20, an
attribute, certificate |ssued P% the certificate authority 10, and the

li ke. TEALACFBINENE"EFett s on? cE YBRAMEPEAFOPMRE 471 hut Bl ettt Bppeifance

o S g TR T
baseq bR Ho M ST aheee hARHGRREATSEyRY di 303 drsr Seelrd Ahrdibe.
| osu B aberEsrst e et ol el UFL BB b8 L IS SR Se%td bo-

I Ssui ng~agency execut es varTtou

Fors erﬁPﬁﬁgra%{)ﬁo gg%&g&‘%éeo%éeéi’féngog ;HPSLiO%LWtﬁniﬁ%ggo%?rh

calcul at'i nporary Tormal registering u

for mat ¢, J0c0ROLALEr LAY AUt ALY, GdOf4MopeaLebing, UNbh21he ANdd her i ke,

The certificate authority sues attribute certi cates or mat

entri ege 8 oh g and rENAgEd: by thed ssUiie agency20 aRds alsQsshor es,and
manages attribute certificates. The certificate 5 authority 10 provides

the clieptitergtpabudRoWith 10f REEBELONSORt PELEONE 6L ANeNtd Cd tihe
period of validity, and the like of attribute certificates upon request.

For thiskéeasobhet hesuehit hfkaatecguthority 10 has the sane type of web

server and the _

10 Exchanges between the issuing agency 20 and certificate
authority 10 (requesting and issuing attribute certificates) can
be performed over a prescribed dedicated line.

fig. 2 is a flowchart showing.steps in.a ?rocess executed by
the issuing agency 20 to temporarily register a document format.

15 As shown in Fig. 2, format data is inputted into the issuing agency
20 in S10. The inputted format data can be issued from the cliént
terminal 30. In S11 a unique entry'number'is assigned to the format
datéentry. An identifier indicating the source of the format data,
such as whether the daté wés prepared independently by the issuing

20 égency.ZO, prepared by an outside Vendor; recéived from the client
terminal 30, or the like can be attached to the entry number. 1In
S12 the digital signature of the issuing agency 20 is calculated
by the signature calculating unit 211 and applied to the combination
including the entry identifief and format data. In S13, the data

25 set including the entry identifier, format data, and signature'is

temporarily registered in a prescribed storage area.

Fig. 3 shows steps in a process executed by the certificate

11



|
| i ke as the issuing agency 20. 10 Exchanges between the issuing agency 20
and certificate authority 10 (requesting and issuing attribute
certificates) can be perfornmed over a prescribed dedicated line. Fig. 2 is
a flowhart showi ng steps in a process executed by the issuing agency 20
to tenporarily register.a docunent format. 15 As shown in Fig. 2, fornmat
data is inputted into the issuing agency-20 in S10. The inputted formt
data can be issued fromthe client. term nal

) 30. In S%% a unjque entr
nunber 28§hggditynky tol ERBSIYT Aat T B4R ERTFYEIAATRdert]tS P %%H?%EﬁFﬁ% t he
f the format data, h whet h he dat d

" ndepehagRt F5T8) “Phe VoS LRRE (20 50eRy 200 SrepaTed By & Cutei de Viftor

ived fr th liept t pnal, 30 .th i k be at hed to th
et AR A A P L PR

| cul ated,__ by, t i gnat.u; | cul.ati. it 211 and Lied th

cal ol ek YphPe PLANEM S oAU Bng, WAL BHR pRg ARl ARty
data 23,36l 1ncl H?gf‘ggt,hetﬁé“ Eiiéﬂﬁ?“tﬂcgﬂ a1 OBfBL A3 AN, S1 9pglure is
tenmporarily registered’in a prescribed storage area. Fig. 3 shows steps in

ted : LEg cat 1 t [ 1 [
LT DAL RCERe L P oA R EST SOF B at "REs hean”f ohpor &r Ty 2 arEa 20

accor dipRg 1@ rRe iRLeCesS b ity 19 JR rd 3V NGAGENCE AR HRAURSIS dhe
certificate authority 10 to isSue an attribute certificate certifying the

cont ent; n0Go4hegbeMBtesASnoahPYButE ELPriBichBe chi M, taidNddlys3Gne
receives data for a tenporarily registered format fromthe issuing agency
20 in 82Q¢irihatceertd ficgat e Aty i hyehByoener ahesas certhéi catra-dipdad i fier
JdO certificate is based on the X.509 certificate system. Data
concerning the format is certified by the digital signature of the
certificate authority 10. Tﬁe attribute certificate is sent to the
issuing agency 20 along with the format data. The client terminal
30 can simply’send.the attribute certificate alone when the format
15 issuing agency 20 can identify the attribute certificate without
the format data.

Fig. 4 shows the steps in the main format registration process
executed by the issuing agency 20. The issuing agency 20 executes
this main registration process after receiving the attributé

20 certificate sent from the certificate authority 10 in the process
of Fig. 3. As shown in Fig. 4, the issuing agency 20 receives data
for the temporarily registered format in S30 and also the attribute
certificate corresponding to this data in S31. All of this data
is recorded in the format database 215 in -S32.

25 The client terminal 30 can extract format data from the

issuing agency 20 via the communication network 40. The client

terminal 30 extracts desired format data using the format searching

12



1

in S21, generates an attribute certificate in S22, and sends the
certificate to the issuing agency 10 in S23. The attribute 10 certificate
is based on the X 509 certificate system Data concerning the format is
certified by the digital signature of the certificate authority 10. The
attribute certificate is sent to the issuing agency 20 along with the
format data. The client terminal 30 can sinply send the attribute

certificate alone when the format 15 i ssuing agency 20 can identify the
attri bR E" ek Offi EBEel 9% ¢houtaIgHeY 45 Rdt TBRFATLRAGTE SRS I‘fé’ré‘%;éps in

the main format regjstration process execut he issuing agency 20.
The |§§%¥Hﬁja%%n%? ?%;%&ec%Y%g ?ﬁFE D&l n ?85 §B #'%ﬁ ‘process after

receiving t attrlbuEe 20 ertlf cate Sﬁqg?fron1the certifi %59 aut orlty

10 in the protedSeioftRilly C31eRS ﬁBﬂhn? §SCF, LT S5 H
dat | t d f h
Leori dreceLahey g lecat STRORA LAY 9L b er o8, 0L L0, S50, Al |sdt d:ta
ded t he f t dat b 21 S 5. Th | t
25 SRR TE R i T Rt e R o S L e cltéﬁ%luym i Pon

networ k; (go TPﬁecdlf%’Ht t{e?@%@i"ﬁ%x@ig&%t %oQI‘RE'croeﬂ»z @ %ﬁﬁtr‘%‘é‘&% ‘d&'n’%et he

f or mat archi he T'ssuing agency y i nputting t

type 0&#9& Q. @&rtﬁ@%o{ﬂ@' Al d Yos QMRER ge&@gelheagﬁgmwé@f tHe user

of the termnal 30 uses a prescribed docu processi ng

g e e T
ter M ngd s 30n @Rt S 2b B ek rdatac he QfBr{ﬂﬁ'lt! $$UERE form using the public
10 key certificate of the certificate authority 10 and the attribute
certificate described above. After verification, the user inputs
required items in S42 and a digital signature in S43 according to
the format data. The final appearance of the electronic document
created by the user is similar to that shown in Fig. 8. In S44,
15 the electronic document. is outputted to the intended recipient.
The digital signa_ture of the author can also be included in é portion
of the document. A detailed example of the authorization process
and the like performed by the authorizer after the entire process
aescribed above is completed will be described later with reference

20 to Figs. 10A and 10B.

Fig. 6 shows steps in the process executed by the recipient
of the electronic document created by the user. As shown in Fig.
6, according to need the recipient can verify the signature of the
document author in $50, confirm the authe_.nticity of the format
25 according to the digital signature of the issuing agency 20 in S51,

further verify the authenticity based on the attribute certificate

in S52, or acquire data from the certificate authority 10 in S53

13



agency 20. At this tine, the user can verify the signature of the 1issuing
agency 20 in $S41 using a public key certificate for the issuing agency 20
or verify the content of the formusing the public 10 key certificate of
the certificate authority 10 and the attribute certificate described
above. After verification, the user inputs required items in S42 and a
digital signature in $S43 according to the format data. The fi nal
appearance of the electronic docunent created by the user is simlar to

t hat sHolwratilg ghegvaladgay, ofsthpddatwranttoding HBekRest OF SN @utpBEred t o
the intended recipient. The digital signature of the author can also be

i ncl ud&FS¥P™m Po¥EtdHN  of the docunent. A detail ed exanple of the '
aut hori zation process and the |ike performed by the authorizer after the

entire procedsOrdesch? F&F AGVELE LI R IR 1 IS cPiBetNd 28 wi t h
reference , 20 to Figs. | 0A and 108”1525. 6 shoms_stefg in the process
execut b ShETPEESFEnE Tt Ute 5d eI ShPELREE Nt Y c e B d D FIERE Yuser .
As _sh in Fig.. 6, according,to need the recipient can,verify the,

&} Gnatie B (HE e BocHRERI B ALY FRTBSbEE cBRPPEAREhELAUEHREILER) W3R ¢ he
format_.25 accordin the digjt signature of the issuin en 20 in
S Sy et Ty Pne S BhiTe O Based SATEHE SPABLDS et Plat o
in S5 0 upre t r t rtificate. authori.ty i .13

i ndic Ifens'gjcItalhctgeg\{/a Olmg]l t%%f&?ﬁgt}%oég?rgﬁgegﬁﬁnggﬁ ﬁreé%t&rflﬁéﬂoceagﬁg\ﬁérﬂ% ersion
exi sts.nln t t p e i RpFi gs. 3-6 and ot her
requi?éh B?%%S@é §££$¥§%gﬁ§ér$$?i%g§§§gu?ﬁgﬁ?¥§llgg'issuing agency 5 20,
and client ter naln 30 e@ERYLEN o LAY TR 13 Be I A IR Vi ig. 9 shows

'ﬁiO example format data for a document used to request the purchase

of goods or the like.  In the presumed process for this document,

the author creates the document; the account manager confirms the
estimated costs; and the authorizer subsequently authorizes the
purchase. In this example, requiremehts are 1listed in the

7

15 “Mandatory sections,” wherein required details are specified for
the author, account manager, and'authofizer. “Signature required”
indicates that the digital signatures of the account manager and
authorizer are required in this documént. The digital signature
of the issuing agency is added to the format data of the documént,
20 as is the attribute certificate from the certificate authority.
A document that has been created, cohfirmed, and authorized

according to the process described above is shown in Figs. 10A and
10B. In this example, the contents of the application are

- concatenated onto the document format data of'Fig. 9. 1In addition,

25 digitalsignaturescﬂftheaccountn@nagerandauthorizerareaffixed

to the document. Various configurations can be employed,. wherein

the digital placement of the digital signatures and the like for

14



storage nedia 50, 51, and 52, or via a comrunication network, on

prescri bed conputer systens provided in the certificate authority 10,

i ssui ng agency 20, and client termnal 30. Next, a nore detail ed exanple
will be described. Fig. 9 shows 10 exanple format data for a docunent used
to request the purchase of goods or the like. In the presuned process for
this docunent, the author creates the docunent; the account nanager
confirms the estimated costs; and the authorizer subsequently authorizes
the pbRenasieio] n arFRIdx Applage e glicr eHERPS 1gee Hepeadsi ant hee M thod
"Mandat ory sections,” wherein required details are specified for the

aut hor O aBERURt NPrara et O TRMRP AUt HorY el f 1 eat jpat RF @I F@qui redr eXamh eat es

that_tggeqigital signatures of the account mapager and authorizer are
requi r BB ATERPE GYCTIENE RIS gidnl R gHAE RS TGN (IRNGIRS i Hgenky i s
certi fFLaPECFFOM LR SEREFPPEake But AR Fy. TARGSHMEIS /Y T B
above 75 EROM TR U SRR THe LOHTITEL 17 DT o (1 CSMGRIET! t he
20ai 1 ore TR s A b o™ BeCOURC o PandC A HOA Bt ar 6
The. o grF AT B asinent oy A, S M SHER, 208 R AR e e "

aUthOFvC§ﬁ€QH9§HH§@@Q$ n 204 aggpgngQEEdeg%quogq the method of creating

the formand the verification program For exanple, the author, account

manager, anda@ptdord izelc A aenehabe dhgiialy S 9RAt UEESfOlaerLi ons, A B,
.and C, respectively, in Fig..10B;

10 the example document of Fig. 17, it is. conceivable that the
confirmation date of the account manager could be falsified when
there is no signature for the account manager. However, if the same
irregulérity were attempted in the document of Figs. 10A and 10B,
the result would be similar -to that shown in Figs. llA and 11B.

15 First the recipient verifies that the digital signature of the
issuing agency for the "“Mandatory sections” and the attribute
certificate of the certificate aufhority are correct. Then, by
checking the "“Data” section, the recipient can confirm whether
requirementsjjlthe“Mandatorysections”kﬁﬂmabeensatisfiéd. When

20 checking the ™“Data” section, the recipient detects that the
stipulation requiring the account manage;’s signature has not been
met. Hence, the recipient discovers the irreqularity.

Now let’s consider a case when the description in the
"Mandatory sections” is altered along with the falsification of
25 data. Here, the confirmation date for the account manager has been

altered, and the signature for the account manager has not been

included. In addition, the “Signature Required” descriptioﬁ

15



5 or the author can generate a digital signature in the "Contents" section
and "Aut hor" section, the account manager in the "Contents" section and
"Account Manager" section, and the authorizer in the "Contents" section
and "Aut horizer" section. Any falsifications can be detected in the above
exanple. In 10 the exanple docunent of Fig. 17, it is. conceivable that
the confirmation date of the account nmanager could be falsified when

17 ook 1Y Tl B TER SR bCURbNTiaGr RS, CTBALRA 1ot Dot

oo e R o RHERC e o) T o] oridl nd Sor e e SRg SRR or
aut hor 11 e barreet o e ey S ikd e B F b WG o 22 ekd s pfent
ot SPsh Rinen 20 e T TR P o ey PRRC R P BC PR i3kt
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case wWhenm the deseription in the "Mindatory sections" is altered al ong
with the falsification of 25 data. Here, the confirmation date for the

account mana@sst has besApakteF efhoad: 41y Shgpakune {1911 *}%f&g& tganager
has not been included. ?n addﬁ??%n, fﬁgFP§anature %@qu%re ' eggifbtlon

15 |l steefl Srdrdd€o2ma@Ual t SBNAUEH de s8R HAANDAE QL Y 1326hLQBS RS REEN
altered to "Signature OQptional." In this case, by verifying the digital
S i.\_’gnat_dﬂ e dilstidted Soint agancy ahitheorMardal@ny SeChieOBSquired via
.'10 the network by specifying the name “URI,” for example. 1In this
. example, the format data is stored on a file server. The format
identifier is specified by the “FormID,” which in this example is
“ExampleCompany2002-1234.” Fig. 14 shows a document after being
created, confirmed, and authorized. To verify the document format,
15 format data is acquired based on the specification “FormURI.”
“URIL” alone can also be used as the ID of the"format data.

Fig. 15 shows the document in which the confirmation date of
the account manager has been falsified. Naturally, the signature
for the account manager is missing. In this case, the request for

20 the format data is first verified. Subsequently, it is determined
whether the document conforms to the specifications in the format
data. The irregularity is discovered after determining that the
signature_of the account manager is required but is missing from
the document.

25 : In the preferred embodiment described above, the present .

invention can confirm the authenticity of an electronic document:

format based on the digital signatures of the format author (format

16



and the attribute certificate of the certificate authority, the 5

di shonesty is found by detecting that the "Mandatory sections"” has been
altered. Next, an exanple of processing a docunent while referring to

regi stered format data will be described. Fig. 13 shows an exanple of

regi stered format data. This format data can be acquired via 10 the network
by specifying the name "URI," for exanple. In this exanple, the formt

data is stored on_ a file server. The farma identifier is specified py the
Rorm BRCGRE ST EnEbiERaRpre Y Lot tht B AR A00n- 155 CTrg o
shows docunent after ing., created, c I r nd aut hori zed. .To

ver Ty PERSHBETrBAr SRy Fake bt foney FhC R FRUnsed SR haTe
specificatiopn "FornlJRIL." "URI" al one_c LD _of_.t he
For mat PEEL & P e E oo R et LR e HaT CoaREHE: 85 dt o
Lhe accounl,) TRABAET oPasBEeR halisl f lurdllr alhe the ST ABALYLE i, the
account manager Is mssing. I'n this case, the request for the format
data i $.hLEL1YeLl hhednSuRseayentdyy hinh§; dgt SEMeAgd Yethel, dfiene
doéﬁne%?icéﬁéor {0 the speC|q?£ations ?né%ﬁg ormat  dat a. %ﬁ% "
irregukgtibysi s discovered after determning that the signature of the
account manager is required but is mssing from the docunent. 25 In the
preferred enbodi nent descri bed above, the present invention can confirm .
the authenticity of an electronic docunent format based on the digital
signatures of the format author (format 16 nmanager) and a third party
certificate authority, and can avoid fraudul ence caused by falsification
of the data format. Hence, the -
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'present i nvention can provide a convenient environnment for the circulation
of electronic docunents that can ensure high 5 reliability in the issuing
and managi ng of electronic docunment formats. 17 CLAIMS 1. An electronic
docunent format nmanagenent system conprising: neans for inputting format
data for an el ectronic docunent; neallAIM® generating digital signatures
for data related to the electronic docunent format; electronic docunent
format storing neans for storing the format data for an electronic
docunent and th1eAdiegédimhicsiogmaemrfesnétonartdgenﬂatsysteem adregdriging:t he el ectronic
docunent fornmat; ansq | ﬂﬁ % ‘Hi% o q%' hen ﬂw red, the format data
for an el ectrorﬁ‘% AoERENR é’ﬂ 2 dl& E 31 é{‘?g T]'F@ts for the data
rel ated to the mdastforogeneraling wigitat sighaturesforsdata rthtby td the efdatrohiconi ¢
docunent fornat ttor| ng neans. 2. An el ectronic docunent format nmanagenent
system co F?@Fﬂj % ectroni c document format stori ng nmeans for storing
format data forelcmtroneldactmnemfmmhnstmhgtméansafsssmriirqjthemorwialt Hata fdi gn t al
signature for dat reI 0.t el ectroni.c and means
For out pufaghe el el e be ol stk 7 e 98 15k 4o B Phsrd™ yocunent
and the dld@cnménﬁo@mimdes for the data rel at ed to the el ectrom c docunent
format stored b oni ¢ _docunent f 3. An
el ectroni c doc ro?"ﬁ@ﬂtﬁ g’&@ﬁ%ﬁ’\ e yg'te %néag d?%gfh %rge{re %ﬁ”él m 1,
wher ei n t kiecdmaeat amelltae digitalcsigriatures &xrtthedata relotedrietie dlectramic decutrient
el ectroni ¢_docupen ﬁ_‘ dat H{ An el ectroni c docunent format
rranagerrenﬁo ?fgtsg)ﬁ?‘iagy &qlchran‘c 0%6‘% fffrmat storing means.
" 2. An electronic document format management system comprising:
electronic document format storing means for storing format data for an
electronic document in association with a digital signature for data related to the
electronic document format; and
means for outputting, when required, the format data for an electronic
document and the digital signatures for the data related to the electronic document
format stored by the electronic document format storing means.

3. An electronic document format management system as recited in Claim 1,
wherein the data related to the electronic document format is the electronic document

format data itself.

L~

4. An electronic document format management system as recited in Claim 1,
wherein the data related to the electronic document format is a description of the
format data.

5. An electronic document format management system as recited in Claim 1,
wherein the data related to the electronic document format is reference data for the
electronic document format or a description of the electronic document format.

6. An electronic document format management system as recited in Claim 1,

wherein the electronic document format storing means further stores an attribute
certificate for certifying the electronic document format.

18



wherein the data related to the el ectronic docunent format is a description
of the format data. 5. An el ectronic docunent format nmanagenent system as
recited in Claiml, wherein the data related to the el ectronic docunent
format is reference data for the electronic docunent format or a
description of the electronic docunent format. 6. An el ectronic docunent
format managenent systemas recited in Caiml, wherein the electronic
docunent format storing neans further stores an attribute certificate for
certifying the7eAacectrohic ddosrmemtrforniai rcadifyind 8ysfem Aometiging:r oni ¢ docunent

format certifyin st.em.conpr.i sing; ans,for in [ ata related to
an electronic (5'692‘1? %rt'ﬁ?%tﬁ%n??ta?ﬂ%%ﬂéoEﬁlgpeé:gﬂﬁ'Fg F%ﬁéejﬂtf%ag'ue reception
identifier; nmeamsansdor gemeeatiagiangiquediegeptioh idendifiet ure for the data rel ated
to the electronjc ocunent.. far n he, reception . identifier: and neans
for storing ¢ ndarne 107 84T igo & 95eL 2BRab oh i ik el bt irophe

r ecept i on dodaméentfforemiat aadthd reeepliani idexitifier; gndt ure. 8. An el ectroni ¢ docunent
out putting syst Ll sing. i i G, .docunent in
an el ectronic 5@%‘@%&%3&@9&% dg%g%%}%ﬂﬁgtﬁ% g%%{ﬁ@g%? ?%uﬁﬁgﬁi&gmctigr&%nent

aut hor; neeceptiboidegtifierr arid thg digitd| gjgnadliresi gnat ure for the created el ectronic
docunent and data related to the el ectronic docunent format; and means for

outputting the el ectronic docunent associated with the data related to the
el ect roni ¢ doc@mAnteldatmronietdoanmentratyy dling stséoin sompeaging:e. 9. An el ectronic

d_ocurrent out putrﬁé'ar?]g fgryc%ﬁ 965?1 élgﬁq}oﬁw?cddd-cﬂmgnf‘fnrgn%l@&r%n%soeo%uhgnt ﬁﬂﬂjatlant hon
with a electroni € docCumrent “format managenent system conprising. mheans for
i nput ti ng according tolaperafions mna dbammerdauthodocunent ; nmeans for generating

di..>gi tal S_i gnat %eea%sffgrr gequ%l’a?in& %l o%i%ﬁjsibﬂathpeefo?kh%céréﬁgb ®lectronic document
and data related to the electronic document format; and
means for outputting the electronic document associated with the data related
to the electronic document format and the generated signature.

9. An electronic document outputting system as recited in Claim 8 and used in
conjunction with a electronic document format management system comprising:

means for inputting format data for an electronic document;

means for generating digital signatures for data related to the electronic
document format;

electronic document format storing means for storing the format data for an
electronic document and the digital signatures for the data related to the electronic
document format; and | 7

means for outputting, when required, the format data for an electronic
document and the digital signatures for the data related to the electronic document
format stored by the electronic document format storing means;
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docunent format; electronic docunent format storing neans for storing the

format data for an electronic docunent and the digital signatures for the
data related to the electronic docunent format; and nmeans for outputting,
when required, the format data for an electronic docunent and the digital
signatures for the data related to the el ectronic docunent format stored

by the electronic docunent fornmat storing neans; 19 whereby the data

rel ated to t he W6y BRdatasslatrreiRiihe sleqieniaipsmentiformpt witgiaffaed digitghat ur e

out put t ed signafaré betpattes iromnhe eReteHTE BbcUriéiad iR ARGRBBMENSY/SlefiNs! S
associated with the el ectronic docunent. 10. An el ectroni c document

out put t i nGSEYLREAWHB e PIEFtHRYIC AU or creating an el ectronic docunent

according to operations by a docunent author; neans for associating data

related to an ele tri)ni c docunent format to the electronic docunent; neans
for generating ‘& O §aCHPNIEAgRUPENMtOURUYNGSYIRNY FYRPTIEE hor for el ectronic

docunent s assoghédnedomérbatirighth sledtronicdctiurfbnt Acddr@ing kespdraiting byarument
format; and neans for outputting the el ectronic docunment associated with

the data POFYNE a4 he el ectroni ¢ docunent format and the digital

signature of theeahedonassbciatiid@ita reldtbd td\an @leerbhieMosurdlestybmmt téltrep! ay
system conpri si .ng’:of:means for receiving an el ectronic docunent associ ated

with dat a SIARMEHOFYNeRy ef ectronic document format that includes a digital

3 i gn?t ure; Wﬁamﬁelacr@rfoﬁ/gi{nief%ﬁngg di@?l fdibﬁéﬂufé %ﬁthg gab&m?ﬁht a@gdatr 'f@@ﬂﬁ:ltr{)?ifcd o th
I spl ayl ng, the el ectronl ocunen or ma ased on e data frelate (0] e
el e(F:)t rgni %OGWE%I?LS.SO%&B?SWHh @Teg%’lt? E3IRted o eeirttranis deaumerhiogeatAPd met hod

conpri sing t he nséamor outputting the electronic document associated with the data related
to the electronic document format and the digital signature of the document author.

11. An electronic document display system comprising:

means for receiving an electronic document associated with data related to
an electronic document format that includes a digital signature;

means for verifying the digital signature; and

means for displaying the electronic document format based on the data
related to the electronic document.

12. An electronic document format management method comprising the steps
of:
N inputting format data for an electronic document;
generating digital signatures for data related to the electronic document
format; | _
storing the format data for an electronic document and the digital signatures
for the data related to the electronic document format; and
outputting, when required, the format data for an electronic document and the
- digital signatures for the data related to the electronic document format stored in the
step of storing the electronic documeht fofmat.

13. An electronic document format management method as recited in Claim

12, wherein the electronic document format storing step further stores an attribute
certificate for the electronic document format.
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of: inputting format data for an el ectroni ¢ docunent; generating digital
signatures for data related to the electronic docunent format; storing the
format data for an electronic docunent and the digital signatures for the
data related to the el ectronic docunent format; and outputting, when

requi red, the fi3k Aeitordge eneidoum that edrebe rezdl by alowupeat archstotdsea cammpitéal
signature gcunent format stored in
the step 0{;8&3{“ o@?ﬁgﬂ%ﬁné 8‘ %Erjng%l}"ponéﬁér@%g?&hﬁﬂst%g 13. An electronic
docunent for natcodaﬂalgmmltttngrfemmmmiau:sforeneteetﬂommd@btanemt 12, wherein the

e ectyonte 00\ BBl Bk R HELAB B FnaRGBBREE S

t hat can bicumedt foymat; conput er and stores a corrputer programfor managi ng
el ectroni c doc u data for
an el ectronic g%r{eoﬁg[owégré Hﬁggdaéé%gorraaﬁl neg&rgl g.‘P&FH‘S}‘g C?W drégn% r data
rel ated tcsigdadureis e theodata related worthet eléairomixt Jocoowasfofat; ahdri ng t he f or mat
data for an el i i t for the data
related to theece?j r%Hﬂ)gxﬁ ‘Eh%rﬁ&%kgﬁéﬁé %erl'tﬁ%{ %aégé%n o‘%‘&gtﬁ n|f)cutt| ng, when
required, (tdqemboframtthdatgatalfmnmee fardihe datacelatbddotienéleainchic Hecumaritt al

si gnat ur egof0f t sd?éd 9)2n%Jl?ét@h?cddotcﬂmfehﬁfoﬁhgt"s%erS&' r%ei%?c“”e”t format stored

by the electronlc storing ne
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